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Abstract: Steganography is based on hiding or embedding additional information in digital objects, while 

causing some distortion of these objects.  In this case, as objects or container can be used image, audio, video, 

network packets, etc. recently, there is a lot of progress in the field of hiding information in a text container. To embed 

classified information, steganographic techniques rely on redundant information about the covering medium used or 

properties that a person cannot visually distinguish. Because text documents are widely used in organizations, using 

a text document as a storage medium may be a preferred choice in such an environment. On the other hand, choosing 

to use a text document as a storage medium is the most difficult because it contains less redundant information. In 

this article, we present a different approach of classifications of existing methods within text stegnography, which 

allow young scientists to quickly enter the topic for further development of this field of science. 
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Introduction 

The task of protecting information from 

unauthorized access has been solved at all times 

throughout the history of mankind. Already in the 

ancient world, there were two main directions for 

solving this problem, existing to this day: 

cryptography and steganography. 
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Steganography is a field of knowledge that deals 

with the hidden transmission of information. 

Steganography (from the Greek steganos (secret, 

mystery) and graphy (writing)) literally means "secret 

writing" or "covered writing" [1,2]. Unlike 

cryptography, the very fact of information transfer is 

hidden. Especially effective is the use of 

steganographic methods in conjunction with 

cryptographic. A common feature of steganographic 

methods and algorithms is that a hidden message is 

embedded in some harmless, non-attention-grabbing 

object, which is then openly transported to the 

recipient. When using cryptography, the presence of 

an encrypted message itself attracts the attention of the 

attacker, in the case of steganography, the presence of 

hidden information remains invisible. 

The development of computer technology in the 

last decade has given a new impetus to the 

development of computer steganography. Messages 

are now embedded in digital data, usually having an 

analog nature-speech, audio, video, graphics, and 

even text files and executable program files. 

Steganography is the art and science of hiding a 

message inside another message without arousing 

suspicion in others, so that a message can only be 

detected by its intended recipient. [3] Since encrypted 

messages can attract the attention of intruders [4]. But 

when steganography is used, even if the eavesdropper 

receives a stego object, he cannot suspect the message 

because it is carried out covertly. Modern 

steganography is usually understood as electronic 

media rather than physical objects and texts. In 

steganography, the text we want to hide is called inline 

data, and the text, image, audio, or video file that is 

used as a carrier to hide the text is called a container.  

Container-information designed to hide secret 

messages. This definition implies any type of media.  

Empty container - a container without built-in 

messages; the filled container or stego - the container 

that contains the inline information. Embedded 

(hidden) message - a message embedded in a 

container. 

Classical methods of steganography can be 

classified as follows: 

• Hiding a container file in the inter-format 

spaces is the easiest way to hide a message file. Most 

often, the necessary information is entered in empty or 

initially unreadable areas of the container file. Most 

often, the message is written to the end of the file or 

between its blocks. These methods are the easiest to 

implement, but also the most vulnerable. This method 

leads to an increase in the size of the container file, 

which makes it the most suspicious. 

• Hiding-masking uses directly service areas and 

special blocks of the container file. The basic principle 

of this approach is to "give" the message file for all 

sorts of service information of the container file. There 

are quite a few ways to create fake areas or data. The 

most popular for a large number of different formats 

can be considered the following: hiding in the 

specification fields of the container file, hiding in the 

fields reserved for the extension, hiding using 

properties that are not displayed fields of the container 

file. 

In a special group, you can also select methods 

that use special properties of file presentation formats: 

• fields of computer file formats reserved for 

expansion, which are usually filled with zeros and are 

not considered by the program; 

• special data formatting (offset words, 

sentences, paragraphs, or the choice of certain 

positions of the letters); 

• remove identifying headers for a file. 

As a rule, such methods are characterized by a 

low degree of stealth, low bandwidth and poor 

performance. 

In text steganography, symbolic text is used to 

hide classified information. Storing text files requires 

less memory, and its easier communication makes it 

preferable over other types of steganographic 

methods. Because texts take up less memory, transmit 

more information and require less printing costs, as 

well as some other benefits. 

This article presents a new approach to the 

systematization of textual steganography methods by 

combining existing methods into groups, with further 

discussion of some of them.  

The rest of the paper is organized as follows: 

Section 2 describes some of the existing approaches to 

classifying text steganography. Section 3 describes 

the proposed classification approach. Section 4 

provides an assessment of the proposed classification 

method. In section 5, we digress and discuss the 

advantages and disadvantages of steganography and 

draw appropriate conclusions. 

II.EXISTING APPROACHES 

It should be noted that the popularity of text 

steganography methods has led to a variety of 

approaches that need to be somehow systematized. 

Research in this direction are found in the scientific 

literature, so the classification of steganography 

methods is given in [5, 6].  It is necessary to 

understand that classification is a system of 

distribution of objects (objects, phenomena, 

processes, concepts) by classes in accordance with 

certain characteristics. 

In the work [6], which can be considered one of 

the classic works in this area, where the volume of 

implemented information is chosen as a sign. Thus, 

depending on the type of embedding technique, text 

steganography is divided into three categories: 1) 

embedding at the character level, i.e. by-character, 2) 

at the bit level, i.e. by-bit, and 3) mixed type. In [7] all 

these categories and their corresponding 

subcategories are discussed in detail and examples 

where the classification is made on the basis of the 

concept of the essence of the method are given.   
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III. THE PROPOSED APPROACH 

Classification is one of the powerful tools in 

understanding processes, phenomena and objects. As 

indicated in section 2, classification can be carried out 

depending on the type of category. Here we take as a 

category that each object has certain properties. For 

example, if you take a file as an object, then the 

essence of the file can be such properties as: textual or 

binary.   In the proposed approach, it is recommended 

to classify by such properties as: file Structure or 

format, text data Format and Linguistics (see Fig.1.). 

Let's consider these concepts in more detail. 

A file format is a specification of the structure of 

data recorded in a computer file. The file format 

identifier is usually specified at the end of the file 

name as an "extension". The file name extension helps 

identify the format of the data contained in the file to 

programs that can work with it. Sometimes the data 

format is additionally specified at the beginning of the 

file content. For example, the " doc " format is a Word 

97-2003 document, with the file format being a binary 

file.At the same time, the "docx" format is also a Word 

document, but the file format is XML-based files, 

which by default is inherent in Word 2007 and above.  

Thus, Word document files are complex objects 

organized according to the rules of structured storage. 

In fact, structured storage is a separate "file system" 

from Microsoft, roughly the same as FAT or NTFS.  

This technology is related to Excel 2007 and 

later, where the XML format is used to create 

workbooks, templates, and add-ins. In fact, these files 

are ZIP archives. If necessary, they can be unzipped 

and viewed.  

So the XML file format belongs to the category 

of so-called open formats and such files can be created 

and processed using any text editors that are not 

related to Office. 

Thus, taking into account these features, this 

article proposes a new classification of text 

steganography methods and gives a brief overview of 

some of these methods. This allows to compare 

modern methods of text steganography and identify 

trends in the development of this area, as well as the 

choice of the best algorithms for use in research and 

commercial tasks.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.1.  Classification of the  steganography 

1) PowerPoint presentation 2)Binary Files File structure 

 

Data format 

Linguistics 

1)Feature coding  2)Character pair text 

3)Image to Text  4)Font Excel 

5)Font Color Excel   

6)SEFT Method 

7)Rotation Excel  

8)Character and String Mapping 

 

1)Line Shift  

2)UniSpaCh   

3) Inter-Sentence Spacing   

4)Word Shift  

5)Syntatic method  6) Punctuation Mark 

7) Mistyping  8) White Steg  

9) Spam Texts   

10) Text generation  

11) Null Cipher   

12) Missing Letter Puzzle 

13) SMS-Texting 14) SSCE  

15)Word Mapping Method   

16) MS Word Documents   

17) Cricket Match Scorecard 

18) List of words  19) Spelling of Words  

20) Neural network  21) Natural language text  

22) Adaptive Synonym Method 

23) Language feature  - Synonym Method          

24) SRLEM  25)Set Synonym Method 

26) Syntactic Method  27) Character-level Embedding  

et.al. 
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Consider the features of some methods of text 

steganography shown in Fig.1, proposed by the 

authors of this work, without in-depth detail of the 

methods themselves.  

 

3.1 PowerPoint  Presentation 

This method is based on a PowerPoint file that 

has a branched structure. The authors of the proposed 

method, considering the PowerPoint file as a 

container, found a sufficiently large space, the so-

called free zones, where you can embed a large 

amount of information. Because, physically, a 

PowerPoint file consists of a header followed by an 

ordered list of containers and atoms. Once in these 

containers, you can find enough space to embed 

sensitive data [8]. 

 

3.2 Feature coding  

This approach uses character properties and by 

making specific changes to the fonts of individual 

letters, you can embed information.  

For example, in [9] we propose a modification of 

the method of spatial-geometric (i.e. changing the 

style or font size, bold, italic, underline, etc.) and color 

parameters of text symbols. Here, data is hidden not 

only in normal, but also in special (soft hyphenation, 

line break, etc.) characters and spaces. The peculiarity 

of the method based on color modification is that the 

processes of inclusion/extraction of information are 

carried out by comparative change/analysis of color 

parameters of pairs of neighboring symbols, one of 

which is the basic one. In [6] these methods are 

described as Character Marking or, a variation of this 

method, such as Character and String Mapping, 

described in [6], uses a font attribute called character 

spacing in the accompanying document to embed the 

secret. 

 

3.3 Line Shift 

The classic approach here is to change the 

distance between words using spaces. As a result of 

further research in this method, the secret message 

began to be hidden due to the vertical displacement of 

the text lines to some extent [5, 10]. The marked line 

has two unmarked control lines, one on each side of it, 

to determine the direction of the marked line. To hide 

bit 0, the line is shifted up, and to hide bit 1, the line 

is shifted down. A modification of the known method 

of text steganography based on changing the line 

spacing of an electronic document (line-shift coding) 

is described in [11]. With its help it is offered to hide 

the secret message in change of height of line 

intervals.  The essence of the modification of the 

method is to use an electronic document as a container 

and change the line spacing not of the entire line or 

paragraph, but only of non-displayed characters 

(spaces, paragraph marks, tabs, etc.).  And you can 

also use the Inter-Sentence Spacing method [6], based 

on the fact that a space is inserted between two 

sentences, where the presence of an additional space 

represents "1", and their absence - "0". Because the 

number of sentences in a plain text document is not 

considered to be large, this method cannot be used to 

hide more data. 

Similarly, the UniSpaCh (Unicode Space 

Characters) method uses a non-visible space 

character, but of the Unicode variety [6].  

 

IV. EVALUATION 

 

The proposed classification of steganography 

methods show that methods based on the use of 

special properties of data formats have a stable form 

of the method. While, methods where linguistic 

features of spelling of different languages are used, 

have a wide range of forms of methods. At the same 

time, very little attention is paid to the methods where 

the file structure is used. A simple analysis of the 

structure of a Microsoft Word file, at first glance 

nothing nevidelyayuschiysya object, but nevertheless 

the analysis shows that how diverse the structure of 

this type of file. Accordingly, there are different 

approaches to hiding information in these objects.  

The above classification of steganography 

methods does not take into account cloud 

technologies, although the research in this area by 

some scientists [12] deserves the attention of scientists 

in the field of steganography. The prospects for the 

use of cloud technologies in the field of text 

steganography requires a separate study. 

  

V. CONCLUSION 

 

So digital steganography, which is inspired by 

ancient secret communication techniques , is the art of 

hiding a secret message inside a covert medium in an 

undetectable way. Due to the rapid development of 

digital communications, steganography has received a 

new paradigm with the help of digital media such as 

text, image, audio, video, etc. Although other types of 

media other than text can be used as a covering 

medium, but many organizations prefer text 

documents, so this area deserves the attention of 

scientists.  

Thus, the steganographic methods, which are 

based on the features of the presentation of 

information in computer files gives us the opportunity 

to talk about the rapid development of a new direction-

computer steganography. Since, with the development 

of information technology there are a variety of 

opportunities to hide classified information. 
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