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Mpeaucnosue

BoicTphlii pocT rnobanbHoi cet Internet U cTpeMUTENbHOE pa3-
BUTUE UH(POPMALIMOHHBIX TEXHOJOTHI NpHUBENH K (DOPMHUPOBAHUIO
MH(QOPMALIMOHHOW Cpelbl, OKa3blBaIOIIEH BIUSHUE Ha BCe chephl ye-
JIoBEYEeCKO mesTebHOCTH. HOBble TEXHOMOTMYECKHE BO3MOXHOCTU
obseryaroT pacnpocTpaHeHHe WH(pOpPMalMH, NOBLIIAIT 3¢hHEeKTUB-
HOCTb NPOU3BOACTBEHHBIX MPOLIECCOB, CMOCOOCTBYIOT PaCILIMPEHUIO
IeJIOBbIX OTHOLUeHUH. OnHAaKO HECMOTpPS HAa MHTEHCUBHOE pa3BUTHE
KOMITBIOTEPHBIX CPEACTB M WH(MOPMALIMOHHLIX TEXHOJOTUM, YS3BH-
MOCTb COBDEMEHHBIX UH(OPMALIMOHHBLIX CUCTEM M KOMIIbIOTEPHBIX
CeTell, K COXaNeHHUIo, He yMeHblIaeTcs. I1oaTomy npobneMsl obecne-
yeHUs: UHPOPMaLMOHHON 6Ge30MacCHOCTH NPUBJIEKAIOT MPUCTAIbHOE
BHUMAaHUE KaK CIIELUMAIUCTOB B OONACTH KOMITBIOTEPHbBIX CUCTEM U
CeTel, TaK U MHOTOYHUCJICH HbIX NOJIb30BaTENEH, BKIIOYAsl KOMITAHUH,
paboTaroile B chepe 3/IEKTPOHHOIo OHU3Heca.

Be3 3HaHMA U KBATU(HUUMPOBAHHOIO NPUMEHEHHUSI COBPEMEHHBIX
TEXHOJIOTU, CTAHOAPTOB, IPOTOKOJIOB U CPEICTB 3alLUMTbl HH(PpOpMa-
UMY HEBO3MOXHO HOCTUTHYTh TPeOyeMOro YPOBHS WH(OpMAaLMOH-
HOM 6€30MMacHOCTH KOMITBIOTEPHBIX CUCTEM U CETEH.

IpennaraeMas BHUMAHHUIO YUTATENS KHUTa TOCBALLEHA CUCTEMA-
TUYECKOMY U3JIOKEHHUIO M aHaJIM3y COBPEMEHHBIX METOIOB, CPEICTB
Y TEXHOJIOTMH 3alUThl UH(POPMALUMHU B KOMIILIOTEPHBIX CUCTEMax U
CETAX. ABTOP CTapaliCsl U3JIOXUTh MaTepUal MAaKCUMalbHO JOCTYITHO
0e3 MoTepu B KayeCTBe.

OcHOBHOE comepXaHUe KHUTH, COCTOslLee U3 CeMHAaNLaTH INaB,
pa3bUTO Ha MSTh JOTUYECKHU CBA3AHHbLIX YacTei.

Kaxnas u3 3TUx yacreil OObEeAMHSET HECKOJbKO IJaB, CBSI3aH-
HbIX OoOLUEt TEMOI.

KHHUra conepXxuT TakkKe CIIMCOK OCHOBHBIX COKpALIeHUIA.

Bech MaTepuan KHUTH 0a3HpyeTCs TOJNBKO Ha OTKPBITHIX NMyOnu-
Kauusx B Internet, oTeyecTBeHHOI M 3apybeXxHOoi1 neyatd. B ocHOBY
KHUTH TIOJIOXKEHB! MaTepuasibl JeKUMHA, YyUTaeMbIX aBTOpOM B Moc-



4 Ilpeducaosue

KOBCKOM MHCTUTYTE JIEKTPOHHON TEXHUKHM, pEe3yNbTaThbl HayYHBIX M
MPOEKTHBIX paboT, CBS3aHHBIX C CO3JaHMEM KOMIUIEKCHBIX CHUCTEM
331U Tl MHPOPMALIMOHHLIX PECYPCOB OPraHM3aliMil U MpeAnpUATHH
C pacnpeleneHHbIMM TNOAPAa3neAeHUAMU U duinanaMu, a TaKKe UC-
MOJb30BaHbl HEKOTOpbIE MaTepUasbl NyOIMKAlMi npenogaBaTeseit U
coTpynHUKOoB MHcTUTyTa KpuUnTorpaduu, CBsI3U M HWHGOPMATHKHU
Axanemuu OCB Poccuu [55, 56, 63).

ABTOp 3apaHee OnarogapeH YMUTaTeNsAM, KOTOPBIE IPHUILIIIOT €MY
CBOM 3aME€YaHHUs U TOXETaHHs.



Brepexme

VIHTEpHET CETORHA — 3TO TEXHOMOMMS!, KAPAVHAIBHC MEHSIOLIan
BECH YKNAJ Hale#l KHU3HK TeMIIbl HAYYHO-TEXHHNYECKOIC nporpeced,
xapaxrep palbothi, ¢nocobyl obwennsa. IPPEKTUBHOE JIDUMEHERKE
MHOOPMALKOHHBIX TEXHOROI K sBNsieTCs O0lIenpH3HaHHbIM cTpate-
ruyeckuM  QaxTOpoOM pocTa KOHKYPEHTOCIIOCOOHOCTH KOMMAHMY.
MHuorupe GPRCABPUATHAS B MK DE NEPEXOAAT K HCITONABIOBEAKHIO HIHPO-
KHMX BO3MOXHOCTeH MHTepHe a ¥ 3/1eKTPOHHOro Gu3Heca, HeoTheM-
JIeMbIH IIEMEHT KOTOPOI'G — SJIEKTPOHHbIC Tpauzakuun (no Unrep-
HETY ¥ OpYrM MyOiuunHbiM CeTam).

ONeXTPOHHAs KOMMEDLMS, Npojaka WMHGOPMALWU B peXuMe
on-line ¥ MHOrKe APYTHE YCHYTH CTAROBATCA OCHOBHBIMY BUIAMM Hes-
TENBHOCTH ST MHOTHX KOMII2HKH, @ KX KOPNIOPATHRHBIE HHGBOPMAiIlK -~
oHHble cucrembl {KUC) — raasHBIM HHCTPYMEHTOM yrpanienus 6us-
HeCOM H, hakTuHecKy, BaXHeMIUM CPEICTBOM HIPCH3BOACTBA.

Baxupiv ¢axiopoM, BrpsiowmyM Hapaszsute KUC npennpu-
ATHA, ABIACTCA TONNEPXAHWUE MACCOBBIX W PA3HOOOPA3ZHBIX CBA3CH
NpefIpHsINs Yepes MuTepHer C ORHOBPEMEHHBIM OfecneucHueM
6e30MacHOCTH 3THX KoMMYHuKauui. [TosToMmy pelieHue npoGnem
MHOOPMAUKOHHOR 6e30NaCHOCTH, CBA3AHHBIX € 1HMPOKHM pACIIpO-
crpadenueM Internet, Intranet 1 Extranet — OfH& M3 caMmblIX aKTyallb-
HBIX 3aNa4, CTOAWIMX HepeR paspaborymkamy ¥ MOCTaBIUMKAMK WH-
QOPMALMOHHBIX TEXHONOIHH,

3agaua obecneucHus wuHbopMaunoHHON 6GesonacHoctn KUC
TPAXKLIMOKRHO DPElHaeTca ITOCTPOCHUEM CUCmeMbl UHDOPMAUUGHHOLU
6ezonackocmu (CHUB), onpenensmiollum TpeboBaHueM X KOTOPOR SB-
JSETCA COXpAKEHKME BAOXEeHHbIX B noctpoedne KUC unsectyimii.
Huaye rosops, CUB pomxHa QYHKUHOHKPOBATE AGCOAKTHO TPO-
3pauHo u1g yxe cyltecryiotux 8 KUC npunoxenuii v 6ui1s nion-
HOCTBIO COBMECTMMOM ¢ ucmonbayeMsiMu B KUC cereppimy TexHo-
JIOFUsSIMHK,



& Beedenue

Cospasaemasi CUB npeanpusTus KOMKHA YUUTHIBATD OSBICHHAE
HOBBIX TEXHONOTUH ¥ CEPBHCOB, 3 TAKXKE VIORISTBODHTH OGIIMM Tpe-
GoBaHUAM, HPEUBABASEMBIM CEFOfHs X Jo0biMm anemeHtaM KHC,
TakyM KaK:

» NpUMEHEHUE OMKDBIMbIX CIAHOQPMOS,

® UCHOABIOBAHUE UHMEZDUPOBAHHIX PeUEHUI,

s ofiecnedenue Macumabuposanus 8 WUpoKUx npetenax.

Hepexod va omrpumeie cmandapnss COCTABASET ORKY U3 FIABHBIX
TEHOCHMK pa3BUTHSs CpeAcTB BHPopMaLOoRHCH OesonacHoCTH, Ta-
kue ctaHzmaptht xak IPSec u PKI ofecrieynBaloT 3alIMILEHHOCTH
BHEIIHUX KOMMYHHKAUUH NpesnpusTii ¥ COBMECTUMOCTSL C COOT~
BETCTBYIOIUIMMH HPOAYKTAMY HPEANPUATHH-TIADTHEPOB WY YHAICH-
Helx xaneHToR. Hudposbe cepruduxars X.509 raxke sSBASIOTCH Ha
CErOiHs CTAHEADPTHOM OCHOBOM Hnsl ayTeHTH(MKALUK [ONHL30BaTE-
ne# u ycrporcers. flepcnexruspple CPeNCTRAa 3alUTH GE3YCHOBHO
JOJIXKHB TIONACPXUBATH 9TH CTAHIADPTH] CErORHA.

Tlon unmezpupoeannsimu peuenusmu NOHAMAETCS KaK WHTEIpa-
LMsi CPEACTB 3aIIMTH ¢ OCTANbHBIMM 3aeMeHTamu cetu (OC, map-
IpYTH3aTopaMy, cayxbamu Karanoros, cepsepamd QoS-nonuTuxu
# T. 1), TAK W MHTErpaius pasfuyHBIX TexXHoAOTUH Ge3onacHOCTH
MexXay coboi mns obecrieenust Komnaekcroli sauwums; ARGOpMaALIK-
OHHBIX PECYPCOB NPEIIIPUATHS, HANIpUMED WHTEIpallvs MEXCETEBOro
aKpana ¢ VPN-uuno3oM # tpaHcasropoM [P-azpecos.

{lo mepe pocra u pazeutua KMC cucrema undopMannoHHON
$e30MacHOCTH AOIKHA HMETh BOBMOXHOCTH JIEFKO MacilTabupoBaTh-
ca 6€3 HoTepy HENOCTHOCTH M ynpannsaeMocTH. Macwmabupyemocms
cpedeme 3auiume HO3BONsET NORGHPATH ONTUMAIBHOE IO CTOUMOCTH
¥ HAREXHOCTH PELieHHE ¢ BO3MOXHOCTBIO HOCTENEHHOIO Hapallluea-
HUSL CHUCTEMBI 3aiuThi. Macmrabuposauue obecrnieunsaer >¢gdek-
TUBHYIO paGoTy RpEeAnpUATHS HPH HAMMYUM Y HETO MHOPOYMCIIEH-
HBIX (PUANANOB, HECHTKOB NPENNPUNTUH-HAPTHEPOB, COTCH YAXICH-
HBIX COTPYAHMKOB ¥ MIIMOHOB TIOTE HUMAIBHBIX KIHEHTOB.

Ans roro ytoBbr ofecneunTh HAZEXHYIO 3auTy pecypcos KUC,
8 CUB nonxssl GBITh peaiM30BaHBl CAMBIE HPOIPECCHBHBIE U HEp-
CIIEKTUBHEIE TEXHONOTMK HHbOpMALMOHHON 3aumTsl. K HUM OTHO-
cares:

s Kpunmoepagureckan sauuma Gannsix T 0GeCneyeHNst KoHdH-

NEHLUANLHOCTH, LIENOCTHOCTH ¥ HOMIMHHOCTY MHPOpMaLImuu;

* mexuoao2uy aymenmugpuxayuu A NPOBEPKH  TIOUIHHHOCTH

nonp3oBaTteneil ¥ oUReKTOB CETH;
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MeXHOA02UU MeXcemeablx 3KPaHo8 ISl 3allUThl KOPIIOPAaTUBHOMN
CETH OT BHELIHUX YIpO3 NPU NMOAKIIOYEHUH K OOLLIENOCTYTHBIM
CETAM CBS3H;

MexHOoA02UU BUPMYANbHbIX 3QUiUIEeHHbIX KaHanos u cemeid VPN
IUiSl 3alUUThl MHGOpMAaLMH, NepefaBaeMoi MO OTKPLITHIM KaHa-
JIaM CBSI3H;

2apAHMUPOBARHAA UleHmuuKayua noabogameneil MyTeM INpU-
MEHEHHS TOKEHOB (CMapT-KapT, touch-memory, Kio4eit mwis
USB-noptoB # T. .) U IPYTMX CPEACTB ayTeHTU(UKALIUY;
ynpasaenue Gocmynom Ha YpOBHe noas3ogameneli U 3alUUTa OT
HECAaHKUMOHMPOBAHHOIO JOCTYMNAa K UHPOpMaUMH;

noddepxcka uH@pacmpyKkmypsl ynpagaeHus OMKpbIMbIMU KAO4a-
mu PKI;

mexHonoeuu obHapyxcenus emopxcenuti (Intrusion Detection) mns
aKTMBHOTO MCCIEAOBAaHHUS 3alUMIIEHHOCTH MH(POPMaUMOHHBIX
PECYDCOB;

mexHoa02UU 3auUmsl om 8Upycos C UCIOIb30BAaHUEM CIIEUUANHU-
3UPOBAHHBIX KOMIUIEKCOB aHTHUBUPYCHON NMpPOOUIAKTUKU U 3a-
LLUTHI;

yenmpanusogarroe ynpasasenue CHB Ha 6aze elMHON NOIUTHUKU
6€30MacCHOCTH MPEANPUSATHS;

KOMNAEKCHbI nodxo0 Kk obecneveHut0 UHGOpMayuoHHOU bezonac-
Hocmu, OBECMEeYUBAIOIINA PAUMOHAIBHOE COYETAHUE TEXHOJIO-
ITMH ¥ cpeacTB MHPOPMALIMOHHOM 3allUTHI.



Yacts 1

NPOBJIEMbl MHOOPMALIMOHHOM
BE3OMNACHOCTMH

[MpuMenenue nHpopMaunoHHblx TexHonoruit (MT) Tpebyer mo-
BBILUEHHOTO BHMMaHHs K BonpocaM MHGOpPMalUMOHHOM Ge30macHo-
cTu. Paspymienne MHGOpPMalMOHHOTO pecypca, €ro BpeMeHHas He-
JOCTYITHOCTh WIM HECAHKUMOHHUPOBAHHOE MCNOAB30BAHME MOIYT
HaHECTM KOMIIAHMM 3HAYUTENbHbIH MaTepuanbHbil yuep6. bes
IOJKHOM cTeneHM 3awuThl UHpopmauuu BHeapeHue HT Moxer
0Ka3aTbCSl SKOHOMHYECKH HEBBIFOJHBLIM B pPe3yNbTaTe 3HAYUTENbHBIX
noTeps KOHOUIEHIIMANBHBIX JaHHBIX, XpaHAIIMXCH U oOpabaTbiBae-
MBIX B KOMIIBIOTEPHBIX CETSIX.

Peanuzauus pelueHui, obecneynsaiolinx 6e30nacHoOCTh HHGpOP-
MaUMOHHBIX PECYPCOB, CYLIECTBEHHO MOBbIIUAET 3¢h(HEKTUBHOCTD
BCEro mnpouecca MHGOpMaTU3aUMK B OpraHu3alliy, oGecneyrnBas 1e-
JIOCTHOCTDb, MOIMHHOCTD U KOH(HUIEHUMANBHOCTh JAOPOroCTOSILEN
Iea0BOM MHGpOpPMaUMK, LUUPKYJIUDPYIOUIEH B JIOKATbHBIX M TNoGasb-
HOM MHGOPMALMOHHBIX Cpeaax.



lnaesa 1
OCHOBHbIE MOHATHUA U AHAJIM3 YTPO3
MHDOPMALLMOHHOM BE3OMNACHOCTH

Hosrie UT akTBHO BHenpsiloTCs BO Bce chepbl HAPOAHOIO XO-
3stiictBa. [losiBneHMe NOKaNbHBLIX M IOOANBHBIX CeTeill nepeaayy JaH-
HBIX [IPEIOCTAaBWIIO MOJb30BATENSAM KOMIIBIOTEDOB HOBLIE BO3MOXHO-
CTH WIS omepaTMBHoro odomeHa HMHdopmauueil. Passuthe Internet
NIPUBEJIO K MCMOJb30BAHUIO [NOOANBHLIX ceTed Mepeaayd HAHHBIX B
MOBCEAHEBHOM XXKM3HM MPaKTUYECKH Kaxaoro yemoseka. [lo mepe
Pa3BUTHUS M YCJIOXHEHHUS CPeACTB, MeTOOOB M (opM aBTOMaTH3aUHUHU
npolieccoB 06pabOTKM MHGOPMALMHU TNOBBILIAETCA 3aBUCUMOCThL 00-
LLECTBA OT CTeNMEHM 6€30MacCHOCTH Ncnonb3yeMblx uM UT.

1.1. OcHOBHbI® NOHATMA 3aWKMTbl MHOPMaLMH
1 MHpOpMaLHMOHHON Be3onacHOCTH

CoBpeMmeHHble MeTOAB 0OpabOTKH, NMepenayyd ¥ HAKOIUJIEHUSI UH-
¢opmauun crnocoOCTBOBAIN MOSIBIIEHHUIO YTPO3, CBSI3@HHLIX C BO3-
MOXHOCTBIO MOTEPH, UCKAXKEHUSI U PacKpbITUS JaHHBIX, anpecoBaH-
HbIX MAM NPHMHALIEXALUMX KOHEYHBIM Toab3osaTensM. [losTomy
obecneyeHne MHGOPMALMOHHOM O6€30MACHOCTH KOMITBIOTEPHBIX CUC-
TEM M ceTeil sABASEeTCS ONHMM M3 BedylIMX HallpaBie€HWIl pa3BH-
™sa UT.

PaccMOTpMM OCHOBHbIE IMOHSITUSL 3alLMTHl MHGOPMALUMU M MH-
opmanoHHON 0€30MacCHOCTH KOMIILIOTEPHBIX CHCTEM M CeTeil C
yuyetom onpenenenunit FOCT P 50922—96 [14, 62].

3awjuma ungopmayuu — 3TO AeATENBHOCTD MO NMPeAOTBPALLEHHMIO
YyTE€YKM 3alluiuiaemMoil MHdopMauny, HeCAaHKUMOHUPOBAHHBIX M HeE-
NpeaJHaMEepeHHBbIX BO3AEACTBUI Ha 3aluMlLaeMyio HHHOPMaLUIO.
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Obsexm 3awumsr — VHGOPMaLIMA, HOCHUTENb MHGOPMALKUM WIH
MH(}OPMAaLMOHHBIH MpOLieCC, B OTHOLWIEHHM KOTOPBIX HEOOXOAMMO
ofecrne4yuBaTh 3alUUTY B COOTBETCTBMM C IOCTaBJECHHOH LIEIbIO 3a-
LIUTH MHPOPMALIMH.

Lleas 3auwumor ungopmayuu — 3TO XeNaeMbIH Pe3yNbTaT 3alUThI
MH¢popmauuu. Ilenapio 3amThl MHQOPMALMKM MOXET ObITH MPENOT-
BpallleHMe yllepba COOGCTBEHHUKY, BialeNblly, NOJb30BATENIO MH-
topMauuM B pe3ynbTaTe BO3MOXHOM yTeuku HHGOPMaUUH U/UJIH He-
CaHKLUMOHHMPOBAHHOIO M HENMpeAHAMEPEHHOro BO3AEHCTBUS HAa HH-
¢opmauuo.

IppexmugHocms 3ausumet UHGopmayuu — CTENEHb COOTBETCTBHUSA
pE3yAbTaTOB 3alUUTHl MUHPOPMALIUU [TOCTaBACHHON LIEH.

3awuma ungpopmayuu om ymeuku — OeATENBHOCTD MO NPEOOTBpa-
LIEHHIO HEKOHTPOJMPYEMOro paclpOCTPAaHEHMs 3allUMiliaeMOH HH-
dopMauuM OT ee pa3rjalleHUsi, HECAHKUMOHHPOBAHHOrO HOCTYyIa
(HCIO) x 3awmmuiaeMoir MHGOPMALMM M TOJYYEHHUs 3alIUlLIAeMOil
MHGOPMaLMH 3/I0YMbIILIEHHUKAMH.

3awuma ungopmayuu om pasenqauiedus — AEATEJBHOCTD [0 Mpe-
IOTBpALIEHUIO HECAHKLUMOHHWPOBAHHOFO [OOBEACHMS 3alIUIIAEMOi
MHbOpMaLIUKU 10 HEKOHTPOJIMPYEMOro KOJHYeCcTBa IMojydaTeseit nH-
¢dopMauuu.

3awuma ungpopmayuu om HCJ — neaTensHOCTh MO NMPENOTBpa-
LIEHUIO MOJYYeHHUs 3allullaeMod MH(OpMaLUM 3aMHTEPECOBAHHBIM
CYOBEKTOM C HapylI€HUEM YCTAHOBJEHHBIX NPABOBBIMH HOKYMEHTa-
MU WIH COOCTBEHHUKOM JIMOO BiagenbLeM MHGOpMalLMM NpaB UIU
NpaBui OOCTYyNA K 3aliuinaeMoir MHpopMmauuu. 3ayHTEpeCOBaHHBIM
cyobekToM, ocywecTBasiowM HCI x 3auiviiaemMoit uHdopMauuu,
MOXET BBICTYIAaTb FOCYAapCTBO, IOPHAMYECKOE JIMLO, rpynmna dusu-
YECKMX JIML, B T. 4. OOLUECTBEHHAsl OpraHu3auus, OTaeabHOEe GHU3U-
4eCKOe JIMLO.

Cucmema 3awumst uHgopmayuu — COBOKYNHOCTb OPraHOB M/HJH
UCIIOJIHUTENEH, UCIIONb3yeMas UMHU TeXHUKA 3alLUMThl UHGOpMaLuH,
a TakKkKe OODbEKThl 3alUMThl, OpraHW30BaHHblE U (YHKLHOHUPYIOLLIME
N0 MpPaBU/aM, YyCTAHOBJEHHBIM COOTBETCTBYIOLIMMH NPAaBOBLIMH, Op-
raHM3aLlMOHHO-PACTIOPSOUTEIBHBIMM U HOPMaTUBHBIMU TOKYMEHTA-
MU 1O 3alluTe MHOPMaLUH.

Tlon ungopmayuornnoli 6e3onacHocmso TOHUMAIOT 3aLUMLIEHHOCTD
MHbOpPMaliMM OT HE3aKOHHOIO O3HAKOMJIEHWS, NpeoOpa3oBaHUS H
YHUUTOXEHMS, a TAKXKEe 3alUULUEHHOCTh MH(POPMALIMOHHBIX PECYPCOB
OT BO3JEMCTBUM, HAMPABJIEHHBIX HA HApYLIEHHUE UX PAOOTOCIIOCOOHO-
ctu. IIpupona aTux BO3AEHCTBUI MOXET ObITh CaMOM pPa3HOOOPa3HOM.
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3TO M MNOMNBITKM MPOHMKHOBEHHUA 3JIOYMBILUIEHHHKOB, U OLUMOKH
MEepcoHana, ¥ BBIXOA M3 CTPOSA aNmapaTHbIX U MPOrpaMMHBIX CPEACTB,
Y CTUXHiHBIE 6eACTBUA (3eMIETPSICEHHE, YparaH, rnoxap) 1 T. I.

CospeMeHHass asmomamu3suposarHas cucmema (AC) obpabomxu
UHgopmayuu NIpeiCTaBIseT COOON CIOXHYIO CUCTEMY, COCTOSLIYIO U3
GOo/IbLIOTO YKCa KOMIIOHEHTOB Pa3/IMYHOH CTENEHM aBTOHOMHOCTH,
KOTOpbI€ CBA3aHbI MEXIy co0oi 1 0OMeHHBaIOTCA NaHHbBIMH. [1pak-
THUYECKHM KaXKIbIH KOMIOHEHT MOXET MOABEPrHYTHCS BHELIHEMY BO3-
IEACTBMIO WM BBIATH K3 cTpos. Komnonenms: AC MOXHO pa3duTh Ha
clieaylouue rpynmbl:

s annapamusie cpedcmeéa — KOMITBIOTEPBl M UX COCTaBHbIE YacTH
(npouieccopbl, MOHMTOpPBI, TEpMHUHaJIbl, NepHgepuitHbIE YCT-
pOCTBAa — IMCKOBOMbI, IPUHTEPHI, KOHTPOJLJIEPHI, Kabeau, -
HHM CBA3M U T. 1.);

» npozpammuoe obecneyernue — TpUOOpPETEHHbIE MPOrpaMMBbl, MC-
XOIHble, OObEKTHBIE, 3arpy30ouHble MoaynH; OC M CHUCTEMHbIE
MpOrpaMMbl (KOMITHJIATOPLI, KOMITIOHOBIUMKHN H Ip.), YTWINTHL,
JNarHOCTUYECKHE MPOrpaMMbl M T. I.;

s JaHHble — XpaHHMMble BPEMEHHO M TNMOCTOSAHHO, Ha MarHMTHBIX
HOCHTENSAX, NeYaTHbIe, apX1UBbl, CUCTEMHBIE XYPHAIBL U T. 1.;

s nepcoran — OOCIYXHBAIOLLMNA MEPCOHAT U MOJIL30BATENH.

OnHo#t n3 ocobGeHHocTel obecrnieyeHUss MHGOPMaUMOHHOH 6e3-

onacHOCTH B AC sBjfgeTCA TO, YTO TAKMM aOCTPAKTHBIM MOHATHSM,
Kak MH(pOpMaLMs, OObEKTbl M CYOBEKTBI CHCTEMBI, COOTBETCTBYIOT
(u3nyeckue NpeacTaBieHUS B KOMIBIOTEPHOH cpene:

s 0aa npedcmagaeHus UHMOPpMaUUU — MAUWUKHbIE HOCUMeAU UH@op-
Mayuu B BHIE BHEIIHWX YCTPOMCTB KOMIIBIOTEPHBIX CHCTEM
(TEpMHHAI0B, MEYaTalolINX YCTPONHCTB, Pa3JIMYHbIX HAKOMMUTE-
Jiefd, IMHMAHA 1 KaHAIOB CBSA3M), ONEPAaTUBHOM MaMATH, daitnos,
3aluced U T. A.;

» 06vexmam cucmembl — TAaCCHUBHbIE KOMIIOHEHTbI CHUCTEMBI, Xpa-
HslLMe, MPUHUMAIOILKE HIN Mepenamolnne nHopMmauuio. Joc-
Tyl K OOBEKTY O3HAYAET OOCTYTl K colepXallueiics B HEM HH-
dopmamu;

» cybsexmam cucmems: — aKTUBHBIE KOMIIOHEHTBI CHUCTEMBI, KO-
TOpbIE MOTYT CTaThb MPUYMHON MOTOKA MHPOopMauuH OT OGBEK~
Ta K CyOBEKTY WJIM U3MEHEHHUS COCTOSHUS CHCTeMBbI. B xayecTt-
Be CYOBEKTOB MOTYT BBICTYMNATh IMOJL30BATENH, AKTUBHbIE MPO-
rpaMMbl U MPOLIECCHI.

WHdopMalmoHHas 0e30MacHOCTb KOMIIbIOTEPHBIX CHCTEM JOC-

THraetcs obecrieyeHueM KOH(PHAEHLINaIbHOCTH, LIEIOCTHOCTH M 10C-
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TOBEPHOCTHU 00pabaThlBaeMbIX JaHHBIX, a TAKKE JOCTYMHOCTH H lie-
JIOCTHOCTH MH(MOPMALIMOHHBIX KOMIIOHEHTOB W PECYPCOB CHCTEMBI.
IlepeuncneHHsle Bhlllle 6azogble cgolicmea ungopmayuy HyXIaloTcs B
Gosee NONMHOM TOJKOBaHMH.

Kongpudenyuansnocms dannbix — 3TO CTATyC, TPENOCTABIEHHBIN
IaHHbIM U ONpenesolni TpebyeMylo cTeneHb Mx 3aliuThl. K KoH-
¢$HAeHUNAIBHBIM JaHHBIM MOXHO OTHECTH, HallpUMep, CIeAyHLIHeE:
JM4YHYyI0 MHGOPMALIMIO TOAb30BaTeNei; YYeTHbIe 3aMUCH (MMeHa M
Napojiy); OHaHHbIE O KPEeOWTHBIX KapTax; JaHHble O pa3paboTKax M
pa3iMyHble BHYTPEHHHE JOKYMEHTHI; Oyxrantepckue ceeneHusa. KoH-
dbuneHuuanpbHasg MHbOpPMaUMsA OOMXKHA ObITH M3BECTHA TOJBKO 10-
MYLEHHBIM U MPOLUEILINM NPOBEPKY (aBTOPU30BaHHBIM) CyObeKTaM
CHCTEMBI (MONBL3OBATENSAM, NpoLeccaM, nporpamMmam). g ocTasb-
HbIX CYOBEKTOB CHCTEMBl 3Ta MHGMOpMalus AOMXKHA OBITh HEM3-
BECTHOM.

YcraHoBNeHHE TpafallMii BaXHOCTHM 3alUMTHI 3alLMILAEMON HMH-
¢dopmaunn (06BEKTa 3aLUMTBI) HA3BIBAIOT KAME20pUpOSaHuem 3auiu-
waemoi ungopmayuu.

Ilon yeaocmuocmuro ungopmayuu NOHUMAETCS CBOMCTBO MHOP-
MalMHU COXPaHATb CBOIO CTPYKTYPY M/WJIM COZEpXaHHe B Mpoliecce
nepenayd U xpaHeHus. LlenoctHocTh HHGOpMaLIMKU 0GeCIIeYNBaAETCS
B TOM Cjydae, €CJIM JaHHbIE B CUCTEME He OTJIMYAlOTCS B CeMaHTHYe-
CKOM OTHOLIEHHMH OT JaHHBIX B UCXOAHBIX JOKYMEHTaX, T. €. €CJIH He
MPOM301UIO UX CJIYYaHHOTO MM NpeIHAMEPEHHOTO MCKaXEHWS WIH
paspywieHusi. O6ecrieyeHue LENOCTHOCTH AAHHBIX SIBISETCS OOHOM
M3 CJI0XHBIX 337a4 3alUUThl UH(POPMAaLIMH.

2Hocmoseprocms ungopmayuu — cBONCTBO MHGOPMAaLIMM, BhIpa-
Xalolleecss B CTPOTON NMPUHAIIEXHOCTH CYOBEKTY, KOTOPHIM ABISAET-
Cs1 €€ UICTOYHHUKOM, JIHOO TOMY CYOBEKTY, OT KOTOPOTO 3Ta MH(pOpMa-
LIUA NIPUHATA.

FOpuduueckasn 3nawumocme ungopmayuu 03Ha4YaeT, YTO JOKYMEHT,
ABNAIOWMUACS HOcUTeneM HMHbOpMauuu, o061amaeT IOPpUIAHYECKON
CUJIOH.

Hocmynnocms daunvix. Paborta nonp3oBaTens C OaHHBIMM BO3-
MOXHa TOJILKO B TOM Cjlyyae, eCii OH UMeeT K HUM AOCTYII.

Locmyn k ungopmayuu — mnonydeHue CyObEKTOM BO3MOXHOCTH
O3HaKOMJIEHHs ¢ UH(OpMaLMeil, B TOM 4YHKCI€ NPH NMOMOLIM TeXHH-
4yeckux cpeacrB. Cybsexm docmyna Kk uxgopmayuu — y4acTHMK npa-
BOOTHOLLUEHUH B MHGOPMALIMOHHBIX MpoLeccax.

Onepamuenocms docmyna K uHgopmayuu — 3TO CNOCOOHOCTb UH-
(opMalMK MM HEKOTOPOro MHMPOPMALIMOHHOTO pecypca ObITh I0C-
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TYMHBIMK JUISl KOHEYHOrO NOJIL30BATE Sl B COOTBETCTBUH C €0 Ofle~
PATHBHBIMHY NOTPEeOHOCTAMH.

Cobcmeaennux ungopmayuy — cyGbexT, B JIOMHOM 00BEME peaIN~
IYIOIME TTOSHOMOYKS BIANCHM, JI0Jb30BAHMS, PaciIOPAXEHHS UH~
dhopMaied B COOTBETCTBHYM € 3aKOHONATENBHBIMY AKTaMH.

Bradeney unpopmauuu — CyOBLEKT, OCYMICCTRISIONIME BlajleHue
¥ ROJIL3OBANKE RHOPMALINEH ¥ PCANNIYIOWIKE TOIHOMOY NS PacHo-
PSDKEHHST B TIpEie/iax NPas, YCTAHOBACHHBIX 3aKOHOM M/MaH COBCT-
BCHHEKOM MHEOpMaLIBN.,

Honszoeamens (nompeGumens) ungopmayuu — CyOBEKT, HOALIYIO-
wkcs wrbopMaLMed, ROAYYCHHON OT e CODCTBEHHNKA, BAANEAbIA
VM HOCPEIHMKA B COOTBCICTBHM C YCTAHOBACHHBIMM MpaBaMy ¥
npaBKAaMM JI0CTYNIa K MHGOpMainy anbo ¢ BX HapyuieHUEM,

IIpaso docmyna k undopmauuu — COBOKYIIHOCTb RPABMA 10CTYIA
K uHDOPMaLMH, YCTAHOBICHHBIX JIPABOBBIMU IOKYMEHTaM¥ Wiy
cOBCTBEHHNKOM M0 BianebLieM BHGOPMALINY.

IIpasuso docmyna k ungopmayuy - COBOKYIIHOCTb fIpaswil, per-
NRAMEHTHPYIOLI KX TTOPSNOK ¥ YCIOBNS HOCTYRa CyObexTa K HHGpOpMa-
LMK ¥ e HOCHTEASM.

PazmuualorT CaHKLMOHMPOBAHHLIM ¥ HECAHKIMOHKPOBaHHbIN
BOCTYR K MR OpMauy,

Canxuuonupoganstil docmyn X WROPMALNN — 3TO ZOCTYH K YH~
dopMauyy, He HAPYLIAKNY YCTaHOBICHHBIE NIPaBIIA Pasipasude-
Rus nocryna. Ilpasuna pasrpaHyueHus JOCTYRa CAYXaT U peria-
MEHTALMHY TIPABa HOCTYIIA K KOMITOHEHTaM CHCTEMBI,

Hecanxuuonupoeannsiti docmyn K WHPOpMaLMH — HapylleHue
YCTAHOBJICHHBIX NIPAaBHA DPasrpaHuueHus BOCTyna. Jivuo uay npo-
uece, ocywecransmiowme HCIL x undopmauny, SBIIOTCS Hapyuwy-
TEASMK fipasuna pasrpaHuyenns pocrtyia. HCJL asasercs Hanbonee
PacipoCTPAHEHHBIM BHAOM KOMITBIOTEPHBIX HAPYLICHHH.

OTBeTCTRE HHBIM 34 3aIUNTY KoMiblotepHol cucremsl o1 HCIL K
HHGOPMALIMK ABILETCH GOMUNUCMPAMOP 3QUEUMbL.

Hoctynsocts BHGDOPMALIKEY TOAPAZYMEBACT TAKKE JOCMYNHOCHD
KOMROHEHMA VI pecyped KOMIIBIOTEPHOM CHCTEMKl, T. €. CBOWCTBO0
KOMAOHEHTA MM pecypca ObiTh HOCTYHHBIM NS 3aKOHHBIX CYOheK-
TOB cHcTeMbl. TIpuMepHBIR nepeqeHb pPECYpPCOB, KOTOphiE MOTYT
ObITh BOCTYIIHBI, BKIIOYAET: IPMHTEDD, CepBepsl, paboune CTaHiuMy,
IAHHBIE JIONBIOBATEACH, MOGHIEe KPUTHYECKHE HaHHbie, HEOOXOAM-
Mble 715 paboThl.

Heaocmuocms pecypca Nnvl KOMROHEHMA Cucmemyl — 310 CBOHCT-
BO peCypca MJIK KOMAOHEHTa ObITh HEH3MEHHBIM B CEMaHTHYECKOM
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CMpICHe TIPY QYHKLUHOHMPOBAHNY CHCTEMBL B YCJOBHAX CAYYaRHBIX
Wiy TIPeRHAMEPEHHbIX HCKAXCHME MM DaspyuialonMx BOsRei-
CTBUR.

C nonycxom K MudoOpMaLMy ¥ pecypeaM CHCTEMBI CBA3AHA IPYyI-
11a TAKMX BAXHBIX NOHATHH, KaK uoeHTHODHUKAUNUS, ayTe HTHDHUKALMS,
apropysannsa. C KaxAbIM CyOHEKTOM CHCTEMBI (CETH) CBASHIBAIOT He-
KOTOPYI0 BHODOPMALHIO (MHCHO, CTPOKY CHMBONOB), MaenTHOHUN-
pyrowyio cybpekt. Jta MHOOPMALMS SBASETCH UleHmugukamopom
cybpekra cucreMsl (cetu). CyOnext, HMEIOLME 3aperHCTPHPOBAH-
HbiH VACHTHOHKATOD, SBAACTCH 3aKoHHbIM (AezanvHbiM) CYEseKmoM.
Hoenmuuxauan cybsexma — 370 Npoyenypa pacnosnasanusg cyls-
exta no ero mpentrpuxaropy. Muenrudukanusa BRIIONHACTCH HPH
NONBITKE cyObeKTa BOHTH B cucreMy {(ceTh). CnenymomyMm uiarom
B33BMONEHCTBHS CUCTEMBl ¢ CYOBEKTOM SRINCTCS AyTeHTHONKauNs
cybbexTa. Aymenmucuxayus cybsexma — 3TO NpOBEpKa TNOIIHHHO-
CTH cyfpexta ¢ paHHbMM naenTHhukaropom. Iponenypa ayrenTudy-
Kalu¥ YCTRHABJIIMBACT, SIBJAKCTCH JM CyOHheKT MMEHHO TEM, K€M OH
cebs obpssun, [locne naenruduxauny » ayrenruduxanny cybpexra
BAITIONHSIOT NPOLICAYDY aBTOpH3ALKK. Agmopusayus cyGsexma — 310
NIpOLEAYpa TIPEOOCTARICHNS 33KOHHOMY CyObeKrty, YCMEeuiHo mnpo-
UIEALIEMY BACHTHOUKALUNIO M ayTeHTHOUKALKIO, COOTBETCTRYIOLIMX
NOAHOMOMMH ¥ JOCTYIIHBIX PECYPCOB CUCTEMBI (CETH).

on yezposoi Gesonacrnocmy AC TIOHMMAIOTCS BO3MOXHBIE ACH-
CTBMSH, CTIOCOGHBIS RHPAMO MY KOCBEHHO HaHecTH ywepd ee 6e3o-
NacHOCTH. Ygep6 Gesonacrecmu NOAPA3YMEBAET HAPYILEHME CO-
CTOSIHES! SaUiMILEHHOCTY ¥MadOopMallK, coxepxalleiica u obpaba-
Teipaouieiics B cucteMe (cern). € nousIieM yrposst 6e30nacHOCTH
TECHO CBS33HO NOHATHE YABMMOCTH XOMIBIOTEPHOK CHCTEMBI
(cetm). Vazgumocmes KOMNbIOMepHoU Cucmemst — 31O NPUCYLLIEE CHC-
TEME HEYHAAMHOE CBOMCTBO, KOTOPOS MOXET [IpHBECTH K peanusa-
UMM YFPO3Bl. Amaxd HA KOMIIBIOTEPHYIO CHCTEMY - 3TQ NOMCK
H/WIM HNCHONL30BAHME 3MOYMBILLICHHMKOM TOM MM MHOH ys3BK-
MOCTH CHcTeMbi. MHBIMM CIOBAMH, aTaKa — 3TO PEanM3auys yrpo-
3nl 6€3011aCHOCTH.

fTpotuponeficreue yrpozam Oe30TACHOCTH ABIHETCH  UENBIO
CPEOCTD 3aliVThi KOMIHIOTEPHBIX CUCTEM M CETEH.

Sawuigennan cucmema — 310 CHCTEMA CO CPENCTBAMM 3alLHMTHI,
KOTOphie yereuHo U 3hOexTHBHO NPOTHBOCTONT yiposaM Gesomac-
HOCTH.

Cnocob sawmumst ungopmauuu — NOPSAOK ¥ NpaBmia npuMeHe-
HHS ONPENENICHHBIX [IDMHLNIOB U CPEACTE 3BT MHPOPMALMK,



TI'iaga 1. OcHogHbie NOHAMUA U AHAAU3 Y2PO3... 15

Cpedcmeo 3awumsl UHgopmayuu — TEXHUYECKOE, MPOrpaMMHOE
CPEICTBO, BELIECTBO W/WIM MaTepuas, NpedHa3HauyeHHble WK MC-
MoJb3yeMblie JUIS 3alUUThl MHQOpMaUUn

Komnaexc cpedcme 3awgumoi (KC3) — COBOKYMHOCTb MPOTpPamMM-
HbIX U TEXHUYECKUX CPEACTB, CO31aBaEMbIX U MOMAEPXKUBAEMbIX 115
obecneueHuss MHGOPMALMOHHONH O€30MacCHOCTH CHUCTEMbl (CETH).
KC3 cosnaercss ¥ nongepXXMBaeTcs B COOTBETCTBUM C MPUHATOH B
IaHHOI OpraHM3alMy NONUTHUKOK ©e30MacHoCTH.

Texnuxa 3awumst uHgopmayuu — CpeacTBa 3alLnThl MHbOPMa-
LMK, CPeACTBA KOHTPONs 3¢h(EeKTHBHOCTH 3alUMThi MHGOPMaLHMH,
CPEICTBA M CUCTEMBI yNpaBlieHus, NpeaHa3HayeHHbie 11s obecneye-
HUS 3a1HUTBI MHGOPMALIMH.

KopnopaTuBHbie CETH OTHOCATCS K pacnpelaeseHHbIM aBTOMAaTH -
3upoBaHHbIM cucteMam (AC), ocyliecTBIAIOIMM 06paboTKy MHPOD-
Mauuu. O6ecneyenne 6ezonacHocty AC nmpeanonaraer OpraHU3aLuio
MPOTUBOAEICTBUSA NIOOOMY HECAHKLUMOHHUPOBAHHOMY BTODXEHHUIO B
npouecc GYHKUMOHMPOBaHUSA AC, a TakKe MOMBbITKAM MoAWpHUKa-
LIMU, XUILEHHUS, BBIBEIEHUS U3 CTPOS MM pa3pyLLeHUs ee KOMITOHEH-
TOB, T. €. 3alLUTy BCeX KOMMOHEHTOB AC — anmapaTHbIX CDEICTB,
nporpammHoro obecneyeHus (ITO), naHHbIX KM nepcoHana. KoHkper-
Hblil momxon K mpobineme obecriedyeHUsT Ge30MaCHOCTH OCHOBAH Ha
pa3pa6oTtanHoii s AC nonutuke 6e3onacHocty [30, 63].

Tloaumuxa 6ezonacHocmu — 3TO COBOKYMHOCTb HOPM, MpaBul U
MPaKTUYECKUX PEKOMEHIALINM, periaMeHTHPYIOLLMX paboTy CpeacTs
3aLUMTbl KOMIIBIOTEPHOH CHCTEMBI OT 3aaHHOIO MHOXECTBA Yrpo3.
Bonee nogpoOHbie cBEdeHHWS O BHOAX MOJMUTHKHM 6e30MacHOCTH M
npouecce ee pa3paboTKH NPUBOAATCA B IM1. 3.

1.2. AHanm3 yrpo3 uHcopmaumnoHHoH He3zonacHocCTH

Tlon yeposzoii (B obllleM cMbIcsie) OObIYHO MOHMMAIOT MOTEHLM-
A1bHO BO3MOXHOE cOObiTHE (BO3IEiCTBME, NPOLECC WM SIBJIEHHE),
KOTOpOE MOXET MPHMBECTH K HaHECEHWIO yluepba 4YbMUM-IHOO MHTE-
pecam. B panbHellueM mnon yeposod 6esonachocmu AC 06paboTKy
MH}popMaLmn OyaeM MOHMMaTb BO3MOXHOCTb Bo3aeicTBus Ha AC,
KOTOpOe MpsIMO MM KOCBEHHO MOXET HaHeCTH yluepb ee Gesomnac-
HOCTH.

B Hactosiliee Bpemsi M3BecTeH OOLUMPHbLIA mMepeyeHb yrpo3 HMH-
dopMaunoHHoit 6e3omnacHocth AC, comepXaluuit COTHM NO3MLIMIA.
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PaccMOTpeHMe BOIMOXHBIX YIPO3 MH(POPMAUNOHHOK 6€30nacHOCTH
FIDOBOBHUTCA ¢ LEABIO onpeacreHus nojsHoro nabopa rpefosanui x
pa3pabaTbisaeMoft CHCTeME 3aILNTHI.

IlepeueHp yrpos, OlIEHKH BEPOATHOCTEH MX PeaN3alNy, a TakKe
MOZeAs HapYIIMTEAS CHYXaT OCHOROM iAs aHaiy3a PUCKaE peannia-
uny yrpos n dopmyaypoBauna Tpebosanuil X cucteMe 3amuts AC,
Kpome BHIB/NCHMSA BO3MOXHBIX YIDO3, LENecoobpasHo HposeneHue
aHany3a THX Yrpo3 Ha oCHOBe KX KiaccudyKauyuy noO psoy Apy3Ha-
koB. Kaxabifi M3 NIpH3HAKOB KIacCH(BHKaKK OTpPaXaeT OfHO K3
06001eEHIX TPeBOBAHNE K CHCTEME 33LUHTHI. YTPO3bI, COOTBETCT-
BYIOHINE KAKAOMY NpPU3HAKY KnaccHbuxaiyy, HO330N807T JAeTaNN3M-~
poBaTH OTPAXAEMOE 3THM APH3HaKoM TpeboBaHue.

HeobxopumocTs Kiraceudukauuy yrpos naHdopMauroHuol Ges-~
onackoctTn AC ofycnosnena TeM, UTO XpaHumas ¥ obpabarhisaeMast
rudopmainus B coppeMenkbix AC noasepxena BoziefcTRMIO upes-~
BplyafiBo 6onsiore yKucna (haxTopoB, B CHIY UEre CTAHOBHTCA He-
BO3MOXHBIM (DOPMARKU30BaTh 3ada4y OHKCAHMS JIOAKOI0 MHOXECTBa
yrpo3. Ho3ToMy 1st 3aumiaeMolt CHCTeMbl OGLINKO ONPEHEsIoT Ke
NIONHBIK NEpeueHb YTPO3, a ACPENCHDb KIacCoB yrpoas.

Knaccuduxaums BO3MOXHBIX yrpos nHopMaunoHHOH 6esomac-
HOCTH AC MOXeT ObITH NPOBEACHA 1O CASAYOLBM 6a30BHIM NIpH3Ha-~
Kam [63].

1. Tlo npHpone BOIHMKHOBERHS:

» CCMECMIGEHNBIC YEPOo3bi, BHI3BaKHbIe osnekcTauaMu Ha AC o6~

SKTHBHBIX (H3KYeCKBX NPOUSCCOB KAKM CTUXMIHBIX FPUPOE-
HbIX ABJEHHH;

o uckyccmeennste yeposst 6esonacHoct AC, BpI3BaHHBIE AESITCNb~
HOCTBIO 4EI0BEeKA.

2. 110 crenenss HpeHAMEPEHHOCTH NPOSIBICHHA:

« Yepo3sl, GbIZ6AHHbIC OWUOKAMU UAN XARAMHOCMbIO TIEPCOKANa,
HaNpruMep HeKOMIIETEHTHOES MCINONb30BAHNE CPEHCTB 3BHINWTSHI,
BBOZ O1HNGOUHBIX AAHHEIX U T, M.}

* y2po3st npedHamepennozo decmeus, HAnpuMmep HeHCTBHS 370~
YMBIIUIEHHHKOB,

3. Tlo menocpeacTBeHHOMY HCTOUHHKY YIPO3:

o npupodnas cpeda, HANPUMEP CTUXHIAHbIE GeaCTBHN, MAIBUTHBIE
Sypy H np.;

* ¥es06¢K, HanpyMep BepOOBKa MyTeM NOHKYyNa AepcoHana, pas3-
raamieHe KOHOMASHUNAIbEBIX JAHHBIX B T. 11.;

» CAHKKUOHUPOGAHHbIC RDODAMMHO-GNRAPAMHbIE Cpedcmed, Ha-
TIpHMED yhajeHKe RaHHBIX, 0TKa3 B pabore OC;
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« HECAHKYUOHUDOBAHHBIE NPOZPAMMHO-ANRNGpamubie cpedcmea, Ha-
NPHMED 3apaKEeHHUE KOMIBIOTEPA BUPYCAMH C AECTPYKTHUBHBIMH
DYHKLHAMHA.

4. TTo noa0XeHUI0 UCTOYHYKE YFPO3:

s gre KoHmposupyemol 30ubt AC, HaripuMmep nNepexBar J&HHbIX,
fIEpeNaBaeMbIX HO KaHaNaM CBA3H, NEPEXBAT MOGOMHBIX 3EK-
TPOMArHUTHBIX, AKYCTHHECKUX ¥ APYTHX H3JIVUEHHE YCTPONCTS,;

« ¢ npedeaax xoumpoaupyemol 3onst AC, HANPUMED NIPHMEHEHHE
FIOACHYLMBAIOLIMX YCTPOMCTR, XMIHE HHE PACHEYATOK, 3anuceH,
HOCHTENeH UHPOPMAaLUH U T. 1.,

o nenocpedemeenno 8§ AC, HAIPHMED HEKOPDPEKTHOE MCHONB3OBA~
Hiue pecypeon AC.

5. {lo crenenyu 3asucHMocTs or axrmerocTH AC:

o xezagucumo om axmugrocmu AC, HANPUMED BCKPBITHE WHQPOB
KPHIITO3AWM Tl MHpOpMaLy;

e MOALKO & npouecce 00pabomri GGHROLIX, HAIPUMED YIPO3bl Bbi-
FIONHEHHS U PACTIPOCTPAHEH M MPOTPAMMHBIX BUPYCOB.

6. TTo crenesu soszeiicrsna na AC:

o naccuenbie yzpo3sl, KOTOPHIC NPH PEIM3AUNYN HHYETO HE MEHSs-
IOT B CTPYKTYPE # conepxauuu AC, HanpuMep yrposa Komnupo-
BaHMA CEKPETHBIX AAHHBIX;

« QKMUBHBIE Y2PO3bl, KOTOPBIE NPH BO3NECHCTBHY BHOCHT HM3MEHE-
HHA B CIPYKTYPY ¥ copepxaupe AC, Hanpumep BHEApEHME
TPOSTHCKUX KOHEH M BHPYCOB,

7. TIo sTanam DOCTYRA RONL3OBATENEH HAM APOIPAMM K pecypcaMm

AC:

o Y2po3i, BpOAGAsOmUecs Ha amane docmyna x pecypcam AC, Ha-
NPHMED YIpO3bl HECAHKIMOHNPOBAHHOIO ZocTyna B AC;

e Y2pO3st, RPOAGASIOWUECH NOCAE PA3PEMeHus Jocmyna K pecypeam
AC, HANpHMMED YIpO3bi HECAHKUMOHUPOBAHHOIO WIH HEKOp-
PEKTHOTO MCONL30BaHMs pecypcor AC.

8. Ilo enocoby nocryna x pecypcam AC:

* Y2DO3bl, OCYWECMEAREMBIE C HCNOABIOBAHUCM CIMARGAPMHOZ0 NymU
docmyna K pecypcam AC, HanpuMmep He3aKOHHOE FMONyHeHUe
naponeH ¥ APYrux PEXBM3NTOR DasrpaHHueHMs NOCTYTa € Ao-
CACOYIONIEH MacKUpPOBKOH NOI 3aperMCTPHPOBAHHOIO FIOMH30~
BaTEN;

o Yepo3bi, OCYHECMEAREMbIE € UCHONL30QARUEM CKDBIMO20 RECMaH~
dapmuozo nymu Oocmyna K pecypcam AC, HANPHUMEP HECAHK-
HMOHHPOBAHHBIM HOCTYH K pecypcam AC nyTeM HCHONL3OHBa-
HMS HEJOKYMEHTHPOBAHHBIX BOIMOXHOCTEH OC.

2~ 3348
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9. ITo TekywiemMy MecTy pacnojioxeHus HHGOpPMAUWH, XPaHHUMOIA
i obpabartpiBaemoii B AC:

e yepo3vl docmyna K UHQOpMayuu, Haxooaulelica Ha eHeWHUX 3ano-
MuHarowux ycmpoiicmeéax, HalpUMEp HeCaHKUMOHMPOBAHHOE
KOINMPOBAaHHE CEKPeTHOM MH(POPMALIUU C KECTKOTO AUCKA;

e yepo3vl docmyna K uHgopmayuu, Haxodsulelica 8 onepamugHol na-
mMamu, HanipuMep YTeHHe OCTaTOYHOM MHGOpPMalMM U3 omnepa-
TUBHOM MaMSTHU, JOCTYN K CHUCTEMHOI 00JacTM OrnepaTUBHOI
MaMSTH CO CTOPOHBI MIPUKJIAHBIX [IPOrpaMM;

* Yepo3vl docmyna K UH@OpMayuu, YUPKyAupyrouwel 8 AUHUAX CeA3U,
HanpuMep He3aKOHHOE NMOAK/IIOYEHHUE K JUHMSAM CBS3U C I10-
CAEeNyIOLUUM BBOAOM JIOXHBIX COOOILEHHUIH WM MoaudHKaLuei
nepefaBaeMbIX COOOLICHHUIA, HE3aKOHHOE NOAKIIOYEHUE K JH-
HUSIM CBSI3M C Lebl0 NMPSIMOM MOAMEHBI 3aKOHHOTO M0Jib30Ba-
T€AS C TNOCACAYIOIIMM BBOAOM A€3MH(OPMALIMM M HaBs3bIBa-
HHUEM JIOXHBIX COOOIHEHUI;

e yepo3vt docmyna Kk uHgopmauyuu, omobpaxcaemol Ha mepMuHaie
unu newamaemoud Ha npuHmepe, HaTIpUMep 3arMch OoTOOpaxae-
MOt HH(OPMALIMK HAa CKPBITYIO BUEOKAMEDY.

Kak yxe oTMeyanoch, onacHble Bo3aeiicTBUs Ha AC noapa3nens-
10T Ha CAy4YalHbIe U NpeIHAMEpPEHHbIE. AHAIN3 OMNbITA MPOEKTHUPOBA-
HHMSI, U3TOTOBNEHUSA U 3KcIyatauuu AC nmokasbIBaeT, yTo HUHGopMa-
UM TOABEPraeTcs pa3lMYHBIM CAydyalHBIM BO3INEMCTBUSIM Ha BCeX
3Tanax LMKIa XU3HU U pyHKuMoHupoBaHus AC.

IIpnurHaMy ciay4aiiHbpix Bo3aeiicTByil npu skcnayatauuu AC Mo-
IyT OBITh:

e ABapUitHbIC CUTYAUMM H3-3a CTUXMITHBIX OeACTBMIl M OTKIIOYE-

HUI 3N1€KTPONUTAHUSA;

s OTKa3bl U COOM anmapaTypsl;

s OLIMOKHK B NMPOrPaMMHOM 06GeCreYeHUH;

o OUINOKU B paboTe OOCAyXMBalOLIEr0 MepCcoOHaNta W I0JIb30Ba-
Teneu;

s [IOMEXM B JTUHUSAX CBA3U U3-32 BO3NECHCTBUI BHELIHENH CpEIbI.

Oumbku B I1O sABASIOTCA pacnpoCTpaHEHHBIM BUIOM KOMIIbIO-
TepHbIx HapyuieHuit. I10 cepBepoB, paGouMx cTaHLMit, MaplLIpyTH3a-
TOPOB Y T. I. HallMCAaHO JIOAbMM, MO3TOMY OHO IPaKTHUYECKHM Bceriaa
CONEPXUT OWINOKHU. YeM Bblllle CIOXHOCTL nogpo6Horo ITO, TeM
6onblile BEpOATHOCTL OOGHAPDYXXEHHUSI B HEM OLUMOOK U YSI3BUMOCTEIA.
BonblIMHCTBO U3 HUX He NpPEACTaBASIOT HUKAKOH OMacHOCTH, HEKO-
TOpbIE X€ MOTYT IPUBECTH K CEPbE3HBLIM MOCHEACTBUSM, TAKMUM KakK
NoJjiyyeHUe 3710YMBILIEHHUKOM KOHTpPOJisSl Hall cepBepoM, HepaboTo-
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cnocoOHOCTb CepBepa, HECAaHKLMOHMPOBAHHOE MCIIONb30BAaHUE pe-
CypcOB (MCMOJIb30BAaHME KOMIIbIOTEpa B KauyecTBe IUiaudapma s
aTaky 4 T. 1.). OObIYHO MOAOGHBIE OLIMOKM YCTPAHSIOTCS C MOMO-
LIbIO NMAKETOB OOHOBJIEHUH, PEryJiipHO BBITYCKAaEMbIX [TPOU3BOAUTE-
sneM I1O. CBoeBpeMeHHas yCTaHOBKA TaKMX MAKETOB SBISETCS HEOO-
XOAMMBIM yClnOBHeM 0e30MacHOCTH MH(popMaLUK.

IIpennaMeperHble Yrpo3sl CBSI3aHbI € LieJIeHANPaBIeHHbBIMU JEHCT-
BUSAMHU HapyluuTens. B kadecTBe HapyliuTeNss MOXET OBITL CiyXa-
LM, TOCETUTENb, KOHKYPEHT, HaeMHHUK M T. 1. JleficTBUst HapyluuTe-
JiS MOTyT ObITb OOYCNOBNEHBI pPa3HBIMH MOTHMBAaMU: HEIOBOJILCTBOM
CIyXalllero CBOEH Kapbepoi, cyrydo MaTepUaIbHBIM MHTEpECOM
(B3s7TKA), 1IOOOMBITCTBOM, KOHKYPEHTHOI 60pb00#i, CTpeMieHHeM ca-
MOYTBEPAUTLCS J1000# 11eHO#H U T. 1.

Hcxoass M3 BO3MOXHOCTH BO3HMKHOBEHMS Haubosee OmacHOM
CUTyaliuM, OOYCNOBNEHHOMH NeHCTBUSAMH HapYLIMUTENs,, MOXHO COCTa-
BMTb I'MIIOTETMYECKYIO MOMIEJb MOTEHMaANLHOTO Hapyiutens [40]:

o kBanM(UKaLUsg HapyLIUTENsT MOXET ObITb HAa YPOBHE pa3paboT-

YHMKa JaHHOM CUCTEMBI,

e HapyllXTENEeM MOXET ObITb KaK IMOCTOPOHHEE JIMLO, TaK U 3a-
KOHHBI# MOJIb30BaTeib CUCTEMBI;

e HapyllMTeNnl0 M3BecTHa MHGoOpMaLMs O NMPUHLMNAX paboThl
CHCTEMBI;

e Hapyiuutenb BeiOepeT HanbGonee cnaboe 3BEHO B 3alllUTE.

B yacTtHOCTH, Lna 6aHKOBCKUX AC MOXHO BBIAEJUTD CIEAYIOLLINE

npefHaMepeHHbIE YrPO3bl:

« HCJI nuu, He nmpuHamiexalux K 4yuciay OaHKOBCKHUX CiyXa-
IIKMX, U O3HAKOMJIEHHE C XpPaHUMOH KOHGUIECHLMAILHOH MH-
dopmMauueii;

e O3HaKOMJIeHHE 0aHKOBCKHUX ClIyXallux ¢ MHGOpMaluen, K KO-
TOpPOM OHM HE JOJDKHBI UMEThb JOCTYII,

e HeCaHKLMOHMPOBAHHOE KOMHMpPOBaHUE NPOrpaMM U AaHHbIX;

e Kpaxka MarHMUTHBIX HOCHTeJNel, colepXallux KOHGUAECHHAb-
HYI0 MHGpOpPMAIUIO;

e Kpaxa pacrieyaraHHbIX 0AaHKOBCKUX JOKYMEHTOB;

¢ YMBIIIIEHHOE YHUUTOXEeHHEe HHGbOpMaLUK;

e HeCaHKLMOHUPOBaHHass MoauduKalnusi OaHKOBCKMMU cClyXa-
MMM (PHUHAHCOBBIX JTOKYMEHTOB, OTYETHOCTH M 0a3 JaHHBIX;

o hanbcudukauug coobleHU, MepeaaBaeMbIx 10 KaHajlaM
CBS3H;

e OTKa3 OT aBTOPCTBa COOOIllleHHUs, MEPEJaHHOIo 110 KaHajlaMm
CBSI3Y;

5
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« OTKA3 OT $aKTa NOAYYEHNS HHOOPMBLNH;

» HaBA3bIBAHME paHee TIEPEZAHHOIC COOGIHeHMs,;

« paspyuieHue YHQPOPMaLIKK, BBI3BAHHOE BUPYCHBIMM BO3jeHicT-
BYSIMK,

& pas’pylieHye apxXuBHOK GaHKOBCKOHN HHGOOPMALIKY, XPaHSILLSH-
CH HA MarHWTHBIX HOCHTENAX,

« xpaxa obopynosanns.

Hecanknuonnposankbiii 10¢Tyn — Haubonee pacnpocTpaxeHHbiH
¥ MHOToOOpasHBll BUI KOMIIsIOTepHsIX HapyweHuit. Cyrs HCI co-
CTOMT B MONYYCHUH TIONB3OBATENEM (HapYIIUTEREM) HOCTYIA K 06D
€KTY B HapylleHKe NIPABUI PAsrPaHUYCHUS JIOCTYNA, YCTRHOBICHHBIX
B COOTBETCTBHH C IIDUHATON B Oprasmu3atiyy nosuTukol desonacHo-
cti. HCJl uenonsayer 51106y10 OBGKY B CHCTEME 3alUTH ¥ BO3MO-
XeH NpH HEpaUKOHANLHOM BbIGODE CPERCTB 3alIUTHI, KX HEKODPPEeKT-
Hefl yctanoske m sacTporixe. HCI Moxer STk OCYHIECTBIEGH Kak
WTATHRIMH cpelcTBaMy AC, Tak ¥ ChCUMaAbHO CO3JAHHLIMU afina-
PATHBIMY ¥ NPOrpaMMHBIMU CPEACTBAMMU.

OcHopuple xananst HCI, yepes kotophie HapyUIKTEIhb MOXET
NONYYUTh BOCTYD K KoMiloreHTaM AC ¥ OCYILIECTBATL XMIIEHHKE, MO-
IUOUKALMIO 1/ WK DaspyIeHue HHOOPMALIKHK,

* UITATHBIE KAHAIHI IOCTYNA K KHGOPMALNHM (TEPMKUHAIB! IOAB30-
Bareseil, oneparopa, AIMUHKCTPATOPA CHCTEMBI; CPEACTBA OTO-
GpaxeHMs ¥ HOXYMEHTHPOBaHUSA BHODOPMALIKK; Kaxajibl CBA3K)
fIpY MX KCTONIB3OBAHUYK HAPYIINTESAMHK, 8 TAKOKE 33KOHHBIMU
NOJIb30BATEISAMHU BHE NPEHCHOB KX TOHOMOYNI;

* TEXHOJOIKUECKKE TIYLTHI YIIpABNEHUS;

o JIKHAM CBA3K MEXIY annaparHbiMy cpenctamu AC;

» noDoYlible MEKTPOMArHKTHEIE U3JIYYSHHS OT anflaparypsl, jH-
HUHJ CBH3Y, CETER BACKTPOTIMTAHKSA K 3a3¢MICHUA K Op.

W3 scero pasnooSpasus cniocobos u npuemos HCH octaHoBuM-

CA Ha CNICAYIONIMX DPACTIPOCTPAHEHHBIX M CBA3BHHBIX Mexay coboi
HapYLIEHUAX:

s nepexsar naposieil;

® «MACKapam»;

* HE32KOHHOE KCIIOZB30BAHKE NPUBUIET I,

Hepexeam napoaeil OCYLIECTBASETCS CICLHANLHO pazpaboTaHHb! -
MM nporpamMmami. IIpy nOnBITKe 3aKOHHOTO TIONB30BATeNs BOMTH B
CHCTEMY NPOrpaMMa-NepexBaTyMK MMHTHDPYET Ha 3KDAHE ANUCIUIes
BBOIJ MMEHHM M NApOJs IOAB30BATENA, KOTOPHIE CPA3y NepecslIaloTCs
BAAAENBIY IPOrpaMMbI-NIEPEXBATHHKA, [TOCIE HEr0 Ha DKpaH BhiBO-
auTcs coobiieHne o6 olwmnbke u yrpapnenue BosBpawaerca OC.
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{lonb3opateNp NPEANOAAFACT, YTO HONYCTU OLluKOKY NIPH BBOAE Napo-~
751, OH NOBTOPSET BBOE K NOAYYAET ZOCTYI B cUcTeMy. Branenew npo-
TPAMMBI-NEPEXBATYMKA, NOJYYUBIIME HMS M NEpOHL 38XOHHOIO
FIONBIORATEIIN, MOXET TEHEPD MCIIONB30BATH HX B cBOMX neasx. Cyuie~
CTBYIOT ¥ ApYrie Crocofwl nepexsara maponei.

«Maciapady — 3TO BBIUIOAHEHHE KAKUX-TUOC AelcTBUN OOHMM
NOJIP3OBATEAEM OT KMEHU JIPYTOro NOJNb30BaTesns, 004aa0lIero co-
OTBETCTBYIOMIMMY TNONHOMOUMsIMK. Llensio «Mackapana» sBIsercs
NPUNMCHIBAHME KAKHX-iAu00 neHCTBUI APYIOMY NMOAB3OBATENIO TMBO
IPUCBOCHME [IQIHOMOYMHE U [IpUBUICTHH JIDYIOrC TIONL3OBATES.
TIpuMepaMy pEATM3ALIMY «MACKAPARa» SBJISKTCS:

& BXOJ B CHCTEMY IO/ MMEHEM M [APOJIEM APYIOro f101b30BATE s

(3TOMY «MACKapafy» yIpeSILecTRYET SIEPEXBAT FApOIs);

+ nepenaya coobieHui B CeTH OT UMEHH EPYIOro MOAL30BaATENA.

«Mackapans OCOOEHHO onacer B OAHKOBCKMX CHCTEMaX 37eK-
TPOHHBIX fUIaTeXel, rEC HEeNpaBWIbHA! HACHTH(DUKAUMA KIMEHTA
13-33 «MACKAPANa» 3NOYMBIULICHHUKE MOXET OPUBECTH K GOABIIHM
yOBITKEM 33KOHHOIO KIMEHTA DaHKa.

Hezaronnoe ucnonsaoganue npusinezuil. BOABIIMHCTRO CHCTEM 32~
LTSI YCTAHARIMBAOT OIPEICACHNbIE HAO0PpE NPHBUWIETHA AJIs1 Bbl~
fIOAHeHus 3amaHHBiX QyHxumit. Kaxasit noap3osatenk nonydaer
¢BOI HalOp rpUBMAEIYi: OOBIYHBIE F10JBI0OBATERH ~— MHUHUMANbHBIM,
AIMMHHMCTPATOPS! ~ MaKCUManbubi, HeCanKIMOHKMPOBAHHLINR 33~
XBAT [IDUBHMACTHH, HATIPUMED NTOCPEINCTBOM «MACKapana», NPUBOLUT X
BO3MOXHOCTY BHINONHEHUSA HADYIUUTE/IEM ONPEACACHHBIX ZeHCTBUM
B 00X0O CHCTEMBI 3alluThl, Cieyver OTMETHTh, YTO HE3aKOHHEIR 3a-
XBaT NPUBWIETKIE BO3MOXEH K00 NpM HanKuuMK oubOK B CHCTEME
3aLUMTHL, MO0 M3-3a XaNaTHOCTH AUMMHMCTPATOPA NPKW YIPABIeHUH
CHCTEMON M HAZHAYCHUHK NPUBKHIIETHIL,

TTpunATO CYMTATH, YTO BHE 3aBUCHMOCTH OT KOHKDETHBIX BMIOB
YIpO3 MM UX NPOGIeMHO-OpHEHTHPOBAHHON Kiaccudukaumu AC
YAOBACTBOPHET NOTPEGHOCTH SKCIIYATHDYIOIMX €€ ML, ecnd ofec-
NEYUBAIOTCH CICRYIOLIMC BAXKHBIC CBOHCTBE MHMOPMALMHM M CHCTEM
ee OOPABOTKU: KORGUOCHUUAABHOCHb, HEAOCMROCHb U COCYNHOCHb.

WiupiMy CIOBAMM, B COOTBEICTRMMU C CYLISCTBYIOMMMMHU [T0IXOHA-
MM CYMTAXOT, 4TO MH(oOpMaLMoHHas Gesonacuocts AC ofeciieyeHa B
CIIy4ae, eclM WI5% MHOPODMALMOHHBIX PEeCypcos B CHCTEME ftopaep-
KHUBAIOTCH OfIPEIESEHHBIE YPOBHU:

s XOHOMACHLMaNbHOCTH (HEBO3MOXHOCTH HECAHKLMOHHWPOBAH-

HOI'C NONyYeHUsS KaKoi-1uHo nudopMalivu);
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s LCNOCTHOCTH (HEBOSMOXHOCTH HECAHKHMOHMPOBAHHON HAM
CAy4aiHOH ee MOAM(HKALH);

* ZOCTYIIHOCTH (BO3ZMOXHOCTH 33 Pa3zyMHOE BpPeMS NOAYYHTH
Tpebyemyio HHDOpMaLIo).

CootsercTBenno s AC paccMaTpUBAKOT TPH OCHOBHBIX BHIA
yIrpos.

Yeposst napywenus Koughulenyuansiocmu, HanpapieHHBIE HA paz-
raamernne XoHGUaeHIManbHON Wik cekpetHo#t uHopMmaiuu. flpu
PEATM3ALIMY STHX yIpo3 HHPOPMALUKS CTAHOBKTCH M3BECTHOH JHIAM,
KOTOPBIE HE NOJKHD! MMETh K Hel JOCTyr!. B TepMuHax KOMABIOTEP-
HoO# 0e30MaCHOCTH YIPOo3a HapYWeHHs! KOHDUICHUKANPHOCTH HMEET
MECTO BCAKMM paz, xorna noaydes HCII K HeXoTOpoi 3aKppiToil MH~
dopMainK, XPaHIILEHCS B KOMABIOTEPHOR CHCTEME MK nepelasae-
MOM OT OJIHON CHCTEMBb! K JIPYTOMN,

Yeposbt napymenus yesocmuocmu ungopmayuu, xpausuedics B
KOMHABIOTEPHOH CHCTEME MK AEPEeAaBacMON MO KaHany CBI3y, KOTO~
PHIC HANPABACHL! Ha €€ HIMECHEHME WIM HCKAXCHHE, npusosiee K
HapyWIeHMIO €€ KaYeCcTBa MM HOMHOMY YHRYTOXeHmo. LlenocTHocTh
urdopManuy MoxeT ObITL Hapyli€Ha YMbIUUIEHHO, 8 TAKXKE B pe-
3ynbraTe OOBEKTUBHLIX BO3ACHCTBMM CO CTOPOHBI CPEHbl, OKPYXAIO-
et cucTeMy. 3Ta yrpo3a OCODEHHO aKTyanbHa IS CHCTEM nepena-
9 HHPOPMALIMH — KOMABIOTEPHLIX CETCH M CHCTEM TEACKOMMYHM-
Kaumi. YMBILICHHBIE HAPYUIEHWS HENIOCTHOCTH MHODOPMAUKK HE
CRENYCT NYTaTh € €€ CAHKLUMOHMPOBAHHBIM H3MEHEHMEM, KOTopoe
BBIFIOJIHAETCH TIOSHOMOYHBIMY JHLAMHK ¢ OBOCHOBaHHONR uenpo (Ta-
KUM M3MEHEHHEM, HallpuMeD, SRISCTCH NEPHOAMYECKast KOPPeKiMs
Hexoropoi blI).

Yeposwt napywenus pabomocnocobrocmu (omKa3 ¢ 06CAYHCUSAHUL),
HanpasieHHBIE Ha CO3AHME TAKKX CHTYRUMH, KOIZa ONpeeNeHHbIe
ripe/iHaMepeHHble feHCTBrS Anbo cHuxaweT paborocnocodbrocts AC,
6o ONOXKKPYIOT HOCTYIT K HEKOTOPhIM ee pecypcam. Hanpumep,
SCIK OIMH NMOJAB30BATEAL CHCTEMB 3aNpAIUUBACT AOCTYNT X HEKOTO-
pol ciyxOe, a apyro¥ npeRnNpHHKMAaeT NeHCTBUA 1O GIOKMPOBAHKIO
3TOrQ EOCTYIa, TO TEPBbit NMOAB3OBATENb FONY4aeT oTKaz B obcay-
*uBaHuK. biIoKupoBaHKe N0CTYNA K pecypcy Moxer GbiTh HOCTOMH-
HBIM MK BPEMEHHBIM.

BTH BMIb YIPO3 MOXHO CUMTATh NEPBMUYHBIMM MJIM HEMOCPEACT-
BEHHDBIMH, TIOCKONBKY PEANM3ALIKS ITHUX YIPpO3 BEAET X HEMOCPEeACT-
BEHHOMY BO3AeHCTBHMIO Ha 3AIUKMIIASMYIC KHODOPMALKIO.

g cospemennsix UT nmoacHcTeMbl 3alUMThl SIBASIOTCS HEOTH-
emiemol 4acTsio AC o0paboTky uHOOpMalKK, ATaKyioLas CTOpOHa
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DOIKHE [PSONCAETS 3TY NMOACKCTEMY 3aLLMTHI, YTO0H HAPYLUKUTD, Ha-
npuMep, XxoxduaeHnaerHocTe AC. OaHaxo HYXHO CO3HABATh, YTO
HE CYLIECTBYET alCONIOTHO CTONKON CHCTEMB! 3aLLMTBI, BOIIPOC JIKLIb
BO BPEMEHH M CPENCTBAX, TPeOYIOLIMXCS Ha ee fipeoaonesue. Mexomn
K3 RAHHBIX YCIOBHMM, PaCCMOTPHM CHCAYIOLIYIO MOICH: 3aLLUKTE HH-
hOopMALMOKHOR CHCTEMBl CYKTAETCH NIPCONOACHHOM, €CAM B XOme
HCCACIOBAHMS HTOM CHCTEMBI CHPEIE/IEHB! BCE €€ YSI3BHMMOCTH.

Hpeononexye 3ayTsl TAKKE fpeacrasager coloit yrposy, no-
ITOMY JUIS ZALLMIUEHHBIX CHCTEM MOXHC PacCMATPUBATE METBEPTHIR
BUL YIPO3bl — yepo3y packpwmus napamempos AC, BRIIOYAIOWIEH B
celn noncucreMy sawnthi. Ha npaxtuxe moGoe npoBoarMoe Mepo-
NPUSITHE TIPEABAPSETCS 2TANOM PA3BEAKH, B XOHC KOTOPOTO Onpele-
JNISIOTCH OCHOBHBIC THAPAMETPLI CHCTEMBI, €€ XapaxXTCDUCTHKH M T, I
Pe3ynbTaTOM ITOI'C 3TANA SBASCTCH YTOUHEHME FIOCTaBJeHHOM 3aza-
4K, a TAKXKe BuIfop HauGoee ONTHMATBHOIC TEXHUYECKOI0 CPeiacTRa.

Vrpo3y packpeitysi napaMerpoB AC MOXHO CYMTaTh Ofl0Cpens-
BaHHOR yrpoacit, TlocnencTBus €€ peanu3aumK HE JIPHUMHKIOT Ka-
xoi-13uGo yuepG obpalbarbiaeMolt MEDOPMaNNH, HO HAIOT BO3IMOX~
HOCTDb PEAIM30BATH [IEPBUYHBIE MM HENOCPEACTBEHHBIC YIPO3ki, f1€-
DEUHCHCHHDBIE BBILHE,

Hpu paccmorpenuy sonpocos sawntbt AC uenecoofpasHo ne-
NOAB30BATH YCTHIPEXYPOBHEBYIO IDABALIKIO AOCTYIA X XPAHHUMOM, 00~
pafatkiBacMoit ¥ 3amminaemolt AC undopManny. Taxas rpaganus
AOCTYIa FIOMOXET CHCTEMATHIKPOBATE KaK BOIMOXHBIC YIDO3bI, TaK
¥ MEPBI 110 KX HEWTPaAM3dMK M [APHPOBAHKIO, T. €. [IOMOXET CHCTe~
MaTH3KPpOBaTk BECH CNEKTP MCTOZOR O0CCNEYeHHMS 3alUMTHl, OTHOCH-
HMXes K MHbopMaKMOHHOH GE3011aCHOCTH. 3T0 CNeNYIOLIKE YPOBHY
aocTyna:

» YPOBEHDb HOCUTEACH MuboOpMALMH;

s YPOBEHB CPEICTB B3aUMOZEHCTBUA C HOCUTE/IEM;

» YPOBEHD pEACTaBICHUA MHGODMAIK;

s YPOBEHDb COACPXaHWS uHbopMalyH,

BrepexHue 9THX ypopHed 0OyCioBlneHO CneldyolluMy coobpaxe-
HHAMH.

Bo-neppsix, nHbopMmanus ans yao0cTsa ManHiTyIMpOBaHUA Jaie
BCEro (PUKXCHPYETCH HA HEKOTOPOM MaTepHanbHOM HOCHTEAE, KOTO-
PBIM MOXeT ObiTh AMCKETA WK YTO-HUOYAD nonobHoe.

Bo-propeix, ecnu cnocof npeacrasneHysi WHpOpMauMKu TaxoB,
YTC OH& HE MOXET ObITh HEMOCPEACTBEHHO BOCIHPHHSTA YEAOBEKOM,
BO3HMKAET HEOOXOAMMOCTS B npecOpa3oBaTeasix HHPOPMALIMH B J10C-
TYnHsll st 4eaoBexa crocolG mpeactapieHns. Hanpumep, nis ure-
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Tabauua L1 OCHOBHEbIC METOAM PLABHAMMH YIPoa #RMOPMAUNOIHON Ge30nacHOCTH

yposse

, ¥rposa orkasa
Yposers foctyna X gﬁﬁpmﬁ; zzoz::;%:: ¥Yrposa Hapyue- chﬁ (oTxasa
undiopmanug B AC cHOTEM! HAREHOCTH EHS NEHOCTHOCTH | AOCTYIA K #H-
hopmanus)
Yposenb Hocy~ |Onpenenenne [ Xuuuesue (Ko- | YHiuToxenue | Boisegenue #3
Tened nHGOp- |THAa ¥ napa- | NHpoBaNue) MAMEHBIX BO- | CTPOR MaliiHH~
MalHH METPOR HOCK~ | BOCHTZACH M- lCuTeACH MH- HBIX HOCHTENEH
reneit nugop- | Gopmanun dbopManHH uRGopManK
Mans
[Tepexeay
N3MHUH
Yposers {lonyyenue Hecanxuxony- | Baecenue {Iposaaenue
CPEACTE B3aM~ | ¥HDOpMauKK O | posaHHsill goc- { nonslopaTeneM {ownbox npo-
MOAEHCTBUS FIDOTPEMM- TYIT K PECYPCaM | HECAHKIHOHM- | BKTHPOBARUA
¢ HOCHTEAEM Ho-anpaparkoi | AC pOBaHHBIX 3~ | paipaborks
cpene Coepmenye MEHEHHH B RPOTPEMM-
[onyuerue Je- | nomaosatenem | Lo Pavibl M HO-amiiapat
BAHHBIE HBIX KOMIIO-
TANBHOH HE~ HECAHKLRHOHK-
nent AC
dopmaiiyy © | pORAHHLIX Aei- | YCTanOBKE K
GysKuHax, Bbi~ | CTBMH nenonbaosanne | O6xon Mexa-
nonugempix AC H HEWTATHOFO HH3MOB JaIH~
I EEAHKIMOHE= niporpamMuorc e AC
onyyeHse POBAHHOE KO+ | e oo
AABHBIX O BPH- | NpORaKME
MERALMBIX nporpammioro | 3apaxenue
CHUCTEMAX 3a- | ODECTISUEHMSE | HPOTPAMMHLI-
BEATHE M BUPYCAMH
{lepexgaT Jan-
HBIX, TIepesa-
BACMBIX [0 Ka-
HanaMm CBH3H
Yposens npes- jOnpeaenenye | BuayansHoe Brecenne uc- | Moxaxenue
crapnesns uH- {cnocofa npen- |Halnonenne KAXeHHsI B COOTBETCTRHA
dopMani i CTABICHUA M- MIPEACTABACHNE | CHHTAKCHYE
PackpsiTHe N
hopmallEn NpeACTARNCHIS EaHHBIX; YHHY- [CKHX H Ce-
TOXEHKE Han~ MaTHIECKHX
HHQOPMAM |y KOHCTpyKm#
(neusmdppona- a3nika
HHe)
Yposeun conep- | Onpeaesenye | PackpaiTeie co- | Bueppense ae~ [ 3anper Ha ue-
Xanust wHdop- | conepxanns JepRaBMN BH- [3HHGOPMANNHE | NOARIOBAHNE
Maipin JAZHHBIX B2 K2~ | GOpMayiy HEOpMasH
QeCTBEHHOM
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HUS UHGOPMAUMM C IUCKEThl HEOOXOOMM KOMIbIOTEP, 000OpyIOBaH-
HbIA TMCKOBOJOM COOTBETCTBYIOLLETO THUMA.

B-TpeThux, KaK yXe ObU10 OTME4eHO, MH(pOpMalUs MOXET OBbITb
0XapaKTepH30BaHa COCOOOM CBOEro MpENCTaBACHUS: SI3LIKOM CHMBO-
JIOB, S3bIKOM XECTOB U T. TN

B-ueTBepThIX, YENOBEKY HOJXKEH OBITh JOCTYNMEH CMBICA Mpe-
CTaBjeHHO! MHGOPMaUKH, ee CeMaHTHKa.

K OCHOBHEIM HanpaBJ€HUSAM peaTH3alMH 3J0YMbIULIEHHUKOM
HHGOPMALIMOHHBIX YTPO3 OTHOCSITCS:

¢ HEMOCPEACTBEHHOE ODOpallleHHUEe K OOBEKTaM OOCTYIa;

¢ CO3[JaHHUE MPOTrPaMMHBIX MU TEXHHUYECKUX CPEACTB, BBLINOJHSAIO-

KX obpallieHHe K 06beKTaM J0CTyMa B 00X0 CPEACTB 3alLUTHI;
¢ MoOM®bHKALUA CPEACTB 3alLKUThI, MO3BOJAAIOLIAS PEATM30BATh
yrpo3nl *HGOPMaUMOHHON 6e30MacHOCTH;

¢ BHeIpeHHE B TexHUYecKue cpeactBa AC NnporpaMMHBIX WM

TEXHUYECKUX MEXAHM3MOB, HAapyLUAIOILUMX MpPeanojaracMylo
CTPYKTYpy ¥ dyHKuun AC.

B Taba. 1.1 nepeyncneHbl OCHOBHbIE METOIB! peaiu3alMy yrpo3
MHGOPMALIMUOHHON 6€30MacHOCTH.

Hns moctuxeHus Tpebyemoro ypoBHA MH(POpMaLMOHHONK Ge30-
nacHocTd AC Heob0xoouMMO OOecneYuTh TPOTUBOAEIICTBUE pas3iny-
HbIM TEXHHYECKHMM Yrpo3aM U MHUHHUMH3UPOBATb BO3MOXHOE BMS-
HHE «4eJIOBEYECKOro ¢akTopa».

Yrpo3sl M YS3BMMOCTH KOMIBIOTEPHBIX CeTeli MoapoOHO pac-
CMaTpHBalOTCH B I 2.



Fnasa 2
NMPOBJIEMbI MHPOPMALIMOHHOH
BE3OMNACHOCTHU CETEH

OCHOBHBIM CBOMCTBOM, OTNHHAIOWIMM KOMIILIOTEPHBIE CETH OT
ABTOHOMHBIX KOMITRIOTEDOB, SBAACTC Hanuyde ofmena wHbpopMa-
HHCﬁ MEXAY CCTEBBIMMK Y3NaMK, CBA3aHHBIMK JWMHHAMH fIEpezayiid
JAHHBIX.

O6RemHeHKE KOMITBIOTEPOB B KOMIIBIOTEPHDIE CETH TOIBOJAET
3HAYMTEABHO TIOBBICKHTh 3DMEKTHBHOCTL UCIIONBIOBAHNA KOMITBIO-
TepHoO# cuctemnr B uenoMm. [oBrinienue 3pOEKTHBHOCTH NpH 3TOM
OOCTHTAETCA 34 €4eT BO3SMOXHOCTH ofMena uHdopMmauuen mexuy
KOMIBIOTEPaMH CETH, & TAKXKE 33 CHET BO3ZMOXHOCTH HKCIIOAb30Ba~
HUS HE KaXIOM KOMilnloTepe oOIMX CeTEeBBIX PpeCypcoB {nHpopma-
LMK, BHEIUHEH FTAMATH, TPOFPEMMHDBIX NPHACKEHHKH, BHEILHWX YCT-
POHCTB).

OnHKM K3 OCHOBHBIX NPH3HAKOR KOPIIOPATHBHON CETH 4BAKZETCH
fipuMeHeHre roBabHBIX CBA3eH it 00beIHHEHKS OTHENbHBIX J0-
KanbHeIX cetell OMIManoB IpeAnpUSTHS U KOMIIBIOTEPOB €ro yia-
JEHHBIX COTPYAHMKOB ¢ LSHTPAILHOM NOKankHOH cetbio. B nocnen-
HHE TOfBl WHTCHCHRBHO PA3BUBAIOTCH OCCIIPOBOAHBIE KOMIILIOTEpHbIE
CeTH, ¥ B YaCcTHOCTH OeCripoBOZHEBIE JNIOKanbHble cetH WLAN
(Wireless Local Area Network).

2.1. BeejjeHHe B ceteroH HHOPMALMOHHLIN OBMEH

CrpemurenpHoe passurue YT npuBeno K nogaBieHHo 1 ObCTpO-
My pocty rrobaibHol cet Internet. Pa3sBUTHE KOMIBIOTEPHBIX CETEH
HEMBIC/IMMO 6€3 ¢TPOroro cobMoAeHMS IPHHLIKIIOB CTARIAPTHALHK
annaparsoro v 10, Iuem poxnenusi VIHTEDHETA B COBPEMEHHOM
TIOHBMaHHH ITOI'O C/I0Ba CTala AdTa CTAHAapTH3aLMy B 1983 1. cTexa
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KOMMYHHEKAUKOHHBIX npotokosnos TCP/IP, nexawero B ocHoze
Beemupiol cetn Murepner. Viutepuer npencrapnser cobol cOpo-
KYITHOCTb COSAMHEHHBIX MeXAy COOOH KOMITLIOTePHLIX CETEH, B KO-
TOPBIX MCIOAB3YIOTCH SIMHbBIE COITIACOBAHHbIC NpaBrunia o6MeHa aH-
HBIMHE MEXIY KOMITbIOTEPAMH.

2.1.1. Ucnons3osanme cern Unreprer

Passurre roGansuof cery Internet ¢riocoBCTBOBAIO HMCHIONH3O-
BAHUIO LA TIOCTPOCHUSA TMODANBHLIX KOPIOpaTHBHLIX cpasel Honee
IELIeBOro ¥ fonee JOCTYIMIONO {110 CPaBHEHHKIO ¢ BLIISIEHHBIMY Ka-
Hanamu) tpaHcnopta Internet. Cers Internet npeanaraer pasHooO-
PA3HBIE METOBl KOMMYHHKauuK K crocobbl Aoctyna X HHGOpMa-
KK, [TO3TOMY [ MHOTHX KOMIaHyi# OHa CTAIZ HEeOTHEeMIEMON Ha-
crpio ux YC.

Biusnye Internet Ha XOPHOPATHBHLIE CETH COCOBCTBOBANO NO-
ABNEHKIO HOBOTO MIOHATHA -— intranet {MHTPAHET, HHTPACETH), NIPH
KOTOpOM CrocoOsl JOCTABKK K 00paboTKy HHMOPMALKY, NPHCYIHE
Internet, nepeHOCHICH B KOPROPATHBHYIO CETh.

OTMETHM OCHOBHBIE BO3MOXHOCTH, TIPEAOCTABASEMbIE CETHIO
Internet mis HOCTPOSHHUS KOPIIOPATHBHLIX ceTel {5, 9.

Hewesvte u docmynubte Kommynuxauuonnsie xawnans Infernet.
K nasany XXI B. B cBa3u ¢ OypusiM paseyrieM Internet u ceteit
KOJUIEKTHBHOIO JOCTYNA B MMPE NIPOM30LUEN KAMECTBEHHBIH CKayox
8 PacipoCTDaHeHUH W HocrynHocry uHgopmauuu. Ilonassosarenu
NONYYWIM [JeHIEBbIE W NOCTYNHBICE KOMMYHUKALHOHHbIE KaHAaNIbI
Internet. CrpeMsich X JKOHOMMKMK CPEHCTB, NIPCHNIPHATHSA CTAIH ax-
TABHO HCTIONB3OBATH JTH KaHWIL! JLis NEepejayy KPHTHUMHON KOM-
MEPHYECKOU K YrpaBieHueCKON urdopMalin.

Yuusepcassnocms. Tnobanpnas ceTh Internet 6bina cO3maHa s
obecnieuerus oOMena nuhOPMaLIKeH MEXAY YIaAeHHbIMH TTONb30Ba-
rensaMu. PaseuTie Internet-TeXHOROrKI NIPHBENO K BOZHIKHOBEHHIO
nony;sipHOH roBansHo# cnyx6er World Wide Web (WWW), yto no-
3BONIMAO rlonb30BATENSIM paborats ¢ nHGpOPMaLKEE B peXxuMe nps-
MOI'O FIOAK/HOMEHHS. DTA TEXHONOTHS MOAPA3YMEBAET TONKIIOUEHNE
I0J1b30BATEAN K rAOBANLHOM CETH ¥ HCIONb30BAHNA WWW-Hpayse-
poB s npocmoTpa MHbopMmaunu. CrasmapTusanus wHrepdelicos
OfMEHa AAHHBIMU MEXIY YTUIHTAMY IPOCMOTPa HHOOPMALINY K HH-
QOPMALHMOHHBIMY CEPBEPaMU TIO3BOJIKIA OPT2HK30BATh OAWHAKOBLIH
uuTepdelic ¢ MoAL30BATENEM I PAsIMUHBIX IIaThOopM.
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Hocmyn k pasnocGpasnoi ungopmauuu u ycayzam ¢ Internet. Kpo-
M€ TPAHCIIOPTHBIX YCAYT IO TPAaH3KTHOM Nepeaave JMaHHBIX a1 abo-
HEHTOR JIOBHIX TUIIOB, CeTb UHTepHer obecrneunpaer Takxe aocra-
TOYHO IUHMPOKHE Habop BRICOXOYPOBHEBHIX WHTEpHET-CepBHCOR:
BceMHpHan nayrrHa World Wide Web; cepsuc nmeH aomeHos DNS;
nocryn X tainosniM apsueaM FTP; snexrpoHnan noura (e-mail); re-
nexondepenunu (Usenet); cepsucsl obwenus ICQ, IRC; cepsuc
Telnet; noucx undopmanny B Wnteprere, KOMIBIOTEPH, Npeioc-
TaBISIIOIKE ITH YCONYTH, Ha3BIBAIOTCA Cep8epamu, COOTBETCTBEHHO
KOMITBIOTEDPEI, TIOABIYIOLIKHECH YCIYTaMH, HAa3bIBAIOTCS KAUCHNIAMU.
Oy Ke TepMuHbl oTHOCcATCE B K J1O, uenonbyeMoMy Ha KOMIIbIO-
Tepax-ceprepax u KoMrbiorepax-xianenTax. Cers Internet obecrnievu-
BAET NOCTYI K oBuMpHo# 1 pasznoobpaznolt nudopMansyd ¢ noMo-
L0 OIPOMHOTO YKCIA FIOAKAIONEHHBIX K Hel xocr-y3non. Xoom —
3TO KOMIIBIOTED WK IPYNIA KOMIBIOTEPOB, MMEIOLIHX NIPAMOE CeTe-
BO& CcoelMHeHue ¢ Internet ¥ FIpenoOCTaBISIONIHMX NOALIOBATEIAM
JOCTYIN K CBOKWM CpencTBaM U ¢iayxBaM. MHOIKE U3 3THX KOMIIbIOTe-
POB BBIFIOAHSIOT POJIL CEPREPOB, NpERAaraiiiux aoboMy ToNs308a-
TEMIO, UMEIOLEMY BBIXOX B Internet, MOCTYN K 3NeXTPOHHBLIM pECYp-
caM — JIaHHBIM, JIPUAOXeHMSM H ycnyram. CBs3aB CBOHM CeTH ¢
BHELIHYMM pecypcaMyl, KOMIIaHKH MOTYT PEalu30BaTh TOCTOSHHLIC
KOMMYHHUKALKY ¥ OPTraHH30BaTh 3GO(eKTUBHBIR MOTOK KHDOPMALIHH
Mmexny monsmu. CoeRHHEHHE BHYTPEHHKX CETEH ¢ BHEWHUMH Opra-
HE33UMAMH H PECYPCaMi NO3BO/AET KOMIAHHSM BOCIIONB3OBATHCH
[IPEHMYLEECTBAMH 3THX CeTel -~ CHIDKEHHEM 3aTPaT H [TOBBILICHUEM
3thdex THERHOCTH.

Hpocmoma ucnoassoeanus. Flpy uenonp3osaiuu MHTepHET-TEX-
HOJIOTHH He TpebyeTCsl CHeLUANLHOrO O0YHEHHs TEPCORANA.

Ina obpeauHEeRNS TOKANBHBIX ceTei B raobanbHble HCIOAb3YIOT-
CH CHELHAMIKPORAHHDIE KOMIIBIOTEPH {MApIUDYTHRATODH M HLTIO-
351}, C TIOMOIUBIO KOTOPBIX JIOKANBHEIE CETH TTOAKIIOUAIOTCS K MEX-
ceteBbIM KaHasam CBA3M. MaplupyTe3artopbl ¥ mozsl HH3KIECKH
COSNMHSIOT JAOKAILHBIE CETH IPYI ¢ JIPYIOM K, KCIIONb3YS CreLHasb-
Hoe T1O, nepesaoT nanHbie 13 ofHON ceTy B Apyryvio. TrobanbHble
CETH HMECKT CIOXHYICO Pa3BeTBACHHYKI CTPYKTYpPY ¥ H3OLITOYHbIC
CBA3H. MaplupyTH3aTOphl ¥ LUTO3bl OOECTICYHBAIOT TIOKCK OITH-
ManbHOTO MapLIpYTa NPH fEpesave NAHHBIX B IMOBANLHBIX CETHX,
Gnaronaps YeMy BOCTUIAETCS MAKCHMANBHAS CKOPOCTD FIOTOKA COO6-
ieHKE. BhICOKOCKOPOCTHLIC KAHANSI CBA3KM MEXAY JIOKajibHBIMK Ce-
TAMK MOIYT OBITE PEAUMB0BAHEl Ha OCHOBE BOJOKOHHO-OITHYECKHKX
KabeneHd HIM ¢ ITOMOLIBIO CITYTHHKOBOK CBs3y. B xavectse Memles-



Trasa 2. Tpofinemst undopmayuornoi besonachocmu cemed 29

HBIX MEXCETEBBIX KAaHANOB CBA3KM MCITONL3YIOTCH DPa3IvyHbIC BWIb
TeNeQOHHBIX TUHKIA,

IToCTpoeHKE KOPIIOPATHBHBIX KOMITBIOTEPHBIX CeTell C NpUMeHe-
HHEM TEXHOJOTHHK HHTPaceTel O3HAdaeT NPEeXNE BCEIO HCIONh30Ba-
Hue crexa TCP/IP mst TPaHCTIOPTHPOBKH HAHHBIX ¥ TEXHONOIHM
Web ana vx npencraBneHus,

2.1.2. Mogens ISO/0SI u crex nporoxkonos TCP/IP

OcHOBHRas 33ja4a, peulaemas NPH CO3HAHKK KOMITBIOTEPHBIX Ce-
Tel, — obecneueHue COBMECTHMOCTH OOOPYAOBARMS IO 3AEKTHHYE-
CKHM K MEXaHWYECKHM XAPAKTCPUCTHKAM ¥ COBMECTHMOCTH MHOOpP-
MALKORKOTO obeciieyeHns (mporpamMM ¥ JanHbIX) 10 CHCTEMAM KO-
AuposaHua ¥ PopMaTy DaHHbIX. PewieHue 3TOM 3ana4uK OTHOCHUTCA K
ofnacty cranpapTr3alMy. MeTORONOTHYECKON OCHOBOM CTAHHApPTH-
321K B KOMIIBIOTEPHBIX CETAX fABASETCS MHOTOYPOBHEBHIN MOAXOH K
paspaboTke CpeICTB CeTEeBOrO B3auMozeiicteus. Ha ocHobe artoro
MIONXOA2 ¥ TEXHUYECKHX FIPEANOXEHKE MEXIYHAPOAHOM OpraHu3a-
unu craugzapros 1SO (International Standards Organization) B Hauane
1980-x rr. 6pita paspaborana cmandapmuas Modens ezqumodelicmeus
omipeimbix cucmem OS] (Open Systems Interconnection). Monens
ISO/OSI crirpana BaXHYIO posib B Pa3BUTHH KOMIBIOTEPHBIX CeTe#l.

Monennr OS] onpenensier pasinyHble YPOBHHU B3auMONCHCTBHS
CHCTEM W YKa3blBaeT, Kakye QYHKUMM AOIXKEH BHINOIHATL Kaxbik
yposers. B monenun OS] cpescTBa B3aMMONEHCTENA ACAATCA HA CEMb
YpOBHEH: npuxinanHo#l (Application), npeactasurenvreiit (Presenta-
tion), ceadcom# (Session), TpaHcmoptHbit (1ransport), cereBoi
(Network), xadansubiit (Data Link) u dusuueckuit (Physical). Ca-
MbIf BepXHHA ypopenb — npuxnanHoi. Ha 5ToM ypoBHE nonmr3ona-
TEb B3aUMONEHCTBYET ¢ Jipwioxerusamu. Cambll HWwKHUH ypo-
BEHp — QUIMHECKHK. DTOT yposeHb obecriedrBaeT OGMeH CHTHaIaMu
MEXNY YCTPOUCTBAMH,

OO6MEeH JaHHBIMA 4YEPe3 KaHab! CBA3K NPOMCXOAKT JIyTEeM nepe-
MEIMEHUA JaHHBIX ¢ BEPXHEIO YPOBHS HA HIDKHHUH, 3aTEM TPAHCIIOP-
THPOBKH 110 JMHHKAM CBSI3M W, Hakoxell, oOpaTHuIM BOCIIPOM3BEIC-
HHeM JaHHBIX B KOMITHIOTEPE KIKEHTA B DE3YALTATE MX FIEpEMeElle-
HES ¢ HEXHEYO YPOBHS Ha BepxHuik.

Jnst obecnievennst HeoOXOAMMOK COBMECTHMOCTH Ha KaXAoM M3
YPOBHER apDXUTEKTYDHI KOMITBIOTEPHOK CeTH AeHCTBYIOT CHEKUAAbHbIE
crmandapmusie npomokoast. OHY NPeNCcTaBAAOT cobofl dopmanuso-
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BAHHBIC TPABMAA, OfIPEHSISIOLUNE MOCHCHOBATEALHOCT, ¥ hopMmart
COOBIUEHN, KOTOPBIME OOMEHHBAKOTCH CETEBBIE KOMIIOHEHTHI, Ag-
JKalUye Ha OXHOM YPOBHE, HO B Da3HBIX y31ax CeTy.

ViepapxyueCk#l OpraHu30saHKbl Habop NPOTOKOIOB, J0CTETOY~
HBIY UIsl OpraHyzailMy B3aMMOICHCTRHS Y3JIOB B CETH, HasslBaeTcs
CIMEXOM KOMMYHUKQUUORNGIX npomoxo408. CHEAYET YETKO padiMvalh
morens ISO/OSI u crex nporokonos 1ISO/OSIL. Modeas ISO/OST a8
ASETCH KOHLETITYANLHON CXEMOH BIaMMOIEHCTBUA OTKDHITHIX CHC-
TeM, a cmex npomoxosoe SO/ OSI npencrasnsier coboit wabop snon-
HE XOHKpETHRIX cleumbuxanuit fporoKONos VA CeMy YpOoBHEH
B3aYIMOACHCTRBHS, KOTOphie onpeneaeHsl 8 Mojenn 1SO/0S1.

KoMMYHHBKaILKOHHBIE IPOTOKONE MOI'YT ObITh DEATH30OBAHBL KaK
fIpOFPAMMHO, TaK ¥ annaparHo. [IpoToxonbl HIKHKX YPOBHEH 4acTo
PeATH3YIOTCS KOMOMHALHEH TPOTpaMMHBIX M 2MTAPATHRIX CPEACTS, &
MPOTOKOB! BEPXHUX YPOBHEN — KaK [IPABUJIO, YKCTO MPOTpaMMIhi-
MY CPEACTBAMHU.

Monyny, peanusyouide IPOTOKONB! COCEAHMX YPOBHEHR M Haxo-
BSIIMecs B COHOM y3ie CETH, ROMMKHBL B3aMMONEHCTBOBATH IPYT €
IPYIOM TaxXe B COOTBETCTBHE C YETKO OfIPEHCACHHBIMH J1DABUIAMA
M C MIOMOU{bIO CTAHOAPTHIOBAHHMBIX (hopMaTos coobluexnit. 31y npa-
BWIZ TIDHHSTO HA3bIBaTh Meacyposueenm unmepdheiicom, Mexypopse-
Beift uHTepdeiic olpeneaseT Halop CEPBUCOB, NPENOCTABISEMBIX
IaHHBIM YPOBHEM COCEIHEMY YPOBHIO. B CYILHOCTH, MPOTOKOT ¥ MH-
Tepdeiic srnsa0TCE GAU3KKMHK NICHATHAMH, HO TPARRULIMOHHO B CETAX
32 HUMM 3aKpeIvIeHB pasHbie oGacTH HEHCTBUS: HPOMOK0AB ONIpe-
IEASIOT ITPABIIA BIGKMOIEHCTBIA MONY/IeH ORHOTO YPOBHS B Pa3HbIX
yanax Cet, a ummepgheiicel ONpPeRSNSIOT fIpaBMia B3auMOHEHCTBUS
MOYAEN COCenHNX YPOBHEH B ONHOM y3ie,

Cmex npomoxosoe TCP/IP (Transmission Control Protocol/
Internet Protocol) ABNAETCA FPOMBILUIEHHBIM CTAHIApTOM CreKa
KOMMYHMKALIHOHHBIX [1POTOKOI0B, pa3paboTaBHbIM st I1106aAbHbBIX
cetedt, Crangaptel TCP/IP onybnuxoBaHbl B CEpUK IOKYMEHTOB, Ha-
aparHBIX Request for Comment (RFC). Joxymentet RFC onuceisa-~
10T BHYTPEHHIOO pabory cern Internet. Hexoroprie RFC onucriparor
CETEBBIC CEPBUCH! MAN FIPOTOKOIBL ¥ KX PEATN3ALHNIO, B TO BPEMs KAK
Apyiue 0600IaI0T YCHOBHUS IPHMEHEHNS.

Crex TCP/IP obpennusier HaGop B3auMOACHCTBYIOMNX MEXAY
coGol npoToXoA0B. CaMbIMK BEXHBIME K3 HHX ABJSIOTCS MIPOTOKO
IP, oTBevaroumit 3a moucx MapiupyTa (WK MapiipyToB) B MinTepreTe
OT OAHOIO KOMIIBIOTEPE K ADYFOMY UEpe3 MHOXECTBO fIPOMEXYTO4-
HBIX CETEH, LITIO308 ¥ MApIIDYTH3ATOPOB Y flepenavy 610K08 AaHHBIX
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110 3TUM MapipyTaM, u npotoxon TCP, ofiecreunpaomini Haaex-
HYX BOcTaBky, 0e30inboqHOCTs U NPaBWibHBI NOPAIOK NpHeMa
niepenaBasMbIX AaHHBIX.
bosswiol Bknas B passurne creka TCP/IP puec Kaandopunii-
cxuit yuusepcurer B Bepxnn (CIHHA), xoTopnHi peanuiosasn nporo-
KoJbi ¢Teka B csoell sepcuy OC UNIX, cnenas kax camy niporpam-
MBbi, TAK ¥ WX HCXOIHBIE TEKCTHE DecniaTHBIMH B OOLICAOCTYHBIMY,
[Tonynsaprocte 3108 OC nipusesia X WIKPOKOMY pacTIpOCTPaHEHUIO
nporokosios IP, TCP u apyrux nporokonos crexa. CerogHsa 3TOT
CTEK HCIIOAB3YETCS NS CBH3H KOMIBLIOTEPOS BCeMMpHOH uHGBODMa-
uHOHHOM ceT Internet, a TaKKe 8 OTPOMHOM YHCIE KOPIIOPATHBHBIX
ceteft. Crex TCP/IP sinsieTcst CaMbiM PAcnpPOCTPAHEHHBIM CPRICT~
BOM OPTaHH32UHYK COCTABHBLIX KOMITBIOTEPHEIX CETEH.

Hupoxoe pacripocrpanerne crexa TCP/IP ofbwnsicnsieTcs cne-
DYIOLHHM!

* 570 Haubonee 3aBepLUCHHBHT CTAMNIAPTHHIA M B TO Xe¢ BpeMst
NOTIYNSIPHBHE CTEK CeTeBbIX TIPOTOKOJIOB, HMEIOLINI MHOroNeT-
HIOIO HCTOPHIO;

o JIOMTH Bce BObiLHE CETH MEPEeNAOT OCHOBHYIO YACTh CROErO
TpagmKa ¢ noMoukie nporoxona TCP/IP;

» Bce copemennsie OC nomepxusaiot ¢rex TCP/IP.

Kpome Toro, sto:

* METOJl TIONYYeHHs NOCTYNA X ceTH Intemnet;

» TUOKAK TEXHONOIUS WIS COSJIMHEHNMS DAZHOPOIHRIX CHCTEM Kax
Ha YPOBHE TPAHCIIOPTHBIX NMONCHCTEM, TaK U HA YPOBHE [Ipu-
KAQAHBIX CEPBHCOB;

« OCHOBR JUIsl CO3/IaHUst intranet — XOPIOPATHMBHOH CeTH, He-
FIOAB3YIOLHEH TPAHCNOPTHRIE yonyr Internet ¥ I'UMneprekcro-
BYIO TeXHOs0rHn WWW, paspaborannyio 8 Internet;

» yCcTOMuMBan MacuyTabHpyemast MeXTnaTdhOopMeHHas cpena Ans
NPUAOXKEHNH KnueHT-—cepnep [46].

CIPYKTYPE U thyMRUMOHBABHOCTL CTeRa npoToxronos TCP/IP

Crex TCP/IP 6bin paszpalorad A0 NOABICHUS MOAENH B3aUMO-
nestcreust OTKpHIThiX cuctem OS] ¥ Takxe UMeeT MHOIOYPOBHEBYIO
cTpyKTYpY. CrpykTypa nporokosnos TCP/IP npusenena Ha puc. 2.1.
Crex nporoxosoB TCP/IP umeer yerhipe ypOBHS — NPHKIANHON
(Application), TpaHcniopTaplit (Transport), YpPOBEHb MEXCETEROro
BlauMozeiicTeua  {Internet) ¥ ypoBeHb CeTeBBIX uHTepdeiicor
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Puc. 2.1. Yposuu cyexa npovokosos TCP/IP

{(Network). Jns cpapsenua Ha puc. 2.1 nOKa3aHpt TakKe CEMb YPOB-
sel monenn OS1. Chenyer OTMETHTB, YTO COOTBETCTBHE YPOBHEH CTE-
Ka TCP/IP yposnsivm momenm OS] 10CTaTOYHO YCIOBHO.

Hpuxoanuoit ypopens (Application) sxiodaer Oonblioe 4YMCHo
FIPMKIBNHBIX IPOTOKONOB ¥ CepBUCOB. K HUM OTHOCHTCH TaKUE I10-
IYJSIPHBIE NPOTOKONSL, KaX NPOTOKON XonupopaHus Galinos FIP,
NIPOTOXON SMYNALUY TepMKHana Telnet, noyroBsit npotokon SMPT,
MCIIOMH3YEMBIH B 3ACKTPOHHON 1ouTe ceTu Internet, runepTeKCTOBBIC
CEPBYUCH HOCTYNA K YAAIEHHOM uHOpPMAUMM, TaKue xak WWW,
¥ MHOIMe Apyrue. PacCcMOTpuM noapofGHee HEKOTOPHIE U3 3THX NIpo-
Toxonos {46].

Hpomoron nepecouxu ¢aiinoe FTP (File Transfer Protocol) pea-
Jm3yer yaaeHsni goctyn X dadiny. i Toro yrobnl ofecneynTsb
HamexXuyio nepenauy, FTP HCHONB3yeT B Ka4CCTBE TPAHCIIOPTa IIpo-
TOKON ¢ ycraHosnenuem coeaumnenuin — TCP. Kpome nepecsuiku
¢adinos, nporoxon FIP npemnaraer v apyrue ycayrud. Hanpuwmep,
FIONB30BATENIO NIPEROCTABNSETCS BOZMOXHOCTh MHTEPAKTUBHOM pa-
GOTHl ¢ YOANCHHON MAIINHOM, B YACTHOCTH, OH MOXET pacCeuaTaTh
conepxumoe ee Karanoros. Haxouen, FTP prinonnaer ayrestudu-
Kauwo ronb3opareneh. [Ipexae yeMm nomyuuTs gocTyn K dainy, B
COOTBETCTBUM € NIPOTOKOAOM TIOJIH30BATERHM HOJKHBI COOOIUMTD CBOC
M3 ¥ maponk. g poctyna K nyOnnuEsim KatwioramM FIP-apxusos
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Internet He Tpefyercs naposipHas ayTeHTHOMKALMA, H e¢ MOXHO
of0iTH NYyTEM HUCTIONLIOBAHHS WIS TAKOTO JOCTYNA [IPENONpeHEHeH-
HOIo UMCHE IICIbL3CBATEHSA AIIOI})"!TIOUS.

Hpomoxon Telner ofecneunnaer nepeaayvy noroxa GaliToB Mexuy
NPOUECCAMU, @ TAKXKEe MEXY NpoueccoM y TepmuHanoMm. Haubonee
YacTO STOT [IPOTOKON HCIICNBIYETC IS SMYISiUHK TepMHHARA yia-
AEHHOTO XOMIBIOTEpa. [1py ucnons3oBanyy cepauca Telnet noneso-
BaTesb (AKTUYECKH YIIPaBAsCT YAANEHHBIM KOMIBIOTEPOM TaK XK€,
KaK K JOKalbHBIA NOMB30BaTEe/b, NTOSTOMY TAKOH BHIO ZOCTYNA Tpe-
Byer xopowe#l samursl. Ceppepnt Telnet Bcerpa KCNoRbIYIOT, Kak
MHAHUMYM, ayTeHTHOMKALKIO 1O 112poKiio, a MHoraa ¥ fonce MOLU-
HBIC CPEACTRA 3aIUHMTHI, HaTIpHMep cHcTeMy Kerberos.

IIpomoxoa SNMP (Simple Network Management Protocol) uc-
NOJb3YETCS ISl OPIaHM3aliKK CeTEROTO ynpasaeHus. Chavana nporo-
ko SNMP 6but pazpaGora JUIsl YAaRCHHOTO KOHTPONS 1 yIIpasleHs
Mapitipyrusatopamy Internet. € pocToM nRONYMAPHOCTH NPOTOKON
SNMP cranu rnpvMeHsITh JUIA YIPABIeHHS DAa3HEIM KOMMYHHKAUKOH -
HBIM oﬁopynonaﬂnem -  KOHIUCHTPATOPpaM¥, MOCTAM{, CCTEBBIMHA
amantepaMd H 1p. B cramnapre SNMP onpenenena cneundukauus
HHOOPMALIMOHHON §aspl JaHHbIX YIIPABICHHS CEThIO, 3Ta crnenndu-
KaLiMsl, ¥3BecTHas! Xaxk Gaza maxssix MIB (Management Information
Base), onpepensier 1e 2NEMEHTH! JaHHBIX, KOTOPBIC YIPABASCMOC YCT~
PORCTBO AOMKHO COXPAHATD, 1 JONYCTHMBIC ONCPALIMY HAL HUMHU,

Ha rpancnopraom yposue (Transport) creka TCP/IP, naspipae-
MOM TAKXKE OCHOBHBIM yposHeMm, QyHxuuoHrpyor nporoxos TCP u
nporokon UDP.

IIpomoxon ynpasaenus nepedaveid TCP (Transport Control
Protocol) pewaer 3azayy obecneyeHus HagexHo#i HHGOPMALIMOHHON
CBA3K MEXKAY ABYMS KOHEYHBIMH Y3HaMK. DTOT NPOTOKON HA3ZLIBAIOT
IPOTOKONOM «C YCTAHOBNEHMEM COeAMHEHusl», DTC O3HAYaeT, YT1o
[(Ba Y374, CBA3LIBAIOHIHECSH IIPH FIOMOILYM HTOTC NPOTOKONA, «OFOBa~
PUBAIOTCS» O TOM, YTO OHH OYAYT 0OMCHHKBATLCSH ITOTOKOM JAHHBIX U
TIPHHKMAIOT HEKOTOPBIC COINIALLEHUS 00 ynpasneHuH 3THM IOTOKOM,
Cornacso nporoxony TCP, ornpaBngeMbie TaHHEIE «HAPE3RIOTCH» Ha
ReGONbINE CTAHNAPTHLIC NAKETHl, NMOCNe Yero KaKInil naker map-
KUDYETCs TAKMM 06pa3oM, 4To0bi B HeM ObUIY BaHHBIE IS [IPaBHib-
F0¥H ¢OOPKH ZOKYMEHT2 Ha KOMIbIOTEPe [oAyYaTesis.

TIpomoxon Oetmacpamm noaszceamess UDP (User Datagram
Protocol) ofecneyupaer nepesayy NPHMXIAZHBIX NAKETOB jeiTa-
rpaMMHBIM Cr1ocobouM, T. €. KaxApl 610K riepezaBaeMoit HHbopMa-
Lpp (naxer) ofpabarsiBacTCs H DACHIPOCTPAHAETCH OT y3na K yaly

3 3348
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KaK He3apucnMas eauHuua madopManmy — peftrarpamma. Tlpn
arom nportoxon UDP ssifionHEseT TON5K0 DYHKINE CBA3YIOLIENO 3BE~
Ha MEXIOY CETEBBIM TPOTOKONOM ¥ MHOTOUHMCACHHBIMH NPHKIALHbI~
mu TIponeccaMu. Heobxoaumocts B nporoxone UDP obycnoenexa
TeMm, wTo UDP «yMeeT» pasznuyarh NPUAOXEHUS ¥ JOCTaBJISIET MH-
hopMauo OT NPAUROKEHHES K NIPHIOXEHHIO.

Vporens Mexceresoro B3anmonesictsus (Internet) peannsyer XoH-
HEMTIMI0 KOMMYTRUHH TIaKeTOR §¢3 YCTaHOBICHNS coenuueHnit. Oc-
HOBHSIM TIPOTOKOJIOM 3TOTO YPOBHSA SBIACTCS adpecHbtit npomokon IP.
DTOT HPOTOKON M3HAYANBHO NPOSKTHPOBAICH KaK MTPOTOKOM Iepea-
Yy F12KETOB B COCTABHBIX CETSX, COCTOSNIUMX K3 DOABLIOrO YMUCHA 10~
KANBHBIX CeTe, ODbeMMHEHHBIX KAK JOKANbHEIMHA, TaK # IobansHsl-
MY CBS3SIMH.

Cyrb npotokona IP COCTOHT B TOM, YTO ¥V KaX/IOro MOAL30BATENS
BeemuppHolt cetr Internet nospxen Osirbs CBOM yHMKanbHBIH anpec
(IP-anpec). Bes 57010 HENb3s FOBOPUTE © TOYHOH nocrapke TCP-na-
KETOB B HYXHOE pabouee MecTo. DTOT aIIPEC BRIPAXALTCH OYEHD PO~
cro — uersippMsi DafiTamu, nanpuMmep: 185.47.39.14. Crpykrypa
IP-anpeca opraHyu30BaHd TakuM 00pa3oM, 4TO KaKIBIH KOMIIBIOTED,
Yyepes KOTOphiil npoxonut Kakod-nubo TCP-naker, MOXET IO 3THM
YETHIPEM UHCHEM OTIPEACIINTL, KOMY U3 GiMXaflinX «cocenci» Haxo
NIepecarh IakeT, YToBh OH oKaszancs «baumxe» K nonyyaremo. B pe-
IYABTATE KOHEMHOre uucna nepedpocoxk TCP-naker pocturaer anpe-
caTa. B AaHHOM ClyYae OUSHMBAETCH HE reorpadnyeckast «Snu30CTh.
B pacueT NPHHEMAIOTCS YCIHOBMS CBH3M # NPONYCKHAS CHOCODHOCTD
AMHA K. J{BA KOMIIBIOTEPA, HAXONALIMECH Ha Pa3HbIX KOHTHHEHTaX, HO
CBA3aHHbIC BBICOKONPOMIBOANTENBRON AHMKKEN KOCMUYECKO! CBs3H,
CHHTARTCA Oonee BAMKAMY APYT APYTY, 4E€M HBA KOMIIBIOTEPA M3 CO-
CeNHMX IOPOAOB, CEA3aHHBIX OOLIYHON TenedoHHOA ¢BA3LI0. Pele-
HPEM BOTIPOCOB, YTO CHKTATH «BJIMXE», & YT «IAaNbilie» 3aRHMaloTes
CrIENMaibHBIE CPEACTBA — MAPLIPYTH3ATOPhl. PoNbs MaplupyTH3aTOpa
B CETH MOXET BBIOAHATH K&K CHELMANN3KUPOBAHHBIA KOMIBIOTED,
TEK ¥ CHEeHMaIM3NPOBAHHAN nporpamma, paloTaioliasi Ha Y3IOBOM
cepBepe CeTi.

K ypOBRIO MEXCETEBOTO B38MOAEHCTBUS OTHOCITCS W TIPOTOKO-
Abl, CBU3EHEBE ¢ COCTABAEHHEM M MOnmbuxauned tabaul MapLIpy-
TH3ALHK, TAKHE KaK npomokors cbopa mapwpymuod unopmayuu RIP
(Routing Intemet Protocol) m OSPF (Open Shortest Path First), a
TAKXKE APOMOKOA Mexcemegux ynpaeasioumux coobuenusr [CMP (Inter-
net Control Message Protocol). Ilocnesnuuit npoTokon npeiaHasHayeH
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mns obmeHa uHdopMaliueil o6 owmbKax MEXRY MapilipyTH3aTopaMHy
CETH Y Y3I0M — UCTOMHUKOM IaKeTa.

YposeHb cereporo purepdeiica (Network) cooTrercrByeT hrisuye-
CKOMY ¥ KAHAIBHOMY ypoBHSM Mmoaeny OSI. 31oT yposeHs B f1pOTO-
xonax TCP/IP He pernaMeHTHPYeTCH, HO HMOMUCPKMBAET BCE IONY-
JIAPHBIC CTARNAPTHl (M3WYECKOTO ¥ KaHAABHOIC YDPOBHS. Ui JIO-
KanpHbix cerelt 910 Ethernet, Token Ring, FDDI, Fast Ethernet, nas
roBalibHBIX ceTeR — MPOTOKONbBI COSMUHEHMHA «ToyKa—ToyKas SLIP
3 PPP, npoTOKORB TEPPUTOPHANBHEIX ceTell ¢ KoMMmyTaumed naxe-
ToB X.25, frame relay. PaspaboTtana cnenudukains, onpenensioias
UCTIONB30BARYE TEXHOMOIMK ATM B KauecTse TPAHCHOPTA KaKaib-
HOTO YPOBHSA.

Paspeneuubie Ha YpoBHU NpoTOKonkl crexa TCP/IP cnpoekti-
POBRAHK! TAKKMM O0PA3OM, YTO KOHKPETHHIH YPOBEHbL XOCTa HasHade-
HHUS TIONRYYECT HUMEHHO TOT 00BbeKT, KOTOpsiit Obl OTNPABIEH 5KBY-
BAICHTHBIM YPOBHEM X0CTa MCTOURMKA. Kaxubit ypoBeHb CTEKA OX-
HOro XoCTa o6pasyeT JAOTHYECKOE COCAMHEHME C ONHOMMEHHBIM
YPOBHEM CTEKA APYrore Xocra. [IpH peanusanuy (pu3nueckoro co-
CAMHEHNS YPOBEHbL NEpPER3eT CBOM paHHbie uHrTepdehcy ypOBHS,
PACTIONOKECHHOIO BHIILC MM HMXE B TOM Xe xocre {puc. 2.2). Bep-
THKATBHBIC CTPEIKH NMOKa3bIBAIT DH3KYECKOE COCRKHEHNE B paMKaX
ORHOTO XOCTA, A TOPUIOHTANLHBIE CTPEAKK TIOKA3BIBAIOT JIOTHUYECKOE
COCAMHEHHE MEXIY ORHOMMEEHEBIMY YPOBHAMH B PasjIBY HbIX XOCTaX.

Crenyer o0paTuTh BHEMAHKE Ha TEPMUHONOIKIC, TPAIMLIUAOHHO
HCITONB3YEMYIC AN 0003HaveHnsg BHOOPMALHOHKBIX 00BeKTOB, pac-
NPOCTPAHAIOIINKCA Ha uHTepdelcax Mexny pasnyyHbIMU YPOBHAMHK
ynpaBneRus creka nporokosos TCP/IP.

[punoxexue nepenaer TPAHCIOPTHOMY YPOBHIC CoOOLUeHYE
{message), KOTOPOe UMEET COOTBETCTBYIOLLEE RAHHOMY NPUIOKEHRIO
pasMep ¥ CeMAHTHKY. TPAaHCHOPTHBIA YPOBEHR «Pa3spes3aeT» 570 CO-
obuierye (eCny OHO JNOCTATOMHO BERKWKO) Ha NaxeThl (packets), Ko-
TOpbie MEPENalOTCs YPOBHIO MEXCETEBOro B3aumopehcTsus (T. €.
npotokony 1P). Hporoxon [P ¢opmupyer ceon IP-naxers! (eiue ro-
BopAT — IP-pedtarpaMmsl) ¥ zatem ynakossipaeT ux B Qopmar,
npueMnaeMblit Ui AaHHON du3myeckoR cpenbl nepesayn uHbopMa-
UMH. DT, YXE anaparHo-3aBHCHMBIE, NMAKEThI OOBIMHO HA3BIBAIOT
xanpamy (frame).

Korna nasHHsle nepeaalotcsi OT NPUKIAAHOTO YPOBHS K TPaHC-
TIOPTHOMY YPOBHIO, 3aTE€M YPOBHIC MEXCETEROrC B3aWMMOACHCTBUA
¥ [anee 4e€pe3 ypoBEHb CETEBOro MHETepheica B CeTh, KAXKIbIR NPo-
TOKOJl BBINONHAET COOTBETCTBYIOUIYIO 00paBoTKy U wHKarncylnpyeT
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Puc. 2.2. Jlornueckse ¥ OHIMHCCKIC COSTUMCHUR MEXDY YpOBHAMY crexa TCP/P

pe3ynbTatT 3rof oO6palboTKM, NPUCOSHANHAS Criepeiy CBOM 3aroiOBOK
(puc. 2.3).

B cucTeMe, MpMHMMAIOLIEH AAHHBI 1OTOK HHOQOPMAUWH, 3TH
3ArCJIOBKY OCHEROBATENLHO YAANSIOTCH 110 Mepe 06paloTKY AaHHbIX
¥ riepenady ¥x BBepxX 10 Crexy. Takoi nonxon obecrieyupaet Heob-
XOMMMYIO THOKoCTh B 00paborke nepenanaeMbIX OaHHBIX, TOCKOILKY
BEPXHHUM YPOBHSM BOBCE HE HYXKHO KACAThCH TEXHOJIOTHK, HCMOIb-
3yeMoOit B HWKHUX ypoBHsaX. Hanipumep, ecnn wndpyioTest OaHHbie
Ha ypoBHe IP, ypoBenk TCP » npuknaaHoll ypoBeHs OCTaloTcs He-
H3MEHHBIMY,

Yro kacaercs OesonacHocTi nporokonos TCP/IP, 1. e. 6esonac-
HOCTH Tiepelayy AaHHbIX B VHtepHere B LeNOM, HONb3OBATENAM He~
00X0AMMO UMETh B BHAY, MTO €C/TH HE IIPUHSITH! CHELIMANbHBIC MEDH!,
TO BCE HaHHble nepenalorcs nporokonamu TCP/IP B orkphitoM
Brze. JTO 3HAYMT, YTO MoBOH yien (U COOTBETCTBEHHO €r0 onepa-
TOP), HAXOAALUMMUCA HA NYTH CHCHOBAHUS JAHHBIX OT OTHPABUTENS K
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Puc. 2.3. CxeMa MHKACYARUMH AaHHRX B CTexe nporoxoaos TCP/P

NORYYATENO, MOXET CKONMpPoBaTk cefe BCe repefaBaeMbie JaHHbIE U
UCIIONB30BATh HX B jJasbpHEMIUEM B CBOMX ueisx. B pasHolt mepe
JaHHBie MOTYT OBITh HCKaXKEHbI WM YHHUTOXEHbI.

2.2. Aanus yrpos cereson SesonacHocTn

Jas opraEMsanyy KOMMYHMKaUui B HEORHOPONHOH CeTeBOWM
cpepe npuMmensercs HaGop nporoxonos TCP/IP, ofecniesusan co-
BMECTHMOCTE MEXAY KOMILIOTEPAMK padHBiX THHOB. COBMECTH-
MOCTh — OJHO M3 OCHOBHBIX npeumyiiects TCP/IP, nosromy Gonp-
IIYHCTBC KOMIBIOTEPHBIX CETER FIOANEPXHMBAET 3TH IPOTOKCbL.
Kpoume 1or0, nporokonst TCP/IP npenocTaBnsiorT 0CTyN X pecyp-
cam rrnobaneHoi ceTH MnTepHer,

braropaps csoeit nonyasproct TCP/IP cran crannaprom
ne-~aKTo ISk MeXCeTeBoro B3aumMoneeTeus, ONHAKO HOBCEMECTHOE
pacyipocrpaneHue creka nportoxonos TCP/IP ofisaxuio y ero cna-
Onle cTOpoHbl. Co3zapas CBOE AETHILE, apXHTekTOphl crexa TCP/IP
HE BUIEAM NPUYKH sl GeCriOKOMCTEA O 3aIHMTe CETEH, CTPOSLIXCS
Ha ero ocHose. [TosTOMY B cneundHKalMaX paHHEKX pepcnt nporo-
xona IP orcyrcrBopany TpeGoBaHus Ge30nacHOCTH, 4TO NPMBENO X
V3HAYUILHOM YS3BHMOCTH PEANH3aLHH 3TONO NIPOTOKOA.
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2.2.1. MpoBnemsr Beszonacnocru IP-cered

Pocr nonyasproctH VIHTEDHET-TEXHOMOIKMA  CONpPOBOXIAeTCH
POCTOM CEPBE3HBIX YIPO3 PA3rAGHECHMS NEPCOHANLHBIX HAHHBIX,
KPHMTHYECKK BAXHbIX KOPIIODATHBHBIX PECYPCOB, TOCYHAPCTBEHHBIX
TalH ¢ T. B. XaKepsl ¥ JIpyrie JOYMbILUIEHHMKY NOABEPraIoT YIpo-
3aM ceTeBble HRQOPMALNOHHbIC PECYDPChE, ITHITANCH MONYMKTh K HUM
HOCTYTT C TIOMOLUBIO CHEIHMANBHBIX aTaK. DTY ataky CTaHOBSITCH BCE
fosiee H3CHIPEHHBIMH 110 BO3AEHCTBHIO Y HECHOXHBIMK B KCTIONiHE-
HUK. BroMy criocoBCTBYIOT BB2 OCHOBHBIX (PaxTOopa.

Bo-nepBeIX, 3TO NOBCEMECTHOE IIPOHMKHOBEeHMe MViHTepHera.
K 3To# cetH NOEKIIOYeHB! MUIJIKOHBI KOMIIbIOTEPOB. B Gnikaiem
OymyiieM KX YKCJIO BO MHOIC pa3 BO3PACTer, TOSTOMY BePOATHOCTH
AOCTYIIA XaKEPOB X VA3BHMBIM KOMIIBIOTEPAM K KOMITBIOTEPHBIM Ce-
TAM TAKXKe TOCTOSHHO BoapactaeT. KpoMme TOro, LIMPOKOe pacipo-
cTpaHenue VIHTepHETa NO3BONSET XaKepaM oOMeHMBaThLCH HHEPOpPMAa~
uueH B raobankHoM Macuurabe,

Bo-B1OpBIX, 3T0 BeeoBliee pacipoCTPaseHKe NPOCThIX B MCOb-
3oBauuy OC u cpen paspaborki. 3T0T (akiop pe3Ko CHIKAEeT Tpe-
60BaHMA K YPOBHIO 3HAHMI 3INOYMBULIEHHMKZ. PaHsiie o7 Xaxepa
TpeBoBanuCh XOpOouine 3HaHKs ¥ HABBIKH NPOIPAMMUPOBAHHA, YTO-
611 CO3EABATh ¥ PACTIPOCTDRARNATE BPEIIOBOCKBIE IIPOIPaMMBel. Teneps,
4715 TOro 4tobn! MONYYKUTE JIOCTYI K XaKepCKOMY CPENCTBY, HYXHO
POCTO 3HATE [P-anpec HYXHOIC CaiTa, a Ui TIPOBEHCHMS aTaKK
BOCTATOYHO LIEAKHYTH MbIIIKOH.

IpoGaempr ofecnevenus uHdopMauKoHHoi Ge30nacHoCTH B
KOPIIOpATHBHBIX KOMIIBIOTEPHBIX CetsiXx OOYCHOBREHBl YTPO3aMH
6e30MMacHOCTH V1M IOKabHBIX paBoyux CTAHIMM, JIOKAALHBIX CeTel
¥ ATAKaMH Ha KOPTIOPATHRHBIE CETHM, KMEIOLIMMHM BBIXOA B 00LIe0C-
TYIIHBIE CeTH Nepeslayy JaHHEX.

CeTeBble aTaku CTO/Mb XK€ Pa3sHOOOPA3HBI, KAK M CHCTEMBI, PO~
TUB KOTODBIX OHM HampasjieHsl, OOHH aTakyl OTAMYMAIOTCH OObLION
CRIOXHOCTRIO, IPYFNE MOXET OCYLICCTBUTE OOBIMHEIR OflepaTop, HaxXe
HE TIPERIIONArAI0MINI, KaKue TOCHEACTBUA BYACT BMET)H ero JAesTeNb-
HOCTB.

Lenn napymnrens, oCyuieCTBASIOLIEIO aTaKy:

s HApyUIeHKe KOHQPUACHUHANLHOCTH IEepenaBaeMol KWHOpP-

Mauuu;

* HADYLI€HME LEAOCTHOCTH ¥ JIOCTOBEPHOCTH flepenasaemMoi

rHpopManuu;
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e qapyuenue paboTocnocofHOCTH BCER CUCTEMBI MM OTHERb-
HBIX €¢ JacTel.

PacnpesencHybie CHCTEMbI TMONABEPXEHBI TIDEXAE BCETO ydasew-
HBIM  (MAKGM, NOCKOJBKY KOMTIOHEHTH PACTIPCACHCHHBIX CHCTEM
OBBIMHO MCIIONB3VIOT OTKPHITHIC KAHAH! Nepeaasy NasHbIX, ¥ Hapy-
LIKTE S MOXET HE TOIHK0 TIPOBOIKTE TIACCUBHOE NPOC/HYLIMBaRNE Ne-
peraBaeMoil URGOPMaHK, HO U MOAUGBHLMPORATL TICPEIABAEMbI N
TpaduK {aKTuBHOE sosjxekcTe). Y ecnM akTUBHOC ROIEHACTRHC Ha
TpadrK MoxeT Obith 33(HKCHpPOBAHO, TO TACCHBHOE BO3AeiCTBUE
npakTHYeck¥ He mnoamaeTcs ofHapyxexnuio. Ho nockonasKy B xone
DYHKUMOHUPOBAHHKS PACTIPEACACHHBIX CHCTEM OOMEH cnyXeOHoH Un-
dopManyel MEXIY KOMIIOHCHTAMY CHCTEMBI OCYLUCCTBAKETCH TOXE
Mo OTKPHITHIM KaHANaM fepellauyt NaHHbIX, TO cayxeOHas uHdopMa-
151 CTRHOBMTCS TaKUM Xe 00bEXTOM aTaKK, KaK M JaHHbIC MTOAL30Ra-
TCAA.

TPyaHOCTS BhISIBNIEHUA $axTa NPOBEACHUS VAAICHHOMK aTaKy BbI-
BOIMT 3TOT BUJ HETIPABOMCPHBIX ACHCTBHH Ha [IEPROC MECTO O CTE-
TICHY OTIACHOCTH ¥ MPEISITCTRYET CBOEBPEMEHHOMY pPCardpoBaHHUIO
Ha OCYLUCCTBRICHRYIO YIpO3y, B DE3YJIBTATC 4ErO Y HAapyLUMieNs yBe-
JHYMBAIOTCS LIAHCH! YCNELUIHOM Peaiulalify aTaxH.,

bezonacHocTsy JMOXKANBHOH CeTH OTIMUYACTC OT 0e30macHoCTh
MEXCEeTEBOT0 B3aUMOIEHCTRMA TEM, YTC HA NEPBOE NO 3HAMMMOCTH
MECTO BBIXOIAT HAPYWIEHUA 3aPeUCMPUpeeannbiX noavsoeameneid, No-
CKONBKY B 3TOM CNyyae KaHaiki fIEpelayy NaHHBIX JIOKAJABHOM CeTH
HAXOAATCA HAa KOHTPOMUPYSMOM TCPPUTOPHH W 3alLUUTA OT HECaHK-~
HOHMPOBAHHOIO NOAKIIOUEHUS K KOTOPBIM PCATUIYCICH anMuHKCT~
PATHBHBIMY METOIAMMU.

Ha nipakrike [P-CeTy yS3BMMBI I MHOTMX CrocobOB HECaHK-
HUOBUPORAHHOTO BTOPXEHMS B npoilecc oOMeHa AaHHbsIMU. Tio Mepe
PA3BUTHA KOMIBIOTEPHBIX 3 CETEBBIX TEXHOMOINH (HanpuUMep ¢ noas-
NEHreM MOOUIRHSIX Java-TIPUAOXEHHKHE U 2aeMeHTOB ActiveX) ciiCoK
BO3MOXHbIX THIOB CETEBBIX aTak Ha [P-CeTH MOCTOSHHO paciupses-
cs [9).

HanGosee pacrpocTpaHesbl CIenyiOlKe aTaK.

TIoncayimupanne (sniffing). B OCHOBHOM JaHHBIE NO KOMIIHIOTED~
HbIM CETSM MEPEHaloTCs B HEZALMILIEHHOM GopMaTe (OTKPHITBIM TEX-
CTOM), 4TO NO3BOJSEST 3NOYMBILUICHHHUKY, TNMOJYYUBLICMY IOCTYT K
NIUHUSM TIepeNauyt HAMHBIX B CCTW NOAC/AYLIUBATE MIAM CUYWTHIBATH
rpadhuk. ns NOZCAYIIUBAHHKS B KOMITBIOTEPHBIX CCTAX MCTIONLIYIOT
cunddep. Chugdep nakemog npeacrannsiet coboi NPUKIARHYIO NIPO-
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IPaMMy, KOTOpasi ePeXBaTLIBAET BCE CETERbIC NTAKEThY, [IEPEHABAEMBbIC
4Yepe3 OfIpeNENeHHbIN HOMEH,

B nactosiuee spems cuudbepbt paboTaoT B CETSAX HA BIICIHE 33~
KOHHOM OCHOBaHHM, OHM HCHIORBIYIOTCA Uil BMArHOCTUKH Heuc-
fIpaBHOCTEH U aHanu3a Tpaduka. OOHAKO BBHIAY TOTQ, MTO HEKOTO-
phie CeTeBbIE HPUAOXKEHUS [IEPEHAIOT JIaHHbIE B TEKCTOBOM (hopmaTte
{Telnet, FTP, SMTP, POP3 1 1. £.), ¢ nmoMoukio cHuthepa MOXHO
Y3HATH TOJIEIHYIO, 4 MHOIZA W KOHOMHUACHLMAIBHYIO HHGOpMALUo
{HanpuMep, MMeHa NoNb3OBATENIEH ¥ Napony).

Hepexsar naponsi, HEPERABAEMOIQ 110 CETH B He3alKHPPOBaHHOH
opMe, TIYTEeM «TIOACAYIIYBAH > KAHANA ABAAETCH PasHOBHAHOCTLIO
aTaku NOACAYLIHBAHKS, KOTOPYIO Haspigaior password sniffing. Tlepe-
XPAaT UMEH U naponel co3maet OORBIIYK ONAcHOCTDH, TaK KakK NONb-
30BATENH YACTO NPUMEHSIOT OHMH M TOT X€ JOTHH M IpoNb Iad
MHOXECTBa IPHACXKEHHMH ¥ cucTeM. MHOre noab3osartenyn BooGiue
KMEIOT OAHH Taponp A8 ZOCTYIa KO BCEM pecyplaM U NPHIIOXKEHK-
aM. Ecay npunoxernue pabotdeT B peXKUME KIMEHT/CepBep, 4 dyTeH-
THQHKAUKOHHbBIC JaHHBE NEPEAAIOTCH 110 CeTH B YHTAEMOM TEKCTO-
BOM dopmaTe, 3Ty HHOOPMALMIO ¢ OCABIIOH BEPOATHOCTHIO MOXHO
KCOAB30BATL WA JOCTYNA K JIPYTHM KODIODaTHBHBIM MM BHEILU-
HUM pecypeam.

HpenoTBparkTs yrpo3y CHAGOHHIA 12KeTOB MOXHO € IOMOLIBIO
[IPUMEHEHKA D15 ayTeHTHMUKALKY COHOKPATHBIX 11aposei, yCTAHOB~
K¥ afnaparHbIX WAM APOIPaMMHEBIX CPEICTB, PACHO3HAIMBX CHU(D-
dephi, IpEMEHEHUS XPUNTOrpAQUUYECKON 3aLUMTRH KAHAA0B CBA3M.

Msmenenne BassbpiX. 3JIOYMBILUIEHHHUK, NOJYYMBIIME BO3IMOX-~
HOCTh NPOYMTATR BAlM JaHHBIE, CMOXET cjlefarh H CHEHVIOLIKM
Liar — M3MEHKTH KX JIaHHbie B NaKeTe MOIyT GHITh M3MEHEHBI, ZAXEe
€CIM 3NOYMBILIICHHMK HHYErO HE 3HAET HK 00 OTNpaBuTe/e, HU ©
nonyyarene. Jlaxe ecyy Bbl HE HYXIAeTech B CTpOroH KOHGMUACHIIK-
ANHHOCTH BCEX NMEPEIABACMBIX INAHHbLIX, TO HaBEPHMKA HE 3aXOTHUTE,
yTOOB! OHH OBIAH H3MEHEHH! 10 IIYTH.

Auanns ceresoro tpaduka. Ilensio atax nonobroro THIA ARASCT-
CSl FIPOCRYIIMBAHME KAHMIOB CBH3M ¥ AHANN3 YIepeAABaeMbiX AaHHBIX
1 cnyxeOHOH MHGOPMALIMY I U3YYCHMST TOTONOTHH H apXHUTEKTY-
PBI NOCTPOSHUS CHCTEMbBI, NOAYUYEHHS KPUTHHECKOH NIONH30BATEAD-
cKoit yHdopMauny {HanpHMep, NApoAcH TOAb30BaTENeH WA HOMe-
POB KpPEAWTHHIX KapT, TIepedaBaeMbiX B OTKDHITOM BHOE). ATtaxam
STOTC THIIZ NOABEPXKEHBI TaKMe NPOTOKOAb, Kak FIP wnu Telnet,
0COBEHHOCTRIO KOTOPRIX AB/LICTCA TO, UTC UMS M NApOAb NOJIb30BA-
TSNS NIEPEIAIOTCH B PAMKaEX ITUX NTPOTOKONIOB B OTKPHITOM BRIE.
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Tloamena zosepennoro cybvexkra, bonmuas yacts ceredt u OC uc-
nonp3yioT 1P-azpec xoMnbioTepa, Ans TOre Mrodbl ONpeneists, TOT
SV 2TO ANpecar, KOTopslfl HyxXeH. B HEeKOTOpHIX ¢hydyasX BO3IMOXHO
HeKoppexTHoe npyucsoerdue IP-anpeca (nonmexa IP-agpeca oTnpa-
BUTEJIA JPYFUM aipecom). Taxo#l cnocol araxy HasplBawT Patscu-
duxayued adpeca (IP-spoofing).

IP-crIyQUHT BMEST MECTO, KODIa 3A0YMBIRIIIEHHUK, HaXOMs i~
C# BHYTPH KOPNIOPALIKHM MAHM BHE €€, BoLIaeT cels 33 3aKOHHOIO 11071b-
3oBarens. OH MOXET BOCTIONb30BaThCA |P-anpecoM, HaxousmMmes B
npejenax IMana3oHa CaHKUMOKKpoBakHbix IP-anpecos, unu asTopu-
30BAHHBIM BHEIIHUM AIPECOM, KOTOPOMY PA3peILagTCst AOCTYH K Oli~
PEIeACHHbBIM CETEBBIM PECYDCAM. SHOYMBIMUTEHHHMK MOXET TRICKE UC-
IONb30BATE ClIELManbHbie fporpaMMel, Gopmupyromwme [P-naxersl
Takum o6pa3oM, ITOObI OHY BBHIDINENH KAK MCXOISILNE ¢ Pa3pelliet-
HbIX BHYTPEHHHX aAPECO8 KOPIOPATHBHOM CeTH.

Ataky IP-cnybuHra 4acTo CTARHOBATCH OTHPABHON TOUKOH mis
IPYrHX atax. KNaccuyeckuM JPMMEDOM SBISETCH ATaKa THMIA «OTKa3
B ofcayxusanuy» (D0S), XoTopas HauMHAETCHA € YYXOro aipeca,
CKPhiBAIOILIETO MCTHHHYIO TH4YHOCTb Xakepa.

Vrposy cryhusra MOXHO ocnaluTek (HO He YCTPaHMTh) C FIOMO-
IBI0 JIPEBMNBHOH HACTPOHKM YNPaBACHHSA HOCTYNIOM M3 BHeuHel
CETH, MPECEUCHMUS NIONBITOK CHYGMYHTA YYXNX ceTelt HoAb30BaTENAMM
CBOCH ceTH.

CrenyeT uMeTh B By, uro IP-cryhunr Moxer Stk OCYIIECTR-
JIeH JIpy¥ YCJOBHH, MTO ayTeHTHOMKAUMA Nojs30BaTeNeHl NpPOU3BO-
anres Ha Dasze IP-agpecos, nostomy atakd [P-cnydmuura MoOXHO
TIPEIOTBPATHTH NYTEM BBEHCHUS HOTIONHWTENBHBIX METOACB AYTEHTH-
$uKauuy nonb3oBaTenefl (Ha OCHOBE OAHOPA30BBIX JAPOAEH MWK
ADYIUX METONOB KPUITTOrpadun).

TlocpennuyecTso. J1a araxa MOAPA3YMEBaET AKTHBHOE NOACIY-
WKBAHHE, NEPEXBAT ¥ YIIPABACHHE NEPEIaBaeMbiMH IaHHBIMHI HEBK-
IVIMBIM FIPOMEXYTOUHBIM y310M. KOIlia KOMIIBIOTEPh B3aMMOZEHCT-
BYIOT Ha HMM3KHX CETEBBIX YPOBHSX, OHM HE BCEIHAa MOTYT Olipene-
JIKTH, ¢ KEM UMEHHO OHM OOMEHMBAIOTCH NAHHBIMHK.

TTocpennnuectBo B 0OMene He3amHGPOBARHBLIME KHOUAMK (aTaka
man-in-the-middle). Ilns nposenenus ataku man-in-the-middle (ue-
NIOBEK~B-CEPEIMHE) 3NOYMBUUNEHHMKY BYXEH JOCTYI! K IlaKeraMm, ne-
penasaeMsiM O ¢eTH. TaKOH HOCTYN KO BCEM JIaKeTaM, NepeiaBac-
MbiM OT Tipopaiizepa ISP B no0yio Npyryio ceth, MOXeT, HaTpUMep,
MIOAYYHTH COTPYAHUK HTOro npopainepa. [l aTak 2TOTO THIIA YACTo
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HCTIONB3YIOTC CHuMOEpsl NAKeToB, TPRHCIOPTHHIE JIPOTOKONAB
HPOTOKOMb! MAPLLPYTH3ALHH.

Araky man-in-the-middie nposossiTea ¢ uenso Kpaxy uHpOp-
MALMHK, FIEPEXBATA TEKYIUEH CECCHM H TIONYHEHHS JOCTYIIA K YACTHBIM
CETEBBIM pecypcaM, ANS aHanu3a Tpaduka u nonyuewnus uHdopMma-
HHH O CETH ¥ ee TIONL3OBATE/NX, AMSi NpOBEAcHKSs arax tvrna DoS§,
HCK@XKCHHH NICPEEABAEMBIX HFAHHBIX ¥ BBOJA HECARHKIMOHNDPOBAHHONA
¥HOOPMALINY B CETEBBIC CECCHMK,

DddexTysro OopoThes ¢ artakamy THRAa man-in-the-middle
MOXHO TOJNBKO € NOMOJUBI0 Kpunrorpaduu. [Jas nporvsomekcTsrs
aTakaM 3TOrQ THIIA HUCIIOALIYETCH HHODPACMPYKMYPA YNpAeAeHus om-
Kpuimbimu karovamu — PKT (Public Key Infrastructure).

ITepexsat ceanca (session hijacking). Tio okoHuyaHmuy HayanbHOMN
NPOLEAYPHl AYTCHTHGKKAUMHM COCHMHEHNE, YCTAZHOBICHHOE 3aKOH-
HBIM [TOJIB30BATEIIEM, HATIDUMED C TIONTOBLIM CEPBEPOM, IEpEKIoYa~
ETCS 3MOYMBILUICHHYIKOM HA HOBBIK XOCT, 2 MCXOIHOMY CEPBEDY Bbl-
HDaeTCH KOMaHjaa pasopearh coeanuenue. B peayabrate «cobeceaHuks
3aKOHHOTO TIONB30BATE/IN OKAZBIBAETCH HE3AMETHO JOAMEHEHHBIM.

ocne nosydeHus BOCTYNA K CETH ATAKYIOIIHH 3TOYMBILLIEHITKK
MOXET!

s TOCHEIGTE HEKODPRCKTHBIC OGHHBIC IPHMIOXCHHAM ¥ CETEBBIM
cayx0GaM, Y70 NPUBOAMT X MX aBAPHHHOMY 32BEPLUCHMIO MIH
HENPABUWIBHOMY (QYHKIMOHKPOBAHKI,

o HABOOHWTD KOMIIBIOTEP WJIK BCK CeThb TPaMKOM, I0KA He
NPOU30HOET OCTAHOB CHCTEMBI B PE3VIILTATE NIEPEIDPYIKH;

« G10K¥pOBaTh TpaKK, YTO TNPHBEAET K HOTEPE NOCTYNIA aBTOPH~
30BAHHBIX JIONL30BATENECH K CETEBBIM DECYPCaM.

Orxa3 B obcayxupanns (Denial of Service, DoS). Dra araka oT1-
JIMYAETCA OT aFaK APYryX THIIOB. OHA HE HAHEICHA Ha NONYYCHHE
HOCTYHa K CETH KWAK Ha TIONYUCHHC K3 3TOM CETH Kaxkofi-nufo uH-
dopmailky. Araka DoS penaer ceTh OpraMu3aLMK HEHOCTYNHON Iis
OBBIMHOYO MCTIO/NB3OBAHKS 33 CYET NPCBBIUCHMA HONMYCTHMBIX lipe-
nenos ¢yHkuuonvpopanus cetn, OC unu npuiaoxeuus. o cymecT-
By, OHa JiKIIaeT ofpldHbIX NONB30BATENEH HOCTYNAa X PECYpCaM MK
KOMIIBIOTEpAM CETH OPFaHM3alKH.

bonpmyrcTo artak DoS onupaercsa wa ofuume cnabocT cucrem-
HOM apxuTeKTyphi. B Clyuae HCronb30BaHysi HEKOTOPHIX CEPBEPHBIX
npywioXxeHuH (rakux xax web-cepsep ynu FTP-cepsep) araku DoS
MOTYT 3aKNIOYATHCA B TOM, YTOOB! 3aHHTH BCE COCOMHMEHUA, HOCTYII-
Hble JUIS ITHX NIPUIOXEHMM, ¥ JEPXaTh MX B 3aHATOM COCTOSIHHNH, HE
pomyckas ofcayxupauus oObuHBIX TIONb3OBaTeNcii. B Xxope arak
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PoS MOryT MCnons30BaThCH OOLrMHbBIE MHTEDHET-IPOTOKO/IbE, TRKUE
xak TCP u ICMP (Internet Control Message Protocol).

Ataxy DoS TpyaHO NIpeROTRPATHTS, TaK KaK 1is 3TOYO Tpebyercy
KOOpIOMHALNA AeHCTENI ¢ npopaiinepoM. Ecnp tpaduk, fpenaHasHa-
YEHHBIN IS NEPENONHEHMS CETH, HE OCTAHOBHTHL Y npoBaiiepa, 1O
Ha BXOIE B CETh 5TC CHCHRATH YK€ HENB3s, IIOTOMY YUTO BCS f10j0ca
fiponyckanust GyIeT 3aHATa.

Ecnu araxa 310r0 THIIA NPOBOAMTCH ONHOBPEMEHHO UEPE3 MHO-
KECTBO YCTPOWUCTB, TO TOBOPHT O PACnpEiCHEHHON aTake OTKasa B
obcayxnBannn DDoS (distributed DoS). TIpoctora peanusaunn arax
DoS v orpoMHBIA BPER, NIPUYUHAEMBIR UMM OPFAHM3ALKAM U FIOIb-
30BATEIAM, HPUBACKAIOT K HEM fIPUCTAILHOC BHEMAHUE ARMMHMCT-
paTopoB CETEROH Be30MacHOCTH.

Tlaponbhbie atak;. Vix ey — 3aBNajieHUE DApONEM U JIOFHHOM
3aKOHHOTO TIOAb30BATENA. 3ROYMBILUICHHEKA MOFYT NPOBOAKTH na-
POJBHBIE 4TAKK, HCIIONL3YA TAKKE METOAL, KaK:

» noamena [P-anpeca (IP-cnydunr),

« nofcnywxBanve {cuudipnnr);

« f1poctoii nepebop.

IP-ciiypuur ¥ cuudbunur naxeTop OpliM PAaCCMOTPEHb! BBILIE.
DTy METOOb! FIO3BOAKIOT 3ABNAZETS NAPONEM U JIOTMHOM IIO/IB30BaTE-
S, €CHM OHM FEPEAAIOTCS OTKPHITHIM TEXCTOM f10 HE3aHUHICHHOMY
KaHamy.

YaCTO Xaxepht NBITAIOTCH 10A0OPaTs NapoNb M JOINH, KCTIONBL3YA
JUIS 3TOTO MHOFOMMCIEHHBIE MOMBTKY AOCTYNA. Takok METON HOCHT
Ha3zBaHue amaxa noaHozo nepebopa (brute force attack). [Ins sroit
4TAKM KCTIONB3YETCH CMELMANLHAS NIPOTPaMMa, KOTopas IpITaetics
FOJIYHUTh JOCTYD K pecypcy ofulero nosnb3osauus (Hanpumep, K
ceprepy). Ecny B pe3yabrtaTe 3IOYMBILIMEHHUKY yiaercs noxobpaTs
f1apOJIb, OH NOJMYYAET JOCTYI K pecypcaM Ha Npasax ofpI4HOro 110/b-
30BaTeNs.

TTaposibHBIX aTak MOXHO u30CXKAaTh, €CAK HE TIONB30BATHCH NAPO~
nsMi B Texcropol dopme. Monons3opaHye OXHOPA30BbIX Naposieh W
KpUITOrpaduueckodl ayTeHTHORRKAUKK MOXET NPAaKTHYeCKH CBECTH
Ha HET yIpo3y Takyx aTak. K COXaneHu10, He BCE IIPHAOKEHNMS, XOCTH
¥ YCTPOMUCTBA NOAREPKVBAIOT YKA3AHHBIE METOIB ayTEHTH(DUKALVH,

Hpu sncnonbzopaHun O0sIMHBIX Raposel HEOOXOAWMO TIpUAYMaTh
TAKOW TapOoJs, KOTOPHIH 65110 661 TpysHO noaobpars. MuHMMaNbLHAS
IAKHA FIapos xoskiHa ObiTh He MeHee 8 cyuMBOonoB. Tlapois JOJXKEH
BICLIOMATH CHMMBOJIBI BEPXHEFO PETUCTPR, LUKMOPH K CHEUNATbHBIE
cuMmBonbt (#, $, &, % v t. 0.).
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Yraaeiganue xmoda. Kpunrorpabuyeckmit Kiaw4 TpeACTaBNseT
coOCl KOO BIK 4YKCI0, HEOBXOANMOE IS paclundpOBKY 3alMieH -
Hol nHdopMaLny, XOT Y3HZTH KJIIOY J0CTYIA He NpocTo u Tpebyer
GONBUINX 3aTPAT PECYPCOB, TCM HE MCHEE HTO BOZMOXHO, B 4acTHO-
CTH, AN ONPCIENICHMS 3HAYCHHUS KN4 MOXET ObITh MCIOAL30BAHA
crienabHas NPorpaMMa, peanusymwlllas METON [10JHOroe nepetopa.
Knou, X XOTOpOMy nodydaeT A0CTYI aTaKyoWMit, Ha3biBACTC CRoM-
HPOMEMUPOBAHHLIM. ATBKYIOLIBA HCIIONB3YET CKOMIIPOMETHPOBAH-
HBIf K04 LS TIOAYYEHHsS! ZOCTYIA K 3aMIKILICHHBM MepeaasaeMbiM
NasssiM 63 BexoMa OTTIpasuTessi u nonydarens. Kowou jlaer Bo3-
MOXHOCTb PaciinhpOBLIBATL ¥ M3MEHSTh JIAHHBIE,
ATAKE Ha YpOBHE JIPHICKeHH! MOTYT IPOBOAMTLCS HECKOIBKHMH
criocobamy,
Camblit pacnpOCTpaHeHHBI B3 HEX COCTOMT B HCIIOAB30BAHHH
napecTHhiX cnabocreit ceprepuoro [0 (FTP, HTTP, web-cepaepa).
TnaBnas npobniema ¢ aTAKAMHU HA YPOBHE NPHIOXCHMI COCTONT B
TOM, YTO OHH HACTO NOAL3YIOTCS TODTAMHE, KOTOPBIM paspellieH npo-
XOL HEPE3 MEeXCeTeBOH dKpaH. UseneHusa of aTaxax Ha YPOBHE IpH-
NOXEH A HNpoKo NYOIUKYIOTCA, YTO8b! A3Th BO3MOXHOCTh aiMyHH~
CTPATOPAM MCHPaBKHTL NTPOBIEMY ¢ HOMOHIBIO KOPPEKIUMOHHBIX MOIY-
nei (naryeit). K coxaneHno, MHOTHE XaKephl TakoKe HMEIOT JOCTY K
ITUM CBEACHUIM, YTO TIO3BOJISET UM YUHTHCS.
HeBoaMOXHO FOMHOCTRIO MCKIIOUNTL aTaKK Ha YPOBHE NpPHIO-
Xennit. Xaxeps MOCTOSHHO OTKPHIBAKT U NMyDANKYIOT HA CBOMX Cali-
Tax B MHTEepHETe BCe HOBbiC YASBHMBIE MECTa RPUKIAAHBIX PO~
rpaMm.
3pech BAXHO OCYIIECTBASTH XOPOuiee CHCTEMHOES AEMUHHCTPH-
posaHyue. YTobsl CHU3UTL YA3BHMOCTR OT ATaK HTOIC THNE, MOXHO
NPEANPHHSTE CNSAYIOUIBE MEPHI:
« aHanuanpoBarts log-danne OC u cerensie log-dbaitnst ¢ nomo-
LB CIICHUAABHBIX GHATHTHYECKHX NIPHIOXKEHHIE]

« orenexupate mannbie CERT o c¢nabplx mectax TNpPHKIAZHBIX
TiporpamM;

+ HIONB30BATECS CaMbiMy cBeXuMHU Bepcuamu OC u npuioxeHuit B
CAMBIMM FIOCHEIHMMY KOPPEKUMOHHLIME MOIy/siMK (TIATHaMH);

s VICTIONB30ORATH, CHCTEMBI pacnossaradus arak 1DS (Intrusion
Detection Systems).

Cerenas paspenka — 310 c00p MHOOPMALIUK O CETH C NIOMOMILIO
OBIICHOCTYTIHBIX AaHHBIX ¥ npunoxenuit. [Ipu noarorosxe araku
NIPOTHB KaKo#-Nu00 CETH XaKep, Kax fIpaBulo, MbITaeTesl 0AYYUTh O
HeR KaK MOXHO §osblIe BHOOPMBLINY,
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Ceresas pa3Beaka npoBOAUTCS B popMe 3anpocoB DNS, axo-Tec-
THposanus (ping sweep) U CcKaHUpopaHus noprop. 3anpockr DNS
NOMOTAIOT MIOHATh, KTO BAANEET TEM UITH UHLIM JOMEHOM Y KAKHE al-
peca 3TOMY JOMEHY [IPHCBOSHBI IJXO-TeCTHMPOBAHME anpecoB, pac-
KphiTHIX ¢ noMouibic DNS, no3sosseT yBuaeTh, KaKue XOCThl peasib-
HO paboraT B naHHO# cpene. [Tony4HB CIIMCOK XOCTOB, XaKep HC-
[ONAb3YET CPEACTBA CKAHYPOBAHYSA 1IOPTOB, YTOOB! COCTABUTE TIGAHBIN
CIIUCOKX YCAYT, NORJCPXUBAEMBIX 3TUMU XOCTaMy. B pesynbrate no-
GriBacTCH MHGPOPMALIUS, KOTOPYIO MOXHO UCHONL30BATh UL BINIOMA.

Cucrembr 1DS Ha ypOBHE CETH ¥ XOCTOB OOBIYHO XOPOLIO CIipaB-
JSIOTCH C 3ajauel yBENOMJICHMSA aiMUBUCTparopa O Beayuelics ce-
TEBOH PA3BEAKE, YTO ITO3BOJSCT JYYLIC NOATOTOBUTHCS K NPENCTOs-
Hiei artake u onosecTurs niposaiinepa (ISP), B cetn Koroporo ycra-
HOBJEHA CUCTEMA, NPOSBISIONAN YPE3MEPHOE MIOBONLITCTBO.

3aoynorpednedne noseprem. JaHHbIM THIT 2eHCTBUM He ABANETCS
arakoll B IOJIHOM CMbICAE 3TOro croga. OH npenctaBaser coboi
3IOHaMEePEHHOE WCMONb30BAHUE OTHOLICHMH JOBEpUS, CYIXECTBYIO-
HIMX B CETU. THIUYHBIA fIpUMED TAKOIO INOYIOTPeONeHNS ~ CUTYA~
Lus B rieprdepyinoit HacTH KOPOPATUBHOM CeTH. B 310M cerMmenre
06110 pacnionarawics cepsepst DNS, SMTP v HTTP. Hocxonsky
BCE OHM NPUHALNEXAT OZHOMY M TOMY XX€ CerMEHTY, B3JIOM OIHOTO
U3 HUX TIPHBOAMT X B3JIOMY M BCEX OCTANBHBIX, TAK KK 3TH CEepBEph
HOBEPSIIOT APYIHM CHUCTEMaM CBOeH CEeTH,

Pucxk snoynorpebacrusi JOREpHEM MOXHO CHM3UTE 3a cyeT Honee
XECTKOTO KORIPOJI YPOBHEH NoBepHs B npeaenax ¢noed ceTn. Cuc-
TEMbI, PACTIONOXEHHBIC ¢ BHEUIHEH CTOPOHB! MEXCETEBOIC HKPAHA,
HUKOIA HE ROJDKHDI 0/b30BaTheH a0COMOTHMM AOBEPHEM CO CTO-
POHBE CHCTEM, 3AMIMIHCHHBIX MEXCEIEBBIM 3KPAHOM.

OTHOLICHNS JOBEPUA AOMIKHBI OTPAHHYMBATLCH OlipEeNeHHbIMU
NPOTOKONAMU ¥ ayTeHTH(DULMPOBATRCH HE TONBKO 1o 1P-anpecam,
HO # IO JPYIUM napaMerpaM.

KOMUBI0TepHRIE BUPYCH, COTERBIC «MEPRU», NPOrPAMMA «TPOSHCKMIA
KOHE». BUpYyChl npeacTaBnsior coB80# BPeiOBOCHBIE TPOrPaMMBbl, KO-
TOPBIC BHEAPSIOTCH B APYTHE NPOIPaMMBL JUist BHINIOHHEHKS Ofpese-
nexnnofl HexenartesbHONH GyHKLMM Ha pabouel CTAHUMM KOHEHYHOTo
flonp3oparenst. Bupyc o6pIMHO pazpabaTbiBACTCH 3M0YMBIMINECHHMKA-
MU TaKUM 00pa3oM, 4TOGB KaK MOXHO ROJbHIE OCTABATHCS HeoOHA~
PYXEHHDLIM B KOMNBIOTEPHON cucteMe. HavansHbiil nepron «apemMo-
Thl» BHPYCOB SIBNISETCH MEXAHM3IMOM UX BHIXMBAHMUN. Bupyc nposs-
JISETCHK B NONHOM MEPE B XOHKPETHBIH MOMEHT BpEMEHH, KOIAa
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TIPOUCXONNT HEKOTOPOE cOOBITHE Bhi30OBA, HanpuMep fnsTHuua 13-¢,
HM3BCCTHAsA JATa ¥ T. IL.

Pa3HOBHAHOCTBLIO IPOTPAMMbBI~BHPYCa SBISIETCH CETEBOH «HEPBbY,
KOTOPBIA PacnpocTpadHsercs Nno rmobaisHOR CeTH M HE OCTABASeT
CBOCH KOTHMK HA Mar{HuTHOM HocuTtene. STOT TEPMUH HCTIONL3YETCH
JI5 HMEHOBRHUS f1pOrpaMM, KOTOpHie NOA0OHO ACHTOMHMM UYEPBAM
[IEPEMEILUAIOTCA 10 KOMABIOTEPHOM CeTH OT OXHOH CHCTEMBI X JIpy-
roid. «Yepeo» HCTIONB3YET MEXAHH3Mb! ITCAREPXKKY CeTH IS OTpeje-
JICHHSt Y371a, KOTOPbI# MOXET OBITh OPaxXeH. 3aTeM C FIOMOIUBIO THX
e MEeXaHM3MOB MEPEAACT CBOE TENO B 3TOT y3ea U nubo axTHBH3UDY-
eTcs, NMHOO XAST MOAXOMALHIMX YCAOBHA mns aktveuzauus. Cerenble
«YEPBH» ABASIOTCH OMACHMLIM BHUAOM BPEACHOCHBIX TIPOTPAMM, TaK
KaxK 00peKTOM X aTaKM MOXET CTaTh AI000H 13 MUIIHOHOB KOMITBIO-
TEPOB, NODKIIOUCHHBIX K FobansHo#i cetu Internet. s sammrss or
«4epasi» HeOBXOIUMO NPUHATH MEPH NPENOCTOPOXHOCTH NIPOTHB HE-
CAHKIMOKRKPOBAHHOIO JIOCTYIIA K BRYTPEHHENR CeTH,

K KOMIBIOTEPHBIM BUPYCAM ITPUMBIKAIOT TAK Ha3biBAGMBIE «TPO-
SHCKHE KOHU» (TPOSHCKHE FIPOrpaMMel). «1pOSHCKKMHE KOHb» ~ 3TC
NIpoIpaMMa, KOTOpast MMeeT BHI NONE3HOIC NIPHAOXEHNS, a Ha aene
BHITONIHSET BpemHble GyHKumMM (paspywesue 110, xonuposaHue u
IePECHIKA 3MOYMBILICHHAKY GAaRNoB ¢ KOHDUICHUHARBREMY HaH-
HBMHK H T. 1.). TePMHUE «TPOSHCKHKE KOHb> ORI BIIEPBEIE HCIOL30-
BaH XakepoM JaHoM DnpapcoM, RO3lIHES CTABIIMM COTDYAHHKOM
AreHTcTBa HaumoHanbHo# 6esonacHoct CIITA. OnacHOCTs «TposH -
CKOI'C KOHS» 3aKIIONACTCH B JONOAHUTENLHROM 6510Ke KOMaRIl, BCTaB-
JEHHOM B HCXCEHKYK Oe3BpeIHYIO TIpOrpaMMy, KOTOpas 3aTeM fipe-
ROCTABASETCS noab3opatessmM AC, D1oT 640K KOMaHIO MOoXeT cpaba-
THIBATH NPH HAECTYIUICHUM Kakoro-iaubo yciopus (Harhl, COCTOSHHSA
cHCTeMp) KOO 110 KoMauae u3BHe. JTONL3OBATENS, 3aANYCTUBILHE Ta-
KYIO IIpOTpaMMy, IOEBEPTacT OfIACHOCTH KaK CBOH (aiinl, TAK K BCKO
AC B uesnoM. Paboyue CTAHLIMKM KOHEYHBIX [TOML3OBATENEH O4EHD YA3-
BHMMEI 1)1 BUDYCOB, CETEBRIX «MEPBeH» K «TPOSTHCKUX KOHEH».

Jns 3amwiuThi OT YK@3aHHBIX BPEDOHOCHBIX TIPOTpaMM Heobxo-
HKMO:

» HCKAKIOMECHHEC HECAHKUMOHMPOBAHHOIC NOCTYNA K HCTIOiHSe-

MBIM daitnam,

» TCCTHPOBaHME NIPUOSPeTaCMBIX ITPOTPAMMHEIX CPEACTB,

* XKOHTPONb LEAOCTHOCTH HCHO/iHNEeMBIX (Ao U CUCTEMHBIX

obnaciet;

¢ CO3HAHMUE 3BMKHYTOMR Cpeiibl UCHONHERUS NIPOTPaMM,
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BoppBa ¢ BUpycaMi, «¥EPBAMH» ¥ <«TDOSHCKHUMYK KOHAMY» BE~
HETCS C MOMOUIBIO 3(DEXTHBHOTO AHTUBKUPYCHOTO JIPOrPAMMHOTO
ofecnieuerus, paboTaloMIEro Ha FI0/IB30BATCIRCKOM YPOBHE M, BO3~
MOXHO, Ha YPOBHE C&TH. AHTUBHDYCHBIC CPCACTBA OGHapPYXMBAIOT
DOABIMHCTBO BUPYCOB, «uepBei» B «TPOSHCKUX KOHEeH» ¥ npecexa-
10T ¥x pacnpocrpasenue. [TonydeHune camolt cBeXxeit MHGOPMALMK 0
Bupycax nomoraer addextTusHee Goporres ¢ Humu. flo Mepe mosis-
JIEHUS HOBBIX BHPYCOB, «4epBeH» U «TPOSHCKMX KOHeH» HYXHO 00~
HOBAATH Ga3bl NAHHLIX aHTYBUAPYCHLIX CPEACTB ¥ NPUAOKEHUHA.

[epeuncnennple aTaxy Ha [P-CeTH BO3MOXHBE B PE3YALTATE:

* KCIICAR30BAHKA oﬁmenocwnnmx KaHanop nepenavy; IJaHHBbIX.
Baxneitume maHnple, NepelaloTcs no ¢eTy B He3aurndpopaw-
HOM BHAE,

* YS3BMUMOCTH B NIPOLEAYPAX MACHTH(DUKALMHM, PEANTM30BAHHbIX B
creke TCP/IP. Haewrnduuupylouas #rdopMaiiis Ha yposHe
P nepenaeTcst B OTKPHITOM BUAE,

» OTCYTCTBMA B 6a30BOi BepcHu cTexa nporokonos TCP/IP me-
XaHHU3MOB, 00ECIEUHUBAIOUMX KOHGUILHUKAILHOCTL U UEH0CT-
HOCTD [EpelaBaeMblx cooduIenii;

e ayTeHTHOUKANKY OoTRpaBuTens no ero [P-ampecy. poucnypa
AYTeHTHDUK ALY BBINOJHASTCS TOABKO HA CTAIMH YCTRHOBINE-
HUS COCHMHCHMA, 4 B JanpHeiiluieM NoLAUHHOCTS IpPBHEMaEe-
MBIX MEKETOB HE JIPOBEPALCTCH,

» OTCYTCTBUS KOHTPOJS 3@ MapuUIpYTOM NPOXOXIcHHMs coobuie-
HUI B cety Intemetl, 4TO AENaeT YIARCHHMIE CETEsbie araky
fpaKTHuecky Ge3HAKa3aHHBIME,

[Tepsble ¢PeRCTBa 3ALLUMTRI NEPCAABAEMbIX JAHHBIX NOSBHAMCH
NpAKTUYECKH CPasy HOCAe FOr0, KaK ys3suMmocTh 1P-cereit mana o
cefe 3xaTh Ha NpaxkTHKe. XapaKTepHbiMK IpuMepaMy paspaborok B
710# obnacty moryr ciayxuth: PGP/Web-of-Trust mns wwdposannsa
coobuIeHH R anexkTponno# nourki, Secure Sockets Layer (SSL) mns
saumtel Web-rpaduxa, Secure SHell (SSH) mia zammrtsl ¢eancos
Teinet v npouenyp nepesayy dainos.

Of6uinm HezoCcTaTKOM MOROOHRIX UIMPOKO PaciipOCTPAHEHHBIX pe-
1eHUN SBISETCH VX «TIPHBSBAHHOCTH K ONPEHCIEHHOMY THIY fIpH-
JIOXEHWH, a 3HAYMT, HECTIOCOBHOCT YIOBACTBOPATE TEM pasHoobpas-
HBIM TPEOOBAHHAM K CHCTEMAM CeTeBOH 3aLUMTHI, KOTOPhIC IDEXBAB~
NS0T KPYIHbIE KOPIopauui wik Internet-nposasiuepsl.

CaMpilt panvixansHslil Cnocod NPeoROIEH s YKAa3aHHOTO OTpaHi-
YEHUS CBOAMTCSA K MIOCTPOEHKIO CHCTEMBI 3aLIMThI HE Js OTACABHBIX
XKJACCOB TIPUIOXKERUE (IyCTh ¥ BECHhMA HONYASPHBIX), 4 VISt CETH B
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seaom. fIppMenntenbho K [P-ceTaAM 3TO 03HAYAET, YTO CUCTEMBI 3a-
LIATH DOAXKHBI OCHCTBOBATL Ha cemeeosm yposre Moaenu OSL

B 1993 r. B coctaBe koncopunyma [ETF 6sina cosmana paGovas
rpynina [P Security Working Group, 3ausasiuascs pa3spaboTkoi apxu-
TEKTYDBI ¥ DNPOTOKONOB IS WKOPOBAHNSA OaHHBIX, NEPENABAEMbIX
no ceram IP. B pesynbrate nogBwics nabop npomoxoaoe IPSec, oc-
HOBaHHDBIX Ha COBPEMCHHBIX TCXHOAOIMAX uUMPPOBaHHMA W JEK-
TpoHHON undposoit nopnuck sadubiX. [JOoCKOnBKY apxuTEKIypa
npotokonos [PSec cosmecTuMa ¢ nporoxonom IPv4, ee nomaepxky
NOCTaTOYHO ofecredyBaTh Ha OOONX KOHLUAX COCINHEHHS; NPOoMe-
XYTOYHBIC CETEBHIC Y37bI MOTYT BOOOIUE HHYEFO «HE 3HATH» O {IpH-
meHenun IPSec.

ApXHTEKTYPa cTeKa npoTokonos IPSec M ero nmpHMEHEHME is
IIOCTPOCHUS JAMUMECHHBIX GUPMYQIbHbEX Kanaaos u cemed VPN (Virtual
Private Networks) nogpo6Ho paccMaTprpaloTes B . 12.

2.2.2. Yrpossi # yA3BUMOCTH NPOBOLHIX
KOPNOPAETHBHBIX CETEN

Ha HayanpHOM 3Tafle PasBHTHA CeTEBBIX TEXHOAOMMM yiuepd ot
BUPYCHBIX ¥ NDYTEX TUIIOBR KOMIIBKOTCDHDBIX aTax Obin HERCIHK, TAK
KaK 3aBHCHMOCTL MUPOROM DKOHOMHKHA OT MHDOPMAUMOHHBIX TEX-
HoNmoru# GbUIA Mana. B HACTOMLICE BPEMS B YCAOBHAX 3HAYHTEHHOM
3ABMCHMOCTH OM3HECa OT 3ACKTPOHHBIX CPEICTR ZOCTyNa H ofMeHa
BHGBOpMATHEH M TOCTOAHHO PACTYLHETO YHCIa aTak yuepd OT caMpix
HE3HAYHTEILHBIX aTaK, NPUBOISAIIMX K TIOTEPSM MALIHHHOTO BpeMe-
HE, HCYMCNAETCR MH/UIMOHAMM [ONJIApoOB, a COBOKYINHBIN FOZOBOMH
yieps MUpOROH 3KOHOMUKE COCTARJIALT HECHTKH MMWUIKAPAOR HON-
napos [9].

Vindopmauns, obpaGarbisacman B KOPHODATHBHBIX CETAX, ABAS-
€1CH OCOBEHHO YH3BUMOH, YeMYy CIIOCOOCTBYIOT!

» ypeJndeHue ofnemos obpabGarsiBaeModl, nepenasacMoit 1 xpa-

HAMO# B KoMIIplOTEPaX HHOpMaLIKLK;

e COCPeHOTOYEHHNE B 0a3ax NaHHBIX HHGOPMALIMHM Pa3NHYHOrC
YPOBHS BaXHOCTH B KOHOMOMACHUKRANRBHOCTH;

» PACUIMPEHNE OOCTYNA KPyra noan3oBaTenedl K nHbopMaumu,
Xpansuieics B 0a3ax NaHHBIX, ¥ K DECypcaM BhIYHCANTENbHON
CeTH;

s YBE/KYCHHE YHCHA YHANCHHBIX paBoyHX MecT;
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s HIHPOKOE HCTIONb3OBaAHKE MobanbHOR ceTH Internet M passind-
HBIX KAQHAXOB CBA3Y,

s asroMarasalss 00MeHa HHbOpMaleH MEXIYy KOMNbIOTEPAMH

flo5s30BaTeNReH.

Ananu3 Haulosee pacrpoCTPAHCHHBIX YTPO3, KOTOPLIM NOABED~
XeHbl COBPEMCHHDBIE IPOROAHBIE KOPIOPATHBHbIC CETH, TOKA3bIBACT,
4TO KCTOUHHKH YIPO3 MOIVT HM3MEHSTBCA OT HEaBTOPH30BAHHBIX
BTOPXEHKE 3NOYMBILLJICHHUKOB [0 XKOMIIBLIOTEPHBLIX BHPYCOB, NPH
ITOM BEChMa CYHIECTBEHHONR yrpo3oi $e3011acHOCTH SBISIOTCS YERo-
peyeckde owubxu, HeobxonyMo yuyurbBaTh, YTO UCTOUKHMKH YIPO3
6e3011aCHOCTH MOTYT HaxomuTecs Kax BHyrpr KUC — BHyipexnue
HCTOYHHUKH, TaK W BHE €¢ — BHEWIHHC MCTOUHKKHM. Takoe neneHue
BIIOJIHE OfIPABIAHO NOTOMY, YIC [As OAHOH K TON Xe yrposs (Ha-
fIPYMED KPAXKK) METOIb! NPOTHBOZEHCTBHUS JUIS BHCILHMX ¥ BHYT-
PEEEBX HCTOMHHKOB PA3ixyHbL 3HAHKE BO3MOXHBIX YTpos, a TaKe
yaseuMmsix Mect KMC neobxonnmo mna suibopa Haunbonee addex-
THUBHBIX CpeicTs obecricueHus 6¢30MacHOCTH.

CaMbIMy YaCTHIMK M OMACHBIMH {C TOYKY 3PCHHUS pasMepa yuep-
62) SBAAIOTCA HenpelHaMepeHHbie ominbKK nonn3cBaresnei, onepa-
TOPOB ¥ CHCTEMHBIX aIMMHHCTPaTOpoB, obcayxupawomwux KHC.
Wrorna Takue olUMBKY NPUBOMIT K IpAMOMY YILepSy (HenpaBuibHO
BBCACHHDBIC NaHHble, ownbKa B mporpaMme, BbI3BABILAS OCTEHOBKY
MM paspyllieHye CHCTEMBI), a HHOTIA CO3AaI0T cnafibie MecTa, KOTOo-
PbIMM MOTYT BOCHONbL30BaTLCS 3TIOYMBILUICHHHKHK {TakoBsi OOBLMHO
omubKy anmuancTprpoBanus) (43]

Cornacko panHsiM HalMOHANBLHOIO KHCTHTYTZ CTAHAAPTOR M
rexsonorvit CILIA (NIST), 55 % cnyyaes HapyeHus 6e30nacHOCTH
HNC — caencreue HeTmpenHaMepeHHBIX Ownbok. Pabora B mobanb-
Ho#i YIC nenaer 3TOT GakTop AOCTATOYHO AKTYANbHBIM, [IPHYEM KC-
TOUHMKOM yuiepfia MOryT ObiTh Kak neficTBMs nosib3oBareielt opra-
HY3ALKMK, Tak ¥ noassoBareneil mobanbHo# cetd, 4re ocobeHHo
onacHo. Ha puc. 2.4 npuseleHa XpyroBas IuarpaMmma, MITIOCTPH -
PYIOLIAS CTATHCTHYCCKHE JaHHbIC 110 MCTOYHHIKaM HapylleHHk Geso-
nacHocry 8 KUC.

Ha sropom Mecre no pasmepam yiepba paciionaraoTes Kpaxy K
MOUIOrN. B GOABIIMHCTBE PACcC/ICIOBAHHBIX C/IY4acB BHHOBHMKAMHK
OKA3bIBAIKCh ITAaTHHIC COTPYAHMKM OPraHM3ailiil, OTIHYHO 3HAKO-
Mbie ¢ peXxuMoM paboThi K 3ALHITHLIMH MepaMy. Hamuuue mouHoro
MHOOPMALKOHHOTO KaHaa CBs3K ¢ robanbsHbiMK CeTAMK TIDH OT-
CYTCTBHM NOMKHOTO KOHTPOIs 3a €ro paloTol MOXeT ZOIOIHHITEe N b-
HO CIIOCOBCTBOBATH TAKOH HEHTENBHOCTH.

4~ 3348
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ATai UIBHE  (yGywentibe
COTPYAHMKH

HevecTHbie
COTPYAHIKA

4 % Bupycwl

Qb MpoSrems:
nonbICBATENSNA uaneckon
¥ flepcoHana BesonacHocTy

Pac, 2.4, MCrossuxy Hapyiuesuit 6ezonacsocts

O6mxeHHbie COTPYAHKKY, Naxe OBIBIIKE, IHAKOMBI C TOPAAKa-
MM B OPraHWIaLIKK ¥ CroCOGHBI Bpeanth BecbMa s¢exrnBHo. TTo-
ITOMY TIPH YBOJNbHEHKK COTPYAHMKA €TO NPaBa ZOCTYNa K uHpopMma-
LHOHHBIM PECYPCaM NOMKHB! AHRYINPOBATHCS,

TIpennamepenssie nonbiTky noaywenns HCH uyepes BHewnue
KOMMYH{KAUMN 3aHuMAlOT OKosio 10 % BCeX BO3MOXHBIX HApYIE-
ar#l, XOTa 3T4 BEIMMMHAE KAXETCS HE CTOJb 3HAYNTEILHOM, ONLIT pa-
6oTsl B Internet noKasplBacT, YTO NOYTKH Kaxabiit Internet-cepsep no
HECKONIBKY pa3 B IEHb NOJZBEPractcs MOMBITKaM (POHKKHOBEHHS,
TecTs! ArexTCcTBa 3alUMThl Muopmaunonxsix cuctem (CHIA) noxa-
3, 410 88 % KOMIBIOTEPOB BMEICT C/1abble MECTa ¢ TOYKM 3pEeHMs
YHGAOPMALMOHHOK §e30MacHoCTH, KOTOPbIe MOFYT aKTHBHO HCTIONb-
soBatecs ang nonydesus HCIH., OrzensHo creayer paccMaTpusarh
CAYYaK YRaneHHOro JOCTYNA K nH(pOPMALUMOHHbIM CTPYKTYpaM opra-
Hu3aLM A,

JEo MOCTpOEHMA ITONMHUTHKHA Ge30TACHOCTH HeOBXOZMMO OHEHHTH
PHCKY, KOTOPBHIM TIOZBEPIacTCS KOMIIBIOTEpHAS Cpela OpraHu3alvy
Y IIPSANPHHSTE COOTBETCTBYIOIINE AeHicTBus. OueBRIHO, UTO 3aTpa-
THl OPraHK3aUHMK HAa KOHTPOJb 1 TIPEROTBPALIEHNE yrpo3 6e30racHo-
CTH HE ZOMXKHBI TIPEBBILAT OXHAACMBIX [TOTEPb,

TIpuBencHHbIe CTATHCTHYMECKHE AAHHBIE MOTYT TIOACKA3ATh MK~
HUCTPALIMHM M T[EePCOHANY OpPraHMlaumy, Kyla CchenyeT HanpaBuTh
yeunus Anst 3((QEeKTHBHOrO CHIXEHNS yrpo3 6e30nacHoCTH XOpno-
paTHBHOM ceTy m cucTeMbl. Koneuno, HYXHO 3aHuMmaThes npobae-
MaM# (HH3MMECKON Ge30MaCHOCTH B MEPAMM 11O CHHMXEHMIO HEFAaTHB-
HOFO BO3ze#cTiA Ha Ge3onacHocTh olNBOK MenoBeKa, HO B TO Xe
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BpeMA #eO0XonHMMO YACTTE CaMO€ CCPLE3HOC BHUMARMC DCLICHHIO
3aa4 ceTesoil £e30racHoCTH o ApEeNOTBPAMIEH HIO ATAX Ha KOpIo-
PATHBHYIO CETb K CHCTEMY KaK HM3BHE, TaK 4 H3HYIPH CHCTEMbI.

2.2.3. Yrposst n yassumoct# BecnpoBogHbIX cerTes

Hpu nocrpoesnu BecipoBOIHBIX CETEH TAKXe CTouT npobacma
ofecrievenns ux BesomacHocTy. Ecayu B oBBMHBIX CETHX uHGoOpMa-
Uy FIEPERAETC 10 MPCOBONAM, TO PAAMOBONHMBI, HCIIOAb3YEMBIE AN
DecnpOBOAHBIX pelieHr, JOCTATOUHO JIEFKO fICPEXBATHTD fIpH Haid-
YHH COOTBETCTRYIOHIETO obopyaosanus, FpuHuMn pefcTBus decnpo-
BOAHOM €ETH NPHBOMMT K BO3HMKHOBCHWIO GONBIIONO YHCNA BO3-
MOXHDBIX YS3BUMOCTEH ISl ATAK H APOHHKHOBEHKI.

ObopynoBaxse GeCnpOBONHBIX Nokansdeix cetet WLAN (Wire-
less Local Area Network) BritovaeT ToYKy GECIIPOBOAHOIO HOCTYNA U
pabouye CTaniuy g Kaxioro aboHenTa.

Touxu docmyna AP {Access Point) BRIIOHHSIOT pOdb KOBUEHTPA~
TOpOB, ofecneuuBalomyX CBI3b MeXay A0OHECHTAMHK K MEXKIY COOOH,
a TaKxe QYHKUMIO MOCTOB, OCYHICCTIBASIOMIMX CB3b ¢ KaGeabHON
aoxkaneEo#l cetsio 1 ¢ Muarepuer. Kaxnas TOYKE HOCTYNA MOXET 06-
CNYXKBaTh HecKonbpko afouenros, Heckonpko GAuIKopacnonoxes-
HBIX TOUEK ZOCTYIA o0pasyloT 30HY Koctyrnia Wi-Fi, 8 npexaenax KoTo-
poit Bce aboHeHTsl, cHAOXEHHbIE GECIPOBOAHMMH ATANTEPAMH, I0-
AYHAOT KOCTYI K CeTH. TAKHE 30HH! AOCTYIA CO3MAIOTCH B MecTax
MACCOBOFO CKOTUICHHA JIOREH: B 29POJIOpTax, CTYZEHUYECKHX FOpoON-
Kax, Subnuorexax, MarasuHax, SHiaHec-HeHTPax U T. A.

Y toyxkH poctyina ecth vipeHtuhukarop xaGopa cepsucos SSID
(Service Set Identifier). SSID — a3ro 32-Burras CTPOKa, MCNOAB3YyE~
Masi B KaYeCTBE MMEHH BeCIIPOBOAHOM CeTH, ¢ KOTOPOH acCouuupy-
101Ccs Bee yanst. Mnenrudukarop SSID HeoOxoaum i MORKAKOME-
Hust paboveii cTaHuyu K ceTh. Yrobnl cB%3aTh pabouylo CTaHUUIO C
TOUKOR H0CTYNA, 008 CHCTEMb! HOMKHB BMETh OfKH ¥ TOT Xe SSID.
Ecnu paGouas craHiusa He uMeeT uyxuoro SSID, to oxa ne cMoxer
CBH3aTHCS © TOUKOH HOCTYNA M COENHHUTBES C CETHIO.

naBproe oTAMYME MEXIY IPOBOAHBIMH K OeCTIPOBONHBIMY CETS -
MH ~- HBAKWYYE HEeKOHTPOAMPYEMOH OBNACTH MEXIY KOHEYHSLIMK
TOuKamK GeCpOBOXHOM CeTH. DTO NO3BONSCT aTaKYIOLIKM, HaXOA-
LIMMES B HEOCPEACTSEHHON OAM30CTH OT GECIIPOBORHLIX CTPYKTYD,
AIPOY3BOMMTE PAl HAaNAAEHWH, KOTOPbE HEBOZMOXHS! 8 NPOBOAHOM
MUDE.

I
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Ipu ucrionb3osanuy GECTIPOBOIHOrC AOCTYNA K JIOKATHHOH CeTH
yipo3st Ge30IacHOCTHN CyecTBeHHO Bospactaer (puc. 2.5).

BHOYMBIINEHHWK

MobunsHuin
NONL3CRATENL

MoGunbrbIH
nonbaosaten,  TO4K3 QOCTYNS NBG

Puc. 2.5, Yrposst npy SecnposcasoM BOCTYHE K BoKaZpHOR ceTi

TlepeyncnuM OCHORBHEBIC YA3BMMOCTH M YIPO3bl OECIIPOBOIHBIX
cered.

Bewanne papsoMaska. TOuKa ZOCTYTIa BKTIOYAET C ONpelenNeH-~
HOB YaCTOTOM HIMPOKOBELIATEABHAN PAANOMALK, YTOOH onoseiath
OKPECTHBIE GecripOBOMHBIC Y3RkI O CROEM MIPHCYICTBHUM. JTH WIMPO-
KOBEILATEbHBIC CUTHAIH COAEPXaT OCHOBHYIC MHPOPMALIKIO O TOU-
ke GecrpoBoiHOTO NOCTYNR, BKAOUas, Kak npasuio, SSID, u nmpu-
THAAIOT GECPOBORHNIE Y3ABl 3a8PETHCTPUPOBATLCH B IaHHOHK obnac-
TH. JIioGas paGouas CTAHLIMS, HAXOAALLANACH B PEOXMME OXMIAHUS,
Moxer nonayyrts SSID u no6asuth cels B COOTBETCTBYICHIYIO CETh.
Bewaune pagnoManka ssisieTCa «BpOXACHHON naTtonoruedi» Gecnpo-
BONKBIX cetell. MHOrve MONeny TO3BOASIOT OTKIIOYATh COAEPXa-
wye SSID 4acth 3TOTO BelIaKyA, YTOOBl HECKONBKO 3aTPYIHHTDL
GecripoBo/Hoe noncaymMsanne, Ho SSID, Tem He Mexee, nocsinaer-
CS TIpY MOAKMIOYEHMH, [FO3TOMY BCE PABHO cyluecTsyeT HebGonslioe
OKHO YA3BHMOCTH.

ObGuapyxenne WLAN. Jlna ofuapyxenust GecripOBOfHBIX Cereit
WLAN ucnions3yercs, nanpumep, yruanuta NetStumber cosmectno
CO CTIYTHUKOBLIM HABUTATOPOM TIOCAILROM CHCTEMBI O3NMLIMOHNPO-
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Bauus GPS. llannas yrunuta maentuduuupyer SSID cetn WLAN,
a TaKKe OonpeienseT, UCHOAL3YETCH I B HEl CHcTeMa Wndposanng
WEP. [IpuMeHeH e BREWHER aHTCHHD! Ha OPTATHBHOM KOMIIBIOTE-
pe NEeRAsT BO3MOXHKEBIM ofHapyxenue ceteit WLAN Bo BpeMmsi ofxona
HYXHOIO PaiioHa WY NOoe3lIKK no ropoay. HanexHsiM MeTosoMm of-
Hapyxenrsa WLAN sgsnserca oboneopanne oQuCHOro 31anus ¢ ne-
PEHOCHBIM KOMITBIOTEPOM B PYKax.

Honcuywmupanye, Tloacnywnsauye seayr s cBopa nHdopma-
LI¥M O CETH, KOTOPYIO FIPEIIONaraeTesl aTakoBath Briocieacteuy. lle-
PEXBATUHK MOXET KHCIIOALIOBAThL Z00OLITHE BAHHbIC BN TOrO, YTOOH!
NONYMHTh JOCTYH K CETeBbIM pecypcaM. OfGopynosaHKe, HCnoNp3ye-
MOC IS TIOBC/YLUKBAHUS B CETH, MOXET OblTh HE CIOXHEE TOrO, KO-
TOPOE HCIONB3YETCH Uit OOBIYHOIO DOCTYNAa X 3TOH cetH. becnpo-
BOJIHBIC CETH IO CBOCH NPHPOIE FO3BONSIOT COCAMHATL ¢ H3nue-
CKOM CEeTHIO KOMIIBIOTEDH!, HAXOMILLIKECH Ha HEKOTOPOM PACCTOA KUK
OT Hee, KaK ecapn Opl 5TH KOMIbIOTEPH! HAXOZWAKCH HENTOCPEIACTBEH
HO B ¢eTH. HanpuMep, noaxnouurscs K 8eciipOBOIHO! CeTH, pacno-
Aaraolledics B 3MaHKH, MOXET YeNOBeK, CHMILIMHA B8 MalluHe Ha
CTOSIRKE DSIOM. ATaky fOCPEICTBOM NACCHBHOIO JIPOCNYIUKBAKUS
NPAKTHYECKH HEBO3MOXHO OOGHADYXUTh.

Jloxmsie TOUKM JNOCTYNA B CeThb. ONbITHLI aTAKYIOLME MOXET Op~
FaHK30BaTH AOXKHYIO TOUKY AOCTYIIA ¢ UMUTALMEH CeTeRbiX pecypcoB.
AGOHEHTHI, HHYETO He §10803pesas, ofpallaloTcs K STOR NOXHOH
TOUKE BOCTYNA ¥ coobIIa0oT ¢l CBOKM BaXHbIe PDEKBU3WTH, HANPHMED
ayreHTHhUKALKOKHYIO HHDOpMauKIo. STOT THI aTaK HHOTAA NpHME-
HSIOT B COUCTAHYH C APSMBIM «INYLIEHHEM» HCTHHHOM TOUKY OOCTY-
11a B CETh.

O7ka3 B ofcayxusassi, [10aHYII0 MTapanK3alKio CETH MOXET Bbi~
3path ataka Tvna DoS (Denial of Service) — or1kas B o6CayXnBaHKUK.
Ee uenp COETOUT B CO3/AHKH IOMEXH NPpY JOCTYNE NONb3OBATENS K
CETeBhIM pecypcaMm. BecnpoBosnbie CHCTEMBI OCOGEHHRO BOCTIPHMM-
uuBbl K TAaKuM arakam. Ouznvecxkuit ypopeHs B GecrnpoBoOsHoOH
ceT — abCrTpaxTHOE NPOCTPAHCTBO BOKPYD TOMKH AOCTYNA. 3no-
YMBILUIEHHKK MOXET BKAIOYUTH YCTPOHCTBO, 3aNOAHSIONEE BeCh
CHIEKTP Ha pabouycil 4acTOTE OMEXaMy Y HEJIeranbHbIM TpadhukoM —
Takas 3aza4a He Bbi3biBaeT 0COOmix TpyaHocTe#. Cam (haxT nposexne-
K DoS-atakyu Ha pH3nueckoMm yposHe B GecnpososHoil ceTH TpyA-
HO JOKAa3aTh.

ATaKM THAA «YeJOBEK-B-CepeauHe», ATaKyl 5TOTO THIla BHIOJIHMA~
10TCH Ha BeCnPOBOAKbBIX CETHX TOPa3z0 NpoHie, YeM Ha TPOBOIAHLIX,
TaK Kax B CAyyae MPOBOIHON cety TpebyeTcs peain3osaTth onpesec-
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JIeHHBIN BuA JocTyna K He. OCBINHO 4TAKK «EHOBEK-B-CEPCAMHE
MCTIONG3YIOTCH JUISt PaspyileHKs KOHMHUACHIKATLHOCTH B LIEAOCTHO-
CTH ceanca ¢as3n. ATaxn MITM CGonee croxHbie, yeMm GOALLIKHKCTES
DpYTHX aTax: ist uX npopesexHps tpebyercs nozpotras wiHdopma-
U8 O CeTH. 3NOYMBIINEHHHUK OCRIYHO FIOAMEHSET HACHTHMHKENMIO
OMHOI'O K3 CeTERBIX PECYPCOoB. OH HCMONB3YET BOMOXHOCTb POCAY-
LIKBAHAA ¥ HEACFANBHOIO 3aXBaTa TIOTOKE JaHHBIX ¢ HeAbI0 H3MEeHEe-
HHUS €70 COOEPXIMOTO, HEOBXOAUMOTO VIS YIOBIETROPEHMS HEKOTO-
DBIX CBOMX Lienel, HanpuMmep Ang cnydunra IP-aapecos, H3MeHEHHS
MAC-azpeca 19 KMUTHPOBaHKSA APYIor0 XoCcTd K T. 1.

Anonnmvunill noctyn B Furepuer, HesammiueHubie GecrIpOBOAHbIC
JABC ofecrieynBaioT XaKepaM HAWIYYLIKE aHOHHMHBIR BOCTYH WS
4rax yepes VIHTepHeT. Xakepbi MOIYT HCIIONB30OBATL HE3aLUIMLIEHHYIO
Gecnipoponryio JIBC opradusauuu anst ssixond yepes Hee B Uurep-
Her, rne oy OyayT OCYHIECTBAATH NPOTHBONPABHLIC ACHCTBHA, HE
OCTABJISIS IpH 3TOM CBOMX cjenoB. OpraHy3aiuiug ¢ He3alluileHHOK
JIBC bopMansHO CTAHOBHTCS MCTOYHHMKOM 4TAKYIOWEro Tpadmka,
HALEACHHOTO HA ADPYIYIO KOMIBIOTEPHYIO CHCTEMY, 4TC CBA38HO C
TIOTER LKA BIM PHCKOM NIPABOBOH OTBETCTBEHHOCTH 38 TIPHUKMHEH-
Halil yuiepd XepTBe 4TdKH XaKepos.

OnycaHypie Bbile aTaxk lie ABAAIOTCH eAMHCTBEHHBIMM aTaKa-
MUK, HCIIOAB3YEMbIMK XaKepaMu Juls B3NOMA GECriPOBOAHbIX CeTeit.

2.3. Obecnevenmne HHHOPMaLHOHHOH HE30NACHOCTH
cerer

2.3.1. Cnocobsr obecnevenmns nHPOPMBLMOHHON
bezonacHocTH

CyuiecTyeT ABa ronxona K npobieme odecrieyerus 6e30nacHo-
¢TH KoMnbloTepHbix cucteM M ceteit (KC): «bparmedtapisiii» u
KOMIIEXCHBIN {4, 62].

«Dpacmenmaprvtit> no0X00 HATNpPaBieH HA NPOTHROOEHCTBHE MeT-
KO OfIpEACASHHBIM YTPO3aM B 3alaHHBIX YCROBUAX. B KayecTse npu-
MEPOR PeajiM3aLMK TaKOro fl10AX0KA MOXHO YK43aTh OTHEABHBIE
CpelCTBa YNIPaBAeHHS HOCTYIIOM, ABTOHOMHBIE CPEACTBa IUKbpoBa-
HH#, CTICUHAIM3UPOBAHHBIE 8HTHBHPYCHBIC IPOTPAMMBL U T. 11

[OCTOMHCTBOM TAKOTO NOJAXOZE SBASETCH BHICOKan MU3OMpaTe/ih-
HOCTH K KOHKpeTHOH yrpo3e. CyuleCTBEHHBIH HeAOCTATOK — OTCYTCT-
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BME €IMHOM 3allMILUEeHHOM cpedbl 00paboTkM MHopMauuu. Ppar-
MEHTapHble Mepbl 3alLUNTbHl MH(OPMaLIMK 00ECTIEUMBAIOT 3ALUTY KOH-
KpeTHbix 00bekTOB KC TONBKO OT KOHKpPETHOI yrpo3nl. Jlaxe
HeOOoJ1blIOe BUIOU3MEHEHHE YTPO3bl BENET K NnoTepe 3¢hdeKTUBHOCTH
331LUMUTHI.

Komnaexcrbii nodxod OpMeHTMPOBAH Ha CO3AaHME 3aLUMILEHHOMH
cpenbl o6paboTky uHpopMaunn B KC, obGbeauHsolieil B eaUHBIN
KOMILIEKC Pa3HOPOAHbIE Mephbl MPOTUBOAEICTBUS yrpo3daM. OpraHu-
3alus 3allMilUeHHON cpenbl 00paboTKM MH(OpMalLIMKM NMO3BOJISIET ra-
DPaHTUPOBaTh OMNpene/ieHHbll ypoBeHb Oe3onacHoct KC, uTo siBns-
eTCS HECOMHEHHBIM NOCTOMHCTBOM KOMIUIEKCHOro noaxozxa. K He-
JOCTAaTKaM 3TOro IMOAXOAA OTHOCATCS: OrpaHMYEHMs Ha cBobGomy
neicTBui nojb3opateseit KC, 4yBCTBUTENBHOCTL K OLUMOKAM ycTa-
HOBKM M HACTPOIKM CPEeICTB 3aLUMTHI, CJIOXHOCTb YIIPaBIEHHSI.

KoMmnekcHblii nmoaxon npuMeHsioT mnd 3aiiutel KC KpynHbIX
opraHuzauuit uin HeGonblinx KC, BBIMOJHSIOIIMX OTBETCTBEHHBIE
3amayy win odpadaTbiBaloliMx 0co00 BaxHyl MHpopMauuo. Hapy-
weHue 6e3onacHocTH MHGopMaumnu B KC KpynHbIX OpraHn3auuii Mo-
JKET HAHECTH OTPOMHBII MaTepHUaNbHbIM ylIepd Kak cCaMMM OpraHu3a-
MM, TaK U X KJIMeHTaM. [103TOMy Takue OpraHM3aluy BLIHYXKIEHBI
YAEJIAThL 0C000e BHMMaHHe TrapaHTHUSM O€30MacCHOCTH M PeajiM30BbI-
BaTb KOMIUIEKCHYIO 3aiuuTy. KOMIUIEKCHOrO noaxona NMpHIOEpXUBa-
I0TCS1 OONBIIMHCTBO TOCYNApCTBEHHBIX M KPYMHBIX KOMMeEpPYECKHUX
NPEANpHUATHI M yYpeXAeHUH. ITOT MOAXO HAllle CBOE OTPAaXEHHUE B
Pa3/IMYHBIX CTAHIApTAX.

KoMmnnekcHbll moaxon k npobieMe obecrneyeHUss 6€30MaCHOCTH
OCHOBaH Ha pa3paboraHHO# ana KoHKpeTHOil KC mnonutuke 6e3o-
nacHocTH. [lonnTKa 6e30MacHOCTH periaMeHTUpYeT 3¢ (PEKTUBHYIO
paboty cpeacte 3awmThl KC. OHa oxBaThlBaeT BCe OCODEHHOCTH
npouecca 00paboTKN MHGOPMALIMK, ONpenessi NOBeACHUE CUCTEMBI
B pa3nyHbIX cuTyaumsx. HanexHas cucrteMa ©e30MacHOCTH CETH He
MOXET ObITb co3a1aHa 6e3 3()GheKTUBHONI MOJIUTUKHU CETEBOI Oe30-
nacHOcTH. [lonUTHMKM 06e30MacHOCTM NOAPOOHO pPaccMaTPHUBAIOTCS
B 1. 3.

HOns 3alumThl MHTEPECOB CYOBEKTOB MH(OPMALIMOHHBIX OTHOLLIE-
HHUI HEOOXOIMMO COYETAaTh MePHI CIEAYIOLIMX YPOBHE:

e 33KOHOIATE/NbHOro (CTaHOApThl, 3aKOHbl, HOPMaTUBHbIE AKTbI

U T IL);

e AIMUHUCTPATUBHO-OPraHM3allMOHHOTO (OeicTBUS 0Oluero

xapakTepa, IpeAlNpUHUMaeMble pPYKOBOACTBOM OpraHmu3a-



56 Hacne 1. Hpobaems: undopmayuonnod Gesonacrocmu

1¥H, B KOHKDPETHHIE Mephl §€301aCHOCTH, UMEIOWNE IeA0 ¢
AIBMHA);

* JIPOrPAMMHO-TEXHNYECKOTO {KOHKPETHLIE TEXHHYECKKE MEPhI).

Mepb: 3GKOROOGMEABHO20 Yposua OYCHbL BAaXHb N3 ofecrieueHus
nHGOPMALNOHHOH BesonacHocTi. K 9TOMY YPOBHIO OTHOCHTCH KOM~
IICKC MEp, HaMpaBJeHHbIX Ha CO3UaHKE K FojiepXanne B obLIecTse
HETATMBHOIC (B TOM UHCIE KAPaTelabHOTo) OTHOUIEHHS K HAPYUICHK-
M KB RapYUIMTEIM KHOOPMalOHKEON 6e30MacHOCTH.

Hndopmannortag 6e30nacHoCTb ~ 3TO HOBAs 00AacTh AeATEAD-
HOCTH, 3IECh BaXHO HE TOALKO 3aTIpeiiatsh M HAKa3bhIBaTbh, HO H
YUNTh, PasbACHATH, noMorath. OOLIECTBO HOMXHO OCO3HATH BAX-
HOCTH BAHHOK NIPOOAEMATHKY, MOHATh OCHOBHBIE 1YY PELISHHA CO-
OTRETCTBYIOWMX 1pobnem. JoCysapcrso MOXET caeiaTh 370 OilTH-
MaIbHBIM 00pa3oM. 3iech HE HYXHO CONbiiNX MaTepUaibHbIX 3a-
TPAT, TPEOYIOTCH HHTECHIEKTYANBHLIE BIOXEHMS.

Mepvr admunuempamugo-opzanu3auUORROG YPOGHA. AIMUHUCT-
PALIKA OPraHM3aLiK HOMKHA CO3HABATh HEOBXOAMMOCTh flOUIePXa-
HESA pexXyMa 6e30TaCHOCTH ¥ BHIOSATH HA 3TH i€ COOTBETCTRYIO-
uive pecypest. OcHOBOH MED 3aLMTH AIMUHACTPATHEHO-OpraHy3a-
LAHOKHOTO YPOBHSA SBJSETCS MOJAUTHKA GezomacHoctd (cM. . 3) u
KOMIIIEKC OPraHK3aioHHbIX Mep.

K KOMITIEKCY OPrasK3alnoHHBIX MEp OTHOCSTCA Mephl Oesornac-
HOCTH, peaiu3yeMble AIOAbMHY. BHIensior Clesyouue rpynns opra-
HU32UHNCHHELIX MED!

s YIIPABJICHHE FIEPCOHANIOM;

o PU3KMYECKas 3ALNTA;

s flopnepxanye paborocnocobHocTy;

« pEArPOBAHME Ha HapYUIEHHS PEXyMa BE30MacHOCTH;

s TUIGHBPOBAHME BOCCTAHOBUTEAbHBIX pabor.

IS KaXXHo# rpyninel B KAXKIOW OpraiK3alvi I0IKEH CYLIECTBO-
BaTh Habop pernaMeHTOB, ONPENCAIOIIKK ACHCTBAS NepcoHaa.

Mepwt u cpedemea npozpammuo-mexnuneckozo yposws. Ias noln-
JEPXAHKA pexprMa NHGOPMALKORKOMK 6e3051aCHOCTH 0CODeHKO BaX-
Hbl MEPbI NPOrPAMMHO-TEXHHHECKOTC YPOBHA, IOCKOABKY OCHOBHAA
YIp03a XOMITBIOTEPHLIM CHCTEMAM MCXCQIUT OT HUX camux: cbon obo--
PYAOBAHMA, OUIKNOKH TIPOTPAMMHOIO oBecileyeHuss, 1poMaxy fnoab-
30BaTeNedl B ANMMHUCTPATOPCE B T. I1. B paMKax COBPEMEHHBIX BH-
GOPMALUCHHBIX CHCTEM HOMKHB! ObITh DOCTYIHB Cheaylouine Mexa-
HB3Mb! BE30MIaCHOCTH:

e BECHTHOUKAUMUSE 1 IIPOBEPKA FIOITHKHOCTH F0b30BaTENeH;

» YIIPABACHUE TOCTYIIOM;
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MPOTOKONUPOBAHUE U AYOUT;
Kpunrorpagusi;

» 3KPaHUPOBaHUE;

» obecrieyeHUe BBICOKOI AOCTYNMHOCTH.

Heobxodumocmv npumenenus cmandapmos. VIHdopmaumoHHbIe
cuctemsl (MC) komnaHMil MOYTH BCeraa NoCTpOeHbl HA OCHOBE MPO-
IrPaMMHBIX U amnnapaTrHbIX MPOAYKTOB Pa3JIMYHBIX NMPOU3BOAUTENEHA.
IToka HET HU OAHOI KOMMNaHUHU-pa3pabOTYMKaA, KOTOpasl MpenocTa-
BUNa Obl MOTPEOUTENIO MOJIHBIA MepeyeHb cpeAcTB (0T anmapaTHBIX
IO MpOrpaMMHbIX) utst noctpoeHus: coBpeMeHHoit MC. Ytobw obec-
ne4yutb B pasHopoaHoit MC HamexHylo 3amuty uHGOpMaluu Tpedy-
IOTCSI CMELIMAJIUCTH! BBICOKOM KBAJTM(PUKALIMM, KOTOPBIE JOJIXKHBI OT-
BeyaTh 3a Oe3omnacHocTb Kaxmoro kKoMnoHeHta MC: mpaBuibHO MX
HacTpauBaTb, NOCTOSHHO OTCJEXWBaTb NMPOMUCXOMSILIKE U3MEHEHHUS,
KOHTPOJIMPOBaTh paboTy nosnb3oBaTesneid. OYeBUIHO, YTO YEM pas3HO-
ponnee M C, TeM cnoxHee obecnieuuTs ee HezonacHocTb. M3o6unue B
KOpIOPaTUBHBLIX CETSAX M CUCTEMAaxX YCTPOMCTB 3allUTbl, MEXCETEBBIX
3KpaHoB (M3), nutro30B U VPN, a Takxe pactyliuMi cnpoc Ha goc-
TYN K KOPINOPAaTUBHBIM JAHHBIM CO CTOPOHBI COTPYAHUKOB, MapTHe-
POB Y 3aKa34MKOB MPUBOAAT K CO3JAHUIO CJIIOXHOM Cpelbl 3alUMUTHI,
TPYAHOM [fSl yIpaBl€HHUs, @ MHOTJA U HECOBMECTHUMOIA.

HHteponepabenbHOCTh MPOAYKTOB 3alMTHI SIBASETCS HEOTbEM-
nembiM TpeboBanuem mnsi KUC. [lna GonblUMHCTBA TETEPOreHHbIX
cpel BaXKHO obecneqyuTb COrjlacOBaHHOE B3aMMOAEICTBUE C MpOLyK-
TaMM OpYrMX npousBoauTeneit. IIpUHsTOE OpraHu3alUMeil pelleHUe
6€30MacHOCTH JOJLKHO rapaHTUPOBATh 3ALLUTY Ha BCeX mnardgopmax
B paMKax 3Toi opraHusauuu. I1o3TOMy BriojsHe OYeBUOHA MOTPe6-
HOCTb B IPUMEHEHUH €AMHOro Habopa CTaHIapTOB KaK MOCTaBLUMKA-
MH CpPeNCTB 3alIUThl, TAK U KOMNAHUSIMKU — CHUCTEMHBIMM UHTErpa-
TOPaMM U OPraHM3alMsIMM, BBICTYNAIOLIMMU B KayeCTBE 3aKa3uMKOB
cucteM 6e30MacHOCTH JUISL CBOMX KOPIOPAaTUBHBIX CETER U CUCTEM.

CraHaapTbl 00pa3ylOT MOHATUITHBIN 6a3UC, HA KOTOPOM CTPOSITCS
Bce paboThl no obecneyeHUI0 MHPOPMALMOHHOM 6€30MacHOCTU, U
OMNpeAensiloT KPUTEpHUH, KOTOpPBIM [OJXKHO ClenoBaTh YyIpaBieHHUE
6ezonacHocTblo. CrTaHOapThl SBSIOTCS HEOOXOAMMOI OCHOBOM,
obecrnieyuBalOEl COBMECTUMOCTb NMPOAYKTOB Pa3HbIX NPOU3BOAUTE-
JIel, YTO Ype3BbIYaiiHO BaXXHO MpPH CO3JAHUU CUCTEM CEeTeBOi 6e30-
MacHOCTH B reTepOreHHbIX cpeaax. MeXayHapoaHble U OTeYeCTBEH-
Hble CTaHAApTbl MH(OPMALIMOHHOI 0€30MacHOCTH pacCcMaTpUBAIOT-
cs B I 4.
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KoMniekcHblit moaxold K pellleHUI0 TNpoGiaembl obecrevyeHuUst
6e30MacHOCTH, pallHOHATBHOE COYETAHUM 3AKOHONATENbHBIX, aAMU-
HUCTPAaTUBHO-OPraHU3allMOHHBIX U MPOrPAMMHO-TEXHUYECKUX MED U
o6s3aTeNIbHOE ClleOBaHUE MPOMBIIUIEHHBIM, HAaLlMOHAJIBHBIM U Me-
XOYHapOAHBIM CTaHAApTaM — 3TO TOT (YHAAMEHT, Ha KOTOpPOM
CTPOMTCS BCSI CUCTEMA 3aLLUTHl KOPIOPAaTUBHBIX CETEH.

2.3.2. MNyTtn pewenns npobnem 3awmtbi MHPOpMaymum
B ceTax

Hnsa noucka pelueHuii npobiaeM uMHPOpMaUMOHHOH Oe3omacHo-
CTH nipu paboTe B ceTd MHTEpHeT ObUI CO31aH HE3aBUCHUMBIN KOHCOP-
uuyM ISTF (Internet Security Task Force) — obuiecTBeHHasi opraHu-
3allusl, COCTOSIILAS M3 MpEACTaBUTEEH U 3KCMEPTOB KOMITAHUN-TIO-
CTaBLIMKOB CPEACTB UH(POPMALIMOHHOI 6€30MacHOCTH, 3J€KTPOHHBIX
Ou3HecoB U mpoBaiaepoB Internet-uHbpacTpykTyphl. Llenp KoHcOp-
LMymMa — pa3paboTKa TeXHMYECKHMX, OpTaHU3aLlIMOHHBIX M omnepauLu-
OHHBIX PYKOBOJCTB IO 6e30macHocTH paboThl B Internet.

Koncopuuym ISTF Beumenun 12 obnacreit MHGOpMauMOHHOIM
0e30macHOCTH, Ha KOTOpBIX B MEPBYIO ouepedb MODKHBI CKOHLEH-
TPUPOBaThb CBO€ BHUMAaHHWE CO3/aTeH JeKTPOHHOIO 6u3Heca, 4yToOhl
obecrneyuTb ero paboTocnoco6HOCTb. DTOT CHHUCOK, B YAaCTHOCTH,
BKJTIOYAET:

e ayTeHTU(DUKALMIO (MEXaHH3M OODBEKTUBHOIO MOATBEPXAECHUS

naeHTuduUMpylowed MHGopMauuu);

e MPAaBO Ha 4YacTHYIO, MEPCOHAIbHYI0 MHGopmauuio (obecreve-

HHME KOH(UIEHLHAIBHOCTY HHGbOpMALUHU);

» onpeneneHue cobbiTuii 6e3omacHocTH (Security Events);

 3alLUTY KOPMOPaTUBHOIO NMEPUMETPA;

* ONpelesieHUe arak;

¢ KOHTPOJIb 332 MOTEHLIMAJILHO OMAaCHLIM COAEPXUMBIM;

* KOHTPOJIb AOCTYMA;

* aIMMHUCTPHPOBAHHUE;

» peakuuio Ha cobuTust (Incident Response).

Pexomennauuu ISTF npelHasHavyeHbl WISl CYLLECTBYIOLIUX WM
BHOBb 00pa3yeMbIX KOMITAHUH DJIEKTPOHHOW KOMMEPLHMHU M 3JIEK-
TPOHHOIO GU3Heca.

Hx peanusauus o3Hayaer, 4ToO 3aliMTa MHGMOpPMaLHUU B CUCTEME
3JIEKTPOHHOTO OU3Heca JOKHA GbITh KOMILIEKCHOM.
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Jias KOMILICKCHON 3aLHHUTHI OT Yipo3 M rapasHTuy 3KOHOMUYECKH
BRIFOAHOTO K BE3011aCHOTO HCIIONB3OBAHUSA KOMMYHKUKALKOHHEIX pe-
CYPCOB [UI5 INeXTpOHHOO Hi3Heca HeoBX0anMO!

» TIPOAHASUIUPOBATD YIPO3Hi DEIOMACHOCTH AN CUCTEMB! IEK-
TPOHHOro BUaHeca;
paapaborats nOAWTHRY BHMOpMaLHOKHOA Be30nacHoCTH;
3aLUMTHTH BHEUHUE Kananbl nepenasy udagopmauuu, obecne-
4Y¥B KOHQUACHIIHANBHOCTD, HEJOCTHOCTE ¥ NORJIMHHOCTD Ne-
pesasaeMon 1o HuM uHdopMaL ks,

« TAPAHTHPORATH BO3IMOXHOCTL BE30TIACHOIO NOCTYNA K OTKPHi-
THIM pecypcaMm BHELUHuX ceTelt u Internet, a Taxke oSieHus ¢
NOAL3OBATEAMY 3THX CeTei;

« JALUKTUTE OTHCABHBIE Haubonee xoMMepuecky snaupMsie MC
HC3ABUCHMO OT HCHOJIB3YECMbIX HMH KaHANOB MEpeaayy HarHbIX]

« NPEAOCTABUTHL NEepCOHany 3AIUKMILEHHHIM YAANCHHBH NOCTYI K
AHGPOPMALKOHHBIM PECYPCaM KOPiOpATHBHOMN CeTH;

» OBECHIEYUTL HANEKHOE LEHTPANKIOBAHHOE YNPABACHNE CPEHCT-
BAMH CETEBOH 3aUIHTHE.

Cornacuo pekoMexnzaumsm ISTF, nepseiM # paxuHe#lum 3Ta-
oM pa3paboTKU CHCTEMBl UHGOPMALUMOKKON DE30NMACHOCTH 3NEK-
TPOHHOFO OHu3HECA ABNSIOTCS MEXaHN3Mpl VIPaBACHUH NOCTYNOM X
CeTAM ODLUECTO NOAB3OBAHUA M AOCTYIIOM M3 HEX, 38 TAKXKE MEXaHH3-
MEl 0€301aCHBIX KOMMYHRUKaUMHA, peannsyemsie M3 u nponykTamMu
JAIIKIUEHHBIX BUpTYanbHbiX cetet VPN,

ConpoBoxkias MX CPEACTBAMHM MHTCTPALMH H yhipaBieHKMA BeeH
KnoueBoi uHbopmauuei cuctemst sawmTsl (PKI — uu®pactpyxry-
PA OTKPBLITHIX KHoueH), MOXHO TONYuYuTh LENOCTHYIO, LEHTPAIK30-
BAHHO YNPaRIfAEMYIo CHCTEMY HHGBOPMALHORHON Ge30HacHOCTH.,

Crenyomsii 3tan BROYAET MHTEPUPYEMBI¢ B ODILYIO CTPYKTY-
PY CpelcTBa KOHTPOAS NOCTYNA 10oNb30BaTe el B CHCTEMY BMECTE C
CHCTeMON ONHOKPATHOTO BXOZA U apropuiauny (Single Sign On).

AHTHBUPYCHAS 33ILKTA, CPEACTBA ayAMTa W OOHapYXeHWs aTak,
710 CYUIECTBY, 3aBEPLIAKYT CO3ZAHHUE HHTECIPHUPOBAHHOK LECAOCTHOH
CHCTEMBI DE30NACHOCTH, ECNH peys He uier © pabore ¢ XonduueH-
UHanbHBIMH JIaHHbIMK. B 91OM cayuae Tpelyiorcst CpeacTBa Kpunto-
rpahruecKoi AIKTH JAHHLIX B 3NEKTPOHHO-LHAGPOBOHE NOANUCH.

Jns peannsausu OCHOBHBIX DYHKUHOHAABHBIX KOMIIOHEHTOB
cucTeMBl Be30nAacHOCTH ANS 3MEKTPOHHOIC OU3Heca JIPUMEHSIOTCS
PA3NKYHBIE METOZB!l Y CPEACTBA 3ALLKTH WHGOPMALHMAY

* 33IUMILEHHBIC KOMMYHUKALKOHHbIE TIPOTOKONbI;

e CpeiCTBA Kpurrorpadus;
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e MEXaHHU3Mbl ayTEHTU(GHUKALMHA U aBTOPU3ALIMH;

e CPEICTBa KOHTPOJS NOCTyNna K paboyMM MecTaM CETH U M3 ce-
Tei o0l1ero Noab30BaHMS;

e AHTUBHUPYCHbIE KOMILJIEKCEI;

e TIPOrpaMMbl OOHApYXEHHUS aTak U ayIHTa,;

CpElICTBa LIEHTPAIM30BAaHHOIO YNpPaBJIeHUsS KOHTPOJEM IOCTY-

rna noJib3oBaTeseil, a Takke 6e3omacHoro oOMeHa NakeTaMu

NaHHBIX U COOOILIEHUAMH JIOOBIX NMPHUIOKEHUNA IO OTKPBITHIM

1P-ceTam.

IlpyMeHeHHe KOMIUIEKCA CPEICTB 3aLUTH Ha BCeX YPOBHSIX KOp-~
MOPAaTUBHOMU CHUCTEMBI IO3BOJISIET NOCTPOUTh 3(M(HEKTUBHYIO M Ha-
JEXHYI0 cucTeMy obecriedeHHs HHPOPMALIMOHHOM 0e30MacHOCTH.

IlepeuncieHHble Bbllle METOAbl M CPEICTBA 3alUMThl MHPoOpMa-
LMY TOoApoOHO pacCMaTpPUBAIOTCS B MOCHEAYIOLIUX [J1aBaX KHUIH.



Fnaea 3
NMOJMMTUKA BE3OINMACHOCTHU

Toa noaumuxod besonacrocmy OPraHy3aALIAN IIOHKMBI0T COBO-
KYNHOCTh ZOKYMEHTHDPOBAHHBIX YIIPARIEHYECKNX PEIIeHK i, Hanpas-
JEKKBIX Ha 3aMTY HEDOPMAIIKK ¥ aCCOUMKPOBAHHRIX ¢ HEl pecyp-
coB, [onuTrka 6e301aCHOCTH SBASCTCS TEM CPENCTBOM, C NOMOLILIO
KOTOPOIO peanu3yercs JesiTeabHOCTE B KOMIIBIOTEPHO! nHopMaiy-
OHHOM CHCTeMe opralKlaiyi. BooBlle nosuTiKa Ge3011acHOCTH O~
DEACHRETCH HCIICB3YEMON KOMIILIOTEPHOMR CPEROM ¥ OTPaxaeT crie-
unduyeckue noTpebHOCTH OPrakK3alnm.

O6rrano KUC npencrasasieT cofod CAOXKHBIE KOMIUIEXC Pa3HO-
POOHOr¢, HHOTAA IIOXO COMIACYIOLLENoCa MEXARY CoB0H annaparHoro
K fporpaMMHoro ofeciieneHus: KoMnpoTepos, OC, ceTeBbX CPENCTB,
CVYBI, pasnoobpasuplx npraoxenyi, Bee 5TH KOMIIOHEHTH 00bIYHO
005127a10T COOCTREHHBIMU CPEACTRAMY 3LUUTH, KOTOPHIC HYXHO CO-
racorath MeXIy coCoit, JlosTomy B KauectBe COTIacoBaHHOM raar-
dopmpt no ofecneyeHuI0 GE30MAaCHOCTH KOPNOPATHBHOM CUCTEMBI
oveHb BaXHa 3OdheKTUBHAN TONNTHKE BesoracHocTy. 1o Mepe pocra
KOMNIHLIOTEPHOH CHCTEMBL ¥ MHTETPALNMY €€ B MODANBHYIO CeTh, HeoB-
XO0uMO OOECIICYUTh OTCYTCTRHE B CHCTEME ClabhIX MecT, HOCKONBKY
BCE YCHIIMA 1O 3AILHTE UHOOPMALMK MOTYT ObiTh 00ECIICHEHB! I
OIHOH OfUICHIHOCTHIO.

HonuTuky ©6€3011aCHOCTH MOXHO NOCTPOMTHL TakuM obpasoM,
4T100bi OHA YCTAHABNHUBANA, KTO KMECT HOCTYIl K KOHKDETHBIM aKTH-
BaM ¥ MIPUIOXEHUSIM, KaAKHE PO U OOA33HHOCTH ByRYyT KMETh KOH-
KPETHBIE JIHLA, 8 TAKXKE JIPENYCMOTDETH fIPOUECNYDPhi DE30NACHOCTH,
KOTOPBIEC YETKO JIPEHNMCHIBAICT, KAK OOJLKHBI BBIFIONHATLCS KOH-
KperHple 3anaqy 6esonacHocti, OcoberHocTY paboTsl KOHKPETHOIO
COTPYAHUKA MOIYT 110TpeOOBaTL NOCTYNA K WHOOPMAHH, KOoTopas
He RokHAa ObITh ROCTYNHAE OpyruM pabotirkaM. Hanpumep, MeHeld-
Xep No fIEPCOHaNnY MOXET MMETh ZOCTYN K HacTHol HHOOopManu
JNOBOrc COTPYAHWKA, B TO BpeMs KaK CHOELMandCT 110 OTYETHOCTH
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MOXET MMETh HOCTYH TONHKO XK BYHAHCOBBRIM ZaHHBIM 3THX COTPYA-
HHUKOB, & PHACBON COTPYEHMK OYAeT MMeTh AOCTYN TOJLKO X CBOCH
COOCTBEHHOH riepcOHANBHON HHDOPMALINH.

Honntrka 6e30nacHOCTH ONPEAC/IsNeT NOKIUMIO OPraHK3alud 1o
PALMOHAIBHOMY HCTIONL30OBAHHIO KOMIHIOTEPOB ¥ CETH, & TaKXe Iipo-
HeAYpsl O TIPEROTRPALIEHHIO U PEATHPOBAHKIO Ha MHLUMLCHTH §e30-
nacHOCTH. B GonBUIOH KOPROpaTHBHOR CHCTEME MOXET NPHMEHSITHCH
LIKXPOKHI AHana3oH PasHbIX MOJNUTHK -~ OT OH3HEC-TIONNUTHK A0 Cle-
URGHUIHBIX IIPABKWI AOCTYNE K HabopaM NaHHBIX. DTH NOAUTHKY [OA-
HOCTBIO ONPEHEISIIOTCH KOHKPETHBIMY NOTPEOHOCTAMM OPrasK3aLKi.

3.41. OCHOBHGI® MOHSITHS NONMTHKK BE30NaCHOCTH

TlonuTrKa DE30MaCHOCTH ONpEenessieT CTPATETKIO YADPEBICHUS B
ofnacty HHDOPMALIMOHHOH BE30M1aCHOCTH, A TAKXKE MEPY BHUMaHUs
A KONMMYMECTBO PECYPCOs, KOTOPbie CuyTaeT ienccoobpazHhiM Bblie-
JINTh PYKOBOJICTRO.

TTonutuka He30NaCHOCTY CTPONUTCS HA OCHOBE aHAIK3a PHUCKOB,
KOTOpbie fpu3HaloTcs peasbHbiME s MC oprauusaumy. Korna
NIPOBE/ICH aHA/K3 PUCKOB K OfIPEREACHA CTPATEI st 33U ThI, COCTAR-
JISETCS TIPOFpaMMa, PeANN33UMAS KOTOpOoH MOMKHa O0eCiieunTh KHH-
GopMaALKOKHYIO §€30TacCHOCTD. O 3Ty IpOrpaMMy BuIIENSIOTCH pe-
CYPChl, Ha3HA4AIOTCH OTBETCTBEHHBIE, OfIPENCASETCS TIOPSAOK KOH-
TPOJIS BHIIOAHEHMS NPOTPAMMBL 1 T. I

TTonuTtika 6e30MaCHOCTH OPralKu3aLikK JICJKHA KMETh CTPYKTYPY
KPaTKOro, AErKo MOHHMAEEMOrc AOKYMEHTA BRICOKOYPOBHEBGH fIOAH~
THKK, TIONIEPXABICMOIO KOHKDETHRIME JOKYMEHTAMK CHENHATN3N-
pPCBaHHbLIX NOJKUTHK U npouexyp 6630[1&(:1{061'14.

BricokoyposHeBsas nosnTHka 0e301aCHOCTH NOJDKHE BEPHOIHuE-
CKK DEepeCMAaTPHRATBCS, TapaHTHPYA TeM CaMblM YMET TeKYUiHX fl10-
TpebHoCcTER Opranu3anvK. JOKYMEHT TOAKTHKYE COCTABASIOT TAXHM
o0pas3oM, 4TeOhl NOAKUTHKA ObIA OTHOCHTEALHO HE3aBUCHMOH OT
KOHKPETHBIX TEXHOIOTH s B 3TOM (Ciiydae JOKYMEHT HE HOTpCﬁyC’I’CH
A3MEHSTh CIMILKOM YaCTOo,

f.iﬂﬁ TCOTrO ‘{TOﬁial fIO3HAKOMHUTBCS ¢ OCHOBHBIMY fIOHATHAMH IiO~
JUTHKH 6630{186HOCT‘£‘I PacCMOTPHM B KaueCTBC XKOHKPCTHOIO f1pH-
Mepa TUNMOTETHUYECKYIO JIOKATBHYIO CETh, APHHAMIEXKANYIO HEKOTO-
POt OPraHM3alKK, ¥ ACCOUMMPOBAEHHYIO ¢ Heil noJuTUKy Gesonac-
Hocty {5, 63).
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Tlonuruka GesonacHocTr OOBIMHO OGODMIRETCS B BUAE HOKY-
MEHTA, BKIIOMAIOIIEIO TaKWe pasiiesibi, KaK ofucaHue npodremsl,
oBnacTy NpUMEHEHUS, TIO3UIMA OPraHu3aliuM, PaclpeieieHHe po-
JeH u oba3auHoCTel, CaHKLIMY ¥ AD.

Onucanue npoSaemsl. Vindopmanns, LUPKYAHPYIOWAs B PAMKAX
AOKAanbHO{ CeTH, SBJIACTCA XPWTHMECKW BaxHOR. JlokampHas cers
NO380/15ET NONB3OBATEIAAM COBMECTHO KCIIONL30BaTh MIPOrPAMMbI M
JaHHbie, YT0 YBENIHYMBAET yrpo3y OesonacHocty. IloaTomy Kaxibih
K3 KOMITBIOTEPORB, BXOASIUINX B CETh, HYXIaeTca B Oonee CUABHOM 33~
myre. DTH NOBHILICHHBIE Mephl GE30NaCHOCTH M SABISIOTCT TEMOH
AAHHOTO AOKYMEHT3, KOTOPBIA NpPU3BAH NPOAEMOHCTPUPCBATEL CO-
TPYRHHKAEM OPTraHy3ailMy BAXHOCTh 3alUThi CETEBOA Cpenbi, Onu-
C4aTh MX pONb B ofecneueruy O€30MaCHOCTH, & TAKXKE PAChpPeaeiuTh
KOHKpeTHbi¢ 00s3aHHOCTH 110 3aiuTe WHGOPMALUH, LUPKYINPYIO-
HIeH 8 CeTH.

Ob6nacts npymenenus. B cepy AeficTBHA JaHHONE NONUTUKY 1O~
[lAZA0T BCE annaparHbie, NpOrpaMMHbie ¥ MHGOPMALHMOHHLE pe-
CYDCH, BXOOAHIME B JIOKAILKYIO CeTh npennpusitus. Yloautika opur-
SHTHPOBaHA TAKKe Ha moneH, paboTaroliixX € CeThIO, B TOM YHChe Ha
nonp3oparesel, CcyOnoapANYMKOB 1 NOCTaBHIKKOB.

Tosuuus oprawmsaumn. OCHOBHBIE LAY — OGECIIEYeHHE LEAOCT-
HOCTH, ZOCTYITHOCTH ¥ KOH(UACHIMAIBHOCTY HAHHBIX, a4 TAKXE HX
MONHOTBL ¥ aKTyalbHOCTH. K 4aCTHBIM LiensM OTHOCHTCS:

« obecneyeHue ypoBus Ge30NnacHOCTH, COOTBETCTBYIOIUETO HOP-

MATHBHBIM AOKYMEHTAM,

¢ CIIENOBAHME BKOHOMMYECKOHR ienecoobpasHOcTH B BbIdOpE 32-
HIUTHBIX Mep {PacXogbl HA 3aILMTY He AOMXKHbBI NPEBOCXOHHTH
npeanonaraemsil yiepd or Hapyiuenus HHGOPMALHMOHHOM
6e30TMacHOCTH);

« ofecrieieHne OE30NacHOCTH B KAKIOH (QYHKIUMOHAIBHOH 06~
JACTY AOKATBHOM CETH,

« ofecrieyeHne FOBOTYETHOCTH BCeX AeficTBuit noabscpareneit ¢
uHdopMaLne ¥ pecypeaMu;

« ofecneyeHse aHAIKU3a PETHCTPALMORHON MHOOPMALIHH;

e JIPEOOCTABACHHUE [IONB30BATENSAM HOCTATOUHOM MHOOPMAELNHT
IN5 COBHATEABHOrO NOANEPXKAHUKS peXKMa De30naCHOCTH;

e BeIpAOOTKA TIAHOB BOCCTAHOBJIEHMS TIOCNE ABAPHHM M KHBIX
KPUTHYECKUX CHTYALIKH AN BceX (PYHKLHMOHARALHBIX oOnacted
¢ Henbio obecnicueHns HENPEPBIBHOCTH paboOThi CeTH;

¢ obecnedyeHne COOTBETCTBHA ¢ MMEIOIMMACA 3aKOHAMH K 06-
IUEOPTaHN3ALMOHHOM NOAKUTHKCH DE30NACHOCT].
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Pacnpenenerue ponet u obssansocredl. 3a peanuzamuio copmy-
JAVPOBaHHBIX BbluiC ILEACH OTBEYHAIOT COOTBCTCTBYIGLINE JIOJNKHOCT-
HLIC JHila B [ICAb3CRATEAK CETH.

Pyxoeodumenu nodpaadenenusi OTBEYAIOT 3a JIOBEACHHUE TIOROXKE-
HUE f0AKRTHKE §€30fIacHOCTH A0 NOAB3IOBATENEH KM 3a KOHTAKTHI €
HAMK.

Aomunucmpamopst #0KaneHo4 cemu O0LCIICUNBAIOT HENPEPHIBHOE
(GYHKIKHOHMPOBAHKE CETH K OTBEYAIOT 33 PEATHM3ALIKIO TEXHUHECKHKX
MeEP, HEOOXORUMBIX st IPOBEHEHUA B XKU3HE FOAKTHKH BE30aCHO-
cti. OHp 00s3aHbI

ofecriesuBaTh 3alIUTY ODOPYAOBAHKSA JOKANHHOH CeTH, B TOM
uyyicne UHTEPDENCOB C APYIUMY CETIMU;

OnEPATHBHO ¥ PEKTHREO pearuposaTh Ha cOBHITUS, Tasiue
YIpo3y, KHQOPMEPOBATL AIMMHHCTPATOPOB CEPBHCOB O IO~
fIBITKAX HapYIUCHUS 3a1UINTHI,

KCYIONb3IOBATE MPOBEPCHHBIC CPEHCTBA AYANTA U OOHAPYXEHUA
OJNO3PHUTEABHEBIX CHTVALIMH, €XEAHEBHO AHANKIKPOBATE DErK-
CTPALMIOHHYIO NH(OPMALHIO, OTHOCAILYIOCH K CETH B LEAOM #
K GainosbiM cepBepaM B 0CODEHHOCTH;

HE 3/10YII0TpelAsTL CBOMMM NIOAHOMOYHSMY, Tax KakK NoAbL3o-
BATENH YMMEIOT YIPABC Ha TaiiHy;

pa3pabartsiBaTEL NPOLIEAYPH! ¥ IICATOTARINBATE RHCTPYKUKHK IS
32WATHL ACKAIBHOM CETH OT BPEIOHOCHOIO JIPOTPEAMMHOTO
o0eCIIeYeH NS, 0KA3biBaTh NIOMOIL B OOHApYXXeHUH ¥ JAUKBUAA~
¥ BPEAOHOCHOIO KO3,

PEryasipHO BHIICAHATH PE3CPBHOE KONHUPOBanue NHGPOpMaLni,
XpaHsileHcs Ha ¢afnosbiX cepaepax;

BBIIG/IHAITh BCEe M3IMCHEHHUS CETEBOH arnapatHo-IPOrpaMMHOR
KOHPUIypaLuH;

rapaRTHPOBaTh 00S3ATCABHOCTD NPOLCAYPS! HAEHTHDHKALNY K
ayTeHTHQHKALKY IS AOCTYHA K CETEBBIM PECYPCAM, BHIICHSTH
HOAB3OBATC/IAM BXOAHBIE MMEHA ¥ HAYANbLHBIE NEPONK TONBKO
fIOC/IE 3aTI0AHEH NS PErUCTPALMIOHHBIX GODM;

fIEPHOAKYECKHU fIPOMUIBOAUTE JIPOBEPKY HANEXKHOCTH 3alUKTHI
AOKAABHOH CeTH, HE NOMYCKATh NOAYUEHMS NPHBUICIKE HEap-
TOPH30BAHHBIMK 110b30OBATEAAMU.

AOMunucmpamopst cepeucos OTBEYAIOT 32 KOHKPETHbiE CEPBUCHI,
¥ B YaCTHOCTH 3a FIOCTPOEHME 3allUThl B COOTBETCTBUM ¢ Obuieit 110-
JaTEKoH Oesonacxocty. Oy o6s33HbI

VIIpaBAsTh fIpaBaMK JOCTYNA MNOAb3cBaTe/le# X OOCHYyXHBae-
MBIM OOBLEKTAM;
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¢ OfICPATHBHO K 2(hGHEKTHUBHO PLAaTnpoBarTh Ha COOBITHS, Taslue
YIpO3Y, OKa3biRaTh TIOMOb B OTPAXCHUHN YIDO3bI, BRIIBACHNK
HapynTene# ¥ NpenocTapieHuy YHPOPMALINY A K¥X HaKasa-
Hys,

e DETYJSIPHO BRINONHATD PE3CPBHOES KOTIUPOBaHKe nHdOpMaLiny,
oOpalaTeiBacMO CEPBHCOM;

* BBIASISITH [I0/b30BATENAM BXOAHBIC NMEHA W HAYANbHbIE 11ap0-

JIK TOZBKO TIOC/E JATIONHEHNS PerUCTPALMOHHBIX HOPM;

eXEIHEeBHO AHATM3UPOBATL, PETHMCTPALUUCHHYIO HMHpOpMaLKO,

OTHOCHLIUYIOCSH K CePBACY, DPETVJSDHO KOHTPONMPOBATH CEPBHC

Ha TIPEAMET BPEIOHOCHOTO NporpaMMHore obecneyeuns;

¢ TIEPHOAKYECKY IIPOM3BOANTL TIPOBEPKY HAAEKHOCTH 33UIHTHI
CEPBKCA, HE JIOIIYCKATDh IONYYEHNS NPHBWICIHHA HEAaBTOPH30-
BAHHBIMY TIONB3IOBATENSIMH.

Hoavsoeamenu paboTaioT ¢ JOKANBHON CETHIO B COOTBETCTBUM ¢
TIONUTHKON 0e30MIaCHOCTH, MONYUHSAIOTCS PACIIOPSDKEHUSIM JIKlL, OT-
BEYaIOUiMX 3a OTiebHbIe acieKThl 0e30MaCHOCTH, CTARAT B M3BECT-
HOCTb PYKOBOICTEO 000 BCEX NOAOIPUTENBHBIX CUTYALMIX. OHH 05~
3aHbL

¢ 3HATB ¥ COBMIOOaTh 3aKOHBE, FIPABUNA, FIDHHATHIE B AHHON opra~-
HHU3ALKHK, TIONKTHKY 0€30aCHOCTH, IPOLERYPH De30MIaCHOCTH,
YICTIONB3IOBATE JIOCTYIIHBIE 33LINTHRIE MEXaHH3MB! JUts obecrieue-
HUSl KOHOMIEHLKANBHOCTH Y HENOCTHOCTH cBoeHl undop-
MaLKH;

¢ KCTIONB30OBAT, MEXAHM3M 3auiMThl GaiinoB M AOMXHLIM oOpa-
30M 3a@/14BaTh JIpaBa JOCTYIIA;

¢ BLIOMpPaTh KaueCTBEHHBIC FIAPOJH, PErysIPHO MEHSITh KX, HE 3d-
NUCHIBATE TAPOAK Ha Dymare, He COO01LAaTh X APYTUM JIKLAM;

» MHDOPMEUPOBATE AIMUHHUCTPATOPOB UM PYKOBOJCTBO O Hapy-
wWeHnaX BE30MaCHOCTH Y HHBIX TIOAO3PUTENBHBIX CATYALIMSX;

* HE KCNOAB30BATL CNaloCTH B 3ALUNTE CEPBHCOB K JIOKARLHOR
CeTH B 1IENIOM, HE COBEPLUATh HEARTOPHIOBAHHOU pabors ¢
HBHHBIMM, HE CO3/IaBaTh JIOMeX APYTUM I0jh30BATE/INM,;

¢ Bceraa coofiiaTh KOPPEKTHYIO MEEHTHOMKALKROHHYIO U ayTeH-
THOUKALHOHHYI0O WHOOPMALIMIO, He TIIBITATHCH paboTats oT
MIMEHM HPYIHX [I0JIb30BaTE/CH;

e 0DECreUrBaTh PE3EPBHOE KONKPOBaHHe MHQPOPMAELNN ¢ XeCT-
KOTO JIICKA CBOETO KOMITLIOTEDA;

¢ 3HATL FIPMHLIKMBL pabOTsl BPEAOHOCHOTO MIPOFPaMMHOre obec-
TIEYEHUs!, TIYTHW €ere MPOHUKHOBEHUSI K PACHPOCTDAHEHHS,
3HaTh N COOMIONATD IPOUEIYPHl MU TPENYIPEXICHHKS 1ipo-

§ - 3348
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HHAKHOBEHHA BPEAOHOCHOIO XG44, €ro OGH&pY)&(CHHﬂ B YEHY-
TOXEHUN,;

« 3HATH ¥ cOBMIONATH JIPABUIIA TOBEACHUS B SKCTPEHHBIX CHTYa-
LIMSIX, TOCACHOBATEABHOCTE BEHCTBUM NPY AUKBAXANNAY NOCAET-
CTBHH apapuit.

Canguau. Hapyiesue nosutrky 6e30aCHOCTH MOXET IOABEp~
HYTh JOKANBHYIO CETh M NUPKYAHDYOILYIO B HeHl MHboOpMaLuio He-
ponyetumoMy pucky. Cnydan Hapyuresust 6e3011aCHOCTH CO CTOPOHM!
FIEPCOHRANA JOMKHBI ONEPATHBHO pPACCMaTPHBATLCA PYKOBOACTROM
1151 IPHHATHS SUCHATIIKHAPHEIX MEP BIUJIOTH B0 YBOJIBHEH S,

Jonoanurencnas nudopmanng. KOHKPETHBIM rpynfiaM UCIIORHA-
Tenel Moryr norTpeboBaThes [isi O3HAKOMJEHHA [ONMONHHUTCAbHbIC
BOKYMCHTH!, B YACTHOCTH, JOKYMECHTH! CIICLHHANNIUPOBEAHRHBIX [10JIH~
THK ¥ apouenyp 6e30I1acHOCTH, a TAKKe Apyrie DYKOBOMSLUKE yKa-
sarus. HeobGxoouMOCTh B JOMONMHATEABHBIX JOKXYMEHTaX IOJNMTHK
6e30TMacHOCT B 3HAYWUTENBHOH CTENIeHH 3aBHCHT OT PasMepos H
CIOXHOCTK opraHusanuu. Jns npocrarodno OosblIof opraHv3auuu
MOTYT FIOTpefOBaThesl B AOTIOAHEHUE K Ba30BOR NOAUTHKE cneuua-
JIK3HPOBaKHbIe TOAKMTUKEK OezonacHocty. OpraHu3anky MEeHbIIEro
pasMepa HYXKIZIOTCH TOMBKO B HEKOTOPOM ITOIMHOXECTRE ClICLHany-
3MPOBAHHBIX TIONUTHK. MHOIHE U3 3THX JOKYMEHTOB [OJAEPXKKYU
MOIyT BbITh KPaTKuMy — 00BEMOM B OBHY-ABE CTPAHKIILL.

Ynpagnesueckne mepnt o6ecnevennn sibopMalMoHHON
HesonacHocT:

TnaBHOi 11e7bI0 Mep, APEATIPHHAMAEEMBIX HA YIPaBJIEHYECKOM
ypoBHe, siznsieTcs GOpMUpOBaKHue nporpaMMsl pabot 8 obnacty ux-
dopmaloHroil 6e3o5achocTH M ofeclieyeHue e¢ BHLINIOIHEHUS ny-
TE€M BbLICAEHHUST HEODXOAMMBIX PECYPCOB M OCYILECTBIICHUS PEryisp-
HOI'C KOHTPOJS COCTOSHHUS Aen. OCHOBOMH 3TOM NporpamMMbl SIBNSETCS
MHOTICYPOBHECBAs IICJIMTHKA 6830“8(:110(:’1‘?1, OoTpaxarniliast KOMILCKC~
HBIH [IOAXOM OPTaHM3alKK K 3alMTe CBOMX pecypeon 1 nudopMmanu-
OHHBIX aKTHROB.

C fIpaKTHYecKod TOUKH 3peHMUS OAUTHKY §e30nacHOCTH MOXHO
DasHeNUTHs HA TPY YPOBHS: BEPXHUHN, CpeaHMMi ¥ HIDXHM {5, 61

Bepxumit yposenbs TONUTHKY OE30TMACHOCTH ONpelenseT pelue-
HHS1, 3aTParvBaioliye OPraHM3alKio B LeOM. DTH DEUICHHS HOCHT
BecbMa OGIIMI XapakTep M HUCXORST, KaK Npasuijio, 0T PpyKoBOICTRA
OprasusaliKK.
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Taxue pellleHEUs MOTYT BKNIOYATh B 205 CHERYIOILIKE 3EMEHTBI;

o GOpMYANPOBKY Leneld, KOTOpbie NPECHENYeT OpPraHM3auus B
obnacty MHOOPMALMOHHOK (e30MacHOCTH, ONpeleieHne 06-
HIMX HATIDABACHUNR B OOCTHXEHUH 3THX LIEACH;

¢ QOPMUPOBAHKE WM TIEPECMOTP KOMIIIEKCHOH RPOrpaMmhb
ofecrieveHnss MHOOPMAUUOHHOH Oe30NACHOCTH, ORPENEHEHNE
OTBETCTBEHHDIX JMIL 34 TIPOJBIDKEHUES APOIPaMMEL;

» ODecrieyeHMe MaTepUanbHof Gassl mast COGnIIeHNs 3aKOHOB Y
FIPABHA,

o GOPMYNUPOBKY YIIPABAEHYECKHUX PELUCHMI NO BOMpOcaM pea-
JM3aMKE ApOrpaMMpl OE30TIACHOCTH, KOTOPbIE HODKHBI Pac-
CMaTpHBaTHCH HA YPOBHE OPrasM3aluy B LIEIOM.

Hoaumura Gesonacnocmu eepxnezo ypoars QOPMYANPYET LENH Op-
rapusaluy B 00nacTH BHOOPMALMOHHON Oe30MacHOCTH B TEPMUHAX
HENOCTHOCTH, AOCTYAHOCTH ¥ KOHMHaeHuHanbHocTy, Ecan opranu-
3aLMsA OTBEYAET 32 NOMICPXKAHNE XPUTHYECKH BaXHBIX 633 DaHHBIX,
Ha JIEPBOM TLIAHE JNOJDKHA CTONTD YesocmHocmb DaHHbIX, [Uist opranun-
3ALMH, 3AHUMAIOLLEHCS APOARXKAMH, BAaXHa GKTYANBHOCTE HHGOpMA-
LUy O NPEEOCTaBNAEMBIX YCAYFax ¥ LEHaX, A TaKKe e docmynHocmb
MaKCHMaNnbHOMY HUCAY TOTCHUHUANbHBIX noxynarened. Pexumnpas
OPraHu3ailns B IEPBYIO oyepens OyaeT 3a00THTRCA O KOHQUOeHUUaNb-
nocmy wrdopMalHy, T. €. 0 ee 3atuuTe or HC/LL

Ha sepxHuii YpOBEHb BBHIHOCHTCH YHPABICHHE PECypcaMM 0e30-
NACHOCTY U KOOPAMHALIMA UCNOAB30OBAHUSA ITHX PECYPCOB, BbLIENE-
HHME CIELNHANbHOrO IEepCoHaNa AN 3ALULKTH KPHTHYECKY BAXHBIX
CHCTEM, NOJUIEPXaHUE KOHTAKTOR C APYTUMH Oprasu3alinaMu, obec-
TICYHBAKILMMY UM KORTPOSMPYIOWHMY PEXNM GE30MaCHOCTH.

TlonuTXa BEPXHEro YpOBHS IHOMXHA YETKO Onpelenats chepy
cBoero BAMaHMA., B Hee MOryT OBITH BKAIOUEHB! HE TONBKO BCE KOM-
NBIOTEPHBIC CHCTEMbI OPraHU3ALIMHM, HO ¥ AOMALUHMUE KOMMABIOTEPH!
COTPYHAHWKOB, €CliM FOAMTHKA PErNaMEHTHPYET HEXOTOPHIE ACHEKTHI
MX MCTIONb30BaHMs. BO3MOXHA ¥ Takas CMTyalus, Korma B chepy
BAMSAHMS BKAIOYNAKOTCH AVLib BAaHOONEE BAXHBIC CHCTEMBI.

B NOAMTHKE DOMKHb OBITH ONpeaeaeHb! O0A33HHOCTH HONXHO-
CTHBIX JIMLL 110 BrIPabOTKE TIPOIrpaMMel 0e30MaCcHOCTH ¥ FIO TIPOBES-
HUIO €€ B XU3Hb, T. €, TIONIMTHKA MOXET CAYXUTE OCHOBOK HOROTYET~
HOCTH TIEpCoHana.

TlonuTHKa BepXHETO YPOBHS MMEET HEHO C TPeMS ACNEKTAMY 3a-
KOHOJIOCAYIHOCTH H UCIIORHHTENLCKON HMCLUMTINMHELL Bo-AEpPRBIX,
OpraHM3aLua J0/DKHA COONIONATh CYLLECTRYIOILME 3aKOHBl. Bo-BTO-
PBIX, CREAYET KOHTPOAUPORATD ACHCTRHS JIMLL, OTBETCTBEHHDIX 34 Bbi-
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paboTky nporpaMmbl GesonacHoctn. B-Tperbux, BeobxoamuMmo obec-
fICYUTHL HCTIOTHUTCIBCKYIIC HUCHHIVIHEY f1IEpCOHANA € $IOMOLUBIC CHC~
TeMb! FIOCILPEHHUA U HaKazaHu,

Cpeumit yponenn NOANTHKY GC30MACHOCTH ONPEIENNCT PELUCHUE
BOMPOCOB, KACAIOMIMXCH OTECABHBIX ACNEKTOB MHBOPMALHMOHHON
$e30MacHOCTH, BO BAXEBLIX WIS PAlIHYHBIX CHCTEM, 3KCIUIYATHDYE-
MpIXx oprauusanmnedl. IIpumepb: Takux BOAPOCOB — OTHOUICHHE XK
pocryny B Internet (npoGnema covMeTaHus ¢BOGOAB! MOAVYEHUSA ¥H-
BOPMALIMY C 3ALUNATON OT BHEIHMX YIDO3), HUCTIONLIOBAHME JOMALLl~
HHMX KOMITBIOTEPOB U T. Il

Hosumuxa Gezonackocmu cpednezo ypoera NONXH& OFNPEACSTH
BIA XaKIOro acnekra MEOQOPMAMOHHON 0e30NacKoCTH CACAYIouIue
MOMEHTBE:

o ORYCARUE acrexma -~ TIO3WINS OPTaHH3aALMKM MOXeT OplTh
chHOPMYIHPOBAHA B AOCTATOYHO OOLIEM BMEE, @ MMCEHHO KaK
HaGop ueselt, XOTOpHC NPECICAYST OPTAHK3ALMA B JAHHOM ac-
neKre;
obaacmp npumMenenus — CIeayetT crneuHIINpOBaTh, HIE, Korna,
K&K, ITC OTHOLUCEHIC K XOMY H YeMY NPpHMCHACTC daBHak fo-
NUTAKS BC30HaCHOCTH;

o pOAY ¥ ODR3ARROCHIU — BOKYMEHT HOJKCH COREPXATH MHOOD-
MAHIMI0 O DOJDKHOCTHHIX JMIAX, OTBEYAIOUIHX 33 FpOBejCHHE
NOMBTHKH Be30MaCHOCTH B XH3HbD,

CAHKUUY ~ FIOAUTHKA OMKHA comepxXars obluee onucanue sa-
NPELICHHBIX ACHCTBHIE B HAKA3AHMH 38 HHX;

* MOYKU KORMAKMA ~ FONKHO ObITh U3BECTHO, Kyia creayet 06-
PALATHCH 34 PATBACHCHHAMM, MOMOIUBIO ¥ JONONHMTENbHOR
urbopmaimeit. OBBIYHO «TOUKON KOHTAKTA» CAYXHUT HEC/DKHO-
CTHOE JIHLIO.

Hiokap# ypoBenb [OAUTHKH OC30NACHOCTH OTHOCUTCS K KOH-
KpeTHbiM ceppucam. OHa BKIIOYAEET /1Ba ACNICKTA — LEAH K NPaBUIa
X DOCTHXEHHA, FIOATOMY €€ NOpO# TDYAHO OTIEAHTH OT BONPOCOB
peanusaiui. B OUIHYHC OT JBYX BEPXHMX YPOBHCH, paccMmarpuBac-
Mas FIOAMTHKSE H0XHa ObiTh 6osiee CTanbHOM, T. €. FIPH CIEEOBAHMH
NOMHTAKS OL30MaCHOCTH HUXHErO YpOBHA HEoOXOmHMO HAThL OTBET,
HBANpHUMEpP, Ha TAKHE BOFIPOCH:

e XTO HMEeT MIPABO AOCTYIa X O0BEeKTaM, NMOANEPXKUBAEMbBIM CEp-

BHCOM;

« NIPH KaKUX YCTIOBUAX MOXHO MHTaTh M MOZUDUIUHPOBATE NaH-
HpIC;

» XaK OPraHU30BAH YEANCHHEHIH JOCTYN K CEPBHCY.

-
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Honumurxa 6ezonacnocmu HUMNCHECO YpOBHst MOXET HCXCIKHTL K3
COOOPAXKEHHIE LEMOCTHOCTH, HOCTYRHOCTH ¥ KORQDUICHUKAILROCTH,
HO OHa He JOMXHA HA HUX OCTaHaBauBarThes. B ofllem ciyyae neny
OOJIXHBI CBsi3bIBaTH MeXAy coBoii 0OBeKTH CepBHCa K OCMBICNCHHLIC
AeHCTBUS C HUMHE.

M3 ueneit BIBOAATCA mNpaBuna 0Ge30MACHOCTH, OIMHCHLIBAIOILKE,
KTO, 4TO ¥ TIPK KaKHX YCAOBUSIX MOXET JIeN1aTh. YeM HeTa/ibHee IiPABK-
Na, 4eM bonee MeTKO ¥ GOPMANIHHO OHM HINOXKEHB!, TEM NPOie Noa-
LEPXEBAT, X BHIGCIHCHHE NPOrPaMMHEO-TEXHHUYECKHME MEpaMu.
OB6u14HO Haubonee HOPMANILHO 3a0aI0TCH 1IPaBa ZOCTYNA K OGbeKTaM.

3.2. Crpyurypa noautHuu 6e30MnacHOCTH OPrarM3aLmH

s SonpluyHCTBA OPraHM3alKit MOAKTHKE Ge30MacHocTH abco-
AOTHO HeoOxoouMa. OHA onpenensieT OTHOMSHUE OPTAHU3ALMK X
ofecriee R0 0e30NacHOCTH ¥ HEOOXOMMMBIE NCHCTBHA OpPraHMu3a-
IHMH NO 3alUMTe CBOHMX PECYPCOB ¥ aKivBOB. Ha OCHOBE MOMHTHKH
5e3051aCHOCTH YCTEHABIKBAKTCH HEOOXOAUMBIE CPEACTRA Y IpoUeny-
Pyl BE30NACHOCTH, 4 TAKKE OTNPENeASIOTCH POAH H OTBETCTBEHHOCTH
COTPYAHKKOB OPralH3aiuy B obecrneyeHuy Ge30nacHOCTH.

Obb1uKo nonuTHKa 6e30MaCHOCTH OPraiK3aliMy BIOTIONALST:

» D430BYIO TIOAUTHKY GE30TIACHOCTH;

s CTICUMAIMINPOBAHHDIC TONUTHKH OE30MACHOCTH;

* NPoUEAYPH 5e3051aCHOCTH.

OCHOBHBIE NOAOXEHKS [TOAMTHKK O€30MACHOCTH OpraKu3aLiui
ONKCHIBAIOTCA B CREAVIOHINX AOKYMEHTAX:

» 0030p noaumuxu 6e30nacHocmu — PACcKpbHIBaET LENb NOAMTHKH

5E30MaCHOCTH, ONKCHIBACT CTPYKTYPY HOAUTUKY Oe30114CHO-
CTH, noAPOGHO HM37araeT, XTC ¥ 32 MTO OTBEYaeT, YCTAHABIHBaA~
€T TIpOUEAYPHl U NPEAIIOAdraeMbie BPEMEHHBIE PAMKH [UIS BHe-
ceHust uaMeHeHuH. B 3aBucKHMOCTH OT MacluTaba Oprasv3aiii
nonuTHKa 6e30NaCHOCTH MOXET CONEPXKaTh GONbIIe MK MEHB~
1€ pa3nenos;

e onucaxue 65a30600 nosumuru GeaonacHocmuy — ONpEASHsieT pas-
PEILUCHHbIE ¥ 3aNPELICHHBIC ACICTBUSA, a8 TAKKE HeoOXOoayuMbie
CPEOCTBE YNPEBJACHYA B paMKaxX DpeasiH3yeMOB 4ApXUTEKTYDSH!
Be301aCHOCTH;

* DYKOBOGCMSO RO apxumexmype 6e30nacHocmy — OTTUCHIRAeT pea~
FH3ALKIO MEXAHK3MOB $€3011aCHOCTH B XOMITOHEHTAX apXHTEXK~
TYPH, KCTIONB3YEMBIX B CeTH opranusauun (puc. 3.1).
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Menwruka S830RBCHOCTH OpTRHNIALNA
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Puc. 3.1. CTpyKTypa NOARTUKY Ge30RaCHOCTH OPTraBn3auun

I'naBHBIM KOMIOHEHTOM NONUTHKK 6E30f1aCHOCTH OpraHM3aLuy
ansiercs 6a30Bas nonaKTHKa BezonacrocTy [9],

3.2.1. Bazosas nonutuka Be30nacHoCTH

Ba3sosas noiauTuxa 6€30MaCHOCTH YCTAHABIMBAET, KaK OpraHM3a-
uusg ofpabarTriBaeT MRGMOPMALIMIO, KTO MOXET NIOAYMUTL K He#t xoc-
TYII ¥ KaK 3T0 MOXHO CHenaTsh,

Hucxopsumit nouxon, peanunsyempiit 6azosolit nonutuxoit Heso-
[IACHOCTH, BAET BOIMOXHOCTb ITOCTENICHHEO U IOCHEHAOBATENILHO Bbi-
DONHATH PaboTy MO CO3Hanuic CHCTeMsl $e30nacHOCTH, HE IIHITasch
Cpa3sy BHITONHNTE ee LenrKoM. Basopas noauTuxa nossonser B moboe
BPEMS O3HAKOMMTBCSA C [IONUTHKOM Be30MacHOCTH B NIONHOM o0beMe
% BRISICHUTH TEKYHIEE COCTOsSKUE $L30MaCHOCTH B OPraHu3auM.

CTpykTypa ¥ COCTaB NOAUTHKHK Be30MacHOCTH 3aBUCHUT OT pasMe-
pa u uenelt xomnanuu. OOniyro Gazosasd nonutuxa 6e30MACHOCTH
OpraHM3alMK TTONACPXHBACTCH HAbOPOM CHELHANU3KPOBAHHLIX T0-
JIMTHK ¥ fpouenyp 6e30rmacHOCTH,

3.2.2. Creunanuauposaunsie nonuruku Gesonacunocru

TIOTEHLIMANBHO CYLHECTBYIOT HECHTKH CHELMAM3HPOBaHHbIX F10-
JAUTHK, KOTOPBIE MOIYT NIPHMEHSTHCS GONBIIMHCTBOM OpraHM3almnii
cpenHero u Bonsioro pasmepa. HexoTopsle NONMTHKY NpenHalHa-
YAKOTCS JUIS KAKIOW OPraHu3auuy, JAPyrue — creuudyuyssl Lid on-
peleNeHHbIX KOMITBIOTEPHBIX OKPYXKEHUH,
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C yyeroMm oOCOBEHHOCTEH NPHUMEHEHUS CHELUAININPOBAHHEIE
NOAUTUKA DE30MACHOCTH MOXHO Pa3leNUTh HA JIBE TPYIIIbL

¢ TIONHTHKH, 38TPAIKBAIILIAEC 3HAYUTEABHOE YKUCHO TIOAB30OBA-

TeneH,
¢ TIOAUTHKY, CBA3AHHBLIC C KOHKPETHBIMK TEXHHYCCKMMH obnac-
TAMH.

K crneunanyu3uposaHHbIM [IONKTHKAM, 3QTParKBaloILUM 3Hayy-
TEJBHOE HYUCIQ TIOABLIOBATEACH, OTHOCATCA:

» TIOAUTHKZ AOMYCTUMOTO MCIIQL30BAHKA;

+ NOJAUTUKA YAGNEHHOTO J0CTYNA K PeCYpeaM CEeTH;

o NOJWTHXKA 33T MHOOPMALIKH;

« MONMTHKA 3AiWTHl naposied U ap.

K CrieuranisuposasHbIM JIONUTHKEM, CBA3AHHBIM C KOHKPETHbI-
MU TEXHUYCCKHUMY ODIACTHMH, OTHOCHTCS:

+ OJIUTHKA KOHQUTYPALIKY MEXKCETEBBIX IKPAHOB;

+ JI0AMTHKE O WHOPOBAHHIO ¥ YNIPABACHHIO KPHIITOKIIOUAMH;

o TIOAUTHKE BE30NaCHOCTY BUPTYANBHBIX 32IUKINEHHBIX CeTeH

VPN;

» OJIKMTHKA 110 0BOpYyNOBanuio HeCnpoBOaAHON CeTH H AD.

PaccMmoTpuM noapobHee HEXOTOphie U3 KITIOYEBBIX CHEUHATUIH-
POBAHHBIX NOJUTHK.

TToawTHKA NONYCTAMOTC UCHOAL30BARNA. Ee Uesb — YCTAHOBNCHKE
CTRHAAPTHBIX HOpPM DE30MIaCHOIC UCTICAB3OBAHKMS KOMIIBIOTEPHOTO
oBOopYIOBAHNA H CEPBHCOB B KOMIIaHMK, A TAKXE COOTBETCTBYICUIKEX
Mep HE30MaCHOCTH COTPYAHHKOS JUISl 3aIUHTHl KOPIOPATHBHEIX pe-
cypcor 1 cofcTBenHOW HHpopMauuy. HenpaBuanHoe HCNIOALIOBA-
HKE KOMIBIOTEPHOTO ODOPYROBAHUS K CEPBHCOB NOABEPracT KoMila-
HHIO PHCKaM, BKIIOUAA BHPYCHBIE aTakKy, KOMIPOMETALKIC CETEBBIX
cHCTEM H cepBucoB. KOHKDETHBI# THI M KOJAMYECTBO NOAHTHUK JO-
[IYCTUMOTO MCTIOAB3OBAHMS 33BUCAT OT PE3YABTATOB aHANH3A Tpebo-
BaHK¥ OM3HECA, CLUEHKH PHCKOB U KOPTIOPATHBHON KYAbTYpPhl B opra-
HU3aLUHUK.

TonuTHKa JONYCTHMOTIO MCTIONL3OBAHMS IPHMEHSACTCS K COTPYI-
HHUKAM, KOHCYNBTAHTAM, BPEMEHHBLIM CAYXALUHM H APYTHM palorHu-
KaM KOMIAHUH, BXJIIOYAR COTPYAHHKOB CTOPOHHKX Opranusauuii.
[ToauTrKa AONMYCTUMOIC MCTIOAL30BAHUS JIPENHA3HauYeCHa B OCHOB-
HOM i KOHEYHBIX OAR3OBATENCH W YXA3DIBACT UM, KAKKNE HERCTBHA
paspellaloresl, a Kakue safnpelledsl. bes 3aUKCHPOBAHHON B COOT-
BETCTBYIOLUEM AOKYMEHTE NOAHTHKH JOTIYCTHMOTO KCTIOAb30BAHKS,
LITATHBIE COTPYAHHKHK YIPABACHHS M NOMIEPKKH CETH HE UMEIOT
GOPMANBHBIX OCHOBAKUH LIS NPUMEHCHMSI CAHKLUMH X CBOEMY WiIH



72 Hacne 1. Hpobaemor uncbopmanuonnod Gesonacnocmu

CTOPOHHEMY COTPYAHUKY, KOTOpRIfi HOMYCTHN Ipyboe HapyllexHKe
npaeusi Oesonackoi palboTh Ha KOMIIBIOTEPE WK B CETH.
TNonyutHxa ZOMYyCTHMOrC KCIORB30BAHNS YCTAHABIMBAET,
e OTBETCTBEHHOCTh NOJAB30RATENSH 3a 32wty mobod undopma-
UM, UCTIONB3YEMOH K/WAK XparUMOK KX KOMIIHIOTEPAMU;

s IPABOMOYIIOCTD NTOJIB3OBATENEH YMTATE M XONMpOBaTs (ajinkl,
KOTOPHIC HE ABNSAIOTCS BX COOCTBEHHDLIMY, HO ROCTYIIHD! UM,

s YPOBEHH HOIYCTHMOIC MCHOMB30BAHUA WEKTPOHHOK TOUTH U
Web-nocryna.

[is o6pa3soBaTeNbHbIX W TOCYEAPCTBEHHBIX YUPEXICHUA ONnTH-
K4 JONYCTHMOIQ MCHIOMB30BAHMS, 110 CYILECTBY, IPOCTO obA3aTenbHA.

Cneusanbyoro opMara s ROAMUTHKY AONTYCTUMOIO HCTIOAB3O-
BAMKMSA HE CYLUECTBYET: JOMKIIO GbITh YKE34HO MMS CepBUCA, CHCTEMB!
I TICOCHCTEMb! {HATIDKMED NONWTHKA KCTIONL3OBAHUS KOMIIBIOTE-
pa, DNEKTPOHROM MOYThI, KOMITAKTIIBIX KOMIIBIOTEROB M napoaedt)
¥ OIMCAHO B CaMbIX UETKUX TEPMMHEX PA3PEUICHHOS U 3afIpEleHHOe
[I0BEACHHE, 4 TAKXKE NOC/HCHCTBHS HAPYLICHUS €€ [P4BIT K CaHK-
HHUHM, HEAKNAAbIBACMbBIC Ha HAPYIIUTCASL.

Pa3paoTKa fOAMTHKY ZOMYCTHMOTO KCITONB30BAHMUSA BBIIOMHSN-
eTeA KBAnUQULUKEPOBAHEBIMY CICLHMAAKCTAMY 110 COOTBETCTRYIOLIEMY
CEPBUCY, CHCTEME WM TMTOACHCTEME TION KOHTPOAEM KOMMCCHM (KO-
MaHiAbl), KOTOPO# nopyyeHd pazpadorka MOJNHTHKY Oe30macuocTd
OPraHM3aLiky,

Nonumuka ynanennore moctyna. Ee nenp — yCTaHOBIEHHE CTaH-
ZAPTHBIX HOPM GE30aCHOTO YAANEHHOTO COSTMHEHHUS IoOOr0 XocTa
¢ CeThi0 KOMMapK, CTaHzapTHbIe HOPMB! NIPU3BAHBI MUHUMU3KPO-
BaTHh YIIEPO KOMIAHMYU M3-32 BO3MOXHOTO HEaBTOPU3OBAHHOIO HC-
TIONB30BANMS PecypcoB KoMmmanuu. K TakoMmy yuwuepby OTHOCATCS:
YTPaTa MHTEHIEKTYAIbROK COOCTBEHHOCTH KOMIIAHUH, NTOTEPS KOH~
OyASHLHATBIBIX JAHHBIX, HCKAXKEHHE WMMIDKA XOMIaHMK, [08DeX-
JNeHKS KPUTHYUECKHX BHYTPEHHEX CUCTEM KOMMTALKY ¥ T. M.

312 TONUTHKA KacaeTes BCeX COTPYAMMKOB, TMOCTABIIMKOB U
AreHTOB KOMIIZHWY [IPH HCIONB3OBAHUY WMH U1 YARJIEHHOTO CO-
EAMHEHUS C CeTHI) KOMIIGHMHM KOMITBIOTEPOB WK pabouKX CTaHINE,
ABMAOMIMXCH COBCTBEHHOCTRIO KOMITAHUY WIIH HAXOSIUUXCH B MY~
1103 COOCTBEHHOCTH.

TonuTrKa ynaneHoro ZocTyna:

« HAMEYAET Y ONPEeACIeT AONYCTHMBIC METOABI YAWIEHHOIO CO-

eOMHEHUS C BHYTPEHHEN CeThiO;

s CyuiecTBeiiia 3 GomblIOH OprasM3ailyy, rlie CeTH TEepPUTOpHU-

@IbHO pacnpeneneHs;
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» BOTDKHE OXBATHIBATH §I0 BO3MOXKHOCTH BCE PACHIPOCTPAHEHHBIE
METOABI YAANEHHOIO JIOCTYNA X BHYTPEHHMM pecypcaM.

FlonuTrKa YRAJIEHHOTO JIOCTYIIa ONPeNesiSeT

» KaKKe METOAB! PA3PeILAXOTCA Ui YIAAeHHOTO JOCTYNA;

s OFPAHMMEHNMA Ha& JAHHBIE, K KOTODHIM MOXHO NIONY4HTH yaa-

NeHHBIE N0CTYIL;

» KTO MOXET UMETh VAANCHHBIM JIOCTYIL

3aiMINeHHBIA YRAICHHBI 10CTYR 2OMKEH ObITh CTPOro KOHIPO-
avpyembiM. [ipumensiemas npoilesypa KOHTPOAA AOIKHA [APAHTHPO-
BaTh, 4TO AOCTYN K Hagiexalueh nubopMaliuy UK CepBUCAM TIONY~
YaT TONBKO Npoienine 1ipoBepky o, COTPYAHUK KOMIIaHNN He
JODKEH TIepesaBaTh CBOM JIOTKH ¥ NApOoib HUKOTAA K HUKOMY, BKJHO-
4as WICHOB CeMbi. YIIPaBICHHNE YAAICHHBIM ROCTYIIOM HE AOKHO
ObITh CHOXHBIM W NPUBOAMTL K BOSHUKHOBEHKIO OLNOOK.

KouTpons aocryna uenecoo0pasHo BHIIOAHATL ¢ OMOIULIO Ofl~
HOPA30BOH J1apDOABHON ayTeHTUMUKALMY WIH C NOMOMIBIO OTKPBI-
ThiX/CeKpeTHbIX xitoueit (cm. 1. 7 1 13).

CorpyssHuKyY KOMIAHKY ¢ NPABAMH YAAJACHBHOrO AOCTYIIA JIOJDK-~
Hb! TAPAHTHPOBATD, YTO NPUHALAEKAHIKE UM WU KOMIIAHUE 11€pCo-
HUIBHBIH KOMIbIOTED Wik paboyas CTaHIMS, KOTOPHE YAANRECHHO
JIORCOCAKHEHBl K KOPNOPATKHBHON CETH KOMIIAHKH, HE OVAYT CBsI3a-
HbI B 3TO X€ BpeMsl ¢ Kaxoi-nubo ApYrof ceTbio, 3a MCKIIOYECHUEM
NEPCOHATBHBIX CETEH, HAXOMIMNXCH (102 NOAHBIM KOHTPOAEM NONb-
3oBarens. Kpome Toro, Mx COSAMHERHE YIASHHOTO NOCTYNA JOMKHO
KMETh Takue Xe XapakTepucTHhky 5e30nacrocTv, Kax ofbldHOoe 10~
KajibHOE COERMHEHME C KOMNaKueR,

Bee x0CThI, KOTOPBIE NOAKMIOYEH B K BUYTPEHHUM CETSM KOMIla-
HHY € JIOMOIBLIO TEXHOAOTHH YARNECHHOTO NOCTYIIA, ROJIKHBE KCIIONb-
30BaTh CaMOE COBPEMEHHOE AHTHBUPYCHOE obeclieuenne. D10 Tpebo-
BAHKE OTHOCHTCH M K NEPCOHAIBHBIM KOMILKOTEPAM KOMIIAHUA.

10008 COTPYAHMK KOMDAHUM, YIMUYEHHBHN B HADYHEHUM HaH-
HOI MONHUTHKHA, MOXET ObITh NOABEPIHYT AUCUKIIKHaPHOMY B3bi-
CKaHHio BIAOTh A0 YBOADBHCHHUA C p360T§>I.

3.2.3. Mpouegyps 6e3onacHocry

{Ipouenypb O€305IACHOCTH ABAAIOTCH HEOOXOJUMBIM K BaXHBIM
NOTIONHEReM X noutrkam Oesonackoctu. TloauTuky SesonacHo-
CTH TOMHKO OMUCHIBAKOT, YTO ZOMKHO SbiTh 3a1MIIEHO 1 KaKOBBI OC-
HOBHbBIE TpPaBUia 3aluKTsl. FipoLeaypsl $€30NaCHOCTH ONPENe)IsioT,
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KaK 3aiiWTHTh PeCYpChl ¥ KaKOBBl MEXAHU3MBI HCIIONHEHMA [TOANTH-
KK, T. €. KaK Peany3oBsIBath NOAKTHKY Be30MIaCHOCTH.

ITo cymiecTBy npoueaypsl 0e30naCHOCTH MpPEeACTABASIIOT CODOM
[OHIAYOBbIE HHCTPYKUMM DI BLIMONHEHMS] ONMEPATHBHBIX 3a1ay.
Yacto fnpouesypa SIBARETCH TEM KHCTPYMEHTOM, C MOMOLILIO KOTO-
poro monuTHka npeobpasyercsi B peanpHoe peHcTsye. Hanpumep,
MTOMKUTHKE Taposieil GOpMYSIKPYET NpaBKAa KOHCTPYMPOBAHUS Tapo-
nelt, npaBuia O TOM, KaK 3aiiMTHTh NAP0ib K KAK HacTC €ro 3aMe-
HuTh, [Ipoueaypa yripapiesust apoasMy ONKCHIBACT APOLIECE Co3Ma-
HUS HOBLIX NAPONEH, KX PACIIPEISICHKSA, a TAKXE MPOLECC rapalTy-
POBAHHOM CMEHBI f1aposiefl Ha KPUTHYHBIX YCTPOHCTRAX.

IIpouenypsl 6e3011aCHOCTH AETaNbHO ONPERENSIOT NEHCTBHS, KO-
TOPBiE HYXHO TIPEATNIPHHSATH [TPH PEArvpOBAHMH HA KOHKPETHbIE CO-
OnlTus; ofecneunBaT ObICTPOE pPearupoBaHKe B KPUTHYECKOH CH-
TyaLKH, IOMOTAIOT YCTPpaxHKTh NpolsieMy eABHOM TOUKH OTKa3a B pa-
§oTe, ecay, HAUPUMEDP, BO BpeMsl KpH3uCa PabOTHHK HEOXHAAHHO
MIOKKOaeT padouee MECTO WM OKA3biBACTCH HEIOCTYICH.

MHorye mpouEeayph, CBA3AHHLIC ¢ OE30MACHOCTHIO, RONXHBE
ObiTh CTAHZAPTHBIMY CPEICTBAMHU B A1000M Tioapasiesienuu. B Kaue-
CTHEE [IPUMEPOE MOXKHO YKA3aTh JIPOLCAYPHI Uil PE3EPBHOTO KONKPO-
BAHUA M BHECHCTEMHOrO XPaHCHHH 3aLBIHICHHbBIX KOMHH, a Takxe
APOUENYPHl Ui BHIBOAZ NOJMR30OBATENS M3 AKTHBHOFO COCTOSIHHS
/UK apXMBHPOBAHUS JAOIKHA ¥ MApOIH NOJb30OBATENH, NpHMEHse-
MBI€ Cpa3y, KaK TO/ibKO JaHH bl MTONIb30BATe b YBOMLHICTCS U3 Opra-
HHK3AL KK,

PaccMOTPHM HECKOJIHKO BAXHBIX NTPOLEAYp He30NacHOCTH, KOTO-
pbie HEOOXOMBMB TIOUTH KAXKIOH OpraHu3aiiy.

Ipoueaypa pearnposanud Ha COOBITHS HBASCTCH HEOOXOAMMBIM
CPENCTBOM $e30MacHOCTH Vi ConbuIkHeTRa opradusaumi, Opranyu-
3205 OCOBEHHO YA3BYMA, KOrAd OGHApYXMBACTCs BTOPXKEHHE B ce
CeTh YK KOrAa OHa CTAIKMBACTCS CO CTHUXMMtHBIM DeiacTareM.

TIpouenypy pearspoBaHys Ha COOLITHS MHOIAZ HA3KIBANOT npoye-
dypoil obpabomiu cobsimuil NN nPOUEdYpoll peazuposaniss Ma URHU-
denmbt. TIpaKTHYECKH HEBO3ZMOXHO yKasarh OTKIMKM Ha Bce cOObI-
THS HAPYHICHHHM §E30NaCHOCTH, HO HYXHO CTPEMKTBCS! OXBATKHTh OC-
HOBHBIE THIIH] HAPYHICHMI, KOTODBIC MOTYT fIpoK30iTH. Hanpumep:
CKRHKPOBaHHUE TIOPTOR CETH, aTtaxa THila «OTKa3 B OBCAYXMBaHKM»,
Komitpomeranus xocra, HCI v ap.

HanHas npouenypa onpeneaser:

» 00H3aHHOCTH YWICHOB KOMAHIIBI PearkpoBanmsi;

» KaKy MHGOPMALMIO PErHCTPHPOBATh U JIPOCAEXHBATE,
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Kak oOpabaThiBaTb MCCIENOBaHHE OTKJIIOHEHHH OT HOPMBI M
aTaKH{ BTOpPXEHMS;

KOIO M KOrla yBeIOMJIATD;

KTO MOXeET BbIMyCKaTh B CBET MH(OPMALIMIO U KaKOBa MpoLe-
ZIypa BHIIycKa MH(GOpPMaLHMH;

KaK JOJXKEH BBINOJHATLCA NMOCHEAYIOLMIA aHalIN3 U KTo OydeT
B 3TOM YYacCTBOBAaTb.

B xoMaHay pearMpOBaHHUsI MOTYT OBITb BKJIIOYEHBI JOKHOCTHBIE
A KOMIIAHMH, MEHeIXep MapKeTHHra (Wi CBS3M C IpPEccoit),
CHUCTEMHBI M ceTeBOW aaAMHMHMCTPATOpbl M IpeaCTaBUTEIb COOTBET-
CTBYIOLLMX NMPaBOOXPAaHHUTENbHBIX OpraHoB. Ilpouenypa nomxHa yka-
3aTh, KOTAAa U B KAKOM MOPSAKE OHHW BbI3bIBAKOTCA.

IIpouenypa ynpasnenus koHpHUrypauueii oObIYHO OnpenensieTcs Ha
KOPNOPAaTHBHOM YPOBHE MJIM YPOBHE MoapasiesieHus. 3T1a npoueaypa
JOJIXHA ONPeAETUTD MPOLIECC ROKYMEHTUPOBAHMS U 3anpoca U3MeHe-
HUH KOHGUIypauuu Ha BCeX YPOBHAX NMPHUHSTHS pelleHUid. B npuH-
LLMIE T0JIXKHA CYLIeCTBOBATh LIeHTPa/ibHas rpyIna, KoTopas paccMmar-
PpMBAET BCe 3anpOChl HA U3MEHEHHS KOH(UTYpaLUU U MPUHUMAET He-
o6xoauMble peLleHHs.

IIpouenypa ynpasieHuss KOHQUrypauueil onpenesnser:

e KTO HMMEET MOJHOMOYMS BBIMOJHUTb M3MEHEHHUs KOH(Urypa-

LM anmnapaTHOrO M MpOrpaMMHOro obecreyeHus;

» KaK TECTHUpYETCSl U MHCTAJUIMPYETCS HOBOE amnmnapaTHOE U Mpo-

rpaMMHOE obecrnieyeHue;

* KaK JOKYMEHTHUDPYIOTCSI U3MEHEHMS B alnapaTHOM M NMpOrpam-

MHOM 00ecneyeHny;
» KTO JOJDKEH ObITh NPOMH(OPMHUPOBAH, KOTAa CIYYaloTCs U3Me-
HEHHs1 B annapaTHOM M MpPOrpaMMHOM oDecrneyeHn .

IIpouecc ynpaBneHust KOHHUrypauueii BakeH, TaK KakK IOKY-
MEHTHUpYET CHENaHHBIE M3MEHEHHS W obecrneynBaeT BO3MOXHOCTb
ayauTa; JOKYMEHTUPYET BO3MOXHBIN MPOCTOH CUCTEMBI; AaeT crnocod
KOOPAMHHMPOBAaTb U3MEHEHUS TaK, YTOObI OJHO U3MEHEHHE HE MoMe-
IaJI0 APYTOMY.



Tnasa 4
CTAHAAPTbI HHHOOPMALIMOHHOM
BE3ONACHOCTH

Ipobremolt unbopMaLKMORHONR KOMIILIOTEPHOR BE30MaCHOCTH
HaYaNY 33aHKMATLCS C TOI'C MOMEHTA, KOFid KOMITBIOTED ¢Tai ofpa-
CATLIBATE OAHHbLIE, LEHHOCTHL KOTOPBIX BBICOKA JUif I1O/IB3OBATENS.
C pa3BuTHEM KOMIBIOTEPHBIX CETEH K POCTOM CIIPOCA HE INEKTPOH-
HBIE YCAYIH cuTyauusi B cepe HHOOPMauMOHHOM Ge301acHOCTH
cepbe3Ho 0OOCTPpUNIaCh, & BONPOC CTAHAAPTHIAUMM TICHXOIOB K ee
PEIIEHHIO CTAT OCOBEHHO aKTYANbHBIM KaK Ajist pa3paboTuMKoB, TaK
¥ juis noab3oparenedt UT-cpencts.

4.1. Ponk CTaHRAPTOB HHOPMAUHOHHON 6e30NacHOCTH

I'naBuas 3amaua CTanzapTos MHOOPMAIMOHHON Be3011aCHOCTR —
CO3IaTh OCHOBY IS B3aMMOZEHCTRHS MEXIY TIPOM3BOAMTESIMH, 10~
TpeGHUTENsIMY 1 SKCIIepTaMy 110 xBanudukauuu npoaykros YT, Ka-
KA Y3 3TUX IPYIT MMEET CBOM MHTEPECHl M CBOM B3{ISIABI HA PO~
Onemy uHpoOpMaALIKOHHOMN 6E30512CHOCTH,

HTompebumenu 33MHTEPECOBAHEI B METOAMKE, NO3BOAAIOHIEH 0b0C-
HOB2HHO BBIOPATL PONYKT, OTBEYAIOIRKA ¥X HYXIZaM ¥ DELIRIoIUM
¥X 1ipoGneMbl, A Hero UM HeobxonyuMma kana olueHKH Be30nacHo-
cti. [lorpefuTenn Takxe RYXRAOTCs B MHCTPYMEHTE, ¢ IOMOIUBIO
KOTOpPOTro OHE Morak 651 GopMyRMpOBATE CBOHM TPEOOBAHMS [IPOH3BO-
aurensiM. Tipu atomM norpebuTenedl HHTEPECYIOT UCKNIOUKTERIBHO Xa~
PAKTEPHCTHKM M CROHCTBA KOHEUHOTO NIPOAYKTA, A HE METONB! ¥ Cpel-
CTBa KX AOCTIDKeHMS. K COXANEHNIO, MEOTHE NTOTpebuTe M He NOoHM~
MaIOT, 4T0 TpebopanHyua $e30nacHOCTH OOM3aTENLHC IIPOTHBOPEYAT
GYHRKUKOHANBHEIM TpeGoBanusiM (ynobeTsy paBorhi, BBICTPOIEHCT-
BUIO ¥ T. A.), HaKJI4ABIBAIOT OIpa@HMYEHUS Ha COBMECTHUMOCTh M, KaX
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TIPABKI0, BBIHYXIAIOT OTKA3aThCH OT LIMPOKO PAclipOCTPAHCHHBIX K
NO3TOMY HE3BLMIMEHHbIX NPHKNANHEIX [IPOTPAMMHBIX CPEACTB.

Hpouszeodumenu RyXNalTCa B CTAHXAPTAX Kax CPEACTBE CpaBHe-
HUS BO3MOXHOCTEV CBOMX IIPOAYKTOB, B NPUMEHCHHM NPOLUCRYDH
CePTHOUKALNY KaK MEXaHM3Ma OOBEKTHBHOM OLEHKY KX CBOWCTB, 2
TAKOKE B CTRHAAPTHIALUH onpenescrHoro Habopa tpebosauuit Geso-
NACHOCTH, KOTOPBIY MOT Obi OTPAHUUNTDL QAaHTABMIO 33KA34YMKa KOH-
KPETHOIC NPOAYKTa M 3aCTaBuTh €10 BuibupaTh 1peboBakus U3 3T0I0
Habopa. C 104Ky 3peHus npoussoguTenst TpebosaHus H6E30MacHOCTH
HOMXHBl OnlTe MAKCHMAIBHO KOHKPETHHIMM K DPCINAMEHTHPOBRATH
HEODXOAMMOCTE fIPUMCHEHHKS TEX MM WHBIX CPEICTB, MEXAHM3MOB,
anropruT™OB ¥ T. 1. Kpome toro, tpefoBaHus He HOMKHL NPOTHBO-
PEYMTL CYWIECTBYIOINM fapaaurmam obpaborky uHboOpMalny, ap-
XWTEKTYDE BLIYHCIUTCABHBIX CHCTEM M TCXHOAOTHSAM CO3JNAHUS HHE-
dopMatorHbix NponyKToR. ONHAKO TAKOM NOAXOX TAKXKE HEAb3s
NPH3HATL B KAYECTBE HBOMMHMPYIOWIETO, TAK XAK OH HE Y4uTHiBacr
HYXI TIONB30BaTENneH M NbITACTCA TNOAOFHAThH TPeOOBAHMS 33LUUTH
10/l CYLICCTBYIOUIHE CHCTEMB! B TEXHOROTHHM.

Jrenepmyt ne keasuuxaruy Vo cneyuaiuems no cepmuguxayuu
PACCMATPHBAIOT CTAHAAPTH KaK WHCTPYMEHT, TIO3BOASIOLIKME KM
OLEHUTE YpoBeHE 6e30nacHoCT!, obecnieynsaemb¥t npoayktamy UT,
¥ IIpeocTasuTs notpebutenam BO3MOXHOCTH Cienath 0DOCHOBAH-
Heil BBIGOD. DKCnepThl 110 XBaAU(PHKALKY HAXOARTCH B ABOMCTBCH-
HOM NOROXCHKU: € OXHOH CTOPOHDBI, OHM, KaK ¥ IIPGH2BOJKUTENH, 33~
HHTEPECOBAHD B YCTKMX U TIPOCTHIX KPHTEPHSX, Hal KOTOPHIMKY HE
Hal0 AOMAaThk rOIOBY, KaK MX NPUMEHHUTh K KOHKDPETHOMY NPOXYKTY,
& C JIpyrofl CTOPOHBI, OHY KONKHBI 1aTh OOOCHOBAaHHDIH OTBET IO b~
30BATCIAM ~ YIOBAETBOPACT NPOAYKT HX HYXHAb! MK HET.

Takum ofpazom, nepen cTaHzapTaMy uHOOPMALMOHHOK Ge30-
[aCHOCTH CTOUT HETPOCTas 3alaua — NPUMUPHTD TPH Pa3Hbie TOYKH
IPEHUA K CO3%aTh >PQPEXTUBHBIH MEXaHM3M B3aMMOREHCTBMS BCeX
ctopoH. [puuem ywemnenne norpeGHoCcTER x0T OBl OXHON K3 HUX
TIPUBEIET K HEBOIMOXHOCTH B3aMMONOHKMAaHM4 K B3aMMOZeHCTBUS
¥, CACHOBATENHHO, HE FIO3BOJKT PEeUTh O0LIYIO 3a1a4y — CO3MaHue
3BIWMILCHHON cucTeMbl 00paboTky nHDOPMaLHMK.

HeobxomnmocTr B TaKpx cTaHaaprax Obiia OCO3IHAHa JOCTATOM-
HO O3BHO, ¥ B 3TOM HAlpaBACHUM AOCTUTHYT CYLCCTBEHHBIH Npo-
Tpece, 3aKperuteH il B JoKyMeHTax paspabotku 1990-x rr. [lepshim
v Haubonee M3BECTHHIM RoKyMeHTOM Obina Opawiceeas kuuea
{no usery obnoxxu) «Kpurepuy 6e300aCHOCTH KOMIBIOTEPHHIX CHE-
TeM» Munncrepersa o6opons CLIA. B sToM ZOKYMEHTE ofipenene-
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Hht 4 ypoensa Bezonacrwocmu — 1, C, B n A. ITo Mepe nepexoaa or
yposust D 10 A K HBIEXHOCTH CHCTEMBl NpenbsiBisiorcs pce Gonee
Xecrkye tpebopanus. Yposnu € v B nonpassessnorcs Ha xaaces
{C1, C2, Bi, B2, B3). YTo0bi CHCTEMa B PE3Y/NBTATE IPOLEXYDSHI CEP-
THOUKALKK MOTNa ObITh OTHECEHA K HEKOTODOMY KAQCCy, €€ 3ailuTa
DOJDKHA YHOBAETBOPSTH OTOBOPEHHbIM TpeloBanuaM. K apyrum pax-
HbiM CTaHpapTaM uubpopMatonHol Ge30MacHOCTH 3TOrC IOKone-
HYSL OTHOCATCS: «PykoBopsiumne nokymenTht ['ocrexkemuccuu Poc-
cun», «EBponeiickue xputepun 0€30MacHOCTH KHEGOPMALIMOHHBIX
TexHonorkui», «PegepansHbie XpUTEpKHK $e301aCHOCTH BHOPMAaLIK -~
ounbix TexHonornit ClHA», «Kanaackue xpurepuu Oe3onacHOCTH
KOMIIBIOTEDHBIX crcTeM» [30, 63].

B nocneanee BpeMs B PA3HBIX CTPaHaX MOSNBHACCH HOBOE IOKO-
JIeBKe CTaHHAPTOB, MOCBAINEEHEBIX MPAKTHMECKKM BOTIPOCAM YIIpap-
nenns HHOOPMaLMOHHOK 0e30MacHOCThIO KOMITAKHK. JTO fIpexie
BCEr0 MEXIYHAPONHbIE CTAHHAPTH YNpapneHHsi uHOOPMAHMOHHOH
GezonacHocTsio ISO 15408, ISO 17799 u Hekoropsie apyrue. Ilpen-
CTABIACTCH HenecooGpasHpIM NPpOARANKIKPOBaTs Hanbonee BAXHbIE
M3 ITMX HOKYMEHTOB, COIIOCTaBUTh CopepXaluuecs B HUX TpeboBa-
HUS ¥ XPHTEPHH, & TAKXE OLUEHUTh 3DDeKTHBHOCTE UX NPaKTHYye-
CKOTO fIDHMEHEHUS.

4.2. MeXYHAPOHLIC CTAHAAPThI HH(DOPMALMOHHOM
B6ezonacHoCTH

B COOTBETCTBHM ¢ MEXAYHAPOAHBIMU Y HALMOHAILHbLIMM CTAH~
papramy ofecrieuenue unopmanuonsoi GesonacHocTH B N0GOM
KOMTIaHN M NpeanoiaraeT crelynilee:

» oripenenenure uexei obecnederus KrdoOpMaLKorHHok Gesonac-

HOCTH KOMIILIOTEPHBIX CHUCTEM;

« cosganyre 3QPEKTHBHON CHCTEMb! YIPaBieHUS HHGDOPMALMOH-
HOM 5e301aCHOCThIO,

PACHET COBOKYNHOCTH ASTAJM3KPOBAHHBIX XaYECTBEHHbIX U KO-

JUYECTBEHHBIX TIOKa3arene# Ans OUEHKHA COOTBETCTBHS KHH-

dopMatroHHol Be3011aCHOCTH NOCTABICHHBIM LIEMAM;

e IPUMEHEHHE HHCTpYMeHTapus olecreuyeHuss HHGOPMALMOCH-
Ho# Ge30MacHOCTH M OLEHKM €€ TeKYLUEro COCTOSHUA,

e KCIIONB30BAKKE METOAKK YTNpaBaeHMsi 0E30nacHOCTHIOo, 10380~
ASOMIKX OOBEXTHBHO CLEHNATS JALMIUEHHOCTE MHGMOPMALIOH -
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HbIX aKTMBOB U YMpaBisiTb MHGPOPMALIMOHHONH 6e301macHOCThIO
KOMIIaHHUH.
PaccMoTpuM Hanbosee M3BECTHBIE MEXIYHAPOMHbIE CTAHOAPTHI B
00nacTu 3alnUThl HHGOPMALMH, KOTOPble MOTYT ObITb MCIOJIb30BaHbI
B OTEYECTBEHHBIX yCJIOBHUAX [52].

4.2.1. Crangapte ISO/IEC 17799:2002 (BS 7799:2000)

MexnayHaponHbiii ctaHnapt ISO/IEC 17799:2000 (BS 7799—1:2000)
«YnpaeneHne MHGpoOpMaLMOHHON Ge3onacHoCTbi0 — MHGOpMaLMOH -
Hble TexHosnorun» («Information technology — Information security
management») sIB/ISIETCSI OMHUM M3 HanboJiee U3BECTHBIX CTAHAAPTOB B
obJiacTH 3alIMThl MHpopMamu. JlaHHbIA cTaHOapT Ob1a pa3paboTaH Ha
OCHOBe mnepBoil yacTh bpuraHckoro craHgapra BS 7799—1:1995
«IlpakTHyeCKHe pexOMeHOaUMKu Mo yrnpaBneHUI0 MHGOPMaLMOHHOM
6e3onacHocTbio» («Information security management — Part 1: Code of
practice for information security management») ¥ OTHOCUTCS K HOBOMY
MOKOJIEHUIO CTaHAapTOB MH(GOPMALMOHHOH 6€30MacHOCTH KOMITbIO-
TepHbIx UC.
Texywass Bepcus cranmapta ISO/IEC 17799:2000 (BS
7799—1:2000) paccMmaTpuBaeT CleAyIOlliMe aKTyalbHble BONPOCHI 00ec-
neyeHuss UHHOPMALMOHHON Ge30MaCHOCTH OPraHM3alUui U TIpeanpu-
ATUM:
» HeobxoanMocTh obecneyeHns] MHGOPMALIMOHHOH Oe30NacHOCTH;
e OCHOBHbLIE TIOHSITMS W omnpeneseHUss MHHOPMALMOHHON Ge30-
NacHOCTH;

* NONUTHKA HHPOPMALMOHHON 6e30NaCHOCTH KOMITAHMH;

» OpraHu3auusi MHGOPMALMOHHONH ©E30MacHOCTHM Ha MNpearnpu-
ATHH;

o KnaccuduKauMst M ynpaBleHHe KOPIMOPaTUBHbIMM MHGOpMa-
LMOHHBIMHM peCypcaMu;
* KaIpOBbIi MEHEMKMEHT U MHGOPMALIMOHHAs ©6€30MacHOCTb;
o ¢u3nyeckas 6e30MacHOCTD;
* aIMMHHUCTpUpOBaHHe GesonacHocTH KUC;
* YNpaBlieHHE JOCTYIIOM;
» TpebGoBaHus no Ge3zonacHocth K KMC B xome nx pa3paboTku,
SKCIUlyaTalMK U COMPOBOXAEHHUS;

» ynpapneHHe OU3Hec-IpoLeccaMH KOMIIAHWM C TOUYKM 3pEeHMs
MHGOpMaLIMOHHON 6e301acHOCTH;

* BHYTPEHHMI1 ayanT MHGOPMALIMOHHOI 6e30MacHOCTH KOMIIaHUH.
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Btopas yactb crangapra BS 7799—2:2000 «Cneundukauuu cuc-
TeM ynpaBieHUs MHPopMmaLMoHHo#H Oe3onacHocThio» («Information
security management — Part 2: Specification for information security
management Systems»), ONpedesieT BO3MOXHble (DYHKLHOHANbHBIE
crneur@UKaLMH KOPIIOPAaTHMBHBIX CHUCTEM YIpaBileHHAa HHbOpMaLH-
OHHOH 0€30MaCHOCTbIO C TOYKH 3PEHUS UX IIPOBEPKHU HA COOTBETCT-
BHe TpeOOBaHMUAM NEPBOH YacTH NAaHHOTO CTaHaapta. B coorBerct-
BUM C TOJOXEHHUSMHM 3TOr0 CTAHAApPTa TAKXKe peraaMeHTHUpyeTcs
npoueanypa ayaura KUC.
HononHuTeNpHbIE peKOMEHIAUMHU IS YIIPAaBIeHUS MHQPOpMALU-
OHHO# 6e30IMacHOCTBIO COmEPXAT PYKOBOACTBA BpUTaHCKOro MHCTH-
Tyta ctaHaapToB — British Standards Institution (BSI), u3nanHbie B
1995—2003 rr. B BUze cienyolleil cepuu:
o «BBeneHue B mpobneMy yrnparieHUs1 HHGOPMALIMOHHOM 6e3omnac-
HocTbio» («Information security managment: an introduction»);

o «Bo3MOXHOCTH cepTUdHMKAUMKM Ha TpeOOBaHHUSA CTaHOAapTa
BS 7799» («Preparing for BS 7799 sertification»);

» «PykoBoacteo BS 7799 no olieHKE M YNpPAaBIEHUIO PUCKAMH»
(«Guide to BS 7799 risk assessment and risk management»);

o «PyKoBOACTBO /Ul NMpOBedeHHUs aynauTa Ha TpeOOBaHMS CTaH-

napta» («BS 7799 Guide to BS 7799 auditing»);

o «[IpakTHYeCKHEe PEKOMEHIALMH [0 YNpPaBlIeHUIO Oe30macHo-

CThI0 MH(OpMaLHMOHHBIX TexHonoruit» («Code of practice for
IT management»).

B 2002 r. mexayHaponHbiii ctangapt 1SO 17799 (BS 7799) 6bin
NEPECMOTPEH M CYLIECTBEHHO AOINOJHEH. B HOBOM BapHMaHTE 3TOro
cTaHmapTa 6oJibllIoe BHUMAaHHE YAEJ€HO BOIPOCaM MOBLILLIEHHUS KY/1b-
TYPbI 3aLXThl HHGOPMALIMHK B PA3JIHYHBIX MEXIYHAPOIHbBIX KOMITaHHU-
sax. Ilo MHEHHIO CIELIMAIUCTOB, OOHOBJIEHHE MEXIYHAPOAHOTO CTaH-
napta ISO 17799 (BS 7799) no3BoJHUT HE TOJIBKO MOBLICUTH KYJIbTYPY
3alUMTHl HHGOPMALIMOHHBIX AKTUBOB KOMITAaHMHU, HO U CKOOPAWHHMPO-
BaTh OEHCTBHUS PA3JMYHBIX BEAYLIMX FOCYIAPCTBEHHBIX U KOMMEpYE-
CKHUX CTPYKTYD B 06J1aCTH 3alM Tl HHHOPMaLUHU.

4.2.2. l'epmaHcknii ctangapt BSI

B otamuue ot ISO 17799 repmaHckoe «PykoBOACTBO mo 3alLuTe
MHPOPMALIMOHHBIX TEXHOJOTHH IS 6a30BOr0 YPOBHS 3allMILEHHO-
CTH» TMIOCBSLLEHO HETAIBHOMY PAacCMOTPEHMIO YACTHBIX BOIPOCOB
ynpaBieHUss HHPOPMALIMOHHON 6€30MaCHOCTbIO KOMITAHHH.
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B repmaHckoM ctanaapte BSI npeactaBneHs:

e 00111as METOAMKA yNpaBieHUs UWH(POPMALIMOHHON Oe30macHo-
CThIO (OpPraHM3aLus MEHEIXMeHTa B 00JaCTH MH(POPMALIMOH-
HON ©0€30MmacHOCTH, METONOJOIUs MCIONb30BAHUS PYKOBO-
JICTBA);

* ONMCaHKUS KOMINIOHEHTOB coBpeMeHHbIX UT;

* OMMCAHNS OCHOBHBIX KOMIOHEHTOB OPraHM3alMM PeXHMa MH-
dbopmaumoHHoM O6e30MacHOCTH (OPTaHU3aLMOHHBIA U TEXHUYE-
CKMIl YDOBHM 3alliMThl JAHHBIX, TUIAHUPOBAHUE NEWCTBUH B
Ype3BbIYAaHHbIX CUTYaLUMsSIX, MOMAEPXKA HEMNMpPEPLIBHOCTU OHM3-
Heca);

* XapaKTEPUCTUKU OOBEKTOB MHPOpMaTU3auuM (30aHUs, NOMe-
LUEHHUS, KabenbHbIE CETU, KOHTPOJIUPYEMbIE 30HbI);

* XapaKTePUCTUKH OCHOBHBIX MH(OPMALIMOHHBIX AKTUBOB KOM-
NnaHuM (B TOM YMCJIE anmnapaTHOe U MporpaMMHoe obecrieye-
HMe, HanpuMep paboyue CTAHLMMU U CEPBEPHI MO YNpPaBICHU-
eM OC cemeiicta DOS, Windows u UNIX);

* XapaKTePUCTUKH KOMIBIOTEPHBIX CETEH HA OCHOBE Pa3IMYHBIX
CETEeBbIX TEXHOJOrMii, HanpuMep cetd Novell NetWare, cetn
UNIX n Windows).

e XapaKTEPUCTUKA AKTMBHOTO M TACCHUBHOIO TeJIEKOMMYHMKALU-
OHHOro 00OpYMOBaHUS BEMYLMX MOCTaBiIMKOB, HanpuMep Cisco
Systems;

» NMOAPOOHbBIE KATaIOTM Yrpo3 0e30MacHOCTH M Mep KOHTpOs
(6onee 600 HaMMEHOBAHUI B KaXIOM KaTajlore).

Bonpochkl 3aiiuThl NPUBENEHHBIX WH(MOPMALIMOHHLIX AKTUBOB
KOMITaHMM pacCMaTpUBAIOTCA MO ONpeAe€eHHOMY CLEeHapuIo: obilee
onMcaHue MH(MOPMALIMOHHOIO aKTMBa KOMMNAHHUM — BO3MOXHBIE YI-
po3bl U yA3BUMOCTH 6€30MacCHOCTH — BO3MOXHBIE MEPBI M CPEICTBA
KOHTPOJIS M 3aLUMTHI.

4.2.3. MexayHapoaHbisi ctangaprt ISO 15408 «O6uwme
kpnTepmum 6€30nacHOCTH MHPOPMALUMOHHBIX TEXHOMOIMiA»

OmHMM M3 IJaBHBIX Pe3yJbTaTOB CTAHAAPTH3aUMM B cdepe cuc-
TEMATU3alUN TpeOOBAaHMI M XapaKTEPUCTHK 3allMIIEHHBIX UH(Op-
MAallMOHHBIX KOMIUIEKCOB CTaIa CUCTEMA MEXIyHapOOHbIX U HAaUMO-
HaJIbHBIX CTaHIApTOB 6€30macHOCTH MHGMOpPMALMH, KOTOpas HacyM-
ThiBaeT 00siee COTHU Pa3nMyHbIX JOKYMEHTOB. BaxHOe MecTO B 3TOi

6 — 3348
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CHCTEME CTaHNApTOB 3aukMaeT crasaapT 1SO 15408, uasecTHRIE xax
«Common Criteria».

B 1990 r. MexayHapoaHas OpPTaHM3aHMst (10 CTaHIAPTU3ALMU
(I1SO) nmpuctynmuaa K pa3paloTKe MEXEYHADONHOTO CTaHIapTa {10
KpuTepusM oneHke GezonacHoct T s ofuiero uenone3opasus.
B pazpaGorke yuyactBoBain: HaumoHAbHLIA KHCTHTYT CTAHIADTOB K
TEXHONOFKH 1 AreHTCTBO HauMOHANbHO! Oezonmacrocty (CHHA), Y-
pexaesre HesonacHocTH KommyHukauri (Kanaga), AresycrTBe uH-
dopmannonsol GezonacHocTu {FepManus), AreHTCTBO HALMOHANL-
HoOlt OezonmacHOCTH XoMMyHuxauuii (Tonnannusa), opraHsl KCionse-
Hus Ilporpammsl fGezonacHoctn u cepiudukauuy MUT (Anrnms),
{lentp ofbecneueHust GesonacHoctH cucrem (Opasnusa), XOTOpbie
OfIMPANKUCh Ha CBOH COMHAHLIN 3az€en.

3a necarunerre paspaboTKy AYHIIMME ClIELMATKCTAMKE MEPA 10-
KYMEHT HEeOOHOKDATHO PCAaKTHpOBaics. llepsnle ape BepcHK Obimu
onyGAKKOoBaxbl COOTBETCTBEHHC B SHBape ¥ Mae 1998 r. Bepcus 2.1
3TOTC CTaHAapTa yreepxieHa 8 uionHs 1999 r. MexumynapoaHoit opra-
Hyzaukefl o cradpapiusanny (JSO) B KayecTBe MEXIYHAPOAHOTC
craHaapra uwHdopMauvoHHo# HesonacHoctH [SO/IEC 15408 nox
HazBaHueym «OBure XpuTepru OLeHKK 0e301acHOCTH MHPOPMALIK-
OHHBIX TexHonoruit», vk «Common Criteria».

«Obmme kpurepun» (OK) oGobuiunyr copepxaHue 1 OfLIT Hc-
nonpsopaHus OpasXesol XKHMIK, Pa3sBUAHM €BponelCKHEe W KaHai-
CKHEC KDUTEpHM M BOIUIOTWIH B PEAIBHBLIE CTPYKTYPh KOHLEHILMIO
THIIOBLIX Ipoduneit samwursl denepanbHpiX xputepues CHIA.

B OK nposeaeHa xnaccuduxanus wmpoxoro Habopa rpebosa-
Huit GezonacHoctu WUT, onpeaseneHb CTPYKTYphl BX TPYITIHPOBAHUA
¥ TIPHHLUAMIG Keronb3oBaHus. [aasHele goctouHceTea OK — nonso-
Ta TpeGopaHuii fe3onacHoCTH W KX CHCTEMATHialLus, I'ubKocTn B
DPUMCHEHHH B OTKPBITOCTD ENA HOCHAEAYIOUICTO PAZBUTHS.

Beayiupe Mppossie npouspoauTesu ofopyipoBauus UT cpasy
CTAIM NOCTABAATH 3aKaTIMKaM CPEaCTBa, MOAHOCTHIO OTBEYAIOMIME
tpefoparuam OK.

OK paszpaGatsisanyich i YAOBICTBOPEHKS 3aNIPOCOB TPEX TPYIINn
CTIEHMAINCTOB, B PABHOH CTeneHM ABASIOUIEXCH IfOAH30BATENAMH
3TOro AOKYMEHTA: NTPOU3BoAKTENEN K noTpebuTeneit nponyxro UT,
a TAKKE 3IKCIIEPTOB IO CLEHKE ypoBHS KX Ge3omnacHocty. OK obec-
TIEVMBAIOT HOPMATHBHYIO TIONNEPXKKY Npoiecca sribopa UT-npoayx-
T4, K KOTOPOMY NpenbsaBnsioics tpefopaHus GyHKUHOHUPOBAHUS B
YCAOBUSX ZEACTBHUS OIIPENENeHHbIX YIPO3, CAYXAT PYKOBOAS UM Ma-
TEPUATOM IS pa3paGoTYHKOB TaKKX CHCTEM, a TAKKE PEraMeHTH-
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PYIOT TEXHONOTHIO MX CO3A2HES ¥ fIpOoUeaypy oueHku obecrieunsac-
MOTO ypoBHS 0E30MacHOCTH.

OK paccmarprBaior BHHOGOPMaunoHHYIO §e30MacHOCTh, BO-fep-
BBIX, KaK COBOKYNHOCTH KOH(MMICHHMATLHOCTE B UEHOCTHOCTH MH-
dopmaunu, obpabarbiBaemolt UT-nponyxToM, a TaKKe ROCTYTIHOCTH
pecypcos BC 1, BO-BTODBIX, CTABAT [TEPE] CPEACTBAMK 3aLLINTHI 3ala-
4y IPOTHBONCHCTBUA YIDO3aM, aKTYAJbHBIM NSl Cpeabl IKCiUiyaTa-
KUK 3TOTO {IPOAYKI2 ¥ PealiU3aluy NMOJUTHKE Ge30MacHOCTH, NTpH-
HHTOK B 3TOH cpege skcmayaraumy. Ilostomy B xouuenuuic OK
BXOAST BCE AcCNEKTbl IPOLECCa NPOEKTHPOBAHMS, NPCOH3BOICTBA
axcrtyatauuy M T-1iponykTos, npeasHasHaveHHbiX pis paborsl 8 ye-
JIOBMSIX JCHCTBUS OfipeleseHHbiX yrpo3 Be30nacHocTH,

Hotpebuteny UT-nipoaykros o3aboyessl Hantmuuem yrpos 6e3o-
NacHOCTH, TPHBOSSILINX K OnpeneseHHpIM prucKam sl obpabarbiBae-
mMo¥ urdopMaumu. na nporuBoneicTeus 3tuM yrposam M T-nipo-~
AYXTBI NOJIXHBI BKIGUYATR B CROM® COCTAB CPpENCTBA 3aLUIKTRI, TPOTHRO-
HERCTBYIOUIME STHM YIPO3aM K HANpPapieHHbie Ha YCTpaHeHue
VA3BEMOCTEH, OAHAKO OuiKbKH B CpeACTBax 3allyThl B CBOIO OMEPEb
MOI'YT BPHBOIMTD K NMOAWIEHHIO HOBBIX yasBuMoctel. Cepraduxa-
{15 CRCACTB 3alKTDH] ITO3BOJISIET TTIOATBEDIAMTD KX aIEXBATHOCTE YIPO-
3aM ¥ pHCKaM.

OK peraaMesTrpyIOT Bee cTagnn paspaborku, xpainduxalyoH-
HOTO aHaim3a ¥ sxcrayatauwy HWT-npoayxroB, OK npeanaraior
KOHUEIUMIO npoliecca paspaboTky ¥ KBaMUKALROKHOTO aHalIN3a
HUT-npopyxros, tpebyioinyio or norpebureneit # npoussoautesei
Gonbimoit pabotel no cocTaBneHMIo ¥ odOopMIeHNIc OOBEMHBIX M
NOAPOBHBIX HOPMATHBHBIX TOKYMEHTOB.

Tpeboranus OK #BASIOTCH NPaKTHYECKH BeeoOpeMIICLEH 3H-
UBICIONEINER BHGOPMALMOHHOH (e30MaCHOCTH, FIO3TOMY BX MOXHO
KCIIONIB30BATh B K24eCTBe CripaBodMHuKA 110 Gesomacuocti UT.

Cranzapr 1SO 15408 nogusan crasnapresaunio UT Ha Mexrocy-
JapCTBeHHbIM YPOBeHD., BO3ZHEKIA peanbHas NepcrekTypa cO3aaHus
eanHoro fe3onacHoro KHGOPMALKOHHOTO NPOCTPRHCTBA, B KOTOPOM
ceprudukaunnsa GezonacHocTy cuctem obpaborxe nxdopmanun By-
JeT OCYIECTBAATLCA Ha rioGanbHOM ypOBHE, 4TC TIPEAOCTABHT BO3-
MOXHOCTH Ui ¥HTerpauun BaumonansHeix VIC, 4ro B ©BOIC Oue-
peab OTKpoeT Hogple chepst npumerenus UT.

Hpunsareii 6a308b1il cTadaapT uHdopMaumonHoi Ge3onacHocTH
1SO 15408, Ge3ycnoBRO, OUEHs BAXEH M NSl pOocCHBCKMX paspabor-
YHKOB.

o
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B paza. 4.3 paccmarpusaerca oreuecteeHHst TOCT P UCO/
M3K 154082002, senawoummiicscy anasiorom ctasmapra ISO
15408.

4.2.4. Crangapre: gns 6ecnpoBogHbIX ceres

Crauzapr IEEE 802.11. B 1990 r. Komurer IEEE 802 chopmu-
poBaj pabouyio rpynmny 802.11 juist paspaGoTKy craHpapra mwis Hec-
TIPOBOMHDBIX JIOKaNbHBIX ceTel. PaGorhl 1O CO35AHHMIO CTAHIApPTa
Gplam zapepiieHsl yepez 7 ner. B 1997 r. 6wima patnduumponana
nepsas cneundukanus OGecniposopsoroe cranzapra IEEE 802.11,
ofecrieYnBaIOLIETO nepenady JaHHBIX ¢ TapaHTHPORaHHOB CKOpo-
¢Te10 | MG/c (B HekoTOpBIX Cayyasix ne 2 M6/c) B noroce 4acToT
2,4 TTu. Dra nosoca 4acToT HOCTYNHA LIS HENHLEH3MOHHOIC ¥C-
TIOAB30BAHKSA B GONBILIKHCTBE CTPAH MHUpa.

Crannapr IEEE 802.11 apaserca 6a30BpIM CTAHLAPTOM K OfIpe-
OenAeT MNPOTCKOBI, HeoOXxonpEMbIe 58 Cpradu3any 6€CHp080ﬂH§>IX
noxansHsix ceteil WLAN (Wireless Local Area Network). Ocronsble
K3 HUX — NPOTOKON yhapaeieHus nocrynom K cpene MAC (Medium
Accsess Control — HUXHUN MOOYPOBEHS KAHAABHOIC YPOBHS) B Npo-
tokon PHY nepepaun curHanos B usuueckodl cpeme. B xayecrse
$H3KdIeCKOR Cpesbl MOMYCKAETCs MCIONH30BaHMe PaiWOBONH K MH-
GPaKpacHOro KWIIyYeHus,

B ocHoBy crauzapra IEEE 802.1] nonoxesa coToRast apXuTekIy-
pa, TIPHYEM CETh MOXET COCTOATDL KAK W3 ONHOM, TAK ¥ HECKOABKKX
sueek. Kaxnas y3 Hux yrpasisercs 6a30Bol cTaHLinel, Ha3bIBaeMoi
moukod oocmyna AP (Access Point), XoTopasi BMECTE ¢ HaXOlUsLUMMK-
CS B npejlesax paauyca ee nedcTByUS palbOvyMMHE CTAHLMSMH TTONB30~
Bareneh olpasyer bazoeyio sony obcayucusanus BSS (Basic Service
Set). Touky AOCTYNA MHOTOCOTOBOK CeTH B3aMMOHEHCTBYIOT MEXEHY
cobolt uepes pacnpedesumensuyio cucmemy DS (Distribution System),
NPEOCTaBAAIOUIYIO CO00H 3KBUBANEHT MArKCTPAILHOTO CeTMEHTa Ka-
Senpunix JIC. Bes wudpacTpyxTypa, BRIIOYAIOLIAS TOUKH AOCTYNE H
PACHIPENEANTENBHYIO CHCTEMY O0payeT paciuupennyio 301y obeayscu-
eanust ESS (Extended Service Set), CraHaaproM npenycMOTPEH Tak-
KE OHHOCOTOBHIN BapvaHT GeCripOBOOHON CETH, KOTOPBIA MOXeT
ObITH PEANIM30BaH M 6€3 TOUKM 10CTYHIA, FIPH 3TOM YacTh ec GYHKUHHA
BRINTOAHSIOTCH HENOCPENCTBEHHO PaboduMH CTAHLIAMY.

Hns obecrieyenusa nepexosa MOOCMNBHEIX pabouMux CTaHUMK K3
30HB! AEHCTBUA OAHOH TOYKHM HOCTYNIE X OPYrodl B MHOTOCOTOBBIX
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CHCTEMAX NPEAYCMOTPEHB! ClEUHAIbHbBIE JIPOLEAYPHI CKAaHHUPOBaHMS
(aKTHBHOIO W NACCHBHOIO TMPOCAYIIMBABNS 3¢hMpa) U NPHCOERKHE-
Hug {Association}, oflHaKO CYpOTHX CrCHHOUKALMA 1O pearn3ainy
poymunra cranzapt {EEE 802.11 nse npenycMmatpuBaer.

Ang szawmrte WLAN crgnmaprom [EEE 802.11 npeaycMmorpesn
anroput™™ WEP (Wired Equivalent Privacy). On BkouaeT cpencrsa
nporuBoneiicTeus HCI X ceTH, a TakXe wmMGpoBanue Wig lipenoT-
BPAIUEHNA fIepexBaTa HHpOPMallHH.

QOJiHaKO 3aNM0XeHHAs B nepBylo cnenrdukauino cranjiapra [EEE
802.11 ckopocTy nepenayuy nasHbiX B OECTIPOBOAROR CeTH RepecTana
YIOBNETBODSATL ROTPEOHOCTSM noak3osarencit: anroputM WEP nmen
DAL CYLLECTBEHHBIX HEJIOCTATKOB - OTCYTCTBHE YIPABJICHHS KO-
YOM, KHCTIONB30BARME OOILETO CTATUYECKOTO KIIOUd, Manble pa3psiil-
HOCTH K44 ¥ BEKTOPA MHHLKHAAK3ALMM, CNOXHOCTH MCNOABIOBA-
uua anroput™a RC4.

Yrobei caenats texnonoryo Wireless LAN Hemnoporoi, nonyaap-
HOW ¥ YROBJIETBOPSIONIEH XeCTKUM TpebopaHusM GU3HeC-NPUAoXKe-
Hui, paspaboTyyuKy CO3NANH CeMedCrBO HOBLIX creunHdUKauuihk
crapnapra 1EEE 802.11 — a, b, ..., i. Crasnaptel 370T0 CeMeHCTRA,
IO CYTH, ABAAKTCH OGECHPOBODHBIMM PACIUMPEHUSIMK NPOTOKONA
Ethernet, y1o 06ecneynBaeT XOpollee BauMoneiCTBIE C IPOBOAHbI-
My cetsimy Ethernet.

Crannapr JEEE 802.11b 61 parudrumporan IEEE 8 centstpe
1999 r. kax passutHe Gazosoro cTannaprta 802.11; B HeM UCHIONB3YETCH
nonoca yacrot 2,4 I'Tu, cxopocts nepeaayy gocruraer 11 M6/c (no-
no6ro Ethernet). Bnaromaps OpHMeRT4IMM HA OCBOCHHDBIH AHANA3OH
2,4 TTu cranpapt 802.11b 33BoeBas GoxbIUYIO MONYNAPHOCTE ¥ PO~
u3sonuTeNeH 06opyoBanys. B kayecTre 6430800 PAHOTEXHONOIMH B
HEM HCIIONB3YETCH METOA pacipeleiCHHOTO CIEKTpa ¢ fPSIMOHM no-
cnenoratensHocTs0 DSSS (Direct Sequence Spread Spectrum), xoro-
pPhi OTIIHYACTCH BLICOKOHR YCTORUHMBOCTRIO K HCKAXEHHIO JAHHBIX 10~
MEXaMHK, B TOM MMC/E JIPeIHAMEPeHHBIMH. 3TOT CTanllapT NONYMHI
LIMPOKOE pacripocTpaHenue, 1 Secnposoanbie LAN crany npupneka-
TENLHBIM PELICHHEM ¢ TEXHHUECKOH M GPUHAHCOBOH TOUKHK 3PeHUsI.

Cranpapr IEEE 802.11a npensasnaves ang paGoThl B HACTOTHOM
auanaszoue 5 I'Tu. Ckopocts nepenauu nauusix ao 54 Moéur/c, 1. ¢.
npUMepHO B 5 pas GmicTpee ceredt 802.11b. Accoumanns WECA sa-
3biBaeT 10T cranjpapr Wi-FiS. 3ro saubonee WMpPOKOnNOAOCHbiH
CTaHIAPT U3 ceMencrpa cTaunapros 802.11. Onpenenennl TpH 0653a-
TeNbHBIE CKOPOCTH — 6, 12 ¥ 24 MBuT/c U nisith Heoba3aTenbHbiX —
9, 18, 36, 48 u 54 M6uT/Cc. B KaqecTBe METONE MOAYASLWK CHIHARA
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IPUHATO OPTOFOHANBHOE HACTOTHOE MynbTHIneKcupoBahue OFDM
(Orthogonal Frequency Division Multiplexing). Ero otanune or Me-
Tona DSSS zawmouaercs 3 ToM, wio OFDM npeanionaraeT napani-
JIEABHYIO TIEpEnauy NOAE3HOIO CHIHANZ OfHOBPEMEHHO IO HECKONb-
K¥M 4aCTOTaM IMAnasQHa, B TO BPEMS KaK TEXHONCTHY PACIIKpEeHUs
criexTpa DSSS nepenaws curHanst nocnenopatesnsHo. B pesynbrare
MIOBHIILIACTCS IIPONYCKHAR CrIOCOOHOCTS Kanaia ¥ KaueCTBO CUIHaMa.
K Henocrarxam craHnapra 802.11a oTHocuTes Gonpluasi norpednse-
Mag MOMIHOCTL pazMonepezaryukos ans vactor 5 ITi, a Takxke
MeHBIHE panuyc neicrsus (oxono 100 M).

st fIpOCTOTH 3aNIOMUHARNS B Ka4ecTse ofLUEro UMEHH g CTaH-
zapros 802.11b u 802.11a, a TaxKe BCEX FOCACAYIOIMX, OTHOCHIIMXCH
K GecrpoBonnbIM AOKaTbHBIM ceTaM (WLAN), Accounauuei Secnpo-
BonHOM cosmecTMocTd ¢ Ethernet WECA (Wireless Ethernet Compa-
tibility Aliance) Obin meenmer tepmuH Wi-Fi (Wireless Fidelity). Ecnu
YCTPOACTBO [TIOMEUYEHO 3TUM 3HEKOM, OHO TIPOTECTUPOBEHO HA COBMEC-
TUMOCTS C OpyrumMy yerpoiicteamy 802.11.

Cranpapr IEEE 802.11g npeacraensier cofoit passutue 802.11b u
obpatHO coBmecTM ¢ 802.11h; npenHasuayeH [Uin OOeCHeYCHUsS CKO-
pocTelt nepenaum panHsx 1o 34 Mout/c. B uucnae noctouncts 802.11g
HaO OTMETUTE HU3KYIO NOTPeG/sieMyI0 MOLIHOCTD, BONBIHNE PacCToN-
Hust (1o 300 M) ¥ BHICOKYIO NPOHHKAIOLYIO CHOCOBHOCTH CHIHANA.

Craspapr IEEE 802.11i — crarnapr olecrieueHus 6e3011aCHOCTH B
SecnipoBoaHbix ceTsx; patuduuuposar 1EEE B 2004 r. 3ror craHnapr
PeIWT CYILECTBOBABLUKME MpOoOGNeMbi B OONACTH ayTEHTHOUKAUKMK K
fIPOTOKOAS LIMppoBarisl, 00eCreuB 3HAYMTENLHO 00Nee BHICOKMH
ypoBeHb BesonacHocTy. CraHnapt 802.1 1 MOXET NPUMEHATHCA B CeTsX
Wi-Fi, He3aBUCHMO OT UCTIONb3YeMOro craHuapra — 802.11a, b wam g.

CyLecTBYIOT IBA QUEHb IOXOXHX cranmapra — WPA u 802.111.
WPA 6bu1 paspaboTan 3 Wi-Fi Alliance xax peliexnue, KOTOpoe MoX-
HO NPUMEHHUTH HEeMEUICHHO, He ROXKIasCh 3aBepIUCHUS UIKTE/h-
HOM npouenypbr patiguxaumu 802.11i B IEEE. OGa cranzapra uc-
noab3yIoT Mexanuam 802.1x (cM. nanee) s ofeciieueHys HaleXHOR
ayreHTHOHKaIUHY, 0064 UCHIONB3YIOT CHABHBIE &IFOPHTME! LWKdpoRa-
HUS M NIPeAHA3ZHAYEHB! JUIS 3aMeHbI fIpoToxona WEP,

VX oCHOBHOEe OTAMYME 33KIIOMACTCS B MCIOAB3OBAHUU Da3Ay~
HBIX MeXaHM3MOB wmdposakus. B WPA npumeHseTcss npoTOKOA
TKIP (Temporal Key Integrity Protocol), XoTopbif, Taxxe KaKk K
WEP, ucnoabsyer uingp RC4, Ho 3HauurensHo Gonee Ge3onacHuiM
criocobom. ObecrieyeHne KOHGBHUISHIMAILHOCTH JAHHBIX B CTAHIap~
Te [EEE 802.111 ocHOBaHo Ha MCMOAB30BAHMYK ANropuT™Ma wndposa-
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Hug AES {Advanced Encryption Standard). Hcnonesyiomnik ero 3a-
UWMTHBL niporokon nonyann Hassanue CCMP (Counter-Mode CBC
MAC Protocol). Anroputv AES ofnanaer BHICOKO#H KpHIITOCTORKO-
crpio. Jnyuna xaoua AES pasna 128, 192 unu 256 6ur, yro obecne-
uypsaeT Haubosee HagexHoe MG pOBaHNE K3 JAOCTYITHBIX Celtuac,

Crannapt 802.111 npennosaraet HaAWiKe TPEX YYACTHHKOB fIpoO-
uecca ayreHTUhMKauuK, 310 cepep ayreHTudukaunn AS (Authen-
tication Server), Touxa nocyyna AP (Access Poini) u paboyas crau-
uns STA (Station). B npouecce 1windpoBaHES AAHHBIX Y4aCTBYIOT
TonsK0 AP 1 STA (AS He ucniossayerces). CTAHAAPT NpeaycMaTpvBa-
eT IBYCTOPOHHIOW ayrenThduxaumio (B omiuuye or WEP, rae ay-
TEHTHOQHLUUPYETCA TOABKO palouas CTAHUMA, HO HE TOYKA HOCTYNa).
[ipu o170M MECTAMHU NPUHATHSA PEIEHNS O PA3PEIeHUK JOCTYNa AB-
nAI0TCs ceppep ayTeHTudukaumu AS u pabouas craHuus STA, a
MECTaM¥ MCIIOJNIHEHUs! 3TOTO PelLieHMs — TouKa qocTyna AP u STA,

Hnst paboter no cranpapry 802.11 cospaeTcs Mepapxus KioyeH,
conepxanan Macrep-xirod MK (Master Key), naphniit macrep-xiioy
PMK (Pairwise Master Key), mapubiit spementmii xmou PTK
{Pairwise Transient Key), a T4i0oxke rpynnoBbie BpeMeHHbiE XKIIOMH
GTK (Group Transient Key), ciyxallie IS 3aiUMUTh ILIKPOKOBEIUA-
TENBHOTO CETEBOTO TpadHka.

MK —~— 3T0 cuMMeTPHYHBIH Koy, peanuayommit peenne STA
¥ AS o B3aumHOH ayTeHTHUKALMK. [ KaXaOh CECCHU CO3RaETCS
nHoswift MK,

PMK — ofHoOBasembiil cCHMMETPHYHBIA KITI0Y, BJIGNEHKE XOTO-
PhiM O3HA4ACT pa3speiieHne {ABTOPU3ALIKIO) HA JOCTYI X Cpelle nepe-
fa4y AAHHBIX B Teuenue naHHo# ceccum. PMK cosnaercst Ha ocHoge
MK, JIns xaxzoi napet STA 1 AP B KaXnoiil CecCHl CO3/1aeTCs HO-
Bt PMK.

PTK — 5T0 KOanexkuusi ONEPalMOHHBIX Kijouel, KoTopsle Uc-
nonb3yiores ang npreasky PMK x panubim STA v AP, pacnpocrpa-
peuys GTK u mmbpoBaHus BaHHbLIX,

[ipouecc ayrentuduKauuu ¥ IOCTABKHM KAKOYeH onpenensercs
cranaaptoM 802.1x. Or npenocTasnseT BOMOXHOCTh HMCNIOAB3OBATH
B 0eCnIpOBONHBIX CETHX TAKUE TPANMLMOHHBIC CEPBEPL! aYTEHTHDH-
kaunk, Kak RADIUS (Remote Authentication Dial-In User Server).
Cranpnapt 802,111 He onpesenseT THR CepBepa ayTEHTHMUKALIKH, HO
ucntonbzoBane RADIUS mis 1ot yenu sipnsieTest CTaHRapTHBIM pe-
HIEHHEM.

Tpaucnoprom ans coobwiennit 802.ix cnyxur nporokon EAP
(Extensible Authentication Protocot), EAP nosgonsier nerxo noGannsith
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HOBLIE METOAB! ayTeHTHOUKAUKK. TOUKe JOCTYRa He TpeOyeTes 3HaTh
00 MCMONB3YeMOM METONC AyTCHTHGhHMKALIKH, NIOITOMY U3MEHEHHE Me-
TO/la HUKAK HE 3aTparuBacT TOuKy Aoctyna. Haubonee nonyssiphbie
metonsl EAP — 310 LEAP, PEAP, TTLS n FAST. Kaxueii 13 mero-
LOB MMEET CBOM CWIbHbIe K Cllalbie CTOPOHBI, YCIOBUA fIPUMEHEHMS,
fIO-PA3HOMY MOJNEKUBACTCA nponssoauTensmu obopynosanus v 10,

Bruensnor msers as paborst 802,111,

Ileprast daza — obHapyxeHue. B 3to#l (asze pabouas craHuuda
STA HaxoouT TOUKY IOocTyna AP, ¢ XOTOpOH MOXET YCTaHOBUTHL
CBSI3b M NOAYHAET OT HEe KCHONB3YeMbie B JIAHHOH CeTH MapaMeTpsl
Oesonacxoctyn. Takum obpazom STA y3HaeT MACHTHOUKATOD CeTH
SSID n meTons! ayreHTHOHKAUNY, JOCTYIIHBIE B JaHHOM ceTH. 3ateM
STA puibupaet Meton ayrentudukaumuu, n mMexny STA u AP ycra-
HapnupaeTcs coeauueHue. ITocne atoro STA u AP roToBe! X Hadany
B8TOPO#i haser 802.1x.

Bropas ¢aza — ayresTuduxauus. B 310#l (ase BuinoaHsCTCH
B3auMHas ayresaTHgukauus STA u cepsepa AS, cospaotes MK o
PMK. B nannoii dase STA u AP GnOKKDPYIOT Beck TpadhuK, Kpome
tpaduxa 802.1x.

Tperesa daza — AS nepememtaer xnoy PMK Ha AP, Teneps STA
v AP BaangioT BelcTBRTENbHBIMY Kitouamy PMK.

Yerpepraa asza — ynpapneHue xwnovamp 802.1x. B 2103 dase
[IPOUCXONAUT FEHEPALNS, NPHUBA3Ka ¥ Bepuduxauus xiwoua PTK.

ITsrras asa — wmdpopanne u fepesaya AaHubIX. g wmobpo-
BAHMSA HCIONL3IYETCA COOTBETCTRYIOLIEs 4acTs PTK.

Crannaprom 802.11i npenycmorper pexum PSK (Pre-Shared
Key), xoropsii¥ mosponser ofolTHCh 63 cepBepa ayTeHTHDHKALUY
AS. Fpu ucnons3osanun 31oro pexuMa Ha STA u sa AP BpyuHYy®©O
sBouTCst Pre-Shared Key, koTopsiit ucnmonasayercs B Kavecree PMK.
Hanpe revepauns PTK npoycxoaut ONMCAHELIM BilUE OPSIIKOM,
Pexum PSK MOXET ycnons3oBarscs B HEGOMBIIHMX CeTsiX, TIE Heie-
NecooBpasHo yeTaHapnusats AS.

4.2.5. Crangaprsi ungpopmaumnormoi bezonacHocty
8 Uureprere

TTo ouenxe Komutera OOH ro npeaynpexiaeHRIo npecTynHocTy
# 6opube ¢ Helt, KOMIBIOTEpPHAS NPECTYHOCTE BHILLIA HAa YPOBEHD
OBHOHN M3 MEXIYHAPOAHBIX 11pobnieM. TToaTOoMy Upe3BLIYANHO BAXKHO
poGupathes ad@PexTMBHOTO pelresns npobaem obecnevenus 6ezo-
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MacHOCTH KomMMepueckoit MHbopMalmu B rnobansHoi ceth MHTep-
HET U CMeXHbIX MHTpaHeT-ceTsix, KOTOpbie MO CBOEH TexHUYecKoMn
CYLLIHOCTH HE MMEIOT NPUHLMIHUATIbHBIX OTAMYMA U pa3iMyaioTcs B
OCHOBHOM MaclutabaMM ¥ OTKPbITOCTbIO.

PaccMoTpuM 0COGEHHOCTH CTaHOApTHU3aLMHU Tpoliecca obecreye-
HUS 6e30MacHOCTH KOMMepUeCKoH MHGOpMalKH B CETAX C MPOTOKO-
noM nepenaun gaHHuIX JP/TCP M ¢ akueHTOM Ha 3alIUTY TeleKOM-
MyHuKauwuit [90].

Oo6ecneyenue GesonmacHoctH UT ocobeHHO akTyalbHO 1Sl OT-
KDBbITbIX CHCTEM KOMMEpPYECKOro NpuMeHeHUs, 0OpabaTbiBaloLLIMX
MH(pOpMaLMIO OrpaHUUEHHOTO AOCTYMNa, HEe COAEpXKalllylo rocyaapcT-
BeHHYIO TailHy. Iloo omxpsimemmu cucmemamu TOHVMMAIOT COBOKYII-
HOCTHM BCEBO3MOXHOIO BBIYUCJIMTENBHOIO M TEJIEKOMMYHHMKaLMOH-
Horo o6opynoBaHUS pa3sHOIO MPOM3BOJCTBA, COBMECTHOE (PYHKLIMO-
HMPOBaHME KOTOpOro obecreynBaeTcsl COOTBETCTBHEM TpPeOOBAaHMAM
MEXIYHapOIHbBIX CTaHIAPTOB.

TepMUH «OTKpBITbIE CHCTEMbl» MOApPA3yMEBAET TAKXE, YTO €CNU
BbBIYMCIIMTENbHAS CUCTEMA COOTBETCTBYET CTaHAapTaM, TO OHa Oymer
OTKpbITA AJI B3aMMOCBA3HU C JII0OOH Apyroit cucTemMoil, KOoTopas co-
OTBETCTBYET TEM XE€ CTaHZAapTaM. DTO, B YaCTHOCTH, OTHOCHUTCS M K
MexaHu3MaM Kpunrorpad®uyeckoit 3auiuTel MHGOpPMALIMK MM K 3a-
umTte oT HCJ x nHpopmauuu.

Baxnast 3acnyra MHTepHeTa COCTOMT B TOM, YTO OH 3acTaBW
MO-HOBOMY B3INIAHYTb Ha Takue TexHonornu. Bo-nepBbix, UHTEpHET
MOOLLUPSET NPUMEHEHHUE OTKPBITbIX CTAHNAPTOB, NOCTYIHBIX LI BHE-
IpEHHs BCEM, KTO MpOSIBUT K HUM HUHTepec. BO-BTOpbIX, OH mpend-
craBjsieT coboit KpynHehylo B MUpe, U BEPOSITHO, EAMHCTBEHHYIO,
CeTb, K KOTOPOH MOAKIIOYAETCS TAKOE MHOXECTBO Pa3HbiX KOMIIbIO-
TepoB. M1 HakoHen, MAHTepHeT cTaHOBUTCS OOLUENPUHATHIM CPEICT-
BOM [IpEACTaBJeHMS ObICTPOMEHSIOLIECS HOBOM MPONYKLMHU U HO-
BbIX TEXHOJIOTMA HA MMPOBOM PBIHKE.

B MHTepHeTe yXe HaBHO CYMIECTBYET psl KOMHTETOB, B OCHOB-
HOM M3 OpraHu3alMii-I100pOBOJIbLEB, KOTOPbIE OCTOPOXHO MPOBOAAT
npeularaeMblie TEXHOJIOTMU Yepe3 NMpoliecc CTaHAapTU3aLUU. OTHU KO-
MUTETbI, COCTABNAIOLLIME OCHOBHYIO YyacThb PaGoueil rpynmnbl MHXeHe-
poB UnrepHera IETF (Internet Engineering Task Force) nposenn
CTAHAAPTM3ALMI0 HECKONbKMX BaXHbIX IPOTOKOJOB, YCKOpSASl HX
BHeapeHue B MHrepHete. HemocpencTBeHHbBIMH pe3ynbTaTaMM yCH-
awit IETF aBnsiorcsa Takue npotokonsi, kak cemeiictso TCP/IP mnd
nepenayn gaHHbix, SMTP (Simple Mail Transport Protocol) u POP
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(Post Office Protocol) mist a1eKTpoHHOM mouThl, a Takxe SNMP
(Simple Network Management Protocol) nns ynpaBiaeHust CETbIO.

B MIHTepHETe MomyasipHbI TPOTOKOJ1bl 6€30MMacCHOM Nepeaadyu AaH-
HbIX, a UMeHHO SSL, SET, IPSec. IlepeuncneHHble MPOTOKOJBI MOsI-
BWIKCH B UHTEpHeTE CpaBHUTEIbHO HEAABHO KaK HEOOXOAMMOCTD 3a-
LIXTBI LIEHHO# UHGOpMaLlMK U Cpa3y CTAIM CTaHOapTaMH ne-(dakTo.

IIporokon SSL (Secure Socket Layer) — monynasipHbIiA ceTeBo#
IIPOTOKOJ C IIMdpOBaHMEM OAHHBIX [UISE GE30MacHOil Iepenadyu Io
cetd. OH MO3BOJISET YCTAHABIMUBATh 3alUMUIIEHHOE COeIMHEHHUE, NIPO-
MU3BOAUTb KOHTPOJb LIEJIOCTHOCTH JAHHBIX W peilaTh pa3lU4HbIE CO-
nyTcTBy1oLIMe 3anauu. IIpoTtokon SSL obecneunBaeT 3alUTy HaHHBIX
MeXIy CEpBMCHBIMH NpoTokKoiaMu (Takumu kak HTTP, FTP u np.) u
TpaHcnopTHeIMU npoTokonaMu (TCP/IP) ¢ noMouibio coBpeMeHHOI
kpuntorpaguu. Iporokon SSL nmoapo6Ho paccMoTpeH B mase 11.

IIporokon SET (Security Electronics Transaction) — mnepcrek-
TUBHBIA CTaHOApT Oe30MacHBIX IEKTPOHHBIX TpaH3aKUMil B CETH
W HTepHeT, npeaHa3HauY€HHBIA Uil OpraHU3aluy JEKTPOHHOMN TOp-
roBiu uepe3 ceTb MHTepHeT. [IpoTokon SET ocHOBaH Ha MCIONB30-
BaHUM LMDPOBLIX cepTUdHUKaATOB nMo cTaHaapTy X.509.

IIpoTOKON BHIMOMHEHMS 3alllMIIEHHBIX TpaH3akuuit SET sBnset-
cs CTaHAapTOM, pa3paboTaHHBIM KoMnaHussMu MasterCard u Visa
npu 3HAYuTeNbHOM ydacTud IBM, GlobeSet u apyrux napTHepoB.
OH no3BoJIsIeT MOKYyNaTe/isiM NMpHobpeTaTh ToBaphl yepe3 MIHTepHeT,
MCII0JIb3Ys 3alLMILEHHBIM MEXaHU3M BBLIMTOJIHEHUS TIATEXE .

SET saBnsieTCcst OTKPBHITHIM CTaHAAPTHBIM MHOTOCTOPOHHHM IIpO-
TOKOJIOM IJISI IIPOBENEHUST Be30MaCHBIX IJIaTeXei ¢ UCMONb30BaHUEM
MJIacTUKOBLIX KapToyek B MHTepHeTe. SET obecneunBaer Kpocc-ay-
TEHTU(OUKALMIO CYeTa JepXaTesist KapThl, poaaBua U 6aHKa npoaas-
La /Ul NMPOBEPKU TOTOBHOCTH OIUIATHI, 3 TAKXKe LEJIOCTHOCTb U CEK-
pETHOCTb coobLIeHHs, KMbPOBAHUE LEHHBIX U YSA3BMMBIX HaHHBIX.
ITostomy SET Gosiee npaBuibHO MOXHO Ha3BaTh CTAHIApTHOM Tex-
HOJIOTUE! MM CUCTEMOI MPOTOKONOB BHIMOJHEHUSA 6€30MacHBIX IUIa-
TeXel C UCIMOJb30BAHUEM IJIACTUKOBBIX KapT yepe3 MutepHetr. SET
MO3BOJISIET MOTPEOUTENAM M MPOAABLAM IMOATBEPXKAATH MOUIMHHOCTD
BCEX YYaCTHUKOB CHAEJKH, Mpoucxonsiieir B MHTepHeTe, C MOMOLIBIO
KpUITorpaduu, B TOM YHCJIe NMPUMEHsS LMDPOBble CepTU(HMKATHL.

Kak ynoMuHanoch paHee, 6a30BBIMHM 3adayaMM 3allUThbl MHGOP-
MallUU SABISAIOTCS obecreyeHUe ee NOCTYITHOCTH, KOH(UICH LHaJ1bHO-
CTH, LIEJIOCTHOCTH M 10pUInyecKoil 3HauuMocTH. SET, B oTiiMuuu or
JIPYrUX IPOTOKOJIOB, MO3BOJISET pelllaTh yKa3aHHbIE 3aJauyM 3allMThI
HH(GOpPMaLMHU B LIEJIOM.
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B yacTHOCTH, OB obecnieunBaeT CIERAYIOLME CrICUHanbHble TPe-
OOBaHKsA ALMTH] ONIEPALIMIE JEKTPORHOH KOMMEPLIWK:

* CEKPETHOCTH NAHHBIX OIIATE ¥ KOHOHACHUUAILHOCTL HH(pOp-

MauWy 3aKasa, fepelanHoit Hapsaay ¢ ZaHHbIMY 06 ofiare;

+ COXpAaHEHUE HEAOCTHOCTH ZHAaHHBIX rwatexed. lieaocrHocTs
urdopManuy nnarexei o0ecTeuMBACTCS ¢ IOMOIUBIO HHUDPO-
BOH JIOATIHCH;

CHELNAILHYIO KPUNTOTPahUIo ¢ OTKPHITBEIM KAIOYOM I IipO-
BeJIEHMS ayTeHTHRMKaumy,

« QYTCHTHOUKALMIO JEPXaTeNs [0 KpeauTHOW xaprouke. Ona
ofecrieyHBaeTCs NpUMEHEeHUEM HMODPOBON NOANUCH M cepTy-
uKaToR nepXKaTeNs KapT;

+ QYTCHTH(PHKAUMIO NPOJABLA U €50 BO3MOXHOCTH ITIPHHUMATD
NIATeXH TG TLUIACTUKOBBIM KAPTOYKAM ¢ IpPHMEHeHUeM LHp-
POBOH TOANUCH ¥ cepTHUhUKATOR NPOAABLA;

+ ayTeHTUOUKALNIO TOro, YT GaHK TIPONABLA ABASETCH AEHCT-
BYIOILECH OpraHu3anMed, XOTopass MOXET TIPUHHUMATh TINATEXH
110 TIACTUKOBBIM XapPTOYKAM 4Epe3 CBi3b € JIPOLIECCHHIOBOH
KapTouHO# cucTtemoli. AyrentHduxkanms GaHka npozaBua
ofecrieyHBaeTC MCMOAb30BaRMeM LPOBOH HOMNHUCH U cep-
THOHKATOB GaHKA fIpORARLA,

¢ FOTOBHOCTb OILIATBI TPAHIAKLWH B PE3YABTATe ayreHTHuxa-
UK cepTdHKaTa ¢ OTKPBITBIM KIIOYOM LI BCEX CTOPOH,

+ 6e30NacHOCTb flepenayuy JMaHHBIX [TOCPEACTBOM FIPEUMYIIECT-
BEHHOTO HCMONB3OBIHUS Kpuntorpadui.

Ocnosnoe npeumyiiectse SET no cpaBHeHHIO ¢ APYrUMHU cylie-
CTBYIOIUMMH cucTeMamy obecriedenus WHbopMaunorHOMR Gesonac-
HOCTH 3aKJI0Yaescss B HCHONBIOBAHUN LMUGPOBBIX CePTHOUKATOB
{crannapr X305, sepcus 3), XOTOpbie aCCOLMMPYIOT depXareis Kap-
Thi, NpoflaBud W 0aHK fpojapina ¢ OG3HKOBCKWMH YYDEXNEHHUAMYU
MIRATEXHBIX CUCTeM Visa u Mastercard. Kpome toro, SET rnossonsier
COXPAHUTD CYILECTBYIOLUME OTHOWEHUS MeXIy GaHKOM, depxatess-
MM KaDT ¥ fIPOJ3BUAMY ¥ UHTETPUPYETCH ¢ CYLIECTBYIOIIMMY CHCTe-
MaMH.

TIporokox IPSec. Crnennduxauns IPSec sxoauT B cranaapt IP v.6
Y ABARETCS JOTIONHUTENBHON IO OTHOILIEHUIO K TeKyuieit BEPCHU Npo-
Toxonos TCP/IP. Oua paspaGorana PaGouel rpynnoit IP Security
IETF. B Hacrosiiuee Bpema [PSec Bxalouaet 3 anropurMo-He3aBUCH~
MbIX 6330BBIX CreLUOHKALUM, NPEICTARISIOIUX COOTRETCTBYIOILNE
RFC-crapnaprel. [Iporokon IPSec ofecrieunpaeT CTanaapTHEi crio-
co6 wuhposanns Tpahuxa Ha cereBoM {TpeTbeM) yposre [P u 3amwu-

-
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IWaeT HHPOPMAIIHIO Ha OCHOBE CKBO3HOTO LM(POBAHMS. HE3ABKCHMO
oT paboTalomero NPWIOXERUS NPH 3TOM KMPYETCH KaXbifi NaKeT
JABKBIX, BPOXOAAHIKH 1O Karany. BTO NO3BONSET OPraHu3aLMaM CO3-
nasath B VIHTepHeTe BHpPTYLIbHbIC vacTHbie cetd. flpotokon IPSec
TopOBHO PacCMOTpeH B I 12.

HudpacTpykrypa ynpabienust oTKpbitsivH Kmodame PKI (Public
Key Infrastructure) npeaHasHaveHa sl 3ali{iEHKOIO YIPaBieKus
KPUNTOIrPa MHECKUME KIIOYAMH IEKTPOHHONO JOKYMEHT0060pOTA,
OCHOBAHHOTO HA BPHMCHEHHY KPUNTOrpaduk ¢ OTKPHITHIMK KIIO4HA-
M#. IJT1a MHGPACTPYKTYPA NCAPA3YMEBACT HCHOIH30BAHHE LHGBPOBLIX
cepTuhUKATOR, YAOBACTBOPHIOLIMX PEKOMEHAALIMAM MEXAYHAPORHO~
ro crannapra X.509 u passepHyToit CETH HEHTPOB CEPTHRHKALMM,
ofecneMNBAIOHINX BBLIAYY Y COMpPOBOXIEHKE MNBPOBLIX cepTrdKKa-
TOB [UIsi BCEX YYACTHHKOB JMEKTPOHHOTO 06MEHa NoKyMeHTamu. UH-
dpactpykiypa PKI nmonpo6Ho paccmarpusaercs B ra. 13.

4.3. OtevecrseHHbIe CTaHAAPTLI HE30MaCHOCTH
uHPOPMALMOHHBIX TEXHONOTHH

VicTopHYecKr CIOXHIOChL TaK, 4To B Poccuy npobiaembr Geso-
nacHoctyt AT H3YUIKCH H CBOCBDEMCHHO DECIUAIKCH B OCHOBHOM B
cepe OXpaHb! MOCYHAPCTBEHHON TaltHpl. AHATOIHYHBIC 33Aa4YH KOM-
MEPHECKOIO CEKTOPa SKOHOMMKH NOJTOE BPEMS HE HaXOAMAH COoT-
BETCTBYIOLUMX PEILCHMKH.

WudopManng, CooepXaiiasics B CHCTeMax Wiu ripoaykrax UT,
SABASETCH KPUTHMECKHM DECYDCOM, IO3BONSIOMINM OPTAHU3ALIHAIM
VCHEIUHO PEIUATb CBOM 3ajlaum. KpoMe TOro, HaCTHBIC AMila BIpaBe
OXHAATH, YTO MX HEPCOHANbHAs HHGOpMaius, Oynyddl pazMeiieH-
HO B ApoaykTax wik cucreMax YT, ocTarercs npuBaTHoi, zoctyi-
HOM UM IO Mepe HEOBXOAMMOCTH ¥ HE CMOXET ObIThb ROABEPTHYTA
HECAHKIMOHHPORAHHOK MOAMGDUKALKY,

Flpobnema 3aumTel uHQoOpMamHyu B xoMMmepueckoil AC umeer
CBOM OCOOCHHOCTH, KOTOPBIE HEOOXOMKMO YMHTBIBATH, MOCKOALKY
OHHK OKa3bIBAIOT CEPLE3HOE BAMSHUE Ha MHGOpMALIKOHHYIO Be3ornac-
Hocth {MB). FlepeunciusM OCHOBHBIE K3 HKX.

Hpuopumem axoromuueckux gaxmopos. s kommepueckod AC
BAXHO CHU3UTL AMb0O MCKIOMUTL (PUHANCOBLIE rotepn u obecne-
YUTH NONYYERHE fpUOHIIK BAAAEABIEM ¥ HONb3OBATE/AMM JGHHOIO
MHCTPYMEHTADHS B YCJIOBMAX PEAUTBHBIX PHCKOB. BaXHBIM YCHOBUEM
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IipH 3TOM, B YACTHOCTH, ABIACTCH MHHVMM3AUNA THIHYHO GAHKOB-
CKMX PDHCKOB (Hamnpymep NOTEph 3a CHET OWIMOOUHBIX HANpaBleHKHk
ratexelt, panscHOUKaNHN FUIATEXHBIX JOKYMEHTOB # T. 11.).

Omrpeimocmys nPpOeKmMUpOsarUsa, HPCIYCMATPHBAIOIAR CO3llaHe
TIGACHCTEMSBI 3A1EUTE KHOOPMALIEY M3 CPEICTB, LUMPOKO ZOCTYITHBIX
HA phiHKE # paboTaoiluX B OTKPHITHIX CHCTEMAX.

Opuduveckas IHAUUMOCHE KOMMEPHECKOR UNDOPMALUY, KOTODYIO
MOXHO OIpeleNntb KaK CBOMCTBO Gesonacrod nHMOPMALKH, 10380~
AsoLiee 06eCTIeU KT IOPMIKYECKYIO CHAY 3ICKTPOHHBIM TOKYMEHTAM
vay HHOODMALKOHMLIM FIPONECCAM B COOTBETCTBMM ¢ 3AKOHOZA-
TenbCTBOM Poccuitcxoit Penepanyy,

Cpeny pasiuuHsiX CTAHAapTOB 1O OesomacHocT WUT, cyecr-
BYIOLIMX B HacTOsLiee BpeMs B POCCHHM, CIENYET BBUICHKHTH HOpMA-
TKBHBIC AOKYMEHTHI I10 KPUTEPHUSM OLICHKK 3aLLMIHEHHOCTH CPEACTR
BHIMACAVTENBHON TexHNKH M AC ¥ JOXYMEHTHI, DEryIMpYIoife uH-
thopmanoHHylo BezonacHocth (Taba. 4.1, crpoxm 1—10). K suMm
MOXHO H06aBHTh HODMATHBHLIE ZOKYMEHTHI 110 KpuniTorpaguueckro
3amTe cucrem 06paboTky MHGMOPMAKKY ¥ MHOOPMALMORHbIX TeX-
HONOrUH (1abn. 4.1, ¢tpoxn 11—13)

Tabnuya 4. 1. POCLHBCKNE CTRRAAPTH, PEryIMpyonse ruopManuonnyo 6e3onathocTs

Ne

Cranaa Han BaHe
n/n HIApT MEHO!

i ITOCT P UCO/MBK 540812002 | MeToon u cpeactsa obecneveHus 6¢30-
nacHocT#, Kpurepuy ollenky Gesonac-
HOCTH HHQOPMANKOKHBIX TEXHOTOTHH.
YacTp §. Baenenue u ofiuias Moness

2 (TOCT P MCO/MBDK 15408-2—2002 | Merons u cpencisa obecniedenus eo-
macHootH. Kpusepun ouexk Hesomac-
HOCTH HHOOPMALKOHHBIX TEXHOAO KM,
YacTs 2. PyHKuuoHaIbHbe TpeboBaHUA
BeaonmacHocTy

3 JFOCT P HICO/MDK 15408-3—2002 | Metonws u cpencyna obecneueHus Se3o-
nackocTi, Kpurepuu ouenxy Gesonace
HOCTH MHPODMENMOHKHX TEXHONOMHI.
Yacyp 3. TpeGopanus gosepus K Heso-
NACHOCTH

4 TOCT P 5073995 CpencTsa BHYMCTHTSIBHON TEXHUKH.
3a14T2 OT HECARKIHOHEPOBAKHOTO
aceTyna K gHGopmann. O6uIHe Texmnr-
yecKue TpeboBamus
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Oxounasue mabn, 4.1

Craunapt Hauvenosanne

5 {TOCT P 5092296 3amura yapopMauuy, OcioBHLIE Tep-
MEHBI U OfIpenenesus

6 {TOCYT P 5118898 3amwta wudopmanpy, Ucnsitanns
NPOrPAMMEBBIX CPRICTR HA HaNRYue
KOMIILIOTEDHBIX BEPYCOB, THIOBOE py-
KOBCGACTBO

7 {TOCT P 51275—99 3aurnta nrdopmauny. O6vext wrdop-
Matusaur. PaKropsl, BOJMCHCTRYIOHHE
#a wHopopmanwo. Oume NoIoXeHIs

8§ I'OCT P NCO 7498-1—99 UnbopMaugonad TexHonorys. Bsan-
MOCBS3b OTKPBITHIX cHcTeM, Balonas
STancHuag mopens. Yacrs 1. basosas
MOZEAD

§ ITOCT P UCO 7458-299 HndopmauposHas TexxHonoruy, Baay-
MOCRA3b OTKPBITHIX CUcTeM. Basopas
ITATOHHAN MoZes. YacTs 2. ADXETEK-
TYpa 38T UEdOpMaLy

16 [¥OCT P 5073595 CpeacTBd BuIMECTHTCABHOR TEXHHKYU,
3aura 07 HECAHKUNOHEPOBAHHOTG
FOCTVHA X mudiopmanny. OBme Texqu-
$ECKHE TPeBOBaHES

il {TOCYT 2814789 Cucremsl o8paboTky prbopmayun. 3a-
WUTa XpunTorpaduieckas. AJITOPUTM
kpusrrorpaduseckoro npecbpazonanus

i2 iTOCT P 34,10—=2001 Undopmaunonnad rexHosorus. Xpun-
Torpadusieckan 3allMTa MHGOpMalun.
Ipoueccsl PopMupoBaia H TIPOREPKYU
IIEKTPOHHEON uKPOBOR HOARKCH

i3 i;TOCT P 34.11-9%4 UsibopMaunonsad texHonsorus. Kpum-
ToypaduLeckas 3auTa MHGoOpMaLny.
PYHKIMA XOLIAPOBAHIA

Crannaptst B ¢TpyKType VB BBICTYNAOT KaK CBA3YIOLLEE 3BEHO
MEXTY TEXHHYECKON K KOHUENTYathbHOR CTOPOHO# BOIIPOCA.

Beezenue B 1999 r. MexayHaponnoro cranpapra 1SO 15408 B
obnacti ofecrieyeHus Ub nmeno S0abiHoe 34a4eHMe KaK Wist pa3pa-
Gorynxos xomnpoTepHbix YIC, Tak u ans ux noss3oarene#t. Cran-
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napt ISO 154082002 ctan croero pona rapaHThel KayecTsa ¥ Ha-
HEXHOCTH CepTRONIMPOBAHHEEIX 10 HEMY NPOrPAMMHBIX MPOLYKTOR.
JTOT CTaBAapT HO3BONMA NOTPEOMTEASM AYHILE OPHCHTHPOBATHCA
apy Beibope 10 » nprolperaTh APORYKTHI, COOTBETCIBYIOLLKE KX
TpeboBannam 6e30NacKOCTH, K, KaK CIACACTBYUE 3TOr0, HOBLICAI KOH-
KypeHTocnocobHocTs [T-xoMuanmil, cepTRRIMPYIOLIKX CROIO MPO-
AYKLKIO B cootBercTBRE ¢ IS0 15408,

TOCT P NCO/MDK 15408—2002 «Kputepnu ouenky Gezonac-
HoCTH HudopManmonnIX Texdonomii> nefictayer B Poccrm ¢ siugaps
2604 r. n asaserca axanoroM ctannapra I1SO 15408. FOCT P UCO/
M3K 15408, nassiraembiit taroke «O0nMy Kputeprammu» (OK), ag-
JISETCH HA CETOJHS CaMbiM {I0HBIM CTaHAADTOM, OTNPEACAAICIINM
KHECTpYMeHTHl oueHKy besonacHoct MC y nopsinox mx KCnonbso-
sanus {18, 19, 201

OK nanpasneHbl Ha 3alUATY HHDOPMALKK OT HECAHKXUROHUDO-
BARHHOTC PACKpbiTHSA, MOAMMDHKALNK, TOJHOM WAK YaCTHUYHOH AoTe-
PH K NPUMEHKMbBI K 3ALUMTHLIM MEpaM, PEanu3veMspiM arijlaparHbi-
MY, IPOIPAMMHO-aBNIAPATHLIMY K [IPOIPAMMHEBIMYK CPEACTBAMMK,

OK npeaHasHaueHbsl CHVKUTh OCHOBOM IIPH OLCHKE XapaKTepH-
CTHK OesoracHOCTY NponyxTos n cnctem YT, 3anoxeHHbie B CTaH-
napte HaGopbl tpeBopaHui NO3BONSIOT CPABHMBATL DPE3YILTATH He-
3aBUCHMBIX OLEHOK BezonacHocTH. Ha OCHOBaRUK 2THX PE3YNsTaToB
ROTpEOHTEN s MOXET MPHHKMATL PELICHHE O TOM, JOCTATOMHO JK
6esonackbi UT-NpOayKThI MK CACTEMBE JUIS MX [IDEMEHEHHUS C 3a-
HaHHBIM YPOBHEM PHCKa.

T'OCT P UCO/MBDK 15408—2002 cocTONT K3 TpexX yacTed.

Yacre | (TOCT P UCO/MIK 15408-1 «Bpeneune n obluas Mo-
AeAb») YCTaHaBAMBaeT ODILKM 10IX0 K HOpMUPOBaHKIo TpebosaHu it
BesonacHoCT K oueHke GezortacHocTy. Ha ux ocHoBe paspabatbiBa-
JOTCA OCHOBHbIE KOHCTPYKLUM K (f1pohib 3a1uuThl ¥ 3aaHue 1o 6e3o-
NACHOCTY) fIpelcTaBieHus TpeboBaHni Oe30MacHOCIH B MHTEpecax
noTpebuTeneH, paspaboTUKKOB ¥ OLECHIIMKOB NPOIAYKTOB Y CHCTEM
WT. Tpebopanns BesonacHocTh 06bekTa oueHxy {OO0) 1o MerTonono-
run OK onpenensiorcs, KCXORs U3 Leselt 0e30MacHoCTH, KOTophle oC-
HOBBIBAIOTCH Ha aHanyie HasznayeHns OO0 K YCHOBHE Cpenbi €ro yC-
1107b30BaHKA (YIPO3, NPEANTONOKEHRH, IONKRTHKE BE30MaCHOCTH).

Yacrs 2 (TOCT P ACO/M3BK 15408-2 «DyHKunoHaABHbIE TPE-
Sopanus 0e30nacHOCTH» ) COHEPKMUT YHUBEDCATBHBIR KaTanor (PyHx-
LHOKaibHbIX Tpebosakuit 0e3011aCHOCTH ¥ NPEAYCMATPHBACT BO3-

MOXHOCT, MX HCTANM3AUKK Y paCUiBRpCHUA {10 ONPCACICHHBIM DA~
BUJ1AaM.
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Yacts 3 (TOCT P UCO/M3IK 15408-3 «TpeboBaHus nOBepHs K
6e30MacHOCTH») BKJIIOYAET CUCTEMAaTU3MPOBAHHBINM KaTanor TpeboBa-
HMI1 JOBEPHSA, OMpPEHENSIOLINX MepPbl, KOTOPbIE HOKHBI ObITh MPH-
HATBl Ha BCEX 3Tanax >XXHU3HEHHOTO LMKJIA MPOAyKTa WIW CHCTEMBI
UT mns obecrnieyeHHs YBepeHHOCTH B TOM, YTO OHM YIOBJIETBOPSIOT
NMpenbsABIeHHBIM K HUM (YHKIMOHAIbHBIM TpeOoBaHMAM. 31ech Xe
colepxarcs OlleHOYHble YpoBHM nosepust (OY]l), onpenensioiuve
wkany TpeOOBaHHUIl, KOTOpble MO3BOJISIIOT C BO3pAacTalollled cTere-
HbIO MOJHOTHI M CTPOTOCTHU OLIEHUTb MPOEKTHYIO, TECTOBYIO U 3KC-
MIYaTallMOHHYIO JTOKYMEHTALUIO, NPaBUJIbHOCTb peann3aluu (pyHK-
unit 6esonacHocty OO, ysa3BMMOCTH mnpoaykra wunu cuctembl UT,
CTOMKOCTb MEXaHHU3MOB 3aLIWThl U CHENaTh 3aKII0uYeHHE 00 ypOBHE
JIoBepUs K 6e30MacHOCTH 00beKTa OLEHKH.

0O0600111as BBIlLIECKAa3aHHOE, MOXXHO OTMETUTb, YTO KapkKac 6e30-
MacHOCTH, 3anoxeHHBIH uyacteio 1| TOCT P UCO/MBK 15408,
3aMOJIHAETCA COHEPXHMBIM M3 KJNacCOB, CEMENCTB M KOMIOHEHTOB
yacTH 2, a 4acTb 3 OmpelenseT, KaK OLUEHHTb MPOYHOCTb BCETO
«CTPOECHHUS».

Crannapt «Kpurepun oueHKH 6€30MacHOCTH MHGMOPMALMOHHBIX
TEXHOJIOTHI» OTPaXKaeT NOCTHXEHHS MocienHux et B obnactu UB.
BrnepBble TOKYMEHT TaKOTO YpOBHsI CONEPXKHT pa3lebl, aipeCOBaH-
Hble NIOTpeOUTENSIM, TPOU3BOAMUTENSAM M IKCIEPTaM MO OLEHKe 6e30-
nacHoct UT-nponykTos.

I'maBHbie noctonHcTBa [TOCT P HCO/MBK 15408:

e nionHoTa Tpe6oBaHuit Kk Ub;

e THOKOCTb B TPUMEHEHUH;

e OTKPBITOCTb IS MOCAEAYIOLLErO Pa3BUTHA C YYHETOM HOBEMILIMX

JOCTHXKEHUH HayKH U TEXHHUKH.



Yactb 2
TEXHOJNOIMH1 3ALLIMTBI OAHHbIX

be3onacHOCTb HaHHBIX O3HAa4yaeT MX KOH(UIEHLHANBHOCTD, lle-
JIOCTHOCTb ¥ MOJIMHHOCTb. KpuTepuu 6€30MacHOCTH HaHHBIX MOTYT
OBITb ONpeaeneHbl caenyoumM obpa3om.

Kongudenyuanssnocms HaHHBIX TpEANnojaraeT MX JOCTYNHOCTH
TOJIBKO IUISl T€X JIMLl, KOTOPbIE HMEIOT Ha 3TO COOTBETCTBYIOUIME ITOJI-
Homouuq. Ilon obecneueruem konghudenyuarsnocmu nHbOpPMalUK No-
HHMMaeTCsl CO3[aHNe TaKUX YCIOBHUi, MPU KOTOPLIX MOHATh COdepXKa-
HUE MepenaBaeMbIX NAHHBIX MOXET TOJBKO 3aKOHHBIA MOJy4aTenb,
KOTOpPOMY faHHasi MHMopMauus npenHasHa4yeHa.

Llenocmnocms mHbOpMalMKM NpennonaraeT €¢ HEM3MEHHOCTb B
npouecce rnepefayu OT OTNpaBUTENs K nosy4yartento. [lon obecneuenu-
eM yenocmHocmu WHOOPMAUMM NMOHHUMAETCS NOCTHXKEHHE HICHTHY-
HOCTH OTMPAaB/sieMbIX U IPUHUMAEMBIX NaHHbIX.

IloOaunnocms vMHbOPMAaUMK NpeNNonaraeT COOTBETCTBME 3TOM
MH(pOpMaLMK ee SIBHOMY OINMCAHUIO U COINEPXAHHMIO, B YACTHOCTH,
COOTBETCTBUE HEWCTBUTE/NbHBIM XapaKTEPUCTUKAM YKAa3aHHBIX: OT-
NpaBUTEsl, BDEMEHU OTIIPABIEHUS U conepxXaHusl. Obecneyverue nod-
AuHHocmu UHGOpPMalUUHK, peaM3yeMoe Ha OCHOBE ayTeHTHUGhHKALHMHU,
COCTOUT B JIOCTOBEPHOM YCTAaHOBJIEHMM OTIPABMUTES, a TAKXKE 3allH-
Te MH(OPMALIMM OT U3MEHEHUs TIpU €€ nepenaye OT OTIIPABUTENs K
NoJyyareio.

CBOeBpPeMEHHO OOHAapyXeHHOE HapylleHHe MOMIMHHOCTU U 1ie-
JIOCTHOCTH T10JIy4€HHOro cOOOLIEHNA MO3BOJSET NMpPEeNOTBPaTUTh OT-
puuaTenbHble MOCAEACTBUS, CBA3aHHbIE C NaJbHEMLIMM HCIONIb30BA-
HHEM TaKOro MCKaXeHHOro COOBUIEHUS.

73348



Fnaea 5
MPUHLLUIMBI KPUMNTOTPADHUYECKOMU
SALLUMTBI MHDOPMALLMM

5.1. OCHOBHbIe NOHATMR KPUNTOrPachMYECKOH 3aLUMTbI
MHbopMaL MK

Kpunrorpagus siBiaseTCsl METOAOJOTMYECKOH OCHOBOI COBpE-
MEHHBIX CUCTEM oGecneyeHUs: 6e30nacHOCTH MHGOpPMaLIMU B KOMIb-
IOTEPHBIX CUCTeMax U ceTsax. Mcropuyecku Xpuntorpadpus (B nepe-
BOJIe C IPEYECKOro 3TOT TEPMMH O3HAYaeT «TaiiHOMUCH») 3apPOaMUJIACh
Kak crniocob ckphiToil nmepenauum coobuenui. Kpunrorpadpus npen-
CTaBsieT cOO0H COBOKYMHOCTb METOJOB NpeoOpa30oBaHUsl NAHHBIX,
HamnpaBJIeHHBIX Ha TO, YTOOBI 3alUMTUTb 3TH AAHHbIE, cAesaB ux Oec-
NOJIE3HBIMU U1l HE3aKOHHBIX Mojb3oBareseil. Takue npeobpa3oba-
HUsl 0OecreyMBalOT pellieHWe TpeX IJIaBHBbIX MpobjeM 3allUThl daH-
HbBIX: obecrneyeHre KOHGUIEHUHATBHOCTH, LEJIOCTHOCTH M MOUIMH-
HOCTHU NepefaBaeMbIX WM COXpaHSIEMbBIX HaHHBIX.
Jna obecneyeHnsas ©e30MacHOCTH JaHHBIX HEOOXOAMMO Moaaep-
XHWBaTb TP OCHOBHbIE (DYHKLHUU:
e 33lUMTY KOHQUAEHUHUAIBHOCTH MEpPEeNaBacMbIX MM XPAHWUMBIX
B MaMSITH JAHHBIX;

e MOATBEPXIEHUE LETOCTHOCTH M MOJJIMHHOCTUA JaHHBIX;

e ayTeHTU(HUKALMIO aDOHEHTOB NMPH BXOAE B CUCTEMY U FpPU YC-
TaHOBJIEHUH COEIUHEHMS;

ns peanu3auuu yka3aHHbIX (DYHKUMH MCHONB3YIOTCSI KPUITO-
rpadpuyeckre TeXHONOruM LndpoBaHus, UUGPOBON NMOANUCH U ay-
TeHTU(DHUKALUH.

KoHduneHuuanbsHOCTh 0GecreyrnBaeTcsl C MOMOLLUBIO aJITOPUTMOB
1 METOJ0B CUMMETPUYHOIO U aCUMMETPUYHOTIO LIN(ppOBaHUs, a TaK-
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Xe nyreMm B3auMHOR ayTenTH)HKauHM A0OHEHTOB H& OCHOBE MHOIO~
PA30BLIX K OOHOPA3OBbIX flaposeit, undposbix cepiudukaros, cMapr-
KapT ¥ T. I

LlenOCTHOCTL ¥ NOMIMHHOCTL IEPENaBACMbIX ZAHHLIX OOBIYHO
NOCTUIAETCH ¢ TIOMOINBIO PASHMHBIX BAPDKHAHTOB TEXHONOI'KK 37EK~
TPOHHOW NOONHUCH, OCHOBAHHBLIX HA OAHOCTOPOHHHX YHKUMAX M
aCHMMETPHYHBIX METOAAX WHPPOBAHHA.

AyTeHTWOhUKALHS Pa3pellacT YCTAHARAKBATL COCAMHEHMS TOMb-
KO MEXUJY JICrabHbIMH ITONHIOBATE/IIMY K NIPEOOTBPALIAET JOCTYIl X
CPEACTBAM CETH HEXeNateNbHbix juil. AOOHEHTAM, A0Ka3aBIUHM
CBON JIETANBLHOCTL (AYTEHTHYHOCTL), TIPEAOCTABASIOTCA Pa3pelleH-
HBIC BHABI CETEROIO OOCAYXUBAHUS.

Obecrieueriye KOHDUAECHILMANBHOCTH, LENOCTHOCTA M NOMLAKH-
HOCTH NEpENaBaeMBbIX {1 COXPAHSCMbIX JAHHBIX OCYIIECTBAAETCH Jipe-
XIE BCETO NPaBHIBHBIM MCIIO/b3OBAHHEM KPHITOrpadHyecKux Cro-
cob0B ¥ cpeactB zamutht uudopmaunu., OCHOBOR CONbIIKHHCTBE
KpUIrrTorpaUyecKyx CpeacTB 3aUIMTH KWHGOOPMALIKK SIBASCTCS Wi~
POBAHUE CaHHbBIX,

Hoa wughpom NOHMMAIOT COBOKYIHOCTH NPONUENYp M NIPaBKA
KpUITTorpaguueckux npeobpa3oBanuil, UCnoOAb3YeMbiX WIS 3auQ-
POBBLIBAHMSA ¥ pacliHdpOBHIBaHUSA KHDOPMALIKK [IO KIIOHY WHHPO-
sanys. Tloa sawugpoesieanuesm uxgopmayun NOHHMAETCS TIPOLECC
ripeoBpasoBanusl OTKPBITOR mHbOpMauKy (KCXOAHBIH TEXCT) B 3a-
mudposansbit Texer (wndprexcet). Tpoiuece BOCCTaHOBACHHS HC-
XOZHOTO TEKCTA NO KPUNTOFPAMME ¢ HCIOAL3OBAHUEM KIIIOHA WH-
DOB&HUS HA3bIBAWT pacuugpossieanuem {zemwndposanuenm).

O6obuieHHas cxemMa KpUnTocucTeMbl IKGPOBAHKS NIOKa3aHa Ha
puc. 5.1. Mcxooubiil TekeT nepenasaeMoro coobleHHs (WK XpaHu-
MoH uHbopMaiunH) M 3aundposbisacTest ¢ NOMOUILIC KPHITTOrpa-
$uyeckoro npeobpasosanus £, ¢ MOJIYYEHHEM B PE3YNbTATE Wugp-
mexema C

C=E, (M),

rae k, — napamerp ¢hyHKunM E, HaspBaeMbiit Ka0uoM wugposanus.

Hiudpreker C, HaspiBaeMbill TAKKE KpunmozpamMmol, COZEPKUT
HCXODHYIC HHPOPMALIKIO M B NnOJHOM 006BeME, ONHAKO [IOCIEROBA~
TEABHOCTL 3HAKOB B HEM BHEILUHE NPEACTABISETCS CNy4alHOH U He
TIO3BONISET BOCCTAHOBHUTL KCXOMHYIO HHGOpMALNI0 663 3HAHUS KO-
ya WrdpoBaHus k,.

Kaiou wughpoearus sBNSIETCS TEM MEMEHTOM, ¢ NOMOIUBIO KOTO-
POTrO MOXHO BAPLMAPOBATh PEIYALTAT KpHIlTOrpaguueckoro npeobpa-
7
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O'mpapuTertp Nonyuarane
Ko Krtion
umtbponanns Ky pacumbposmsansn Ky

CovBerns M’

Pacumpo-
BLiBRHYA

Coobuionme A iLinpporanne Wudprexcy C
E

HeaawmutiysHmsin
KaHan

Puc. 5.1, Obofuiennas cxeMa KpuriTOCUCTEME! EINDPOBIHUS

30BaHMs. [laHHBIR SMCMERT MOXET MPHHAAIEXKAaTh KOHKDETHOMY
NOAL30BATEIIO WM TPYIIIE MOAL30OBATENEH M ABAATECA 1S HUX YHH-
KanbHbiM. 3alUK(pOBaAHHEAS ¢ HCTIOILIOBAHKEM KOHKPETHOrO Kioya
uHOpMauKs MoXeT ObiTh PaclIMgpoOBaHa TONBKC €r0 BAAACAbLUEM
(1K BRAfeAbIaME).

Obpareoe npeobpazoBakie HHOOPMAIIKH BBIIASANT CHENYIOLMM
obpaszoMm:

M' =D, (C).

Oyurnua D asiasercs o0partHoit X dyHkUMM £ M IpOU3BOAUT
paciundporbiBaye WnhprexeTa. OHA TaKKe HMEST JONOMHHUTERb-
HbIH NapameTp B Bule Kmoua &,. Kmoy pacurudpossipanud k, 101~
XEeH ONHOIHAYHO COOTBETCTBOBATL KJIOMY K, B 3TOM C/Ayd4ae oay-
YEHHOE B PE3YyARTATe paclundpoBsisaums cooliuenne M’ Oyner 3x-
uBaneHTHo M. IIpn orcyTeTBMM BepHOTO Kiloua K, NOAYYMTh
UexompHoe coobllenne M’ = M ¢ moMouibio HyHKIIMH D HEBO3IMOXHO.

IIpeobpasoramne IWHGMPOBAHUA MOXET ObiTh CHMMETPHYHBIM
HIY BCHMMETPHYHBLIM OTHOCHTENBHG TpeoBpazopaHus paciludpo-
BbiBaHysl. COOTBETCTRCHHO DA3iM¥aIOT AB4A KJIACCA KPUIITOCHCTEM:

* CHMMETPHYHBIC KPUIITOCHCTEMBI {C EAMHBIM KIIOHOM),

+ ACHMMETPHYHBIC KPUIITOCKCTEMB] (C ABYMS KIIIOHaMH).

5.2, CuMMeTpHuMbIe KPUNTOCUCTEMDI nPOoBamin

HcToprvecKH NEPBhIMY NOSBHIKCH CUMMETPUYHBIE KPHITTOIpa-
duyeckue cucremsl. B cummempuunoil kpunmocucmeme wudposanus
MCIIOJIL3YETCSl OJIKH M TOT Xe XMooy Ins 3amudposbiBadusg n pac-
1wHDPOBLIBakua HRGOPMALIMA. DTO O3HAYaeT, YTO NOOH, KTO UMeeT
NOCTYR K KIIOUY IIHGPOBAHMSA, MOXET PACIHGPOBaTH COOOLUEHME.
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COOTBETCTBEHHO € HE/IBIO JIPEAOTBPALIEHHS HECAHKIIMOHUPOBAHHOTO
PacKpbITHst 3alIKpPOBARKHOR ¥HpOpMaLKY BCE KIIOUHK IKDPOBaAHUA
B CHMMCTIPHYHBIX KPRHITOCHCTEMAX JAQDKHBI IEPXKATHCA B CEKpETE.
VIMEHHO TIO3TOMY CHMMETPUYHBIE KPHUIITOCKCTEMBI Ha3biBAIOT Kpun-
MOCUCMEMAMI ¢ CEKPEMHBIM KAIGHOM — K04 LIKDPOBAKYIS HOMKEH
ObITh DOCTYTIEH TOABKO TEM, KOMY npeaHasHayeHo coobuienne. Cum-
METPHHbIE KPHNITOCUCTEMb! HA3BIBAIOT CILC OCHOKAOHE8bIMU KPUNIMO-
epagbuwecxumu CHCMEMAMU, UK KPUNIMOCUCMEMAMUY ¢ IAKPLIMBIM KAI0-
wom. CXeMa CUMMETPHUYHOR KPHITOCHCTEMB! IIK(DPOBAHHS NIOKa3aHa
Ha puc. 5.2.

Orrpasurent Monymarsns
CexpeTHsi k=kq =Ky
Riou [ -----------------
Coobuehme M Windsposarue Wnprexer o Pacumppo- | Coobuierue M '
EM) [E— shinanne D {C}
KaKan

Pac. 5.2. CxeMa CHMMETPUIHON KPUNTOCHCTEMY! HIM(POBRKRUS

Hanxpie KpUNTOCHCTEMB! XapaKTepu3yloTcsi Hanbosnee BBICOKOH
CKOPOCTBIO LIMDPOBAHHAS, K C KX NOMOLIBIO ODECIICUUBAIOTCH KaK
KOH(QHACHUMAIHHOCTS Y NOZAMHHOCTD, TAK H HLEIOCTHOCTH fepena-
BaeMoit HHdopMmaunu [31]. KoHduaeHunansHoCcTe flepegadn HH-
opMaLHH ¢ TIOMOLIBI0 CUMMETPHUYHOR KPUITTOCHCTEMSl 3dBUCHUT OF
HANEeXHOCTH Wnppa ¥ obecrieyeHust KOHDUICHIIMAIBHOCTH KiHoya
IIHPPOBAHYS.

O6prino wiou umposanust npeacrasnsier coboil $ain wm
MaCCHB MaHHBIX B XPAHKTCA HA JIEPCOHATBHOM KUHOYCBOM HOCHTENE,
HANpPUMED IUCKETE WM cMapr-Kapre; o0A3aTENbHO TIPHHSATHE Mep,
OBECTICUHBAIOIIMX HEAOCTYITHOCTS NEPCOHAPHOIO KIOYECBOIO HOCH~
TENs KOMY-a1B0, KpOME €ro Brajenblla.

TTommasocTs obecileynBaeTCs 32 CueT Toro, uto Oe3 npeapapk-
TENBLHOTO PAclIBpPOBBIBAHKS TIPAKTHUYECKY HCBO3MOXHO OCYILECT-
BHTH CMBICHOBYIO MOMM(HKALIUIO H TIOLIOr KPHMITOrpaghuiecky 3a-
KpuITOro coobuienusi. Qanpiirusoe coobiieHue He MOXeT 6bITh f1pa-
BUABHO 3auindpoBalio 6€3 3HAHKUY CEKPETHOIO KIIIou4.

LenocTHOCTL AaHHBIX ODECIICYHBAETCH NPHCOSHUHEHMEM K fle-
PERaBAEMBIM RAHHBIM CHELMARBHOTO KONa {MMMTOBCTaBKHK), Bripaba-
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THIBAEMOR 1O CEeKpeTHOMY Kiiouy. FIMMTOBCTABKA ABASETCH PA3HO-
BANHOCTBIO KOHTPOABHOH CYMMBbI, T. €, HEKOTOPOH 3TANOHHOMK Xa-
PAKTEPHCTHKOR COOBIIEHNS, N0 KOTOPOH OCYILECTBAALTCA IIPOBEPKA
LEAOCTROCTH NMOCASHHEr0. ARTOpUTM (DOPMUPOBAHKS UMKTOBCTABKH
JOMKEH 0DeCneynBaTh €€ IABUCHMOCTh N0 HEKOTOPOMY CIOXKHOMY
KPUIITOrpapueckoMy 3aKOHY OT Kaxzaore Oura coobumterus. Hpo-
BEPKAa LETOCTHOCTHA COODLUEHMS! BHIFIONKACTCA NOAYHATENEeM CO00-
LWEHNA NTYTEM BhipabOTKK 1O CEKPETHOMY KITIOHY BMHUTOBCTEBKH, CO-
OTBETCTBYIOWICH NONYUEHHOMY COOBILEHMIO, Y €€ CPABHERKS ¢ NoJy-
YEHHBIM 3HAYCHMEM HMATOBCTABKK. lIpH COBNAJEHMH HEAACTCH
BBIBOI O TOM, YTC HMH(pOpMaLusg He Oba MOANDULIMPOBAHA HA TIYTH
OT OTRPABKTENS K NOAYYaTeRIo.

CuMMmeTpuiHOe WHGPOBaHNE HACATBHO FIOAXOAMT Ut LindpoBa-
HYA MHQOPMALIKK «1g celsvr, HANPUMED, ¢ LEAbIO NPEAOTBPALIEHAsN
HCJ  Helt B OTCYTCTBHE BANEIbIA. DTO MOXET OblTh KaK dpXHBHOE
wndpoBaHue BHIOPaHHBIX (aiiios, TaK {1 Npo3padHoe (aBToMaTHyie-
CKOE) N(DPOBAKHIE LEBIX JIOTHYECKMUX Wi DH3HHEECKHX IUCKOB.

OGnanas BBICOKOE CKOPOCTHIO IWUN(DPOBAHUS, ORHOKIIOHNEBbIE
KPHUIITOCKCTEMS]! NO3BOASIOT PElllaTh MHOIME BaXHBIC 3aBa4y 3allK-
Thi MEpopMauuy. OEHAKO aBTOHOMHOS MCTIONH30BAHKE CHMMETPHY-
HBIX KPHIITOCHCTEM B KOMIIBIOTEPHBIX CETAX MOPOXAIET mpobaemy
pacnpeseNeRus xoyeH mndpoBaus MEXIY MOABIOBATENAMMK.

Hepen wayanoMm ofMeHa 3anGbpOBAHHBIME JAHHBIMH He0OX0-
IAMO OBMEHATBCA CEXPETHBIME KITIOHAME CO BCeM# aapecatami. fle-
pefada CeKPETHOID KiIoYd CHMMETPHHHON KDHNTOCHCTEMBI HE MO-
Ket OplTh OcyluecTBieHa 110 ODINEAOCTYIHBIM KaHanaM CBS3M, CeK-
PETHBIM KIOY HANO NEPEesaBaTh OTIPABATEAIC K FONYYATeNie 10
3alMIeRHOMY KaHany. st ofecnevenns 5GOeKTUBHON 3aLIUTH
UMPKYAVPYIOLLKX B CETH COOOIIEHHH HeOOXOMMMO OFpOMHOE YMCaO
HaCTO MEHSIOINXCS KIoueH (OANH KoY HA KaXAYIO Napy Noab3o-
sarenedr). Ilpu nepenave xonouel nonb30BaTeNsM HeoOXOAKMMO ofec-
NEUUTH KOH(PHACHINARBHOCTb, NOAIHMHHOCT, K LEAOCTHOCTh KO-
yeidl wudposanusa, o tpelyer 00ABIIBX ACTIONHUTENBHBIX 34TPAT.
ATy 3aTpaTthl CBA3AHB ¢ HEOODXOAMMOCTBIO fIEPEAdMM CEKPETHBIX
KIIOYeH 11O 32KPBITBIM KAHAAAM CBH3J WK DacnpeacieHHueM Takux
KJIIOYeH ¢ NOMOIUBIC CMELHARbHON CAYXObl ZOCTABKH, HanpUMep C
FOMOLIBIC KYPSEPOB.

TpoGrema pacnpesesieRusl CEKpeTHBIX KIOueH npy $oablUoM
YACHE NOAL3OBATENCH ABMACTCH BECHMA TPYROEMKOH M CAOXHON 3a-
payet. B cete Ha N nonssoBareneidt HeoOXOAMMO PpacripeleiuTh
N(N— 1)/2 cexpersslx xioyel, 1. €. YUCAO PDACNPEECASEMBIX CEK-
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DETHBIX KAIOUEH DACTET NO KBAAPaTHYHOMY 3aKOHY ¢ YBeAHYECHHEM
yycna aDOHEHTOB CETH.

B pasp. 5.6 paceMaTpuBaloTes Merolipl, O0eCTIeUnBaOIINE 3atn-
LWIEHHOE pachiperenerme Kiodeh aboHeHTam CeTh.

5.3. AcmMmeTpruHbIe KPHUNTOCHCTEMBI Wb POBaHMS

AcrMMeTpHuHbIe KpuiTorpaduyeckue cuctemp Obuin paspabo-
taubt B 1970-x rr. TIpvHIMNOHANHLHOE OTIKUME dCMMMETPHYHOMN
KPHIITOCHCTEMBI OT KPHIITOCHCTEMbI CHMMETPHYHOTO LIMPPOBAHMA
COCTOMT B TOM, YTO IS LIM(DPOBIHUS KHOOPMALKHE H €€ [10CIEAYIO-
HIETO pacIlM(POBLIBAHKS HCIIONHIYIOTCS PasiUHHbIC KAIOYK!

o omKpbimutid KAy K ucnionssyercs s mindposanns HHPopMa-

1IMH, BHIMKCIHETCH W3 CEKPETHOTO KIoya K,

e cexpemHbil a4 K ACTIONB3YETCH U1 PAcIIKpOBBIBAHUS HH-
dopMaumuK, 3ALKOPOBAHHON C JIOMONIBIO FIapHOTO €My OT-
KpBITOro Kmova K.

ITH KAOMH DA3AKYAIOTCA TakuM 08pa30M, YTO ¢ NOMOILBLIO Bbi-
YHMCAeHKI HeNb35% BBIBCCTH CEKPETHBIR KITIOY & M3 OTKPBLITOrO KIo-
ya K TlostoMy OoTKpHTHIH KMow K MoxXeT ¢BOGOIHO nepenaBarbes
IO KAHAJIaM CBA3K.

ACHMMETDHYHBIE CHCTEMBI Ha3plBAIOT TAKKE O6YXKAHULEbIMU
xpunmoepagbmecxu,wu CUCMEMAMU, AT KpRRMOCUCmeMaMt ¢ OMKpsi~
MOIM KAKMOM.

OB0o01IeHRE8 CXEMa ACHMMETPHYHON KPUATOCHCTEMBl NGO~
BAHMS C OTKPBITBIM KUTIOYOM TIOKd3aHa Ha puc. 5.3.

OTHphiThI KM
nonysaTennA Ky
OTtnpasutens A Fompuarens 8
CoxpeT LA KoM
nOny“aTana
Kg ke
Y
Coobume M .| Windprexer C Pacuu Coobuienna M’
R e p - - _
fo H — pLisaiue Dg
) mua, J
kaHan

Puc. 5.3. OB60o6ieHHAN CXeMa ACUMMETPHYHOH KPUNTOCUCTEMB! iR POBAHHS
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st kpunrorpadhyyeckoro 3aKpeiTHA M DOCACAYIOILErO pacliud-
pOBLIBANKSA TlepeaadacMoil MHGOPMALIHMH HCTICAbIYVIOTCH OTKPBITHIN H
CEeKPEeTHRIN KMoYK nonyyarens B coobiuenys.

B xauecree Xximoua 3aillyi¢hpOBLIBAHUA JOMXEH KCOAb30BAThCH
OTKDBITBIN KAIOY TIORYYaATENs, 8 B KAYECTRE KHova pacindporsina-
HES — €0 CEXPETHLIA KO,

CekpeTHbIl ¥ OTKDBITHIH KJI0YM reHepupyloTes nonapHo. Cek-
PETHBIA KIHOY ZOMKEH OCTABaThCH Y ero Brajieibla ¥ GBITH HABEXHO
gamwyined ot HCA (aHan0THUHO KAIOUY 1K POBAHNS B CHMMETPHY -
HuIX anroputMax). Kornus OTKpsITOrO KmOuYa ZOKHE HAXOHWUTBCH ¥
xaxnoro aGoHeHTa XpunTorpahuyeckoyl ceTd, ¢ KOTOphIM OOMEHH~
BAETCA MHGOPMalKei Braferell CEKPEeTHOrC KAIoya.

[pouecc nepenaun sawndposaHHol MHOOPMAUMH B aCMMeET~
PUYHOH KPUIITOCKCTEME OCYILIECTRIISETCS CNENVIOIMM 00pa30oM.

ITodzomoeumensuntii sman:

» aGoHeHT B reHepupyeT Iapy Knoyed: CekperTHmi xmoy kg
M OTKpeIThH Knoy K,

» OTKpbITHIE Kilow K, mocbinaetcss abOHEHTY A ¥ OCTANbHBIM
aConenram (Mny jenaercss ROCTYNHBIM, HanpuMmep Ha pasge-
AAEMOM pecypee).

Henoavaoeanue — obMeH prdopMauueit Mexny aboHeHTaMy A

¥ B

» aBOHEHT A 3211 pOBLIBALT COOBILEHKE C TOMOLLBIO OTKPHITOTO
Knoua Ky abonenra B v oTripasnser iwmdprexct aboHenty B;

« abonent B pacummdponsiBaeT COOOIICHKE ¢ NOMOILBIO CBOEIO
CEXpeTHOTO Kitloua K, Huxro apyro#i (8 ToM umcie abOHEHT A)
He MOXeT pacumdponaTs llaHHOe coOOlleHMe, TaK KaK He
MIMEET cexpeTHoro xmoua abouenTa B, 3ammra uHdopMauuy B
ACUMMETPHYHBOK KPHNTOCHCTEME OCHOBAHZ Ha CEXPETHOCTH
KIo4a k, nosiyuarens cooblIeHns.

XapakTepHbie 0COOCHHOCTH ACHMMETPHYHBIX KPHIITOCHCTEM:

* OTKpHITHIN K04 K ¥ xpuntorpamma C MoryT ObiTh OTHIPABIE-
Hbl IIC He3aLMINEHHBIM KaHakaM, T. €. NPOTHBHKKY K3BeCT-

Hel Ky u G
*+ AITOPUTMBI ILHPPOBAHHS ¥ PACIUKPOBBIBAHUS!
Eg i M- G
D, C»M

ABJISAIOTCSA OTKPBITBIM.
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Y. Ouphpu v M. Xesnman chopmynuposany tpeboBasHus, Bbli-
GOMHEHUE KOTOPBLIX ofecneuynpaeT OE30N3CHOCTh ACHMMETPHYHOH
KPUOTOCHCTEMBY [28].

1. Buluscnenue napet xaoueit (K, k) noaydarenem B RO/KHO
ObiTh APOCTHIM.

2. Ornpaputenp A, 3Has OTKPHITHHA Kmod K, u cooBueHue M,
MOXET JIErKO BBIYKCIHTH KPUNTOIPAMMY

C=Ey, (M).

3. Tlonyyatens B, ucrons3yst cexpersbil KAWM Xk, ¥ KPUITO-
rpammy C, MOXET ACIKO BOCCTAHOBKTDL HCXONHOE COOBMIEH e

M=D, ().

4. TIpDOTHBHMK, 3HAS OTKPBITHIA KN4 K, NPH NOTMBITKE BHYKC-
JUTH CEKPETHBIR KMIOY K, HATAAKUBAETCS HA HENPEONOMMYIO Bbi-
HUCAHTENLHYIO nIpobiiemy.

S. TIpotuBHuK, 312 napy (K, C), NpK fONLITKE BBIYUCAUTS HC-
XomHoe coobuienue M HaTaIKKBALTCH HE HENPEOAOANMYIO BRIMHCAK-
TERBHYIO 11pobiemy.

Konruenuus acuMMETPHUHBIX KPRATOrpadHUecKnX CHCTEM € OF-
KDHITHIM KJI0YOM OCHOBAHZ Ha INPUMEHEHHM ONHOHAIPaBICHHBIX
dbyuxuui. Odnonanpasnennoii ynxyued vasuisaercs dyHkuus F(X),
obnafalomwiast ABYMS! CBONCTBAMU:

e CYWIECTBYET QITOPHUTM BBIMHCACHMUA 3HAUEHUNR GYHKIKHA

V= F(X),

» He CyuiectByeT 3GheKTHBHOTO anropuTMa ofpauleHust {(MHBep-
THPOBaHUA) GyHKMK F (T. €. He CYLIECTBYeT pelIeHMNs ypas-
Herus F(X) = Y orrocurensio X).

B xauecTse mpyMepa OXHOHANPaBACHHON GYHKIMH MOXHO yKa-
34Tb yeaouucaenxnoe ymuoxcernue, TIpsMast 3ai44a — BBIMKCACHHUE ApO-
H3BEIEHHN IBYX OUeHb BOABIINX LEABX yucel Pu O, 1. €. HAXOXKAe-
Hye 3HaueHust N=P (@ — OTHOCHTEALHO HECNOXHas 3ajzada mis
KOMIBIOTEDa.

Obparnas 3anaya — (DAKTOPH3ALNSA, WIK DAINOXKECHHE HA MHO-
xureny GONBLIOTO HEeOro YKCha, T. €. HaxoxieHue neautened Pu O
GonsLIOrO HEeNoro YKucas N= P (, — SBIACTCS NIPAKTHYeCKy Hepas-
PELIMMOH TIpK ZOCTATONHO BOABLINX 3HAYSHUAX N,

Jpyro#i xapakTepHBiit NpUMep ONHOHANPABACHHOH BYHKUUM —
3TO MOOYAGHAA IKCHOHENMA € PUKCUPOBAHHBIMU OCHOBQHUCM U MOOY-
aem [62].
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Kak ¥ B ciyyae CHMMeETPHUYHLIX XpHIiTOrpadHyecKuX CHCTEM, C
FIOMOLLBIO BCHMMETPHUHBIX KPUITTOCKCTEM OBECTICUUBACTCH HE TOMb-
KO KOHODHIACHUKANBHOCTE, HO TaKX€ MNOMIKMHHOCTE K HENOCTHOCTH
nepesasaeMoit uHgpopmauuu. TToMHHOCTE ¥ LEAOCTHOCTD JII06OTO
coobmienust ofecnieunpaeres POPMUPOBAHMEM UMGBPOBOA NONMKCH
97010 COOGIICHHUE M OTIIPABKOH B 3aAlUKDPOBAHHOM BUIE COODIEHN
sMecte ¢ mupoBodt noanucelo. [Iposepka COOTBETCTBHUS NOANMUCH
TIOAYYECHHOMY COOCILIEHHUIO ITOCIE €70 NIPeARapHTeALHOTO paciundpo-
BuIBAHHS TIPEACTABAACT COOOH NIPOBEPKY LEJNIOCTHOCTH M IOIUIHHHO-
CTH npuHATOro coobimenus. [Ipouenypht GOpMUPOBAHNS Y IpOBED-
KK BACKTPOHHON KB POBOH OANKCH PAcCMOTPEHs! B pa3a. 5.5.

TIpeumyliecTsa acHMMETPHUYHBIX KDUNTOTPAOUUECKHIX CHCTEM
Ieped CUMMETPHYHBIME KPHIITOCUCTEMAaMHU:

» B aCHMMETPHYHBIX KPHIITOCHCTEMAX DELICHA CAOXKHas npobne-
Ma paciIpejelIeHus KIIoUeH MeXAY NoAb30BaTeIsiMM, TaK XKak
KAXbti DONH30BATEN> MOXET CrEHEPHPORATH CBOIO F1apy KIlo-
yel caM, a OTKPBIThIE KIIOYK NOAL30RaTeNeH MOryT ¢BOGOZHO
nyOnAKOBATECS ¥ PACHPOCTPAHATBLCS F10 CETEBLIM KOMMYHUKKA-
LHsIM;

KeYesaeT KsanparhuyHas 3aBHCHMOCTD YHCHa KAIOYeHd o1 uucna

HOAR30BaTeNEH; B aCHMMETPHYHON KPHIITOCHCTEME HHCHO KHC-

TIONBE3YEMBIX KIIIOYEH CBA3AHO ¢ YHCIOM alOHEHTOB JIHHEHHON

3aBCHMOCTRIO (B cucTeme K3 N nonpsopaTteneit HCIONB3YIOT-

ca 2N xmiouedt), a He KBAIPATHYHON, KAK B CHMMETPHUHBIX

CHCTEMAX;

ACUMMETPHYHBIC KPHIITOCHCTEMB! NTO3BOMSIOT PEany308aTh 1ipo-

TOKOJIbI B3AWMONEHCTBHS CTOPOH, KOTOPhI€ HE HOBEPAIOT ADYT

IPYTY, YOCKONBKY NIPH KCNIOHB30BAHHM 2CHMMETPHYHBIX KPHIi-

TOCHCTEM 3aKphiThiH KIIOY JO/DKeH OBITh M3BECTSH TOILKO €ro

BJHAHEbLLY,

HepocTaTky acHMMETpUYHBLIX KPHIITOCKCTEM:

» Ha HACTOSIIHH MOMEHT HET MaTEeMATHYECKOTO HOKa3aTeIsCTBa
HeOOPATHMOCTH HCIIOAB3YEMbIX B ACHMMETPHUYHBIX allrOPUTMAX
GYHKLMH;

» ACHMMETPHYHOE LM(DPOBAHKE CYILECTBEHHO MEICHHEE CUM-
METPHYHOTO, TIOCKONBKY NpH LUMGPOBaHKM K DPaCIIHGPOBKE
MCIOIb3YIOTCH BeChbMa pecypcoeMmkue onepauuy. [To atod xe
NPUHMHE peany308aTh annaparTHsiil wmdparop ¢ aCHMMETpHY-
HHIM AITOPHTMOM CYIIECTHCHHO CHOXHEE, HEM pPeanu30BaTb
annaparHo CHMMETPHYHBIH anropuTM;

» HeOOXOAHMOCTE Al TH! OTKPHITHIX KAIOHEH OT 1OAMEHBI.
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5.4. KOMOMMMPOBaUMAA KPUINTOCHCTEMA WM POBaUKMA

AHAJIKU3 PACCMOTPEHHBIX BHILUE OCOCEHHOCTEH CUMMETPHYHDBIX U
ACKMMETPUYHBIX KpUiTorpaduiecKrX CHCTEeM TNOKA3BIBALT, HTO NPH
COBMECTHOM HCNOAB3OBaHMN OHK IOPEKTHBHO NONIOAHAIOT ApYr
ApYyra, KOMIEHCUDYS HEIOCTATKH,

JeRCTRUTEABHO, MIABHBIM AOCTOMHCTROM ACHMMETPUUHbBIX KPHTi-
TOCHCTEM € OTKPHITHIM KIIOUOM SBAKETCH MX IOTCHIMAABHO BhICOKAs
$e30NACHOCTD: HET HEOOXOMMMOCTH HY FIEPEAaBaTs, HY coobuarh Ko-
My-nu00 3HaUeHMS CEKPETHHIX Kaloyel, HU ybexnarscs B KX A0a-
JHHBOCTH. OnHaxo ux GhicTpoaeiicTsue obbuHO 8 coTHE (M Gonee)
pa3 memplle ShICTPOACHCTBUN CUMMETPHYHBIX KPUITTOCHCTEM ¢ CeK-
PETHBIM KIOUOM.

B cBO10 oOuepens, ObICTPONCHCTBYIOUIHE CHMMETPHYHBIE KPUil-
TOCHCTEMB! CTPARGIOT CYILECTBEHHBIM HEAOCTATKOM: OGHOBASEMBbIH
CEKPETHBIH K0 CHUMMETDUUYHOR KDUNTOCHCTEMBI [O/DKEH pery-
JAAPHO NEpesaBathCs f1apTHEPaM IO KHOPOPMAMOHHOMY OOMeHY H
BO BpEMS 3THX NEpelay BOBHHKAET ONACHOCTh PACKPLITHS CEKpeT-
HOTO KJlIova.

COBMECTHOE HCTIONB30BAHME 3THX KPHNTOCHCTEM TIO3BOAAET 3¢~
DEXTHBHO DEanK3OBBLIBATH TaKylo 0a3’0ByI0 QYHKUKIO 3aLKThi, Kak
KpHAITOrpadryeckoe 3aKpHITHE fepesaBacMoil WHOOPMALKK ¢ fe-
Jap10 ofecnenueHNa ee KoHOMACHLHANLHOCTH., KoMmOHHEpOBaHHOE
NPHMEHECHHE CHMMETPHYHOIO ¥ aCKMMETPHYHOIO IWHUhpORaHUS YCT-
PaHNSCT OCHOBHBIC HEIOCTATKH, NPUCYLEKE ODOHM METOAAM, H TIO3BO-
JISIET COYETATH NPEUMYLICCTBA BHICOKOH CEXPETHOCTH, NPLIOCTaBisie-
MbI¢ ACHMMETPHUHBIME KPHIITOCHCTEMAME C OTKPBITHIM KIIOYOM, ¢
TIPEHMYILECTBAMH BHICOKOH CXOPOCTH paboThl, [IPHCYIIMMH CHMMET-
PHYHBIM KDHITTOCHCTEMAM C CEXPETHHIM KIOYOM,

Meroa XOMOMHMPOBAHHOIO MCIONL30BAHNS CHMMETPHUHOIO M
ACHMMETPHYHOTO HOPOBAHHS 3aKIIOHAETCH B CREAYIOLIEM.

CHMMETPHUHYIO KPHUITTOCHCTEMY TIPHMEHSIOT IS WHdPOBAHUS
KCXOAHOTO OTKPBITOIO TEKCTA, & ACHMMETPHUHYIO KPHUIITOCKHCTEMY C
OTKPBITBIM KJIIOYOM NPUMEHSIOT TONHKO s LWHDPOBAHUS CEKPETHO-
TO KJIIOYa CHMMETPHYHON KpHITocucTemsl. B pesynsrarte acumMer-
PHYHAR KPHIITOCUCTEME C OTKPBITHIM KITIOYOM HE 3aMCHSET, 4 Kb
JOTIONHACT CUMMETPHYHYIO KPUNTOCKCTEMY C CEKPETHBIM KITIOHOM,
FI03BOJISISE NOBBLICUTD B LENOM 3ALLHINCHHOCTD NepenasacMoit nugop-
Mauuy. Takol nOAXeA KHOTIA HA3LIBAIOT CXEMOMR I2eKMPOHHO0 <Uiih-
POBOCO KOHSEDMAY.
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[lyctb nions3oBarens 4 X04YET MCNONB30BATh KOMOMHIPOBAHHBIR
MeTOR 1MbpoORaRMs IS 32IUMIECHHRON nepenaun coobiuexnus M
fons3oBaTeno B

Torza rOCNeRCBaTENLHOCTL ZEACTBHH Nons3oBaTene 4 ¥ B Gy-
BeT CRERYICILCH,

He#kcmsug mons3opaTensa A

1. Or co3aaer (RanpuMep, reHepupyeT cnyyaliHeim ofpasoM) ce-
AHCOBBIN CEXPeTHbIM Koy K, KOTOphiit OyAeT HCIIONL30BaH B Ao~
PHUTME CHMMETPHHHOIO LUKHOPOBaKUS A4 3alUNPPOBaRKs KOHKXPET-
ROTO COOBLLEHMSA KAK LETIOHKH COoOBiueHHuNA.

2. 3aindpossiBaeT CHMMETPHYHBIM AITOPHTMOM coobluenue M
Ha CEAHCOBOM CEXpeTHOM xiioue K

3. 3ammdpospiBaeT ACHMMETPHUHBIM AIFOPHTMOM CEXPETHBIA
CeancoBbIt KIioy K Ha OTKpbITOM KIiokue K, nons3osarens B (nony-
HATENs! COODIIEHKT).

4. TlepenaeT ro OTXPBITOMY KAHAIY CBA3WM B anpec rois3opare-
a5 B 3ammdposanHoe coobierye M mecte ¢ 3alundpoBaHHbIM ce-
aHCOBBIM KTIOUOM K.

HeftcTBig nonb3oBareis A WLIOCTPHPYIOTCS CXeMO# 1ndposa-
HHs coobiieHns XOMOGHRAPOBAHKBIM MeToR0OM (puc. 5.4).

HexanmHoe
coobuenne M UiMpoBaHHOS
cooblleHue
K nonysarene
ennmmmmmarrin o
Crysaisbiit Knod ‘! Wwupbposattts
ceccan Kg KO CBCCYN
é OTtnpaangeMos
. cooBugHe
OTrRpRIThIR KIOM
nonywaTens Kg

Puc. 5.4. Cxema mndpopasug cCoBIHEHUA KOMOUHNPORAHHBIM METCIOM

HesicTsua noab3osarens B (fpy NONyMCHUY NEKTPOHHOTO «Iikh-
POBOro KOHBCpTa» — 3amudpopannore coobuerus M u samudpo-
BAHHOIo CeaHcoBoOro Kmwua Ko

5. PaclundpoBsIBACT aCHMMETPHHHBIM AATOPATMOM CEaRCOBBI
w04 K ¢ TIOMOLbI) CBOETC CEKPETHOTO KTIouE K.

6. PaciuypoBrIBACT CHMMETPUYHBIM AIFOPUTMOM TIPHHSITOE CO-
obuieHne M ¢ NOMOLIEBIO TONYYERHOIO cearcoBoro xinoya K

He#icTeus rionb3oBareNst B WINIOCTPHPYIOTCH CXEMOK paclund-
DOBBIBAHMS COOBIIEHKS KOMOMHKPOBAHHBIM MeToZOM (pHC. 5.5).
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TlofyHennoe

coobulenne MexogHos
Linbposssion N o0 cooiuwHne M
coobiyienve g

Uinchposarnein
KK Ceceun

Coxpetupin ks
nonysatans kg

Pae. 5.5. CxeMa paciiudpoBnizanus cooBlieHus XoMOKHUPOBAHHBM METOLOM

HonyuyeHHslA IEXTPOHHBIR «iHPOBOR KOHBEDPT» MOXET pac-
KDPBiTh TOABKO 32KOHHBIM noaydaress — nojie3osarens B, ToapKo
NOJIb30BaTE b B, BAANCIOIMA JIKYHBIM CEKPETHBIM KIIOYOM Ky CMO-
XeT MIPABWIBLHO pacIiKdpoBaTth CEKPEeTHBIR ceaHcosbit xmoyu K o
3aTEM € JIOMOLIBIO ITOro XNoua pacluudposaTh M NPOHHUTATH C/Y-
yeHHoe coobuierne M.

Ipy MeTOgE «UKPPOBOIO KOHBEPTA» HEMOCTATKH CHMMETPHUKO-
IO ¥ aCUMMETPHYHOIO KDHUITOLINOPHTMOR KOMIICHCHDYIOTCS Ciie-
AyOLIKM obpasom:

« nipoBiieMa pacripoOCTPAHEHHS KIOUEH CUMMETPHYHOIO KPHIITO-
aNropHTMa YCTPaHAeTCst TeM, HTO CeaHCcOBbIN Koy K, Ha Ko-
TOPOM KPPYIOTCs CcOODCTBEHHO COOOLUCHMA, TIEpeRaeTCs No
OTKPBITBIM KaHajlaM CBA3M B 3aiiyQposasHkoM BKie; NS 3a-
WHGPOBBIBAHMA KoY Ko HCIIOIR3YETCS  aCHMMETPHYHBIH
KPHNTOANTOPKTM;

» npobAeMbl MEIICHHOH CKOPOCTH acHMMeETpUMHOre widposa-
HHS B JAHHOM CIydae TIPAKTHYECKH HE BO3HYMKAET, TOCKONBLKY
ACHMMETPHYHBIM KPHITOWINODHTMOM LIHDPYETCA TONHKO KO-
poTKuil Xniou K, a Bce gaHHblE WHQPYIOTCH OBICTPBIM CHM-
METPHYHBIM KPULITOUIOPHTMOM.

B pesynsrate nosyudaoT OBICTPOE WHKGPOBAHHE B COYETAHKHU €

YEOOHBIM pachipeseiieHieM KIoyeH,

Korsa 1tpedbyercs peanusoBaTk MIPOTOKONBE B3aKMMOJEHCTBHA HeE
AOBEPSIOLIKX APYT APYTY CTOPOH, HUCIIONBL3IYETCH Chaelyiolnit cnocod
BlapMozercTBisl. asa Kaxaoro coollueHus Ha OCHOBE CiiyyafHbIX
[1apaMeTPOB FEHEPHUPYETCS OTHENIBHBIH CeKPETHBIH KIIIOY CHMMETPUY -
HOTO 1U(pPOBAHUL, KOTOPBIK Y 3ALUNGDPOBLIBACTCSH ACHMMETPHYHOM
CHCTEMOHR ANA fiepeiadk BMECTE ¢ COODLUEHMEM, 3allUugpOBaKHbIM
3THM KIIOMOM. B 3TOM cllyyae pasriaiieHune KIoUua CHMMETPHYHOrO
ingponanng He OyaeT MMETh CMbBICHA, TaK XaK Ang s3awudposbisa-
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HKA CJleayomiero coobuiens OyaeT NCoab308ad ApYyrofl cayuanasii
CEKPETHBIA KIIOY.

Ipr xOoMGEHMPOBAHHOM METORE WHMOPOBAHME IPHUMEHSIOTCH
KPHATOIPagu4eCKNe KIOHK KAaK CHMMETPHYHBIX, TAK B ACHMMET-
PHYHBIX KprirrocncreM. QUernaKo, BpIbop LIMH KI04eH s Kpuil-
TOCHCTEMBI KaXIOIro THNa CaelyeT OCYHISCTBAATH, Takum obpasom,
YTOGH! INCYMBILACHHNKY ObUIC OAMHAKCBO TPYAHO aTaKosath A1060H
MEXEHH3M 3aIHMTE KOMOKMHAPOBAHHOA KPUIITOCKCTEMDL.

5.5. BnexrponHas uudposas nORNHCE ¥ (PYHKUMS
XIWHP OBAHMSA

DnekTpoHHaa LrdPORAS MOAMICH BCIONB3YETCS WISt AyTeHTHDK-
Kaimy TEXCTOB, NCPCHABACMBIX MO TOJICKOMMYHMKAUNOHHBIM KdHa-
snaM. Hpy TakoM obMeHe CYIIECTREHHO CHIXKAIOTCS 3aTpaTsl Ha obpa-
BDOTKY ¥ XpAHCHKC IOKYMCHTOB, YOhICTpseTcs KX nionck. Ho so3nm-
Kaer npobaeMa ayTeHRTHOUKALBY ABTOPE SACKTPOHHOIO JOKYMEHTA 1
CaMOre JOKYMCHTA, T. €, YCTAHOBICHMS NOMIMHHOCTK aBTOPa K OT-
CYTCTBHS M3MEHEHMH B [I0YIEHHOM JICKTPOHHOM JOKYMEHTE.
{lenpio ayTeHTHOHKALAN EKTPORKBIX IOKYMEHTOR ABNACTCA HX
3AIMATA OT BO3MOXHBIX BUIOB 3/0YMBIHUICHHBIX ASHCTBHHI, X KOTO-
PBIM OTHOCATCH:
v GKMUGRUMI nepexeam -—— HapyuiuTenb, NOIKIIOMUSHIHIACA X
CETH, TICPEXBATHLIBACT NOKYMEHTE (altsibl) ¥ H3MEHSET HX;

» mackapad — abonent C nocepinaer noxyment aboxenty B or
uMeHy abonenTa 4,

» penezamemeo — abOHEHT A 3asRIAET, YTO He 1ockitan coodiie-
By aGoneHTy B, XO0T] Ha caMoM jeie 110Caa;

» nooMena — AGOHEHT B U3MEHACT WK GOPMHDYET HOBbIHR HOKY-
MERT H 3a8BASICT, YTO NOAYYWI ero oT aboHeHTa 4,

» nogmop — aGoHeHtT C TOBTOPAET PAHEE NEPCHAHHBIA NOKY-
MEHT, KOTOphil abomenT A nocsuian abosenry B,

OTH BUAB 3NOYMBHIICHHBIX HEACTBRI MOTYT HAHECTH CYHIEeCT-
BeHHbIE yiHepS GAHKOBCKHM M KOMMEDHECKMM CTDYKTYpPaM, Focy-
ZAPCTBEHHBIM TIPCANPUATHAM K OPradu3alyaM, 4YacTHHIM JIKMLEM,
NPEMEHSIOUMM B CBOCH ACATENHbHOCTH KoMNbIOTepHbie YT,

ITpobneMy NpOBEPKH LIEIOCTHOCTH COOGIIEHNS M TIOANMHHOCTH
aETOpa COOGHICHMst 110380is1eT IDGEKTHBHO PELUMTb METOROIOIHA
IIEXTPOHHON UMGBPOROA NOANKUCH.
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5.5.1. OcHoBHbI® NpoUeRYPHl UHPPOBOHA NORNMCH

DyHKUHMOHABHO LUPPOBAS NOAINCH AHANOFMYHA 00biyHOH py-
KONUCHON TIOANUCH ¥ O0Ia4eT €€ OCHOBHBIMM JOCTOMHCTBAMH!
* YIOCTOBEPALST, YTO NOMNMKCAHHBINK TEKCT HMCXOOUT OT AMKLA, [o-
CTABHBILCTO TOATIKCE;

e HE JECT CaMOMY 3TOMY JAKLY BO3MOXHOCTH OTKa3aThes Ot 065~
3aTeNHCTH, CBA3AHHDBIX ¢ MONNKUCAHHBIM TCKCTOM;

» FAPAHTHPYST HEAOCTHOCTL NOAMMCAHHOIO TEKCTA.

Inexmponnas yudpoeas nodnuce (ILI1) npeacrapiasier coboit or-
HOCHUTEABLHO HeDONBIIOE KONHYECTRO IAONOAHHTENLHONR HUGPOBOK
KHOQOPMALMH, [IePCIaBACMOfl BMECTE € TIOMTTUCHIBAEMBIM TCKCTOM.

SLUIT ocnopana Ha OOpaTHMOCTH ACHUMMETPHYHBIX wKdpos, 4
TAKXKE HA B3AMMOCBA3AHHOCTH CONEPXyMOre cooblueHus, camoil
NOZNKCH K naps! wioueH. MiaMenerue xots O OAHOIO M3 3THX e~
MEHTOB CUEHAET HEBO3IMOXHBIM NOATBEEPKACHUE NOAUHHOCTH Hib-
posoii nognucu. U1 peanusyeTes npy MOMOIIM &CHMMETPHYHBIX
AITOPUTMOB HIKDPOBAHKA M X31L~-DYHKLKIL,

Texnoaornst npuMeneHus cuctembt BLIT npeanonaraer Hamu-
qye ceTd abOHEHTOB, NOCHUTAIILNX ADPYF APYIY IONIIMCAHHBIC 3ACK-
TPOHHbIE ACKYMEHTH. Hs kaxnoro aBoHEHTAa reHepupyeTcsi fapa
KHouel: cekpeTHsiit ¥ OTKpuITHIH. CexperHBil Kiitoy Xpanures ado-
HEHTOM B TallHe K HCIIOAB3YETCs UM I dopmuposanns ST Or-
KDBITHIR KIIICYU K3BECTEH BCEM ADPYFMM NOJNL3OBATEIAM K IPCAHA3HE-
yeH wig nposepxy DL nosyyateseM nOANKCAHHONO BICKTPOBHOFO
OOKYMEHTA.

Cucrema DLUTT sxoniouaer [Be OCHOBHBIE IPOLELYDPSHI:

» hopMUpOBaHKs HMGDPOBOH NOANHKCH;

¢ NPOBEPKH UM(DPOBOH NOANKCH.

B nipoueanype GOpMUPOBaHES ITOATIKCH HUCTIONB3YETCS CEKPETHBIA
K04 OTHpaBKTEA COODLICHY, B NIPOLEIYPE BPOBEPKH JIOANTUCH
OTKDBITHIHA KJIIOY OTTIPABKTENS.

Tlpoucuypa dopmuposanus umdpososi mogmmen. Ha nourorosu-
TEABHOM 3TaMe 3TOH mpouesypst a6OHEHT 4 — OTNpaBuTeab €006~
HWEHUA — TeHEPHPYET Napy wnoue: cexperusiit xnoy kK, ¥ OTKpbI~
ot ko4 K, OTkpuiThifl sonou K, BRIMHCASETCH M3 NADHOIO eMy
CEXPETHOTO KNoua k. OTKpuITHI Koy K, pACCHINAeTCH OCTANbHBIM
aboHeHTaM ceTH (WiM AENAeTCA AOCTYMHBIM, Hanprmep Ha pasie-
JEMOM pecypee) [Uist MCIIONb3OBAHUS TIPH TIPOBEPKE noinucH. Jins
dopmuposanks uMGhpOBON NOANKCK OTHpasuTenb A npexiae Beero
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BRIMMCHSET 3HadyeHne xdu-yHxupp A(M) DOZAMCHIBAEMOFO TEK-
cra M {puc. 5.6).

Coobwenne M
i CooGuienue
M K honysarene
Harnxecr m Uudpponan
COUBILBHIN noznKCH
Crapasnsemoe
CoxpeTHiil Koy coobuenve

ornpasirens Ky

Puc. 5.6. Cxema hopMuposanus 31eKIPOHHON WihposoH noamen

Xour-hynryus CAYXHAT WIS CKATHH MCXORHOFO NOANUCBIBAEMOTO
Texcra M B daildnceem m — OTHOCHTEABHO KOPOTKOE YHCHO, COCTOA-
HIee K3 GHKCHPOBARKOrO KebonbLIOro Ynca GHTOB B XapaKTepH3yio-
mee Bech TeKeT M B nenoMm {cm. pasn. 5.5.2). Hanee ornpasurenb 4
mrdpyeT FadIXxectT m CBOMM CEKPEeTHHIM KmokoM K, Ilonyuyaemas
AIpY ITOM f1apa YMCeJl npeacrapisier ¢obolt undposyio ACANNCH Lif
nagHoro Texcra M. CooBiuenue M Bmecte ¢ udpoBOR NOXITNCHIO OT-
AIPABASETCS B AAPEC NOAYYATENs.

{Iponexaypa uposepku uudpoBoit nosrmcy. AGOHEHTH CETH MOTYT
IpOBEPHUTH LKMGPOBYIO HOMNIKCE IOAYYeHHOro coobiuersus M c nomo-
HIBIO OTKPHITOTO KAoMa K, oTripasurens a1oro coobieHus {puc. 5.7).

Iipu npopepke 21T aborent B — nonyuarens coobuenns M
paciubpOBLIBACT NPUEATHIN HAMIKECT M OTKPLITBIM KAOYOM K, OT~
npasutens 4. KpoMe ToT10, HORYYaTeab CaM BBRINHCIINET € FIOMONIBIO
xaur-byuxuuy M) paimkecr m' npuHatoro cooluenus M u
CpPaBHMBACT €r0 C pacuikgpOBaHHHLIM. Lcay m ¥ m’ COBNAJAIOT, TO

TionyseHroe
coobueHe
Crenepupo-
Coobwenue BaRHMA
M Aadigkect m
Or - Her
OTHpaBKTEsN s
Pacumdpo-
Linpposan BaKHbI @
oMK ABRERECT M

Orpuiteifl ks
GIpasuTeNs kA

Prc. 8.7, CxeMa nposepky 918K TpOHHON 1Hbporoit noanucH
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OnHaKo, eCly TIONL3OBATENS MHTEPECYET, HE ABNSETCH N YONYYEH-
HOE COOOLICHME NOBTOPEHMEM paHee OTAPABICHHOIO MM He ObLio
M OHO 3alE€PXaHO HA [YTH CASAOBAHUN, TO OH NOJDXEH TIPOBEPHTH
IATY ¥ BDEMSt €10 OTNPABKH, 4 IpH HARMWIH — MOPSAKOBLIH HOoMep.

AHAIOTHYHO  aCHMMETPHYHOMY wndpoBauno, Heobxoanmo
00eCrednTh HEBO3MOXHOCTE NOAMEHHl OTKPHITOrO Kil04a, MCTOAb-
ayemoro nast nposepku BLIT. Otkpsiteie kmoun SHIT MoxHO 3a-
IUMTHTD OT TICAMEHBI € TOMOILBIO COOTBETCTBYIOILHX HKPPOBLIX cep-
THOUKATOB (CM. 1. 13).

CeronHa cyuectByeT Heckonsko cramsaptor 3T, Hampumep
FOCT 34.10--2001.

5.5.2. Wyurymna xawnposamums

Kak ByIHO K3 cXeMbl Ha pHC. 5.7, B KaYeCTBe HCXOMHOIO 3Have-
Hug ans pelravcaenus SLIIT Geperca He ¢aM aNeKTPOHHLIR AOKY~-
MEHT, & er0 X3LI-3HAuCHKE, WRK HaMKeCT,

Xowr-snauenne W(M) — 10 daudwcecm coobwmenus M, T. e. cXa-
TOC ABOMYHOEC MNPEICTABACHUE OCHOBHOIO coobuieHuiss M npOus-
BOALHOR pivHBL, Xsul-3HavueHue A(M) dopmupyeres Qyskimedl xo-
WHPORAKKA. Pynruus Xauuposanus (Xow-PyRKuns) TpeiCTaBasieT
cobofi npeobpazosaHue, HA BXOX KOTOPOrQ Nomagics coobiueHue
[IEPEMEHHON BIKHBI M, 2 BBLIXOHOM SIBNSIETCS CTPOKA (DHKCHPOBAH-
HOl mnynbt A(M). VlHave roBopsi, x3ui-(yHKUMS A(-) NPUHHUMAeET B
Ka4eCTBe apTyMenTa coobuerne (IOKyMeHT) M Npou3BOALHOR ATH-
Hbl ¥ PO3BPAILAET X3W-3Hayernne (xsw) H= (M) GUKCHPOBAHHOM
e {puc. 5.8).

Coobusnne M Xaws H

Puc. 5.8. Cxema popmuposanus xama H = h{M)

DyHKUMA XILHPOBAHHASA TIO3BONSET CKATH NOMIKCHIBAEMbIA N10-
KyMeHT M no 128 u Gonee 617 (8 yactHocty o 128 uau 256 6ur), To-
ria Kak M moxer OpiTh pazMepoM B Merabaiit unu bosee. Cneayer or-
METHTE, YTO 3HAYEeHHE XSM-QyHKLUHK A(M ) 3aBHCHT CROXHBIM 0bpa-
30M OT IOKYMEHTA M K He TIO3BOASET BOCCTAHOBHUTS CAM JIOKYMEHT M.

DyHKUHS XIUHPOBAHHUS JONXHA 0DaazaTh CNEAYIOUHUMH CROM-
CTRAMH.
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updposas NOAMHUCH ABAKETCA MOAMMHHOK. B NpOTHRHOM Ciydae
60 TTIOANKCE TIOMENAHR, D0 H3MEHEHO COIEPXAHNE COODIIEHKS.

HpurupnuanskieiM MoMenTOM 8 cucreMe JIETT sengercs HeBo3-
MOXHOCTE noaaenky 3L nonb3osatens 06e3 3HaHUA €r0 CEKPETHOIO
KTI04A TIOANMCHIBaHNA. T103TOMY HEOOXOMMMO 3RINTHTD CEXPETHBIHN
wniow nognucsirakua ot HCH. Cexperrbiit ko 3L ananornyso
KHIOHY CUMMETPHYHOIO BQPOBAHUA PEKOMEHAYETCH XPaHWTh Ha
[EPCORARBHOM KIIOHEROM HOCHUTENIE B 3ALUMLIEHHOM BHIE.

SNeKTpoKXKag undposas MOANKCH NPEeACTaRiser coBOH YRUKaANb-
HOE YHCHO, 38BHCHILEE OT fOIIMACHIBAEMOIO JOKYMEHTE M CEKPETHO-
ro noya aboHeHTa. B xayecTne NOAMMCHIBAEMOIO JOKYMEHTE MOXET
OBiTh UCHOAL30BaH Awboi daita. Toanucanubii ain coznaercs us
HETIOATIMCAHHOTO nyTeM nobaBaeHus B HeJO OOHOH uin Bosee a7eKk-
TPOHHBIX FIONTNCEH.

TTomelaemas B noauncsizaempidl aitn (W 8 oToeNnbHbIH dain
anexTpoHHod noamuck) crpykrypa 3MLI ob6piyno copepxut oonon-
HUTENBHYIO MH(OPMaIHIO, OXHOIHAYHO HACHTUODNIUHPYIOILYIO aBTO~
pa NOIMKCAHHOTO JOKYMEHT, Jra nHdopmatius aobapiasercs K Ko-
KymenTYy 20 Bulymcnenus ST, uto obecrieyupaer ¥ ee LENOCT-
HOCTh. Kaxzas noanyuch COREPXUT CNEAYOHYI0 MHGOOPMAUHIO:

» J14TY NIOATINCH,

¢ CPOX OKOHYaH¥A BeHCTBHS KTIOHNA NaHHOH NONTICH;

» undopMmaumo o auie, noamucapieM (ain (OP.M.O., nomx-

HOCTH, KPATKOE HAMMEHOBAHKe (DHpMBI);

» MACHTU(DUKATOP TOAIKCABLICIO (MM OTKPBITOIC KIIOHR),

» COBCTBEHHO HM(POBYIO ITOAMKCE.

BaXHo OTMETHTB, YTO C TOUKH 3PEHHMS KOHEYHOIO IOJb30BATENA
ripoiece GOPMUPOBAHKUS ¥ NPOBEPKH MMDPOBOH MOAIHCH OTNKYaeT-
Csi OT fIPOLECCa KPUIITOTPA(PUHECKOTO 3RKPHITHS fIepesaBaeMblX JaH~
HbiX CICAYIOLIME OCODEHHOCTAMMY.

TTpy hopmupoBaHNH D POROH ITOANKCH MCTIOAB3YIOTCH 38Kphl-
Thilt KITIOY OTHIPABUTENs, TOLHA KaK fIpy 33lKB(POBBIBAHIY KCHONL-
3YETCH OTKPBITHIH KIOH rrosyyartens. Hpn nposepke undposoh noia-
ITECH MCIIONB3YETCH OTKPBITBIM KOTIOM OTIIPABMTENA, @ NPy paclmd-
POBBIBAHMH ~— IAKPHITHIHN KTIOY flo/yyaress.

HpoBepnTh ChOpMIPOBAHHYIO MOMITHCHL MOXET 060e N0, TaK
K34K KIiCYH NIPOREPKH MORNIKCH ABJHACTCH OTKPLITHIM. an/! NROCACKE~
TENHHOM pPe3y/ibTaTe NIPOBEPKH ITOAMKCH JEHARETCH 3aKTIYeHHe O
TIOMAUMHHOCTH ¥ HENOCTHOCTH TIONYYEHHOTO COOBHIEHMS, T, €. O TOM,
YTO 3T coollleHye BEeUCTBUTENBLHO OTHpAaBACHO TEM KWHRK HHBIM OT-
npasuTeneM ¥ He Obuio MOANGHUMPOBAHO TIPH MEpeRaye no CeTh.

§ - 3348
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1. Xou-GpyHKkuMa MoXeT ObITh IPUMMEHEHA K apryMeHTy Jilo0oro
pa3Mepa.

2. BrixomHoe 3HayeHMe X3UI-QYHKUMHA HMeeT (MKCHPOBAHHBIN
pasmep.

3. Xauw-dbyHKuMIO A(X) OOCTATOYHO MPOCTO BLIYMCIHUTL MJIS JIIO-
6oro x. CKOpOCTb BbIYMCJIEHHS X3W-(YHKUMHU OOIXHA ObITh TaKoi,
4TOOBI CKOPOCTb BhIpaboTKM M npoepkd DI npu ucnonb3oBaHUU
X3 -GYHKUMHK OblIa 3HAYNUTEILHO OOJMbLIE, YEM NIPH MCIOJIb30BAHUU
€aMoro coodf1leHHs.

4. Xa1w-pyHKUMS JOMKHA OBbITh YYBCTBUTEJIbHA K BCEBO3MOX-
HbIM M3MEHEHHSM B TeKCTe M, TAKUM KaK BCTaBKH, BbIOPOCHI, nepe-
CTaHOBKH M T. II.

5. Xau-GyHKUMs NOXKHA ObITh ONHOHANpaBieHHOH, T. e. obna-
IaTb CBOMCTBOM HeOOpaTMMOCTHM, MHBIMM CJI0OBaMH, 3alaya noadopa
JokyMeHTta M', KoTopblii oGnanan 6bl TpeGyeMbIM 3HAYEHHEM X3Ll-
(GYHKIMH, HODKHA ObITh BHIMMCIUTEIBHO HEPA3peLIMMa.

6. BepoSITHOCTb TOTO, YTO 3HAYEHHUS X3UI-DYHKUUNA IBYX Pasiny-
HbIX JOKYMEHTOB (BHE 3aBUCHMMOCTH OT HMX UIMH) COBNAAYT, HOJ/LKHA
ObITb HUYTOXHO Mana; T. e. ;s JIoboro GUKCUMPOBAHHOIO X C Bbl-
YUCAUTEJILHON TOYKU 3PEHUST HEBO3MOXHO HaMTHU X' # X, TaKOE, 4YTO
h(x') = h(x).

TeopeTHYECKH BO3MOXHO, YTO [IBa Pa3IM4HbIX COOOLLIEHUS MOTYT
OBITh CXAaThl B OOHY M TY e CBEPTKY (Tak Ha3blBaeMasi KOJUIM3MS,
WJIH «CTOJIKHOBeHHUe»). IloaToMy is obecreyeHUsl CTOMKOCTH yHK-
UMM X3LIKMPOBaHUS Heob6xoauMMmo u3berath CToJKHOBeHMH. IlonHo-
CTbIO CTOJIKHOBEHMI1 M306exXaTh HEJb3sl, NTOCKOJbKY B OOLLEM ciydyae
KOJIMYECTBO BO3MOXHBLIX COOOLUEHMH NpEeBbILIAET KOJIMYECTBO BO3-
MOXHbIX BBIXOJHBIX 3HA4YeHMI1 GYHKUMHM X31MpoBaHusa. OOHaKo Be-
POSITHOCTb CTOJIKHOBEHMSI JOJIXKHA ObITb HU3KOM.

CBOIICTBO 5 3KBUBAJIEHTHO TOMY, 4TO A(-) AIB/Is€TCS OOHOCTOPOH-
Helt ¢yHkuueit. CBoicTBO 6 rapaHTHPYET, YTO He MOXET ObITh HaM-
IeHO apyroe coofleHUe, Oaloluee Ty Xe CBEpTKY. JTO NpeaoTBpa-
uaet ¢panbcuduKauro coobieHus.

Taxkum ob6pasoM, PYHKLMS XILWMPOBAHUS MOXET MCII0Jb30BATh-
csl sl oOHApY>XEHUSI U3MEHEHHI1 COOOBILLEHHS, T. €. MOXET CIYXHTb
wist GOpMHUPOBAHUSA Kpunmoezpaguueckoll KOHmMpoabHoU cymmbot (TaKe
Ha3bIBaeMOW K0JOM 0OHApyMHCceHUA usMeHeHul WIA Kodom aymermugu-
Kayuu coobujerus). B 3ToM kKadecTBe X31I-(PYHKUUS HMCMOJb3YETCS
JUISl KOHTPOJIS LeJIOCTHOCTH COOOILIEHUS TPH GOPMHUPOBAHHUH U NPO-
Bepke DLII.

8
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Xa1i-PYHKUME LIINPOKO KCTIOABIYIOTCH TAKKE IUis ayTeHTHNK A
Uy noas3oparenei. B psne rTexHonormit mHpoOpMauMoHHOK Geso-
NaCHOCTH TIPUMEHACTCA CBOeOBPa3sbifl NpueM IKhPOBAHNA — Hilg-
POSAHUE ¢ ROMOMIHIC 00HOCMOpORNel Xaui-pynKkyuu. Caoeobpasue 310-
ro wdpOBaHNS 3aKITIOYACTC B TOM, YTO OHO TIO CYIHECTBY SBRSETCH
OAHOCTOPOHHMM, T. €. HE CONPOBOXAACTCH 0OpaTHOA NpoUeaypoR —
pacindpORBIBAKKEM Ha NpHeMHEo# c¢Topone. O6e ¢TOpoHb (OTpa-
BUTENIB W TIONYNATE/ b) MCIIONL3YIOT OOHY ¥ TY Xe fIpOLedypy OZHO-
CTOPOHHErO WndpoBarnsa Ha ocHose x3w-byBKuny [62, 821.

H3BeCTHBIE AIFOPHTMBI X3LUNPOBAHNSA:

« oTeyecrBerHbli ctanpapr TOCT P34.11—94 [12]. Berumcnser

x31 pazmepoM 32 Gaiita;
o MD (Message Digest) — ps a1rOPHTMOB X3LLHUPOBaHKUA, Han-
Gonee pacnpocTpaHeHHBiX B Mupe. Hanpnmep, anroputv MD3
[62, 72] npuMenseTca B nocaenHux pepcusx Microsoft Win-
dows s npeoOpa3oBanys napois nons3osateis B 16-GaiiTHoe
YHUCIO;

« SHA-1 (Secure Hash Algorithm) — 3TO anropuT™ BhIYKCIEH s
nalxecra coofiueruil, BpipabarsiBaoluni 160-6urossIi Xou-
KOO BXOZHBIX HAHHBIX, LIMPOKO DPACHIPOCTPAHEH B MMDE, HC-
NOABL3YETCA BO MHOIMX CETEBBIX FIPOTOKOAAX 3&LUMTH MHGMOD-
Maiu.

X31-DYHKUIKK HHPOKO HCIIONBIYIOTCH TaKKe Als ayTeHTHhM-
KaLKK TIONb30BaTeseH.

5.6. Ynpaenevne KPUNTOKNIOHAMM

Jio0an Kpurnrorpadbuyeckas CHCTEMAa OCHOBaHA Ha NCHOAL30RA-
HUK Kpunrorpabuieckux xmouehr. Tlog xarouesod ungopmayuel rio-
HYMAIOT COBOXKYIIKOCTh BCeX HEHCTBYIOLUMX B MHGOPMALMOHKOMK
CETH MWAM CHcTeMme xmovedt. Ecnm He ofecnedeHo NOCTATOMHO Ha-
HEXHOE ynpaBleHKe KIioueBok KMHGbODMauHuek, TO, 3aBIajeB €I,
IFOYMBIHUICHHNK IIOJIYYAeT HEOrPaHNHYeHHKBIA JOCTYN XO BCeH MH-
bopManKN B ceTH WK CUcTeMe. Vaupasaenue kaovasmu BITIOYNAET pea-
JK3ALNIC Takpx GYHKLKHE, KaK FeHepaius, XpaHe e ¥ pacnpenesie-
HUE xmoued, PacnpeneiieHye KNo4edl — caMplit OTBETCTBEHHBIA
[IPOIIECC B YIIPABICHKN KIOYAMHU.

lIpr KCrIoNH30BaHMN CHMMETPHUHON KPHIITOCHCTEMEI ABE BCTY-
flaomme B UHOOPMALKOHHBIN OOMEH CTOPOHBI JOAXKHEI CHAYAAR CO-
[IACOBATH CEXPETHBI CECCHOHHBIA KNIoH, T. €. K04 AN mubposa-
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Husl BCcex CoOOILEeHWI, TiepefaBacMbix B Mpoilecce obmena. IToT
KIIOY BOKEH ObiTh HEU3BECTEH BCEM OCTANBLHBIM K AOIKEH TEpHO-
DHAYECKHA OOHOBAATHCS ONHOBPEMEKHO Y OTHIPABKTENA M nojiydartesis.
ITpoiece cornacoBairs CECCHOHKOTO KIOHA HA3BIBAIOT TAKXKE 0OMe-
HOM W/ DACTIPENECHUEM KoueH.

ACHMMETPHYKAR KPHUITTOCHCTEMa TIPEATIONAaracT HCTIORL30BakNE
IBYX KHOMEH — OTKPHITOIC H 3aKpbITOro {CexpeTHoro). OTKpoiThilt
KJIIOY MOXKHO PA3rNalliaTh, a 3aKPhiThi — CNENYeT XpaHuTh B Talike.
ITpu obmene coolmeHuAME HEOOXORMMO NEepechlIaTh TOABKO OT-
KpbITHlf Kniou, obecnedns NOWIMHHOCTD FIEPEChIACMOTo OTKPHITOTO
KJIioua.

K pacnipeneneHyio Kiouel TNpexbABAAIOICA clepyounine Tpedo-
BaHUS:

* OfIEPATHBHOCTL M TOYHOCTh PaCTIPeACICHM,

s KOH(PUACHUHAADHOCTD ¥ LIEAOCTHOCTD PACTIPERACAREMBbIX K10~

HeH,

st pacripeseneBus Knouel MOXAY NOAb30BATC/AMH KOMIIBIO-
TEPHOM CETH NPUMEHSIOTCH ABa OCHOBHBIX crniocoba [9]:

1) UCIIONB30BAHKE OHHOTC MM HECKOJIbKHX IIEHTPOB paciipele~
JICHUST KAIOUEH;

2) npsMol o0MeH KIICHAMH MEXIY I1OAb30BATEASIMH CETH.

0Oba nonxona snekyt 3a coboi Hexoropsle npobaempl. B nepsom
CAYHAC UECHTDY DacnpelencHus KIoYeH M3BECTHO, KOMY W KakKue
KJTIOMY PAaCTipelieiesbl, M 3TO TIC3BOIET YKUTAaTh BCe cooliuieHus, ne-
pedapaeMbie 110 ceth. BO3MOXHBIE 3N0OYHOTPEONEHUS MOTYT CYLIECT-
BEHHO HapymiuTh 0e30nacHOCTs ceT. Bo Bropom — Heolxoanmo Ha-
JeXHO YIOCTOBEPUTHCS B TIOMIHHHOCTH CYhEKTOB CETH.

3azaua pacnpeneneHus KAoueH CBOIUTCA K NOCTPOSHNIO TAKOT0
NPOTOKONa pacripeseaeus KIIoUeil, KOTOphil obecreusaeT:

o B3aMMHOE TIOATBEDXIACHHUE TIOTHHHOCTY YHACTHUKOB CeaHCa;

s NOMTBEDXACHUE JOCTOBEPHOCTH CCANCa;

* KCMIONDL3OBAHHE MHUHUMANBHOTO 4uCna coobieHuit npr ofme-

HE KJIIOYaMH.

XapaKTepHbIM fIPHMEPOM PLalM3aLMK NEPBOro NOAXOna ABAseT-
Csl cucTeMma ayreHTHhHKauMu H pacnpeneneHns Kloueir Kerberos;
oHa paccMoTpera B ra. 13,

OctaHoBHMcs noapolbHee Ha BTOPOM NOUXOJE.

[Tpu ucrons30Banvy 4nS 3aiKUIEHHOTO HHAOPMALHOHHOTO 00~
MEHA KPUTITOCHCTEMBE ¢ CHMMETPUYKBLIM CEKPETHBIM KIHOHOM [Ba
NOAL30OBATENS, XeRaolue OOMeHHTLCS Kpuritorpadudecky 3auiy-
WEHHON uRdopManneit, NoxHb 001a1aTs O0IMM CeXPETHBIM KN10-
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YOM. DTH NONb30BATEAH JOMKHBI OOMEHSTBCH ODLIMM KIIOHOM N0
Kanany caa3u OesonacHbiM oOpasoM. Ecay rOoNp30BRTENM MEHAIOT
KJIOY ZOCTATOMHO YaCTo, TO AOCTABKA KIKOYA NPEespAILactcs B CePhb-
e3HYIO npobnemy.

Has peluenns 370# npoBneMsl BO3MOXHO!

1) ¥CnoNBL30BAHKE ACHMMECTPHYHON KDPHIITOCHCTEMBI C OTKPhi-
THIM KJOHOM VIS 3ALIMTH CEKPETHOO KIOYA CHMMETPUYHONH Kpuri-
TOCHCTEMBY;

2) HCIIOAB30BAKME CHCTEMbI OTKPHITOIO DACHPERENeHusT KIOMeH
Huddn — Xennmana,

Peanu3zaupsd fepaoro crocoba OCyLeCTBASETCS B PAMKAX Kombu-
HHpOBaHHOFI KPHITOCHCTEMBE € CHMMETPDHYHBIMHY H ACUMMETDHYHBI -
MH kimodam#. Tlpy TakoMm TIOOX0AE CHMMETPHYHAN KPHITTOCHCTEMA
APUMEHACTCH A WH(pPOBIKMS ¥ fIEPeHayYH HCXOJHOrO OTKPHITOrO
TEKCTA, a4 aCHMMETPHHHAA XPUNITOCHUCTEMA € OTKPLITRIM KAIOMOM fIPpH-
MEHSAETCH AR WHGDPOBaKNs, NEPEIIMH ¥ FIOCASAYIOWIETO pacluygpo-
BLIBEHHS TONBKO CEXPETHOTO KITIOHA CHMMETPHYHOH KPHITTOCHCTEMBL,

Bropo#t croco® OCHOBaH Ha NPUMEHEHYH ANYOPHTME OTKDHITO-
ro pacnpeneneuus xnoveld Hduddun — Xennmada, nO3BOAIOIIENO
fIONH30BATENAM OOMEHHMBATLCH KIIIOYaAMY 110 HeszalwHueHHbIM KaHa-
JIaM CBSI3H,

Merol pactapenenenns kmoden Budy - Xennmmaua

Y. Hnddn v M. Xeanman H300peny METON omipwimozo pacnpe-
desenus karone B 1976 1. BroT METON NIO3BONSIET NOAL30BATENAM 00-
MECHYBATLCH KIIOMAMy 110 HE3AWMUICHHHIM KaHazam cops3y. Ero
6e30nacHOCTh ODYCNORACHE TPYAHOCTHIC BBIYHCACHHS HHCKPETHHIX
norapudMOB B KOHEHHOM TIONE, B OTAMYHE OT JNEFKOCTH PELICHYS
npSMOfi 344y AMCKPETHOTO BO3BEJICHHS B CTETIEHh B TOM Xe€ KO-
HEYHOM NOne.

Cyrk MeToza Juddn — XeanMana 33KI0Ma8TC8 B CAeYIOIEM
{puc. 3.9).

Honwsoparenn A 1 B, y4acteyiouine 3 o6Mene HrdopMauny, re-
HEPUDPYIOT HE3aBUCHMO JIPYF OT IPYra CBOM CNY4aHHbIC CEKPEeTHHIC
KIO4HH K, M kp (KTIO4MH K, ¥ Ky — cnyuaiinble OonbLume Lenble yHeaa,
KOTOpHIE XpaHATCS Nonp3onarensmMn 4 ¥ B B cexpere).

3aTeM fI0Ab30BATEAb A BBIYHCISIET HA OCHOBAKHM CBOEIO CEXper-
HOTO KJIIOM@ K, OTKPHITHIH K104

K,=g" (mod V),
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Puc. 5.9. Cxema oTkpriToro pacnpeseienus wuovedt Tuddu — Xeanmana

OHOBPEMEHHO TNONb30BATEAL B BBIMMCASET HA OCHOBAHUM CBOENO
CEKPETHOTO KII0YA Kz OTKPhITHI KoY

Ky =g* (mod N),

me Ny g — Soapiive Hedble APOCThie YKCIA. ApubMETHYECKHE
NeHCTBUS BBINOJNHAIOTCH C mpHBeieHueM no mouymo N [62]. Yucna
N u g MOryT He XpaHHThCH B cexpere. Kak fpaBusio, 3TH 3HAYCHUS
SBISIOTCS OOLIKMY [is BCEX FIONB30BATEREH CETH MM CHCTEMbL.
3areM nonbzopatenu A ¥ B 06GMeHMBAXYTCHS CBOMMH OTKPLITHIMU
gnouamyt K, ¥ K 10 He3aIMILCHHOMY KaHAny M MCITONB3YIOT HX B
BRIMHCHEHHS 00LIEro cecCHOHHOTO Kiloua K (pazaenseMoro cexpera):

nons3osatenb 4 K = (K z)* (mod N) = (g** )* (mod N},
noss3osarens B: K =(K ,)* (mod N) = (g )** (mod N);

npy aToM K= K', Tak kak (g% )}* = (g*)* (mod N).

Takum ofpa3oM, pe3yAbTATOM 3THUX ACHCTBUIT oxa3biaetcst 0O~

HWHP CECCHORHBINM KIIIOM, KOTOPHIH spasercsa GyHKuneH oboux cex-
PETHRIX KiOueH k, ¥ K.

3NOYMBILITEHHUK, NEPEXBATHBLLIKI 3HAYCHHS OTKPBITHIX KTIoueH
K, v K, He MOXET BHIYKHCAUTE CECCHOHHMBI Koy K, MOTOMY 4TO OH
HE VIMEET COOTBETCTBYIOLUMX 3HAUCHMN CEKPEeTHBIX KiuoueH K, u k,.
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bnaronaps KCIONBIOBEHKIO ONHOHANpABIEHHON (YRKuUMM, ofepa-
HUSI BLIYMCACHMS OTKPHITOTO Kilouya HeoBpaTiMa, T. €. HeBO3MOXHO
fl0 3HARYEHHMIO OTKPHITOrO KMova aGOHEHTZ BBINMCHAMTL €0 CeKpeT-
Hbifl KoY,

YuuKkaabpHOCTh MeTONa duddnu — Xeanmana 3akaiovaetes B TOM,
4yT0 napa aBoHEHTOB ¥MeeT BOSMOXHOCT, NONYYKTH H3BECTHOE TONb-
KO ¥M CEKPETHOE MHCNO0, ACPCUABas 110 OTKPHITON CETH OTKPBITHIEC
noun. fTocne 31oro aBOHERTH! MOTYT IPUCTYIHTS K 3aLIKTE nepena-
BACMOH VHQOPMAILMM YXKE W3BECTHBIM NPOBEPEHHBLIM ¢ilocoboM —
DPHMEHAS CHMMETDHYROE IMGPOBAHKUE C HUCIIONBIOBAHMEM [ORY-
YEHHOTO PA3e/IAEMOrO CEKPETa.

Cxema [Inddn — Xennmana HaeT BO3IMOXHOCTh Nindpoparth
JAHHDIE NTPY KAKIOM CEaHCe CBA3M HA HOBBIX KIIOYaX. ITO NO3IBOAL-
€T HE XPaHWTh CEKPETH Ha AMCKETaX WX APYTHX HocuTeasx. He cue-
nyet 3abpiBaTh, uTO NM060C XpaHEHHE CEKPETOB MOBBILIAET BEpOST-
HOCTh NONAZAHMA UX B PYKH KOHKYPEHTOB WIH NPOTUBHMUKA.

Ha ocsose cxembr duddu — Xennmana QyHKUNOHUPYET NPOTO-
Koi ynpasnenust kpunroxiiodamu IKE (Intermnet Key Exchange),
NPHMEHAEMbIMY I1PH NIOCTPOCHUM 3aLUKILICHHBIX BUPTYAIBHLIX CETeH
VPN #a cetesoM ypoBHe.



naea 6
KPUNTOTPADUYECKUE ANTOPUTMDI

DonpuiMHCTBO CpeAcTB 3amvThl uxtopMmauuy OGasupyercs Ha
UCHIONb30BAHUEK KpHiTTOrpadhuyeckux wmgppos u rpoileayp wugpo-
Banus/paciirdposannsa. B COOTBETCTBHM CO CTRHIAPTOM lIKbpoBa-
Hust TOCT 28147—89 non wugdpom NOHAMAIOT COBOXYITHOCTS 06pa-
THMBIX NpeoBpasoBAHNA MHOXECTBA OTKPHITHIX HAHHBIX HA MHOXC-
CTBO 3alUx¢hpOBAHHBIX HAHHBIX, 33AABACMbIX KIIOHOM K ITOPUTMOM
Kpurnrorpaguryeckoro npeobpasopauus [10). Cywmecrsyer MHoxecr-
BO PA3HBIX KpUITOrpaduueckyx asropurmor. HasHaucHue 3THX an-
FOpUTMOB — 3allluTa MHbOpMaiuyuK. 3alUMIIATE Xe nHbopManuio
HPHMXCAKTCS OT PA3HbiX YIPO3 ¥ pasHeiMHU citocobamy. U1obsl obec-
NEYUTh HANCXKHYIO ¥ aReKBATHYIO 3AlIUTY ¢ [OMOIIBI0 KPHITTOANro~
putMa {KA), HYXHO NOHUMaTh, KakKe Opinaor KA ¥ Kaxob T an-
IOpYTMa JVYLIE IPUCIICcOBacH UIs1 PEIICHHSA KORKPETHOR 3alavuH.

6.1. Knaccudpuraims Kpunrorpamuecknx anropMTmos

izBecTHBI HECKONBKO KiaccubyKaLni Xpunrorpadrueckux an-
roput™MoB [30). Onna u3 rux nozpasnensieT KA B 3aBUCHMOCTH OT
Yucsa KAloyeh, pUMEeHsieMbiX B KOHKPETHOM ajiTOpHTMe!
o OeckaoueBnie KA — HE MCITOAB3VIOT B BhIMUCHCHHMAX HUKAKHX
KRIOYeH;
« OfHOKMIOUEBbie KA — paboTaloT ¢ OAHMM KIIOYEBBIM flapaMeT-
poM {CEKPETHLIM KIIOHOM);
» nByXRjuoueBnie KA — Ha pasnuuHbX cTaausx paborsi B HUX
IIPHMEHSTIOTCH 1B2 KJHOYEBBIX NTAPAMETPA: CEKPETHBIA M OTKphI-
THIA KIIOYH.
Cyuectayor 605ee AeTaTbHbIe KAACCHDUKALMY, OAHA U3 KOTO-
PBiX MpHBeAeHa Ha puc. 6.1.
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Kpunrorpacuuecsue anropumsl

/ i \

Becxniovpnnie OaHonouensie Layxcnxresbie
)/4/ \ / \
CoammeTpriHoe ACHMMETPUMKOR JnexTpoKnan
ARurpoRiie wudpoBaKHE wndporanue noatnces
Brouvoe Noreunoe

Puc, 6.1. Knacendxauus KPUTITORATOPUTMOB 3RUKTEE MH(OPMaLHy

OxapakTepuayeM KpaTko OCHOBHBIE Tibl KA.

Xowuposanue —— 370 METOX KPHATO3EUIMTH, NPEACTABSIONIUA
¢coboil KOHTPONLHOE NpetOpa3oBaHne KRMOPMaLK: K3 JARKBIX He-
OTPAHMYEHHOTO pPa3Mepa HYIEM BLINOAHEHUS KPUATOrpaguuecKyx
npeobpa3oBaHNH BRIYUCASETCS X3I-3HaYeHHe (PHKCUPOBAHRKONK AMK-
HBI, ORHO3HAMHC COOTBEICTBYIOLICE HCXOARBIM NaKHbIM.

Cammerpuynoe umdpoBanse UCHOAL3YET QMUK H TOT Xe KIIOY
KaK JUlsi 3a8lUKGpPOBBIBAHKS, TaK U Ul pacliudpOBLIBAHHSA HHOPOP-
Maln.

Cummerprusoe wWHdpOBAHME nAOAPA3NENACTCH HA JABA BWIA:
DAOHHOE U HOMOMHOE, XOTS CNENYET OTMETHTD, YTO B HEKOTOPHIX Kiac-
CUOUKALKLX OHY HE PA3ACASIOTCS U CHUTALTCH, YTO NROTOMHOE LIHb-
poBasye — 310 uudporarne OA0KOB SAMHUYHON JIHHDBL.

Browmoe mmdpopanue XapakKTEepU3yeTcsi TeM, UTO HHpOpMaHus
APENBAPHUTEABRO pa3buBacTca Ha OnOKM (DUKCHPOBAHHOR LIMHHBI
(nanpumep, 64 nan 128 6ur). IIpy s5ToM B pasnuunbix KA unu paxe
B Pa3HbIX pexXuMax paboTsl OMHOIC ¥ TOTC Xe ajlropuT™a GI0KK MOo-
ryT wubPOBaTHCH KAK HE3ABKCKEMO IPYT OT ApYra, TAK H «CO CLUere-
HyYEeM», T. €. KOFIa pe3yNbTaT ubpoBanus TeKyuiero 610Ka AaHHbIX
3a8BUCHT OT 3HAYECHUA NpPEAbLIAYIICIC ON0Ka MAY OT Pe3yAbTATAE Lt~
pOBaHuA nApenbiaylero 6ia0Ka.

TTorounoe mwmdipoBanye NPUMEHALTCH, NPEXAE BCEro, TONA, Ko~
TR& HHGMOPMALHIO HEBOSMOXHO pa3buTh Ha ONOKK — CKaXeM, eCTh
HEKMH TIO0TOK AaHHBIX, KaXKALIK CHMBOJ KOTOPBIX TpebByercs 3ammcg-
POBATH Y OTIPABUTH, HE BOXHAANCH OCTANBHBIX HaHHbIX, NOCTATOY-
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HyIX s popmuposanks SioKa, AJITOPUTMBI NOTOYHOrC iuudpoBa-
H¥s LIKQPYIOT BAHHBIE TOOKUTHO Wik NIOCHMBOABHO.

Acummerpyunoe WHGPOBAHME XADAKTEPHIYETCH [IPHMEHEHUEM
ABYX THNOB KIOYeH: OTKPHITOre ~— Ias 3aiindppopbiBaHKs MHGpop-
Malyy ¥ CeKPeTHOIC -— s e¢ pacimndpospiBarus. CexperrHbif u
OTKPBITRIR KIIOYH CBA3aHB!I MEXILY coBol H0CTATOYHO CIOXHBIM CO-
OTHOLIEHNEM,

Oaextponnan uxdporan noannck (IIII) ncronwsyercs Ana Ha-
DEXHOTO NOATBEPXIICHHS 1IENOCTHOCTH M ABTOPCTRA NaHHbIX.

6.2. CuMMETPHYHBIE BNTOPMTMb] WMDPOBaHMS
6.2.1. OcHOBHBIC NOHNTHS

B cHMMETPHYHBIX KPUIITORNTOPUTMAX [UIS 3aubpoBbIBAHUS U
pacuiupoBbIBaRNS COOBIUCHUS KCTICNL3YETCH OOMH K TOT Xe¢ OnoK
urgopmansn (Kod). XoTst alfOpUTM BO3AEHCTBHA Ha Neperapae-
MBIC BAHHBIC MOXET ObiTh H3BECTEH INOCTOPOHHKM JIKiaM, HO OH 3a-
BUCHT OT CEKPETHOIO KAIOYd, KOTOPLIM INOAXHLI 00RanaTh TORABKO
OTIpaBUTENb U TIONYYaTenb. CHMMETPHYHLIE KPUITTOAITOPKHTMB! Bhl-
nosHAwT npeobpazopadue Heboasiyore Hnoxka pakumx (1 &ur nubo
32128 GuT) B 3aBHCHMOCTH OT CEXPETHOTO KNoUa Takum obpasom,
4TO 1POUECTd MCXORHOE COODILCHKE MOXHOC TONBKO 3Hast 3TOT CeX-
PETHBIA KIIOY.

CHMMETPUUHBIC KPUIITOCHCTEMBI [TO3BOJSIOT HA OCHOBE CHMMET-
PHUHBIX KPUNTOUITOPUTMOB KOAMPOBAT, M jeKoaupopaTh (aknsl
NTPOK3BO/ILHOH LAYHbI.

XapakTepHas OCOBEHHOCTb CUMMETPHYHBIX OAOYHBIX KpUIITOAN~
ropuTMOB — 1peobpasoBanye Onoka Bxoaxol uubopmauuy dukeun-
POBAHHON [UTHMHBL K {10JYHEHHKE PE3YyNbTHPYIOMere 6AoKa Toro Xe
ofpeMa, KO HEAOCTYITHOIO Iasi TIPOYTEHMUS! CTOPOHHMAM JIKUAM, HE
praneromnm  koyom. Cxemy palorhi CHMMETPHUHOTO BNIOYHOTO
Huhpa MOXHC onucaTh PYHKUNSMHA

C=EJM)n M=DLC),

rae M — pexonHsii (OTKpuITHI) 610K makssx, € — 3ammbpoBas-
Hbil 610K NaHHbIX.

Knou K ABASETCA 11apaMeTpoOM CUMMETPHYHOTO BI10YHOTO KpHil-
TowIropuTMa ¥ npepcrapmsier coGoi 610K HBOMYHON HHOOpPMaLMK
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dukcupopaHHore pasmepa. McxomHst M u zawndpopanusiit €
SNI0KH HAHHBIX TAKKE MMEIOT (QUKCUPOBEHHYIO DAa3pSIHOCTh, DaB-
HYIO MeXIy coBoit, Ho HeoBs3aTeIbHO PABHYIO IIMHE Kiova K.

Brounbie mudps! BAAIOTCA TOH OCHOBOH, Ha KOTOPOR DPEann3o-
BAHB! NPAKTHYECKK BCE CMMMETPHMHBIE KpUIITOCHCTEMBL TlpaKkTrye~
CKM BCE NTOPUTMB! MCHIOAB3YIOT Wis npeobpasopaHufl onpeseneH-
HeIlt HaOOp 0OpaTHMBIX MaTeMaTHHECKHX IpecOpa3oBaHMi.

Meroauka ¢cO3maHusA 1enovex u3 3amxdposaHubix OROYHBIMK
anropuTMaMy Galttos no3sonseT wndpoRaTs UMH J1aKeTs nHGOopMa-
LHp HeorpaHuderHol jummusl. OQTCYTCTBHE CTATHCTHYCCKOH Koppe-
ASUAH MEXKEY OHTaMK BBIXOAHOTO IOTOKa GNouHoro wugpa uCrnosb-
3YCTCH SN BBIMMCICHMS KOHTPOJBHBIX CYMM FIAKETOB [AHHBIX M B
XIUIMpOBaHHH faponeid. Ha cerogHsiHME neHb pa3zpaloTaHe ToCTa-
TOYHO MHOYO CTORKMX BrouHBIX 1ndpos.

KpunroanropiTM CHHTACTCA MACaRbHO CTOUKUM, eCNy IIf Apo-
YTEHUA 3aliMbpoBaHHOro ONoKa maHHbIX Heobxoanm mnepedop Beex
BO3MOXHBIX Kiioue# 0 TeX flop, 1oKa paciumbposaHHoe coobie-
HHE HE OKAXETCH OCMBICAEeHHBIM. B obieM cryuae crofixocTs Grou-
HOTO WHdpa 3aBHCKHT TOMBKO OT [UTMHBL KITIOHMa ¥ BO3PACTAET BKCHO-
HEHUHANBHO € e¢ poctoM. MimeanbHo CTofikMe KpuNTOaATOpHTMBI
IIOTIXHBI VAOBASTBOPATH €IIE OAHOMY BaxHoMy Tpebosanuio. Kiou,
KOTOPBIM NPOH3BENEHO 3TO NPeoBpa3OBaHHe, ITpY M3BECTHBIX HCXOH-
HOM ¥ 3alundpoBaHHOM 3HAYEHMX G/IOKa MOXHO Y3HaTh TOMLKO Y-
TeM NOAHOrO nepefopa ero 3HavdeHuR.

6.2.2, Bnoutivie anropHUTMel WHMPOBIHMS RaHHBIX

Asropurm nmdposanus Aauneix DES (Data Encryption Standard)
Obr onyOarkoBaxd B 1977 r. ¥ OCTAETCH TIOKA PaCpOCTPaHECHHBIM
GOYHBIM CHMMETPUYHBIM ATTOPUTMOM, MCIICAB3YEMBIM B CHCTEMax
JAIIMTH KOMMEPUECKOR nHOpMailny.

Asnroput™ DES nocrpoeH B COOTBETCTBHY ¢ METOOONIOIKEH CeTH
DeficTens u COCTOMT M3 YEPEOYIOILEHCH [TOCICHOBATENBHOCTH TIEpe-
CTaHOBOK u foEcTaHoBOK. Anroput™ DES ocviuecrsnser wwudposa-
Hue 64-6HTOBLIX BJIOKOB BAHHBIX C NOMOILLIO 64-6utoBoro Xioua,
B KOTODOM 3HavaiuuMmu sasngiores 56 Gur (ocrampHbie 8§ — npoBe-
POYHbIC OWTB! JUIS KOHTPOJIS Ha METHOCTD).

[Ipouecc IMdPOBAHKS 3AKTOYAETCS B HAYANBHOM TIEpeCTaHOBKE
Outos 64-OuTOBOrO Onoka, 16 nuxnax (payHmax) udpoBaHus u,
HAKOHELl, B KOHCUYHOM NIEpeCTaHOBKe 61ToB (prc. 6.2).
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Hexopmsii vexkeT

L

Hasanbhas nepecranosxa

16 paa WHDPORRHAE e

4

KoHeuHaR nepecraHoBka

Jr

Ulndprexct

Pue, 6.2. OGoGwennas cxema mwndposanus B anroputme DES

Pacuindpossiarue B DES apnasercs omnepauuneit, oOparHOM
WINDPOBAHHIO, Y BLITOIHACTCA JIYTEM JIOBTOPEHMS OnepaLui -
pOBaHMsA B 0OPaTHOH 1TOCNENOBATENLHOCTH,

QOcHOBHBIE HOCTOMHCTBE anropuima DES:

« HCTIONBIYETCH TONBKO OIUH KILIOY IUTHHOHN 56 Our;

¢ OTHOCHTE/IBHAS FIPOCTOTA ARrOpuTMa obecnedrBaeT BBHICOKYIO
CKOpPOCTh 00paboTKK;

» 3alKppoBas CooblCHME ¢ TIOMOLUIBIO OHHONO Naxera npo-
rpaMM, Ui paciliMdpoOBKE MOXHO HCHOL30BaTh j11000H apy-
FOl 1laKeT NpOrpaMM, COOTBETCTBYIONIMHA anroputMy DES;

* KPHIITOCTORKOCTh aXIOpUTMA BIIONHE HOCTATOYHE wis obeciie-
YyeHus MHGOOPMALMOHHON Ge30nacHOCTH DOABUINHCTBA KOM-
MEPYECKUX NPWIOXKEHHIA,

CogpeMerHass MYKPOTIPOLIECCOpHAst TEXHUKA TIO3BONAET 3a A0C-
TATOMHO TIPHEMIIEMOE BPEM$ B3JaMBIBATL CHMMETpHYHBIE GlOYHbie
wnbps ¢ MuHOK Kioyza 40 6ut. dng Takoro BaNaMbiBaHUA HCHOMb-
3YETCH METOA MONHOro nepebopd — TOTAJILHOIO ONpodoranus Beex
BO3MOXHAIX SHAUEHHHE Kno4a {MeTON «rpydoit cuibp). Jlo HenaBHe-
ro ppemeny DES cunrtancs oTHOCHTEMLHO Be3011aCHBIM a/1IFOPHTMOM
LIhPOBAHHS.

CyiiecTByeT MHOTO criocofop KOMBHHHMpOBaHUS OIOYHBIX airo-
PUTMOB JUIS NONYHEHHS HOBBIX Bosee CTORKuUX anropurMos. OxHuM
13 TaXUX CTIOCOBOB ARNNETCH MHOZOKDAMHOE WUpposanue — KCTIONb-
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30BaHKuE GIOMHOIO AIroPHTMAa HECKOABKO Pa3 ¢ Pa3HBIMHM KIOHaMy
s wndporaHus OXHOrO M TOro xe 6J10Ka OTKPHITOro tekcra. [lpyu
TPEXKPaTHOM IUM(DPORAKME MOXHC IJIDUMEHUTh TPH PAIIMUHBIX
KJo4a.

Anroputm 3-DES (Triple DES — tpoltnoit DES) ucnionssyercs
B CHTYaLiMsAX, KOTIA HajexHocth anropuiMa DES cuwraercs Henoc-
TATOYHOH.

CeropHsa BCE LHPE YCHOAB3YIOTCH JRA COBPEMEHHBIX KPUIITO-
CcTo¥KuxX anroput™ma mndpoBanyus: OTEUECTBECHHBIR CTaunapt wyd-
poraunsa T'OCT 2814789 u uoBwit kpunrtocrangapr CLIA — AES
{Advanced Encryption Standard).

Cranzapr umgpopanus [OCT 28147—89 nmpenrasHavex nis an-
HapaTHOR ¥ NPOTPaMMHON peanu3aiiny, YAOBAETBOPAET KPHIITOrpa-
¢ruecknM TpeboBaHUAM M HE HaKIagbiBACT OfPAHVYECHUH Ha cre-
fleHb CEXPeTHOCTH 3allnuiaeMoil nHbopManun. AAroput™ timdpo-
BaHus HaHHEX, onpenensemsit TOCT 2814785, npeacrasnser
cob0# 64-6MTOBBIA GIOYHBIA AATOPUTM ¢ 256-0UTOBBIM KIIOUOM.

Hanupie, nomiexamye saimdposaduio, pasbusaior Ha 64-pas-
panusie 6noxu. 3tv 610Ky pasbuBaroTcs Ha aBa cybGiaoka N, u N,
no 32 6ur (pue. 6.3). Cybbnok N, obpabarbiBactes ONpeaeAcHHBIM
ofpasoM, IOCHE 4ero erc 3HAYEHHE CKIIANBIRACTCH CO 3HAYEHHEM
cybbnoka N, (CoxeHue BHITIONHAETCS 110 MOAYAIO 2, T. €. NPUMEHS-
eTCs Aoruyeckas onepaunsg XOR — «ICKmoyamolliee Hin»), @ 3aTeM

Puc. 6.3. Cxema anropurma I'OCT 28147--85
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cvG0noKy MeHsoTes MecTaMmu. [laHHoe §peoBpasoBaHye BLITIONHS-
€TCS OTIPEACAEHHOE YUCHO Pa3 {«PayHIoB») — 16 unu 32, B 3aBucy-
MOCTH OT pexuMa paboTel aIropHTMA.

B KaXIOM payHje BBIFIONHAIOTCA IBE OlCpailM.

[lepBas onepauus — Hanoxexue xmoqa. Copepxumoe cyb6i0-
ka N, CKIaapIBaeTCs o Momyswo 2% ¢ 32-61uTOBOH 4acThio Kmova K.
[TonublH o4 WHPPOBAHKS [IPEACTABNAECTCS B BUAC KOHKaTeHAuuu
32-6utosbix noakmoueit: X, K|, X,, K, K, K. K, K;. B npouecce
IHPPOBAHKA KCIIOAB3YETCH OXMH K3 ITHX MOAKMOYEH — B 3aBUCK-
MOCTH OT HOMEpa payHAa H pexuMma paloTs anropuTMa.

Bropas onepaussa - tabnuuHas 3aMeHa. [locne Hanoxenus
Kiloua cy66s0K N, pasbusaerca Ha 8 yacre#t no 4 OuT, 3HAYeHHE Ka-
XIOH H3 KOTOPHIX 3EMEHACTCH B COOTBETCTBHY C TaGAHLEH 3aMEHDI
Lns DAHHOM vacTy cyG0n0Ka, 3areM BLITIONHAETCS HOOKTOBBIH LK~
nuyeckyit casur cybonoxa Bneso #a 11 Our.

Tabaunnwvie 3amens. Brox noactaHoBKy S-box (Substitution box)
YacTO MCHOAB3YIOTCH B COBPEMEHHBIX aANTOPHTMAX HIKGPOBAHYS, 10~
3TOMY CTOHT TIOACHHTE, KaK OpPraHK3yeTds HO,IIOE*HKR QIiCpalikA.

BroK 1ionctaqHoBKK S-BoX COCTOMT M3 BOCHLMH V30B 3aMEHbI
(S-6nokos 3amennt) S, Sy, ..., S ¢ namaTeio 64 GuT xaxusli. Mocry-
naowmit Ha 670K OXCTAHOBKH S 32-61TOBbIH BEXTOD pasbyBawT Ha
8 MoCNenOBATENHHO MAYLUHX 4-CUTOBBIX BEKTOPOB, KAXABIH H3 KOTO-
phiX f1peofpasyercs B 4-0HTOBBIE BEXKTOP COOTBETCTBYIOLIMM V3JIOM
3aMeHbl. KaXxbli y3en 3aMeHBl MOXHO NPEACTABUTL B Blle TabnH-
LBI-TIEPECTAHOBKY 16 4-OHTOBBIX ABOWYHBIX YWCEN B AKANA30-
He 0000...1111. Bxoonoit BEKTOp yKa3biBaeT aipec CTPOKK B Tabiuile,
a WCN0 B 3TOH CTPOKE SIBIHETCs] BHIXOZHBIM BEKTOPOM. 3ateM 4-6y1-
TOBBIC BBHIXOOHBIC BEXTODHI TIOCAEZOBATEBHO 0OheNUHsIOT B 32-61-
TOBBIE BeKTOP. Y37l 3aMeHb: {Tafyinibl - EPECTAROBKH) MTPEACTARI~
10T cOGOH KMOYEBLIE DAEMEHTHI, KOTOPHIC HBATIOTCA OGIIHME [Uts
cet IBM H peaxo H3MeHs1oTCsa. BTH y3ibl 3aMeHbl IOMKHBI COXpa-
HSTBCS B CEKpeTe.

Anroput™, onpenensiempliy FTOCT 2814789, npenycmarpusaer
yeThipe pexyma paboThl npocmold 3ameHsl, 2aMMUPCBANHUA, 2AMMUPO-
saxnus ¢ obpamuoil ces3bi0 U zenepayuu umumonpucmagok. B Hux uc-
TIOIB3YETCSE ODHO M TO XX¢ OMKCAHHOE BILle mydpywouiee iapeotpa-~
30BaKHeE, HO, MOCKOABKY HABHAYCHUE PEXUMOB PasIMYKO, OCYHIECT-
BIAETCA 3TO fipeobpa3’oBaHKie B KAKAOM K3 HUX TIO-Pa3HOMY.

B pexume npocmoi 3amenvr HAAS 3aulKW(POBBIBAHHS KaXIOro
64-6uToBOro 610Ka WHGpOPMaUMK BHIIONHAOTCS 32 ONMCAHHBIX
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Bpille payHzd. Ilpu 31oM 32-0HMTOBBIE NOBKIIOUK KCIIONL3YIOTCS B
CrAeiYIOLIEH TTOCNEH0ORATEABHOCTH!

K, K, K,, K, K,, K;, K;, K;, K, K, 9 1. 8. — B payHaax ¢ l-ro
no 24-i;

K, K, K, K, K;, K,, K,, K, — B payHnax ¢ 25-ro no 32-i.

PacumdpossiBanse B FaHHOM DEXMME IIDOBOEMTCH TOYHO TAK
Xe, HO ¢ HECKOJIbKO APYro# ITOCIeROBATEIBHOCTHIO IIPHMEHEHUS
FIOAKI0YEH:

K, K, K,, K,, K, K;, K, K, — B paynaax ¢ I-ro no 8-i;

K, K, K, K, K,, K;, K}, K;;, K;, K, v 1. 8. — B payszax ¢ 9-ro
no 32-1.

Bce Groxu winchpyloTcs HE3aBHCHMO APYT OT ApYra, T. €. De3yls-
TAT 33K POBRIBAHKA KAKIOro GI0KA 3aBUCHT TONBKO 0T €70 cojep-
XuMoro (CooTsercTRyIOLIero O10Ka KeXOgHOro Texcra). Ipn Hanu-
YUK HECKOBKUX OAKHAKOBBIX G0KOB HCXOAHOTO {(OTKPHITOTO) TEXCTA
coOTpeTCTBYIOIE UM SNoKK WNDPTEKCTA TOXE OYyAyT OBUHEKOBLI,
YTO AT AOMOIHUTENBHYIO F0AE3HYI0 MHGMODPMALIKIO A NblTaloe-
FOCs BCKPHITH WkHdp Kpurroananuruxa. IosroMy nannbift pexum
FIDUMEHSETCH B OCHOBHOM JUiS HIMPOBAHKA CaMuX Knoyed wugpo-
BaHuUR (OYEHDb YACTO DPEIMU3YIOTCH MHOFOKJIOUEBBIE CXEMBI, B KOTO-
DHIX 110 pany coobpaxeduit kinoyy wudpyloTes Apyr Ha apyre). ns
wndpoBaHng cobCrBeHHO HHOOPMALIKK TIPSAHA3HACHD BBA ADYTHX
pexuMa paboThi — raMMUDOBaKKS Y TAMMHUPOBaHus C oOpaTHOM
CBA35B10.

B pesxxcume cammuposanus xaxnbii OIOK OTKPHITOFO TEKCTa J10-
SUTHO CKIIAABIBACTCH 110 MOOyio 2 ¢ GroKoM raMMsl wipdpa pazMe-
pom 64 Our. famma wugpa — 3710 CcreNUanbHAS NOCNEZOBATENb-
HOCTH, KOTOPasA JIOJIY4aeTCsS B PE3YILTATe OfIPSASICHHBIX OfIepaLikii ¢
peructpamu N, u N, (puc. 6.9):

1. B perucrpsl N, 1 N, 3anuchiBaeTCsS MX HAYaipHOE 3aTIOjiHE-
Hue - 64-GHTOBasi BEIMMHMHA, HAZBIBAEMAs! CHHXPOTIOCHIIKOH,

2. Brinonnsiercs 3alimpoBbIBAHNE COREPXHEMOrO pPerucTpoB N,
4 N, (B AaHHOM cryqae — CHHXPONOCHUIKK) B DEXKME IPOCTOH 3a-
MEHBI.

3. Comepxumoe perucipa N, CKianbiBacTCsA MO MOZYNIO (2% - 1)
¢ koucTanTol C,=2%+2%4 2%+ 2% a pesynprar croXeHus 3anuch-
Ba€TCa B pErucTp N,

4. Copepxumoe perucrpa N, ckiamplBaercs no Moaymo 232 ¢
KOHCTAHTON C,=2% + 2"+ 2% 4+ |, a pesynbTaT CHOXeHMs 3aNMCHIBa~
eTCH B peructp N,
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5. Comepxumoe peructpos N, u N, n1ooaeTcsl Ha BBHIXOA B KayecT-
Be 64-GuroBoro Gnoka rammel wudpa (8 naHHOM cnyyae N, u N, o6-
pasyioT n1epBbIif 010K raMMBal).

Ecnm neoOxonum crenyowiuit 6a0Kk raMMbl (T. €. HEOOXOMMMO
IPORCIXUTE 3alUndPOBLIBaHKE MM paciundpPOBbiBAHUE), BHIIIOAHS -
€TCS BO3BpaT K oflepaLiuy 2.

Hnst paciundposbiBanys raMMa BuIpalaThiBaeTCsl aHATOTUYHBIM
ofpazoM, a 3ateM K Ouram 33iMbPOBAHHONC TEKCTa ¥ raMMBbl CHOBA
spumMensiercest onepamys XOR. Tockoneky 373 onepaiys ofpatuMa,
B CAydae fIpaBWIBLHO BhIPADOTAHHOHK IaMMbi NONYUYAETCH UCXOMHBIH
texer (tabn. 6.1).

Tabauya 6.1 3amudpopBanie # pacMbposbIBaENe B PERMME MMMHPOSARHEA

Onepaiss Pesynwrar
Hexomupiit veker 166100
Famma XOR 111660
iingprexcr - 011100
Fantma XOR 111000
Hicxonnstit rexer = 106100

Jas BrIpaboTku HYXHOE Mis paciiMdpoBKY ramMMmbi miugpa y
NO1H30BATEN, PACHINOPOBRIBAIOLIEYO KPUNTOIpaMMy, IOKEH GbITh
TOT XE KJ0Y ¥ TO XE IHAUCHME CHHXDOTIOCHLUIKY, KOTOPbIE NpUMe-
HAMMCH NPYU 3aMUGbPOBR BAHUKM MHbOPMaInK. B NpOTUBHOM Ciyuae
NOJYYUTH UCXORHBIM TEKCT U2 3aiUdPOBAHHOTO He YHACTCH.

B GonmpituHcTBe peasiuzauu#k anropurma FOCT 28147—89 cun-
XPOIIOCHIIKE HE CEKPETHA, OJHAKO eCTh CUCTEMbE, I1I¢ CUHXPONOCHII-
K4 Tako# X€ CEeKPeTHBIM 3ReMEeHT, KakK v Xxmow mudposanus. s
Takux cuctem 3¢hexTUBHAS LiKMHA KAI0Ua arropyurMa (256 6ut) yse-
nuuuBaeTcsl elle Ha 64 OUT CEKPETHOM CHHXPOTOCBIIKH, KOTOPYIO
TAKXKE MOXHO PacCMATpHBaTh KaK KAIOYeRoOh BAeMenT.

B pexcume zammupoganus ¢ 00pamuoi ces3vi0 IS 3aNOAHEHUS pe-
rucrpos N, u N,, Hauunax co 2-ro G10Ka, KCNOABL3YeTCsi HE FIpelbl-
OyLiuit OA0K ramMMbl, a PE3YABTAT 3aiudpPOBAHKS HpEeIbIAYIEro 6o~
Ka OTKPHITOro Texeta (puc. 6.4). Ilepsrid xe G/OK B ZaHHOM peXuMe
TEHEPUPYETCH NOTHOCTHIO AHAAOIUMHO TIPEIBITYLIEMY.

PaccMaTpUBas PEXUM 2eHEDAUUU UMUMONPUCMABOK, CIEAYET On-
PEHEAUTL JIOHATHE JIpEAMETa Tewepauuu. Amumonpucmasxa — 310
KpunTorpaduyecKas XOHTPOAbHAN CyMMa, BbIMUCHSIEMast C UCHONb-

9 - 3348
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f BRoK OTepuiTOrD THXCTa

l Nx;'“z !

Puc, 6.4, BoipaBorka raMuMst niudpa B peXHUME FAMMHUPOBAHIS € 06PATHOH CBAIBIO

30BAHHEM KIIIO4a KGPOBAHKS H IPEHHA3HAYCHHAsS Ui TIPOBEPKH
LEJOCTHOCTH cooblueHui. TIpH reHepaliiy BMHTONPHCTABKY BBITION-
HAIOTCH CIIERYIOLUME ONEpalui: nepsslit 64-6uroBbil 610K MaccyBa
HHOOPMALKH, IS KOTOPOIO BBIMHCANETCH MMHTONPHCTABKA, 3aflk-
CHIBAETCA B pervcTpbl Ny K N, M 32l PPOBHIBACTCS B COKPALICHHOM
PEXKME NTPOCTOH 3aMEHBI (BBHIONRSIOTCS nepssle 16 payHnos u3 32).
[lonyyeHHBI PE3YABETAT CYMMHUPYETCS TI0 MORYAD 2 CO CRENYIOUIMM
010KOM MHDOPMALIMHK C COXPAHEHNEM peaynbTata B N, u N,

Ik nopropsercst 1o nociaendere onoka uxadopmanun. {lony-
YHBIIEECH B DE3YAbTATE THX npeobpasosanuit 64-6uroBoe copep-
KHMOE PErHcTpoB N, ¥ N, 1M €50 HacTb ¥ HA3bIBACTCH WMMTONPH-~
cTaBKoi. PasMep MMHTONPHCTABKY BHIOMPAETCH, UCXOIs M3 Tpebye-
MO ZOCTOBEPHOCTH COOOIICHMIN: NPH JNIMHE UMHTONPKCTABKH r OUT
BEPOSTHOCTb, 4YTO M3MECHEHKE COOBIICHMs! OCTAHETCH HE3aMEYCH~-
HBIM, paBHa 27,

Yaue Beero Wenonnayercst 32-0HTOBag WMUTONPHCTABKa, T. €.
FIONIOBHHA COIEPXKUMOIC PEryiCTPOB. 3TOr0 I0CTATOYHO, MOCKOMBKY,
KaK A106as8 KOHTPOJIbHAR CYMMAa, MMHUTONPHCTABKA MIpCiHA3HAYCHA
TIPEXKAE BCETO JUIA 3alllATh OT CHVHABHBIX MCKAXKEHUN NHGDOPMALIHA.
Jtsi 3aiuThl XKe OT NpeaHaMmeperHo# MOIHGHKAUMH AAHHBIX NPH-
MEHSIOTCH JIDYIHE KPUITOrpadyyeCcKHe METOAB -~ B MEPBYIO O4e-
penb ACKTPOHHAsS UKGpPOBAs NONNKCD.

Mpr obmene uHopMauues MMHTONPUCTABKA CAYXHT CBOETO
POL2 JNONOAHATEAbHBIM CPEACTBOM KOHTPOS, OHA BBIMHCIAETCS AIs
OTKPBITOIC TEKCTA fIPH 3aikponpBaHKK Kakoi-1uGo uudopmaluu
H nockiaeres sMecTe ¢ mudprexcroM. Hocne paciuudpoBhiBalis
BRIYMCHSETCS HOROE 3HAYEHHE HMUTONIPHCTABKH, KOTOPOE CpaBHMBA-
eTcst ¢ npucianHoi. Ecau 3Havenus He coBnanaior, 3HauuT wHgp-
TEXCT GBI HCKAXKEH NIPH NEPEHAYe WIH NIPH paciiuépPOBBIBAHMK HC-
TIONB30BA/BICH HEBEPHBIE KmiouW. OCOBEHHO noNe3sHa HMUTONpPH-
CTABKa [UIS TIPOBEPKY IIPABWABHOCTH PaCUIMDPOBBIBARKS KII0YEBsH
HHOOPMALKY [1PH KCIIOAB30BAHN K MHOTOKIIIOYEBBIX CXEM.



Fsaaa 6. Kpunmozpaghuseckue aazopummbot 137

AnroputMm TOCT 2814789 sipnsieTcsl OYeHb CTORKKM &iIropuT-
MOM — B HACTOSILUCE BPEMS IS €r0 PACKPBLITHS He TIPeIsIoXeHo 60~
nee >OPeKTHBHBIX METOAOB, YeM VIIOMSHYTHIH BbIIE METOR «pyOoi
cunpl». Ero BbICOKast CTOMKOCTh MOCTUTAETCS B MEPRYIO O4YEpenb 32
cuer GonbuION WIHHBI Ko4ya — 256 GuT. TIpu MCnoOnbIOBaHUK CEX-
PETHON CHHXPONOCHIIKY 3MheKTHBHAS ANMHA KII0YR YREAUUKBACTCS
o 320 6ut, a 3acexpedynBavie Tabnuilyl 3aMeH ApuGaBnseT Ronos-
nutensHple OuThl. KpoMe TOro, XpUNTOCTOHKOCTE 38BHCHUT OT KON -
4eCTBa payHaoB npeobpaszosauumit, xoropeix o FOCT 28147-—89
JOKHO OpITh 32 (nonubiil 3hdexT paccevBaHus BXONHBIX ZaHHbIX
HOCTHUTACTCH YXe JI0Ce § DayHIOB).

Craupapr mudpopanus AES. B 1997 r. AMCpUKARHCKHI MHCTUTYT
crangapruzauuu NIST (National Institute of Standards & Techno-
logy) o0BABMI KOHKYPC Ha HOBBIH CTAHAAPT CHMMETPUMHOTO KpHIl-
ToanroputMa, HaspaxHoro AES (Advanced Encryption Standard).
K ero paspaGoTke ObtiM fOAKIKOUEHB! CaMbie KDPYIHBIE 1UEHTDHI
KpunTtonoriy Beero Mupa. IToGenurens 31010 copeBrosanus dakru-
YECKH CTAHOBUICS MUPOBHIM KPHIATOCTARHAAPTOM Ha OGauxaniiue
10—20 ner.

K xpunroarropuiMaM — XaHIKAATaM Ha HOBBIK CTAHRAPT
AES — Opiiu npenssaieHsl caeayomme Tpebopanns:

s VIFOPUTM JOJIXCH OnITH CHUMMETPHMHBIM,

s UIFOPUTM NONXeH ObITh B/104HbIM 1KPOoM;

» QATOPHTM HONXEH KMETh JnvHy Oioxa 128 6ut u nompepxu-

8aThb TPK WIKHBI Kiaya. 128, 192 u 256 Gur.

HOnonHYTENBHO pa3patoTURKAM KPHIITORITOPHUTMOE DPEKOMEH-
HOBATIOCH!

» HUCIIONB30BATL ONEPALIKH, JICFKO pealy3yeMbie KaK annapatHo

(B MMXPOUHIIAX), TAK ¥ NPOrPAMMHO (Ha NCPCOHANTbHBIX KOM-
fILKTEPAX U CepBEpax);

* ODHEHTHPOBATLCS Ha 32-pa3psIHble NPOLECCOPSI;

» HE YCIOXHATL 03 HEOOXOMMMOCTH CTPYKTYPY Hindpa, Mt TOTo
4TOOH! BCE 3aMHTEPECOBAHHBIE CTOPOHL! ObINY B COCTOSHUM Ca~
MOCTOATEIBHO DNPOBECTH HE3ABUCHMBIA KPHIITOARAIK3 AIr0-
DUIMa K YOSANTLCS, YTO B HEM He 3&I0XEeHO Kakux-1180 HEeRo-
KYMEHTUPOBAHHBIX BO3MOXHOCTEH.

Wrory xoxxypca Guinn 1108BeaeHs 8 oxTadpe 2000 r. — noGenu~
Tenem Opl oOBsiBier anropuT™ Riindael, pa3spabotaHubill asyMs
kpunrorpadamy u3 benbruu, BuscenwroM Pummesnom (Vincent
Rijmen) u [Ixoan Haiimen (Joan Daemen). Anroputm Rijndael cran
HOBLIM CTaHaapToM uindposanus nauxbx AES [91, 921
gr
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Asiroprt™ AES He oXoX Ha GONBUIKHCTBO M3BECTHBIX aNFOpHT-
MOB CHMMETPHYHOTO WNMDPOBaHMs, CTPYKTYPA KOTODBIX HOCHT Ha-
3paHue «ceTh DeficTensy» M aHanormuHa pocembickomy FOCT
2814789, B oTmuKMe OT OTEHYECTBEHHOTO CTAHAAPTA KHGPOBaHKS,
anroputM AES npencrasnser xaxaplit 650k ofpabarhisaemsix gaH-
HHIX B BHOE ABYXMEpHOTO BalToBOre Maccusa pasMmepom 4 x4, 4x 6
WK 4 x 8 B 3aBHCHMOCTH OT YCTAHOBIEeHHOE mnKHe! GroKa (nonycka-
ETCA KCIIONBIOBAHKE HECKOJIBKMX (DUKCHPOBAHHBIX Pa3MEpOBR K-
pveMore 6ioka mndopmanumun). Ilanee Ha COOTBETCTBYICHIMX 3Tanax
nponspongTcsa npeotpazosasns Aub0C Hag He3aBUCHMBbIMH cTONOLA~
My, u00 Haj HE3aBUCHMBIME CTPOXKaMH, iKbo BoobLLe Hal OTaeHb~
HpIMy OaditaMu.

Asiroput™ AES COCTOMT K3 ONpeHeneHHOro KOJM4eCTBa PayHAOB
{or 10 mo 14 — 370 3aBuCHT OT pasmepa GJIOKE ¥ JUVIKHL KIIOYE) U
BBIIONHSAET YEThipe NpeodpazoBaHmsy:

BS (ByteSub) - rtabnunyHas zamena xaxaoro Oairta MaccHBa
{prc. 6.5);

SR (ShiftRow) — casur crpox maccusa (puc. 6.6). Tipu sroi
onepauMy Nepsast Crpoxa ocraercs 6Ge3 M3MeHeHul, a OCTaNnbHBIE
LAKIYMECKH TT06aRTHO CABKIANOICS BAEBO HAa (DUKCHPOBAHHOE YHC-
0 GaiT, 3aBucsuiee oT pasMepa maccusa., HamprMep, Uig MacchBa
paszMepoM 4 x4 ¢rpoxu 2, 3 u 4 CABHIaIoTCS COOTBETCTBEHHO Ha 1,
2 u 3 Gaiira;

MC (MixColumn) — omepailys Hal HE3aBUCHUMBbIMK cronblamuy
maccuBa {puc. 6.7), xorna Kaxibiit cTonbeli 1o ONPEALEHHOMY TIpa-
BTy YMHOXAETCS Ha GUKCHPOBaHHYIC MaTpulty ¢(x);

AKX (AddRoundKey) — moGapnenne xmoua, Kaxasit 6ur Maccu-
B& CKJIANBIBACTCS YIO MOAYMIC 2 ¢ COOTBETCTBYIOUKM OMTOM Kioua
payHIa, XKOTOPhi# B CBOIC OUYEDelb ONPEHEICHHBM 00paloM BhIyKC-
nsierest U3 Xamoya wudposanus (puc. 6.8).

Bo01 8ot | Y2 | 3 Doo | Bor | Pag | boa
a4 843 Tabrwmin b10 bgg
o™ 3aroH B N
Gy b;
8z 4 @2 Byo Dya
@s9| @39 ] By | Any bygi byy | bap | baa

Puc. 6.5. Tlpeobpasopansie BS {ByteSub) ucrronnayer tabnuiy 3aMen {TIOACTRHOROK)
ans ofipatorky Kaxsnoro Gafita Maccuss State
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Puc. 6.6, {ipeoBpasopanme SR (ShiftRow) LMKAMHECKM CABHIZET TPH TOCHEARMX
CTPOKH B Maccuie State

Pue. 6.7, Tipeobpazonanne MC {MixColumn) noouepeano oBpabarbaer cronbuss
MaccuBa State

800 | 201 | f02 | %03 koo | Koy | Koz | Kos oo | bgy | Doy | by
840 @y | 842 | 89y ko | %43 | iz | 92 bigl by | Byg by
By 821 ] 2 | 93 ® mEE e
8301 31 | ¥32 | 3 ko | Koy | Kaz | Koz bag | by | Byp | By

Puc, 6.8, Mpeobpasosanne AK (AddRoundKey) npouasonur croxenne XOR kaxaoro
croabua Maccusa State co CTOBOM M3 KaodeBare Habopa

DT npeoGpa3’oBasis BO3NEHCTBYIOT Ha MaccHB State, KOTOpsIit
AAPECYETCH € TOMOIBIo yxasarens 'state’. TlpeoGpaszomanme Add-
RoundKey KCnonb3yer AONOAHATENLHBII yKazaTelb M4 aipecaliy
Kioua payHza Round Key.

TIlpeotpazoparne BS (ByteSub) siensercsa Henuueinok 6aiToBoMi
IOACTAHOBKOM, KOTOPas BO3ACHCTBYET HE3ABMCKMO HA XaXnsid Oaiir
maccypa State, ucnonbays Tabnuuy 3aMeH (oAcTaHOBOK) S-box.

B xaxpom payrie (¢ HEKOTOPBIMH MCKMIOUYEHHMSMH) Han wud-
PYyeMbIMH  JIAHHBIMM NOOYEPEIHO BBIIONHAIOTCSH [IEPEUYHCIICHHDIE
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nipeobpaszoBanius (puc. 6.9). Mcxmouenus xacawTes NepBore 1 no-
CAGAHETO PAYHIOB: IEPEA NEPBHIM PEAYHAOM JOTIONHUTEALHO BbINIOA~
Haercs onepalust AK, a 8 nocaesHeM paynae orcyrersyer MC.

BS SR MC AK

Puc. 6.9, Payug asroputma AES

B pesynprate nociezoBaTeNbHOCTH ONepauuit 1py 3amudposni-
BAHWY BBIIISAHUT TakK:

AK, {BS, SR, MC, AK} (nosropsierca R~ 1 pa3), BS, SR, AK.

KonnuecTBo paynaos wudposanus R 8 anropurme AES nepe-
mennoe (10, 12 nau 14 payHiIOB) ¥ 3aBMCHT OT pasMepoB GiiOKa u
KMoya 1WngpoBaHns (Uis KNoYa TAKKe NPEeAYCMOTPEHO HECKOABKO
(PHKCHPOBRHHBIX PA3MEPOR).

PaclungpoBbIBaHHE BHINOIHACTCA € FIOMOLUBIO CIEAYIOLIMX OO~
paTHBIX onepaunit, Beimonngercs obpalenue Tabauust u TabauyHas
3aMeHa Ha uHBepCHOW Tabnuse (OTHOCHTERLHO RpUMeHdeMmO§ 1pu
3ammugpossiBanun). Obparnas onepauus K SR — 370 UNMKIMYECKHR
CABHT CTPOK BIIpaso, a He siaeso. ObparTHas onepaunua ans MC —
YMHOXEHHE 110 TEM Xe TpaBuiaMm Ha Apyryio Marpuuy d(x), yaosne-
TROPSIOLNYKY yeaosmuio ¢(x) d(x) = 1. Hobagnenne xmnoua AK sgBas-
eTcs obpaTtHbiM camoMy cebe, TTOCKONDbKY B HEM MCTIONB3YETCH TOMb-
Ko onepauuss XOR. DTH olpardbie ONepauuy NPUMEHMIOTCH IipH
paciiwdpOBAHUYN B TIOCNEIOBATENLHOCTH, OOpaTHON TOH#, YTO HC-
TI071530BANACH TIPH 331U POBAHUH,

Bcee npeofpazosanus B umope AES MMEIOT CTporoe MareMari-
yeckoe ofocHoBanne. Cama CIPYKTYpa M IOCIEIOBATENILHOCTL Ofle-
paliiit NO3BOMIOT BLHIOAHSATD HaHHBIR anropuT™ 3(PGEKTHBHO KaK
Ha 8-OWTHBIX Tak ¥ Ha 32-6GuTHBIX npoueccopax. B CTpyKType anro-
PHTMA 3A70XKEHA BO3MOXHOCTD NAPAJUIEABHOIO HCHIOIHEHUS HEKOTO-
PhiX Onepaunit, Y70 MOXET NOJHATH CKOPOCTh LUMGDPOBAHNS HA MHO-
TONPOUECCOPHBIX paBounx cTaHuusx 8 4 pasa.

Asroputm AES ¢Tal HOBBIM CTAHIAPTOM MGpPOBaHUA NAHHBIX
Gnaronaps psagy MPEeUMYLIECTB Hepes APYFrUMH anropuT™amu. TIpex-
Jie BCero OH O0eCNEYHBAET BHICOKYIO CKOPOCTH IINGPOBAHHs HA BCEX
maTopMax: Kak fipH NpoTpaMMHOMR, TaK W NPM annapatHo# peain-
3aimu. Kpome Toro, TpeGosanus K pecypeam aia €ro paboThi MHHM-
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MANIBHBI, 4TO BAXHO NP €rc UCNOAL30BAHUYU B YCTpoicTBax, obna-
NaOIUKMX OFpaBuueHHBIMYU BHMUCHUTENBHBIMU BOIMOXHOCTSMH,

Hepocrarkom anropurma AES MOXHO CHKTATS JMllE €70 HeTpa-
AMUKOHHYIO cxeMy. e0 B TOM, YTC CBOMCTBA airOpPUTMOB, OCHO-
BaKHBIX Ha «ceTty QelicTens», Xopowo Uccaenosansl, a AES, B otim-
YHE OT HUX, MOXET COACPXKaTh CKPLITHIE YAIBUMOCTH, KOTOPHIE MO-
ryT OGHapyXUTbCS TOABKO NC NPOLUECTBUMU KAKOTO-TC BPEMEHH ¢
MOMEHTA HaYdsa €0 HINPOKOTO PACnipOCTPAHEHHS.

Jns mudpoBanys TaBHBIX NPUMEHSIOTCS U APYTHE CHMMETPHY-
Hbie GJIONHBIC KPHITTOANTOPHTMBL.

QCHOEHBIC PeXMMbI PABOTLI HROYHOIO CHMMETPMUNOrO
anropuTMa

BONLIIMHCTBC GOUHBIX CHMMETPUYHLIX KPUNTOANTOPUTMOS He-
NOCPEACTBEHHO NpeoBpasyioT 64-GUTORBI BXOOHOM OTKPLITHIA TEKCT
B 64-61TOBBI BLIXOAHON WUGPOBAHHBII TEKCT, OHHAKO NaHHBIE
pelIKo orpaHusuBanTesa 64 paspsanaMu.

Yrolbl BOCHIONL30BATLCH OAOUHBIM CUMMETPUYHBIM AIFOPHTMOM
s pemienmus paspoolpasHuix Kpuntorpadudeckux 3agay, paspado-
TaHbl YETHIPE padounx pexyuma:

« 3nexTpoHHasn kononas kuura ECB (Electronic Code Book);

» cyerienue 6aokos wugpa CBC (Cipher Block Chaining);

« ofparHag csa3b no wrdprekery CFB (Cipher Feed Back);

» obparnas csu3s 1o seixoay OFB (Output Feed Back).

11 paBoune pEeXKMBI NEPBOHAYWILHO Ohiny paspaboTaHn Ans
Gnounoro anroputma DES, HO B 11060M 13 3THX PEXKMOB MOIYT pa-
Gorarb K Apyrie GACUHBIC KPUIITORATOPHUTMEIL.

6.3. AcMmMmeTpUIMbIE KPMITTOANTOPUT Mbi

Beero 3a 30 sner acnMMeTpruHas KpUnTorpadus npeppaTuaachk B
OAHO M3 OCHOBHBIX HATIPABACHUM KPUNIITONOIMH M MUCIONL3YETCH B
WT rtaK XKe 4acTo, KaKk 4 CHMMETPHUHBIE KPUITTOCHCTEMBI,

6.3.1. Anropurm wuposarus RSA

KpunroanroputM RSA npeanoxuny B 1978 r. tpr aBropa:
P. Pajigect (Rivest), A. HIamup (Shamir) u A. Aiteman (Adleman).
ANTrOpUTM TICAY4HJ CBOE Ha3BaHue NO NepsbiM OyxBam aMunuit ero
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astopoB. OH CTa/ TIEPBBIM AITOPHIMOM C OTKPBITHIM KIIOUOM, KOTO~
puiit MoxeT paboTarh Kak B peXyuMe LIKGPOBAHHS AAHHBIX, TaK Y B
peXHME IEKTPOHHOR wubpoBol noanucH {621

Hanexnocts anropurMva RSA OCHOBBIBACTCS Ha TpynHoOCTH ax-
TOPH3ALUMY DOABLIMX YHCES! M TPYRHOCTH BBIMMCICHUS AMCKPETHBIX
0TapH(QpMOB B KOHEYHOM HI0jE.

B anroputme RSA oTkpbIThIl K104 K, CEXPETHRIN K104 kjp, CO-
obmenue M u xpunrorpamMMa € NpUHAANEXAT MHOXECTBY MEJIBIX
YUCces

Zy=10,1,2, ..., N- 1},
e N — MOHVIb:
N=PQ,

a Py Q — cayqainbie Bonplupe npocTeie yncaa. s oSecnedenus
MaKCUMAIBHON GesonacnocTy BuDUpaotr P u (O paBHOH IUIKHBL M
XP3HHT B CeKpere.

MHoXecTBO Zy C OnepalvsaMK CHOXCHHS ¥ YMHOXEHUS N[O MO~
aymo N oBpasyet apudhMeTHKy no Moaymo N.

OrxpoiThiit K04 Ky BoibMpaioT cayyaitnbiv 06pa3om 1ak, 4ToGs!
BBITICJIHSINCE YCAOBHS:

1 < Kz<o(N), HOIL (K, o(N)) = 1;
o(N) = (P~ 1)(Q~ 1),

rne o(N ) — dynkuus Ditepa.
Dynxung Dinepa o N) yKaspiBacT KORKYECTBO TOJOXATEIBHBIX
LS/IBIX YUCEH B UHTEpBane OT | Jo N, XOoTophie B3auMHO npocTsi ¢ N,
Bropoe ©3 yKa3zaHHBLIX BBILIC YOIOBUH O3HAYaeT, YTO OTKPBITHH
xmou K, u hysxuus Ditepa ¢(N) D0mKHb ObITH B3AUMHO NPOCTHIMY.
Janee, ucnons3ys pacllMpeHHBIR AITOPHTM EBKJIMAA, BBIYMCHS~
10T CEeKPETHBIN KHOY K, TAKOH, 410

ky- Kg=1 (mod ¢(N))
HAK
ky=K ;' (mod (P~ 1)(@-1)).

D10 MOXHO OCYMIECTBUTb, Tak Kak fonxyyaTess B 3HaeT napy
npocTeIX yuces (P, Q) v Moxer serko Halty o( N ). 3ameryM, uto &y
¥ N BomxHs! 66ITh B3aUMHO NIPOCTHIMH.
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OTxpeITeilt KA10M Ky KCRONB3YIOT g WKudpOBanus JaHHBIX, 3
CEKPETHBIN K104 Ky — Ans paclundpoBbiBaHHKS.

[Tponenypa WwrdpoBasnsa onpejesnsaer xpunrtorpammy C depes
napy (K, M) B COOTBETCTEHH CO CeAyOlIEH GOPMYION:

C = Eg, (M) =M ¥ (mod N).

B kayecrse anropuiMa OwICTPOro BuIMMCACHHKA 3Hayenus C uc-
NOAL3YIOT PAA NOCACAOBATEbHBIX BO3BENEHMI B KBaupar uesnoro M
% YMHOXeHMH Ha M ¢ npusezenuem no monyaio N,

Pacumndpospisadue KpunrorpaMMel € BbHIONHAIOT, KCNOAL3VE
napy (k; C) no caenywooueit dhopmyne:

M=D, (C)=C* (mod N).

Kpunroanroputv RSA BcectopOHHE HCCNENOBAH M NPH3HAH
CTOUKMAM TIPH AOCTATOYHON miuHe xnoueh. B HacTosisee spems
AnuHa xawua — 1024 6112 — CYUTAeTCH NPHEMJAEMBIM BADHAHTOM,
HekoTopsie aBTOPB YTBEPXIAIOT, YTO ¢ POCTOM MOMHOCTH 1pPO-
I1eCCcOpOB KpuntoanropuTm RSA noTepseT CTORKOCTh K aTaxe 1o~
roro nepetopa. OpHAKO YBEMISHNE MOLHOCTH NPOIIECCOPOB 1o~
3BOAKUT APKUMEHKTH §0/Ce AAKHHBEIE XHIOUM, YT0 NOBBIINAET CTOM~
KoCTh RSA,

B acummerpuuHoil kpuntocucTteMe RSA KOAKYECTBO HCIIONBL3YE~
MbIX KHO4EH CBA3SEAHO C KONMYECTEOM abOHEHTOR JMKEeHHON 3aBucH-
MOCTBIO (B cucTeMe M3 N Tonb30BaTeNel HCROALIYIOTCA 2N Kmo-
qel), a He KBaApATHHHON, KaK B CUMMETPHYHBIX CHCTEMaX.

Cnenyer otMmetuth, 4To OnicTpopeiicTsue RSA cyiuecrseHHO
Huxe Opicrponefictsus DES, a nporpaMMyas ¢ annapaTHas pedaiu-
3auus kpuntoanropuTma RSA ropazno cnoxuee, yem DES. Hosromy
xpurnrocuerema RSA, Kak npasuno, HCoAb3yeTCA NPH nepenaye He-
Honpiuore ofpemMa COOBLIEH M.

6.3.2. Anropurmsl uM@pPOBOH NOZNMMCH

Craunapr nudposoit nopmucy TOCT P 34,1094 — niepBhiit ote-
YECTBCHHBIM CTaHAAPT UMpOoBOH NOANNCH — BCTYNMA B NeficrBue ¢
Hayana 1995 r. B HeM HCNONB3YIOTCS CICAYIOLIKE NTapaMeTphl:

p — Oonpuoe npocroe uycac mmuHoH 509512 Gur aubo
10201024 6ur;
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g — TPOCTOH COMHOXHUTEAb uMCaa (p - 1), HMEIWHAE IIKHY
254256 Gur,

a — nwfoe uucao, MeHbuiee (p- 1), NIpHYEM TaK0e, HTO
a'mod p= |

X — HEKOTODOE YHCAO, MEHbIIEE ¢

y=a"mod p.

KpoMe TOro, 3TOT airOpyMTM MCMIONL3YET ORHOHANPABACHHYIO
x3u-dyvakurio H{x). TOCT P 34,1194 onpenensier x31m-byHKUKIO,
OCHOBEHHYIO HA MCHONL3OBAHMY CTAHAAPTHOIC CHMMETDHYHOIC ai-
roputma F'OCT 28147--89.

flepBhie TpM napaMeTpa — g, ¢ H @ — SBAFIOTCH OTKDHITHIMH K
MOTYT ObiTh OBLIMMK AN8 BCeX Nnoas3oBareneit ceru. Yucno x — cex-
PETHBIH KITIOY, YHCAO ¥ — OTKPBITHIN KII0Y.

Yrobnr nognycars HeKoTopoe coobliueHKe m, 4 3aTeM NpOBEPUTH
NOATHCH, BEINOAHAIOTCA CASAYIOLIHE LIaTH.

i. Tlonb3oBaTens A reHepypYeT CAYYaHHOE HHUCAO K, TIPHYEM
k<q

2. Tlone3oBatens A BRIMUCASET 3HAUCHUR:

r={a*mod p)mod ¢;
s={x-r+ k(H{m))mod q.

Ecnu H(mymod g =0, To 31auenne H{m)mod ¢ npyHKMAIOT pag-
upiM eauHune. Ecan =0, 1o spibupaloT Zpyroe 3HayeHye K ¥ HaYu-
HAKOT CHOBA.

Hudporas nognucs npencrapaser coboft xBa yucna:

rmod 2%* u  smod 2%

TTonksosatens A OTHPABAAET 3TH MKCAA NOAb3OBaTemO B
3. fTons3oBarens B ApoBepseT HOMYYEHHYIO NOMIKCE, BRYKCHAR:

v= H(m)*mod g¢;
i ={s-vymod g,
z=(g-n vmodg
u=((e" y“)modp)modg

Ecau u= 7, TO NOANHCH CYUTAETCH BEPHOH,
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Paznuune mexay 3tiM anropurMom ¥ anroputmoM DSA sakmo-
yaeTcs B TOM, 4to B DSA

s= (K Wx - r+ (Him)))ymod ¢,

4TO NPHUBOAMT K APYTOMY YPABHEHMIO BEPH(UKALNH.

Chnenyer TAKXKE OTMETUTh, 4TO B OtedecTBeHHOM cravpapte DL
napameTp ¢ uMeeT WInHY 256 6ut. 3ananHbix Kpunrorpados BronsHe
YCTpauBaeT ¢ MIMHOM npumepHo 160 6ur. Paznuuue B 3HaueHMSX
napaMeTpa ¢ SBASETCS CTPEMACHMEM Pa3paGoOTUNKOB OTEHECTBEHHO-
To CTaHpapTa K noayucHuo Sonee Gelonacrol NOAINCH.

Hosoilt oTevecTsenHniét craugapr undporoit nomnuen TOCT
P 34.10—2001 6bu1 npunsar B 2001 r. Ero npuHuMnyaneHoe Otmnyue
ot npeapinyiiero FTOCT P 34.10—94 cocrout B TOM, 4TO BCE BHIMHUC-
JieHHMs pY reHepauuy u nposepke DLITT B HOBOM anropuTMe Npou3-
BOASTCS B TPYNIE TOUEK 2JUIMNTHYECKON KpPUBOH, ONpPENENEHHOR
HAll KOHeuHbM nonem Fp. [IpuHainexHocts TOouky (napst 4uces x
Vi y) K O2HHOM Fpyiine Onpeaesiaetcs CACAYIOIMM COOTHOWEHHEM!

v =x*+ ax+ b mod p,

TO€ MOOYTh CHUCTEMbl p SBIAETCA NPOCTHIM HMCAOM, GOAbLiMM 3,
a x0pDULKEHTB @ 1 b SBASIOTCH KOHCTAHTAMY, YIOBJIETBOPH IO K-
MH CHERYIOLIMM COOTHOLIEHUSIM,

a<p, b<p,
4a® + 276 = 0 mod p.

HanpHeBume MaTteMaTHuecKue TONPOOHOCTY MOXHO HalTk B
[17, 62]. Crenyer OTMETHTD, HTO NPUKLMTIILL BHYUCIEHKI 110 JAHHO-
My QATOPUTMY aHanoOrmuHel npumensiemsim 8 FOCT P 34.10—94.
CHayana reHepHUpYeTcst CaydaiiHoe YKCAO X, € €50 NOMOLIbIO BHIMHC-
aserca r-uacts DU, zarem Buiupcasierca s~vacts DHIT u3 rvacry,
IHAYCHUS X, 3HAUCHUH CEKPETHOYO KM04a ¥ X3Li-3HAYCHMS TIOANH-
ChiBAEMBIX JAHHBIX.

{Tpn npoBepKe Xe NOANKCH aHANOTHYHBIM 00pazoMm npopepser~
C% COOTBETCTBME ONPEETEHHBIM COOTHOUIEHMHM 7, §, OTKPBITOro
KIIOY2 ¥ X5Ui-3HAYeHUs MHDOpMAUMH, TIOAMKCH KOTOPOR TIPOBEps-
etcs. [TOANMCE CUNTAELTCA HEBEPHOM, €C/IM COOTHOLIEHUS He cobnlo-
HAIOTCH.

B rieperiekTiBe KpHiITOCMCTEMb! Ha OCHOBE JJUINITHYECKUX Kpu-
BbIX, BEPOSTHO, BHITECHHT cyllecTByioume anropurmst DU, acum-
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METPHYHOro mMOPOBaHKS ¥ BBIPAOOTKH KAKOYEH [apHoOi CBA3M
(ka4 a1 HHPpoBaHHA MHGOPMALMY MEXAY ABYMS KOHKPETHBIMM
TIOIL30BATENAMY BBIMMCASETCA M3 CEKPETHOIO KAK4HA OTIIpPaBuTeNs
MHGMOPMALIKH ¥ OTKPBLITONO KIK4E NOJAyHaTeNns). AnropuTMsl Ha Hase
AAMNTHYECKUX KPHUBBIX NO3BOASIOT 3aMETHO COKPATHTh BPEMS Bbl-
YHOIEHKE §e3 NoTeph KPHITTOCTORKOCTH WM COOTBETCTBEHHO YBE-
JIMUKTD YPOBEHD 3aLUMTH fIPH TEX XKe BPEMEHHBIX 3aTpaTax.

OrevecrseHunit CTangapy xawmposanus FOCT P 34.11—-94

OteyeCTBEHHBIM CTAHAAPTOM FEHEPKHPOBAHKMSA X31i-DYHKUKK AB-
nsieres anroput™ TOCT P 34.11--94. 3ror crangapr aensercs obs-
3aTEALHBIM WIS TIDHMEHEHKSA B KauecTse anlrOpuTMa X3IIHPOBAHUA B
FOCYZApCTREHHBIX opraHu3auksX PO u pane KOMMEDYECKHX OPraHK-
3auuit. KOpoTko HaHHBIH anroputM XIWHKPOBAHUS MOXHO OITHCaTh
cnenywiunm obpaszoM (prc. 6.10) [12].

WHuumuanusaums Cunrpipanme
peaynkTaTa

Perucrp xaw-3navednt | L o e e

(256 6uT)
Sauwmtppossisanne
no FOCT 28147—89 Nosro
D ANA KAKAOT:
B pexuMe NpocToR 256-BurHore Gnoka
3aMeHsl BXOAHIX ABHHBIX

Henionkaonanue Gnoka
BXOAHbIX ABHHLIX
8 Ra9eCTBE KMeR
WHPOBAEMR e e

Puc. 6.10. Xsumposarnne no anropurmy FOCT P 34,1194

1Har {. Manupanmsaius perkcTpa Xxsui-3HaveHus. Ecay ammua
cooBuieHKst He TIpeBbliaeT 256 61T — fepexon K ary 3, eciy fpe-
BHIILIAET — NEPEeXon K luary 2.
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Ilar 2. MtepaTMBHOEe BBHIYMCIEHHE X31I-3HaYyeHU s OJOKOB X31LHK-
pYEMBIX NaHHBIX 10 256 GUT ¢ UCMONB30BAHHEM XpaHALLIETOCS B pe-
TMCTPE X3LI-3HAYEeHUs Npelpiayuiero 6noka. Boluncienue BkiloyaeT
B cebs cnenyolune neicTBug:

e TEHEpaLMIO Kloveil WKudpoBaHUS Ha OCHOBe 6/I0Ka X3LIMpYye-

MBIX NaHHBIX;

* 331IMEPPOBBIBAHNE XPAHAILErOCs B PETUCTpE X3LU-3HAayeHHUS B
BUIEe yeTbipex OnokoB no 64 6ura no aaroputMy ['OCT
28147—89 B pexuMe NpoCTOi 3aMeEHBI;

e IiEpeMeLlMBaHUE pe3yabTara.

Beluncnenne npoM3BOAMTCS OO Tex Nop, NMOKa IIMHA Heobpabo-
TAHHBIX BXOOHBbIX JAHHBIX HE CTAHET MEHBbllE WX paBHOM 256 GuT.
B 3TOM cnyyae — nepexon K iuary 3.

lar 3. JononHeHHe OGUTOBBLIMHU HYISAMHM HeobpaboTaHHOI# yac-
TH cooblieHuns 10 256 6UT. BpluncaeHHe X31U-3HaYEHUsI aHANOTHY -
HO wwary 2. B pesyabrare B perucTpe OKa3blBAaeTCS HCKOMOE
X31-3HayeHHe.



Mnasa 7
TEXHOJIOTMHA AYTEHTUDHUKALIMA

TTpuMeHeRHe OTKPHITHIX KAHAIOB Nepenayy HaHHbLIX CO3RAET f10-
TEHUMANBHBIE BOZMOXHOCTH AN OCHCTBUA 3MOYMBIILIEHHUKOB (Ha-
pywareneit). TTosroMy OfHOM M3 BaXHBIX 3a7ay OOecredeHHS HH~-
hOpMALHMOHHOH 0e30ACHOCTH DK B3aUMOREHCTBHH f10Jib30BaTe/el
SABIACTCH HCIIONB30BAHHE METOAOB M CPEHCTB, NO3BONSIOIINX ONHOH
(nposepsiolieil) CTOPOHE yGEOUTLCA B MOLTMHHOCTY Apyroi (npose-
psieMoi) croporbl, OObMHO A5 peleHUs JaHHOK npoBremul npH-
MEHSAIOTCA CICHUHARBHDIC TPHEMbL, JAIOUIME BOIMOXHOCTE [IPOBEPUTD
fIOIFIMHKOCTD FIPOBEPAEMO CTOPOHBI.

7.4, AyrenTndmKayms, aBTOPH3aLMA M AgMMMUCTPUPOBAKKE
AEHCTBUM NONL30BaTENEH

C KaxapiM 3aperMCTPHPOBAHHLIM B KOMNBIOTEPHOH cucreme
cyGBREKTOM (FIOAB30BATENEM WM NIPOLECCOM, BEHCTBYIOLIUM OT HME-
HH fIONbLIOBATEAR) CBSH3AHA HEKOTOPast WHMOPMALHA, ONHO3ZHAYHO
HaeHTHD UM PYIOWAsS ero, D10 MOXeT ObITh YHCAO WM CTPOKA CHM-
BOJIOB, HMEHYIOUIME HAHHBIE cyObexT. DTY HHOOPMALIKIO HA3BLIBAIOT
udenmughuxamopom Cybpexta. ECAU nons3osarens UMeEeT MaeHTUOhM-
KaTOp, 3aPETHCTPUPOBAHHLINR B CETH, OH CYMTACTCA JIETATbHBIM (3a-
KOHHBIM) TOJB30BaTeIeM; OCTANBHEBIE ITOJB30BATEAM OTHOCHATCA X
HeJerajibHbIM f1ob3oBaTemsiM. TIpexae yeM fomyyuTs AOCTYI K pe-
CypcaM KOMIIBIOTEPHOM CHCTEMBI, [I0NB30OBATENh AOKEH TIPOUTH
NPoUeCe NMEPBUYHOTO B3AUMONCHCTBHUA C KOMITLIOTEPHON CUCTEMOH,
KOTOPBIN BIIIOYACT HACHTH(DHKALHUIO U AYTCHTHOUKALKIO.

Hoenmupuxauua {(Identification) — npouesypa pPaciio3HABAHHS
roap3oBaTeNs no ero uaeHtHhukaropy (MMeru). J1a DYHKLUS Bbi-
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ITOJNIHAETCS, KOT/a [10/IL30BATENL JE/ECT IOfIBLITKY BOHTH B CEThb,
Flosbp3osaTens coofuiaet CHCTEME MO €€ 3afIpoCy CBOH MieHTHDUKA~
TOP, ¥ CHCTEMA fIPOBEPSIET B CBOSH §33¢ JaHHbIX €50 HAUIKYHE.
Aymenmucbuxauus {Authentication) — NpOLEAYDPA NIPOREPKH TiOH-
AYMHHOCTH 33sIBJICHHOIO T[OJb30BATE/g, POLECCa MM YCTPOHCTBA.
BTa npoBEPKa 103BONSIET AOCTOBEPHO YOCAUTHLCSH, YTO NOABLIORATENL
(mpoLece uaY YCTPORCTBO) SBALETCH HMEHHO TeM, KeM celbsa obnasas-~
er. pu nposenennu ayrenTdUKaLuy NPOREPSIOLLES CTOpOHA yHex-
AACTCS B MOVTHHHOCTY JIPOBEPSIEMOit CTOPOHB, IIPH 3TOM 1IpoBepsie-
Mast CTOPOHa TOXE aKTHRHO YYACTBYEST B nipouecce obmena nudopma-
nmeit. OGBIMHO N10/B30BATEN L NOATBEPXKAAECT CBOK MAECHTH(IUKALNIO,
BBOOS B CHCTEMY YHHKANBHYIO, HE M3BECTHYIO ADYIHMM TI0JI530BATE/BIM
nadopmannio ¢ cebe (Hanpumep, naposisk win cepruduxar).
Noentuduxauus u ayTenTHOUKALNS SBISIOTCHS B3GUMOCBA3EH -
HbIMH [IPOLICCCAMY PACTIO3HABAHMS ¥ [IPOREPKH HOAIHHHOCTH CyOh-
exroB {nons3oparencil). VIMEHHO OT HYUX 3aBUCUT nocsiellyioee pe-
HICHUE CHCTEMBI MOXHO A Pa3peLITs ROCTYI! K PECYPCAM CHCTEMBI
KOHKPETHOMY FIOAL3OBATEAI0 WY ripouecey. [locne uaestuduxanni
Y ayreHTHOUKaLMK CyDheKTa BBINONHALTCS €0 aRTOPH3ALIMA.
Asmopusauuss  (Authorization) — IPONECAYP2 HPEAOCTABCHUSN
CYOBEKTY ONpeeCHHBIX NOAHOMOMHH M PECYPCOB B AaHHON CHCTE-
me. ViHpIMY CIORaMu, aBTOPHM3aLIMS yCTaHaBBaet cdepy ero aeicr-
BUSL ¥ JIOCTYTIHBIC €MY DECYDChi. ECNY CHCTEMa HE MOXET HAJNeXHO
OTANYMUTSH BBTOPU3OBEAHHOE MO OT HEABTOPH30BAHHOFO, TO KOHPH-
HCHLHANLHOCTL U LUEACCTHOCTL, MHGBOPMALNM B ATOR CHCTEME MOFYT
ObiTh HapyuleHs!, OpraHu3auny HeoBXOAMMO YETKO OfIPEaeANTL CROU
Tpebonanug K 6e30nacHOCTH, YTOOBI NPUHUMATL PCHICHHS O COOT-
BETCTRYIOLIMX TPAHHLIAX aBTOPH3GLMAH.
C npouerypams ayreHTURMKAINT Y aBTOPUIALINY TECHO CBS3aHA
NpPOLENYpPA aAMMHNCTPUPOBAHNS ACHCTBHI 1I0OAK30BATENS.
Admunucmpuposanue {(Accounting) -~ PperucTpauus IOeicTRUi
NOAL3OBATENS B CETH, BKAKOMAA €r0 NOMBITKY ZOCTYNA K PECypeam.
XoTs a1a yuerHas urdOPMaLns MOXET OBITh MCIIONB30BAHA JUIS Bbi-
[IMCHIBAHMSA CHeTa, ¢ NO3YLMi 6e30racHOCTY oHa OCOBEHHO BaXHA
Last OBHApYXKEHUSA, aHAMKN3A MHUMICHTOB 0e30MacHOCTH B CETH #
COOTBETCTBYIOWIErO PEarupoBaHyusi Ha HHX, 3a1UCHU B CUCTEMHOM
XypHane, ayautopckue aposepxy u IO accounting - Bce 2710 MO-
XeT ObiTh MCII0/b30BAHO JUIA OBECrieYeHnA FICAOTYCTHOCTH 10/b30~
BaTeNnei, ecny UTe~-MMB0 CIYYMTCS APU BXOIE B CETh ¢ HMX UBCHTIU-
$HKATOPOM.
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HeofxoauMplii yposeHs ayTeHTHOHKALHE onpesenseres tpebo-
BaRMSMHU BE30HaCHOCTH, KOTOPBIE YCTAHOMICHB! B opraHu3auui. 06-
HEAOCTYIHbIe Web-CepBepbi MOIYT PaspeuiuTh AHOHAMHBIR WK
rocresodl poctyn X usopmauui. (PHHAHCOBBIE TPAH3AKLIMK MOTYT
fiorpeboBaTth crporoit ayreHTnduKauuy. Hpumepom cmaboli dopMer
ayTeHTUOUKAUMH MOXET CIIyXuTh Hcrnonbzckakue [P-anpeca
onpejeseHrsa nons3oparenst. [Toamena (spoofing) 1P-agpeca Moxer
JIETKO Pa3spyliMTh MEXaHH3M ayreHTudbuKauuu. HanexHas ayreHTH-
PUKAUHUA FBISICTCH TEM KIIOYEBBIM DaKTOpOM, KOTOPBIE rapaHTupy-
€T, YTO TOJBKO ABTOPU3OBAHHBIC INOJH3OBATCIK NOJYYAT HOCTYIl K
KOHTPOAHpYEMO# BHbOpMalni.

HpH 3aumdte KaRajaoB Nepesayy BAHKBIX JOJKHA BHIIONHATHCH
G3QUMHAA aymermuUPurauus cyfsexmos, T. €. B3aNMHOE NCETBEPXIIE-
HEKE NOATMHHBOCTY CYOBEKTOB, CBY3BIBRIOIIUXCA MeXay coboit 110 -
HugM ces3u. Hpouenypa nonTsepXaeHus NOUIHHHOCTH BbITIOAHAET-
¢q OOBYHO B Havaie CeaHca YCTAHOBNCHUS COCRUBEHUsS aBOHEHTOR.
TepMHH «COCAMHEHME» YKa3biBacT HA JIOIMYECKYIO CBH3b (NMOTERLHN-
anbHO IBYCTOPOHHIOW) Mexiy nByms cyOwnexrtamu ceru. Heas maw-
HOB 5IpONLEnyphl — ODECHEUHTh YBEPEHHOCTD, YTO COeAMHEHNE yCTa-
HOBJCHO € 3aKOHHBIM CYOBeKTOM H 8Ca nHdOpMAHMA HOKIOET IO
MECTA Ha3zHAYCHUA,

DIt NOATBEpXEECHUA CROeH TOLIHHHOCTE CyOBEKT MOXET
HPEABABIATS CHCTEME Pa3Hbie CYWHOCTH. B 3aBHCHMOCTH 0T npels-
ABISEMBIX CYOBEKTOM CYLUHOCTEN FIPOLECCH ayTeHTH(UKILKE MOTYT
ObiTh Pa3se/ICHB! Ha OCHOBE!

o 3nanun dero-aubo. TIpuMepaMyu MOTVT CHVXUTH Napois, nep-
COHIbHBIA naenTUOUKaunodHsA koo PIN (Personal Iden-
tification Number), a TaxXe CEXPETHBIE U OTKPHITHIE KIIOYH,
3HaHWe XOTOPHIX AESMOHCTPHPYETCS B NPOTOXOjaX THNA 3a-
fIPpOC—OTEET;

o ofinadanus YeM-11u60. OOLIMHO 3TC MATHUTHBIE KapThi, CMApT-
KApThi, CCPTH(DHKATLI H YCTPOHCTBA fouch memory,

o KAKAX-IAGO HEOTHEMAEMBIX Xapaxmepucmux. 3Ta KATercpus
BKJIOYEET METOIb!, Ba3Kpyloiiecs Ha NpoBepke OuoMerpryie-
CKHX XapaKTepHCTHK HOAb30OBaress (rosoca, pagyxhoi obo-
ROYKM K CETHATKH ria3a, OTNEYATKOR NHANBLER, reOMeTpUH Aa-
IOHH H Ap.). B naHHOR KaTeropui He HCIIONLIYIOTCH KPUIITO-
rpadyueckyie METOLI B CpelcTBa. AYTERTU(DUKALNA Ha OCHOBE
OHOMETPUYECKUX XaPaKTEPHCTUK NPUMEHHETCH Ui KOHTPONS
JOCTYNA B NOMEWIEHNS NAH K Kakoi-imbo TexHuke {9, 54].
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Hapose — 370 TO, UTO 3HAET MO/IL30BATENL M APYIOH YHACTHHK
B3aMoNeHCTBUA, [Ist B3ayMHOR ayteRTHhUKALIMY YIaCTHHKOB B3au-
MOZECTBMS MOXeT ObiTh OpraHu3opay oOMeH MapoisMK MEXAY
HUMHU.

epconansuerd  udenmucpuxauyuonnsti  #omep PIN  (Personal
Identification Number) sipjsieTcs MCNBITAHHBIM CrIOCOBOM ayTeHTH-
(huKalMK ACPXKATeAs MAGCTHKOBOK KapThl M cMapT-KapThl. Cexper-
Hoe 3dayerne PIN-kona nomxHo OpiTh M3BECTHO TOALKO JEPKATENO
KApTh,

Hunamuneckuti {(o0nopazoeuitly naposs — 10 NAPOIL, KOTOPMIK
10CJIe OZKBOKPATHOTO NPUMEHEHHKS HHKOrZa SOMbLIE HE UCTOAL3YET~
cst. Ha npakTyike OOBYHO MCHONLIYETCS PEry/IsipHO MEHSIOLSSCs
FHAYEHHKE, KOTOpoe Ba3upyeTcsa HA MOCTOAHHOM Maposie Wil KAloye-
80t hpase.

Cucmema 3anpoc—omeem. OIHA U3 CTOPOH MHMLUMMKDPYET ayTeH-
TUOUKALMIO C IOMOLLLIO [OCHIAKK APYroft CTOPOHE YHHMKaILHOTO M
HEMPEHCKA3YEMOT0 SHAUCHUS «3anpoc», a JIpyras CTOPOHa MOChIaeT
OTBET, BLIYMCACHHBIR C IOMOLULIO «3afIpoca» 1 cexpeTta. Tak Kak obe
CTOPOHBI BAAICIOT OIIHMM CEKPETOM, TO NEPRAA CTOPOHA MOXET NPo-
BEPUTH NIPEBMILHOCTL OTBETZ BTOPOH CTOPOBHL.

Cepmudpuxams: u uughpossie nodnucu, Ecim st ayTeHTHOMKALMK
UCTIONB3YIOTCA CePTHOHKATSH, TO TpebyeTcs NPHMEHEHNE LMDPOBHIX
rioanuced Ha »tux ceprudukarax. CepTudyKaTsl BHLAIOTCH OTBET-
CTREHHBIM JIMLOM B OpDraHM3aLiMM I10/b30BATENS, CCPREPOM CepiH-
(HHKATOB ¥AM BHeEUIHe# ZOBEpeHHOM oprakuzaumeit. B pamkax Ma-
TEPHETA TOABMAMCE KOMMEDYECKMe WHOPACTPYKTYPhl yIipaBieHUs
otkperthiMy kimouamu PKI (Public Key Infrastructure} nns pacrnipo-
CTpaKeHus CeprudUKaTOB OTKPHIThIX xitoueit. TTonp3opatenu Moryr
IONYHHUTh CepTHOMKATH PA3AMMHBIX YPOBHEH,

TTpouecenl ayTeHTH(PHKALIMY MOXHO TAKXKe KnaccudbULBpoBaTh
10 YpOBHIO ofecneuuBaemoit BesonacHocty [9, 54]. B coorsercrauy
¢ 3THM [IPOLECCHl AyTeHTHMOUKALMY PAa3EEHIOTCS Ha Clelyole
THITbL:

o ayTeHTHGOUKALIMS, HCIIOAL3YIOwan napony u PIN-Koist;

e CTpOTast AYTCHTUORHMKALUMST Ha OCHOBE MCIIONb3IOBAHMA KPHIITO~

rpadryeCcKUX METOIOB ¥ CPEICTS;

» SHOMETpHUECKAs ayTeHTUdHKALMA 11Ob30BaTe e,

C ToukM 3peHus HE30NACHOCTH KaXabifi M3 NepeyrcNeHHbIX TH~
fI0B CIIOCOBCTRYET PEUIEHUIO CBOMX CielMHUECKUX 3alay, [O3TOMY
NPOLIECCH! ¥ NPOTOKONLE ayTEHTHOUKALNY AKTHBHO HCIIOHb3YIOTCH
Ha MIpaKTHKe.

10 3343
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OCHOBHBIC aTAKKH Ha NIPOTOKONB! AYTEHTHOKUKALIMN:

o macxapad (impersonation). IospaopaTens Bblact cebs 3a Apy-
Toro ¢ LIC/IBIO NTOIYUEHMS FIOTHOMOUHHA B BO3SMOXHOCTH JCHCT~
BHH OT JIMLIA APYTOTO TIO/H30BATCAS;

nodmena cmopoudt ayTeHTHGHKAUMOHHOTO 00MeHa (inferlfeaving
atiaek). 3AOYMBILUJICHHMK B XOje NaHHO¥ ataky ydacisyeT B
fipouiecce ayTeHTH(ROHKAUMOHKOTO OOMEHA MEXAY IBYMS CTO-
POHaMH € LIEIbIO MOAMMUKALINY IPOXOMALUCTO YEPE3 HEro Tpa-
tuxa;

noemopras nepedaua (replay attack) 3axi0qaeTes B NOBTOPHOH
nepenadec ayTeHTHDHKALMOHHBIX AAHHBIX KaKKM-THO0 T0/b30-
BATEHCM;

o npunydumensuas 3a0epxcka (forced delay). 3aA0yYMBILICHHUK
[IEPEXBATHIBALT HEKOTOPYIO MHGMODMALIMIO ¥ fiepelacT e¢ CIyc~
TS HEXOTOPOE BpEMS;

e amaxa ¢ exboproi mexcma {chosen-text attack). 3noyMplLUIeH~
HUK 1EPEXBATHIBACT aYTCHTHOHKAUMOHRBIA Tpaux M nbiracT-
Cs1 TIOAYMHTH HHGBOPMALIMIO O AQIIOBPEMEHHBIX XKpUnTorpadu-
YECKHX KII0uax.

b1s npenoTBpaleHNst TaKMX aTaK NPH NOCTPOEHHH IIPOTOKOJIOB

ayTeHTHOUKALHHE TIPUMERSIOTCS,

s HCIIOB3OBAHKEC MCXAGHHUIMOB THIIE «3aIPOC~—OTBECT», «OTMLTKA
BpPEMEHU», CAYYAHHBIX YHCEN, HIACHTHHUKATOPOB, LMPOBLIX
noanucei;

* JIPHBS3Ka PE3YNHTATA AYTEHTHOMKALMK K FIOCHEAYIOEHM Nei-
CTBUSIM 110/IB30BaTeNCH B pamxax cucTemsl. Ilpumepom nonot-
HOTO TIOEXOJa MOXET CAVXHTD OCYHIECTRACHHKE B TIpoLiecce ay~
TeHTUDHUKAIMY O0OMEHA CCKPETHBIMM CCAHCOBBIMH KTIOYAMH,
KOTOPBIC HMCHOAL3YIOTCS NP JanpHEHILEM B3aMMONCHCTBHH
TIONH30BATENEH;

* JIEPHOIMYECKOE BBLITIONHEHHE TIPOLICAYP ayTeHTH(HKaUMH B
PaMKaX YX¢ YCTAHOBICHHOTO CEAHCa CBA3KM U T. I

Mexawnuzm «zanpoc—omeem» COCTOUT B caenyomwem. Ecny nosib-

30Baresb A XO4ET ObITh YBEPCHHBIM, YTO COOCILUEHS, MONYYacMbie
HM OT TIONB3OBATEAS B, HE SBAKIOTCS JOXHBIMH, OH BKIIOYAET B [10-
chulaeMoe AAasi B cooBuieHHe HENpEeACKasyeMpldl  3ieMEeHT —
sanpoc X (HanprMep, HexoTopoe cayuaiiHoe 4ynceno). Tlpu oTBeTe
TIO/AB30BATEAb B JIOJIXEH BHITOAHUTD HaZk 3THM 2JEMEHTOM HEKOTO-
PYIO Onepanyio (HanpuMep, BBIMHCAMTL HEKOTOpYIo dyrKuKIo X)),
DTO HEBOIMOXHO OCYWIECTBHTB 3apaHee, Tak Kak nosis3osareaio B
HEHM3BECTHO, KAKOe cnyyaithoe yuesio X nmpuaert B aanpoce. Ioayyus

-

-
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OTBET C PEIYNHTATOM AcHCTRHM B, nons3opartens 4 Moxer Obith yse-
per, 4ro B — noanuHHB#A. HeoocTaToK 370ro Merofa — BO3MOX-
HOCTDb YCTAHOBRAEHUS 3aKOHOMEPHOCTH MEXAY 3aTIPOCOM ¥ OTBETOM.

Mexanuzm «ommenmxa spemenu» JI0JPA3yMeRaeT perycipalmic spe-
MEHM JUIs Kaxaoro coobiuenusa. B 3ToM ¢iyyae Kaxiabii nons3oBareib
CETH ONPERLNSET, HACKOMBKO «YCTAPENo» NpHiLenlIee coobiueHte, U
PEIaCT HE HPHUHHUMATH €TO, NOCKOILKY OHO MGXET OBITH TOXHBIM.

B ofoux cmysasx Iss 3aLLATH MEXAHK3MA KOHTPOIS CleayeT
NPUMEHNTE HINDPOBaHKe, YToDS! OBIThH YBEPEHHBLIM, 4TO0 OTBET {10~
C/IaH HE 3/I0YMbIILIACHHUKOM.

TIp UCTIONB3OBaHKEK OTMETOK BpPEMEHM BO3HHKAeT fpobnema
JOnyCmMuMO20 BDEMERK020 UHMEpPSANa 3a0epicKu IS TONTBEDXACHHS
TIOBAKHHOCTH CeaHca: COODIIEHKE C <«BPEMEHHBIM ILTEMIIEIEM» B
TIPHHUAUIE HE MOXET ObITh HepesaHo MruaosenHo. Kpome Toro, xom-
[ILIOTEPIbIE HAChl NOAYYATENS ¥ OTIIPaBUTEAS HE MOTYT ObiTh abco-
JIOTHO CHHXPOHK3KPOBANBL.

Ilpu cpaBHeHnu 1 BHIOOPE FIPOTOKOAOB ayTeHTUDHKALLMK HEOD-
XOA¥MO YYWTBIBaTh CREAYIOWHE XapaKTePHCTHKIL

» HalW4KE 63quUMHOU aymenmu@urayuy. DTC CBOUCTBO OTPAXaeT
HeoBXonUMOCTE 000IIHOM ayTeHTHORKALME MeXHy CTOpoHA-
MH ayTeHTHOHKALMOHHOTO OBMEHE;

o BHIMUCAUMEABHYIO 3P Pexmuerocms. DTO KONMKYECTBO OFlEPALlv,
HEOOXGEUMBIX JUISE BBINIOAHEHHUS POTOKORA;

» KOMMYRUKQUUORHYIO 3pdexmugnocme. JlaHHOe CROICTBG oTpa-
XKAeT KORUYECTBO COOBIUERUH Y HUX JIUBY, HEODXOAKMYIO U1K
OCYIIECTBIEHNS ayrewTnduKaumu;

» Haauxue mpembvell cmoponst. TIpUMEPOM TPEThelH CTOPOHBI MO-
KET CHYXXHTB JOBEPEHHBIA CepBEP PACIIPEACACHUA CUMMETPHY~
HBIX KITIOUEH MM CEPBEP, PEANu3YIOLiuik AepeBo cepTuduxaTon
[UIS PACTIPEASNEHUSA OTKPHITBIX KIIOHEH;

o 2apanmuyu Gezonacrocmu. TIpUMepOM MOXET CIYXKATh NpUMeHe-
Hre wrdpoBanus 1 Hubporod noanucu [9, 54].

7.2. MeToal! ayTeHTUMMKELIMH, MCNONBLIYIOWMe NapPOnKM
M PIN-Koani

OnHoM 13 pPacnpoCTPaseHHbIX CXEM aYTEHTHOUKALNM SRASETCH
npocmas aymenmugurayys, KOTOpas OCHOBAHA Ha TPUMEHEHHUH Tpa~
OMUHMOHHLIX MHOrOPa30BbiX HAPOJeH ¢ ONHOBPEMEHHbLIM COINACOBa~
HMEM CPEICTB IO MCnoab3oBanus u obpaboTku. AyreHTruxauus

18"
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Ha OCHOBE MHOrOPa3OBHIX NApoNedl - NPOCTON ¥ HArUIHBIE NIPH-
Mep HCIIOMh30BaHKus pasnenseMofl undopmatmu. IToka B SonpivK-
CTBE 3alIMILEHHBIX BUpTYANbHBIX ceteln VPN (Virtual Private Net-
Wwork) BOCTYN KIMEHTA K CepBepy paspeiacTcs o naponx. Opuaxo
BCE YallE NMpHMMEHMIOTCA Gonee adibeKTHBHBIE CPeiCTBa avTeRTHgK-
Kall¥K, HANpUMEpP NPOrPaMMHBIC ¥ alilaparTHhie CHCTEMBI AYTEHTH-
$HUKAIMN Ha OCKOBE OJHOPA3OBBIX Maponel, cMapt-Kapt, PIN-ko-
OB ¥ m(poBRIX cepTHdMKATOS.

7.2.1. Ayrentnnkauna Ha OCHOBE MHOropa3soBsiX
naponek

Ba3oBelil NPUHLKI <CXMHOTO BXOIA» NPEsNonaraet AOCTaTOY-
HOCTb OXHOPA30BOI0 IPOXOXKACHHS TTONB3OBATEAEM TIPOLICHYDHI ay-
TeHTHGMKALMHY VIS JOCTYIA KO BCEM CETeBBIM pecypeam. floatoMy B
COBPEMEHHBIX OIEPALMOHKBIX CHCTEMAX TIPeHyCMaTpuBacTCs LCH-
TpanusoBarkHas cayxfa ayreHtMd¥KalBy, KOTOpas BBINOJIHAETCA
OIHYM Y3 CEPBEPOB CETH M MCTIOND3YET 15 cBoeH paborhl Basy nak-
Heix (BH). B 310ofi B Xpausres yyeTHBIE KaHHBIE O [TONB30OBATEANX
CETH, BKIOYAIOWNEG MACHTH(MUKATOPH ¥ NAPONK [TOAb3OBATENEH, a
TaKKe Apyryio nHgopmaumio (451

Hpouegypy npoctoit ayreHTHHKAUMN ITOAL30BATENS B CETH
MOXHO IIPEACTaBUTh CACAYIOWMM obpasom. [onpzoparens npy no-
ITBITKE JIOTMYECKOTO BXOXA B ceth Habupaer cBOM MACHTH(DMKATOP M
1apois. DTH AGHHBIC NOCTYIAIOT U 06paboTKy Ha cepBep ayTeHTH-
¢uxammu. B DI, xpausiueiics Ha cepsepe ayTeHTHOMKALUMH, IO
ACHTURNKATOPY 1OAB30BATEAS HAXOAWTCA COOTBETCTBYIOWAS 3a-
nuch. VI3 Hee M3BREKAETCs 1ApONih M CPaBHMBAETCA C TEM TAPOJIEM,
KOTODBIM BBEJ MOAB30BATENb. ECiM OHM COBNANM, TO ayTeHTHOMKa-
LS [TPOILUIA YCHEIHO — MOIH30BaTe)Nb NONYYAET NETaibHblil cTaTye
¥ TONMYYAET T MPABa ¥ PECYPCHL CETH, KOTOPHIE ONPEHEACHB VI €10
CTaTyCca CHCTEMONH ABTOPM3ALINH,

B cxeMe nipocroi ayrentrdmxauuy (puc. 7.1) nepenaya napons
¥ RAEHTHOUMKATOPA [10AL3IOBATENS MOXET NPOM3BOZMTLCA ClEAYIO-
wmuMH cnocobamu [9]:

« B He3aM$POBAHHKOM BHIC, HAPDHMED, COINIACHO MPOTOKONY
faponsunoit ayremtudukaunn PAP (Password Authentication
Protocol) napoay nepemanoTesa 10 JIMHUM CBA3ZKM B OTKPBITOM
HE3aWUIERHOH hopme;
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ftoneacparens A Kakan Cepeep ayresTnguKaiim

T
3
A

SRR S

{Mapons MOANMHHLNA)

Prc, 7.1, Fipocran ayreHTROUKAUKS C HCMOSLIOBAHUEM Napons

+ B 33IMIICHHOM BMAE; BCE NEPEIABASMbBIC ZAHHBIC (MACHTHOK~
KaTop ¥ Aaponb NOAB30BATEAMA, CAYYANHOE YKCIIO ¥ METKH Bpe~
MEHH} 32lHUeHb! MOCPEACTBOM IUM(PPOBAHHS HAM OZHOHa-
npapieHHON OyHK LM,

OuyesxaHO, 4TO BapUAHT AyTeHTHOUKALMKM ¢ niepesadeit napoas
FI0/1b30BATENS B HE3AUMPOBAHHOM BHIE HE I'apaHTHPYeT HaXe MU~
HUMQJIbHOI'O YPOBHR 0€30HACHOCTH, TaK KaK fIOIBEPXEH MHOYOMMC-
ACHHBIM 2TAKaM ¥ JEerko xomspomerwpyerca. Yrolsl 3amutuis
FIAPOAk, €70 HYXHO 3aiiK(poBaTh AEpen NEPeChITKOH MO HEe3auH-
HICHHOMY KaHany. JUIsl 3TOro B ¢XeMy BKIOYEHB! CpelcTsa WK PO~
Bauua £, ¥ pacwumdpposbiBanug D, ynpapisgeMble DA3leAsieMbiM
cekpeTHbiM KiovoMm K. fIposepka AOMTHHHOCTH FOAL30BATEASl OC-
HOBaHA Ha CPaBHCHMM TNPHCHAHHOIO NOJAL30BATEAEM napoas P,
MCXOZHOrO 3Hauenus P, XpaHAerocs Ha cepsBepe ayTeHTHdMKa-
uud. Ecnu svavenus P, u Py coBnananoT, TO napoik P, cuMTaercs
TIOLNUHHBIM, 2 NONb30BaTeNb 4 — 3aKOHHbBIM.

CxeMbl OPraHM3aLMy HPOCTOR ayTeHTHONKALNHT OTIIHYAIOTCH He
TOJILKO METOHAMK TIepemayy naposief, HO ¥ BHIAMM KX XPRHEHHS M
nposepky. Haubonee pacnpocipaHesHsM CHOCOBOM SBAALTCA Xpa~
HEHKE NaponeH NONL3OBATENCH B OTKPBITOM BHIE B CHCTEMHBIX (ai -
J1axX, pHMEM Ha 3TV QARABI YCTAHABIHUBAITCH ATPHMOYTH! 3ALIMTH O
YTEHHUA M 3anUCH (HanipuMep, NpH NIOMOLIM ONMCAHKH COOTBETCT~
BYXOWHX TNPKWBKHICTHA. B cnKexax xoHTtpons noctyna QC). Cucrema
COTIOCTaBARET BBEACHHLIN NOJALIOBATEAEM TAPOJIL C XpaHsueHcsa B
dafine maponed 3anuceo. IIpH atoM cnocofe HEe HKHCHONLIYITCHA
KPHIITOrpaHyecKHe MEexXaHH3Mbl, TAXHE KaX IIKQPOBaAHHE KN OX-
HoHanpasneHHbie GYHKUMN. OYEBUEHBIM HEIOCTATKOM 2TOI'0 CHOCO-
02 SBISETCS BO3MOXHOCTL TOAYUESHNS 3IOYMBILIICHHUKOM B CHCTE-
Me NPpUBUNETHE AIMUHNCTPaTOPa, BKIIOHAS 1paBa JOCTYNA K CHC-
TeMHBIM $aiiaMm, ¥ B 4acTHOCTH, K aiay napoaci.
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Jas obecnieyenust HanexHoM sawutst OC mapons xaxioro
NONBL3OBATENs NOSKEH ObITh U3BECTEH TOABKO 3TOMY NOJAL3OBATENO
1 HHKOMY APYIOMY, B TOM MMC/C M aaMMHUCTPATOPaM cucteMst. Ha
nEpsbii B3MISN TO, YTO AAMUHKCTPATOP 3HACT {1apo/ib HEKOTOPOTo
fI0/iB30BATENS, HE OTPAXAETCS HEraTMBHO HAa 0e30MmacHOCTH CHCOTE-
MBI, TTIOCKOABKY aOMHUHKMCTPATOP, BOHES B CUCTEMY OT UMEHU OOBbM-
HOrO f10/1p30BateNd, NONYYaeT NpaBa MEHbIIUE YEM T€, KOTODHIE OH
[IORYMHT, 3aHIA8 B CHCTEMY 0T cBoero uMeHn. ONHaKo, BXOIS B cUc-
TEMY OT MMEHU OpYroro TONL3GBATe/s, aAMMHUCTPATOp TONyYyaer
BO3MOXHOCTL OOXOOMTDL CUCTEMY AYANTA, & TAKKE COBEpHiaTh AeHcyT-
BUS, KOMIIPDOMETHPYIOLUNE 3TOTO MOMLIOBATENA, YTO HEAONYCTUMO B
3aUMMILEHHOR cucTeme. TakuM o6pasoM, Napony NOJH30BATEEH He
HomKHEL XpauuTsest B OC B OTKPHITOM BHIE.

C rouky 3peuunst GC30MACHOCTH NPEMNIOYTHTCALHBIM SBASETCS
METON NEpeAayy ¥ XPAHEHMs TAapoieH C KCIO/b30BAHHEM OJHOCTO-
poHHEX O(yHKuMi. OOpvHO AnsA WKEPOBAHMUA T1apoieit B CIIMCKE
NOJNL30BATEACH MCIIOAB3YIOT OIHY M3 U3BECTHBIX KPUNTOrPahuyecKy
CTOMKUX Xxatu-gyaxyuii, B cnycke nonbiopateneil XpaHMTCS He caM
napoib, a 00paz naposs, ABASIOUIMHCA PE3YALTATOM NPUMEHEHUS K
11aposIo X31-DYHKLNA,

OIHOHANPABICHHOCTh X3MI-DYHKLUKY HE TIOZBOJSICT BOCCTAHO-
BWTh Naponb 10 00pa3y rapoist, HO [O3BOJASIET, BBIMMCIMB X3~
hYHKILIO, MONY4HUTh 00pa3 BBEACHHOTO NIOIH30BATENEM [TAPOAS U Ta-
KuM 06pazoM rpoBepyTs NPaBHibHOCTh BREACHHOTO Napons. B npo-
cTefieM Cllyyae B KadecTse XOUI-(YHKUMM UCIIONBIYETCS PE3YIbTAT
LIK(DPOBAHKA HEKOTOPOH KOHCTEHTH! Ha TIapoNe.

Hanpumep, oxnocroposuss ¢gyHkuus () moxer OuiTh onpene-
JigHa ClenyiouBmM obpaioM.

h(P) = EP(!D))

rne P — napons nonszosaress; /D — naeHTHUKATOD MONL3OBATE-
ns; Ep — npoueaypa wnppoORaHMs, BHINOAHIEMAsN ¢ UCTIONLIOBAHK-
eM naposis P B KayecTBe XKiHova.

Takue hyskuuy yaoOHB, €CIM JUIHHA Napossl ¥ KUOYa OlMHa-
xoBbl. B 370M ciiyuae npoBepKa NOARKMHHOCTH 10b30BaTeRst A ¢ no-
MOLIBIO TNIaposnsi P, COCTOMT K3 IIEPECHUIKK CePBEpY ayTeHTU(DHKALMY
orobpaxenuns #(P,) ¥ CPaBHEHMS €ro C MPEABAPUTE/ILHO BhIUUCICH-
HBIM M XpaHuMbiM B DJI cepsepa ayTeHTH(DHKaLMK 3KBUBANCH-
oM A'{P) (puc. 7.2). Ecnu otobpaxenust #(P) u A'(P,) pasHu, 10O
CUKTRETCSH, HTO IONIH30BATENS YCIIEUHO NPOLIeN ayTeHTH(PKKaUKIO.



faasa 7. Texnoaoenu aymenmuhurauiu 151
Noneaoaatens A MaeHTHDUKALKOHHAR
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!

D, 1 H(Pa)

_;_

Puc. 7.2, Acnons3onadue ogHoCTopoHtel QVHKUNY Wid BPORCPKY RApois

Ha npaxkTike naposy COCTOAT NKiIb M3 HECKOJILKKX CHMBOOS,
wro0Bl BATH BOZMOXHOCTH NOJBIOBATEAAM 3aOMHHKTL UX. KOpoTKKe
NapoiK YA3BMMBI K arake NojsHoro nepefopa scex BapuaHToB. [lns
TOTO YToOB! HPENOTBPATHTH TAKYIO ATaKy, DYHKLMIO A(F) MOXHO of-
PEIENUTS MHAYE, HANIDKUMED B BUIE!

h(P) = Epex(ID),

riae K 1D — COOTBETCTBCHHO KIIOY ¥ HACHTHOMKATOD OTHPABHTE S,

PasnuuaoT ase¢ QOpMsl NpeaCTaRACHUS OCOBEKTOB, ayTeHTHOH-
LMPYIOWNX NOAB30OBATECNA!

» BHEUIHMI ayTeHTHOHUUPYownE o0beKT, He NpuHaIeXRammi

CHCTEME,
s BHYTPEHHMIE OOBLEKT, NpUHAICXAUME CHCTEME, B KOTOPHI
NEPEeHOCHTCSt MHGOPMALIMSA K3 BHEUIHEIO 00BEKTa.

Breusne o0bexThl MOryT ObiTh HIPEACTABACHDB! HA PA3AUMHBIX HO-
cuTenax KHOOPMALMHU: TIRACTHKOBBIX KAPTaX, CMapT-xaprax, rubxux
MArHHTHBIX IUCKaX ¥ T. 1. ECTECTBEHHRO, YTO BHCUIHAA K BHYTPEHHSS
GODMB!  NIPEACTABNICHMUS aYTEHTHOUUUDYIOHEro O0BeXTa AOMKHD!
$bITh CEMAHTHHYECKH TOXIAECTREHHBI.

Cucrems! APOCTOR AYTCHTUPUKALUKHA Ha OCHOBE MHOFOpPA3OBBIX
FIAPOACH MMEIOT NOHMXEHHYIO CTOBKOCTH, HOCKOABKY BHIOOD ayTeH-
THOULKPYIOHCH MROODMAUMHE NPOHCXOANT K3 OTHOCHTENIHHO He-
Bonpiuoro yncia cnoB. CpoK OeHCTRHSE MHOTOPA30BOro Napos AOA-
XeH ObiTh ONpEACTICH B NOAKTHKE §e30NacHOCTH oprakusaumy. [Tapo-
7K AOJDKKEBI PETYNSIPHO UMEHATHCS, OBITh TPYAHBIMY JUis YTalsiBaKKs
¥ He NPHCYTCTBOBATH B CIOBApeE.

B 1. 13 paceMarTpuBaIOTCH! NTPOTOKOS ayTeHTHOHKAUKY 1O MHO~
ropazosomy napoa PAP (Password Authentication Protocol), npo-
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TOKON aYI'eHTﬂfl)MKaLZHH Ha OCHOBC IIPOICRYPB! 3aNpOC—OTKAUK
CHAP (Challenge-Handshake Authentication Protocol), a raxke
IIPOTOKONB! LEHTPAIMIOBEAHHOTO KOHTPOS NOCTYNa K CeTH ylaneH-
Heix nonwv3osarene TACACS (Terminal Access Controller Access
Control System), TACACS+ u RADIUS (Remote Authentication
Dial-In User Service).

7.2.2. AyreHrnuKayms H3 OCHOBE OAHOPAE30BLIX NaponesH

Cxembl ayTeHTHDHKAUNY, OCHOBAHHbIE HA TPAONLMOKHbLIX MHO-
rOpasoBhiX maposix, He obxasaloT Joctarourol 6esonacHocTeio, Ta-
KHE TI&POTIM MOXHO 1IEPEXBATHThH, PA3rafaTh, HOACMOTPETh WAM NIPO-
CTO YKpacTh, bosiee HaeXHbiMy SBASHOTCSH NPOLENYDHl ayTeHTHGbH -
K&y Ha OCHOBE OZHOPA30BBIX NapOoNei.

CyTb CXeMBb! OJIHOPA3ZOBHIX FAPONEH - HUCIIOAB3OBAHHE Pa3Nyy-
HbHIX f1aposieHl NPY KaXaoM HOBOM 3alipoCe Ha TNpellocTasie e joc-
Tyna. OnHOpa3osblit AMHAMMMECKMH Naponb HEHCTBUTENEH TOABKO
IS OAHOIO BXOHA B CUCTEMY, ¥ 3aTeM ero neHcTsume mctexaer. Jaxe
€CJIM ero flepexBaThau, or OyneT Becnoneser. AnHaMuyeckui Mexa-
HH3M 3a3aHUS 11ADONS — OfMH K3 JIYHIIMX clocoBOR 3a1uUTH Npo-
Lecca ayTeHTUghRKALMK OT yrpos n3pHe., OOBIYHO CHCTEMbl AYTEHTH-
UKALKY C OXHOPA3OBEIMY NAPOAAMH MCHOABIYIOTCS WIS JIPOBEPKY
YXANCHHBIX IONL30BATENEH,

[eHepauust ORHOPA3OBBIX NAPONEH MOXET OCYIHECTRIATLCS ail-
napatHeIM WM NporpaMMHLIM criocobom. HekoTophie annapaTHbie
CpeicTBa ZOCTYNA Ha OCHOBE OMHOPA3OBLIX {1apojieH peanusyiorcs B
BUJE MUKHKATIODHBIX YCTPOMCTB €O BCTPOSHHBIM MHMKPONPOLECCO-
POM, BHEUIKE FIOXOXMX Ha IIaTeXHble IIACTHKOBBIE Kaprouky. Ta-
Ky Kaprhi, OOBINHO HA3bIBAEMbIE KIIOYAMHM, MOYYT MMETh KRaBuary-
py ¥ HeBonsloe nuciUieiHoe OKHO.

B xayecTse npuMepa PACCMOTPUM TEXHOROTHIO aVIeHTHDHKALIKK
SecurID Ha oCHOBE OHOPAZOBLIX HAPOJNICH ¢ MCITOABIOBAHMEM annia-
PaTHHIX K/MOYeH ¥ MEXaHM3Ma BpeMeHHOH CHHEXpOHM3aLMH. OTa Tex-
Honorys paspaforada Kommnaduen Security Dynamics u peainszoBasa
B KOMMYHUKAL{OHHBIX CEpBEpAX pAka KOMMaHMK, B HaCTHOCTH B
cepsepax xomiaruy Cisco Systemns y ap.

Cxema ayreHTHOHMKALHM C MCHOAB30OBAHMEM BPEMEHHONW CHH-
Xporu3aLui Oa3upyercs Ha alTOPUTME TeHEPALKMK CAyYanHbiX YHCen
Yepes ONPEHCHCHHBIA MRTEPBA! BPeMeHy. DTOT MHTEPBAN YCTaHAB-
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nIvBaeTcs ¥ MOXeT ObITh M3MEHEH alMuHHCTpatopoMm cetd. Cxema
ayreHTHOUKALKY MUCNOIL3yeT ABa lapameTpa:

» CEKPETHBIM KIOY, FIPeACTABASIOMMA coOol YHUKANBLHOE 64-
OUTHOE YKC/HO, HA3HAYAEMOE KAXAOMY TIO/b3OBATEHIO 1 XpaHs-
weecst B bl ayreHTH(DMKALKOHHOTO CepBepa ¥ B aljlapatHoM
KAKYEC ITOIL30CBATEIA,

* 3HAYCHHEC TCKYLLCTO BPEMEHH.

Korja yaaneHHbil nonp3osaTesis AEAaeT MONLITKY AOTHYECKOTO
BXOHA B CE€Th, €MY JIPEARATraeTCst BBECTH €70 NEPCOHANHHBIR HICHTH-
hUKALMOHKELIA HoMep PIN, cocTosmimMit K3 YETBHIPEX ASCATHYHBIX
Uudp, 1 WecTh LHOP CAYIalHOT0 Y1Caa, OTOGPAXAEMOr0O B 3TOT MO-
MEHT Ha AMCIUIEE aNflapatHoro Kiwua. MCmonksys BBeeHNbIH MO
soBareneMm PIN-xond, cepsep u3snexaer #3 bJl cexperHuifl Kiou
NRONB30BATENS Y BHIVIOAHACT AITOPUTM TeHepalkuy CIY4aHHOTO uYuc-
J1a, KCTIOAB3YH B KauecTBe T1apaMeTpoB H3BCUCHHLIE CeKpetTHbIf
KMOY K 3HA4YCHHUE TeKYLIerc Bpemeri. Jarem cepsep NpOBEpsieT,
COBIIANAIOT A CICHEPHPOBAHHOEC YHCNO ¥ YHCHO, BBCACHHOLC ITOALIO-
BaTeneM. Ecnu 31y uxcsia coBnanalot, TO ceppep paspeliaeTt nonb3o-
BATEHIO OCYLICCTBHTD JIOFHUCCKHI BXO/L B CHCTEMY.

[Tpyn ucronp30BaHKK 3TOH cxembl ayreHtTHbUKauuu tpebyercs
XECTKAs BPEMEHHAS CHHXPOHM3ALMS aNfIapaTHOre KAK4a U ceprepa.
Co cxeMo#l ayTeHTH(DHKALNY, OCHOBaHHOM Ha BpEeMEHHON CHHXDO-
HU33LHY, CBH3aHA elue oHa npobaeMa. ['eHepHpyeMOe annapaTHbiM
KAIOUOM CY4alHoe YKHCN0 SBISETCH JOCTOBEPHbIM NApoIeM B Teue-
HUe HEOONBLLYIOTO KOHEUHOrO IIPOMEXyTKa BpeMenu. [lodtomy BO3-
MOXHa KpPaTKOBPDEMEHHAs CHTyauusl, KOrAa MOXHO [EepexXBaTUThb
PIN-xon # cnyvaituoe 4neino, 4To0s! HCROMB30BATh MX IS N0CTYNIa
B CCTb. B3T0 ~— YA3BHMOE MECTO CXEMBI.

Oaxum 13 Haubosee pacipoCTPAHEHHBIX MIPOTOKONOB AYTEHTHbH-
KALUY HA OCHOBE OIHOPA3OBBIX NApOJCH ABAICTCS CTAHAAPTHU3OBAH-
uuit B MuTtepuere npotokon S/Key (RFC 1760). Drot nporoxos pea-
NU30BAH BO MHOTMX CHCTeMax, TPeOYIOLUMX NpPOBEpKH MOLIMHHOCTH
VARNICHHBIX FIONb30BaTesel, B YactHoCTH B cucteme TACACS+ xomra-
nuu Cisco. ITporokos S/Key noapobHo paccmarpupaetces B . 13.

7.2.3. Ayrenrupuraynn Ha ocHose PIN-xoga

Haubonee pacfipOCIPaHEHHBIM METOXOM ayreHTH(HKaLUH nep-
Xareas TNAACTHKOBON KapThl M CMapT-KapThl sIBAACTCS BBOJX CeKper-
HOTO uMcnHa, KOTopoe o0bIuKO HaswipawT PIN-kodom (Personal Iden-



154 Yacmo 2. Texwnoaozuu 3augumbl 0auubix

tification Number — nepcoranbroni udenmuguxauuonnoii xod) WM
urorza CHY (CardHolder Verification). 3aumra PIN-kona xaprsi
ABASCTCH KpUTHUHON s GesonacHocty Beef cucremsl. Kaprst Mo-
TYT ObiTh [IOTEPsHBI, YKPAZEGHBI WM NONANEIaHbl. B Taxux ciaysasx
CHAMHCTBEHHOM KOHIPMEPOH NPOTHE HECAHKLIKCHKUPOBAHHOTC OOCTY~
na OCTaeTcs CeKpeTrHoe 3HauveHue PIN-kona. Bor noueMy OTxpbiTas
dopma PIN nonxua Oblth M3BECTHE TOABKO 3aKCHHOMY JEDXKaTERO
KapTel, OueBnaHe, 3daueHune PIN HYXHO JepXaTh B cEXpere B Teve-
HHE BCETO CPOKa ACHCTBHS KapThl.

Jnpna PIN-kona nonxsa OpiTh noctarosHo Sonsirofl, 41obh
MUHEMH3KPORATH BEPOSTHOCTh ONpeRenerus npabuasnore PIN-xo-
na meroioM 1po6 u oumbox. C apyro#t cropowsl, ikka PIN-xona
JOSKHA OBITh JIOCTATOYHO XOPOTKOM, YTo0B 1aTh BOIMOXHOCTS Jep-
XKaTeISM KapT 3anOMHUTh €ro 3HaueHue. ComlacHo pexOMEeHIalHK
crapapra ISO 9564-1, PIN-xon ponxex conepxark or 4 no 12 6yx-
BEHHO-LKPPORRIX CHMBONOR. OpHake B GOMBLLINHCTRE CAYYAER BROJ
HELKOPPOBRIX CHMBOJICB TEXHUMECKK HEBO3MOXEH, NOCKOAbKY O0C-
TynHa TONbKO uudposas xnasuarypa. [HoaroMmy ofeunc PIN-xon
npelcTasiaeT cobOR USTHIDEXPA3PARHOE YHCAO, KaXaas Uudpa KXo-
TOPOre MOXET NpUHUMAaTh 3Havenye or 0 1o 9.

PIN-KO/l BROOMTCS € FOMOLIBIO KIGRMATYPBl TEPMUHAIA MAH
KOMIIBIOTEpA K 33TeM OTHPABASETCH Ha oMapr-Kapry. CMapr-Kapra
CPaBHHBALT NOMyHcHHOe 3HayeHue PIN-xonAa ¢ a1anoHHBIM 3HaYEHH-
&M, XPaHHMBIM B KapTe, ¥ OTIPABIACT PE3YILTAT CPABHEHMSA Hd TEp~
MuHan Beor PIN-kopa orsocuTes X mepam GesonacHocTy, ocobeH-
HO Uisi GMHAHCOBLIX TPAH3aKiUMi, M, ClneaoBaTesbHo, TpefoBaHNug K
KJIaBHATYpE “aCTO ONIPEHLANKIOTCS B fIpHKiIagHoH obnact. PIN-xi1a-
BHATYPH KMCIOT BCE TIPK3HAKM MoIyias fesonacHocty ¥ widpyor
PIN-Kkoa cpasy np#l €ro 8oje. 3ro ofecnevsnsaeT HAJSXKHYIO 3aATyY
OF [IPOHUKHOBEHNS B KIaBHATYDY A nepexeara PIN-koaa Bo BpeMs
BBOJA.

Tlpy uoenTH(MKaLKE KiKeHTa no 3HadeHuo PIN-xopa # npens-
SIBNCHHOM KapTe UCNONL3YIOICsi JBA OCHOBHBIX criocofa NPOBEPKH
PIN-koma: HeanropuTMU4ecKuit K anropyuTMudeckui [29].

Heanzopummuneckuii cnocob npogepxu PIN-xoda He tpelyeT nipu-
MCHECHUS CnielivanbHuiX anroput™oB. IIpoepxa PIN-xoda ocyiecT-
BISETCH TIYTEM HETOCPEACTBEHHOTO CPABHEHHS BBEACHHOIO KIHCH-
ToM PIN-Xoma co 3HadeHHAMHE, xpaduMsiMy B B, O6wuso B/ co
3naycHusIMu PIN-XO10B xaneHTOR wimQpyercss MeTOOOM npo3pay-
HOIC WK (POBAHKSA, YTOOL! NOBBICKTD €€ 3AMMILEHHOCTD, HE YCIOX~
HAS fIpolieccd CPABHEHUS.
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Aneopummuneckuii cnocof nposepxu PIN-xo0a 3axono4aercs B
TOM, 470 BBEACHHHIH xinenToM PIN-KOZ npeolpasyior nmo onpeje-
JIEHHOMY QITOPHTMY C HMCIOAb30BAHMEM CEKPEeTHOIO KIIOUa U 3aTeM
CpaBHHBAIOT €O 3HaueHdeM PIN-xona, XpaHsSHIMMCH B ONpEEneH-
HO# dopMe Ha xapTe. JOCTOMKCTBA 3TOTC METOAA [IPOBEPKH:

+ oTcyTCTBHE Komyy PIN-Kona HA rmaBHOM KOMIBIOTEPE KCKIIO -

YaET €70 PACKPHITHE OBCHYXKUBAIOILMM NEPCOHANOM;

« oTcyTeTede nepenauy PIN-xona Mexay GaHKOMATOM WM Kac-
CHPOM~aBTOMATOM K IJIABHBIM KOMIIBIOTEPOM GaHKa MCKIOua-
€T €50 IIepexXsaT IIOYMBILUIEHHMKOM MIAM HABS3BIBAKKE pe-
3yAbTATOB CPABHEHMUS;

» YIpoweHKe paboThl 11O CO3AAHMIC NporpaMMHore obecneye-
HUSL CUCTEMBE, TAK KaK YX€ HeT HeoOXOAMMOCTH NeHCTBHH B
peanbHOM MaciluTabe ppeMeHH.

1.3, Crporas ayrentnthukayms
7.3.1. OcnosHbie nONSTHS

Wnes crporoft ayreRTHORMKALNY, peanulyeMas B XKpunarorpadpu-
YECKMX NPOTOKOIIAX, 3aKI04aeTes B cnenyiomem. IIpopepsaeMan (zo-
Ka3plBalouias) CTOpOHa OOKA3BIBAST CRBOI NOMIKHHOCTSL 1ipOBEpSIO-
HeH CTOPOHE, NEMOHCTPUPYS 3HAHKE HEKOTOoporo cekpera 54, 62].
Harpumep, 37T0T CEKpeT MOXET GbITh TIPEABAPUTENBHO PACiIpeaeieH
GesonacHelM crocoBoM MeXNY CTOPOHAMK ayTeHTUOHKAIHMOHHOTO
obmena. JJoKa3arenbCTBO 3HAHKA CEKPETa OCYILECTBISETCA € NOMO-
B0 TIOCHCAOBATEABHOCTH 3afIPOCOB K OTBETOR € HCNOJAb30OBAHUEM
KPHITOrpahHuECKEX METOROB U CPEACTS.

CyiecTBeHHBIM sBASETCH (DaKT, YTO AOKA3LIBAIOILAs CTOPOHA
JIeMOHCTPUPYET TORBKO 3HAHME CCKPETA, HO €aM CEKpPeT B XOue ay-
TeHTHGhOUKALKOHHOIO o0MeHa He pacKkpuiRaeTcs. JT0 obecneyrpaeT-
Cs TMOCPEACTBOM OTBCTOB NOKA3biBAlOiLUeH CTOPOHBI Ha pa3fIUuHbIE
3anpocsl nposepsonlefl croponpt. Ilpy 3toM pesyasipyiomwnfi 3a-
fIpOC 3aBHCHT TOABKO OT NOJB30BATENHCKOTG CEXPETAa U HAYaNBbHOTO
3anpoca, KOTopplil OObIMHO FIPENCTABNSET MIPOK3BOJARHO BhlOpaHHOE
B Hadie NPOTOKOAZ OOJBILOE YUCHO.

B GosnpLiMHCTBE CayyaeB CTporas ayTeHTHOUKALMA 3aKTONaCTCS
B TOM, YTO K&KIBIH [10/1b30BATENL AYTCHTHOHIIMPYETCS 110 NIPUIHAKY
BAAJiCH{A CBOUM CEKPETHBIM KouoM. ViHaue robops, HOAB30BATEIbL
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YIMEET BOSMOXHOCTH OTNIPEACANTH, BRaZeeT KU ero fapTHep {10 C8sI3y
HAIEKAEMM CEXPETHLIM XIIOYOM #I MOXET KM OH HCHONBLIOBATH
STOT KIOY JiAS NOATBEPXIACHUS TOTO, YTO OH NEHCTBATERBHO SABAAET-
CS TICANMHERIM TIAPTHEPOM N0 MHOOPMaLBOEHOMY OOMEHY,

B COOTBETCTBHY ¢ PEKOMEHIANUIME cTapnapta X.509 pasmyaior
DPOUERYPH! CTPOroR ayreHTHGRKANNY CIEAYIOWNX THTIOB.

¢ ONHOCTOPOHHAS ayTeHTHOUKALMS;

¢ IBYCTODOHHSN ayreRTH(VKALN,

» TPEXCTOPOHHAR ayreHTUDKUKANMSL.

Oduocmoporusst aymesmuuxanus TPpeRycMarpuBaeT oOMeH MH-
$opMmaiuei TORLKO B OFHOM HAIPaRlCHHH.

Jeyemoponnss aymenmudurkayus 110 CPaBHERKIO ¢ OXHOCTODOH-
He# COUEPXHUT NOTICREUTENBHBIM OTRET NPOREPSIOCH CTCPORBL KO-
Ka3blBaouie# CTOPOHE, KOTOPLI! HOMXEH YOenuTh €€, YTO CBI3b yC-
TAHABNYBACTCS MMEHHO C TOW CTCPOHOM, KOTCpo# Ghilu NpeaHasta-
HEHb! aYTCHTUOUKAUNOKHKBIE HaHHbIE;

Tpexcmopontian aymenmuguxayus COREPXUT AONONHUTEALHYIO
nepenavy SaHMbIX OT HOKA3bBRIOLEH CTOPOHSI NIpoBepsoOleH. J1oT
TIONXON TIO3BOASET OTKA3ATHCH OT HCIIONLIOBAHHA METOK BPEMEHK
npy BPOBENCH NN ayTeHTHOUKALKA.

CnenyeT OTMETHTS, YTO NaHHAA XIaccubUKauus A0CTATOYHO ye-
nosHa. Ha npaktuke HaGop MCTIONE3YEMBIX TIPHEMOS Y CPEUCTB 3a-
BHCHT HETIOCPEACTBEHHO OT KOHKPETHBIX YCAOBHHA DEanN3aliuy Ipo-
necca ayrenthdukanun. HeofxonuMo yuuTsiBaTh, Y70 TPOBEHEHKE
crporofi ayreuThduKauuy tpedyer OOA3ATENBHOIC COMMACOBAHMA
CTOPOHAMH KCHONBIYEMBIX KpHITOTpadiueckyX anropyuTMoB ¥ AO-
TIONHUTENBHEBIX NapaMerpeR {9, 541.

TIpexne yeM mepeiity K PaCCMOTPEHMIO KOHKPETHBIX BADHAHTOB
fIPOTOKONOB CTPOroi AYTCHTHOHKAUMH, CACAYET OCTAHOBHTLCA HA
HA3HAYEHUH Y BO3ZMOXHOCTIX Tax Ha3siBaeMBIX OAHOPA3OBHIX flapa-
METPOR, MCTIONB3YEMBIX B IpOTOKONax ayrentndukaunn. OxHopazo-
Bble NAPAMETPRI YHOINA HASBIBAIOT TAKKE HONCES -~ 3TO BEIMYKHA,
HCTIONBIYEMAR I ONHOH ¥ TOHM Xe ueam He Oonee OAHOIC pasa.
Cpeny HCTIONB3YEMBIX HA CErONHSIUHWA ACHbL ORHOPA3OBLIX fapa-
METPOB CNEAYeT BBLICAWTEL: CAyuaitHble YHCHA, METKH BPEMEHM H HO-
MEpa NOCNENOBATEILHOCTEH,

OnHOpA30BHE NAPAMETPHI NO3BOIAIOT M30EXKATH 1OBTOpPA Iepe-
ayy, NOHMEHB! CTOPOHB! aYTeHTRMOUKAIMOHHOTO OBMEHA U aTakK ¢
BHIGOPOM OTKPRITOre TexeTa. € HX TOMOUIBI MOXHC 0fecrieynts
YHHKEABHOCTD, ORHOSHAYHOCT, ¥ BPEMEHHBIC FapaHTHH fiepelasae-
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MBIX coOBienMA. PasIMuHbIe THITBI OTHOPA30BbLIX NAPaMETPOR MOTYT
YHOTPeOAATHCA Kax OTELABHO, TAK K AOTIORHATH APYT ApYyia.

Crnenyer OTMETHTH, UYTO OIHODA30BLIE (ApaMeTPH! IMPOKO HC-
fIONIB3YIOTCA M B ADYTHUX BEPHAHTAX KPHITOrpadpHyeCKUX NPOTOKONOB
{HanpuMep, B TIPOTOKONAX PacipeieNenss Kiouesol wupopMaunn).

B 3aBHCHMOCTH OT HCIIONB3YEMBIX KPHITTOrpadYeCKrX anropuT-
MOB NPOTOKONH! CTPOrOR ayTeHTUDUKALUMH JeIITCS Ha NPOTOKOABL,
OCHOBAHHEIE,

* HA CHMMETDHYHBIX aNiropuiMax wk(ppoBasnus;

* QIHOHAINPEBACHHBIX KAIOUEBBIX X3~(DYHKIIHAX;

* ACUMMETPHYHBIX AMTIOPHTIMaX K(PPOBAHKS;

* AITOPUTMAX 3AEKTPOHHOR HKPPOBOH nonnycu.

7.3.2. Crporas ayreHTHBHKIUHR, OCHOBIHHAR
H8 CHMMETPHYHBIX 3NrOPHTMAX

Jns paloTHl MIPOTOKONOB ayTEHTHOHKAUMH, [OCTPOSHHBLIX HA
OCHOBE CHUMMETPHYHBIX ANropHTMOB, Heobxoaumo, 4robb nposbe-
PAOLWME ¥ ZOKa3BIBAIOUINI ¢ CAMOTO Hayala HMEIH OZHMH M TOT XKe
CeKpeTHBIN Koy, [Ins 3aKphIThIX CHCTEM ¢ HEBONBUIMM KOAMYecT-
BOM (10ib30BaTENRSH KaXias napa mnoNns30Bateiedl MOXeT 3apadee
pasieNuTL ero Mexay coboil. B 0onbllnx pachpelesieHHBIX CHCTe-
Max, (PUMEHSIIOLIKX TEXHOAOTHIO CHMMETPHUHOIO mudpoBaHys,
Y4CTO KCIIONBIYIOTCS MPOTOKOAB AYTEHTH(MHUKAHKHY ¢ YUACTUEM JO-
BEPEHHOTI'O CEpBEpPa, ¢ KOTOPHIM KaXKIas CTOPOHA DayIesasieT 3HaHMe
Xnoua. Takoit cepBep PACMIpEIeNseT CEAHCOBBIE KAIOUM LIS KAXHOH
riapbi [1ONL30BaTeneH BCSKUE pas3s, Xorjsa OfMH M3 HHUX 3ai1paliuBaeT
ayreHTHOUKALRIO Apyroro. Kaxyuascs npocToTa AaHHOTO IOAXORE
sApAeTCs OOMaHu¥BOd, H4 CaMOM jele paspaborkd NPOTOKOAOB ay-
TeHTUPUKALUNME 3TOTO THIIA SBACTCH CAOKHOM M € TOYKM 3peHMs
6€30113CHOCTH HE OYEBUAHOMN.

fIporokons: ayreHTHMKaUMM ¢ CHMMETPHYHLIMH ANTOPHTMAMM
wmchponanns

Hike npuBONSTCSA TPH NIpUMEpa NMPOTOKOIOB ayTeHTHOHKAUMHK,
crieunduimposantsix B 1ISO/IEC 9798-2. By npoToxons: aApeano-
AAraloT NpedBapHTENbHOE DACTIPSESiCHHE Da3le/ISeMbIX CeKPeTHRIX
xiouelt [54, 62].
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PaccMOTPHM CNeAyIOILHE BAPUAHTHI aYTCHTHOUKAMH:

» OIHOCTOPOHHSIS AYTEHTHGHUKALMA € KCIONH30BAHKHEM METOK
BPEMEHM;

« ONHOCTOPOHHSIS aYTEHTH(MUKALKSA ¢ HCIOAL30BAHHEM CIy4ai-
HBIX YHCEH,

* LBYCTOPOHHSA AyTEHTHDUKALKSA.

B Kaxaom 13 3THX CIYYaes [FONL30BATEHb JOKA3bIBAET CBOIO NTOX-
JHHHOCTD, HEMOHCTPHPYS 3HAHHE CEKPETHOIO KJHOYa, TaK KaK fpo-
K3BOAUT PaclIM(POBHIBAHME 3aNIPOCOR € JIOMOLIBIO 3TOF0 CEKPETHO-
ro KiK4a,

Hpu ucnons30BaHKK B rpouecce ayTeHTHOUKALKHE CHMMETPHY -
HOTO WIKGPOBAHNAS HEOOXOIMMO TAKKE DPEaTu30BaTh MEXAHU3MbI
obecneyeH s HEIOCTHOCTH FIepe/IaBaeMbiX TAHHHIX Ha OCHOBE OOLIe-
IIPHHATHIX CriocoboB.

Beepem cnepyiolse o603HaueHKA:

r, — CAyJaifiHOE YHCIO, CTCHEPHPOBAHHOE YIaCTHMKOM A;

ry — CIY4AKHOE YMCIO, CIEHEPHPOBAHHOE YHACTHNKOM B,

?, — METKa BPEMEHH, CFeHEPUPOBAHHAA YHaCTHHKOM 4,

Ey — cummerpuyroe mudpopanue Ha kmove K (xnoy K HomKeH
SBITH TIPEHBADUTENIBHO DACTIDEREAeH MeXay 4 1 B).

1. OnBOCTOPOHHAS aYTeHTUOhHUKALIMS, OCHOBaHHAS HA METKax
BPEMEHHU!

A B E 1, B). (1)

Hocne nonyvyenuss ¥ pacUIXOpPOBBIBAKKS HAHHOTO COOBLIEHUSN
yyacTHHK B yBexmaeTcsi B TOM, YTO METKA BDEMEHH [, ACHCTBUTENBbHA
¥ wieHTHDHKATOp B, yKa3aHHHHA B COODLIEHKHK, COBIIANaer ¢ ¢ro
coBerBenbiM. [1penoTapaiienye NOBTOPHOM fIepenayy JaHHOro Co-
OBLIERVA OCHORBIBAETCH Ha TOM, 4TO 6e3 3HAHKS K1I0Ya HeBO3MOX-
HO H3MEHHTbL METKY BPEMEHHU 1, M MieHTHhuKaTop B,

2. OnHOCTOPORKEAA ayTeHTHDHUKALMS, OCHOBAHHAasS Ha MCHONb30-
BAHHMY CNY4aRHBIX YucCen:

Ae B ry (hH
A— B: E(r,, B). (2)

Y4acTRUK B OTHpaBIseT Y4acTHHKY A4 ciyvafiHoe YUCno r, Yua-
CTHNK A WndpyeT cOO0LICHHE, COCTOSILEE U3 NOAYHECHHOTO YHCNA 7y
¥ unentudukaropa B, ¥ oripanisger 3alIKDPOBAHKOE COOGLUCHHE
y4acTHUKY B Yuactaux B pacuiudpossiBaer nonyuensoe coobuie-
HHE U CPABHKBAET CAYYaHHOE YKCIO, COHEPXALICECH B COOBUIEHMH,
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C TeM, KOTOpPOE OH MOCHAaT Y4aCTHUKY A. JonoisBuresibHo OH npose-
PHET UMSI, YKa3aHHoe B COOBIEHRY.

3. ZBYCTOPOHHASA ayTeHTAUKaLMA, HCNONL3YIOLLas CcaydaiiHble
3HaYCH K.

Ae Birg {1
A B ELr, ry By {2)
A B Er, rp); {3)

Ilpu nonyuerrn coobuieHust (2) yuaCcTHHK B BLINOAHAET Te Xe
TIPOBEPKH, HTO ¥ B NPEABUIVILEM FIPOTOKOJE, ¥ ACTIOMHHUTEIBHO PAC-
1 poBBIBALT CIYYaKHOE YHCAO F, Uit BKJAIOYCHHS €50 B cooblue-
Hue (3) pna yuacranka A CooBuienne (3), noayueHHoe Y4aCTHA-
KOM A, 1O3BOAAET eMY YOCANTECH Ha OCHOBE NPOBEPKYU 3HAYECHUH 7,
1 rg, UTO OH MMEET AEJO UMEHHO ¢ YYaCTHHKOM B.

IHupoko u3BeCTHHIMU NPEACTABHTCNSAMH {IPOTOKONOR, obecre-
YKBAOIIKX AYTCHTHOHKAUMIO HOMBIOBATEAEH € NPUBAEYEHUEM B
fipoitecce ayTeHTHOUKAUNH TPETheH CTOPOHDI, SBAKIOTCH MPOTOKOI
pacripedesieHus cekpeTHbix xmoke# Hunxama u llpenepa u nporoe-
xon Kerberos,

TIPOTOKONB), OCHOBAKKBIE HA HCNONRIOBAHMH OZHOHANPIBNEHHBIX
KMOYCBHIX XIMU-(PYHHIIMM

TTpoToKoNnb:, NPEACTABICHEBIE BRILE, MOTYT ObITE MoK U PO~
BAHBI NYTEM 3aMEHbl CHUMMETPHYHOTO IKQPORAKKA Ha WK PpoBaHie
C NOMOLULBIO OAHOCTOPOHHEH KmoueBol x2w-pyskuun 45, 62}, Bro
OpiBaeT HEOOXONMMO, €CHM ANropuTMel GlI0MHOTO WKdpPOBaHUT He-
JOCTYTIHDI WM He OTBEYAOT NpeasaBisieMplM tpebopakusm (Hanpu-
Mep, B C/IyHAe 3KCHIOPTHLIX OFPAHKYNCHKN]).

Csocobpasue wuppoBaHus ¢ NOMOLIBIO OZHOCTOPOHHER X3LI-
GYHKLHMH 3aKI0Y38TCA B TOM, YTO OHO 1O CYIICCTRY ABAACTCS OIHO-
CTOPOHHMM, T. €. He conpopoxzacrcd ofbparHpiM npeobpaizopaHy-
eM —— pacliypeBbiBaHUeM Ha rnipueMHOl cropoHe, Ofe CTOPOHBI
(OTNpaBUTEND Y NOAYYATEAL) HCHONLIVIOT OIHY M TY XE NpPOLEeAYPY
OZHOCTOpOHHETO wkppoBanus [45].

Onnocropoduss xaul-QyHKuns 4,() ¢ napamerpom-xiuodoM X,
fipuMeHeHHas X uMudpyeMsM  JaRHbiM M, naer B pesyaprare
X3ui-3Hauenue m (RafiKkect), cocroguiee U3 QUKCHPOBARKOTO He-
Sonplioro wucna Gakr (puc. 7.3). Hapmxect m= h (M) nepegaetcs
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QOropasytens
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Puc. 7.3. TpuMereHne LT ayTeHTUGUKAIIEY OUHOCTODORKEH Xan-PYHKIH
C HADAMETPOM-KITIOHOM

NOJYUYATEINIO BMECTE C MCXOIKbIM coobiernem M. Monyuatens coob-
[IeHUA, 3HasA, KaKax OIHOCTOPOHHMA X3Il-DYRKiHA ObiNa NpUMeHeHd
S FONMyYEHMA AaRKeCTa, 33dHOBO BBIMKCIACT €€, MCNOJAbL3yS pac-
mupoparHee cooditenue M, Ecny 3HaueHus NOMYMEHROTO falmxe-
CTa& m ¥ BBLIMUCICHHOTO JaREXecTa m' COBHAAZKOT, IHAMUT COREPXH-
MOe coobllenna M He G0 NOABEPIHYTO HBHKAKKUM HIMEHEHHAM.
3HgHMe RAjKeCcTa He JAeT BO3IMOXHOCTH BOCCTAHOBHTL MCXOR-
HO¢ COOOIUEHHE, HO ITO3BOJIIET NPOBEPHUTDH 1IEACCTHOCTH HOAHHBIX.
JafickecT MOXHO paccMaTpyBaTe Kax CBOEro polla KOHTPONBHYIO
CYMMY Il MCXORHOTO coolliernus. ONHAKO MEXIY AaRIXECTOM H
OB LIMHON KOHTPOIbHOW CYMMOH HMELTCH 1 CVINECTBEHHOS DANMMUE,
KOHTPONBLHYIO CYMMY KCROIB3YIOT KK CPEACTBO NPOBEPKK HEHOCT-
HOCTH TepeRaBacMbiX COOOICHMH NO HEHANSKHBIM AHHHAM CBA3K.
3T CPeACTBO NPOBEPKK HE PACCUUTAHO Ha Gopbly €O 3M0YMbBIIINEH-
HUAKaMH, KOTOPHRIM B TAKOH CHTVALMK HUYTO He MelLlaeT MOAMEHUTDH
coobllienue, foOABKB K HEMY HOBOE 3HAYEHHUE KOHTPONBHOR CYMMbL.
ITonydyaTtens B TAKOM CRYYAE HE 3aMETHT HMKAKOH IOAMEHbL.

B ommyne or oObiyHOR KOHTPOILHOH CyMMb! FIpH BHIMHCICHMWH
IR#ILKeCTA NPUMEHSAIOTCS CEKpeTHBIE Xmouy. B cnyuae, ecnuw mng
FIONIYHEHUS AARIIKECTa HCIIONB3YETCH ONHOCTOPOHHMS X3~ yHK KA
C 1apaMeTpoOM-IouoM K, KOTOPHIE U3BECTEH TONBKO OTIIpABUTENIO
¥ noxyyaremo, mobas MonupUKALUS HCXOAHOIO coobiueHnsa Gyaer
HeMeUieHHO ofHapyXeHa.

Ha puc. 7.4 mokazaH Apyroif BapHaKT HCHOMBIOBAHUS OZHOCTO-
porHed X31-DYHKUNK 11s% MPOBEPKH HENOCTHOCTY ManHbiX. B atom
cllyyae ONHOCTOPOHHSA X3U-OyHxuus A(-) He ¥MeeT napamer-
Pa-KI1i04a, KO HPUMEHAETCS HE NPOCTO K coobuedmio M, a K ¢oob-
IEHKIO, AOMOIHEHHOMY CeXpeTHBIM KnouoM K, T. €. oTnpasuTels
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Qrpasurent Honyuarens

Puc. T4, fTpusenesnue onHocroporuelt Xaiu-GyHKIHY K COoBilieHIO,
HOMOAKCHHOMY CEKDETHEIM KoM X

BhIYHCAsiET HakmxecT m = A(M, K). Tlonyyatens, H3BAEKAsA HCXOAHOE
coobiuenye M, Taioke JONOAHSIET €70 TeM XKE M3BECTHBIM EMY CEKpeT-
HbIM 010490M K| TTOCHE 4ero NpHMEHSIeT K TIONYHEeHHBIM JGHHBIM O~
HOCTOPOHHIOW X3ui-pyHKLuio A(.). Pe3ynkTaT BbIMMCACHUA - Aali-
IKECT ' — CPaRHURACTCS C MONYHEHHBIM 10 CETH HNaDKecToM m.

[py ucnons30BaHMY OZHOCTOPOHHMX (GyHKIMIA wndposaHus B
PDACCMOTPEHHDIE BBILE ITPOTOKOAb HEOBXOAKMS BHECTH CNEAYIOHINE
U3MEHEHHS:

o GYHKIUS CUMMETPHYHOrO Wwnbponanus £, 3ameHsAeTes (YHK-
nueit Ay,

¢ TIDOBEPSIOINY BMECTO YCTRHOBNEHHS haKra COBNANEHMS NO-
Jel B paciIUBPOBEHHBIX COODILEHHAX C FPEANORAracMbIMHU
3HAUCHUSIMH BHIMKCHSCT 3HAUCHHE ORHOHANPAaBNeHHON GYHK-
IIMH ¥ CPaBHMBACT €70 C NOAYMECHHBIM OT APYIOro YYacTHMKA
obmena Mudopmaiuel;

» 1151 O0ECHICYCHNS HE3aBHCYMOTO BhIUMCACHUSA 3HAYCHIS! OQHOHa~
npasieHH0A QyHKIMY nonxyyareseM cOODBIUEHHS B NPOToKone 1
METKa BPeMeHW !, NODKHA NepelaBaThCsi AONOJHUTENBHO B OT-
KphiTOM BHIE, a B cooluenuy (2) npotokona 3 caysafiHOE Y4CI0
¥, DOJDKHO IEPeRaBaThes AOTIONHKTEABHO B OTKPHITOM BUIE,

MoanduiuposalHsili BapHAHT IPOTOKOAA 3 ¢ yyeToM chopMy-

AMPOBAHHbBIX KIMEHEHMH KMEeT CReAYIOWYIO CTPYKTYDY:

Ae Birg (1)
A= B, hlr,, ry B); (2)
A B hr, ry A). (3)

- 3348
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3aMeTHM, 4TO B coobluexue {3) npoToKona BKIKUEHO TIoNe A.
Pesynsrupyroimit npotoxon obecrieynnaer B3aHMAYI ayTeHTHOHKA-
1M ¥ u3gecren xax nporoxon SKID 3 {54, 62].

7.3.3. Crporas ayreHTH(IHKIUHA, OCHOBAHHAN
H3 ACHMMETDHYHBIX aNiFOPHTMAX

B niporokonax crporoft ayreHTuOUKAIKK MOIYT ObITh HCIOAB30~
BaHbl ACUMMETPHYHBIE AIFOPUTMBI ¢ OTKPHITBIME Kmouamyu. B atoM
CNYMae IOOKa3BiBAKIUME MOXET NPOIEMOHCTPYPOBATE 3HAHKE CEX-
PETHOIO KIKOUYA OZHHMM M3 CIEAYIOUIKX CIIocoboB:

s paciinpoBaTh 3anpoc, 3aMHdPOBAHHBIR Ha OTKPHITOM KIIKOYE;

» 110CTABATH CBOK LKGOPOBYIO NOANKCH Ha 3anpoce [54, 62).

flapa wiouet, neobxonuMas Uil ayreHTHOHUKAUKY, HE JOJDKHA
KCIIONB30BATRCH WISt HAPYIHMX uenelt (wanpuMep, s KuOPOBaHUN)
1o coolpaxenusM GesonacHocTH. BaXHo OTMETHUTh, YyT0 Bhibpansas
CHCTEME& ¢ OTKPHITBIM KIHOHOM J0JKHE ObiTh YCTOHYMBON K aTaxkaMm ¢
BRIGOPKOH IIH$POBAHAOIO TEXCTA NaXE B TOM CIIy4yae, eCi Hapyliu-
TEJb [LITACTCS NOJYUKTE KPUTHUHYIO HHODOPMALMIO, BhilaBas cels 3a
[IPOBEPHIOILETO K AEHCTBYS OT €ro UMEHH.

AYTEHTHRMKALUS € HCHONBIOBAHMEM ACHMMETPHUHLIX ANTOPHTMOS
D POBaHUS

B xayecTse npuUMepa fPOTOKONR, TIOCTPOCHHOTO HA& HCTIONb30BA-
HUK ACHMMETPUYHOIO IropuTMa iKOPOBAHKA, MOXHO TNPHBECTH
CHeNYIOIIHE [1POTOKON ayteHTHhUKALKN:

A*""B: h(r)} Bx P/f(r) B); (l)
A-> B:r. (2)

YyactHuk B uifupaer cnyuaiinsiM 00pasom r 1 BRIMUCAALT 3HA~
yerue X = A7) (3HaYeRHE X ZEMOHCTPUDYET 3Haxue 7 §e3 pacKpuITHs
CAMOrO 3HaueHyusa r), Hajnee OH BhIMMCIsET 3HayeHue e= P (r, B).
Moa P, noapasyMeBaeTCs aJTOPHTM ACHMMETPHUHOIO 1KOPOBAHNS
(wanpumep, RSA), a non A() — x3ui-yHKuMs. YwactHuk B or-
npassier coobuenne (1) yyacTauky 4. YyacTHUK A paciingposbi-
paer ¢ = P (r, B) ¥ TonyMaeT 3HayeHNs n, ¥ B, , a TAKKE BHIYHUCIsET
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X, = h(#;). Tocne 3TOro NpoN3BOAUTCS PsA CPABHEHWH, NOKA3LIBAKO-
IMX, YTO X=X, ¥ 4YTO TIONYMEHHBIH MAeHTH(hUKATOP B, AeiicTBu-
TENHHO yKa3siBaeT HA y4acTHUKa B. B ciyyae ycneulHOro nposeje-
HHS CpaBHeHus! yuacTHUK A nockinaer r. HHonyuus ero, ysacTuux B
fIPOBEPSILT, TO JH 5TO 3HAYECHWUE, KOTOPOE OH OTIIPABWI B COO0LIES-
Hyu (1),

B KkauecTse Apyroro npuMepa nNpyBeleM MOAU(DUIMPOBAHHBIN
fnporokon Huzxsma u Hlpenepa, oCHOBaHHBA Ha aCUMMETPHYHOM
wbpoBaHuy {(I0CTaTOMHO NOAPOOHO OH onycay B pasfese, NoCHs-
HIEHHOM pacCnpeaeNeHUIo KIOYEeBOH MHPOPMaLuH, NOCKONIBKY OC-
HOBHOW BapHaHT IPOTOKONA UCHONB3YETCS VIS ayIeHTH(DMKAIMOH -
Horo obMena xmoueBoil yHboOpMaLHH).

PaccmaTpusas BapuanT npotokona Huaxsma u Ilpegepa, uc-
NOAB3YSMBIA TOIBKO ANtg ayreHTHmKauuu, OviaeM 1oapasyMesars
noA P, anroput™ WM POBAHMS OTKPHITHIM KNOHOM YYACTHHKA B,
HpoToKOss BMEET CenyIoLIYIO CTPYKTYPY:

A~ B Pyr,, A); {1
Ae B Pfn, r); 2)
Ae B r,. (3)

AYTEHTMDHUKALHS, OCHOBIHHAN Ha HCNONBL2OBAKMK UHDPOBOH
AOKHMHCH

B pexoMmenmaumsx crangapra X.509 cnemmduuuposansa cxema
ayreHTH(UKALIKY, OCHOBAHHAS Ha MCAMIL30BAHUY uM(pposofl nmon-
I'HICH, METOK BPEMEHH M CayvHafiHbIX yucen.

Jna onucanns 3T0# cxeMbl ayTeHTH(RUKALMK BBElEM CHIENYIO-
Hide obosnaueHus:

I, Fy U Fy — BPEMEHHAS METKA ¥ COy4aliHble 4MCAd COOTBETCT-
BEHHO;

S, — NOANUCH, CTEHEPHUPOBAHHAS YMACTHUKOM A

Sy —— NONMUCH, CreHePUPOBAHHAS YHACTHIUKOM B;

cert, — cepTH(UKAT OTKPHITOrO KIoYa y4acTHUKA 4,

cert, — cepTubuKaT OTKPHITOIO KIIOMa yyacTHUKa B.

Eciiy y4acTHUKM MMEIOT aYTeHTHUHbBIC OTKDBLITHIE KIIOYH, 110Ny~
YEHHBIE APYr OT APYra, TO MOXHO HE f10/b30BaTLCst cepryduxaramy,
B NNPOTHBHOM CNY4a€ OHY CAYXKAT At [IOATBEPXIEHMS ITOATUHHOCTH
OTKPBITHIX KITIOUEH.

Py
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B xawuecrse npUMEpOB NIPUBEICM CICAYIOIINE ITPOTOKCIBI ayTeH-
THOUKALIKK.

1. OaHOCTOPOHHSN ayTeHTUOMKALHS C IPHMEHEHUEM METOK BpC-
MEHM:

A-> B: cert,, t, B, St, B). )

flocne npuHATHA AaHHOTO COCOILEHHS YMACTHMK B niposepser
NIPaBUILKOCTh METKYM BPEMCHHU 1, TIOAYYCHHBIN HoeHTHOHKaTop B K,
HCMONB3YSl OTKPBITBIA KU M3 cepTHdUKaTta cert,, KOpPEXTHOCTH
undposoi noanueu Sz, B).

2. OnH0CTOpORHAS aYTEHTUQUKALMA ¢ HCIIOIb30BaAHEEM Cly4a-
HBIX yucen:

A+ B:ry N
A-> Bicert,, r,, B, S{r, ry B). {2)

YuacTHEK B, oayqur cooBmeHne OT yyactHuka 4, yvhexnaercs,
YTC MMEHHO OH SBIACTCS AEPECATOM COOBILICHNS, HCIIOIBL3YA OTKPhI-
THIA KINIOY yyacTHMKa A4, B3STbI M3 cepTugyKaTa cert,, NpoBepseT
KOPPEKTHOCTL nounucn S{r,, 75, B) non YucnoMm 7, foNyyeHHSIM B
OTKPBITOM BHIE, YMCIOM rp KOTOpOe Obli0 0TOCHaHO B coofiue-
Hum (1), ¥ ero waentudnkaropom B. [loanucannoe cnyyaiiHoe suc-
A0 7, VCTICAL3YETCSH JUIS TIPECAOTBPAILECHHS ATAK ¢ BLIGOPKOH OTKpPHI-
TOro TeKCTa.

3. dsycroponssas ayIrcHTH(QHKALKS C KCTCIL3CBAHUCM Ciyuai-
HbIX Yyucen:

A« B ry (1)
A-> B:certy, r, B, S,(r, re, B); {2)
A« B: certy, A, Sy(ry, 75 A). 3)

B nmammom mporoxone ofpaborka coobiwennit (1) u {2) ppinon-
HASTCA TAK Xe, KaK ¥ B NPeJBIAYILEM NPOTOKONe, a coobueHue {3)
ofpabarTrBaeTes aHANOrMYHO coobuennio (2).

7.4, Bromerpryeckan ayTeMTHMpHMKaLMa nons30BaTens

IIpouenypsl MOCHTHGUKAIAA H ayTeHTHOUKALKMY NTONE30BaTENS
MOFYT §a3supoBaTbhCs HE TONBLKO Ha CEKPETHON MHGOpPMALMK, KOTO-
polt ofnamaet monb3cBaTeNs (Naponb, NEPCOHANBHBIA HaeHTHDKUKE-
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TOp, CeXPETHLIE XKAM M T. 1.). B riocnenmee Bpems Bee Oonpuice
PACTIPOCTPAHCHHE FIONYMACT OUOMEMPUHECKAR QYMERMUDUKAYLUS NOA-
308ameas, NO3BONSTIONIAR YBEPEHHO AYTEHTHQUUMAPOBATh TOTEHH~
ANBHOIO NOJNH30BATEAS TIYTEM H3MEpeHHS GU3HOIOTHUCCKKX Tlapa-
METPOB M XapaKTePHCTHK YeNoBeKa, 0COOCHHOCTEH €70 NOBEREHHUS.

OcnosHbIe JNOCTCHHCTRE 6HOM€TPH‘ICCXI/!X MCTOROB.

« BBICOKAs CTefleHb AOCTOBEPHOCTH ayreHtuduxanuy no Ouo-

METPHUYCCKHEM TIpHM3HaKaM (13-32 UX YHUKANBHOCTH);
¢ HEOTACNKUMOCTD CHOMETPUUYCCKHX APKH3HAKOR OT Aeecnocobroi
JTHYHOCTH;

« TpyAHOCTD hanbcub KAy CHOMETPUUECKIX NPU3HAKOB.

AKTHBHO HCTIONbIYIOTCS CAENYICUIKE CHOMETPHYECKIE NPHU3HAKA:

* OTIICYATKK NAaAbLCB;

e reOMETpHuECKas QOopMa KMCTH PYKH;

« hopMa ¥ pasMmeps! JKLA,

e OCOBEHHOCTH Tonoca;

¢ V30D pATyXHOK 0GONOUKYK K CeTHATKy Ihas.

PaccMOTpHM THRHYHYIO CxeMY (QYHKUAOHMPOBAHUS OHOMETDH-~
YeCKO# noacucreMs! ayrenTuduxanny. [Ipu perucrpauun 8 cucreMe
NONBL308ATENL JIOMKEH NPOAEMOHCTPHPOBATh ONAMH HAM HECKONHKO
pa3 CBOM XapaxTepHbie OMOMETDHYECKHME NPUBHAKK. DTH NPU3HAKM
{M3BECTHDBIC KaK TIOMIKHHLIC) PETHCTDHPYIOTC CHCTEMOH KaK KoH-
TPORLHLIA «00paz» (CHOMETPHMECKAs! MOANKCH) 3aKOHHOIO N0NB30~-
BaTeAs. BTOT 00pa3s Noib30BATENS XPAHUTCH CHCTEMOM B 3MEKTPOH-
HOM OpMe 1 MCTONB3YETCH [t HPOBEPKH HACHTHUHOCTH KaXioro,
KTO BbiaeT cefsl 33 COOTBETCTBYIOLIEIO 3aKCOHHOIO [10/b30BATCAA.
B 3aBMCHMOCTH OT COBHANECHMS WIM HECOBNAZCHMS COBOKYIIHOCTH
APEHABICHHDBIX NPU3HAKOE © 3aPErMCTPHPOBAHHBIME B KOHTPOJb-
HOM 00paze npexbsBUBLIMHA MX NPH3HACTCS 3aKCHHBIM ITIOJIbL30RaTE-
neM (IpY COBNANCHMK) WM HE3AKOHHBIM (1IPHY HECOBNAREHHH).

C touky 3peHusa norpedurens, 3ddexTHBHOCT, GHOMETDHYC-
CKOIt ayTeHTHOHUKALKHOHHOH CHCTEMB! XapaKTePUIYeTCss ABYMS napa-
MeTpaMK:

« ko3dhduuenToM oumbounbix orkazos FRR (faise-reject rate);

« xoshduuuerroMm ownbounsix noxresepxienuit FAR (false-

alarm rate).

Cuuubounsii omxa3 BO3HHMKACT, KOFIa CHCTEMA HE fIORTBEPXAACT
JHYHOCTh 3aKCHHOIO TICHB30BATENs {THIMUHBE 3Hauenns FRR —
nopsinka onnol oumbxku nHa 100). Quubournoe nodmeepucdenue 1po-
HCXCONUT B CAYHAe HOATBEPXICHMA JHMYHOCTH HE3AXKOHHOIC IT0AL3C-
Batensa (THUIHMYHBIE 3HaueHuss FAR — rnopsnxa oaHON oWKOKH
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Ha 10 000). Bty Kod(PDULHEHTH CBH3aHbI IPYF € JPYFOM: KaXKIOMY
KO3DPULMEHTY OMIMOOUHBIX OTKa30B COOTBETCTBYET ONpeleeHbilt
KO3dPuurieHT OKBOYHBIX NOATBEPXACHHKH,
B cosepiieHHol Ouomerpuuecxolt cucreme o006a napamerpa
OUIMGKH ZONXHbI ObiTh paBHbl HyRO. K coxaneHKIO, 6HOMETpHIE-
CKKE CUCTEMB! TOXE He MieibHel, OObIYHO CHCTEMHBIC N1apaMeTpsl
HACTPaKBAIOT TaK, YT00b! BOOHTECS TpebyeMoro xo3ddHiKeHTa Ol K-
GOUHDIX HOATBEPXACHUHK, YTO OTNPENEsieT COOTBETCTRYIOLIKA KO-
SUUNEHT OLLUBOYHBIX OTKA308,
K HacrosuleMy BpeMenyu paspaBoTasbi ¥ IPOZCIXAIOT COBEp-
HICHCTBOBATRCS TEXHOMOTHM AYTCHTHORUKALMM NO OTNEYATKAM N&ib-
Hes, panyxHoi o6onouxe rnasza, 110 GOpMe KUCTH PYKHM ¥ JIaROHH,
10 GOPME U pasMepy JHLA, FI0 TOROCY K «KIIaBHATYPHOMY f10YEPKY».
Haute Bcero CHMOMETPUYECKHME CHCTEMbl HCIIONB3YIOT B KayecTse
flapaMerpa KASHTU(UKALMK OTTIeYaTKH NANbUER (ZaKTHJIOCKOIHYe-
CKHE CUCTeMB! ayTeHTHbKKaunK). Takue cucreMsl NpocTsl U yEoG-
Hbi, 00AANAIOT BRICOKON HANCXKHOCTHIO BYTEHTURUKALIMHK.
Hakrnaockommyeckue cucremsl ayrenmadukamms, OnHa U3 OCHOB-
HbIX MPAYHH LIMPOKOre PACHIPOCTPAHEHKS TaKHX CHCTEM — HAIMYKE
fonpiliux OarKoB HauHbiX OTNE4aTkoB nanbuep. ITonp3oBaTensiMu
AONOGHEIX CHCTEM INI@BHBIM O0pa3’oM SIBASIOTCS NOJKLMS, pasiny-
HbIC IOCYJaPCTRCHHBIE K HEKOTOphle DAHKOBCKHE OPraHK3anmi.
B ofuem cnysae GUOMETpKYECKas TEXHONOrHs pacno3HaBaHuUs
OTNIECHATKOB TIANBLER 3aMEHSET 3alUTY JOCTYHA C HCIONL30BAHUEM
napons. DOABUIMHCTBO CHCTEM HCNOAB3YIOT OTNEYAaTOK OIHOI0
naneia.
OCHOBHBIMH SACMEHTAMYM JAXTHAOCKOIHYECKOR CHCTEMB! ayTeH~
THDUKARMH SBASIOTCS:
* CKaHep;
o HO uvmentuduxauuy, GopMupyolee KIeHTHDKKATOP T0/B30~
BaTens;

o IO ayTrenTudAKALNK, TPOUIBOMSIICE CPABHEHHE OTCKaHUpO-
BaHHOrO OTHEYaTKa nansua ¢ uMewlnumKues 3 bl «nacnopra-
My» ToNL30BaTenei.

Haxkruaockonuyeckas cucreMa ayTeHtuduxatmy pabortaet che-
aviouinm obpazoM. CHayana NpPOXOAKT pericTpaLiMs T0Abp30BaTeis.
Kak mpaBunc, NPOU3BOINTCS HECKOABKO BAPUAHTOB CKaHHPOBaHHUA
B pa3HbIX NOROXECHKSX Natbla Ha ckaHepe. TToHsTHO, 410 06pasLb
GyIyT HEMHOIO OTNKYATHCsH, W 1o3ToMy Tpebyercss chopMUpOBaTh
HEKOTOPLIR 06001eHH I obpazen — «iacnopt. PesynpTarhi 3ano-
muHawores 3 B ayrentudnxauuu. TIpn ayTesTHOUKAIKY NPOK3BO-
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JMTCS CPABHEHKE OTCKAHMPOBAHHOTO OTHEYATKA NAibild ¢ «facnop-
TaMy», XpasaiMucs B bjl.

3anaya (OPMUPOBAHKS <NACTIOPTd» M 333343 DPACIIO3HABARUSA
TIpEABABASEMOro 00pasila — 3TO 3alayy pacilo3HaBarust 00pa3oB.
Ins MX pelueH{st HCHOML3YIOTCS DPAa3AKYHBIE WIrOPHTMbI, SBASIO-
HHecs HOY-Xay DypM-TIpoOH3BOIUTENEH NOTOOHLIX YCTPOKCTS.

Cranepst omneqamyos nanvieg. MHOIuE NpPOUSBOZWTENK BCe
Yale NEpeXONsT OT NAKTHIOCKOMKYECKOro o0opyioBaHus Ha Gaze
ONTHKM K TIPOIOYKTaM, OCHOBaHHLIM HAa MHTErpanbHbiX cxemax. [io-
CRENHNE MMEIOT 3HAUUTEABHO MEHDBILKE pasMepbi, HeM ONTUYECKHE
CYHMTBIBATENH, H NOITOMY HX fPOIIE PEANN30BaTh B WIMPOKOM ClieK-
Tpe neprudepriiHbIX YCTPOHCTS.

Hexoropsle nponssoauTeN KOMOHHUPYIOT GHOMETPUYECKHE CHC~
TEMbI CO CMAPT-KApTaMy K KapTaMu-Kiawuamu. Hanpumep, B 6uo-
METPHYECKON MACHTHOD MKALKOHHOH cMapT-xapTre Authentic pearu-
30BaH caeayiomuit noaxon. Obpaseil OTHEYATKE Naibila 1oJbp308arTe-
SIS 3aIOMMHAeTCs B NaMUTH KapThi B NPOLECCEe BHECEHHS B CIHCKH
KHASHTUDHUKATOPOR NONL3OBATENEH, YCTAHABAKBANK COOTBETCTBHE Me-
XAy 00pasiioM K AKYHBIM KIIOYOM Wb poBaHs. 3ateMm, KOraa foib-
30B4TENL BBOAMT CMApT~KapTY B CYUTLIBATEND H JIPHKIZABIBAET [TANEL
K CEHCOpY, KJIOY YAOCTOBEPSET ero AUYHOocTs. KomOuHaums 61omer-
PHYECKUX YCTPORCTE M CMApPT-KAapT ABJSICTCH VAZUHbLIM pELHCHHEM,
NOBAHIHAIOIIMM HEASXKHOCTH IPOLECCOR ayTeHTHOMOHUKALKK U aBTOPU-
3alifi.

HeBonpluolt pasMep M HEBLICOKAS LieHa AATYHUKOB OTNHEYATKOR
nasibileB Ha 6aze MHTEIPWILHbIX CXeM TIPEeBPailaeT KX B HACATbHBIN
uHTepdeite s cucreM 3aimKTh. YUX MOXHO BCTpOUTSL B 6pENOK BNs
KAIOYEH, ¥ MI0NL30BATENN NOAYYAT YHHBEPCATbHBIR KITIOY, KOTOphIH
ofecrieuyT 3alMILEHHBIA ZOCTYI KO BCeMy, HAYKHAs OT KOMIBIOTE-
POB A0 BXONHBIX asepeit, apepeit aproMobuneil u GaBKOMaTOB.

Cucremb: ayrenTRduansy mo HopMe JAN0HK HCIONBIYIOT CKaHe-
pyl GOpMel 1a30HM, O0BIMHO ycTaHaBAMBaeMsble Ha creHax. Cneayer
OTMETHTH, YTO NONABAANILSE CONBILKHCTBO NONAL3OBATLILH Npeano-
YUTAIOT CHCTEMbI DTOTO THIIA.

YerpoiicTsa cHuTHIBaHMS DOPMBE 0K K CO3AAIOT 0GBEMHOE M30~
OpaxeHune NanOHK, H3MEpss AIMHY NAjbLEB, TOALIMHY M TUIOIIAHD
NOBEPXHOCTH NAzoBH. HanpuMep, npoaykrbi KomnaHuy Recognition
Systems BRNOAHAIOT Gosee 90 usmepennit, KoTopbie npeotpasyiores
B 9-paspsaHblit 06paseil anst AanbHeA UK cpapHeHnit. Dot obpaseil
MOXET ObITh COXPAHEH JIOKANLHO, Ha MHAMBUAYAILHOM CKaHepe JIaxo-
Hy nuGo B uenTpanusoBanHoi bl
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1o ypoOBHIO IIOXOROB YCTPOHCTBA CKAHHPOBAHKS GOPMbl AIOHH,
3aHAMAIOT 2-€ MECTO Cpeau DHOMETPUYECKUX YCTPOJCTB, HO DEiKO
NPUMEHSAIOTCS B CETEBOM CPEie K3-32 BHICOKON CTOHMOCTY ¥ pasMme-
pa. OoHaxo ckaHeps! GopMBl JAIOKK XOPOLIO NOAXOUAT MIA BEMHC-
JAUTCABHBIX CPEIL CO CTPOIUM PEXUMOM OE30NACHOCTY ¥ HARPSKEH-
HBIM TpaduKOM, BKIIOYAd cepBepHBIC KOMHAThl. OHM ZOCTATOYHO
TOYHB M OOAAI0T HOBOJLKO HU3KHM KO3(hhUUHECHTOM 01inboyMHO-
ro orxa3a FRR.

CrcreMs: ayrerrRpURALBY 110 LY K rO0CY HarboNee J0CTYNHb
H3-33 UX NCIUCBH3HbI, HOCKOILKY HONBIIKKECTBO COBPEMCHHBIX KOM-
ABIOTEPOR KMEIOT BHACO~ M ayauocpeacTsa. CHCTEMb! ZAHHOIO Kiac-
ca IIPUMEHSAIOTCH NpH yaaneHHOH upeHThduKanun cybvekra ZOCTy-
HA B TCACKOMMYHHKALKOHEHEBIX CETHX.

Texronocun CKAHUPOGAHUA Mepnt Aula BOIAXCENT BAS TEX NIPpHIC-
XeHuH, rae npouyne OCHOMETPUYECKHE TEXHOAOrHYK HENpPUIOUHbL.
B sToM cnyviae ang naeHTHOMKALKY ¥ BeprnhUKaALHH JIHYHOCTH He-
nonp3yoTCs 0cobeHHocTH 1MIa3, Hoca u ryb. Ilpomssoanrenu ycr-
PONCTE PACHO3HABAHMSA HepT JIMLE BPUMEHSIOT COBCTBEHHbBIC Mate-
MaTHYECKHKE AJIFOPUTMBE IS HASHTH(PAKENNH oAp30BaTe eH

HMcenenopanus, npososrMslie xoMmnauueit International Biometric
Group, rOBOPSAT O TOM, YTO COTPYAHKUKK MHOTUX OpranusaLimiit He Zo-
BEPAIOT YCTPORCTBAM PACIIO3HABAHMS J10 yepTaMm suua. KpoMme roro,
110 ZaAHHBIM 3TOHM KOMIIAHKH, CKAHKPORIHHE YEpT KA — CUMHCT-
BeHHBIA MeToN §HOMETPHUECKON ayTeHTHhKUKALMY, KOTOPhil He Tpe-
OyeT COrNIaCKs HA BHINICIHEHKE TIPOBEPKH (M MOXET OCYHISCTBRIANTHCS
CKPHITOI KaMepoit), a 1oToMY uMeeT HeraTHBHBIA s RoAb3oRareeh
TICATEKCT.

Creayer OTMETHUTDb, UTO TEXHOJIOTHKM PACHO3HABAHMS uePT JAuLa
TPeSYIOT ZANBHEHIIErC COBEDIMICHCTBOBAHMSA. DOJIBLIAS YacTh anro-
DUTMOB DaciC3IHABaHKS YepT AMNA UYBCTBMTENbHA K KOyiebaHusM B
OCBEHICHMH, BBHI3BAHHBIM K3MCHEHVEM HMHTCHCHBHOCTH COJHEYHOro
cBeTa B TeYeHHMe nHA. VaMeHeHue NOJIOXKEHHS JHLIA TAKKE MOXET
MOBJUATD Ha Y3HaBaeMoCTh. Pazjuyue B nOAOXeHud B 15 % mexay
3a1pally BAEMbIM H300PAKEHUEM ¥ 1300pLKEHNEeM, KOTOPOE Haxo-
autest 8 bll, Hampamyio cxaspipaeTcs Ha 3thdexTuBHOCTH: Py pa3-
AWMHA B 45° pacRO3HaBaHMe CTAHOBUTCH He3(h(DeKTHBHBIM.

Cucmemnt aymenmu@uiauuy no 2040¢y KOHOMMYMECKH BBITOAHBI
IO TEM X& INPHYMHEM, YTC ¥ CHCTEMbI PACHO3HABAHMA HO HepTaM
auna. B 4acTHOCTH, MX MOXHO YCTaHABJIMBATh ¢ OOODYNOBAHKEM
(HanpuMep, MUKpoOHaMK), TOCTaBASEMBIM B CTGHZADTHOH XOM-
AeKTauuy co Muorpmy 1K,
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Cycrempl ayreHTA(RKALIKY IO TOROCY NpK 3anucy obpasua 1 B
NIPONECCe NOCACRYIOIIEH BileHTHOVKANNY ONKPAIOTCH HA TAKHKE 0CO-
BGEHHOCTH IoN0Ca, Kak BhICOTa, MOAYISIIKA M YaCTOTa 3ByKa. IDTH Nno-
Ka3aTey ONpelensioTes OUIMYECKKMH XaPaKTePUCTHKaMK TONoCo-
BOTO TPAKTA K YHHKQIbHBE JUIS KAXZOro Uexopeka, Pacrno3HapaHue
ros0ca NMPUMEHSETCS BMECTO Habopa HOMEpa B ONPEIEACHHbBIX CHC-
temax Sprint. TexHonorusi pacnosHaBanKg roaoca OTAMMACTCH OT
PACTIO3HABAKMS PEMM: NOCNEAHSAS WHTCPNPETHPYET 7O, YTO TOBODHT
ADOHEHT, & TEXHOAOTHS PACcno3HapaHug roioca abOHEHTA TIOATBEp-
KAACT NUYHOCTH FOBOPSILIETO.

{ToCKOABKY IONOC MOXHO NPOCTO 3aNMCATH HA IAEKKY WU IpY-
THE HOCHTEH, HEKOTOPLIE NIPOU3BOAKTEAH BCIPAUBAIOT B CBOY PO~
JYKTHl CHEPALMIO 3aMIPOCa OTKIHKA. D12 GYHKIIMS NpeiaraeT mois-
30BATE/II0 NPH BXOME OTBETHTL HA NPEABAPHTCABLHO NOATOTOBACHHbIH
K PEryAspHO MEHSIOWMHACS 3anpoc, HanpuMmep takoi: «llosropure
ypeaa 0, 1, 3»,

Obopynosanue ayreHTUORKANMK 110 rosiocy Boee NPUTOAHo A1
KHHTETPALKMH B HPHAOXCHHUS TenedOHHM, YeM IS BXOAR B CETh.
O0bI4HO OHO TIO3ROJisieT abOHEHTaM FOAYYKTH HOCTYIT B DKHAHCO-
Bbi€ MJIY JIPOYHKE CHCTEMbE NOCPEACTBOM TeehOHHOMN CBA3M,

TexHOAOIHY PACIIO3HABAKYSA TOBOPAHICIO MMEKT HEKOTOPHE Or-
PAHMUCHKA. PAAKUHBIE NIOOK MOTYT TOBOPHTD [IOXOXHMHM FOA0CAMH,
a rosoc AI000T0 YENIOBEKE MOXET MEHSATHCH CO BPEMCHEM B 3aBKCH-
MOCTH OT CaMOUYBCTBUS, 3MOUKONAIBHOIO COCTOSHHSA K BO3PACTa.
bosee TOro, pa3HuLia B MOIMMUKALNK TeacORHBIX ainapaTos U Ka-
YECTBO TENCHOHHBIX COSIKHEHRA MOIYT CEpHE3HO YCIOXKHATH PAacio-
3HABAHHKE.

Hockoneky ronoc cam o ceBe se ofecrieunBaeT AOCTATOYHOM
TOUHOCTH, PACTIO3HABAHME 11O FOAOCY CJCHYET COUCTATh ¢ APYTHMH
OMOMETpHKaMM, TAKHMHK KAaK PAacTO3HABAHHKE YEPT AHLA KAM OTHe-
YaTKOB NajbilEeB.

Cucremsr ayrenrnduKaNN N0 y30py pamydcion obo/0uKy u cet-
YATKH [a3 MOTYT ObITh pa3ieNeHsl HA JABa KIIACCa:

* KCIIOB3YIOIINE PHCYHOK paiyXHol o80jiouky rasa;

» KCTIOAB3YIOHHE PHCYHOK KPOBEHOCHBIX COCYAOB CETUYATKH

rRasa,

CeryaTka YENIOBEUYECKOTO [M1a3a NpelcTaBnset cofoi yHuKanb-
HbHl 00BeKT g ayTeHTHOUKauuu. PHCYHOK KpOBEHOCHBIX COCYAOR
[A3HOTC AHZ oTInuaeTcs naxe y Gausmeuno. [Nockosabky Beposit-
HOCTh TIOBTOPEHHSR TIADAMETPOB pafyXHo# OBOAOYKH M CETYATKH
ria3a uMeer nopsaok 1077°, Takue CHCTeMBl SBASIOTCH Hauboee Ha-
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ACXKHBIMK cpeny BCeX GHOMETPHYECKHIX CHCTEM K NDHMEHSIOTCS TaM,
rae tpedyeTes BBICOKHE ypOBeHBb 0€3011aCHOCTH (HanpuMep, B pe-
KHMMHBIX 30HAX BOSHHBIX ¥ OBOPOHHBIX 00BEKTOB).

DuoMerpurueckuit 1MOIXOL NO3BOASET YIIPOCTHUTH JIPCHECC BAIAC-
HeHHsE <«KTO eCTh K1o», [Ipy WCnoONb30BaHKMM HAKTHIOCKONHYECKHX
CKaHEpOB ¥ YCTPOKCTB PAcNO3HABAHMUSA I'OROCa UIH BRONA B CETH CO-
TPYAHHKY H30aBASIOTCH OT HeOOXONMMOCTH 3aNOMHHAThH CHOXHbIE
napony. Pgl KOMAaHWE HHTETPHPYIOT OHOMETPUMECKHE BO3MOXHO-
CTH B CHCTEMBI ONHOKpaTHOM ayredTudukauny SSO (Single Sign-On)
Maciitaba npeanpugTig. TonobHag KoHCOAMNAHHUS FO3BOAET ceTe-
BBIM ANMWHHCTPATOPAM 3aMEHHTD CiyXOb! ONHOKPaTHOH ayreHTU U~
KALMH [apoieil OHOMETPHUECKAMY TEXHONOMIMH,

DuoMerpuuecxas ayTeHTH(UKAUK FOAbIOBATEAS MOXET OBITh
HCNIONBL30BAHA NIPY wikhposaruy B BUAE Monyneit BAOKUPOBKY AOCTY-
1a K CEXKPETHOMY KIIOYY, KOTOPBIH FIO3BONSET BOCHIOHB30BATLC ITOH
uHbopMaLHEd TONBKC UCTHHHOMY BIAENbLY YaCTHOrO Kinoua. Bra-
AENell MOXET 3aTeM NPHMEHSTh CBOK CEKPETHBIR X0y g mudpo-
Banys nHOOpPMAUMYK, fepeAasacMoOH Y10 MACTHBIM CETAM MiAHM IO
Internet. AxunnecoBolt g0l MHOMX cUCTeM i poBaHud ABNSeTCH
npobnema 6301aCHOTC XPAaHEHKS CAMOT0 KPUIITOIpapUUECKOro cex-
PETHOIO KAKYa. 3a%acTyio AOCTYA K KJouy anuHOH 128 paspsnos
(unu naxe Gonpilie) 3AWMIUEH JMIIL NAponeM M3 6 CHMBOIOB, T. €,
48 pazpsnos. OrnedaTku nasibhues ofecrieyusacT KaMuoroe 6onee Bol-
COKHMM YpOBEHD 3allIATH ¥, B OTIKMKUE OT [APONS, KX HEBO3MOXHO
3a0bITh.



Yacts 3
TEXHOJNOMMM 3ALLIMTHI
MEXXCETEBOIO OBMEHA JAHHbIMM

PasButie rnobaNpHbiX KOMIBIOTEPHBIX CeTel, NOSBICHHE HO-
BLIX [IEPCIEKTHBHLIX MHEAOPMALMOHHBIX TexHosorui (UT) npusne-
KaloT Bce Sospiyee BHMManue, [N0GanbHbIE CETH NPUMEHSIOTCH JUIN
niepesady KOMMepyeckol uudopMailMy pasAiM4HOIO YPOBHS KOH-
$UACHLNANLHOCTH, HANIPUMED [UIS CBSI3M FOJIOBHOM HiTab-KBapTH-
DBl OPFaHK3aiMM ¢ yaaldeHHbIiMK ofycamMyn unu colganus Web-caii-
TOB OPTAHM3AIUNKN C PAIMEIICHHOK Ha HHX PEXKIaMOK K NICAOBbIMU
ApeIOKeRUEMA. MHOTHE OPraHM3aillny DNPHUHUMAIT DEeLICHHE O
MIOAKTIOUCHNK CBOMX JIOKAAbHLIX M KODIOPATHUBHBIX ceTel K OT-
KPHITOA TNOOANbHON CeTH.

OnHAKo NOAKIIONEHME K OTKPBITOW FiOBaNbHON CeTH MOXeT
UMETb M HETATHBRHHIC NOCACACTBUS, NMOCKONLKY NOSBAAIOTCH YIPO3bI
HEMIPABOMEPHOIC BTOPXEHUS M3 BHCIIHEN CEeTH BO BHYTPEHHIOIO
CeTh. 1aK0e BTOPXEHHE MOXET BBIIOTHSTLCA K&K C HEHbIO HECAHK-
LHOHMPOBAHHOIO HUCIONbL3OBAHNE DECYDPCOB BHYTPEHHEHR ceTH, Ha-
npumep xuienust MRGDOPMALIAY, TaK ¥ C LebIo HApyLuenyst ee pabo-
rocnocobrocTr. Konpyecrso ysssumocred ceresnix OC, npuxnan-
HbIX AIporpaMM ¥ BO3MOXHBEIX aTak Ha KMC nocrosyio pacrer. bes
COOTBETCTRYIOLIMX CPEACTB 3alUMThl BEPOATHOCTE YCIELIHON peanu-
3aLMH TaKMX YIPO3 SRISETCS JOCTATOMHO BHICOKOM,

Exerognbie novepy, obycaoBieHHbIE HEAOCTATOMHbBIM YPOBHEM
SAMMIICHHOCTH KOMILIOTEPHBIX CETEN OPranM3alivi, OLICHUBAIOTCS
MuapaamMuy nossiapoB. ITosromy nipy noaxiouenuny K Internet sio-
KANBHOHK MAM KOPNOpaTHBHONA cetu Heobxomumo 1o3a0oTuTnest 00
obecneyernyd HHGOPMALUOHHOM Ge30MACHOCTH 3TOM ceTH.

TIpoGnema 3aINThl OT HECAHKUKUOHUPOBAHHBIX NEHACTBUN TIpU
B3aMMOZENCTBUN C BHEIIHKMY CeTAMK MOXeT OLITs YCIIEIHO pele-
Ha TOJNILKO HA OCHOBE KOMIUIEKCHOM 3allIMThl KOPTOPATHBHBIX KOM-
npioTeprsix cetelt. K 6a308biM CPeACTBAM MHOTIOYPOBHEBOM 3a1iMThI
MEXCETEBOrC oBMeHa XaHHLIME oTHocsTes samumenuse OC, M3,
BUPTY&JIbHLIC 3amIueHHbe cet VPN, NpoToKonsl 3aiiMThl Ha Ka-
HanbHOM, TPAHCIIOPTHOM M ceTeroM (nipoTokon [PSec) ypoBHSAX.



MnaBa 8
OBECNEMEHME BESONACHOCTH
ONEPALIMOHHbBIX CUCTEM

8.1. NMpobnemsl obecneuenun BezonacHoctn OC

BORBIIMHCTBO IIPOTPAMMHBIX CPEACTS 3AMTH MHGOPMALKK HB-
JASIOTCS TPUKIANHBIMY HporpaMmamy. s ux BeinionHeHus TpeByer-
¢ rionmepxka OC, Oxpyxenue, B xoropoMm dyuximonupyer OC,
HA3BIBACTCH dogepennod gviucrumensnoi 6azoi (ABB). JIBB rxmoya-
et B ceOA nonxblil Habop anemenToB, obecneunBaOMX HHPOpMa-
tmoHHy0 Oesonacrocth: OC, nporpaMMsl, cereBoe 000pyHOBaHME,
CpencTsa GU3NYECKON 3a1UMThl ¥ JAXE OPraHM3aiMOHHbIE NPOLERY-~
pbl. KpaeyronbHbeIM KaMHeM 3TON ITHPDAMUIL! SBASKETCA 3aLLMILEH-
Hasg OC.

8.1.1. ¥Yrpoas 6ezonacnocrn OC

Oprannsauus sddextusHofl ¥ Hazexwoit 3aumThl OC HeRO3-
MOXHA 0€3 NIpeIBapUTENbHOIC aHANIKM3a BO3MOXHBIX YIpo3 ee 6e3o-
NIACHOCTH. Yrpossl Gesonacroct OC CylLIeCTBEHHO 3a8BHCST OT YCIO-
BUH 3KCIUTYATAlMM CUCTEMBL, OT TOIC, Kaxas MHOODPMALUS XpPaHUTCH
n obpabarpiBaercs B cucreme, ¥ 1. 1. Hanpumep, ecnu OC uenonsay-
CTCH IS OPFAHU3ALMH FICKTPOHHOIO noxymenrocfoporta, Haunbonee
ONACHBI YIPO3bl, CBS3aHHBIE ¢ HECAHKUMOHUPOBAHHBIM AOCTYIIOM
(HCII) x datinam. Ecnu xe OC ucnonsiyercst Kak mmatdopma Ipo-
Baizepa Internet-ycnyr, oueHb ONACHBI ATAKK HA CETEBOE ITPOTpaMM-
Hoe obecnevene OC.

Yrpossl GesonacHocth OC MOXHO KnraccMMLMPOBATH 110 pas-
JIRYHBIM ACHEKTaM KX peanuzaumy [S6].
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1. TTo uesu amaxu:

¢ HeCAHKIIKOHMPOBAHHOE YreHNe KRGOopMaLIKK;

» HECZHKLIHOHUPOBAHHOE HaMeHeHue HHDODMALINH;

¢ HECAHKUHOHKPOBAHHOS YHHYTOXEHNE nHbOpMaLiUK;

* IOJIHOE MK YacTHyHoe paspyuleHue OC.

2. Yo npunyuny ec3dedcmeus na onepayuosHyo cucmemy:

¢ YCHIONB30BAHHKE HK3BECTHRIX (CTanNpbHBIX) KAHANOB MOAYuE-
HUA HHOOPMaKK; HAIPHMED YIPO33 HECaHKIIMOHMPORBAH-
HOTO 4yTeHus Gaiia, 10CTyn 05308aTeel K KOTOpOMY O~
PEAENCH HEKOPPEKTHO, T. €. Pa3peiucH ZOCTYT {1051H308aTE-
JII0, KOTOPDOMY COMNacHoO noantuxe 6e3onacHocTy AoCTyn
NoKeH GhiTh 3anpeileH;

* KCIIONb30BAHME CKPBLITHIX KAHANOB NONYYeHHA MHGOpMaUNH;
HanpyMep yrpo3a MCHONL3OBAHMA 3N0YMBILUIEHHMKOM He-
IOKYMEHTHpPOBaHHBIX BoaMoxHocrelt OC;

* CO3/IaHHE HOBbIX KAHATOB TONYYeHHS HHPOPMAUMK ¢ NOMO-
1UBIO IPOTPAMMHBIX 33KJIAJIOK.

3. Tlo muny ucnonb3yemoi 3A0YMbIUACHHUKOM YAISUMOCTU 3AU{UMBL.

¢ HEaleKPATHAN TIONMTHKA OC30MACHOCTH, B TOM UYHCAE H
olNBKH AAMUHKCTPATOPA CUCTEMB,

¢ OLNBKH ¥ HEAOKYMEHTHPOBARHbBIC BOIMOXKHOCTH POrpPaMM-
HOoro ofecrieuenus OC, B TOM UMCAE M Tak HA3bIBAEMBbIC
MOKY — CHY4BUHO UK NTPEAHAMEPEHHO BCTPOCHHBIE B CHCTE-
MY «CityXeGHble BXOMAbI», MO3BOASIOWINE ODXOAUTL CHCTEMY
3AUIUTH;

* DAHCE BHEAPCHHAs NIPOTPAMMHAS 3aKI4JIKa.

4. ITo xapaxmepy e030eldicmens na ORePaARUORKYIG CUCTIEMY.

* AKTUBHOE BO3AEHCTBUE — HECAHKUMOHUPOBAHHDIE NeHCTRHS
SNOYMBILUIEHHMKA B CHCTEME;

* JTACCHBHOE BOICHCTBHE — HECAHKHKOHKPOBaHHOE HabMo-
LEHYE 3M0YMBILUICHHYKA 32 NPOHECCaMHU, TIPOKCXOIALINMHE
B cHCTEME,

Yrpossr GezonacHocTy OC MOXHO TAKXe KiIacCHIHMUMPORATD 110
TAKMM TipH3HAKaM, Kak: Criocof pneficTsuil 3mMoyMmbllUIEHHHKE, MC-
10JiR3YEMbBi€ CPEACTBA aTaky, OOBEKT aTaKi, cnocod BO3ACHCTBUS Ha
O0OBEKT aTaky, COCTOsIHUE atakyeMoro obsekta OC Ha MOMEHT &TaKHM.

OC MOXeT NOABEPrHYThCS CAEOYIOMIMM THIIHYHBIM aTaKaM:

¢ CKAHUPOGAHIIO (PAUA060Ud cucmeMesl. INOYMBIINEHHYUK fIpocMaT-

pusaet GaANOBYIO CHCTEMY KOMITBIOTEPA H MILITAETCH NPOYECTD
(11K CKOTIKPOBaTh) Bee Gaiinbl NMoapsl. PaHO WIK 11031HO 06~
Hapy>XMBaeTCs x0Ts Obf 0aHa owwmdKa aaMUHMCTpaTOpa. B pe-
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3yALTATE NOYMBILUIEHHHUK NOAYYACT AOCTYI K HHDOpManny,
KOTOPBIH NosiXeR OnTh eMy 3anipellieH;

s nodbopy napoas. CylUlecTBYIOT HECKOABXO METONOB rionfopa na-

poaei nonssosareseil:

- TOTANLHBI{ nepebop;

— TOTANbHELIK nepefop, ONTHMHKIKPOBAHHHNE IO CTATHCTHKE
BCTPEUYAEMOCTH CHMBO/IOB WK ¢ FIOMOULBIO CIOBApEH;

- NOAGOP NApONs C KCIIONB3OBARHEM 3HAHMA O NONH30BATEAE
(ero uMeHH, baMIVIKK, JATH POXIEHHUS, HOMEpa TenedoHa
KT ),

o Kpapwe KAoMesoll ungopmayiy. 3H0YMBIIUICHHHK MOXET FIOACMOT-
peTh Faposib, HabypaeMbilk IONMBIOBATENEM, WM BOCCTAHOBUTL HA-
OypaeMplil NONL30BATENIEM FAPOTL 110 HBIDKEHHAM €ro pyK Ha
x1askatype. Hocurens ¢ Kmouesoil HudopManmeit (CMapT-Xapia,
Touch Memory ¥ T. 2.) MOXeT ObiTh FIPOCTO YKPaIeH;

+ cbopke mycopa. Bo mMuorux OC nadopManus, YHUYTOXEHHES
FIONIBL30BATENIEM, HE YHHUTOXAeTCH (DUIHNUYECKH, 4 ITOMEYaeTCs
KAK YHUMTOXEHHAS (TaK Ha3bIBaeMBIH mMycop). 30YMBIHIACH-
HHK BOCCTRHABIHBACT 5TY HHDOPMALKIO, NPOCMATPKBAET €€ K
KONKPYET KHTEPECYIOUHE eI (hDparMeHTh;

o NpEsbUUERUIO NOAHOMOHUU. 3NIOYMBILIICHHHK, MCIIONb3YS OLUKO-
X# B nporpamMMzom obeciieyernn OC unu noauTtuxe desonac-
HOCTH, NOJY4deT NOJHOMOYMS, NpesbllualQLIKe Te, KOTOphie
&MY NPENOCTaBACHb! B COOTBETCTBUH ¢ NONUTHKOH 6e30nacHo-
cry. OBLIMHO 3TO HOCTHTACTCH NYTEM 34ANYyCKA NPOrPamMMbl OT
KMEHH JPYIOTO F10/b30BATe/ 5,

* NpoZpamMmaLM 3aKaadxam. TIporpaMMHbIC 3aKJIaliKK, BHeApse-
Meie B OC, HE MMEIOT CYLISCTBEHHLIX OTAMYMN OT ApYyrux
KAACCOB FIPOIPAMMHEBIX 34KIAZ0K;

o DCAOHBIM NPOZPAMMAM — DTO TIPOTPAMMBL, NIPEAHAMEPEHHO 34-
XBATHIBAIOHIKS 3HAYMATE/ILHYIO YaCTh PECYPCOB KOMIILIOTEDY, B
Pe3Y/ILTATE YEro APYTHE MPOrPaMMbI HE MOIYT BBIFICIHATLCH
WJIM BRIFIONHAIOTCS Kpalihe MemieHHo. 3aryck XaaHoH npo-
IPaMMBl MOXET ripusectTd x kpaxy OC (56).

8.1.2. lNousrne saupnyennon OC

OrnepalitOHEYIO CHCTEMY HAIbIBAIOT JamUenRol, ECAK OHa fIpe-
JYCMAaTPHBAET CPENCTBA 3AIUNTHI OT OCHOBHBIX KJIACCOB YIpo3. 3aliu-
utenHas OC 0053a7eNIbHO DOKHA CONEPXATh CPEACTBA Pa3rpaHmye-
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HHM$ [OCTYHA NOAL30BATENCH K CBOMM DECypCaM, a TaxoKe CPencTBa
NPOBEPKY HOAIKHHOCTH FIONH30BATE S, HauyHawLero pabory ¢ OC,
Kpoume Toro, saumiueHHas OC ROMXHA COASPXaTh CPEACTBA NPOTH-
BOZEHCTBYS CaysaltHOMY MAK npeasaMmepeHHomy BeiBony OC u3
CTPOs.

Ecnu OC npenycMmarprBaeT 3aLUKTY HE OT BCEX OCHOBHBIX Kiac-
COB YIpoO3, a TONBKO OT HEKOTOPhIX, Takyxe OC Ha3biBaIOT Yacmuuno
sawuwennott {56, 88].

Noaxoam K NOCTPOSHMKO saupeHHsx OC

CylUeCTBYIOT ABa OCCHOBHBIX FIOLXOHA K CO3JAHHIC 3aLLMILEHHBIX
OC — ¢parmenrapHeit ¥ xomnnexcHslit. [Ipu  dpaemenmaprom
TICOXOJE BHAYAIC OPraHM3YETCS 3ALUMTA OT OHHOH Yrpo3bl, 3aTEM OT
Apyroft v 1. . [IpumepoM dparMesTapHOro fOOXCAa MOXET CIy-
XHMTh CHTYaLMsl, KOFA2 3a OCHOBY Oepercs HesalwwiuerHas OC (Ha-
npuMep, Windows 98), Ha Hee YCTAHABIMBAKOTCA AHTUBKUPYCHBIN Ma-
KET, CHCTEMA WHGPOBAHKS, CHCTEMA PEIHCTPAIMK NeiCTBHI nosib-
30BaTened ¥ T. .

Hpu npuMenenns $parMeHTAPHOTO TICAXOHA FIOACHCTEMA 3aLLi -
Tt OC npeacrasmsier ¢oGoft HaGOD pazpO3HEHHBIX POrPAMMHBIX
AIPOIYKTOB, KaK NpPaBuio, OT PA3HbIX NPOM3BOAMTENeH. DTH npo-
FPAMMHBIC CPEACTBA pabOTAIT HE3ABHCHMO APYT OT APYIa, IDH 3TOM
FIPAKTHYECKY HEBO3MOXHO OPTraHy30BaTh ¥X TECHOE BlauMmomeHcr-
Bre. KpoMe TOro, OTAENLHBIE INEMEHTHI TAKOH NONCHCTEMb! 3aILKTHI
MOTYT HEKOPPEKTHO PaloTath B NPUCYTCTBAM JPYr Apyra, 4TO IpH-
BOIIKT X PE3KOMY CHIKEHUIO HAIEKHOCTH CHUCTEMBI,

Hpu xomnaexcrnom NOOXORE 3AIUNTHBIE GYHKLMMK BHOCsTC B OC
Ha 2TAfle NPOeKTHpOoBaHMs apxuTextypsl OC B ABASMIOTCA €€ HeOTh-
eMaeMON YacThio. OTIENbHBIC DAEMEHTh! MOINCKCTEMSB! 3AILMUTLI, CO3~
JAHHON Ha OCHOBE KOMITIEXCHOO NOAXOAA, TECHO B3aUMOZEHCTBYIOT
APYT € APYFOM NPH PELUCHHHK DA3NIMYMLIX 38/a4, CBA3AHHBIX ¢ Opra-
HU3aLMEH 3aluyThi WHOOPMALMK, TIOITOMY KOHGIMKTH MEXIY ee
OTAEABLHLIMY KOMITOHEHTAMH NPAKTHYECKH HEeBO3MOXHbi. [Toacucre-
M& 33ILHTHI, CO3AaHNa% Ha OCHOBE KOMILIEKCHOTO TIONXO0MA, MOXET
ObITb YCTPOEHA TaK, YTC NpH dataipHbIX c60sX B DYHKINCHUPOBa-
HEK e KNIOYEBBIX MEMEHTOB OHA BbI3bIBacT xpax OC, 4To He Ho-
3BOSIAET 3IOYMBILLUIEHHUKY OTKIXCHAThL 3aILUTHbIE (PYHKLKH CHOTE-
Mbl. [lpy (pparMenTapHOM FIOOXOAE TAKAS OPraHy3aling FOACHCTEMBI
3AILUTH HEBO3MOXHA.
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Kax nipaBuiio, moacucteMy sammtsl OC, CO31aHKEYI0 HR OCHOBE
KOMIUIEKCHOYO FIOAXOHA, NPOSKTUPYIOT TaK, 4TOOb OTAC/ibHBIE €¢
aneMeHTsl Oputi 3aMeHseMbl. COOTBETCTBYIOGLINE NPOTPAMMHBIC MO~
AYIY MOTYT ObITh 33MEHEHBI ADYTUMHU MORYASIMHU.

ALMBMCTRATHBHLIE MePhl 3alNMTHI

[lporpammuo-anmnapatsbie cpeicTsa saumtsr OC obszarensho
JOJKHBI AONOAHATECH aNMUHUCTIPATUBHLIMY MEPAaMM 3aLINTh. be3
NOCTOSHHOH XBanW(pHULUMPOBAHHON TNOMOEPKKHK CO CTOPOHHI AIMH-~
HUCTPATOPa JaXe HANEXKAS NPOrPAMMHO-anapaTHas 3alldrTa Mo-
XeT Napath cOou. Tlepeuycnum OCHOBHBIE BaAMUHKCTPATHBHBIC MEDDI
34LLKTHL.

1. Hocmoaunwtd xonmponw Koppexmuocmu ynkyuonuposanus OC,
0Co0eHHO e¢ MOACKCTEMBl 3ALUMTHI. 1AKOH KOHTpOIH YAOOHC Opra-
HA30BaTh, ecin OC nOMIep X UBAeT 3BTOMATHYECKYIO PETHCTPALIIO
Hanrbonee BAXXHbIX COOBITUM (event logging) B CIELMAIBHOM XYPHANE.

2. Opzanusayus u noddepxcanue adexgamuoil noaumuic bezonac-
nocmuy. Tlonutrka 6ezonackocTi OC NOMKKE NOCTOSRHO KOPPEeXTH-
pPOBATLCA, ONEPATMBHO PEArMpysi Ha NOIMBITKK 3HOYMBILIICHHUKOB
npeogonieth 3ammuTy OC, 8 T4XOKE HA U3MEHEHHH B KOHDUIVpauny
OC, ycraHOBKY ¥ YAQICHHE NPUKIAAHBLIX NPOTPaMM.

3. Hucmpykmupoeanue RnoAbI08AMENel OREPAUUOHHOU CUCHIEMbL O
HeoOXOAMMOCTH COOMONERUS Mep OesonacHocTy npu pabote ¢ OC
KOHTPOAb 38 COOMIOACHHEM 9THX Mep.

4. Pecyasiphoe co30anue u OCHOGAEHUE DE3EPEHBIX KONUI NPOTPEMM
1 Aanrex OC.

5. HTocmosnstii KORMPORD UIMEHEHUT 8 KOHDUEYPAUUOHHBIX TAHHBIX
u noaumuxe besonachocmy OC. Yirbopmaunio o6 3TUX U3MEHERKSIX
1HENeco00pasHO XPaHUTh HA HEINEKTPOHHBIX HOCUTensX HHbOpma-
UMM, I TOTO 4TOOBI 37OYMBILUIEHHUKY, FIPEONOEBIIEMY 3aLIMTY
OC, 6pio TPYAHEE 3aMACKMpPOBATh CBOK HECAHKUWOHKPOBAHHBIE
OeRCTBUA.

B xoukpernbix OC moryr notpefoBaTscs ¥ EPYIHE aIMKHKCTDa-
THBHBIE Meph! 3a21iMThl MHopMatuy {56].

AeRBaTHas nomrmxa Ge30nacHoCT™

BriGop ¥ nodnepXasye aneKBATHOM NONUTHKK 6e30NaCHOCTH
SBASIOTCSH ONKHOA K3 Haubonee BAXKHBIX 3ama4d aaMuHucTpatopa OC.
Ecau npunsrtas 3 OC nonwryka 6e30nacHOCTH HEaReKBATHA, TO 210
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moxeT npusecty Kk HCI 3n0yMsitiieHHHUKA K pecypcaM CHCTEMBI U
K CHHXECHBIO HaieXH0CTH dyHkuuonuposanus OC.

WizsecTHO yTBEpXOCHHE: ueM ayqme 3awmiexna OC, Tem Tpya-
Hee ¢ Helt paboTath NOMBIOBATEAAM M AAMHHUCTpATOpaM. D10 ofy-
CHOBJICHO CACOYIONIMMY BaKTOpaMu:

* CHCTEMa 3aiIMTHI HE BCErNa CrocoGHAa ONpEeNcinTh, SBIACTCH

JA HEKOTOpOe AeHCTBHE IOJB30BATEIS 30HaMeperHbM, [lo-
FTOMY CACTEMA 3ailBTHl MbO He fpecexaeT HeKOTOphble BHIbI
HCH, nubo sanpeuraeT HEKOTOPHIE BIIOAHE JETAJbHbIE NEHCT-
By rosp3oBaTesieit, e Bulne 3aMILEHBOCTD CHUCTEMBI, TEM
LHPE KIACe Fex ACTanbHbIX NeACTBUE NONL30BATENEH, KOTOpLIE
PACCMAaTPHBAIOTCSA FIOJCHCTEMOM 3a1UMTH KaK HECaHKUNOHUPO-
BaHHbIE;

» 1100as cHUCTeMa, B KOTOPOW NPEeAYCMOTPEH b (DYHKLMM 3aLMATH
vHdopMauny, TpebyeT OF agMHHACTPATOPOB ONPEEEICHHBIX
YCHRH, HAfIPaRICHHbIX Ha fIOUIEPXAHNe AIEKBATHOH NOoANTH~
kn GezonacHoct. YeMm Bomviie 38 OC 3amwmtubix dyHxuui,
Tem GOJblIE BPEMCHH KB CPEACTB HYXHO TPATUThL Ha NONIEPKA~
HYE 3aUINTDL;

e nopcucTema 3ammTel OC, xax ¥ 1oBo# Apyro# nporpaMMHBIR
naxeT, norpebasier annapartHble pecypchl KoMiibloTepa. Hem
CIIOXHEEe yCcTpoeHs! 3auiwtHble dhyHKuny OC, Tem Sonbiue pe-
CYPCOB KOMIThIoTEpa (TIPOLIECCOPHOIO BPEMEHM, OlepaTHBHOR
NAMSTH | Ap.) 3aTPAYKBACTCA Ha fIOAIEPXKAHNe DYHKUHOHUPO-
BAHUS NONCACTEMbBI 3ALMTHE ¥ TEM MEHBILE PECYPCOB OCTAETCH
Ha ACMIO fIPHKIIAHBIX POTPaMM;

e NIOANICPXKAHMKE CHAMIHKOM XECTKOW MOMMTHKN OE30NacHOCTH
MOXET HEFAaTHBHO CKA3aThCA HA HAACKHOCTH QYyHKLHOHAPOBE-
upusg OC, UpesMepHO XecTKas NOANTHKA BE30MaCHOCTH MOXET
[IPUBECTH K TPYAHO BHIARIZEMBIM OmnOKaMm y cB0sSM B Npo-
uecce dyuxumonuposanua OC u gaxe K ee Kpaxy {56, 88).

Onmumanenan GOeK8AMHAR NOAUMUKG BE3CRACHOCMY — 3TO TaKas
MoANTHKA 0€30MacHOCTH, KOTOpas HE TO/BLKO HE [1O3BOJHET 370-
YMBILLUIEHHKHKEM BBLITOMHSTh HECAHKUKOHUPOBAHHBIE ZCHCTBUS, HO
B HE NPHBOAXT K ONMCAHHbBIM BBIILEC HETaTUBHHIM 3hdexTam,

AzexsaTHas NOMKUTHKA De30I1aCHOCTH OMNPENENHEeTCS HE TOMBKO
apxuTektypofl OC, HO 1 ee KonpUrypauei, yCTaHOBISHHBIMY IPU-
KII&AHBIMA TIporpaMMaMy ¥ T. . POPMBpOBAHKE B TORICPXKAHMIE
anexsaTHOH monuwtuky Gesonacuoctn OC MOXHO pasieNuTb Ha psl
TAIOB.

12 3348
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1. Anaau3z yepos. Anmunuctparop OC paccMaTpHBaeT BO3MOXHBIE
yrpo3sl 6e3onacHOCTH AaHHoro sk3eMiuisspa OC. Cpeau BO3MOXHBIX
yIpo3 BbLAEASAIOTCA Haubojee onacHbIE, 3allUTE OT KOTOPBIX HYXHO
yIeNsATh MaKCUMYM CPEACTB.

2. Qopmuposanue mpebosanui Kk noaumuxe besonacHocmu. AIMH-
HHCTpATOp OIpeleNsieT, KaKue CpeacTBa M MeToAbl OYIyT NpHMe-
HATBCS JUISA 3alUMTBI OT TeX WJIM MHBIX yrpo3. Hanpumep, 3aimrty ot
HCJI k HekoTopoMy 00bekTy OC MOXHO pelllaTh JU0O CpelCcTBaMH
pa3rpaHUYEHUs] JOCTyNa, JUOO KpuntorpadHyecKMMM CpelCTBaMH,
1160 UCIIONAb3ys HEKOTOPYIO KOMOHHALIUMIO 3TUX CPElICTB.

3. Dopmanvhoe onpedenerue noaumuku Gesonackocmu. ADIMUHHUCT-
paTop OMNpeAeseT, KaK KOHKPETHO JOXKHBI BBINOJHATLCS TpeOOBa-
HHUsl, cHOpMyIMpOBaHHbIE Ha mpeabiaylueMm 3tane. PopMyaupyroTcs
HeoOxoauMblie TpeOoBaHUs K KoHburypauuu OC, a Takxke TpeboBa-
HUS1 K KOH(UIypallud TOTMOJHHUTEIBHBIX MAKETOB 3alllMThI, €CIH YC-
TaHOBKA TaKMX NakeTOB HeoOxoauMma. PesdynbraToM HaHHOro sTama
SIBJIIETCSl pa3BEpPHYThIA NepeyeHb HacTpoek KoHpurypauuun OC u
IOTMOHUTENbHBIX MAKETOB 3alUTHI C YKa3aHHUEM TOTO, B KaKMX CH-
TyalMsX, KaKMe HaCTPOMKH JOJXHBI ObITh YCTAaHOBJEHDI.

4. Ilpemsopenue 6 xcusHv noaumuxu besonackocmu. 3agayeit naH-
HOTro 3Tamna sIBaseTcsl npuseneHue koHourypauuu OC U IOMONHH-
TeJbHbIX NAKETOB 3aILMUTHI B COOTBETCTBUE C MOJUTHKOM Oe3omacHo-
cTH, ¢$OpManbHO OMNpeleNeHHON Ha MpEeABIIYILEM 3Tarle.

5. Ioddepacanue u xoppexuus nosumuxu 6esonacHocmu. B 3a-
layy agMMHHUCTpaTOpa Ha MaHHOM 3Talle BXOAHUT KOHTPOJb CO-
OnrofeHUs NMOJUTHKM 0€30MaCHOCTH M BHECEHHE B Hee HeoOXoau-
MBIX M3MEHEHHUH MO Mepe MOSABIEHUS HU3MEeHEHUH B (PYHKIHMOHH-
poanuu OC.

CrneuyanbHbIX CTaHAApTOB 3alluiueHHOCTH OC He CylllecTBYeT.
s oueHku 3awuueHHOcTH OC UCMONb3ylOTCa CTaHIapThl, pa3pa-
foTaHHbIE AISI KOMIIBIOTEPHBIX cHCTeEM Boo6Oule. Kak nmpaeuiio, cep-
tudukauus OC 1o HEKOTOpOMY KJacCy 3allMThl CONPOBOXIAETCS
cocTaBjieHUEM TpeOOBaHMH K aleKBaTHOH ITOJHMTHKE O€30IMacHOCTH,
npyu 6e3yCcJIOBHOM BBINOJHEHHHM KOTOPOH 3allMIUEHHOCTb KOHKpPET-
Horo sk3eMIuisgpa OC OyaeT cooTBETCTBOBAaTh TPeGOBAHUSIM COOTBET-
CTBYIOILIETO KJ1acca 3alllMThI.

Onpenensas aneKBaTHYIO NMOJUTUKY 0€30MacHOCTH, aAMHUHHUCTpA-
Top OC D0/IXEH B NEPBYIO Ouepeab OPUEHTUPOBATLCA Ha 3awuty OC
OT KOHKPETHbIX yrpo3 ee Oe3omnacHocTH {56, 88].
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8.2. Apxurexrypa noacucrembt sawmrst OC
8.2.1. Ocuosrsie dyHkumn nogeucrems: sauwmnres OC

Ioncucrema samuTsl OC BRINOAHSAET CHENYIOWINE OCHOBHbIC
DyHKLHH,

1. Udenmupuxayus u aymenmugpuxayus. Hyu osun nojab3osatesis
He MOXeT HauyaTh paboty ¢ OC, ne maewtvdnumposas cels u He
NpPEenocTaBus cucreMe ayTeHTHOHuMpyoWYe #RPOpMALHIO, NOd-
TREDXKAAIOLAYIO, HTO NOJB3OBATENbL NEHCTBHTESBHO HB/ACTCH TEM,
KeM OH cefn 3asBnger.

2. Pazepanuuenue docmyna. Kaxabi noJib308aTeNb CHCTEMbI HME-
€T BOCTYN TONBKO K TeM obbexTam OC, K KOTOPHIM €My NIPEAOCTABACH
IZOCTYIl B COOTBETCTBHM € TEKYIUEH MONHTHKOH 6E301aCHOCTH.

3. Aydum. OC perficTpupyeT B crielalbHOM XKypHaae coObiTHSA,
TIOTEHLIMATILHO OTIACHBIE LISt NosaepKanns 0e30NacHOCTH CHCTEMB.

4. Vnpaeaenue noaumuron Gesonacrocmu. Hoauruka 6e3onacHo-
CTM ILOJIKHE JIOCTOSHHO YIOANEPXKMBATLCH B AEKBATHOM COCTOSHHM,
T. €. AoJKHA I'ulKO pearupoBaTh HA M3MEHEHHS YCIOBMH DYHKUHO-
nwuposauus OC. Ynpapiedue nosutukol 0e30nacHOCTH OCYyLecTs-
JISETCH ANMMHHUCTPATOPAMM CHCTEMBI C UCTIONBICBAHHEM COOTBETCT-
BYIOLLIMX CPEncTs, BeTpoeHHbix B OC.

5. Kpunmozpaguueckue gynxyuu, 3aumuta vHQOpMaLKK HEMbIC-
nuMa Ge3 MCHONB30BAHMA KPUNTOrpadMuecKMX CpencTB 3alluThl
{Hudporanne uenonsdyercs 8 OC npn XpaHeHUK ¥ fiepenade 110 Ka-
HajiaM CBA3Y NapoJied noab3oBaTeiedl M HEKOTOPBIX APYr¥X JAaHHbIX,
KPHTHUHBIX 18 0€3011aCHOCTH CHCTEMBL.

6. Cemegnie chynxuun. Copemernnie OC, xax npasnio, patora-
10T HE HU3OJMPOBAHHO, 3@ B COCTABE JIOKAIbHBIX H/WIH II00anbHbIX
KoMibioTepHbiX ceteit. OC KOMIIBIOTEPOB, BXOIALUMX B ONHY CETb,
B3aHMOIEHRCTBYIOT MEXAY coDOH Ins PellieHMst PAMIMYHBIX 32034, B
TOM HMCJIE W 32784, MMEOLLNX JIPAMOE OTHOLUEHHE K 3a1UMTE HHGpOp-
M31IHH,

Topcuerema salmTht OGBIYHO HE fipencrapnseT COOOH ennHbIR
fiporpaMMHbif MOIyAs. Kax npasuio, Kaxaas U3 NepevHClNCHHBIX
GYHKUBH HOACHCTEMB! 33IUNTHI PEIUALTCH OJHUM MIH HECKOAbKHMH
nporpammHpIMy  Moaynsmu. Hexoropue (yHKUKM BCTpayBaioics
nenocpeacTserHo B aape OC. Mexay pasinuHbIMK MONYIAMH NTOM-
CHCTEMBI 3ALIMTH AOJDKEH CYLIECTBOBATH HETKO ONPEACICHHBIH HH-

£
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Tepdeiic, MCIONL3YCMBIA NpH B3aUMOACHCTBHM MOOYIeH Ans pee-
HUst 00IIKX 33584,

B rakux OC, xax Windows XP, NOACHCTEMS 3aILKTH YETKO BhI-
mensiercs B obiedt apxurextype OC, 8 mpyrux, Xxak UNIX, samur-
Hble (DYHKLKH PacnipeesieHbl fIPaKIHIecKy 1o sceM snementam OC.
Onsaxo modas OC, yAOBICTBOPSIOWAS CTAHAAPTY 3alIMLIIEHHOCTH,
AONIKHE COOCPXATh NOJCHCTEMY 321UHThHl, BHINOMHSIOWYIO BCE Bhliie~
niepeunciennbie hyskuun., O0wnunro noacucreMa zawurtet OC no-
NYCKAET PaciiupeHHe JONOAHMTENLHBIMY NPOTPAMMHBIMM MOZYNS-
MH {56, 88).

8.2.2. Npenrtuburauns, ayresTnpmuKaumns » asropriaumns
cybsexros gocryna

B sammennoit OC moGoi nonssoBarens (CyGBEKT HZOCTYNa),
nEpesl TEM Kax Hayath paboTy ¢ CHCTEMON, HOKCH Npoity HIeHTH-
dukanuio, ayreHTHOHKALMIO M apropusanuio. Cybsexkmom docmyna
(vy nIpOCTO CybsexmoM) HA3BIBAIOT MOOYI0 CYIWIHOCTDb, CIIOCOOHYIO
HHUIKHPOBATE BHINOJAHEHHME onepanuil Han snemenramu QC. B ya-
CTHOCTH, NO/b30BATENH SBIAIOTCA CYOBEKTAMH JOCTYIIA.

Hoenmuguxayus cyGpexra ZOCTYNA 32KAI0YACTCS B TOM, YTO
cybrexr coobuwaer OC udenmugpuyupyrowyio ungopmayuio o cede
(M3, ySeTHBIE HOMED M T. A.) ¥ TakuM ofpasoM uacHTHOHUMpYET
cebs.

s Toro wrolsl yCTaHOBHTS, YTO MONIL30BATE I YMEHHO TOT, 32
xoro c¢ebs BagaeT, B UHGOPMAUMOHHBIX CHCTEMAX NPEAYCMOTPEH?2
NpoLeNypa aymenmugurkayuy, 3afa4a KOTopoil ~- npeaorppallleHue
HOCTYHIZ K CHCTEME HEXENATETIbHLIX KL

Aymenmuuxauus cyGbexTa BOCTYNIA 3aKiIO¥aCTCH B TOM, YI0
cyOnexT npezoctaisger OC nomumo upeHTuduuMpyiowe# BHbOp-
Malyy ClIe ¥ aGymeHmuQuuupyiowyo uigopMayuie, 0XTBCPXIaI0~
ILYIO, YTO OH AEHCTBUTENBLHO SBIAETCS TeM CYOBEKTOM ZOCTya, K
KOTOPOMY OTHOCHTCSH MAeHTuGMLMpYlowas nHdopMauus (M. . 7).

Asmopusayus cyGhexTa ROCTYNA [IPOMCXOAHT TIOCHE YCHCHIHON
raesTHHAKauun ¥ ayrenTuduxauny. Jipy astopusanuy cydnexrTa
OC ppuionusier BSHCTBUS, HEOBXORMMBIE IS TOTO, 4TOOBL CcyOpexT
MOT Hayath paboty B cucteme. Hanpumep, aBTOPU3ALUS NONB30BaTS-
s B onepanKonnoi cucteme UNIX pionovaer B cebsa nopoxiaeHue
TIPOLIECCE, SBAFIOMICIOCH OfIepanyoHHol 00004KOoH, C© KOTOpPOH B
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AansHefieym Oyaet paborars nonszoparesib. B OC Windows NT ap-
TOPU3ALKA TIONL3OBATE/N BRIIIOYALCT B o081 CO3KaNME MapKepa KOCTy-
Iia NoJIL30BaTeNs, COaHKE Paboyero CroJla | 3anyCK Ha HEM 0T yMe-
HHY ABTOPHM3YEMOTO NONbL3OBaTenst npouecca Userinit, MEKLMANM3K-
PYIOWIETO MHAMBUIYAALHYIO TPOIPEMMHYIO CPERY NOAb3OBaTeis.
ARTOpH3as CyOpeKTa He OTHOCHTCS HaIPAMYIO K NOHCHCTEME 3a-
unTsl OC, B nipouecce apTOpHU3aliny PELIAIOTCS TEXHUYECKHE 3aia~
YK, CBA3AHHBIC ¢ Opraduzauven Havana paboTh B CUCTEME YXKE MISH-
THOHLIKUPOBAHHOTO M ayTenTHDHLIMPORAHHOIG CYGReKTa HOCTYIIA,

C touxky 3peHus obecnieuenus Oesonacsoctd OC mpouenypbi
uaeHTHhUKALMK ¥ ayTeHTH(DUKALNY SBASIOTCH BECbMA OTBETCTBEH~
HbIMK. e fCTBUTENbHO, eCal JMOYMBIUUIEHHKK CyMe)l BORTH B CHCTe~
MY OT HMEHM JIPYTOTO IOJIL30BaTENs, OH JCIKO I10Ay4aeT JOCTYI Ko
Beem obbextam OC, K KOTOPhIM MMEeT HOCTYH ITOT MONbI0BATE/b.
Ecny npy 3T70M NOACHCTEMA ayiaHTa redepupyer coobueHus o ¢obpi-
TUSX, NMOTEHUKANBHO OnacHbix Wis BezonacHoctr OC, 10 B XKypran
AYHUTA 3aNUCHIBACTCH HE MMS 3NIOYMBILUICHHKKA, 2 MM ITOAb30BaTe-
75, OT MMEHK KOTOPOTC JIOYMBILUICHHUK paboTaeT B CHCTEME.

Metonnl dzeHTUDHKALMY H ayTeHTHDHKALNUH ¢ TIOMOUIBIO UMe-~
HE Y NAapoJis, BHELIHMX HOCHTEReH KnoueBciHi HHOOpMaiy, SHo-
METPHYCCKHX XADaKTEePHCTHK TIOALIOBATENCH F10OpOSHO paccMoTpe-
Hbl B 1. 7.

8.2.3. Pasrpanuuenne gocryna K obrexram OC

OCHOBHBIMH TOHATHAME NPOLECCA PA3IIPaHUyeHKBs HOCTYNRaE K
obbexram OC sipisiiorca o8BeKT AOCTYNA, METON XOCTYNa K O0beKTy
# cyGpeKT aocTyia.

Obsexmom docmyna (Maw npocTo obsekmom) Ha3bIBaIOT Mobof
anemeHT OC, DOCTYII K KOTCPOMY NOMbLIOBaTENeR M APYIHX CyObek-
TOB HKOCTYNa MOXET ObITh NPOM3BOMBHO OIpaHu4eH. BO3MOXHOCTB
nocryna K obpekram OC onpeaensiercst HE TOABKO APXHTEKTYPOR
OC, 10 # Texyiel noauTHKeH OesonacHocT. Flioa obpekrTaMy 1oc-
TYIIA NOHKMAIOT KAK pecypchbl 000pynosaHus (JIpOLECCOop, CerMeHTsl
[1aMSATH, NPHHTEP, NHCKK ¥ JIEHTH), TAK K JIPOrpaMMHBIE PECYPCBI
(hafisnsl, mporpamMmsl, ceMadopsl), T. €. BCE TO, ZOCTYIT K Y€MY KOH-
TpoaupyeTesi. KaXanlil 00RpeKT HMEET YHHKANLHOE MMS, OTIHYaIoUIce
€10 OT ApYruX OOBEKTOB B CUCTEME, W KAXIBIA M3 HUX MOXET OblTh
HOCTYIICH YEPes3 XOPOIIO ONpPEenesicHHbIe M 3HAYHMbBIC ONEPaLiKK,
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Memodom docmyna K 06beKTY Ha3blBaeTCs OMepaLus, onpeaeneH-
Hasg wis obbekta. THUM ornepauyy 3aBUCHT OT oObekTOB. Hanpumep,
MPOLECCOP MOXET TONbKO BBIMOJHATh KOMaHIbl, CETMEHTbl NMaMsTH
MOTYT ObITb 3aMMCaHbl U MPOYUTAHBI, CUMTBIBATEb MarHUTHBIX KapT
MOXET TOJIbKO YMTaTh, a /id (aitnoB MoryT ObITh OMpeaeneHbl MeTo-
Ibl JOCTYIA <«YTEeHHE», «3aMMUCh» U «100aBieHUe» (IOMUCbIBAHUE WH-
dopmaunK B KoHel (aiina).

Cybsexmom docmyna Ha3blBalOT JOOYH CYLLHOCTb, CIOCOOHYIO
MHULMUPOBATh BHIMOJIHEHHUE onepalnii Hag o6bekTaMu (06paluaThes
K 06beKTaM MO HEKOTOpbIM MeToxaM aoctymna). O6GbIYHO Monarawr,
YTO MHOXECTBO CyOBLEKTOB AOCTYNa U MHOXECTBO OOBEKTOB AOCTyNa
He nepecekawtcsi. MHorna Kk cyObekTaM OOCTyINa OTHOCSIT NMPOLIECCHI,
BHIMOJNHAKOLMECS B cucTeMe., OTHaKo JIOTUYHEE CUMTAaTh CYOBEKTOM
IOCTyNa MMEHHO MONb30BaTe/sl, OT UMEHU KOTODPOIO BBIMOJHSIETCS
npouecc. EcrectBeHHO, noa cyObeKTOM OOCTyNa Moapa3yMeBaloT He
(u3nyeckoro nonp3opartens, paboTalollero ¢ KOMIMbIOTEPOM, a «J10-
TMYECKOro» MOJb30BaTeNisl, OT UMEHU KOTOPOTO BBIMOJHSAIOTCS MpO-
ueccel OC.

Taxum obpasoM, ofisexkm docmyna — 3TO TO, K YeMy OCYLIECTBJIsI-
€TCcsl O0CTyn, cybsekm docmyna — 3TO TOT, KTO OCYLIECTBJISIET JOC-
TYMN, U Memo0d docmyna — 3TO TO, KaK OCYLUECTBJISIETCS JOCTYII.

Hns obbekTa JOCTyna MOXeT ObITh OMpeleNeH eradesey — CyOb-
€KT, KOTOPOMY MPUHAINEXHUT JAHHbIA 0OBEKT U KOTOPBIA HeceT oOT-
BETCTBEHHOCTb 3a KOH(PMIEHLMATIBHOCTb colepXallehcsi B 00beKTe
MH(OpMAaLIMH, a TaKXe 33 LIeJIOCTHOCTb U JOCTYMHOCTb 00BbEKTa.

OO65BIYHO BlagenbleM 00beKTa aBTOMaTUYECKH Ha3HayaeTcs Cyob-
€KT, CO3JaBUIMit JaHHbIX O0OBEKT, B JajlbHeiLIeM Birageney obbekrta
MOXeT ObITb U3MEHEH C UCIMOJb30BaHUEM COOTBETCTBYIOILETO METOA
noctyna k obbekTy. Ha Bnagenbua, Kak npaBuJIO, BO3/1araeTcsi OTBET-
CTBEHHOCTb 3a KOPPEKTHOE OrpaHHuYeHWe MnpaB JOCTyNa K OaHHOMY
0OBEKTY APYTHMX CYOBEKTOB.

IIpagom docmyna K OOBEKTY Ha3blBalOT MPABO Ha BbIMOJHEHWE
JocTyna K obbekTy M0 HeKOTOPOMY METOAY MWJIM TpyIne MeTOHOB.
HanpuMmep, ecnu mnonb3oBaTeslb MMEET BO3MOXHOCTb YMTaTb (haii,
rOBODSIT, YTO OH MMEET MpaBo Ha YTeHWe 3toro ¢aina. ['oBopsaT, yto
CyOBEKT MMEET HEKOTODPYIO npusuaezuro, €CA OH MMEET MpaBO Ha
JOCTYN MO HEKOTOPOMY METOAY WM IpyIlle METOLOB KO BCEM 0OBbEK-
taM OC, nomnepXuBalOLUM JaHHbI# MeTOd AOCTYMa.

Pazepanuuenuem docmyna cyobeKToB K 00bEeKTaM SIBASIETCSI COBO-
KYMMHOCTb TpaBWJ, OINpeaensiiollasl Ul KaXno# TPOHKHU CyOb-
€KT—O00DBEKT—METOM, pa3peuleH JIM AOCTYN AaHHOTO CyObeKTa K AaH-
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HOMY OOBEKTY MO AaHHOMY MeTtomy. [Ipy M3bupaTenbHOM pa3rpaHu-
YEeHUM OOCTyINa BO3MOXHOCTb AOCTyMa OMNpeaesieHa OAHO3HAYHO IS
KaXI0# TPOMKHM CyOBEeKT—OObEKT—METOMA, NMPH MOJHOMOYHOM pa3-
rpPaHUYEHUM IOCTYMNA CUTYalIUs] HECKONBKO CIIOXHEE.

Cy0ObeKTa H0CTyMNA Ha3bIBAIOT Cynephoabiogamenem, EClii OH UMe-
€T BO3MOXHOCTb MTHOPMDOBATh MpaBUja pasrpaHUYeHUs HOCTyMa K
00BbeEKTAM.

[MpaBuna pasrpaHuyenus nocryna, aeicrtsytowne B OC, ycra-
HaBIMBAIOTCS aIMUHUCTPATOPAMM CHUCTEMbBI TMPH OMNpPENEIEHUU Te-
Kyllle# MONMTUKHM Oe3onacHocTU. 3a cobiiogeHUeM 3TUX TNMPaBUI
cybbeKTaMHu NOCTYNa CIedUT MOHUMOP CCbIAOK — YacCThb MOACHUCTEMBI
3auTel OC.

INpaBuna pa3rpaHMyeHUsT OOCTYMAa HOJIKHBI YAOBJIETBOPATH Clie-
OYIOLIUM TpeOOBaHHUSIM,

1. CooTBeTCTBOBAaTh aHAJIOTMYHBIM TNPaBWIaM, MPUHSITHIM B Opra-
HM3aUMH, B KOTOpo# ycraHosieHa OC. MHbIMM clioBamu, ecliu Co-
rJ1acHO MpaBWjiaM OPraHM3alMM JOCTYMN TMOJb30BaTENsl K HEKOTOPOH
MHPOpPMALIMM CYMTAETCS HECAHKLIMOHUPOBAHHBIM, 3TOT AOCTYM IOJ-
JKeH ObITh eMy 3afnpeLeH.

2. He momxHbl AomyckaTh pa3pyllalolie BO3OEHCTBUSI CyObek-
ToB moctynia Ha OC, BbIpaxalolliuecs B HECAHKLUMOHUPOBAHHOM H3-
MEHEHMH, YIaJleHUH WU APYroM BO3NAECHACTBUM Ha OOBEKTHI, XXKU3HEH-
HO BaXxKHble JUig HopManbHO# paborsl OC.

3. JIio6oit 06BEKT mocTymna MoMXKeH MMETh Bhadenblia. Hemomyc-
TUMO TPUCYTCTBUE HuueliHbX 006ekmog — OOBEKTOB, HE MMEIOLLMX
BJlajieNbLIa.

4. He nonyckaTb NMPUCYTCTBUS HedoCcmynHbix 0bsexkmos — OObeK-
TOB, K KOTOpbIM HE MOXET 0OpaTUThCA HU ONMH CYOBEKT JHOCTYNa HU
M0 OJHOMY METOAY AOCTYMa.

5. He nonyckaTb yTeuku KOHDHAeHUNATBHON UH(GOPMALIMH.

CylllecTBYIOT [IBe OCHOBHbIE MOAETH pa3rpaHHYEHHs TOCTYNA:

» U30MpaTeNbHOE (IUCKPELIMOHHOE) pa3rpaHUYeHUE NOCTYNa;

e MOJHOMOYHOE (MaHAATHOE) pa3rpaHUYEeHHUE JOCTYMa.

Tlpu uzbupamenviom pasepanuuenuy docmyna onpelnesieHHbIE One-
palMHK Had KOHKPETHHIM PECYPCOM 3ampellaloTcsl WM pa3pellalTcs
cyObekTaM wiM rpynnam cyobektoB. BonbuimHcTBo OC peanusyioT
MMEHHO U3bupaTebHOEe pa3rpaHuueHMe nocryna (discretionary access
control).

Toanomounoe pasepanuuenue docmyna 3aKilo4yaeTcsi B TOM, YTO
BCe OOBEKTHI MOTYT MMeTh YPOBHM CEKPETHOCTH, a BCE CYOBEKTHI Je-
JIATCSL Ha Tpymnbl, o0pa3yoliMe uepapxmio B COOTBETCTBUM C YpPOB-
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HEM JIONyCKa K MHGopMauuu. VIHOIa 3Ty MOACIE: HABLIBAIOT MOje-
JIBI0O MHOIOYpPOBHEBOH 0€30MaCHOCTH, TIpENHA3HAYCHHON il XpaHe-
HHS CEKpeTos.

HabuparensHoe pasrpanmyeHme AOCIYNa

Curcrema npaBuil uzbupamessho20 pasIpaHtIcHus poctyna oop-
MYJNHpYETCH caeayloiiuM obpasoM.

1. Ins moBoro obwsekra OC cyuiecTByeT Blasenen.

2. Baageney 06bexTa MOXET [IPOM3BOLHO OTPaHNYMBATL AOCTYN
ApYrux cyGBLEKTOB K AaHHOMY 00neKTY.

3. dng xaxao# TpoBKH CYOBeKT—O0BEKT—METOA BO3MOXHOCTH
ROCTyna ONpeacNCHa ONHO3HAMHO.,

4. CymtectyeT x0T Onl OAMH NPUBWIETHPOBAHHBIH [TONB30OBA-
Telib (ANMHHNCTPATOP), MMEIOLMI BO3MOXHOCTD OOPATHTECH K JIO-
6omy ofnexry a0 A1060MY METOAY HOCTYRA.

TIpuBWwiIerHpOBaHHBIA [ONL3OBATENL HE MOXCET HMPHOPHPOBATH
pasrpaHuyenue zocTyna K obwexram. Hanpumep, B Windows NT an-
MYHHKCTPATOPR AaS o8pallieHKSA K HyXOMY O08BeXTY {(TIpHHaiexXaleMy
IPYTOMY CYOBEKTY) [O/IXKeH cHayana ofbseuth cela mnanensuem
3T0r0 00BEKTA, UCTIONBICRAB NIPHBUIACIHUIO anMHHKCTparopa OfLAB-
AATh ¢efs BranensieM 31000ro ofObBEKTa, 3aTeM JaTh cebe Heobxonu-
MblE [IPABa ¥ TOABKO 110CIE 3TOro MOXeT 0bparuthes K obbexry. Ho-
chaenHee TpebOBaHME BBCICHO MU PCANM3ALMY MEXAHHIMAa VIAANCHMS
FIOTeHUMAIBHO HENOCTYINHBIX OOBEKTOB.

flpyt coznaHuy oGnreKTa ero RIageNpleM HazHayaeres cyOnexT,
co3faBini aaHnnlil 00beKT. B nanbreiiieM cyOwnekT, obnagalomuii
HeOOXOAMMBIMH NIpanaMil, MOXeT HasHayuth 00BEKTY HOBOFO Bia-
nenbia. Tipu 9ToM CYOBEKT, M3MCHAIOWIKH Bnalensia o6beKya, Mo-
XeT Ha3HAYHTh HOBLIM BajeablieM O0heKTa TONBKO ceba. Takoe or-
paHKYEeHKE BBOAKTCH WA TOro, 4rolsl Baageell o0beKTa HE MOI OT~
JAATh «BIajCHKE» 00BEKTOM APYIOMY CYOHhEKTY ¥ TEM CAMBIM CHSTh C
cebs OTBETCTBCHHOCTD 3@ HEKOPPEKTHbIE HEHCTEHS ¢ OOBEKTOM.

flsa onpejienerua nPag A0CTYNA CyOheKTOR K OGBEKTAM IIpU M3-
OMpaTeNbHOM PA3TPRHKYCHNN AOCTYNA KMCNOAB3YIOTCS TAKKME TTOHSM-
THS, KaK mMampuya docmyna ¥ 0omen 0e30nachocmu.

C KOHUENTYaNBHOW TOYKM 3PEHMA TEeKyHIee COCTOAHHUE [IpaR
JHOCTYNA npy M30UpaTEAbHOM PasTpaHKIEeHHH JOCTYIa OfIMCBIBRETCH
Mmampuyed, B CTPOKaX KOTOPOH nepeyucicHbt CyObexTsl N0CTyia, B
cTonGiax — 00BeKTH NOCTYNA, 2@ B A4eiikax - ONepauuy, KOTophIe
CYOREKT MOXET BHITIONHNTL Hal 00BEKTOM.
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Homen Bezonacrocmu (protection domain) ofpesensieT HaGop
O0BLEKTOB ¥ TUNOB OfIEPaiHi, KOTOPHIE MOTYT NPOU3BOIMTLCH HAX
xaxnsM obrekrom OC.

Bo3aMoXHoCTh BRINOAHATL Onepauuyn Han oOBheKTOM €CTh Hpago
docmyna, Kaxjpoe M3  KOTOPHX €CYh YHIOpPSEOueHHds 11apa
<object-name, rights-set>. Taxum ofipazoMm, domen ecth Habop npae
docmyna. Hanpumep, eciu aomen D nmeer npapo poctyna <file F,
{read, write}>, 370 03H&UACT, YTO FIPOLIECC, BLINIO/HHAEMBIH B JloMe-
He D, MOXeT yuTaTh Wiy rucarth B aiin F, HO He MOXET BHINOAHATH
APYFHX oflepaunil Hajn 3tuMm obnexToM (puc. 8.1).

Obwexr .
Homen be F1 2 F3 | Printer
o1 read execute
D2 read
D3 print
read read
D4 write write

Pyc. 8.1. Creunduimposanue 1paB JOCTYNA X pecypeam

Crsi3b KOHKPETHBIX CyObeKTOB, dyHKuuouupywomnx 8 OC, mo-
XeT ObiTh OPraHu30oBaHa crenyoiuM obpasom:

s K@XKIbIA [IOAB30BATENL MOXET OblTh JioMeHOM. B sT1oM ciydae
Habop OBBEXTOB, K KOTOpPLIM MOXET OpITh OPraHM30BaH OC-
TYI, 3aBACHT OT KHCHTHGMNKALNH NC/b30BaATENS;

» KaXIBIA npoiecc MoXeT Obith JoMeHOM. B 3toMm ciyyae :a-
fop DOCTYNHBIX OOBEKTOB oOfpemensercs uneHThONKauue
npoilecca;

o KAXJAs npoHenypa Moxer OblTh fOMEHOM. B 3t1oM Ciyuae Ha-
0P AOCTYITHBIX OOBEXTOB COOTRETCTBYET AOKANBHLIM fIEpeEMEeH -
HbIM, OfIpeAeNeHHbIM BHYTPH NpOHERYpHl. 3aMEeTHM, YTO, KO-
TA& NPOLEAYPA BBHIIONHEHA, MPOUCXONUT CMEHA IOMEHA,

Mogens OesonacHocTH, chneuudnNUNpeBaHHas Bollie (CM.

pHuc. 8.1), ¥MeeT BUI MaTpuLibi W HA3BIBAETCH mampuued Oocmyna.
CronGiet 370 MATPHUUB! FIPEACTARNSIOT CO00M O0BEKTDI, CTPOKK -
cyObexTh. B KaXOON siueiike MaTpHLib XPAHUTCH COBOKYITHOCTb NPaB
HOCTYNa, NPENOCTABJACHHBIX JAHHOMY CyOheKTy HA JaHHBIA o0bexT.
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TiockonnKy peanbHas MarpHlia ZOCTYNE OuMEHDL BEAKMKA (THITHUHbBIHA
obveM jutst coBpeMerHOB OC cOCTaBNseT HECKONBKO AECATKOB Mera-
GakToOB), MATPHLLY NOCTYIIAa HHUKOINZ HE XPAHAT B CHCTEME B SBHOM
syne. B obiuem cayuae ata Marpuna Oyaer paspekeHHoH, 1. €. 001b-
HIHHCTBO ee KAETOK OVIYT NMycThiMH. MaTpHuy OoCTyIIa MOXHO pa3-
JOXHKTD 10 CTOAGILIAM, B PE3YALTATE YCIO [IORYYAIOTCH CNUCKH hpag
docmyna ACL (access control list). B pesynwrare pasnoxXxeHus MaTpu-
bl 110 CTPOKAM FIORYNAIOTCA mandamb eosmoxcrocmel {(capability list,
unu capability tickets).

Cnucox npae docmyna ACL. Kaxiaas KONOHKE B MaTpHLIE MOXET
OBITH PEANM3OBAHA KaK CIHCOK HOCTYNA AN ofHoro obwexra. Ovye-
BHIHO, YTO HAYCTHIE KIETKH MOI'YT HE YUHTHIBATLECH. B pesynbrare ais
Kaxiaoro ofbheKra MMEeM CIHCOK ynopamnoueHHsIX nap <domain,
rights-set>, KOTOpbifl OfIPEICHALT BCE JOMEHS! ¢ HENYCThiMHY Ralopa-
MH BpaB LS J3HHOIO OOBEKTA.

DneMexHTaMy crineka npas noctyna ACL MoryT GbITh NIPOLECCHE,
MTOABL30BATENN WIH rpyrnsl nonbzonarench. Tipy peannsauuu wupo-
KO JIpHMEHAECTCA MPEACCTABACHHE AOCTYME N0 YMOAYAHHIC B
1OnL308aTENLH, IpABa KOTOPLIX He ykasausl. Hanpumep, B OC Unix
BCE CYOBEKTHI-TIONBL3OBATEAN PAseseHsl Ha TPH IDYNNbl (Bhamenel,
IPYIiia ¥ OCTANbHLIE), K ANA YWICHOB KaXKAOH IPYIIb KOHTPONHPY-
IOTCA ONEPalMK YTCHMS, 3anKCeH 1 renonHerus (rwx). B urore nme-
eM ACL — 9-OurHBIN KO, KOTOpHIH gRNseTca arprulyToM pazHoob-
pasuslx obbexros Unix.

Mandamu eoamoncrocmeii, Kax orMeqanoch sbillie, €ClIHM MaTpHiY
JOCTYIIA XPAHHUTDh 10 CTPOKAEM, T. €. 8CHHM Kaxianl¥ cyObexT XpaHuT
CHHCOK OOBEKTOB M AN Kaxaoro ofbexTa — CIHCOK HOTTYCTHMBIX
OfIepailkil, TO TaKOo¥ crocol XpaHCHMA HA3LIBACTCH «MAHJATHl BO3-
MOKHOCTEH» WIH «JICPEYHM BOIMOXHOCTEH» (capability list). Kaxasi#
TIONL3OBATENL OONAZAET HECKOMBKEMKM MAHAATAMH K MOXET MMETh
[IPABO NepenaBaTh MX Apyrum. Mawnnarsl Moryr ObiTh DacCesHbl o
CHCTEME ¥ BCACHCTBME STOTC NIPEACTABAATH OOMBUIYIO Yrpoly ajis
6E30NACHOCTH, YEM CHHMCKH KOHTPONS A0CTYNA. MIX XpaHeHue 10K~
HO GBITh THIATENIBHO JIPOAYMAHO.

Wabuparenbroe pasrpaHuueHKe HOCTYNa — Haubonee pacnpo-
CTPaHEHHBIH Cr0cO0 PasrpaHMyEHHA OOCTYNE. ITO OOYCIOBACHO
CPaBHUTENBLHOH IPOCTOTCH ero peanul3alry ¥ HeoDpeMEeHUTEIbHO-
CTHIC TIPABMA TAKOIQ PAsrpaHMuCHKs HOCTYNA % TTONb30OBaTesei.
[naguoe DOCTOMHCTBO M30HMPATENLHOIO PA3IPAaHUMEHHS AOCTYNA —
THOKOCTB; OCHOBHBIC HEZOCTATKH - PAcCPENOTOUCHHOCTDL YIpaBie-
HAS ¥ CIIOXROCTh LEHTPAIM30OBAHROTO KORTPONA.
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Bmecte ¢ Tem, samnueHnocts OC, noacucrema 3aliuTsl KOTO-
POl peanusyeT TONMLKO M30UpATENHHOE pasrpasuYeHne JOCTymna, B
HEKOTODRBIX CAYYARX MOXET OKa3arhls HENOCTATOUHOH. B YACTHOCTH,
8 ClIIA zanpeiieHo XpaHuTh MHOPOPMALIKIO, COREPXKAYIO TOCYAED-
CTBEHHYIC TaHRY, B KOMNBIOTEDHbLIX CHCTEMAX, NOAREPKMBAIOIINX
TOABKO M30MPATENBHOE Pa3IPaHUHCHME JOCTY A,

PacuwypenueM moaeni u3CHPaTeNsHONO pasrpaHnueHus focTyna
SBIAETCS M3ONKPOBaHHas (MY 3aMKHYTAR) NPOrpaMMHas Cpeaa.

Fipy uenoas30BaHy 30JKMPOBAKHON NPOTPAMMHOR Cpe/Ibl Hpa~
Ba CyOBEKTa HA AOCTYN K O0BEKTY ONPEALNRIOTCH HE TOABKO TIPaBamu
¥ npusuneruaMy CyGnexTa, HO M [IPOLIECCOM, C [IOMOLLBIO KOTOPOro
cybGnexr obpalzaercs K 06bexTy. MOXHO, Hanpyumep, paspeiuss 06~
paiarscs K dakinam ¢ pacmupesneM .doc ToibKo nporpammaM Word,
Word Viewer 1 WPview.

W30nMpoBaKHas NpOrpaMMHas Cpeia CYLIECTBEHHO NOBBIIAET
3AlUKUIEHHOCTh ONIEPALIMOHHOK CHCTEMbI OT paspylIaloOLIHX Npo-
IPaMMHBIX BO3NEHCTBNHA, BKAIOHAS NPOrPAMMHDBIC 3aKNAIKK ¥ KOM-
TILIOTEPHBIC BUPYCH., KpoMe TOro, npu HCrons30BaHuy JAHHONA MO-
NenH TIOBHILACTCS 33LIMILIEHHOCTh HETOCTHOCTH JAHHBIX, XpaHsid-
LIMXCS B CHCTEME.

[onHoMOMHOE pasrpanieHHe JOCTYNa ¢ KOKTPOREM
HrhopPMALMOHHBIX NOTOKOR

[TonHoOMOYHOE, HAY MauAATHOE, pa3rpaHMHEHNe aocTyna (man-
datory access control) oObi4HO NPUMEHSETCS B COBOKYIHOCTH C M3~
OUpATeNbHLIM PAa3rpasudeHneM JOCTYNA., PacCMOTPUM HMMEHHO Ta-
Kol cayyai [56]. Tipasuna pasrpasuueHus JIOCTYHE B DAHROA moae~
au bopMmynupyioTes caenyowm obpasom.

i, Iast moboro 06pekra OC cymiecTByet saanenell.

2. Braneneil oGBeKTa MOXET NIPOUIROABHO OIPEHKYUBATS JOCTYI
Apyrex cyOhexToR K NaHHOMY O0bBeKTY,

3. 0an xaxuo# weTsepKy  CYyOBeKT—OO0BEKT—METOA—IPOLIECC
BO3MOXHOCTB JIOCTYNIA ONPEACALHA OJHO3HAYHO B K&XIbIA MOMEHT
BPCMEHN. Hz}}‘l H3MEHEHUKY COCTOAMHNS MIpOLLECCA CO BPEMEHEM BO3-
MOXHOCTB fIpenOCTaRNACHUE HOCTYNIZ TakKXEe MOXET ABMECHUTHCH .
BMmecTe ¢ TeM, B KaXIbi MOMEHT BPEMEHM BO3MOXHOCTb JOCTYNA
onpeaenesa OOHO3HAYHO. [TOCKOALKY TIpaBa Rpoilecca Ha JOCTYil K
OUBEKTY MEHSIOTCH ¢ TEYEHUEM BPEMEHK, OHH JOJIXKHBI NPOBEPHTHCS
HE TOABKO NPK OTKPLITHY O0HEKTa, HO U NCPER BHINOAHSHUEM HAR
OGBEXTOM TAKMX ONEpailnii, KaK YTCHUE ¥ 3aNuCh,
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4. Cywectpyet X018 Obi OAMK NIPHUBUICTHDOBAHHBIN NCAL30ORA-
Tehap (AAMMERCTPATOD), MMEIOLINE BOBMOXHOCTL YAINTD 10001
o0BexT.

5. B MHOXecTBE OOBEKTOB BHIIENSECTICH MHONKECMEO 005eKmos
ROAHOMOUHOZ0 pazepanudenus docmyna. Kaxiplii o0BEXT NOTHOMOY-
HOTO DA3rpaHMyeHMs nocryna uMeer rpud cexperHoctn. Uem molue
YACNOROE 3Hauerue rpuha CeXpeTHOCTH, TeM cexpeTHee 00BexT. Hy-
NeRoe 3HauCHKe rpuda CEKPETHOCTH O3HAYALT, Y10 00HeKT Hecekpe-
TER, EChy OOBEXT He ABNSETCH OOBEKTOM IONHOMOMHOIO pa3rpaHu-
YeHHS AOCTYHAa Wik ecny O0LEKT HEeCceXpeTeH, aiMUHHUCTPaTop Mo-
KeT OOpaTuTLCH K HeMy 110 Jo0oMmy METORY, KaK ¥ B mpeabiyiuei
MOAENN pasTpasiuyeH s AOCTYy A,

6. Kaxkpiit cyGhexT NOCTYIA MMeeT yposeHs donycka. YeM Bplme
YHCNOBOE 3HAYEHME YPOBHA IOHYycKa, TeMm Oonsiiifl ZONYCK nMeer
cyObexT. Hynepoe 3HayeH1e YPORHA NONYCKA O3HAYAET, YTO CYOBEKT
He pMeer aonycka. OObMHO HEeHyNeBoe 3HAYCHME NOIYCKa KazHaya-
eTCS TONBKO CYOHEKTaM-fIONL3OBATENIAM M He Ha3HayaeTcd cybnex-
TAM, OT KMEHH KOTODHIX BHITIONHAIOTCH CUCTEMHBIE TTPOLECCHI.

7. Docryn cyGpeKkTa X 00BeKTY HOMKeH OBiTh 3anpelleH He3arK-
CHMO OT COCTOSHHSA MATPUIIbI JOCTYIIA, €ChK:

» 0OBEKT #BISICTCH OOBEKTOM IOAHOMOUHOIO Pa3rpaHMueHus

aocTyna;

» IPHG CEKpeTHOCTH OOBEKTA CTPOrO BhILE YPOBHA NomAycKa

cyObexTa, oOpaialoIIerocs K HeMy;

» CYOBEKT OTKPBIBAET OOBEKT B PEXMME, NOIYCKAWUIEM YTeHME

nHbopMalKK.
3T0 npapuiaoc HasesawT npasuaon NRU (Not Read Up — He uu-
TaTh BhilLE).
8. Kaxnpist npouece OC uMeeT ypoeess KonpuoeHuuarshocmu,
DaBHBIE MaKCHMyMy B3 TPH(QOR CEKPETHOCTH OUBEKTOB, OTKPHITHIX
NPOIECCOM 1A NPOTSOKCHNM CROCTO CYHIECTBOBaHMA. YPOBEHb KOH-
OHIEHINANBHOCTH DaKTHHECKK npelacraenset coboit rpudy cexper-
HocTy MHGBOPpMALNK, XparsAIUeHcs B OliepaTHBHOH NaMaTH Apoliecca.
9. Joctyn cyGrexra K 06beKTY HOJDKeH ObITH 3afipellleH He3aBH-
CHMO OT COCTOSHYS MATPHIibl JOCTYIA, €CIH:
» 00bexT saBnseTCH OOBEKTOM NOTHOMOYHONC pa3rpaHuuyeHny
HOCTYIIA;

« rpHdh cexpeTRocTH 00BEKTa CIPOro HHXE YPOBHI KOHPHICH-
HHEANBHOCTH IPoLecea, OOPAILAIOILErocs K HEMY;

» cyGBeKT COOMPpAETCA 3aMHUCHIBaTh B 00beKT BHGOpMALNIO,
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310 npaBun0 NPENOTBPAIACT YICUKY CeKpeTHOH nnbopManny;
€ro Ha3wplBaloT npasuso NWD (Not Write Down — He 3anuchbiBarb
HUXKe).

10, TloHuauTs rpud CeKpeTHOCTH OOBEKTa NMOAHOMOMHOrC pas3-
TPaHMUYCHHS TOCTYTIA MOXET TOABKO CYFBEKT, KOTOPHIA:

¢ UMEET ZOCTYN K O0BEKTY COTA4CHO NIpABUAY 7,

« 0DRaaeT CrICHMANBHON NPUBMICTHEH, HO3BOIMICHIEH eMy fo-

HEXATh rprdhbl CEXPETHOCTH 00 BEKTOB.

Iipy HCrIonbIOBaHKK NAHHOH MOIENM Da3rpaHuyCHUsl JOCTyna
CYHICCTBEHHO CTpajlaeT npousBoauTensyocts OC, IOCKONBKY NpaBa
AOCTYNa K OOBEKTY NOMKHDL TIPOBEPATLCH HE TONBKO NPH OTKPLITHHA
ofpexra, HO ¥ NpK KAXACHK Onepanuy yrexie/zankchk. KpoMme toro,
372 MOHOENb CO37A€T NOJL3OBATEASAM ONPEICicHHBIE HeynobeTra:
€CAN YPOBCHD KOHODUICHIMANBHOCTH [IPOLECCa CTPOre BBIILE HYIS,
TO BCSt KHQOPMALIKS B naMaATH TipoLecca GakTHYECKH SBIKETCH CeX-
PETHOM K HE MOXET ObITh 3aniCaHa B HECCKPETHbIM OOBEKT.

Ecnp npouecc oIHOBpeMEeHHC paboract C aAByMsi oObekTaMy,
TONBKO OHMH K3 KOTOPHIX SBISKETCH CEXPETHBHIM, TO OH HE MOXET 3a-
RHUCHIBATE MHOOPMALMIO K3 TIAMATH BO BTOpO ofbexT. Bra npobne-
Ma pPELUACTCH TOCPENCTBOM KCNOABIOBAHMS CHCHHATBHOIG MpO-
rpammuoro untepdeiica APL s pabots ¢ namareo. ObnacT na-
MSTH, BBUIEISEMBIC TIPOLECCaM, MOTYT ObiTh OfHCAaHB! KAK ODheKTHi
NOTHOMOYHOIO pa3rpaxdiycHKs Z0CTYNa, NOCHE 4ero UM MOTyT Ha-
3HayaTeca rpudbl CeXpPeTHOCTH.

{lpy yrenny cexperHoro ¢ajina fpouece NOMKEH CUUTATh CO-
HepxuMoe Takore ¢afiia B CEKPETHYIO OBNACTh NAMSTH, HCHONL3YS
ans sroro Qynkuuu OC, rapaHTHPYIOLIKE HEBO3MOXHOCTh YTEUKH
vHpopMmanuy. [ing pabore! ¢ cexpeTHOM obNaCThIO 1aMSTH TIPOLECC
TAKXKE JOMKCH HCIIONL3OBATH CrielinansHue ¢Gysxiuu. ToCcKoabKY
yreyxa MHOOPMALMHK 13 CEXPETHLIX 00NacTe NaMsTh B NAMATh 1Ipo-
[}eCCa HEBO3MOXHA, CUMTBIBAHKE TIPOLECCOM CEKpeTHOM uHbopMma-
LUK B CEKPETHRIE OONACTH fIaMATH HE OTDAXASTCA Ha YPOBHE KOH-
GuneHIMANBHOCTH NpoLecca. ECAK Xe TIpoLece CYUTHIBAET Cexper-
HYIO nHbOopMaiuic B 061acTh NaMATH, HE ONMCAHHYIO Kax OOBEKT
fI0/IHOMOYHOTO PA3TPAaHHMNCHHSA [IOCTYTIA, TIOBLIIAETCS YPOBEHS KOH-
$HAEHLKATEHOCTH TIPOLIECCa.

A3 BBIILCHINOXEHHOFO CleyeT, WIo nosassoparean OC, peann-
IVICIIKMX NAHHYIC MOIENb pairpaHuyeHus [NOCTYNE, BHIHYXKISHbI
ucrionszonats 10, pazpaborannoe ¢ yyeToMm 3T0# Momenu. B npo-
THBHOM CHIy4ae OHM OYIYyT KCIBITHIBATH CEphesnbie IpobaeMmut B
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fipotiecce paborsl ¢ ofbektaMun OC, uMeIOIMME HeHdynesolt rpud
CEKPEeTHOCTH.

Kaxnas 43 pacCMOTPCHHBIX Mozene#l pasrpasMyeHust JocTyna
KMEECT CBOK NOCTOMHCTBA ¥ HEZOCTATKH.

B 6osplIMHECTRE CUTYALNH npuMeHerye w3bupaTensHOro pasrpa-
HUUYCHUS NoCTyna Haubonee 3¢ ¢exTHBHO. M301MpOBaHHYI Tipo-
TPAMMHYIO Cpeay 1eNiecooDpa3’HOe HCTIONL30BATH B CiydasX, KOTIa
BAXHO O0ECIeYHTh 11eHOCTHOCTD nporpaMM ¥ AaHHsIx OC, TTonno-
MOYHOE Da3rpaHHYeHue HOCTYNAa ¢ KOHTpoIeM HH(OPMALKOHHHIX
FIOTOKOB CNEAYET FIPUMEHSTD B TeX CAyYasX, KOIIa A OpTaHU3aluK
ype3rpINafHO BAXHO ofecneyueHue 3alUKUILEHHOCTH CUCTEMBI OF He-
CaHKIMOHKPOBAHHOK yTeukKK MHbpOpMauuy. B oCTanbHbIX CUTYaLK-
X MPEMEHECHUE BTOM MOREHHN HELENeCO00Pa3He U3-33 PE3KOr0 yXya-
LICHKS BKCTUYaTailnoHHbIX Kavects OC,

8.2.4. Ayamut

TIpouenypa ayduma npuMenuresnsHo K OC 3aknoysescst B peru-
CTPalMK B CHELKANBHOM XYPHANE, HA3BIBACMOM JKYPHAAOM ayduma
Wiy xcypHasom Gesonacnocnmu, COOBITHH, KOTOpbIE MOTYT NpeACTaB-
naTe onacxocts g OC. Honpzoparenu cucremsl, odnanamolliue
IPABOM YTEHHS XYPHANA 3YIMTA, HA3LIBAIOTCH Ayoumopamy.

HeofxomumocTh BraoueHus 8 3ammiueHuy OC dysxunfi ay-
nnta oBYCNOBNeHa CReRYIOMMY OOCTOATENBCTBAMM:

+ OOHAPYXECHUES NONBITOK BIOPKEHHUS SBISeTCH BOXHe ke 3ana-
yel CHCTEMbI 3aLLMTHL, JIOCKOJLKY €€ PEeIISHUE IO3BOJSET MK~
HUMHIKPOBATE Yiuep® OT B3oMa ¥ cobupaTs HHPOPMALKIO ©
MeTO/IaX BTOPXeHMS,

» nozcucTemMa 3almTel OC MOXeT He OTIMMUTL ChydaiHble
OIIKOKY TIONIL30BATENEH OT INMOHAMEPEHHBIX HelcTRUit, AMH-
HUCTPATOP, MPOCMATPMBAS XYPHal ayauTa, CMOXeT YCTaHO-
BUTb, YTO JIPOKIOULLIO TIPH BBOIE NOJB3OBATEIEM HENIPABUIIBHO-
ro napossi — omubKa JeraibsHOrO NONH30BATE S Wik 4TaKa 3/10-
YMBIIIACHHK KA, Ecnp nons3osatelb NRITAICH YFaaaTh §1apoik
20--30 pa3, TO 37O ABHAS JIONBITKa nopfopa napons;

o anMunncTpartopsl OC HOJEBKHBL UMETh BO3MOXHOCThL f10J1y4aTh
PHOOPMALIKIO HE TOMBKO O TEKYIIEM COCTORHUYU CHCTEMBI, HO
#H o ToM, Kak OC (yHKUIMOHMPOBANd B HENABHEM IIPOLUIOM.
Taxyro BO3MOXHOCTS 00eCiIeYUBaeT XYPHUT ayIuTd,
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e eciy anMuBucTparop OC OBHapYXui, 410 IIPOTHB CUCTEMb
NIPOBECHA YCIICLIHAS ATAKA, €My BaXHO BBIICHHMTD, Korja Oslia
HA4YarTa aTaka M KaKuM ofpa3oM OHA OCYLIECTRISIACE. JKypHaj
AYIUTa MOXET CORACPXKATH BCIO HEOOXOAMMYIO MHBOPMALMIO,

K uncny cobmituil, KOTODbhle MOTYT NPEeaCTABISTH OMACHOCTD

s OC, oBsIMHO OTHOCAT CAGAYIOIINE:

* BXOA WM BBIXOJ U3 CHCTEMBY;

» oniepauuu ¢ Qainamy (OTKPHITh, 33KPbITh, JIEPEUMEHOBATD,
YASAATS);

« offpalleHye K YAaNeHHON cucreMe;

* CMCHY NPHUBUJACTUN UK UHBIX aTpulyTOR §E30NaCHOCTH (PeXU-
Ma IOCTYHIa, YPOBHS G1arcHaNeXXHOCTY TOAL30BATENSN U T. IL.).

Ecnu QuKCupoBaTth B XypHaie ayauTa Bce cobortus, obbem pe-
THCTPaUNOHHON nuxdopmaunn OyaeT PacTU CIHIEKOM OLICTPO, H4TO
3aTPyaHUT ee 3PgekinpHbift anams. HeolxommuMo rnpenycMorpers
BLIOOPOUHOE FIPOTOKONUPOBAHKE KAaK B OTHOLICHHM NOJb3OBATENCH,
TaK ¥ B OTHOLICHUH COOBLITHH.

TpeGosanns x aynury. INoacucrema aynura OC JOMXKHA YiIOBIE-
TBOPSITH CHSAYVIOWMNM TpeSOBaHHAM.

1. JobaBnate 3anucy B XypHai ayauta MoxeT toneko OC. Ecan
NPENOCTaBuTh 370 NPaBO KaKOMY-TC HU3HUECKOMY IOJb30BATENIO,
ITOT NMONB3OBATEADL [TONYYUT BOSMOXHOCTD KOMIIPOMETHPOBATL APy~
r¥x Nonb30BateNe#, A0Oasisiss B XKYPHAT ayiuTa COOTBETCTBYIOLLNE
3aNACH.

2. Penakruposarth WiM YIaisTh OTACAbHbIC 3aTIHCH B XYDHAAE ay-
JIATa HE MOXET HU OOMH CyOBeKT Zoctyna, B ToM uucne u cama OC.

3. IlpocmarpysaTh XypHaJ ayMTa MOTYT TOJBKO NOAL3OBATENH,
offlaaloike COCTBETCTBYIOLICH npuBwiIerieft.

4. Ounarh XYpHa AYAWTA MOTYT TONHKO HOAB30OBATEAH-aYIH -
TOpbl. JIOCHAEe CUUCTKH XYPHAiA B HEYO aBTOMaTHHECKM BHOCHTCS 3a-
[IMCh O TOM, YTO XypHaJ ayauTta Ot OUMIICH, ¢ YKa3aHUeM BPEMeRH
OYHCTKY XYDHANAZ U UMEHHU NONL30BATENS, OUYUCTMBLICTC XYPHas.
OC Ro/DKHA NOAUEPXMBATL BO3MOXHOCTh COXPaHEHMS KYPHaia ay-
HATa NEePeR OUNUCTKON B ApyroMm daiine.

5. Tipu nepenonHesun XypHana ayaura OC apapuifHo 3aBepiia-
et pabory («3aBucaer»). [Tocne nepesarpyskyu padoTaTh ¢ CHCTEMOMH
MOTYT TONBKO ayanTopbl. OC nepexoanT x o6pIHoMY peXxnMy pabo-
Thi TOJIBKO TOCIAEC OMUCTKH XYPHANA ayianTta.

Jins orpasyuMeHNs JOCTYIA K XYPHANY AYAMTA JIOJUKHBI [IpUMe-
HSATHCS! CHEHNANbH bIC CPEACTBA 3AILUTHI.
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[TosmTnka ayanra — 3710 COBOKYITHOCTH IPAB, OFIPSICsIOLINX,
KaKue cOoOhiTHS NO/IKHbl PETHCTPHPOBATHCS B XypHane ayaura. s
obecneuerna Hazexuol zamiuTel OC B XypHane ayauTa HOJDKHBI
OOSI38TENHHO PErUCTPHPOBATHCS CIEAYIOLIHE COOBITH!

» JIONIBITKY BXORA/BHIXOHA NOABIOBATEACH U3 CHCTEMBL;

 TIOTIBITKH H3MEHEHHs CIIHMCKA NOJIb30OBATENEH;

» JIONIBITKH WIMCHEHNS NOAUTHKA O€3011aCHOCTH, B TOM YHCIE H

TIOJIKTHKH RYEHKTA.

OxonyarenbHbiil BoIO0D cOOBITH, KOTOpBIE HOMXKHBI PETHCTPH-
POBATLCS B XKYPHANE AayIKTa, BO3JIAracTcs Ha ayauTopos. [Ipy suibo-
Pe OTITUMANBHON NONUTHKYK aYAUTA CACHYET YUMTBIBATL OXUAAECMYIO
CKOpOCTb 3aNnOiHEHMst XypHana ayaura, [TonuTHxa ayamTa DOKHA
OTIEPATHBHO PearnpoBaTh Ha M3MEHEHHKS B XoH(urypanuu OC, B xa-
paxrepe xpanumolt u obpabarpiBaeMoll WHpOPMALHH U 0cO0GEHHO HA
BbIIBJACHEBIC NONBITKY ataku OC.

B Hexoropeix OC nonacucrema ayaura jIOMEMC 3&MHCH HHOOP-
MalMy O 3aPEruCTPUPOBAHHLIX CODRITHSX B CrieLMANbHBIH XypHAal
AIPEAYCMATPHBACT BO3MOXHOCTb HHICPAKTHBHOIO OfIOBELUCHHS ay-
JATOPOR 08 3TUX COBBITUAX.



I'maga 9
TEXHONOI'MM MEXXCETEBLIX DKPAHOB

Mexccemesotd sxpan (M3) — 370 CHeUMANUIUPOBAHHBIA KOM-
ILIEKC MEXCETEROM 3aLUKTHI, Ha3bIBAEMbIN TAKXE HpanoMayspom WIN
cuctemoit firewall M3 nossossier paszzennTs ofluyio ceTs Ha lse
yacty {wiu Oosce) U peanu3oBaTh HaDOP NPABHJ, ONPENEIAIOLIMX
YCIOBUS HPOXOXIEHUS NAKETOB ¢ ZAHHBIMM Yepes I'PAHHLY H3 Ofl-
HOM yacty obuteld cetu B Kpyrylo. Kax npasuio, 574 rpasula npo-
BOANTCSH MEXIY XOPTIOPAaTUBHOE (HOKANHHOH) CEThIO NIPEANPUATUHS U
rnobanpHol ceThio Internet.

O6piuio M3 3aUMIHAIOT BHYTPEHHKIO CETh HPEATIPUSTHR OT
«BTODXEHMIt» U3 rnobaneroil cetn Internet, XOTs OHYM MOTYT UCTIOb-
30BaTHCS ¥ JUIA 3BLIATHI OT «HanageHUt» U3 KOPIIOPaTUBHOM UHTpa~
CETH, X KOTOPOI NIOAKAIOUEHA HOKaibHAas CeTh NIPEANIPHATHA. TeXHO-
norust M3 opHa u3 CaMbIX NIEPBHIX TEXHOAOFMHA 3aIUUTHI KOPIopa-
TUBHBIX CETEH OT BHEIIHHUX YIPO3.

Ilns GOnBIIMHCTBA OpraHu3alidii ycTaHoBKa M3 sisnsiercss Heob-
XOAHMBIM YCNIOBHeM ofecriedeHust §e30nacBOCTH BHYTPEBHEN CeTH.

9.1, Dyuryg MD

Jns npoTHBONEHCTBUSA HECAHKIUMOHMPOBAHHOMY MEXCETEBOMY
mocTyny MO nonxeH pacrionararscs MeXRY 3aiUIaeMolt CeThio op-
raHH3aLKK, SBASIOHICHCSH BHYTDEHHEH, U JIOTCHUHMANRHO Bpaxined-
HOIt BHeluHel cetsio {puc. 9.1). Tipu 3TOM BCe B3aUMONEHCTBHA Me-
KRY 2TUMY CETAMU MOXKHBLI OCYIUECTBAATHCH TOALKO yepes M3. Op-
FAHM3ALMOHEG M3 8X0OMHT B COCTAB 3aLLMIAEMON CETH,

M3, zamMu@omni cpasy MHOXECTBO Y3/0B BHYTPEHHEH certH,
TIPK3BAH PCILTE:

» 38[3UY OTPaHUYECHUS NOCTYa BHELIHHMX (11O OTHOMEHUIO K 34-

HHIEEMOR  CeTH) TIONH30BATENEH K BHYTPEHHHM pecypcaMm

13~ 3348
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Orrputtan BamntiaeMan
BHELHSS COTE BHYTPeHHSS COTh

; Knuentsl i
-

[ Ceppepy ;

M3

Pac. 9.1. CxeMa NOMGHIOYCHMUA MOKCETEROr0 3Kpata M3

KopriopaTHBROR ceTH. K TaKuM Tojib30BaTEAAM MOTYT ObiTh
OTHECEHB! YAPTHEPHI, YHAJECHHBIE TIONL30BATEAH, XaKephl U
J@XKe COTDYAHMKK CaMOH KOMIAHMM, NHITAOLIMECS TIONYINTh
IOCTYT K ceppepaM 0as JaHHBIX, 3alLMIaeMuiXx M3,

« 33J1a4y pa3sTPaHMYEHUS HOCTYNA TIONL3OBartesel 3aiyiuaeMoH
C&TH X BHEUIHMM pecypcaM. PeiieHue aroft 3a1auy 1103BOISIET,
HarnpyMep, peryluposaTh A0CTYI K CepBepaM, He Tpebyiollinm-
CS ISl BHITIOAHEHUA CIYXeOHBIX obs3akHoCTS .

Ho cux nop He CyLUeCTBYET eiMHOoM OOILCTIPU3HAHHOR Kiaccu-
dukaunn M3, Hx MoXHO xnaccubuuuposats, HanpuMmep, 1o cie-
IYIOLAM OCHOBHBIM NpH3HaxaMm [32].

Ho gyrxyuonupoeanuro ka yposusx modeau OSI:

e TIAKETHBI GWISTP (3KpaHUPYIOLLUH MADLIDYTH3ATOP — Screen-

ing router);

e HUHO3 CEAHCOBOrO YPOBHSA {3KPRHUPYICLLHE TPAKCIIOPT),

» npuKaagHol wo3 (application gateway),

o HUHO3 3KCTIEPTHOTO YPOBHS (stateful inspection firewall).

Ho ucnonvsyemoti mexnonoeun:

s KOHTPOJH COCTOSHNSA TIPOTOKOAA (stateful inspection);

s HA OCHOBE MOAY/EH NOCPENHUKOB (proxy).

Ho ucnoanenuw.

* arlIapaTHO-TIPOIPaAMMHbIH;

* IIpOrpaMMHsii.

Ho exesme nodxmovenus:

s CXeMa SXMHOH 3alMTHI CETH;

¢ CXEMA ¢ 3AIUMIHACMBIM 3aKPBITHIM ¥ HE 33lUMILAEMbIM OTKPbI-
ThIM CETMEHTaMH CEeTH,

¢ CXEMA ¢ DPasficAbHON 3aILMTON 3aKpRITOTO M OTKPHITOIG Ccer-
MEHTOB CETH.
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9.1.1. Dunsrpauus TRadmKa

Ounprpaunst HHGOPMAUKOHHBIX NTOTOKOR COCTOMT B HX Bhibo-
POYHOM MIPOITYCKaHHH 4EPE3 IKP4EH, BO3MOXHO, C BHITIONHEHUEM HEe-
KoTopuix npeobpasosaHuil {9, 32}, PuapTpaiust OCYLIECTRASCTCH Ha
ocHoBe HaGopa NpeaBapyuTeNbRe 3arpyXeHHbix B M3 npaeun, coor-
BCTCTBYIOUIKX fIpHHSTOR noauthke Oezonacuocru. llostomy M3
YIOOHC NpeACTARIST, KAK NOCHLNOBATENSHOCT, $ubTpoB, 0bpaba-
THIBAOLINX HHBOPMALMOHKBIN NOoTOK {pHe. 9.2).

Maxceteaoi axpan
Dunbrp 1 Sunutp N
Briokapadanue fBnoxponanue
AOTOKE CARKLIX NOTOND SAHHRR
O&palborka or Qbpaborxa ot
RMEHH HONYMATENS MMOKI NONYSETENS
OTpriTan bl | Tepenava Ha che- . Nepezasa #8 cne- | |— Sawmuuiaemast
BHBLIKAR CeTs L | | anousAdm 11 dunwip 10 | suyrpennss cers
Fiponyckamme - Fiponycxasue
fononuwrensrue fononHutanbkwa
AGACTBNR AEHCTBHA

Puc. 9.2, CTpyKTypa MEXCETEBOTO IKPaHa

Kaxnpi#i ¥3 GHAILTPOR NPEAHAIHANCH /U HHTEPIPETaUuK OT-
ACABHBIX NIPaBsKN GUNLTPALIKH TIYTEM!

1) anain3a wHPOPMALKK 11O 3ANAHHLIM B KHHTCPIPETHPYEMBIX
NpaBKiax KpUTepvsiM, HAfIpUMep 710 alpecam NONYHaTeNst ¥ OThpa-
BUTENS Wi IO THIIY NPUWIOXKEHHMS, IUig KOTOpOro 3ta uHdGopManus
ApeaHasHaycHa;

2) [IpUHSTHS HA OCHOBE KHTERAPCTHDYEMBIX IPABKA ONHOTO K3
CNEeAYIOUIMX PEIUEHHH!

* HE NPOFIYCTATL ZaHHBIC,

+ 00paboTaTs JAHHBIE OT MMCHM TOJYYATENS W BO3BpaTUTh pe-

3ynsTaT OTIAPABKTENO;

+ NEPEnATh HaHHbiC Ha CACAVIOUIHE (HNBLTD IS NPOZOIIKCHUS

AHaIK33;

* NIPONYCTUTL HAHHBIC, HIHOPKPYS cacxyiomine GuibIpsl.

[pasuna GunpTpauyy MOTYT 3aiaBaTh ¥ ZONOJNHUTENBHBIE e~
CTBUS, KOTOPhi€ OTHOCATCH K (DYHKUKSM NOCpPeNHHYECTBE, HanpH-
3"
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Mep npeofpaloBaHue JAHHBIX, PErHcTpanus cobuituit ¥ mp. Coort-
BEICTBEHHO fpaBwia QUIbTPaLKK ONpPEensiorT NepeteHb YCIOBHH,
10 KOTODHIM OCYLLIECTRINETCH:
e paspelleHue WK 3anpelllesye GaibHeRIeH nepenav AaHHBIX;
o BBIFIOHEHUE JIOTIOHMUTENbHBIX 3AUTHBIX QYHKLMIA.
B xagecTse XpUTEpHER dHAIN3A BHOOPMAIIUOHHOTC TOTOKA MO-
FYT MCNOJB308ATbCA CACAYIOLINE HApAMETPb
e CNyXeOHBIE {10/ [1AKETOB COOCILCHUH, COIepXAllNUe CETEBbIE
anpeca, WICHTRpUKATOPH!, anpeca neTepdercos, Homepa f1op~
TOB M IpYIyie 3HAYUMBIC JAHHbIE;
» HEFIOCPEOCTBEHHOE CONEPKMMOE [aKeToB coobieHnii, npope-
pReMoe, HAIPUMED, Ha Haluyue XOMITBIOTEPHBIX BUPYCOB,
s BHEIIHYE XAPAKTePHCTHXY [OTOKZ MHOOPMALMK, HAnpuMmep,
BPEMEHHbBIE, YACTOTHDIE XaPAKTEPUCTUKY, 00bEM HBHHBIX U T. L.
Vicrionssyemble KPUTEPUM aHAIM3A 3aBUCHT OT YpOBHEH Moeax
OS], Ha xotopbix ocywecrsasercs unprpauns. B obuem cayyae,
YeM BBILLE YpoBeHb Mozeau OSI, Ha xoropom M3 dunprpyer naxe-
ThY, T€M BBILE U o0ecneyyBacMblll BM YPOBEHDb 3aLLMTH.

9.1.2. Beinonnenne PyHKymi nocpegHnvecTsa

OYEKIMY IIOCPeaHNIecTBa M BHIIOAHSET C HOMOWbBIO ClieLH~
AfbHBIX TIPOIPAMM, HAa3BIBAEMbIX SKPIRUPYIOWUMU (2eRMaMy YNy
RPOSPAMMAMU-ROCPEOHUKAMU. DT TIPOrPAMMbl ARAKIOTCA PE3IUNCHT-
HbIMY ¥ 3afIpellaioT HEIMOCPEACTRCHHYIO fIEpelavy MaKeTOB COOOLLe-
Hul MEXIlY BHELIHEH Y BHYTPEHHEH CeTbhIO.

Tlpyu HeoOXONUMOCTY JIOCTYIA 43 BHYTpeHHEH CeTd BO BRHEIUHIOI
ceTh Wiyt HaoGopoT BHAYWIE EOMKHO ObITh YCTAHOBIEHO JIOTUMECKOS
COCNUHEHHE C POTPaMMON~IIOCPEIHMKOM, QYHKIMOHNPYIOWEH Ha
xoMmubiorepe M3. TlporpaMMa-~-nocpersEnK npopepseT JOMyCTHMOCTh
3arpolUe HHOTO MEXCETEBOTO B3aMMOACHCTBMS # Iipu €ro paspele-
HHM CAMa YCTRHAB/IVBACT OTAEILHOE COCAMHEHYE C TPEOYEMBIM KOM~
npiorepoM. lanee ofMeH uHbopMmauumedl Mexay XOMIBIOTepamy
BHYTPEHHEN ¥ BHeRHEeN CeTy OCYLIECTRIAETCS Yepe3 NpPOrpaMMHOro
NMOCPEHHNKE, KOTOPHIH MOXET BLIIIONHATS DUABTPAUAIO NOTOKA CO-
ofuieHut, @ TAKXE OCYLIECTBAITh APYIUe 3aMTHBE QYHKIMH.

Crenyer ¥MeTh B BURY, 4T0 M3 MOXeT BHIOAHATH QYHKLUY
duisTpaLMy 63 NPUMEHEHMS TIPOIPaMM-TIOCPEIHUKOB, ofecneun-
Basf JIPOSPAUHOE RIAWMOREHCTBHE MEXLY BHYTPEHHEH ¥ BHEIUHEH
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ceThI0. BMeECTe ¢ TeM TIPOrpaMMHBIC FIOCPENHMKY MOTYT ¥ HE OCYyLIe-
CTBAATH PHALTPALUMIO TOTOKE COCOLICHN.

B ofiutem ciyuae npoepammbi-nocpedruxu, DAOKHPYS MPO3PaYHYIO
flepenaty fIOTOKa COOBLUEHNMHA, MOIYT BLINOAHSTE CACAVIOHINE QYHK-
JE3535 M

* [IPOBEPKY NOUIKHHOCTH fIEPe/laBaeMbliX JAHHbIX;

« QUIBTPALKIO ¥ HpeodpasosaHiue 0ToKa COoDLeHNH, Hanpy-
MED, AMHAMMYECKIH FTOUCK BUDYCOB U IpO3payHoe wudposa-
H1e KHboOPMaLNH,

* DANPAHNUECHHE AOCTYNIA K PECYPCAM BHYTPEHHEH CETH;

* DA3rPARKYEHNE JOCTYNA K PeCypCaM BHELUHEH CeTH;

* KIUIKPOBAHHE JAHHBIX, 3AIpAILIMBAEMBIX H3 BHCILIHEH CeTH;

« MACHTHGOHKAUMIO K ayTenTdNKauvio nonsiosarenei;

* TPAHCAALMIO BHYTPEHHHX CETEBBbIX A4PECOB LIS HCXOQOSIHHX
naKkeTos COObLIe KT,

« PEFUCTPAUMIO COOBITHH, DEardpoOBaHHEe HA 323aBaeMBle COObI-
THA, & TaKOKE aHaiK3 3aperucTPHpOBaHHCH MEdOpMaLIKK U fe-
Hepauurio otyeros {9, 32].

TTporpaMMeI-IOCPENHIKY MOFYT OCYUIECTBAATD RPOSEPKY ROOALH~
HOCmu TIONYYAEMbIX Y flepelaBaeMbiX HaHHBIX. DTC aKTYalbHO HE
TONBKO [UIS AYTCHTHGHUKALMY INMEKTPORHBIX coobutennil, Ho ¥ Mur-
pHpyolux nporpamm {(Java, ActiveX Controls), 1m0 OTHOLICHHIO X
KOTOPbIM MOXeT ObITh BBINGAHEH nomior. [IpoBepxa NOANTHHHOCTH
cOOGLICHHMHI M DPOrpaMM 3aKJOYaeTcs B KOHTPOIC KX HKGPPOBBIX
IIOATHCe .

TIporpaMMBI-TIOCPENHNKA MOIYT BBIFIONHSTS pasepanuvuerue 0o-
CMyna X pecypcanM BHYTIDEHMHEH Wi BHELIHEH CeTH, HCNIOABIYS pe-
3YALTATE MACHTHODHKALMHE ¥ ayreHTHOWKALKA 101b308aTeReH nIpY
¥x obpauieHuy X M3,

Criocofsl pasTpaHUYEHUS HOCTYIA K DECYPCaM BHYTPEHHEH ceTH
NPaxTHICCKH He OTIHMMAKTCS OT CrocobOoB pasrpasteH s, NOJAep-
XUBACMbIX Ha YPOBHE ONEPALIMOHHONK CHCTEMBL

TIpy pasrpaHMYCHHH JOCTYNa K pecypcaM BHEIUHeH ceTy ualie
BCEI'C MCMIONBIYETCH ORMH M3 CACAYIOUIUX NOAXONOB:

* DA3PELICHHE JOCTYNA TOMBKC IO 33ZaHHBIM azpecaM BO BHEIU-

HEH CeTH;

« GHUALTPALMA 32TIPOCOB Ha OCHOBE OOHOBASIEMbIX CITIMCKOB He-
JONYCTHMBIX aZpecoB K OJIOKUMPOBKA NOHCKA HBPOpMaLMOH-
HbIX PECYDPCOB IO HEXENATEAbHLIM KINIOYEBLIM CAGBAM,

« HakomjieH#ie ¥ OCHOBNEHNE AUMHHHCTPATOPOM CaHKUMOHMPO-
BaHHBIX MHOODMALMOHHBIX DECYPCOB BHEIUHEH CeTH B IMC-
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KOBOH namsTy MO u nonmbil 3anpeT ZOCTYNA BO BHEWIHIOW
CCTh.

C noMoubio CrieuManbipiX MOCPEAHNKOB ITORACPKUBACTCS TaK-
XK€ KIMUposanue Oauubix, 3ANPANINBACMbLIX U3 BHelrHel ceTu. [ipu
DOCTYIIE HONb3oBaTeNeH BHYTpeHHER ceTH K MHGOPMALMOHHBIM pe-
CypcaM BHELIHEH CeTH BCs MHGBOPMaiMs HAKAMNWBACTCHS Ha Mpo-
CTPAHCTBE XECTKOrO AMcKa MO, Ha3piBacMoro B 3TOM ciydae
proxy-cepgepom, Flo3TOMY €CIH ITpY OYEPEIHOM 3apoCce HYXKHAs UH-
dopmaius OKDKETCH Ha Proxy-CepBepe, TO MOCPEIHNK NPEIOCTaRAS~
eT ee De3 obpallleHust K BHEUIHEH CETH, YTO CYWIECTBEHHO YCKXODSCT
AOCTYN. AIMUHHCTPATORY Chenyer ne3aboTHTses TOMBKO O Nepuonu-
yecXoM OOHOBREHUH COZEPXUMOTO ProXy-cepBepa.

DOVYHKEMA KOUHPOBAHKA YCIIEUIHO MOXET MCIIONB3IORATHCH UK
OrpaHpdeHMs NOCTYNna K KWHOOPMALKMOHHBIM pecypcaMm BHElrHeH
cern. B 3TOM cayyae BCE CAHKUMOHKPOBaAHHBIC MHGOPMALKOHHLIE
pecypchl BHCWIHEH CETY HAKATUIMBRIOTCA U OOHOBASIOTCS SAMUHKCT-
paropoM Ha proxy-ceppepe. Tlosap30oBaresisM BHYTpeHHEH cety pas-
PEIAeTCs AOCTYI TONBKO K MHPOPMALUHOHHBIM PECYPCaM proxy-cep-
BEPa, & HENOCPEIACTBCHHLIR HOCTYIl K pecypeaM BHElHe# ceTty 3a-
ApEIIACTCHA,

Duavmpanus u npeobpazoeanue TIOTOKA COOGILEHKH BBIIIONHACTCH
IOCPEHMKOM Ha OCHOBE 3ajlaHroro Habopa npabui. 3aecs cleayeT
PA3IMYATD JIBA BHIA NPOTIPAMM-IIOCPEIHMKOB!

*» 3KPAHKPYICUIKC a8r¢HTH, 0§3ﬂ€ﬂTMpOBaHHbIC Ha aHaliu3 noTeKa
COOBUICHUI IS OTIPCICACHHBIX BWIOB CEPRKCA, HANPpUMED
FTP, HTTP, Telnet;

¢ VHYBEPCANBHBIC BKPAHMpYOUive areHTtsl, obpadaThinaouiue
BeCh TIOTOK COODWICHWI, HarpuMep areHTbl, OPHCHTHPOBAH-
HbIC H& NOUCK ¥ O00E3BPCKKBAHNE KOMIILIOTEPHBIX BUPYCOB,
WK NIPO3payHoe WKWGpPoBaHIe TaHHbBIX.

TlporpaMMHEbIE TTOCPEAHUK AHANTK3UPYET fOCTYINAIOUIHE K HEMY
11aKeThl NAHHBIX 1, €CTIHM KaKoi-Nu60 00BeKT HE COOTRETCTBYET 3aAaH-
HBIM KpHTEPUAM, To K00 Broxupyer ero gasbHeklee NpoAsKXCHIE,
au00 BLITIONHSET COOTBETCTRYIOLME TpeoBpasoBans, HanpyuMep
00e3BPEXUBALT OOHAPYXEHHBIC KOMIILIOTEpHBIE BYpYChL. [1py ananu-
3¢ COUEPKYMOIro NAKETOB BAKHO, YTo0bl IKPARKPYIOWINA areHT MOr
ABTOMATHYECKY PACHAKOBBIBATD Npoxosine GaiioBse apXyBsL.

MO ¢ nocpesHMKAMY NTO3BONSIOT TAKXC OPFAHK30RBIBATS 3AlIH-
LieHHBe BUPTYAnbHbIe ceT VPN (Virtual Private Network), nanpu-
Mep Be30mnacHo oOBeAMHATD HECKOABKO JOKANBHbLIX CeTeHl, OO~
YyeHHbIX K Internet, B ONHY BHPTYA/bHYIO CETh.
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9.1.3. Hononuurensusie BOIMOXHOCTH M3

[TomMumo BoinoAHeHUs QUALTPALUY TpaduKa ¥ QYHKLRE [o-
CPeNHKHYECTBE HEKOTOphie MY NO3BOASIOT peANM30BLIBATL JPYTHUE,
He MeHee BaxXHbie (PyHKLMH, 63 KOTOphIX 00ECneHeHNE 3alUlUThl HE-
pUMeETpa BHYTpeHHeH ceT GhU10 Bbl HenonunM {9].

Hlnenrudukanus u ayrenrndukanus noaslosareiern. Kpome pas-
PEHICHNS] MM 3anpellUcHys JONYyCKA pPasiAMMHbIX TNPUNOXEHUN B
ceTh, MDD MOTYT TAKXKE BBRINOAHSTH AHWIOTHMHbBIE ACHCTBUS W JUis
TIOAB30BATEACH, KOTOPLIE XEAA0T NONYYKTh ACCTYI K BHEIUHUM HiH
BHYTDEHHMM DPECYpCaM, passessiembi M3,

Ipexae yeM nonb30Bateso SyaeT NpesocTaBIeHo NPABO UCTIONb-
30BAHHKS Kaxoro-aubo cepsuca, HeobXxopmmo ybeanthes, 1o oH e -
CTBUTENBHO TOT, 33 XOTro ¢ely puipaeT. VoeHTuduKaLus u ayTeHTH-
GUKALNS 110/1530BaTeNEH ABISIOTCS BaXHbHIMU KOMIIOHEHTAMH KOH-
uenuuy M3D. ArTopu3aius nonbs3oparens 0ObIYHO PACCMATPUBACTCS
B KOHTEXCTE aYTEHTH(HMKALMHA — KaK TOABKO NOAL3CBATENL aYTEHTH -
@HLMPOBAH, VIS HETO OfIPEAEHNIOTCSH PA3PEIUEHHbBIE MY CCPBHCHI.

Hnenrudnkauns v ayreHTHORKALMA [OAHI0OBATENS HHOIKA OCY~
ILECCTBASIOTCH fIpK ripeasapieHny oObiuHoro nuextudukaropa (ume-
H1) K napons. OnHake 3Ta cxema ysa3BUMa C TOUKH 3penus Gesonac-
HOCTH — Napo/ibs MOXET OblTh NEpexsayeH ¥ MCNONB3OBAH APYIVM
JUioM. MHOTHE WHLMICHTH B ceTy Internet npoH3OmIIM OTYACTH
W3-32 YA3BUMOCTH TPAAMLMOHHBIX MHOTOPa3eBbix nhaponei, 3no-
YMBILUICHHUKM MOTYT HaGalonaTh 3a KaHasiaMy B cetv Internet u ne-
PEXBATRIBATE NEPERAIOIIMECT B HUX OTKPhITHIM TEXCTOM Napoiu, no-
3TOMY Takag cxema ayreHTudukaunp cunraercs HesQdeKTUBHON.
[Taponp cnepyeT nepenasaTh vepe3 OOLUEROCTYNHbBIE KOMMYHKKALKHN
B 3altudpoBaoM Buae (puc. 9.3). D710 103BOASET NPEIOTBPATATS
[IOAIVHCHME HECAHKLIMOHMPOBAHHOO JOCTYNA NYTEM IEPEXBATA CETE~
BBIX MAKETOB.

Bonee HARCKHBIM MCTOROM AYTCHTHODUKALMY SABISETCA KCIIONDb-
30BaHUE ONHOpa30BbuIX naponeil. Lliupokoe pacripocTpanesue mojuy-
HWIA TEXHOAOIUA AyTEHTR(UKAUMY HA OCHOBC ORHOPA3OBHIX Iapo-
gedt SecurlD (eMm. rn. 7 u 13).

YROBHO U HANEXKHO TaKKe NPUMEHEHHE LUPPOBHIX cepTHduKa-
TOB, BbIAABACMbIX JOBEPCHHBIMY OPTaHAMHU, HANPUMED LICHTPOM pac-
npefeieHus Knlouei. BONBLUIMHCTBO NPOIPAMM-IIOCPCAHKOB paspa-
GarsiBaloTes Takum obpasoM, 4ToObI NOALIOBATENb AYTEHTHDUUNPO-
BAACH TONBKO B Hayane ceanca pabothi ¢ M3. [Tocse 31oro oT Hero
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Kommytarop

Patouan ] 2 ] Pabouas
cratius Pabouan Pabouan  CTAHUMA
Crasiins cTaHun

Puc. 9.3, Cxeaa ayTeHTROUKAUMK HONBIOBATEAR 110 NPEABRRIREMOMY HaPORIC

He TpebyeTcs AONONHUTEHbHAS ayreHTHMKALMS B TeUeHUE BpEMe-
HH, OIIPEACTIREMOr0 aDMHHHCTPATOPOM.

Tak xak M3 Moryr ueHTPanX3IoBaTh YNPaBicHME AOCTYIIOM B
CETH, OHM ABJIKIOTCH NOAXOARIHMM MECTOM /LISl YCTAHOBKK IIPOIPaMM
WK YCTPOMCTE YCWICHHOM ayTCHTHOUWKaLUMK, XOTR CPelICTBA YCH-
ACHHOH 3YTEHTHOUKALIKYE MOFYT MCIOJIL3OBATHCA HE KaXIOM XOCTe,
Gosee NMPaKTHYHO yUx pasmeiienue Ha M. Tlpy orcyrersup M3, ne-
NOAB3YIOIETO MEPhl YCHACHHOW ayTenTUdUKALMNK, HeayreHTHOR UK -
POBaHHBIN TpaduK Takux npusioxenni, kax Telnet unu FTP, moxer
HaTIPAMY K0 TIPOXOIKTDL K BHYTPCHHHM CHCTEMaM B CETH.

Pant M3 nopnepxupaor Kerberos — OAKH K3 pacnpocTpaneH-
HBIX MeToaos ayrentuduxanun. Kax npasuno, SONLLKMHCTBO KOM-
MepueCcKKX MO NopaepXKUABAIOT HECKOALKO PAa3HUUHbLIX CXCM ayTeH-
THOUKALUKYE, TO3BOISS AIMUHUCTPATOPY CeTEBOM Be30NacHOCTH Cile~
7aTh BRIOOp Haubosee NIpHCMASMON CXEMBI BJift CBOMX YCHOBKHA,

Tpaneasuus cevesbix appecos. [l peanusaumy MHOTEX aTak
INOYMBHURCHHKKY HEOOXOAMMO 3HATH aupec ¢soel xepTsbl. Yrobu
CKDBITH 3TH aipeca, a TAKKe TONOoRoIrue sceit cetu, MO BhINONHAIOT
OUCHDb BAXHYIO QYHKLMIO — TPAHC/SIIMIO BHYTPEHHMX CETEBHIX ai-
pecoB (network address transiation) (puc. 9.4).
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internet

e

Mébmpy‘rméwp

183.157.3.212

KommyTatop

o5} 183.157.3.201
183.157,3.110  183.157.3.108

Prc. 9.4, Tpancasuus CCTERHIX aapecop

Hauhas QYHKIUMA Peanu3yeTcs NO OTHOWIEHUIO KO BCeM MaKe-
TaM, CACAYIOLIMM 13 BHYTpeHHEH CeTH BO BHewHo©. JAns 3THX na-
KeTOB BUIOAHSETCS aBTOMatThHyeckoe npeobpasoranue IP-anpecos
KOMIbIOTEPOB-OTRPABUTENEH B OIUH «HaleXHbit» [P-anpec.

Tpahcasimst BHYTPCHHMX CETEBBIX AOPECOB MOXET OCYIHeCTB-
NHTLCH ABYMSA CriocofaMyl — ZUMHAMUYECKH U CTAaTHYEeCKU. B nepBoM
cAyvae anpec BHIIENACTCH Y34y B MOMeHT ofpawesus Kk M3, Tlocne
3aBEPUICHHS COCAMHEHHSA alpec OCBOBOXIAETCH U MOXET OBbITh MC-
TIONH30BaH HOBBIM APYTUM Y3NOM KopriopatisHoit cety. Bo sTopoM
CNy4ae anpec yalla BCeTHa NPUBA3BIBAETCS K OHOMY azpecy M3, us
KOTOPOTO IEPEAIOTCS BCE MCXOASIHE akeTh. [P-anpec M3 crano-
BUTCSH €AMHCTBEHHBIM aXTUBHLIM 1 P-afipecomM, KOTOPKIH [ONanaeT 8O
BHEIHIOK ceTh. B pe3ylsTaTe BCe MCXOAAIUNE W3 BHYTPCHHEH CeTH
NaKeTh! OKAa3bIBAIOTCH OTNPABJICHHLIMY MD, uTo MCKIIoNaeT npsMoit
KOHTAKT MEXAY aBTOPDH3OBAHHOH BHYTPEHHEN CEThIO U sBIsiOMEHcs
NOTCHLIMANBHO OTIACHOW BHEUIHEH CeThiO.

TIpy TakoM TMOAXOHE TOMONOIHS BHYTPEHHEH CETH CKpBiTa OT
BHCUIHAX HOﬁbSOBﬁT&E&ﬁ, Y10 YCAOKHACT 3afaqy HCCZHKIKOHHPO~
BAHHOIO JOCTYfA. KpOME TIOBBIIEHHS 0e300aCHOCTH TPaHCASUKS
aAPECOB NO3BOAACT KMETD BHYTPH CETH CODCTBEHHYIO CHCTEMY alpe-
Cailyy, He COIMACOBaHHYIO C ajlpecalikeit BO BHeUIHEH CeTH, HANPH-
mep B ceTe Internet. 1o 2 dexTUBHO pewsaeT npobleMy paciuupe-
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HUSl APECHOrO NPOCTPAHCTBA BHYTPEHHeH cety ¥ ZedHLHT2 anpe-
COB BHELIHEN CeTH.

AXIMBHUCTPHPOBAHHE, peruCTpals cobpITHI ¥ FeHepalls OTYETOB,
TIpoctoTa ¥ yaoGCTBO AOMUHMCTDUPOBaHUA SB/SICTCH ONHAM U3
KUTKMEBBIX ACTIEKTOB B CO3ZaHMM 3(Ph(PeKTUBHON ¥ HATCKHOH CHCTe-
Mpl 3amipThl, OwmlbxKe Npy onpesesIeHUY Npasuil ZOCTYNAa MOTYT 06-
pa30BaTth OAbIPY, HEPE3 KOTOPYIO BOIMOXEH BINOM CHCTeMbi., T1osTOMY
B SonpiuuHCTBe M3 peanu30BaHbi CEPBUCHBIC YTUAHTH, ofaerian-
IMe BBOM, YaaneHue, npocMoTp Habopa npaswi. Hasuuse amux yru-
JIAT FIO3BOJIZET TAKXE NPOU3BOLNUTH TIPOBEPKH HA CHHTAKCHYECKHE
I OTHMECKHKS OIUMOKH NpH BBOIOEC WiAM DPENaKTHPOBAHUS NPABMI.
Kax npasuno, yTWIHTH NO3BOMSOT [IPOCMATPUBATH KHOOPMALIHIO,
CIPYIIIMPOBAHHYIO O KaKKM-3UO0 KpUTEPHUAM, HAIpUMEDP BCE, 4TO
OTHOCHUTCS K KOHKPETHOMY F10/ib30BATENIK) HAH CEPBHUCY.

BaxusiMyu dyukunsMy MDD sasustiores peeucmpauus coboimud,
peazupoganue Ha 3adaeaemsie cobsimus, 4 TAXXKE GHAAU3 3apeaucmpu-
POGanrol unghopmanuu ¥ cocmasaerue omuemos. M3, sIBASACH KPUTH-
HEeCKUM ACMEHTOM CHCTEMBI 3AIUUTh KOPNIOPATHBHOH CETH, HMeEeT
BO3MOXHOCTD PerruCTpalluy Beex aelcrsuit, uM duxkcupyemsix. K ra-
KHM JeHCTBHAM OTHOCATCS HE TONHKO NPOTNYCK HAM BAOKKPOBaHKE
CETEBBIX JIAKETOB, HO U U3MEHEHUE fIPaBu/ PasrpaHyudeHus JoCTyna
AAMHHACTPATOPOM BE30TIaCHOCTH H ADYFHE aeiicTBus. Taxas perucr-
pauys no3BoUIseT 00palarThCs K CO3EaBaCMbIM XYpHanaM 10 Mepe
HeOOXOmMMOCTH (B C/Iyyae BO3HMKHOBEHMS HHUMACHTA $€30MacHO-
CTH uap ¢60pa I0KA3ATENLCTS JUIS TIPEHOCTABACHUS UX B cyaebHbie
UHCTAHLIMY WIH [T BHYTDCHHETO PACCNENOBAHUS).

Ipu fnpaBrbHO HACTPOCHHON CHCTEME (MKCALMM CUFHAIOB O
TIOHO3PUTENLHBIX COSnTHAX (alarm) M3 MOXeT Harh AeTaNbHYK HH-
HopManKIo o TOM, Obiik 1 MD WM CETh aTAKOBAKK WM 30HAKPO-
sanbl, CoBUpaTh CTATHCTUKY KCIIOAB30OBAHHS CETH U JOKa3aTeNbCTRA
e€ 30HAUPOBAHKUA BAKHO TIO HECKO/ibKUM npuyunaMm. [lpexae scero
HYXHO 3HATh HABEPHAKA, 410 M3 yCTOHYHB K 30HAHPOBAHHIO H aTa~
KaM, ¥ ONpeleinTh, aleKBATHHI M Mepsl 3ammTel M3, Kpome roro,
CTATHCTHKA MCIIOAb30BAHHMS CETH BAXHA B KaYeCTBE MCXOUHBIX AaH-
HbIX [IpU FIPOBEHEHHY MCCIEeNOBAKKMI K AHAAM3E PHCKa L HOopMy~-
npoBaHus TpeBosanKit K ceTeBoMy OOOPYROBAHMIO H NPOFPAMMAM.

Muorye M3 cozepXar MOUIHYK CHCTEMY perrcTpauuy, cbopa u
AHANH3A CTATHCTHKH. YHeT MOXET BECTHCH J10 aApEecaM KIMEHTA M
cepBepa, HIeHTHDHKATOPaM NONL30BATENEH, BPEMEHH CE€aHCoB, Bpe-
MEHYK COCAMHEHMH, KOMHYECTBY TNEPEHAHHBIX/TIPHHATHIX HAHHBIX,
HEACTBUAM aIMMHUCTPATOpa M nosb3oparenedt. CHcreMsl yyeTa o-
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3BOJISIOY TIPOK3BCCTH AHAIU3 CTATACTUKHY YU NIPEIOCTARIRIOT AMUHN -
CTpaTopaM noApobHpie OTYETHI. 34 CHET MCTIONLIOBAHMNS CICUNATL-
HBIX NPOTOKCNAOB MO MOTYT BBMOAHNTD YHANCHHOE OfIOBEILUCHHE 00
OTIPSACACHHBIX COOBITHAX B PEXKUME PEATLHOI( BPEMEHH.

B xayectse o0s3aTeNLHON peakilMy HA OBHAPYXKEHHUE MONBITOK
BBITIOIHEHUA HECAHKIIMOH MPOBAHHbBIX NeNRCTBHI HONXKHO ObiTh Onpe-
ACACHO YBCAOMACHUE AAMUHMCIDATOPA, T. €. Bblaaya Npenynpeiu-
TensHbix cnrHanos. Jliobok MO, kotopwlil He cniocoben mocHIaATh
NIPEAYIIPEAMTEAbHBIC CHIHAAL NIpK OOHAPYXEHHUM HANZACHMUS, HENb-
351 CHHUTATh IDPEKTUBHBIM CPLACTBOM MEXCETCHON 33LUMTHL.

9.2. OcoBeHHOCTH (DYHKUMOHMPOBAHHA M3 Ha Pa3nHyHbIX
ypoBHsax mopenn OS|

MO nomAepXKMBAIOT BE30MACHOCTh MEXCETEBOFO B3auMozehcr-
BUA HA pasiiMyHbBiX ypoBHuaX Mmomenn OSI Tlpu stoMm (pyuxumy za-
HIATB, BHHIONHACMDBIE HA Pa3HBbIX YPOBHSX ITWIOHION MODEHH, Cy-
WECTBEHHO OTAMYATCH APYr oT Apyra. [103TOMY KOMIIACKCHLIA
MO ynobiHo fIpeiCTaBUTL B BUIE COBOKYMHOCTA HEUNSIMMBbIX 3Kpa-
HOB, K@XIbiH U3 KOTOPBIX OPUEHTUDPOBAH Ha OTHENbHLI! ypoOpeHs
monenn OSI.

Halle BCErc KOMIUIEKCHBIR 3IKpaH (YHKLUMOHMDPYET HAa CETEBOM,
CEAHCOBOM M APHICIANHOM YPOBHAX 3TaioHHoM Moaenn. CooTeereT-
BEHHO DAZIMYAIOT Takue HeaenuMbie M3 {puc. 9.3), xak

o DKPAHMPYIOLIIMIA MApLIPYTH3ATOD;

o HUTHO3 CEAHCOBOIO YPOBHS (3XPAHMPYICIUNA TPRHCIIOPT);

* HIAK03 IPUKNANHONC YPOBHA (3KpaHupylowmi umos) {9, 321

Ucnonsiyembie B cetsix nporokoisl (TCP/IP, SPX/IPX) ue non-
HOCTBHIO COOTBETCTBYIOT DTalOHHOK Mozenn OSI, nosroMy 3KpaHbl
fIEPEHUCHEHHDBIX TUIIOB fIPH BHITICNHEHKYK CBOUX DYHKLINA MOIYT OX-
BATHIBATH Y COCECAHNE YPOBHH BTANOHHON Moneau. HampuMmep, npu-
KJAXHOK 3KPAH MOXET OCYLUECTBAATL ABTOMATHYECKOE 3a1IM(DPOBDI-
BaHHUE COOBIUCHMH NpU MX NEPLIAYE BO BHEHIHIOK CEThb, 4 TAXXe aB-
TOMATHHECKOE paciiv@POBLIBAHUE KPUNITOrpadMuccKy  33KPhIThiX
NPUHUMACMBIX OAHHBIX. B 3TOM ciyyae Takoil 3KpaHr (yHKUKHORUPY-
€T HE TONBKO Ha NpuxjanHoMm yposse mopeau OSI, HO ¥ Ha ypoBHE
NpejCTaRIeH .

11103 ceaHcOBOro ypoBHSA Npy CBOEM (DYHKLIAOHUPOBAHUN OX-
BaTBiBAET TPAHCHOPTHHIA ¥ ceTenolt yposiyn Momean OSE Dxpann-
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[prKiasHolk ypopeHs -—-( TIpHKTIABHOR 11INI03 )—— {TpurnaguoN ypoBeHs
YposeHu npescrasnetug Ypopers npeacrasneHus
Coancopyill YpoBENS Lo cearcosoro Ceanconbifl YpoReH:
YPOBHA
TpaMcnopHsii YRoBeHs TRAMCHORTHLE YROBEHS
Cerorol yposoHs SKpanupyLouni Covesol yponeHs
MAPILPYTHNIBTOD
KaHanuHbi#h yporexs KaHanukbif ypoROH:
DUIMMNBCKNA YPOBEND BUIRNBCINA YPOREHD

Pue, 9.5, Tunbt MEXCeTeBbIX 3XPaHOB, (QYRKIBIOBHPYIOWUX HA OTACHHHLIX YPOBRAX
moaenu OSI

PYIOLIKIF MapIUDYTH3IATOD fIPY axHaiu3e NAKeTos cooliuenuit npose-
PAET X 38r00BKH HE TOAHKO CETEBOrC, HO M TPAHCIIOPTHONC YPOBHA.
M3 yxa3zaHHBIX THIOB UMEIOT CBOM JCCTOMHCTBA 1 HEZOCTATKH.
Muorue u3 ucnonassyemsix M3S geasmiores mubo npUKIaAHBIMU
HITIO3aMHy, AX00 3XKpaHupYIoIMMK MAPIUPYTH3aTOpaMH, He ofecne-
yuBast NOAHYIC De30flaCHOCTE MEXCETEBOrC Biaaumonekcreus. Ha-
ACKHYIO 3aMTY 00eCIeYHBAIOT TOMBKO KOMIIIEKCHbDIE MEXCETEeRBIC
3KpaHbl, K&KABH U3 KOTOPHIX OOBEINHAET 3KPaHUPYIOIHH Mapipy-
THU3ETOD, WAID3 CEAHCORBOTO YPOBHA, & TAKKE NPHKIANHOH ULTO3.
PacemoTpuM (DYHKIHOHNPOBAHUE NPUICIAZHOIC ILAI034.

9.2.1. MpuxknagHos waos

Hpuxnadnoft w03, Ba3bIBAEMBI TAKKE IKPAHUDYIOUUM HIAOIOM,
OYHKUHOHUPYET HA NPUKIAZHOM ypoBHe Moxenu OS], oxpaThipas
TAKXKE YPOBEHb NIpelCTapleHus, u ofecneyunaer Haubonee Hagex-
HYIO 321MTY MEXCETEBBIX B3anMoneicTeuit {9, 321, 3awmrHsie ysk-
MM HPHKNAZHONG LDII038, KAK U HETI033 CEAHCOBOIG YPOBHS, OTHO-
cATes K QYHKuMsSM riocpeanuuecta. QNHAKO NPUKIEAHOHA HInoO3, B
OTAXYUE OT ILIIO33 CEAHCOBOY0 YPOBHS, MOXET BHITOAHAThE CYIIECT-
BEHHO §0/1biiree KOANYECTBO QYHKUMM 3AIIMTH, K KOTOPBIM OTHOCHT-
csl cnedyoume:

o maeHTMGUKANNA ¥ ayreHTHOMKALMS nons3oBaTeel npu no-

IBITKE YOTAHOBNEHUA COeauHEeHNH yepes M3;
e POBEPKA NCANMHHOCTH HHQOpMaluu, nepesaBaeMmoii uepes
UETIO3;
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s PasrpaHMYCHHE DOCTYNA K pecypcaM BHYTPEHHEH M BHELIHCH
CETCH;

» buiabTpauus u npeofpa3oBanye 110TOKa cooluCHUE, Hanpu-
Mep OMHAMHUYECKHH NMOMCK BHPYCOB M NPO3payHoe mugpoBa-
H¥Ee HHQOPMAUKK;

+ DErMCTPALMA COOLITHE, pearupoBaHuE Ha 3anaBaeMuie COOLI-
THS, 8 TAKXKE aHAIN3 3aPCrHCTPHPOBAHHOM MHMODMALINH U Te-
HepaLysa OTYETOB,

o K3IIYUPOBAHME HAHHBIX, 3afIPALINBACMBIX K3 BHCIIHEH CeTH.

ITockonbky QYHKUKMH APHKITATHONG HII032 OTHOCHTCH K (QYHK-

UMAM TIOCPEIHMNECTRBA, ITOT W03 fpencrasisier ¢oboft yHusep-
CafibHbili KOMITBIOTED, HA KOTOPOM (DYHKIUMOHMDYIOT pOTpaMMHbIC
NOCPERHNUKY (BKPAHMDYIOWINEG AFEHTHI) — 710 OHHOMY [Ns KaXAOI0o
oficnyxuBaemoro npuknagHoro nporoxkona (HTTP, FTP, SMTP,
NNTP u ap.). Iporpammubiii nocpeauuk (application proxy) Kaxnoow
cnyxbul TCP/IP opuentupoBay Ha o0paGorky coofuiennit v Bul-
nonHeHne QYHKLMA 3aINTH, OTHOCAHIMXCS MMEHHO K 3TOH cnyxbe.
INpuxnazHofl A3 NEPEXBaThiBaeT ¢ NOMOIIBIO COOTBETCTBYIO-
IKX IXPAHKDYIOWMX ATCHTOR BXOAALINE ¥ HCXOISIUKE F1aKeTHl, KO-
NIUPYeT W flepeHanpapnsetT uHbOpPMauuio, T. ¢. QYHKUMOHUPYET B
KAayecTBe CepBepa-NOCPEAHKKA, HCKITIONAS NPSIMble COCIMHECHHA Me-
KAy BHYTPEHHEH ¥ BHEIWIHEH ceTslo (pue. 9.6).

ITocpenHuKY, MCNONB3YEMBIE NIPHIITAIHBIM LIUTIO30M, HMEIOT BAXK-
HbIE OTJIMYKA OT KAHANBHBIX 1OCPeAHNKOR ULTIO30B CCaHCOBOFO YPOB-

FIRUKNARHON Wmes

onnTpaA TlocpaaHnx Web-tnyxn
NOTOXE COOBWeNMY Ll L o
HE NPUKIAGHOM Flocpeannk aryxGs
_ _Yposue nepagayu painnos (FTP)
Omkpuiras - Baumuaeman
BHEWHAR L oo Y
eTh i w R T anexrposHod nouth |1 cars

{SMTP, POP3, IMAP4)

MocpesHmng cnywBi
rosorrek (NNTP)

flocpessunk cnyxBe
YOSNEHHOID YHRARIBHUR
xomnbloTepom (Tetnet)

Pae. 9.6, Cxema QyHKUMOHMPOBAHKSA NPHKARNHOTO HLTIO3A
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He. Bo-nepBriX, MOCPEAHMKK NPUKIAZHOTO HUTI0338 CBA3HBI ¢ KOH-
KPETHLIMY FIDUJIOXCHUAMM (TIPOTPaMM HBIMY CEPBEPAMY }, BO-BTOPHIX,
OHY MOryT QWIBTPOBATH DOTOK COODUIEHUI Ha NIPHKIAZHOM YPOBHE
moienn OS1.

[TpukagnHbie HUTKO3b) KCIIOAB3YIOT B KAYECTRE MIOCPEAHMKOB CIie-
HMANbHO paspalboTaHHbie Wi STOH Ueiy JIPOrpaMMHBIC CepBEpb
KOHKpeTHBIX ¢1yk0 TCP/IP — cepsepst HTTP, FTP, SMTP, NNTP
¥ ap. STy TIporpaMMHbie cepBephl (PYHKUHOHUPYIOT HA M3 B pesu-
HCHTHOM PEeXUME M PeasiM3yIoT (DYHKHUMK 3aIUMTH, OTHOCSUIMECH X
COOTBETCTRYIOMINM Cayxbam TCP/IP.

Hinos rpyxnansore ypopus obnafaer caeayOLMMy J0CTOUHCT-
BaAMM:

» 00eCneunBaeT BHICOKUI YPOBEHD 3aLLUMTH JIOKAIbHOM ceTy Ona-
TONaPSA BO3MOXHOCTY BuINOAHEHWs OonpluMHcTBA (PYyHKIKMI
HOCPENHKYECTRA,

» 3AUIMTE H& YPOBHE DNPWIOXEHMI IO3BOJSKET OCYILECTBIASATh
B0ibIIOE YHCHO HOTIOAHWTENBHBIX JIPOBEPOK, YMEHBIIAst TEM
CAMBIM BEPOSTHOCTD TIPOBERCHMUS YCNEUIHBIX &TaK, BO3MOXHbBIX
#3-33 HEHOCTATKOB NPOrpaMMHOTe obecnedeHys;

s NIpK HAPYLEeHUH erc paborocnocobHoCT DIOKMPYeTCs CKBO3~
HOE TIPOXOXICHME NAKETOB MEXIY PAMIS/IIeMbIMHY CETHMM, B
pe3yAbTaTe YEro He305IaCHOCTD 3AMHIAEMON CETH HE CHIDKALeT-
CS M3-3@ BO3HMKHOBEHMS OTKA30B.

K HenoctarkaM NPHIUIARHOTO LLUTK3a OTHOCHTCS:

« BHICOK Me TpeDOBanUA K JIPOHIBOAUTEABHOCTH U PECYPCOEMKO-
CTH KOMNBIOTEPHON 1iaTgdhOpMsl;

« OTCYTCTBHE CIPO3PAYHOCTH» VIS MIONB30BATEACH ¥ CHUXCHME
TIPOTIYCKHOH CIIOCOOHOCTH fIpH pealMiaiyl MEXCETERbIX B3dK-
MoreficTauii.

9.2.2. Bapmautsi ncnonnenns M3

CyuiectByeT B4 OCHOBHBIX BapHaHTa MefoaHenust MO — npo-
IPaMMHEBIA ¥ nporpaMMHO-anniapaTHeii. B cgow ouepesh nporpaM-
MHO-4fIIAPATHBIA BADUAHT UMEET IBe PASHOBUAHOCTH — B BUHIE Chie-
HKANMIMPOBAHKOIC yeTpodCcTBa M B BHAC MONYIS B MapilipyrH3aTope
UK XOMMYTATOpE,

B HACTOSLICE BpeMA HAIUES KUCNOAB3YETCH HAPOIPaMMHOE pELIE-
HKE, KOTOPOEC HA nepsbiii B3MASd BHIASIKT 00nee ripyBAEKaTesb-
HBIM, 3TO CBA3aHO € T€M, 4TO EAS eT0 NPUMEHEHHS JIOCTATOYHO, Ka-
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3a10Ch Obl, TOALKO npuobpecty nporpammuoe obecneyenue (Y10)
MO ¢ yeraHoBrTh Ha moB0R KOMABIOTED, MMEKIHUACS B OPraHn3a-
iy, OIHAKO Ha NpakIWKe BaNeKo He BCEIRA B OPTaHM3ALMK HAXo-
AMTCS CBOBORHBIM KOMIBLIOTED, YAOBIETBOPAKIUKHA AOCTATOMHO Bbi-
coKuM TpeGoBaHUAM IO CHUCTEMHBIM pecypcam. [loaTOMYy OnHOBpE-
MEHHO ¢ npuolbperennem [0 npuolBpeTACTICa ¥ KOMILIOTED UiS €ro
YCTAHOBKH. 3aTeM CJIEAYET JIPOHECC YCTAHOBKM HA KOMIIbIOTED Ofle-
panviorHol cuctemul (OC) u ee HacTpoika, YTo Taxxe tpebyer Bpe-
MCHYM ¥ ONAATH! paboThl YCTaHOBIMKKOB. VI TONLKO nocie 3tore ye-
TanasluBaercs W HactTpaupaercs [IO cucreMst ofHapyKeHus arax.
Herpyarno 3aMertuth, 4TO HCONb30BAHKe OOBMHOO JIEPCOHANBHOIO
KOMIIBIOTEDPA JIANEKO HE TAK NPOCTO, Kak KAXEICH Ha nepBbifl B3ImsiL
[losTomMy B jloC/HejHpe TORB 3HAYHTCNBLHO BO3POC HHTEPEC X
HPOrPAMMHO-ANNAPATHM pewieruaM {9, 32], XOoTopeie HOCTENEHHO
BBITECHSIOT «HHCTO» [1porpaMmubie cucreMbl. LlInpoxoe pacipoctpa-
HEHME CTARY NONYYATh CICHMAAH3NPOBAHHbIE IPOIPAMMHO-ATIADAT~
HblE PELICHYs, Ha3mBaempie securify appliance. YiporpaMMHEO-anma~
PATHBIE KOMITIEKC MEXCETEBOI0 3KPAHHPOBAHAS OGLIMHO COCTOMT U3
KOMIIBIOTEPA, a TakkKe (hyHKuroHUpYIomux Ha Hem OC v crieusasns-
doro Y10, Caenyer 0TMETHTD, 4TO 3T0 cnennanproe HO yacTo Hassi~
BatoT firewall. Yicnionbayemsiit KoMriblotep Joixes BoiTh NOCTATOYHO
MOIHBIM H (DH3HYCCKH 3aLLMILEHHBIM, HANPYIMED HAXONWTLCS B Crie~
LUATHPHO OTBEACHHOM M OXpaHAeMmOM nmomelleHuu. Kpome toro, o
JOKEH MMETh CPEACTRA 3a31MTH OT 3a81py3KK OC ¢ HECAHKLKOHYPO~
BAHHOTO HocuTensl, [IpOrpaMMHO-ANNAPATHLIE KOMIUICKCH HCIOb-
3YIOT criennanasupopsanybie uin obsigusie 110 {Kak pipaseno, Ha
6aze FreeBSD, Linux wiv Microsoft Windows NT (2000)), «ypesan-
Hpie» IUIS BHUIONHEHMS 3aiaHHbIX GYHKUME ¥ yIOBAETBOpPSAIOMIKE
psany Tpebosaruit.
» ¥METH CPEACTBA PA3TPaHWUCHUS AOCTYIIA K PECYPCaM CHCTEMBL;
» OAOKUPOBATH ZOCTYNT K KOMITBIOTEDHBIM DECYPCaM B 0OOXOx
[IPEIOCTABAAEMOTO FIPOIPaMMHOro uHrepdelica;
+ 33MPEILATh TIPHBYNETHPOBAHHBIH JOCTYT K CBOMM DECYPCam K3
JOKaNLHOR CeTH;
s COUEPXKATHL CPEIICTBA MOHMTOPHRIA/ayIANTa NIOOLIX 8IMUHKCT-
PATHBHBIX BERCTBUA.
JIOCTOHHCTRA  ChHEeUnaM3UPOBAHHBIX [1POIPAMMHEO-AfIIAPATHBIX
PeLICHM:
s NPOCMOMQ GHeORERUR 8 MEXHOAozuIo obpabomxyu unopmaniiu,
Taxue cpencTBa NOCTABIKIOTCA € 3apaHee YCTAHOBAEHHOH
u HactpoeHHOM OC ¥ 33LUMTHBIMM MEXAHH3MAMK, JI03TOMY
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HEOGXOAUMO TOMLKO NOAKNIOYKTE HX K CETH, YTO BHITONHSAETCA
B TEYCHHC HECKONBKHUX MUHYT,

» npocmoma ynpasaenus. JanHpie CPENCTBA MOI'YT YIPaBisaThes ¢
noboit paboueit ctanuuy Windows 9x, NT, 2000 wau Unix.
B3ayuMoneCTBHE KOHCOMK YNIPABACHHUA C YCTPOHCTBOM ocyle-
cTBngeTes nubo 1O CTAHNAPTHBIM fIPOTOKONaM, HanpUMep
Telnet wiw SNMP, mi6o npy noMmows Creuuantu3ipoOBaHHbIX
WY 3BUIMLIEHHBIX IPOTOKoNoB, HanpuMep SSH uau SSL;

» omKazoycmoinueocms U esicoxas docmynsocme. YlcrionHenue
M3 B BuIE CHEUUAIMIUPOBAHHOIC IPOTPAMMHO-AIIIIAPATHOIO
KOMIVIEKCA fIO3BOJSACT PEATM30BATH MEXAHM3MbI OfeCreueHHus
HE TOABKO NPOrpaMMHOHA, HO M aff1apaTHOR OTKa30YCTORUKBO-
CTH ¥ BBICOXOH ZOCTYRHOCTH,;

e GHICOKGS NPOUIBOOUMEALHOCMIE U HAOEMCHOCMb. 32 CYET HCICHO-
yerus 13 OC BCex «HEHYXHbIX» CEPBHCOB M MOHCHCTEM, [1pO-
rpaMMHO~anIapaTHoil xoMaieke pabotaet Gosiee 9hGEKTHBHO
C TOYKH 3PEHHS IPOH3BOIUTEABHOCTH Y HANEXHOCTH;

s cnenuanuzayus Ha 3awmume, Peuyierue TONLKO 3amayd ofecnieye-
HYUS ceTepoH 0830MacHOCTH HE NPUBOIUT K 3aTPaTaM pecypcoB
Ha BhIMONHEHHE NPYruX (DYHKLMHA, HanpuMep MapilpyTH3aLMH
HT 1.

9.3. Cxemspl ceTesoM 3auiuThl Ha Baze M3

TTpu AONOUHEHHY KOPIIOPATHBHON HAM JFOKANHHOH CETH X [0~
SaNbHBIM CETSIM HEOGXOTMMBL:
* JALIKTR KOPIOPATHBHON MIM JNIOKaNbHOM CetH 0T YIaNeHHOTO
HC/I co cTopoHs! rmoGanbHol ceTH;

e COKPBITHE MHGBOPMALMH O CTPYKTYPE CETH U €€ KOMIIOHCHTOB
OT noi»30BaTencit robaNbHoMk CeTH;

e PA3rpaHUYCHME AOCTYNA B 3alMLIaeMylo ceTh M3 rnobanbHoH
CETH M U3 3a1MILAEMOH CETH B INODAILHYIO CCTh.

Jing 3¢hdexTHBHOK 3a1WUTE MEXCETEBOFO B3aHMOIEHCTRUS CHC-
TeMa M3 nonxHa Gpith NPABUALHO YCTAHOBACHA ¥ CKOHGBUIYPHPO-
Bana. [anupiil npouece COCTOUT:

» 13 GOPMUPOBAHKS FONIUTHKYE MEXCETEBOTO B3ayMMONEHCTBUA;

» BRIGOPA CXEMBI NONKIIOUCHHA M HACTPORKY napaMerpos (hyHK-

HHOHMpoBRaHus M3.
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9.3.1. GopmuporarmHe NONHTHKH MEMCETeBOro
B2AMMOLEHCTBHY

Honutika MexceTeBoro s3anMoaciicTBis SeTCs COCTagHOR Ya-
CThiC O01el nonuTKK $e30nacHOCTH B oprasmuaauuu. Oxa onpenesis-
et Tpeboranng X $e30MacHOCTH HHDOPMALMOHHOIO 00MEHA oprannia-
LMY ¢ BHELLHUM MHDOM M AOMKHE OTPaXars [Ba acniexra [9, 32}

o OJHTYKY AOCTYIIa K COTEBbIM CEPBUCAM;

e NONUTHKY paboThi M3,

TTosnruka J0CTYNa K CETERhIM CePBICAM ONPEIEAsET fIpasKia npe-
HOCTABACHNS WU HCIOAB3OBAHYMA BCEX BO3MOXHBIX CEPBHCOB 3aluy-
Liaemol KoMnbioTeproMk ceti. B paMkax faHHOR NONUTHMKH TOMKHBI
GBITh 3a/labl BCE CEPBUCH, FIpeRocTapasiemspie yepes M3, n nonycra-
MBIE glipeca KIMEeHTOB KA KaXI0ro ceperca. Kpome Toro, UE nofb-
30BATENEH NO/DKHBI ObiTh YKA3aHbI NPABWAA, ONMCHIBAIOMIKE, KOIIE,
KTO, KAK¥M CEPBUCOM M Ha KAKOM KOMIIBIOTEPE MOXET BOCIOJb30-
BaThCH. 3ANAIOTCH TakoKe OIPAHUYEHUS Ha METOALI BOCTYNE, Hanpu-
mep Ha ucnonbopanne nporokonos SLIP (Serial Line Internet Pro-
tocol) u PPP (Point-to-Point Protocol). OrpanuyeHne METONOB 10OC-
Tyna HeoGXoauMO Ang Toro, urobhi Iosb30BATENN HE MOMN
oBpALIATBCSA K «3af1petieHHBIM> ceppucam Internet oOXOIHBIMY IYTS -
mu. [lpaskna ayrerrndHKaliK NOALIOBATENCH M KOMIBIOTEPOB, A
TAaKKe yeiaorps palorThl IONALIOBATENEH BHE TOKANLHOR CETH OPraHk-
32U DOJUKHB! ObITE OFIPENEAeHb! OTHSNHHO.

Aast Toro urobni M3 YOEUIHO 3aKINAT PECYDPChl OPraHu3atnuim,
IOAUTHKE AOCTYNA NOAb30BATENCH K CETEELIM CEpPBHCAM AOKHA
ObiTh peanucTidHoN, PeanCcTUMHOR CUMTACTCH TaKas NONMTHKA,
flpK KOTOPOil Haliaed DananHC MEXAY 3alUTOR CETH OpraHHK3aALMMA OF
H3BECTHBIX PHUCKOB ¥ HEOOXOBKMBIM JIOCTYIIOM f10Ab30BATERER K CE~
TEBLIM CEPBHCAM.

TTosstrka paGors MDD 3amaer 0az0Bbif DPUHUMI YyApaBIeHUS
MEXCETERBIM B3AMMONCHCTBAEM, TIOAOXEHHBIA B OCHOBY (YHKLHO-
Hupoanns M3, MoxeT ObiTh Boilpan ONMH K3 IBYX IPUHLHKNOBR:

1) zanpeueHo BCE, YTO SBHO HE PaspelieHo;

2) Da3pPCeLICHO BCE, YTO SBHO HE 3ANPEUIEHO.

DaxrTuyeckyl BLIOOD NPHHLIMINA YCTARABAKBACT, HACKONLKO «I10-
BO3PUTEIBLHORY UAN «JIOBEPHTEABHOM» BomKHa ObITh CHCTEMA 3ALIH-
thl. B 3aBHCHMOCTH OT BHIDODE, pelierne MOXeT ObiTh NPUHATO Kak
B rronn3y SesonacHOCTH M B Yuiepld yaoODCTBY MCIIONB3OBAHHKA CeTE-
BbIX CEPBKCOSB, TaK ¥ HaobopoT.

P4 — 3348
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IIpu BeiGope npuHumna | M3 nacrtpamBaeTcs tak, Y16l Gi6-
KHPOBATH JIOOHIE ABHO HE PA3PELUCHHBIE MEXCETEBHIC BIAMMOLEHCT-
BUA. DTOT MPHHLKTT COOTBETCTBYET KJIACCHMECKOH MOAENH ROCTYNA,
HCiOb3yeMOit RO Boex obnacTsX MHGOPMAaLKHOHKONW Oe2011aCHOCTH.
Taxofi noaxon 1o3poNsieT aiecKBATHO PEANKHI0RATH NPHHLMI MHHY-
MHU3ALMY NPHBKIETHH, NO3TOMY C TOYKH 3peHMs 0e30nacHocTy OH
ABAFETCS NYSUIEM. AIMBHECTPaTop 0e30MacHOCTH JOMXCH Ha KaX-
OpIft THI PA3pELIEHHOIC B3aKMOACHCTRIS 3aaBaTh NTpaBuia ZoCTyia
(onHO ¥ Gosee). AIMHHKCTPATOP HE CMOXET 110 3a0bIBYHBOCTH OCTa-
BHTEH PA3PELICHHBIMH KAKHE-JHOC MONHOMOMKS, TAK KaK [0 yMOgIa-
HHIO OH{ OyiyT 3anpelleHbl. JIOCTYHHBE AKIIHME CEPBHCHI MOFYT
6bITh UCITOABL30BAHBI BO Bpell OE30MACHOCTH, ‘ITC OCOHEHHO Xapax-
TEPHO Wi 3aKppiToro ¥ caoxuoro 1O, B kotopom moryr 6sITh pas-
JAWANHBIE QUIKOKK ¥ HEKOpDeXTHOCTH. [Ipuuuun 1, B CYIIKOCTH, $B-
JseTCA NpH3HAHKEM ($axKTa, “ITO HE3HAHME MOXET NIPHYUHHKTL BDEH.
CnenyeT OTMETHTD, MTO MPABKIA KOCTYNE, C(POPMYNHPOBAHHLIE B CO-
OTBCTCTBHH € OTHM MIPDHHIKIOOM, MOIYT HOCTABIATE {10b30BaTCAAM
onpeneneHHble Heyaobcrsa.

ITpy BuiGope npuHuKna 2 M3 HacTpauBaeTcs TaK, YTobhl H10KH-
PORATH TONBKO SBHC 3aNPELICHHDBIE MEXCETeBbIE B33HMONEHCTBHA.
B 3ToM cayyae [10BbillaeTCs YAOOCTBG MCHONBIORAHKMA CETEBBIX CEp-
BHCOB CO CTOPOHB! 10sb30BaTeselt, HO CHuKaercs 5e30MacHOCTh
MexeeTeBore plauMmoneicTerg. Ilonp3opareny umelor GOAbIIE BO3-
MOxHOCTEH ooty M3, HanpuMep, MOTYT HONYUMTE ZOCTYIl K HO-
BbIM CEPBHCAM, He 3anpellaeMplM NOMMTHKON (MM JaXe HE yKasaH-
HbIM B IOJIMTHKE), KITH 3arTyCTHTh 3afPEILICHHBIC CEPBHCH! HA HECTAH~
mapraeix noprax TCP/UDP, xoropple He 3anpelleHsl TIOAHTHKOMH.
AIMUHUCTPATOD MOXET YYECTh HE BCE NCHCTBUR, KOTOPHE 3afipenie-
Hbl I05B30BaTesiAM. EMY NpUXORKTCS paboTaTh B PEXHME PCarupoBa-
HUsA, TIPEACKA3bIBas M 3anpelliasl Te MEeXCEeTeBbie B3auMONeHCTRUS,
KOTOpBIE OTPHUATENLHC BONCHCTRYIOT Ha Oe3onmacHoOcTh cety. [pu
PEAIN3ALMYK TPUHILHIA 2 BHYTDEHHSS CETh OKAZBBACTCS MEHEe 3ally-
LIEHHOH OT HanmageHn# Xakepor, 1103T0MY TPCK3ROAKTENN M3 00hit~
HO OTKAQ3BIBAIOTCH OT €50 KCIONB30BAHKA.

M3 sapiserca CHMMETpHYHBIM. Ui HEro OTHENBHO 3aJal0TCH
[IpaBuna, OrpaHKMHBAKILNE AOCTYN K3 BHYTDEHHEH CeTH BO BHEL-
HIOIO CeThb, M HaoGopoT. B ofmem cayuwae ero paora OCHORaHa Ha
NUHAMHYCCKOM BBITIONHEHHH JRYX DyHKuUKH:

o QUALTPALHMH NPOXOMSILIKX YEpe3 HET0 KH(POPMAUMOHHBIX 110~

TOKOB;
¢ TIOCPEAHKSECTBA [IPK PEAH3ALMY MEXCETEBBIX B3aUMONEHCTBII.
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B 3aBUCHMOCTH OT THNA 3KpaHA 3TH (PYHKUIKH MOryT BhinOI-
HATHCA € pasnuyHoM nojHorok. Ilpocreie MO opuenThpoBansl HA
BBIIONHEHNE TOILKO ORHON n3 HuX. KoMmiexkcHeie MO obecnedn-
BAIOT COBMECTHOE BBINOAHEHME YKa3zaHHBIX QYHKUUA 3aumre. Cob-
CTBEHHAs 3AMILEHHOCTE M3 HOCTHrAETCA € NOMOIUBI0 TEX Xe
CPEICTR, 4TO ¥ 331N IUEH HOCTh YHUBEPCAABHBIX cucteM {91,
Yrobol addextnaro obecneuuBaTh OE30MAaCHOCTh CETH, KOM-
nekeHbit M3 ofsi3aH YrpaBasTh BCEM TOTOKOM, YIPOXOISHIAM
4epe3 HEro, N OTCHEXMBATL CBOe CocToaHue. it NpHHSTHS ynpas-
ASIOHIVIX PELISHKHE N0 UCHOAL3YEMbIM cepucaM MDD poskeH nosy-
4aTh, 32NIOMHUHAETH, BEIOKMPaTL ¥ oOpabaThiBaTh KHGOPMALIKIO, 101Y-
YEHHYIO OT BCEX KOMMYHMKALKOHHBIX YPOBHER W OT ADPYINX Npuio-
XKEHMHK,
HenocTaToudso npocTo NpoBepaTh NAKeTs 10 0TAEABHOCTH. MH-
dopMauns O COCTOSTHHY COCAMHEHMS, TNONYYSHHAS K3 WHCICKUKH
COEIMHEHN B NPOLIJIOM ¥ APYTHX NPHIGKEHNA — [aBHbll PakTop
B IPUHATAH YADABAKIOLUETO DPELICHHS NPH YCTAHOBACHHH HOBOTO
coenuHeHus. TIpy NpUHATHY PELUEHUS YIUTBIBAKOTCS KaK COCTOsSIHUE
coeAMHEHMS (NOAYYCHHOE U3 NPOLNOre NOTOKA HAHHLIX), TaK ¥ CO-
CTOSAHVE MPUAOXKCHHUS (TOAYYCHHOE W3 Apyrux npusoxexuit). Tlon-
HOTA M [IpaBMABHOCTH ynpapiaeHus TtpebyioT, urobhl KOMIIEKCHBIH
M3 uMen BO3MOXHOCTD AHAIK3A ¥ KCIONHL30BAHAS CAEIYIOIUX e~
MEHTOB:
o unghopmauuyu 0 coedunenusx — VHQPODPMaUKK OT BCEX CEMU
YyPOBHEH B naxere;

e ucmopuu coedurenii — AHGOPMalKY, NONYUEHHONW OT npellbi-
AYUWIHX COCNUHENINH;

® COCMORHUR YDOGHR NPUAOHCEHUR ~ WHOPODPMALIHY O COCTOSIHUK,
nojiydeHHo# u3 Apyrux npunoxexni. HanpuMep, ayteHTuopn-
OMPOBAHHOMY G HACTOSIIIEr0 MOMEHTA NOAB3CBATEAI0 MOXHO
NPEeAOCTaBUTh AOCTYN yepe3 M3 TONsKO ANs ABTOPHU3OBAHHBIX
BHIOB CEPBKUCA;

o QEPeSUPYIOUAILC INEMERMOE ~ BBIYUCACHNH paznooBpa3HpIX elpa-
XEHUM, OCHOBaHHLIX HA BCEX BBHUECTIEPEUHCICHHBIX (hakTopax.

9.3.2. OcHOBHHIE cXeMbi OAKMOYeHus MD

Hpy noanoyeHrn KOpropaTuBRON CETH X THODANbHBIM CETSM
HEoOXONKMMO PA3IPAHNYKTH NOCTYI B 3a1MILACMYIO CEeTb K3 robaib-
HOW CETH ¥ 13 3a1MILAEMON CeTH B IODANBHYIO CeThb, a Taxxe obec-
14~
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NEeYUTH 33ILMTY NMOZKAIONaeMOl ceTu ot yaaneHroro HCI ¢o cropo-
Hbl TiCO@IBHOM cetn. TIpy 3TOM OpraHn3anms 3aUHTEPecORAKa B CO~
KpHITUH HHOOPMALME O CTPYKTYPE CBOEM CETH ¥ €€ KOMIIOHEHTOB OT
nonboBareneH mobanpHoR cetn, Pabora ¢ yhRaneHHbIMYA TIONB3ORA-
TEASMM TPeOYET YCTAHOBICHMS XXECTKMX OIpaHMueHMB FOCTYna X
NHODOPMALNOHHBIM pecypcaM 3allMUIaeMOH CeTH.
YacTo Bo3HMKaeT NOTPeSHOCTS HMETh B COCTARE KOPMOPATHBHOM
CETH HECKOMHKO CEFMEHTOR € PA3HbIMM YPOBHAMM 2aILMLIEHHOCTH!
» c8000OHO AOCTYIHBIE CETMEHTH (HanpuMep, pPexKIaMHBIN
WWW-cepgep);

e CEIMEHT C OTPAHMYCHHBIM JOCTYNOM {HaripuMep, [ JOCTyna
COTPYAHNKAM OPraBM3alny ¢ YEANCHHBIX Y3J10B);

* 3aKPHITHIE CETMEHTH! (HanpuMmep, GHHAHCOBAs NOKATLHAS f101-
CeTh OpraHMu3anmm).

Hns noaxmoyenus MDD MOTyT MCHONBL3OBATLCH PAIMYHEBIE CXe-
Mbl, KOTODbIC 3aBMCST OT YCRoBME (QYHKUMOHMPOBaKMS 3allylliae-
MOH CeTH, a4 TAXXKEe OT KOJIMYECTBA CETEBBIX MHTepGhEeACOB 1 APYrEX
XapPAKTEPUCTHK, MCnonb3yeMbix M3, LIupoxoe pacripocTpaHeHne
TIONYMUAN CXEMBIL

* 3AUNTHE CETU ¢ HCIIOAB30BAHMEM 3KPAHKPYIOLUETO MAPLIDYTH~

3atopa;

* CAMHOM 3aLINTH HOKWILHON ceTH,

* ¢ 33LIMLIIACMON 3aXpsITON M HE 3ALIMIIACMON OTKPBITON IO&-

CETAMHY,

» C pasigenbHON 3aLIMTOH 3aKphIToH ¥ OTKpsITON noaceTedt [9, 32].

PaccMoTpyM nonpobHee cxeMy ¢ 33LIKILZEMON 3aKpbitOd ¥ He
3alMLIAEMOE OTKPLITOMN noaceTsAMH. ECK B COCTaBe NOKAIBHON CeTh
HMEIOTC OBLICOOCTYNHEIE OTKPITHIE CEPBEPR, TO MX UenecoobpasHo
BBIHECTH KaK OTKPBITYIO NoaceTs 1o M3 (puc. 8.7). 2ror ¢nocob o0-

Jaumuiaeman
3aNpHITaA NOQCETH
noxanbHoR
CBTY

Crepwitan
BHALLIMAN
LBTh

. Mexceresoh |
axpaH

Mapupyrwsarop

Puc. 9.7, CxeMa ¢ saunaemo 3aKpsiToi M He SaMinaeMoil OTKPeITO NogceTAMH
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JAR2CT BLICOKOH 3aLLKILIEHHOCTHIO 3aKPLITON YacTH OKaAbHON CeTH,
HO oBecileynBaeT NOHKXEHHRYIO Ge30MacHOCTs OTKPHITHIX CEPBEPOB,
PaCTIOROXEHHBIX Z0 M3,

Hexkoropsie M3 [O3BOAKIOT pasMeCcTHTs DTH Cepsephl Ha cebe.
OmHaxo TaKoe pellleHye He ABAAEeTCH JIYHIUNM C TOMKY 3peHns 6eso-
NaCHOCTH caMoro MDD 1 3arpysku koMmporepa. OxeMy nogianye-
BYa MO ¢ 3aiunilaeMoil 3aKpsITOH MOACETHIO ¥ HE 3aILKLIAE MO’ 0T~
KPBITOR TOACETHIO LICCCO0BPasHC MCITONB30BATL KILD IIPKU HEBBICO-
KX TpeSoBaxusx 110 0€301aCHOCTH K OTKPHITONA NOACETH.

Ecny Xe K 0e30nacHOCTH OTKPLITHIX CEPBEPOB HPCHABABISIOTCS
IOBHILLCHHBE TpeBOBakug, TOrIa HeOoOXONMMO KCNOAb3OBATH CXEMY
C paslenbHOoN 3aiuToN 3aKpLITON M OTKPBLITON NOACETEN.

$.3.3. lNepconansubie n pacnpegenentsie ceresse
IKpars

3a nocnegHyNe HECKOIBLKC jieT B CTPYKTYPE KOPROPATHBHBIX ce-
TeH NPOM3OLNN OfipedeneHHble U3MeHeHus. ECny paHblle TpaHuLibl
TAKUX CeTelt MOXHO ObLJIO HETKO OYEpTHTH, TO CeNyac 370 NpakTy-
4ECKY HeBO3MOXHO. Ellle HeAaBKO Taxas IDaHMlia NPOXOAMAA Yepes
BCE MAapLIPYTHU3aTOPsl WIM MHbIE YCTPONCTB2 (HanpuMep, MONEMbL),
yepes KOTOPHIE OCYLLECTRIANCS BLIXOM BO BHeWHHe ceTy. B ynaien-
HBIX Othucax opraHusaumy curyauns Osiia cxoxa. OoHako ceiyac
FIONKBOTIPaBHBIM [IOAB30BATEACM 3alimaemMoil M3 cety spaseTcs
COTPYAHKK, HaxOAsILMACK 32 fIpelenaMy 3aLUMILAeMOoro nepuMerpa.
K TaKpuM cOTPYIHMKXAM OTHOCHTCS NoNb30Bateny, paborawiine Ha
IOMY WIH HaXolfiLUNeCs B KOMaHANPOBKe. HEeCOMHEHHO KM TakkKe
TpeByetcst 3amura. Ho sce tpamnumonHsie MDD nocTpoesst Tak,
YT0 3aliyilaeMbie NOAB30BATEAM M DPECYDPCH AOJLKHBL HAXOIMUTHCH
NOA MX 32ILUNTOH ¢ BHYTPEHHeN CTOpOHB! KOPROpaTvBHOK WAK nO-
KajibHOH CeTH, YTO SBAACTCH HEBO3IMOXHBIM I MODWILHBIX NOjb-
30BatTeAei.

Hnas pewenyust 3rofl npobaemsl GbU1M NPEAIOXKEHB CACOYIOLLNE
NIOAXOAbL;

» IPHMEHEHNE pacnpeneaekusix M3 (distributed firewall);

s ACHONB30BAHHE BOIMOXHOCTEH BUPTY&IBHBIX HaCTHLIX ceTed

VPN (virtual private network) {cm. 1. 10).

Pacnpedenennsili mexccemeeoii 3xpan {distributed firewall) — uex-
TPAAM30BAHHO ynpasiifeMas COBOKYIIHOCTh CETEBbIX MUHK-9KPAHOB,
32ILMIUAIOLLNX OTeAbHbie KOMIBIOTEPH! CeTH.
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g MHAMBUAYATBHBIX DOMB3OBATENCH NPEACTABINCT HMHTEpEC
TEXHONOTUS REPCOHAAbHOZO Cemedoes IKpanuposanun. B atoM cayyae
CETEBON 3KpaH YCTaHapiMBacTCsd HA 3aLMILASMLI] NEPCOHANBHBIA
KOMNBIOTED. TAKOW 3KpaH, Ha3biBACMbIR NEPCOHANbHLIM SKPAHOM
xomnsromepa (personal firewall) unu cucmemoti cemegoeo Ixpariuposa-
HUA, KOHTPOJMPYET BECh MCXONSIHME U BXOmsLuME Tpadux Hesasu-
CHMO OT BCEX NPOYKX CHCTEMHBIX 3alUTHBIX cpencts, {Ipy aKpanu-
POBaHKY OTACHHHOIC KOMNBIOTEPE NOMICPXUBACTCS ROCTYNHOCTH
CCTEBBIX CEPBHMCOB, HO YMEHBLIAETCH Harpyska, HMHIYUMPOBaHHAas
BHCLHHEH aKTUBHOCTBIO, B PesynbTaTe CHIDKACTCS YS3BUMOCTh BHYT-
PEHHHX CEPBUCOB 3aIUKUIIAEMOrO TakuM 00pasoM KOMIIsITEPA, 1O-
CKOJIbKY NEPBOHAYANBLHO CTOPOHIKI 3J0YMBIUETEHHUK JIO/KEH npe-
OHOACTH 3KPAH, THE JALMTHBIE CPENCTBA CKOHOUIYPHPORAHB! 0CO-
OeHHO TILIATEABHO H XECTKO,

DTH CPEencTsa He TOMBKO 32LUMIHAIOT 0T BHELIHMX aTaK KOMIlb-
IOTEPLl, HA KOTOPHIX OHH YCTAHOBJIEHBI, HC ¥ 0o0eCneyuBaoT 3a-
Ty TpagvKa, NEPCIaBacMoOre 3a npeleibl NaHHOre ysna (1. €.
OPFraHM3yT 3aimieHHble xaHanss VPN). MMenno raxoe peue-
HKe no3BONMAC 0DECNEYUTh 3ALUTY CETEH ¢ HEUYETKO OUEPUYEHHbI-
MU FPaHyLAMHK.

Hamnune GyHKUME LEHTPATM3CBAHHOIO YNPABAEHMS Y pac-
fipeaeneHHOre M3 — ero raagHoe OTAKYHUe 0T NEPCOHAaNBLHOTO K-
pana. Ecay nepcoHanbibie CETEBbIE 3KPaHbi YIPABASIOTCH TOIBKO
€ KOMIIHIOTEDE, Ha KOTODPOM OHH YCTAHOBAECHLI, M HASANBHO NOA-
KORST [0S AOMALEHEro NPUMCHEHH#, TO pacnpeiencHrbie MDD
MOYYT YIPaBASITECS LECHTPANK3ICBAHHO, C SAKHON KOHCONH ynpas-
AICHWS, YCTRHOBACHKOH B ImaBROM oduce opranusauuy. 1o no-
3BOAMIIO HEKOTOPLIM NPOH3BOIKTENSM BhinyckaTs MO B IIBYX Bep-
CHEX.

o NIEPCOHANBHON (IS MHAUBUAYANBHBIX NONL30BATENEH);

e pacfiipeneficHHOR (g KOPNOPaTUBHBIX NIONL30BATEICH).

B cospemennbix yenosusx Sosiee 50 % pasnryHbiX arak ¥ nonsi-
TOK HOCTYNA X MHGMOPMALMH OCYLHECTBANETCH HIHYIDH JOKAIHHbIX
cerell, NOSTOMY KJIACCHUYECKHKE «NIEPUMETPOBLIN» NOIXOR K co3na-
HHUIO CHCTEMBI 3aLHUTLI KOPNCPATHBHOK CCTH CTAHOBMTCA HEROCTa-
TOYHO SO BeKTHBHBIM. KODIIOPaTHBHYIO CETh MOXHO CYHUTATh ACHCT-
ButenbHO saunnueHsoit ot HCA TONbKO 1IpH HaNUMKK B HER
CPEACTB 3alHKTHE TOUEK BXOA2 CO CTOPOHBI Internet u pelieHui,
obecneyuparo X GC30MACHOCTE OTASNBHBIX KOMNIBIOTEPOR, KODIO-
PaTHBHBLIX CEPREPOB U PPArMEHTOB JIOKANBLHOR CEeTH NpenfnpusTHs.
Peuiehust Ha OCHOBE PacnpEeneNeHHbIX Wik NEepCoranbhnix M Han-
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nysipM ofpaszoM 08ecneunsant 6e30nacHOCTh OTACNBHBIX KOMIBIO-
TEPOB, KOPNOPATHBHBIX CEePBEepPOB K HparMeNTOB JIOKAILHON ceTH
npeanpustis [641.

9.3.4. MNMpobnems BesonacHocT M3

M3 ue pewaer Bce npolGnemsl GE30MACHOCTH KOPNOPATHBROMN
cetr. KpoMe onucakHbIX BhILIE ZOCTOMHCTE M3, cyllecTsylor orpa-
HHYEHHS B MX KCAOMbIOBAHHHY KM yrposs! (e301acHOCTH, 0T KOTOPHIX
M3 ue moryr 3amintits. OTMEeTHM Hanbonee CYLISCTRCHEDBIE K3 3THX
orpaHudcH ub [9, 431

* BOIMOJCHOE DZPAHUYEHUE NPONYCKHOU crnocobrocmy. TpanluLiHOH -
Hole MO SBASIOTCA JIOTEHUMAIBHO Y3KMM MECTOM CETH, FaK
KaK BCE COSRMHEHMMS HOJKHBI IPOXOOUTD uepes M3 K B HEXO-
TOPBIX ChyYasxX u3ydarbes M3,

. OMICYMCMENE GCIMPOCHHBIX MEXAHUIMOB 3auitimbt om supycos. Tpa-
NMUOKKbIe M3 He MOTYT 331UTHTh OT J10/1b30BaTe /e, 3arpy-
KAIOHWMX 3apaxXeHHbie BUpYcaMy nporpamvpl st TIOBM u3
MHTCDHETOBCKUX apXyBOB WM JIPK flepelaye Takux Nporpamm
B Xa4CCTBE NPWIOXCHUE K IIUCHMY, NOCKOJIBKY 3TH IIpOrpaMMb
MOryT GpiTh 3aiinPOBAHB MITH CXaThl BOMBLKM YHCIOM CIIO-
¢06038;

« omcymemeaue sgghecmusnoll 3auumer om noayuaemoeo u3 Internet
ORGCHOZ0 cOOepxumozo (aninnerhbi Java, yrpaBjisiiolIKe 2€MEH~
Tol ActiveX, cueHapuy JavaScript u 1. n.). Cneuudyika Mo-
OUMHHOrO XOMA TaKOBa, YT0 OH MOXeET GpITh UCIIONL30BAH KakK
CPEACTRO ANS NPOBERCHUS atak. MOOWILHBIE KO MOXET ObiTh
peasiuaoBaH B BUAE.

- BUPYCE, KOTOpnil BTOpraercs 8 C y yHUYTOXAET NaHHbIE
Ha JOKANLHLIX AKCKAX, NOCTOSHHC MOAHMHLIKDYS CBOHM KOX
U 3aTPYAHSA TEM CaMmbiM cBOE ODHApYXEHUE K YIAJIeHNE,

- ATEHTA, IIePEXRATHIBAIOLICIO NAPONM, HOMEpa KPEeIUTHBLIX
KapT # 1. I,

— TIPOTPaMMBbl, KOIHPYIOLIEH KOHGUACH UNHanbRbie dalibi, CO~
AepXallue AeAOBYIO 1 BUHAHCOBYIO UHGOPMALKIO 1 fIP.;

o M3I ne moowem aquumums 0m OWUBOK U HEKOMREMEHMHOC MUY
adMuHYCMpamopoe y noasv3oeameney,

o mpaduuuonnsie M3 geaomes no cywecmey cpedcmeamy, mosbKo
Saoxupyrowumu amawxy. B OOABLIMKECTBE C/IY4aeB OHM 3allHLIA-
I0T OT aTaK, KOTOPhiE YXKE HaXOA4TCH B MPOLECCe OCYIIeCTBAe-
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HusA. bonee 3¢pdekTBHBLIM ObUIO ObI HE TOALKO OJIOKMpPOBA-
HHUE, HO U YNpEeXIEHHWE aTaK, T. €. YCTPAHEHHWE MpPEeANOCHIIOK
peann3alMy BTOPXEHMWH. /111 opraHM3alMy YNpexmeHUs aTak
Heo0X0OOIMMO MCIONIb30BaTh CPeacTBa OOHApPYXEHMS aTakK M Mo-
McKa YA3BUMOCTEH, KOTOpble OyayT CBOEBPEMEHHO OOHApYXH-
BaTb M PeKOMEHI0BATb MEpbl N0 YCTPAHEHHUIO «CNabbiX MECT» B
cucTeMe 3allMThl. TeXHONOTUM OOHapyXXeHHs aTak M aHaiu3a
3alUULIEHHOCTHU CETEH paccMaTpUBalOTCA B I71. 14.

s 3a1unThl *HGOPMALIMOHHbIX PECYPCOB pacnpeac/ieHHbIX KOp-
MOPAaTHUBHBLIX CUCTEM HEOOXOOWMO NMPUMEHEHHE KOMITJIEKCHON CUCTe-
Mbl UH(OPMALIMOHHO 6€30MacHOCTH, KOTOpas NO3BOJUT 3¢ heKTHB-
HO MCII0JILb30BaTh JOCTOMHCTBA MO M KOMIIEHCHPOBATb UX HEJOCTAaT-
KU C IOMOLUBIO APYTHUX CPeICTB DE30M1aCHOCTH.



nasa 10
OCHOBbI TEXHOJTOI'MMA BUPTYAIIbHbIX
iéuu.l,nu.lEHHle CETEM VPN

Jazava co3jaHMus KOMIIBIOTEPHOMR CeTH NPeIPHATHS B npejenax
OOHOIO 3daHusl MOXeT OniTh peliera OTHOCHTENsHO Nerko. OmHako
COBpeMeHHas uHMpacTPYKTYpa KOpropaluuid Bximiovaer B cebsa reo-
rpaHYecKy pACTIpele/IeHHbIe [TOAPA3EIeHHNA CaMOK KODPIIOPALHH,
€€ MapTHEPOs, KAMEHTOB W NOCTaBLHMKOB, [103TOMY CO3JAaHHUE KOp-
TICPATUBHOM CETH CTajl0 CYLeCTBEHHO Oosee CAOXHOH 3anaveh.

C 6ypHbiM pasputvem Internet ¥ ceTelt KOMAEKTHBHOIO HOCTYMA
NPOM30LLEH KAUESCTBCHHBI CKAYOK B DACHIPOCTDAHEHUN K JOCTYIIHO-
crti undopMauuy. TTons3o08aTeN NOAYYUIK JCLHEBbIE M HOCTYIIHbIE
Kaxanp! Internet. TIpeanpusaTrs CTPEMATCH KCIIONB30BaTh TAKKE Ka-
Hajibl A nepelasid KPUTHYHOPR KOMMEDHECKOH 1 YINDARjICHYEeCKOoH
KHHGOPMaLINH.

[na abdexkTHBHOIO NPOTHBORCHCTBUA CETEBbIM aTakaM U obec-
NedeHKs BO3MOXHOCTH aKTHBHOIO K 0e30IdCHOr0 KUCTOL308aHHUA B
Bu3anece OTKPLITHIX ceTeil 8 Havane 1990-X IT. poaMsdach ¥ AKTUBHO
PA3RUBAETCA KOHUCIIUHMS [OCTPOCHNAS BUDTYANBHHIX YaCTHBIX Ce-
Teit — VPN (Virtual Private Network).

10.1. KoHyenumus nocTpoerns BUPTYanbhHbIX 3aUMULeHHbIX
cereit YPN

B oCcHOBe KOHLENUKY NHOCTPOEHMS BUPTYanbHbiX ceTeit VPN e~
KUT BOCTATOMHO NPOCTas WAES: eCaK B INoGanbHOR CeTH MMEIOTCH
AB2a Y313, KOTODBLIM HYXHO OOMEHSTHCS HHOpOpMaLIMeH, TO MEeXay
ITUMK HBYMS y3iaMK HeOoOXOMMMO ITOCTPOMTH, BHPTYANBHBIR 3alui-
HEHHpIH TYHHEAB st obecrieueHns KOH(GUICHLIMANBROCTH U LSO~
CTHOCTH MHGOPMALMH, TIEPEIaBaeMOoil Yepe3 OTKPHITHIE CeTH; AOCTYI
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K DTOMY BUPTYATLHOMY TYHHEMO BOMKEH OBITh YPE3BHIMAHHO 33-
TPYNHEH BCEM BO3MOXHBIM AKTHBHBIM K ITACCHMBHLIM BHELIHKM Ha-
OuonaTensaM.

TIpenmyLiecTBa, nonyqaeMble KOMIIBHHEH OT CO3R&HHMS TaKuX
BHUPTYANBHBIX TYHHEAEH, 33K0110YAI0TCA NPEXIE BCETO B 3HAUMTEILHOK
IKOHOMHUE MMHAHCOBBIX CPEHCTE, NOCKOAbKY B 3TOM CJIy4ae XKoMmIna-
HHKS MOXET OTKA3ATLCA OT NOCTPOSHUN WK apPeHibi ZODPOTHX Bbille-
JIEHHBIX KAHATOB CBA3KM AJIS CO3NaHMs COSCTBEHHBIX intranet/extranet
CeTEl Y1 MCTIONDBIOBATDH Wi 3T0To AcwueBnie UHTepHeT-KaHansl, Ha-
HEXHOCTE K CKOPOCTh fIEPeHauy KOTOPHIX B BOABIIKKCTBE CBOEM YXe
He YCTYNaeT BhlACACHHBIM NHHEAM. OueBKEHas 3KOHOMKUECKas 3¢
bexTHBHOCTE OT BHeaApeHyus VPN-TeXHOAOIME CTUMYAUDYET nipell-
AIPUATHA K aKTHBHOMY KX BHEAPEHHIO.

10.1.1. QcHoBHbie NOHATHR ¥ DyHKymn cetn VPN

Tipy nOOKIIOMEHKK KOPNIOPATHBHOK JOKANBHOK CETH K OTKDHI-
TOR CETH BO3HMKAIOT Yrpo3bi BE30ITaCHOCTH OBYX OCHOBHBIX TUIIOB:
+« HCIl K BRYTDECHHMM pecypcaM KODIOPaTHBHOK JOKATbHON
CETH, TTOydaeMblit 3NMOYMBILIACHHKKOM B PE3V/ILTATE HECAHK-
LKOHHDOBAK HOT'O BXONa B 3TY CETh,

o HCJI x XOpniopaTUBHEIM AaHHBIM B NPOLECCE KX NEPENayy Nno
OTKPBITOR CETH.
ObecneueHune Ge3onacHoOCTH MRGOPMALKOKKOIC B3auMozehcT-
By JIOKAJIBbHBIX CETEH K OTHENMbHBIX KOMIILIOTEPOB 4E€DPE3 OTKPBITHIE
CETH, B YACTHOCTK uepes cets MHTepHEeT, BO3MOXKO rnyreM addek-
TUBHOT'C PEUICHUA CASNYIOLIMX 333aY:
¢ 3ALIKTA TICRKJIOMEHHBIX K OTKPBITHIM KAHANAM CBS3K JOKATb-
HBIX CeTEW M OTAC/BHBIX KOMIILIOTEPOB 0T HECAHKUKOHKPOBAK -
HBIX HEBCTBUH CO CTOPOHBI BHELIHEH Cpellbl;

o 3aliKTa MHQOPMAHKK B fIpOLECCE €€ NEPEdayYh NG OTKPHITHIM
KaHajaM CBS3H.

Kak yxe oTMeyanockr Bbiili€, I8 3alKTBI JOKATBHBIX Cetel U
OTACNHHBLIX KOMIIBIOTEPOB OT HECAHKUMOHHPOBAHHLIX DEHCTBUE CO
CTOPORB BHELHEH cpeilbl OBBIYHO MCHOMB3YIOT M3, NMoAzepXuBalo-
nie  5e30nacHOCTs MHEOMOPMALMOHHOIO B3aMMOACHCTBUA TIyTEM
(hrpTpalLiK ZBYCTOPOHHETO NTOTOKA COOBINEHKH, a TAKKE BLITIONHE-
HUd QYyHKUKN TocpenHuyecTsa npu obmexe undbopMmauueir. M3
PACHONATAIOT HA CTHIKE MEXIY JOKAILHOR M OTKPHTOH ceThto. Lisi
3ALKTH OTUEABHOIC YIOANCHHOIO KOMIIbIOTEPA, NOIUIIOYEHHOIO K
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OTKPBITOR CETH, HA 3TOM KoMmnbioTepe yctaHasausator [10 cetesoro
3KpaHa, 1 TakoW CeTCBOR DKpaK HA3BIBACTCSH JIEPCOHARBHBIM.

3aiuta HH(OPMALIHH B IPOHECCE €€ NIEPENadH 10 OTKPLITHIM Ka-
HAJIAM OCHOBAHA Ha MCHIONBL3OBAHUH BUPTYANBHBIX 32UMULUIEHHBIX CE~
tedl VPN. Bupmyanenoi s3awuwmennod cemsio VPN (Virtual Private
Network) HaspiBalor o0bellMHEHNE JNOKaAbHLIX ceTelt 1 OTHENAbHBIX
KOMTIBIOTEPOB HePEe3 OTKPHITYIO BHEUIHIOW CPEAy fepelauy rHoop-
MALIMK B SIMHYIO BUPTYATbHYIO KOPIOPATHBRYIO CEThb, 0lecneunpalo-
Y0 0e3011aCHOCTh LMPKYAMPYIOHIMX JaHHbIX. BupTyanphas 3aiuu-
wieHHas cets VPN opMHUpYETCs nyTeM J1OCTPOSHUS BUPTYANIBHBIX
JAUHIUCHHPIX KAHANOB CBN3M, CO3AABAEMBIX Ha 0a3¢ OTKPHITHIX KaHa-
70B CBs3K OOIUEAOCTYRHOM Cetu. BTH BUPTYAIbHBIE 3aLIKLICHHBIE
Kanansl cai3n HassisaoTes mynneasmu VPN, Cets VPN nossonser ¢
NOMOLIBLIO TYRHenelk VPN coenmHnTh LEHTpaNbHbIR oduc, odhucs
(huananop, oducst GH3HEC-NAPTHEPOB U YNANCHHBIX TiOjb30BaTEaACH
u Oe30MacHo nepeaasaTh uH(popmannio yepes Varepuer (puc. 10.1),

Tyunear VPN npencrasnser cobo#t cOemMHEHME, IIPOBEAEHHOE
YEPE3 OTKPHITYIO CETh, IO KOTOPOMY N PeAalOTCsl KPUITTOTpaduyecku
3AUMIEHHBIE TIAKETH COODLIeHMA BUPTYaNbHON CeTH. 3alluTa MH-
dopMauuy B npouecce ee nepenaun no TynHeno VPN ocxosana:

s Ha ayTEHTU(HUKALNN B3aHMOAEHCTBYIOMINX CTOPOK;

s KPUTITOTpauIecKOM 3akpsiTh {LindpPOBAHKY) TIePEAaBACMbIX

DaHHBIX;
* IiPOBEPKE TIOAAMHHOCTA U LICNOCTHOCTA ZOCTABASEMON HHOOD-

MaLnu.
Qcpuc hurmana
- intermet .
L TIY «u“,“ i prv— o
L £ 3T i LT ]
mitim
Masubit 0guc Buanec-naprHep
YaanerHud
nonLIoRaTENL

Puc. 10,1, Buprvansaan samuiernas cets YPN



220 Yacme 3. Texnoao2uu 3auinimst MEXCCemessz2o 00Mena Gannbimu

Hns a1ux GYHKUKME XapaKTepHa B3aHMOCBA3b APYT ¢ APYToM. Hpu
VX DEIM3ALMH MCTIOABIYIOTCH KPHITTOrPaDUYeCKUE METONb! 3aLUHTH
vHdopMmankd. DODEeKTHBHOCTE Takol 33Tl ofecrieyyBaeTes 3a
CYET COBMECTHOTC HCMONBL3OBAHKA CHMMOTDHUHBIX H aCHMMETPHY-
HBIX KpunTorpaduryeckux cucreMm. TyHHenb VPN, dopmupyembiii
yerpoicrBamy VPN, obnanaeT CBOHCTBAMM 3ailMUIEHHOR BBIEEIEH~
HOM JAHHEH, KOTODAA pa3BepThiBaeycsi B paMKax ODLICHOCTYIHON
cery, nanpumep UrrepHeta. Yerpofictsa VPN moryT #rpats B BUpTY-
aNbHBIX YaCTHBIX ceTAX posts VPN-xuiHerrta, VPN-cepsepa winy U0~
3a DezomnacHocTd VPN,

VPN-xauenm npenctapnser cofo nporpaMMHbIF HAH IIPOIPAMM-
HO-afmapaTHbIf KOMIUICKE, BhINOAHsEMbIH OBBIYHO Ha Base nepco-
HaabHOTO KoMilnioTepa. Ero cerepoe 11O monuduimpyetcs fis Bbi-
nonxHeHus Lindposanus u ayreHTnduxauny 1paduka, KOTOphiM 3TO
YCTpORCTBO oOMeHKBaeTes ¢ apyrumy VPN-xsuentamu, VPN-cepse-
paMy Iy wao3amy Oeaonackocty VPN, O6piyHo peandsauus
VPN-karenTa ripeacTasnaer cofoil nporpaMMHoe peLIeHMe, NOTIon-
Hslowee cradnaptHyo OC — Windows NT/2000/XP wnp Unix,

VPN-cepgep nipeactassisier ¢o00#i NporpaMMHbid WM NPOIPAMM-
HO-aNNAPATHHIA KOMIUICKC, YCTAHABAMBACMbIA Ha KOMIIBIOTEPE, Bbli-
nonHswwey GYHKUHHA ceprepa. VPN-cepBep ofecnieudBacT 381LHUTY
ceppepoB o1 HCI #3 BHeWHMX ceveil, 2 TAXKKE OPraHH3alfio 3aluH-
LEHHBIX COSHMHEHHUH (ACCOLHALKE) C OTACABHBIMI KOMIILIOTEPAMHU
¥ C KOMIILIOTEPAMMK M3 CETMEHTOB JOKAIBHBIX CETeH, 38lIHILEH-
HBIX COOTBeTCTBYWOLIMMH VPN-rniponyxtaMu. VPN-ceprep spisieTcst
QYHKLUKOHANBHBIM BHATOIOM Ipoaykra VPN-KIHeHT [Uis CepBEPHBIX
mnardopm. OH OT/AHMYAeTCS Npexiie BCEro paclllMpeHHbIMH pecypca-
MH UH TIOINCPXKAHHS MHOXECTBeHHBIX coeauneHu#l ¢ VPN-xnuen-
Tamu. VPN-cepBep MOXET NOAAEPXKUBATE 33UIHIUCHHBIE COCAUHEHNA
¢ MOGHABLHLIMH NTONB3OBATEIAMU.

Hinos Gesonacwocmu VPN (security gateway) — 3TO CeTeBOE yCr-
pOfICTBO, MOAKIIONAEMOE K NBYM CeTSM K BHUIIOAHAIOLICe DYHKLIUH
HIMDpOBaHKR M aYTeHTHOUKAUMH AN MHOTOMMCIECHHBIX XOCTOSB,
PacIOfCKEeHHBIX 32 HuM. Pasmenien winio3 Seaonacnoct VPN Tak,
4YTOOB! Yepe3 HEro IPOXODHA BeCh TPAbMK, NPENHA3HAYEHHBIH 114
BHYTpEHHe#l Kopriopatusroit cetd. (Cerepoe coeAMHEHME UUIIO3a
VPN 1pospaqno JUid 10Nb30BaTeNeH No3alH U034, W NpeaCTasis-
ETCA KM BBIAENCHHOM NMHUEH, XOTH Ha CaMOM Rene TIPOKIalbIBAETCS
YEPe3 OTKPHITYIO CeTh C KOMMYyTailvedl nakeros. Anpec Luio3a Geso-
nacHocTH VPN ykaseiBaeTcs KaK BHCLUHHHA appec BXOMALIETO TyHHE-
JTHPYEMOr0 NaKeTa, 4 BHYTPEHHHA anpec NakeTa fB/IfeTcS aapecoMm
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KOHKpPETHOro xocta nosazy uwniosa. Hinwos Gesomacnocty VPN Mo-
XeT ObITh DEAnu30Bay B BUAEC OTAECNBHOTO IPOIPAMMHOTO DELUCHMA,
OTAERBHOTO AIIIADATHOTO YCTPORCTBE, @ TAKKE B BHAC MaplupyTHia-
Topa unu M3, ponoaseEEbX dynxuusmy VPN,

OTxpelTas BHELUHAR cpepa fepelady UHOOPMAUMHE BXIIOYAET
KaK KaHaibl CKOPOCTHON nepenayy BalHblX, B KaUuecTBe KOTOpoh uc-
IONBL3YETCS CeThb VIMTEDHET, TaKk U Oojneec MemneHHsie oblenocryn-
HB{¢ KaHANbI CBSA3M, B KAUECTBE KOTOPHIX OOBIMHO IPUMEHSIOTCH Ka-
Hanel TeneoHHOR ceTi. D(PGEKTHBHOCT, BUPTYANbHON uacTHOMN
cet VPN onpeaesieTcs CTENEHBIO 3AMIIEHHOCTH KWHPOPMaLNHK,
HUDKYTHPYIOIEH 10 OTKDHLITBIM KaHanam csg3u. [nsa GesonacHod
fIEpERaY Y HAaHHBIX YEPES OTKPHTHIC CeTH IUUPOKO MCIIONbIYIOT UH-
xancyasuuro v mynreaupoganue. C OMOIUBIO METORMKH TYHHERKPO-
BAHKS 11aKEThl JAHHBIX NeperarTes yepes obilleROCTYHYIO CCTh, KaK
no obbIMHOMY ABYXTOMEYHOMY COSRMHEHMIO. MeXiy Kaxaon rnapoit
«OTHPABHTEND ~— NOAYYATEND JAHHBIX» YCTAHABIKBacTCs cBoeobpas-
HBI TYHHEIL — JOTHYECKOE COCAMHEHUE, TMO3BOASICIIEE MHKANCY-
JIKpOBATh BAHHDIE OIHOTO [POTOKONA B NIaKeThl APYroro.

CyTh TYHHEAUPOBAHMS COCTOUT B TOM, YT00hI MHKANCYIHPOBATh,
T. €. «YITaXORaTh», TIEPEHRBAEMYIO NOPLUIO ARHHEBIX, BMECTE CO Chy-
XEOHBIMY NOMSIMH, B HOBLIH «KOHBepT», IipK 3TOM makeT npoTokoaa
fonee HU3KOTO YDOBHS MOMELAETCS] B MOJE JaHHBIX [I8KSTa NPOTO-
Kona Gonee BHLICOKOTO MM Takoro Xe yposHst. ClhefyeT OTMETHTH,
YTO TYHHEAHPOBAHME camo N0 cefe He 3ammuaet ganxbie ot HCI
MM KCKaXeHKWsl, HO Gnaronapsi TYHHENKPOBAHMIO IIOSBISETCH BO3-
MOXHOCTB ITONHON KPUITTOrpadruecKo 3a1KTh HHKaICYIUPYEMbIX
HCXOMHBIX rTakeTon. Urolbs ofecrieynTh KORQUACHLUMARBHOCTD TTepe~
J4BaCMbIX JAaHHbIX, OTNPABUTE/b ILKMQPYET KCXOIHBIE MAKETHI, YIa-
KOBHIBAET MX BO BHELIHME MaxeT ¢ HOBbIM IP-3aronoBKoOM U oTHIpas-
ASIET 710 TpaHauTHOM cety {puc. 10.2).

OcoBeHHOCTD TEXHONOTMH TYHHEIMPOBAHMSA B TOM, YTO OHA MO~
3BOAISIET 3aIUU(PDPOBLIBATL KCXORHBIA NTAKET HEAMKOM, BMECTE C 3ar0-

MoRoifh naxey
M
P —
Honbif Hexommiit
iP-aaronosox | ATHIarONOBOX | ESP-2ArONOBOK | i coronngey fanrivie
N .
—

Hexonamit naxer

Puc. 19.2. Tlpumep naxeTa, HOZrOTOBEHHOTO IS TYHHEIHPOBAHNA
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JIOBKOM, & He TOABKO €10 IONEe ZaHHbBIX, DT BAXHO, JIOCKOABKY He-
KOTOPHIE TIONS 3aroioBKa COEPXAT MEDOPMAUKMIO, KOTOPAs MOXET
BbiTh MCHONBIOBAHA 3ICYMBILIACHHKKOM. B 4acTHOCTH, U3 3aroNoR-
Ka YCXOZHOIO IaKeTa MOXHO M3Bjicyb CBCACHUS O BHYTpEHHEH
CTPYKTYpE CeTH - JaHHbBIC O KONMYECTBE NOHCETeH M y35n0B M MX
IP-anpecax. 3NOYMBILICHHHK MOXET MCIONBL30BaTh Takyw nHbop-
MaUMIO TIPYM OpraHM3aliuy aTaK Ha KOproparuBHYyio cetb. FlcxonHbii
naxer ¢ 3aindpOBAHKLIM 3aTONIOBKOM HE MOXET OBITh MCIIO/Ib30BAH
LU OPraHy3alydy TPAHCHOPTUPORKY 110 cety. TlosToMmy ang 3a1umMTst
HCXORAHOTO NAKeTa fIPUMEHSIOT €rC MHKANCYJSIHIO B TYHHEAKPOBa-
nue. Vcxomusii naxeT 3alundpoRbiBaiOT NOAHOCTBIO, BMECTE C 3ar0-
NOBKOM, ¥ 3aTeM 2TOT 3alUM(DPORAHHBIA FI2KET IOMEIAIOT B JADPYTOH
BHCIIHMI TAKET ¢ OTKPBITHIM 3aroioBKoM. it TPAHCHOPTHPOBKH
OAHHBIX TI0 OTKPLITON CETH MCHOABIYIOTCH OTKPBITHIC FICNS 3237ONOB-
K& BHCLIHEro MaKeTa.

Mo npubeTHHM B XOHEYHYIO TOYKY 3AIUMUICHHOIC KaHana u3
BHELIHETO TAKCTA M3BJICKAIOT BHYTPEHHHH HMCXOZHBI naxker, pac-
IWHKGPOBHIBAIOT €r0 ¥ HCHONL3YIOT €50 BOCCTAHOBACHHLIH 3arONOBOK
IS KanpHedyel nepenasy no BHYTPeHHEH cety (puc, 10.3).

TyYHHEIHPOBAHKHE MOXeT OBLITH MCNONL3CBAHC ANS 3ALIMTH HE
TOABKO KOHOMASHIMANIBHOCTH COACPKUMOTC [1aKeTa, HO Y €70 LEHO-
CTHOCTH M AYTEHTHYHOCTH, NP HTOM NCKTPOHHYIO UMDPOBYIO TIOJ-
IKCh MOXHO PaclipOCTPaHKTh Ha BCE OJIS NaKeTa.

B HONONHEHHE K COKPHITHIO CETEBOH CTPYKTYPLI MEXAY ABYMSA
TOMKAMHM, TYHHCHAHPORAHUE MOXET TaKXE IPCHOTBPATHTD BO3IMOX-
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HuIl KOHMIMKT 8Apecos MEeXIY IZBYMS JOKaAbHBIMYU ceTamu. Tlpw
CO3AaHUY NTOKANbHOH CETH, e CBu3aniiol ¢ Internet, xoMnanKs Mo-
XeT HCIonb30BaTh Mobbie [P-afpeca Ansi CBOMX CETEBBLIX YCTPOWCTB
¥ KoMIploTepoB. Tipy OGLeNMHEHKY paHee H3OHWPOBAHHBIX ceTel
FTH aIPEeca MOTYT HaYaTh KOH(AUKTOBATL APYI € APYIOM K C afpeca-
MH, KOTOpBIE VXXe HUCIONL3yIoTcs B Internet. Muxancynsuys naxeros
peuiaet 31y npobaemy, MOCKONBKY O3BOASET CKPHITH NEPROHAYANb-
Hbi¢ agpeca ¥ A00aBUTH HOBbIE, VHKKANLHbIE B NIpocTpaHcTse [P-an-
pecos Internet, KOTOPHIE 3aTEM HUCIOABIYIOTCS IUIA MEPECHUIKK AaH-
HpIX 110 paspensiembiM cersiv. Croa Xe BXOAWT 3alaya HacTpo#ku
[P-ampeca ¥ APYTHX F4PaMETPOB A MOGHABHLIX AONB30OBATENEH,
NOAKIIOYAIOLIKXCS K JIOKAABION CeTH.

MeXasu3M TYHHEIRPOBANMS HIMPOKO IPUMEHAETCS B PASIKIHBIX
npoToKonax GOpMUPOBAHKs 3aiiyie HHOTO Kanana. OO HO TyHHENb
CO3RACTCS TOJNHKO HA YHACTKE OTKPBITOM CETH, file CYLIECTBYET yrposa
HADYIHCHHUA KOH@KECI’IHH&RM'IOCT@I A BENOCTHOCTH BAHHLIX, HafIpH-
MEpP MEXIY TOYKOR BXOAa B OTKphITHIE VHTEepHET ¥ TOYKOH BXONA B
KOPIIOPATHBHYIO Ce1h. [Py 3TOM NS BHEIIHMX [1AKETOB HCHIONB3YIOT-
€S appeca fIOrPaHUdHBIX MADIIPYTH3IATOPOB, YCTAHOBIEHIIbIX B 3THX
JIBYX TOYKAX, 4 BHYTDEIHHHUE aPeca KOHEYHBIX Y3OB COREPXATCs BO
BHYTPEHHUX KCXOAHBIX [1aKeTax B saumeniioMm suae. Cnegyer oTMe-
THTD, ¥7T0 €aM MEXaHHU3M TYHHEAUPOBAIKS HE 3a8BMCHT OT TOTO, € Ka-
KOW HENbIO NPUMEHSIETCS TYHHENMPOBaHHe. | YHHEIKPOBAHTE MOXET
[IPUMEHSATBCS HE TOILKO Uisl 06ecneyeHus KOHMUACHUHMANBHOCTH U
LE/IOCTHOCTH BCEH fIEPERaBacMON NOPLUHH HAHHLIX, HO U U1 OpraHK-
3a1MK FIEPEX0a MEXAY CETEMH C Pa3iibIMHU IPOTOKONaMu {Hanpumep,
IPv4 u 1Pv6). TyHHENHpOBAHHE NO3BONSET OPraiiy30BaAThL NEepenavy
NAKEeTOB OJHOTO (IPOTOKOAA B AOTHYECKOH cpene, HCIONs3youieH
IpYro# npoTokon. B pe3ynsTate (OsiBAAETCs BO3IMOXHOCTL PEHIUTD
1ipoGaeMbl B3aHMOACHCTRIS HECKOABKMX PA3HOTHIIILIX ceTed, HauK-
Has ¢ HeOBXORMMOCTH obecneyeHKs LEJOCTHOCTH K KOHIbHACHIIN AN b~
HOCTH NEPEeaBaeMbly AAHHbIX M 3aKAHYHUBAs MPEOOICHUEM HECOOT-
BETCTBUI BHEIHMX NPOTOKOAOB WIH CXEM aIPECALKK,

PeaiiM3aiMic MEXAHHU3Ma TYHHENHDPOBAHMS MOXHO FPEICTABHTL
KaK pe3ynpTaT paboThl NIPOTOKOAOB TPEX THIOB! IIPOTOKO/A-«flacca-
XUpa», HECYLIETO IPOTOKONA U NPOTOKOAR TyiHeRUpoBaiiys. Hanpu-
MEP, B KAYECTBE NPOTOKOMA-«IACCAKUPA» MOXET ObITh HCIIONHIOBAH
TpaHCnopTHeIil nporoxon 1PX, neperocsyil famnbie B JTOKATbHbIX
ceTsx GHUAKAIOB OAHOrC npennpuaTus. Haubosnee pacnpocipaneH-
HbIM BADMAHTOM HECYLIETO NPOTOKONa sisasercss aporoxon 1P cetn
Wurepuier. B KauecTBe [POTOKOJIOB TYHIHEIKPOBAHHst MOXyT ObITh KC-
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FIONBb3OBAR b FIPOTOKONE XKahaibHOTo yposHs PPTP u L2TP, a takxe
NPOTOKON ceTenors ypopHa 1PSec. baarogapst TYHHEIUPOBRHHIO CTa-
HOBHTCA BO3MOXHBIM COKDBITHE HHOpacTpyKTypsl Internet or
VPN-npuaoxeHRi.

Tynuenn VPN MOryT Co3NMaBaThCs JUIS PAMIMURBIX THIIOB KOHEY~
HpIX NOAb30BaTENEH -— nHB0O 3T0 nAoKanpHas cets LAN (local area
network) ¢o uUO30M 0e3018CHOCTH, HBO OTIEibHBIE KOMIIBIOTEDH
YASNEeHHBIX 1 MOGHABHBIX 1osb3opatenedl. Ilng cosnanus BUpTyanb-
HON YACTHON cerH KPYIHOIO NpPeNnpHAaTHA HYXHbB VPN-1umno3s,
VPN-cepsepsl 1 VPN-kmuente, VPN-UU036 Leiecoobpazso Ke-
TIONIL30OBATE AV 3aILMTE JOKANBHBIX ceTedl npeanpusaTus, VPN-cep-
Bepbl ¥ VPN-IUMERTH HCHONb3YIOT Uil OPTaRH3aLHHM 381K IEHHBIX
COCNIMHECHMH YAaNEHHBIX B MOOWIBHBIX NOAL3CBATENEH C KOpnopd-
THBHO¥ ceThio yeped MHTepHer.

10.1.2. BapHaHuTsl TOCTPOEGHHS BUPTYANbHBIX 3IUMLIE@HHbIX
HANBNOB

besonacHocTs HHEMOPMALKOKHOIO 06Mera Heobxonumo obecre-
YKBATh KAK B chyvac O0neAUHEH KA JIOKAIBHBIX CETeH, TaK U B CAy4ae
HOCTYNA K JOKANBHBIM CETSM YIANEHHBIX HIH MOBHNBHLIX TIONBL30BA-
tened {621, Tlpyu npoexruposanuy VPN o0biyHO pacoMaTpHsaeTes
I8€ OCHOBHBIE CXEMbL

1) BUDPTYANbHBI 3a1LMILCHH I KAHAK MEXAY JOKANbHBIMH CeTA~
MH (kauan JIBC—JIBC),

2) BUPTYANBHLIN 3QIUMIICHHDIN KaHAR MEXIY Y3/iOM ¥ JOKaib-
Hoit ceThio (KaHan wiHent—JIBC) (puc. 10.4).

CxeMma | COeTMHEHMS TO3BOANAET 3AMEHHTD JOPOTOCTOALIKE BHLIC-
JIEHHBIC TUHAKY MEXIY OTNEAbHBIMUA O(hUCAMA U CO3iaTh HOCTONHHO
AOCTYNHBIC 33LIHLIEHHBIE KAHAIB MEXAY HUMHU. B 5TOM cayyae winlo3
Ge30IaCHOCTH CHYXHT UHTEPGEHCOM MEXIY TYHHEIEM H JIOKAIhHON
CeTHIO, TIPU ITOM TONB3IOBATENH JIOKAABHBIX CETEH MCMONB3YIOT TYH-
HeAb Ui OOIICHYS IPYr ¢ ApYroM. MHOTHE KOMNAHUM MCHONb3VIOT
ZaHHbi BHI VPN B Ka4eCTBE 3aMEHb! MIIH ZONOMHER U K UMEIOIUM-
¢ coeArHeHMIM TnobanbHOR ceTH, TakuM Kak frame relay.

Cxema 2 3amduieHHoro xarana VPN npeznasHaveHa s yCTa-
HOBJICHHSA COSIHHEHKNA ¢ VIANCHHEDIMYE HIH MOﬁHJIbeIMH I0/ib30BA -
Tensmi. Co3naHue TYHHEN HHHUHADYET KiHEeHT (YRaneHHbIA [ONb-
3083'}?‘8}31-:). B,Iiﬁ CBA3K €O LTIO30M, 3allKA0LIHM YIZAJICHHYIO CCTh,
OH 3aITYCKAET HA CBOEM KOMIBIOTEPE CreuHansHoe ximenTckoe 10,
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Orot Bua VPN zaMensier coBoi KOMMYTHPYEMbIE COEOUHEHUS K MO~
KET UCIIOAL30BATHCA HAPARY C TPANMUMOHHBIMU METORAMY YRAICH-
HOro mocrysia.

CyutecTBYIOT BapHAHTE CXEM BHPTYaIbLHLIX 3aILUMILEHHBIX KaHa-
a08. B mpuHumne noboi K3 ABYX y310B BUPTY&ALHON KOPHOpaTHB-
HOH ceTH, MEXIY KOTOphMY (BOPMUPYETCS BHPTYAIbLHLIN 33ILKIICH-
HbIA KaHal, MOXET NPHHAVICKAETL KOHCYHOR HAY JIPOMEXYTOMHON
TOYKE 3AlULIGEMOTO TOTOKA COODILIEHKH,

C Touxky 3peHus obecneyeHns HHOGOPMALMOKHON §e30NaCHOCTH
AYYIUMAM SBASETCA BAPMAHT, NIPH KOTOPOM KOHCYHbBIC TOMKM 3auiy-
HICHHOIC TYHHEAS COBRALSIOT ¢ KOHEYHBIMK TOUKAMH 3aILHILAEMOI0
noToKa cooblueHnit. B 31oM ciydae oBecneynBaeTes 3alUnIeHHOCTD
KaHana B0Ak BCETO NYTH CJACAOBAHMS NaKeToB coobuenult. OnHako
TakoM BapvaHT BERET K JELEHTPajsK3aluUy YApaBacHUS ¥ u3ObITOY-
HOCTH pEeCYpCHbIX 3arpar. B aToMm ciiydse HeoBXOonuMa yCTaHOBKa
CPEACTB co32anust VPN Ha KaXIoMm KIHCHTCKOM KOMIBIOTEPE NO-
KaJpHOH ceTH. D10 YCHOXHSAET HeHTPANHIOBAHHOE YiIpaBNeHKe 10C-
TY{IOM K KOMITBIOTEDHBIM PECYpCaM U He BCETAZ OfiPaBJAHO DKOHO-
muyecky. OTaespHOE AIMUBUCTPHPOBAHKE KUKAOTO KIMEHTCKOro
KOMIIbIOTEPA C LENHK KOHOUIYPHPOBAHHA B HEM CPCACTR 3aILMThI
ABASETCH ROCTATOYHO TPYAOEMKOH NpoUeRypPOil B HOABILION CETH,

Ecau BHYIDYM NOKATRHOR CETH, BXOAAIUEH B BHPTYaJILHYIO CETb,
He TpeByeTcs 3aliMTa TpadKKa, TOII4 B KauecTBe KOHEMHOH TOYKM

15 - 3343
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33IUMLUCHHOrO TYHHENS MOXHO BbOpath MDD uiau norpaHuvHbig
MAPLIPYTHU3ATOP 3TOH JNOXaNsHo# ceTv. Ecap Xe norox coobuenuit
BHYTPH JOKanbHOH CETH HOKeH ObiTh 33LUKMIUCH, TOrAa B KadecTse
KOHEYHON TOUKYM TYHHEAS B 3TOH CeTH AOJDKEH BbICTYNATH KOMIIBIO-
TeP, XOTOPHIA YUAaCTBYET B 3amMilleRHOM BlaumonereTaun. [lpu moc-
TYNE K FOKANBHOH CeTH YAAICHHOTO NOAB30BATENA KOMIILIOTED 3TOTO
fI0JIL30BATENA NO/XEH ObITh KOHEYHOH TOUKON BHDTVAILHOIO 3aLUH~
LIEHHOI'C KaHana.

HocrarouHo pacnpocTpaHeHHpIM SIBISICTCA BAPHAHT, KOIda 3a-
IIAIIEHHBIA  TYHHEbL [IPOKNARBIBACTCS TOABKO BHYTPH OTKpPHITOH
CeTH ¢ KOMMYTauuelh naxkeros, Hanpumep BHYTpU Murepnera. 3ror
BaPHaHT OTIKYACTCS YNOOCTBOM APHMEHEHUs, Ho o0nanaeT cpasHu-
TeNIHHO HU3KOM 6e30MaCHOCTHI0. B XKauecTBe KOHEUHBIX TOUEK TaKoro
TYHHENS OOBIMHO BBICTYNAKT nposainepst MHTepHETA MAM fOrpa-
HUUHBIE MapiUpPYTA3ATOPH! (MEXCETEBBIC DKPAHBI) JOKAIBHON CETH.

Hpr oObenuMHEeHHH NOKAMBLHBIX CETEH TyHHEAL (opMmupyeTcs
TONBKO MEXIY NOFPAHMYHBIMM ApoBalinepamy VinTepHeTa, WM Map-
HIPYTH3ATOpAMH (MEXCETEBRIME 3KDAHAMK) AOKAIBHOH ceTd. fipu
YAANIEHHOM HOCTYNE K JAOKWIBHOM CETH TYHHENb CO3NACTCH MEXIy
CEpBEPOM YEAICHHOTO ROCTYNA NpoBaiaepa MHTEpHETA, 2 TaKxKe 110~
TPaHKYKLIM npoBaiinepom MHTepHeTa M MapuipyTH3aTOpOM (MeX-
CETEeBBIM 3KPAHOM) JOKATBHOH cetd. [1oCTpOeHHbIE MO AAHHOMY
BADKAHTY BHPTYaJbHbi€ XKOPHOpPATHBHBIC ceTH oO1analorT Xopolleid
MaciTabupyeMocTIO ¥ yrpasnsemoctsio. Chopmuposarisie 3allM-
HICHHBIC TYHHENK NONHOCTHIO APO3PauHbl A KIKUEHTCKUX KOMIIHIO~
TEPOB M CEPBEPOB AOKANLHOMK CeTH, BXOA4iieH B TRKYIO BUPTYAIBHYIO
ceTs. [1O 37X y3108 ocTaercs He3 uameneHud. OnHAKO naHHbI Ba-
PHAHT XapaKTEpH3YeTCH CPaBHMTEABHO HU3KOH 0e301aCHOCTRIO MH-
(POPMALMOHHOTO B3aMMONEHCTBUS, MMOCKOABKY YaCTHYHO TpagukK
[IDOXOIAT 110 OTKPHITHIM XaHalaM CBI3H B HE3alUMIIEHHOM BUIE.
Ecau coznanue u skenayaranso taxoi VPN Geper Ha cefy npopaii-
nep ISP, torna Best BUPTYANILHAS YaCTHAS CETh MOXET ObiTh nocrpoe~
Ha Ha ere HUTIO3aX NPO3PAYHO U JIOKARBHBIX CETel M YRAIeHHBIX
nonb3oBaTencil npennpuaTds. Ho B 2TOM ciaydae BO3HHMKANT Npo-
OyieMbl ZOBEPHS K [IPOBABAEDY ¥ NOCTOAHHOR OfNATHI €TI0 YCIYT.

3alMiEe HHBIA TYHHEAD CO3NAETCH KOMIIOHEHTAMH BHPTYaNbHOM
ceTH, DYHKUMOHMPYIOLIMMK HA Y3/1aX, MeXIy KOTOpbIMH (hopMupy-
ETCH TYHHCHD. 3TY KOMIIOHEHTH! fIPKHATO HA3BIBATE MHULHKATOPOM
TYHHEA ¥ TEPMAHATOPOM TYHHES.

Hruuuamop mynuess MHKaNCYIUPYST KCXONHBIA NAKET B HOBLI
naxeT, CoepXallni HOBBIYK 3aroNoBox ¢ uHpopmanuei ob ornpasu-
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TEAE ¥ nonydarene. VIHKancyaupyeMble MaKeThi MOIYT IPHHALNEXKATH
K TIPOTOXKONY N1060r0 THNA, BKAIOYANH FIAKETHl HEMADIIPYTHIUPYEMBIX
51poroKonoB, Ranprmep NetBEUL Bee nepenapacmbie 1o TYHHENO
flaKeTsl ABAKIOTCS naketamy IP. Mapuipyr Mexny WHKLHATOPOM K
TEPMHKHATOPOM TYHHENS ONpEacnseT OOnlYHas MapLIPYTH3KpYeMas
ceth 1P, Koropas MoxeT ObITh CETHIO, OT/IMUHON oT VHTepHeTa.

VIHWUKKPOBATh ¥ Pa3pbIBaTh TYHHEb MOI'YT PA3HUYHBIC CETEBhIE
ycrpoicrsa w IT1O. Hanpumep, TYHHEIb MOXET ObiTh HHALMUPOBAH
HOYTOYKOM MOOHIBHOrO NOAL30BATENS, O0OPYAOBAHHBIM MOAEMOM K
coOTBeTCTBYIOUIMM [10 NSt YCTEHOBACHUS COCHMHEHUH YIAREHHOrO
ROcTyna. B KayecTse MHMUMATOPE MOXET BLICTYIIUTL TAKKE MApiupy-
TH3ATOP JIOKANBHON CeTH, HaUERCHHBIH COOTBETCTRYIOMIMMH DYHK-
LUKOHANbHBIMKE  BOIMOXHOCTAMH. TyHHEAbL OOBIYHO 3aBEPIUACTCH
KOMMYTAToOpOM CETH MK HUIO30M IipoRaiiiepa ycuyr.

Tepmunamop mynmeas BRINORHAET npouece, o6paTHyIi HHEKanCy-
nsuyy. TepMuHATOp yIAnSeT HOBLIE 3ArOJIOBKK ¥ HAETPABMSET KaxX-
JBIA MCXOAHDBIN NIAKET RAPECATY B JIOKaALHON CETH.

KoHpuieHIHANLEOCTy HHKANICYMPYEMBIX NAKETOB O0eCTeyyBa-
€TCS TIYTEM X LIMGPOBAHUA, 4 UEJAOCTHOCTD W MOANMHHOCTL ~— NIYTEM
bOpMUPOBAHUA 3EKTPOHHON 1bpoBOK nonnuen. CyiecTBYeT MHO-
KECTBO METOOB M AATOPUTMOB KPHIITOrpahHueCKON 3aLIMTH JaH-
HbIX, FI03TOMY HEOOXOAMMO, YTOOBI HHHLMATOP ¥ TEPMHHATOD TYHHE-
Ji51 CBOEBPEMEHHO COFNIACOBANH APYr C IPYIOM M MCRONb30BAIH OIHHK
M TE XE METONbI ¥ RATOPHTMBI 3alutsl. s obecneuennsi BOIMOXHO-
CTH paciindpoBbIRaHNS JaHHBIX K IPOBEPKH LWGhPOROH NOANIKCH
TIPK TIpUEME MHULIKATOP M TEPMHHATOD TYHHENSt HOJIKHBI TAKKE FO-
nepxupats GyHKuup GesonacHoro obMena xmouamu. Kpome Toro,
KOHEUYHHIC CTOPOHB HMHQOPMALMOHHOIO B3aMMOAEHCTBUS AOJKHHI
npoiTH ayreTHduxanno, yrobsl rapaHTUPOBATL CONAHHE TYHHeeH
VPN TONBKO MEXIY YTIOAHOMOYCHHBIMH JIONB30BATEASIMH.

Cyntectyonias cetesas WHOPACIPYKTYpa KOPNOPaLMH MOXET
OBITh JIOAFOTOBACHE K HCIIONL30BAHKIO VPN Kak ¢ JIOMONIRIO npo-~
TPAMMHOTO, TaK U C TIOMOIBIO aTINIAPaTHOTO obecneueHus.

10.1.3. Cpepcrea obecnevetnsn GezonacHocrn VPN

Ilpy rocTpoeRMy 3a1MIHERHOM BUpTYaTbHON cet VPN nepso-
CTEIIEHHOE 3HAUCHME WMEET 3a1a4a obecsiede sl MHQPOPMALKOHHOK
GesonacHocTr. ComtacHo oBIEnPURSTOMY ONpeNeneHo, nojx Ges-
OfIZCHOCTRIO JEHHBIX FIOHWMAKT KX KOHCI)HHCHHK&HLHOCTB, 1BEAOCT~

§£5°
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HOCTb ¥ JOCTYNHOCTH. [IpMMeHuTeNbHO X 3agayam VPN xpurepuu
6e30nacHOCTH HAHHBIX MOryT OplTh OnpeneseHsl cledyloimnM o0-
pa3oM:

» KOoNUOCHUUAALHOCMS — TAPAHTHS TOFO, YTO B MIpoilecce nepe-
[a¥¥ NAHHBIX 110 3aUMMIIeHHHIM KaHataM VPN 3T aaHHbie
MOryT ObiTh M3BECTHDBI TOJNBKC JIETANHHAIM OTHIPABUTENIO ¥ 1O~
JYHATEHI0;

Uerpemuoems — FapaHTHA COXPAHHOCTH NEPCAABacMbiX ZaHHBIX
BO BpeMs NPOXOXAEHUs 110 3alIMIEHHOMY KaHaty VPN. Jio-
Obie NONBITKY K3IMEHEHHSs, MOAK(MHIMKALMY, PA3DYILICHHS WK
CO3NAHNS HOBLIX NAHHEIX OyayT 0OHAPYXEHBl ¥ CTAHYT K3BECT-
HBEI JieraIbHBIM FI0/1b30BATEIISAM;

docmynrocms — IapaHTHs TOTO, YI0 CPEJICTBaE, BBITOIHAIOILIKE
dyskimn VPN, MOCTOSHHC ACCTYIHEL JETANLHBIM 110/1b30BaTe-
nsm. Jocrynnocers cpencrs VPN sBasiercss KOMIUIEKCHBIM [10-
Ka3aTeNeM, KOTOPhil 3aBUCKT OT HAZEXHOCTH pealn3aluy, Ka-
uecTna OBCAYXKMBARMS U CTENICHH 3A1MIISHHOCTH CAMOFO Cpell-
CTBA OT BHEILHHX &TAK.

KonbnaeHuuanbHOCT, 0GECTICYMBAETCH ¢ NOMOIIBIO PAIIHYHBIX
METOIOB Y AIFOPUTMOB CHMMETPHYHOFO ¥ ACHMMETPHYHOIO wWHdpo-
BaHusl. LIeNOCTHOCTS NepellaBaeMbix JasHbIX OOBIYHO JOCTUIALTCSH C
NOMOLIBIO PA3TIHYHBIX BAPHAHTOB TEXHONOTUM BAEKTPOHHON nOMNN-
CH, OCHOBAHHBIX HA ACMMMETPHUYHBIX METOAAX WHN(PPOBAHKA U OBHO-
CTOPOHHKX DYHKUHAX.

Aymenmugbuxayus OCYIECTBASETCS HA OCHOBE MHOFOPA30BBIX H
OHHODA30BLIX napone#, HHGPoBsiX cepruduKaTOB, CMapT-KapT, IIPo-
TOKOJNIOB CTPOro# ayTeHTHMK Kalmy, ofecrieyrBaerT YCTaHOBIEHUE
VPN-COeRMHEHNS TONBKO MEXIY JeTANLHLIMK TNOJb30BATENAMH H
NIpeNOTBPAaeT HOCTYN K cpencTBaM VPN HexenaTesbHbiX jmil.

Asmopuszauua noapazyMesaer NpenocTaBnense aboxeHTaM, ZoKa-
3ABIIKM CBOIO JErIbHOCTE (AYTEHTHYHOCTD), PA3HBIX BKIOB ofcmy-
KUBAHKS, B YACTHOCTH PA3HBIX CTOCO0OB WHGpoBaHus KX Tpaduka.
ABTOPUBALIMS ¥ YIIPABNeHHe HOCTYIIOM YACTO PeatM3YIOTCS ONHHMY
Y TEMM XK€ CPSACTBAMH.

Ins ofecrieyerys Ge30MACKOCTH NEPEAABACMbIX ZaHHBIX B BHUD-
TYANBHBIX 3aMIMIHEHHRIX CeTSX NOMXHb OBITL PEiieHbl CACAYIOLIKE
OCHOBHbBIE 3aiauyK cereBol Be30nMacHOCTH!

* B3aMMHAS AYTEHTH(UKaLKs aCOHEHTOB YIPH YCTAHOBNEHHH CO-

CANHEHNS;
» oflecrieuere KOHOMMACHUMATLHOCTH, EIOCTHOCTH K ayTeH-
THYHOCTH fleperasaeMoit HHGOPMALINK;
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» ABTOPHM3ALIMA ¥ YIIPABJICHHKE NOCTYIIOM;

» 8e30ndacHOCTD NepruMeTpa ceTh K oOHapYyXCHHUE BTOPXEHNMIH,;

s YIIpaBieHKe BE30MACHOCTHIO CETH,

Ayrentnipuxauns abonenros. Ilpouenypa ayreuruduxaumu (yc-
TAHOB/IEHHUEC MOIIMHHOCTH) PaspelaeT BXO it JETaRbHbIX TTOAL30-
BaTened M NPelOTRPALLACT JOCTYIT K CETH HEXCAATENbHBIX JIKIL

MeToabl, anroOpruTMbl ¥ PAX NIPOTOKOAOB AYTEHTH(MHKKALUNM TIOH-
pobHO paccMOTPEHbL! B 1. 7; TIPOTOKO/LI K CHCTEMBI ayTeRTH(MKa~
LMK yHaneHHbIX [T0Nb30BATCACH NpKBEIeHB B 1. 13,

Obecneyenne KOHOUACHIMAILHOCTH, LEAOCTHOCTH ¥ AYTEHTHYHO~
¢ty vudopmammy. 3agava obecnedeHus KOHGHIACHLMANLHOCTH UH-
GOPMALMH 3AKIIOUACTCS B 3RLIMTE NEPCIABACMBIX HAHHBIX OT HECAHK -
UMOHYPOBAHHOIC YTEHMSA M KonupoBanua, OCHOBHBIM CPEACTBOM
ofecrieverns KOHOUIeHIHANBHOCTH HpOpMALIH ABIIseTCS 1ndpo-
BAHUE,

ANrop#TMb! 1HHGDPOBAHNIS K 3NEKTPOHHOK LNA(POBOH noanucy
PaccMOTPEHD! B 1. 6,

ABTOpU3anus ¥ yrpasiehie J0cTynoM. KoueBplM KOMIIOHCHTOM
6e3onacHOCTy VPN ABACTCA rapaHTHsA TOTO, YTO ZOCTYN K KOMIILIO-
TEPHBIM pecypeaM TIONYHaKT aBTOPH30OBAHHBIE FIONL3OBATEH, B TO
BpEMst KaK i HCABTOPHIOBAHHBIX TMONL3OBATEREH CETL [ONHOCTHIO
3aKphlTa.

IIpy nocTpoCHKH IPOIPAMMELIX CPEJICTB aBTOPH3ALIMM TIPHME-
HSAKOTCS:

s UEHTPAJIM30BaHHAA CXEMA aBTOPH3ALMK,

s JCLUEHTPANM3OBAHHAS CXEMa aBTOPH3ALMA.

OCHOBHOC Ha3HaueHME LEHTPATUIOBAHHON CHCTEMBI aBTOpM3a-
UMK ~— PEaFU30BATh NPUHIMN eAMHOTO BXOAa. YIIpaBaeHue NpoLec-
COM NPEAOCTABAECHMS PECYPCOB NOJbL3OBATENIO OCYIUECTBASCTCA CEp~
sepom. llenTpanusosaHHbil NOAXOA K mpoueccy aBtOpH3alMK pea-
amnsopal B cuctemax Kerberos, RADIUS n TACACS.

B nocnennee speMs aKTHBHO Pa3BUBAETCsi TAK HA3BLIBAEMOE pose-
goe ynpagnenue docmynom. OHO pelaeT He CToabKo Npobinemb 6e30-
FIACHOCTH, CKONBKC YiyJIHACT ynpapaseMocTb cuetem. CyTh pONEBoOro
YIIPABACHMS JIOCTYTIOM 33KJIIOHAETCS B TOM, MTO MEXIY NOJL30BATEAS
MK ¥ X [IDHBHICTHSMM F[IOMCIIAIOT TIPOMEXYTOUHBIE CYMIHOCTH -
ponu. Anst XaXA0r0 Noab30BATEAS OZHOBPEMEHHO MOTYT OBITh 8KTHB~
HBIMH HECKOJIHKO POJICH, KOKAAN Y3 KOTOPBIX JAET €MY BIIOJHE Ofpe-
IeReHHbIE Npapa.

ITocxonbxy ponelt MHOTO MEHBILE, YEM TTONL3OBATENEH U TIPHUBH-
JIErB#, MCnoNb30BaHME POJIEH CTIOCOBCTBYET NOBMKEHMIO CAOXHOCTH
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H, CACIOBATEHbHO, YAYHLIEHMIO yrpaBaseMocT cucremsi. Kpome
TOTO, HA OCHOBAHKHK POACBOM MOICIM YIIPABIEHKS AOCTYNIOM MOXHO
peanu3oBaTh TaK0H BAXHBIH NPUHLIMN, KaK Pa3eficHue OOS3dHHO-
creit (HanpuMep, HEBO3MOXHOCTD B ORVHOUYKY CKOMIIPOMETHPOBATH
KPHTHYECKH BAXHBIH npoiece).

¥YnpapneHUe AOCTYIIOM ¥ OPraHY3aLKs 3aUMILCHHOIC YHANeH-
HOI'O JIOCTYNA paccMaTpyusaloTes B . 13

be3zonacHocTs HepumMerpa CeTy H OOHApYReHue Bropxennit. Xect-
KUt KOHTPOADL AOCTYNA K [IDWIOKEHHSM, CEDBUCEM B DECYPCaM 3d-
LIMAeMON CeTH SIBISETCS BaXHOH dyHKuMeHd NPaBWIbHO MOCTPO-
edHo# cety. Vicrons3opanye TaXyX CPEaCTE Ge30aCHOCTH, Kak M3,
CHCTEMBI OBHAPYXEHUST BTOPXEHNHE, CHCTEMB! AyanTa Be30IIaCHOCTH,
AHTHUBUPYCHBIC KOMILIEKCH 00CCNEUyBACT CUCTEMHYIO 34ILUTY flepe-
MELUZEMBIX IO CETH AAHHbHIX.

BaxHolt yacThio obiero peieHusi 6e30nacHOCTH CETH SBASIOT-
cst M3D, XoTOphie KOHTPONMPYIOT TPAabuK, nepecekaiouinit nepumeTp
3ALIKIIAEMOI CETH K HAXMANLIBAIOT OFPaHMUYEHUS H& NPONYCK TPa-
d¥xa B COOTBETCTBUU € NOJMTHKCOH 0e30nacHOCTH Oprasu3ainy
{cMm. 1. 3).

JONONHUTEABHBIM 3AEMEHTOM TapaHTHH Ge3011aCHOCTH TNEpH-
METPa CEeTH SIBASAETCS cucTeMa ofHapyxenue sropxkeruit IDS (Intru-
sion Detection System), paBoraioiias B peasbHOM BPEMEHN U NPER-
Ha3HaueHHas s ofHapyXeHus:, GUKXCAKK U NPeKpaiieHust Heas-
TOPUIOBAHHON CCTEBOM AKTHBHOCTH KaK OT BHEIHUX, T&K ¥ OF
BHYTPEHHMX HCTOYHUKOB.

CHCTeMbl 8HANN3A 32IUMUIEHHOCTH CKAHHUPYIOT KOPHOPATHBHYIO
CeTh ¢ LieJIbIO BHUIBJICHMA NOTCHUIMANBHBIX YSI3BHMOCTEH Oe30M1acHO-
CTH, A4Basi BO3MOXHOCTD MCHEAXEpaM CeTH JAyulle 3aUMTUTbL CETb
OT aTaK.

CucTeMbl aHTHBHPYCHOM 3aLUKTHI ONMCAHB B I 14, cHCTeMBL
oBHapyXeHys BTOPXEHMIM U CHCTEMbl aHany3a 3allKIIeHHOCTH pac-
CMATPHUBAIOTCS B 1. 15,

Vopaenenye GezonachocThio cet. Cet VPN uHTeIDHPYIOT Xax
CaMK CETEBLIE YCTPOMCTBA, TAK ¥ MHOIOYMCASHHbIE CEPBHCHL YIIPaB-
Nnexust De30MnacHOCTRIO0 U NPONYCKHOM cnocofHocTeio. KoMnanusm
HEOBX0AMMO LIEAOCTHOE YIIDABACHYE 3THMU YCTPOHCTBAMYE W CEPBK-
camp uepes uHbpacTpyktypy VPN, Bxutiouas noap3oBareseit yna-
JIEHHOTO HOCTYNA M CPEeACTB extranel. B CBS3K ¢ 3THM yhpamlieHue
cpeacTBamy VPN CTaHOBHTCA OZHOH M3 Baxueiiumx 3anau ofecne-
yenus addexTyrHoro dyrxkuuonuposarna VPN. Cucrema ynpas-
JICHMSE KOPIIOPATHEHOH CETBIO ZOKHA BKAIOYATh HEOOXORMMBIM Ha-



Taaga 10, Ocnosst mexnoaozuu VPN 231

OOp CpEACTR NS YIIDARACHUS NOAKTHKAMK Oe30NnacHOCTH, YCTpOi-
¢TBAM# u cepBrcaMy VPN nwoBoro macitada.

Cuctema yrnipaBieHust GE30NMACHOCTHIO CETH SIBSETCH KPacyrols-
HbIM KAMHEM CEMERCTBA NPOAYKTOB, ODECHEYKBAIOILMX CKBO3HYIO
GeszonacHocts VPN, [Ins ofecnieueHus BoICOXOro ypoBHS BE30nacHo-
cTH ¥ yrpaBasemMocT VPN, i B 4aCTHOCTH CHCTEMB! Daciipele/IeHins
xpurrrorpadgiieckux kiwouel u cepruduxaros, reobxornwmo obecne-
YHTh LEHTPAIUIOBAHHOE CKOOPANMHUPOBAHHOE YripaBjeHue Oe3onac-
HOCTBIO BCEH 3aLIMIIAEMON KOPTIOPATUBHOMK CETH.

MeTons ¥ CPencTBa YNPaBACHMS CeTeROM Oe30MacHOCTHIO pac-
CMATpUBAIOTCS B IA. 16,

10.2. VPN-pelueHns ANs NOCTROSHMS 3alMILeHHbIX
ceTeH

B HacTosiee BpEMSt TEXHONOFHK NOCTPOSHKUST BUPTYAIBHBIX 3a-
HIMIIEHHBIX YaCTHRIX ceTedt {(VPN) npusnexaior sce Gonbiue BHEMA~
HUSI CO CTOPOHDI XPYMHBIX KOMi1aHini (BaHKOB, BEROMCTB, XPYIHBIX
FOCYARPCTREHHBIX CTPYKTYD ¥ T. A.). FIpuduHA TaKOre MHTEpEC: 34~
KiovaeTes 8 ToM, 4yTo VPN-TexHonoruy BeRCTHHTENBHO JAIOT BO3-
MOXHOCTE HE TOBKO CYILECTBEHHO COKPATUTE PACXOMb! HA COACPXaA-
HHE BBIUIETIEHHBIX KAHAJIOB CBA3W C YALICHHBIMH NOAPA3ACACHUIMH
{(prauanamy), HO ¥ TIOBBICHTh KOH(UACHIUANLHOCTE OOMEHd KWH-
opmaiueit.

VPN-TeXHONOTHK TIO3BOASKIOT OPraHM30BBLIBATS 3alMIEHHbIE
TYHHENH KaK Mexny oducaMi KOMNAHKHK, TAK ¥ K OTOEAbHBM palo-
UM CTAHLMAM M ceprepam. [ToTeHuHanbHbIM KIKSHTAM NPeiiaracT-
¢S WKpoxuit cnexTp obopynosanus v 1O mis co3aanus BupTyaib-
HbIX 3aIUHINEHHBIX CETEH — OT MHTEIPUPOBAHHBIX MHOTOQMYHKLINHO-
HAMHHBIX ¥ CHIELNANIK3K POBAHHBIX YCTPORCTB A0 MUCTO NPOIPEMMHBIX
fIDOAYKTORB.

10.2.1. Knaccnupuxayms cevess VPN

bnarogapst TexHonoruu VPN MHOIME XOMIIZHMU HIUKHAIOT
CTPOUTE CBOIO CTPATETHIO C YHETOM MCTIONB30BaHKUA VIHTepHeTa B Ka-
YECTBE IVIABHOTO CPEACTBA Nepedauu vHGpOPMAaLMu, TIpHIEM Kaxe
TO#, KOTOPAS SABNSACTCS YS3BUMOM WK XA3ZHEHHO BAXHOMR.
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CyiiecTByioT pasHbie npusHaxku knaceupuxauny VPN, Haubo-
JIEE HACTO UCTIONBIYIOTCH:

« «pabouunii» yposenb mopeny OSI;

e APXUTEKTYDPA TEXHUYECKOTO pelerus VPN;

s Criocob rexHuyecKom peanusanmu VPN,

Knaceuchuxaums VPN no apabouemy» yposHio moaens OS|

Hnas rexsHonoruil SelonacHoil nepenaus maHHuix no obiuenoc-
TYNHOH (He3ammIIeHHOR) cery npuMensior o6oGiuennoe Haspa-
HHE — zawnennntd kanas {Secure channel). TepMuH «KaHdam fI01-
HEPKUBACT TOT DAKT, YTC 33HIMTE A2HHBIX O0CChieYyBacTCA MEXAY
JABYMS y3iaMy CetH {XOCTaMyu KN HU1I03aMHM) BEOJL HEKOTOPOTO
BUDPTYAIBHOIO ITYTH, IPOJOXECHHOIC B CETH ¢ KOMMYTALUEH [IAKETOB.

Al HIICHHBIH KaHat MOXHO FOCTPOHTE ¢ TIOMOIUBIC CHCTEMHBIX
CPEICTR, PEAIM30BAHHAIX HA PA3HBIX YPOBHSX MOJEHM B3auMomeHcT-
sus orxpeiTsix cucTeM OSI (puc. 10.5).

fipuxnaguon
- Brwsior
{ipegcTapuTensHuIR HE APANONSHUA
MpoToxons: Ceascobuii
JAHALUEHHOFO TpanchoprHbl
Accryna
Cerepodt
Mpoapasibl

KanansHbih AFIS BPANOKBHUA
SUanBCKME

Puc. 16.5. Yposu# 1POTOKONCSB SAILHIIEHHOTO KAHATA

Knacuduxauus VPN 110 «paboyemy» ypoHio Mopeaun OS5I npen-
CTABIACT 3HAYNTEABHBIN UHTEPEC, MTOCKONLKY OT BpIOPAHHOTO YPOB-
us OS] Bo MHOrOM 3aBHCHT (DYHKIHMOHAILHOCTL peanusyemoit VPN
U ee COBMeCcTMMOCTh ¢ mpuroxeHusmu KHUC, a takke ¢ apyrimu
CPeACTBAMH 3aILIATHI.

Tlo mpu3HaKy «pabouero» yposHs monenn OS] pasauuaor cie-
Eyiouue rpynnet VPN:

e VPN KaHaIBHOTO YPOBHS;

« VPN cerenoro yposHs;

e VPN CeaHCOBOTO YPORHS,
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YPN xauaaenoroe ypoprs. Cpeoctaa VPN, ucnoasyemeie Ha xa-
HalpHOM yposHe Momean OS], nospoasior obecnevuTs HHKANCYNSg-
HAIO Da3TMUHBIX BMAOR TpadhuKa TPETHEre YPOBHs (M BBHUE) U fIO-
CTPOCHUE BUDPTYATHHLIX TYHHEACH THUIIA «TOYKA—TO¥Ka» (OT Mapupy-
TH3ATOPA K MARUIPYTU3IATOPY WX OT NEPCOHANBHOIO KOMIILIOTEDA K
unozy ABC). K »1oit rpynmne oTtHocstess VPN -NIpONyKThi, KOTOpbIE
ucrtons3ylotr nporoxonst L2F (Layer 2 Forwarding) u  PPTP
(Point-to- Point Tunneling Protocol), a raxxe crasaapr L2TP (Layer 2
Tunneling Protocol), paspalorannpiit coBmecrso ¢upmamu Cisco
Systermns ¥ Microsoft,

VPN ceresore ypoBHsfi. VPN-NPOAYKTH CETEBOIC YPOBHS BBINOJ-
Hsl0T MHKancyasuuio IP 8 IP. Oaium K3 IHMPOKO K3BECTHLIX IPOTO-
KOJIOB Ha 3ToM ypoBHe sapasercs npotokon IPSec (IP Security),
IPENHA3HANCHHLIM T8 aYTCHTUGDUKALIMK, TYRHEIUPOBAHKS ¥ k-
poBanust IP-yrakeros. CraHOapTu30BaHHRIN KOoHcopuuymom Internet
Engineering Task Force (IETF) nporokos 1PSec robpas B cebsa see
JYYIIHE DEIUEHHA Mo WHOPOBAKHIO JIAaKETOB Y JOJDKCH BOMTH B Xa-
YECTBE 0643aTEIBHOTO KOMIIOHEHTa B npoToKoa 1Pvé,

C npotoxonom IPSec csszan nporoxos IKE (Internet Key
Exchange), pewaionmit sanayy e30nacHoro ynpapienns 1 o0MeHa
KPUNBTOrPahHUECKMMH KIIOH¥AMM MEXIY YIAICHHBIME YCTPORCTRAMH.
[Tporoxon IKE apromatusupyer oOMEH XIlO4¥aMy ¥ YCTAHABIMBAET
3aUIICHHOe CoCIHHeRMe, Toraa Kak IPSec xonupyer ¥ «NODNIUCHE-
gaeT» naxerst. Kpome roro, IKE nO3B0s1€T M3MEHAThH KRIOH IS YXE
YCTaHOBICHHOTO COEMHEHHS, YTO MOBBILIACT KOHPUACHHHATBHOCTS
riepenasaeMoit nHOpMALIMY,

VPN ceancosore yposus, Hexoropsie VPN ucrnons3yior mpyroi
NOIXOJ M0N0 HAZBAHUEM «IOCDERHMKY KAHAJI0B» {Circuit proxy). 3roT
METOR QYHKUMORMPYET HAL TPARHCHIOPTHBIM YPOBHEM H DETPAHCIHK-
pyer TpaduK U3 JALMILEHHOH ceTy B OBLICHOCTYIIHYIO ceTh Internet
LIRS KaXAOTo cokera B oraelnnocTh. (Coker 1P upentudHunpyeTes
koMmBuHaiet TCP-coenuuerys ¥ XOHKPETHOTO TIOPTa HAH 34RaH-
nbim noprom UDP. Crex TCP/IP He uMeeT NaToro — CeaHcoBoro —
YPOBHS$, O0HAKC OPUEHTUPOBAHHLIC Ha COKETH ONCPAIUY HACTO Ha-
3bIBAIOT OTIEPALIMSIMY CEAHCOROIO YPOBRHS.)

1lluchponanne MHOpMALKY, NCPEAABACMON MEXIY KHHHUHMATO-
POM U TEPMHUHATOPOM TYHHEAS, YACTO OCYINECTBISICTCS ¢ TIOMOLLBIO
3alm e TpancnopTHore ypokus TLS (Transport Layer Security). das
CTAHJAPTH3ALK K AYTEHTUOULIMPOBAHHOTO nipoxoja uepes M3 xon-
copunym IETF onpeneman nporoxos non HassaHuem SOCKS, u B
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Hacroswee spems npotoxon SOCKS v.5 npumenHseTca Ans CTaHAAP-
TH3IOBAHHON PEAIM3ALMK NOCPEIHKKOB KaHAIOB.

FIpOTOKONB! 33LUMTBHI HA KAHAABHOM, TPAHCIIOPTHOM M CEaHCOo-
BOM YPOBHSIX NOapcoOHO paccmarpuparotes B . 11, OcobeHnoctH
331MTHE HA CETEBOM YPOBHE C oMol nporoxonos IPSec u IKE
pastupaloTcs B ra. 12,

KnacoPuraumn VPN RO apxurexType 1eXMMUECKOro peiuesss

o apxurtexType TEXHMYECKOTO PCHICHUA JIPUHATO BBIOC/ITSH
TPH OCHOBHBIX BHIR BHDTYANLHBIX YACTHBIX CETEH!

« sHyTpuKoprnopatuexbie VPN (Intranet VPNJ;

« VPN ¢ yoanewnbiM nocryrnom (Remote Access VPN);

« MexkopnioparusHsle VPN (Extranet VPN).

Beyrpukopnoparupubie cetn VPN npenHassadeHsl 1a ofecrede-
HESA 32IHHLUEHHOIC B3aUMOICHCTBHA MEXILY TTOAPA3ACHCHUSMI BHYT-
PH TIPSANPHSTHS WIH MEXIY IpyNnoi Npeanpustiil, o0benHEHHbIX
KOPNOPATHBHBIMH CETAMH CBA3H, BKIIOHAS BHIICHACHHBIE JIMHUH.

VPN ¢ yIanerusiM JOCTYROM NpesHasHayeHsl s obecnieyeHus
3ALUHMIIEHHOTO YAaNEeHHOrO JOCTYNIA K KOPIOPATHEHEIM HH(OpMaliH-
OHHBIM pecypcaM MOOHIbHBIM H/WaK yaoaneHHsM (home-office) co-
TPYAHKKAM KOMIAHKE,

Mexxopnoparnsusie cet VPN npeanasHauesb s ofecnede-
HEA 3aUMLIeHHere ofMeHa WHoopManuet co CTPaTernydecKuMu
naprHepaMy 1o GM3HECY, NOCTABLIKKaMH, XKPYIIHBIMY 3aKa3YHKaMH,
NOAB3CBATEIAMM, KIHEHTAME ¥ T. O. Extranet VPN ofecnieyupaer
npsMOR NOCTYIT M3 CETH OAHOCH KOMIIAHKE K CeTH ApYro#l KOMIAHHH
1 TEM CaMbIM CIIOCOOCTBYET MOBBILECHHIO HARCKHOCTH CBH3M, NOK-
HEPRUBACMON B XCHE AENOBOTO COTPYIHMYECCTHA.

CrneslyeT OTMETHTB, MTO B NOCIEZHEE BpeMs Habilopaercs TeH-
HEHUUA K KOHBEPIeHUMM PalfIMyHbiX KCHOurypauni VPN,

Knaccudmuxauus VPN no cnocofy rexuuyeckoM peanmaanmum

Kongurypaiusa ¥ XapakTepHCTHKY BUPTYANBHOR 4YaCTHOA CeTH
BO MHOI'OM ONpEIENSIOTCS THIIOM NpuMensieMbix VPN-ycrpoiicts.

Ho cniocofy texmuyeckoit peanusauus pasnmndarot VPN Ha oc-
HOBE:

s MAPLIPYTU3ATOPOE;

* MEXCETEBBIX 3KPAHOB;

s [IPOTPAMMHBIX PELICHKH,
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» CIICIMATU3NPOBAHHBIX ATIITAPATHLIX CPEICTE CC BCTPOCHHLIMH
1w pOnNpoileccopami.

VPN Ha 6CHOBe MRpBIpyTH3aTOpoB. JanHbiil ¢riocod nocTpoerus
VPN npemsionaraeT NpHMEHEHRE MapiipyTH3aTopos IAs CO3namug
33IUMILCHHLIX KaHanoB. T1ocKonuKy Bca uubOpMALMs, HCXONSLUASN
U3 AOKAJIbHOH CCTH, TIPOXONUT YEPE3 MAPUIPYTHU3IATOD, TO BIIOJIHE eC-
TECTBEHHO BOZINOXNTD HA& HEro ¥ sasayy wmbppopanusg. [puMmep
obopynopanns wist VPN Ha Mapuipyrusatopax — YCTPOHCTBA KOM~
naguu Cisco Systems.

VPN Ha 0cHOBE MEKCETEBBIX KDanoB. M3 GOABIINHCTEAE TIPOH3-
BOJMTENEH NOMIEPKABAIDT DYHKILIMYE TYHHEAUPOBAHUA K WngpoBa-
HYS DaHHbIX, HanpuMep npoaykT FireWall-1 komnasuu Check Point
Software Technologies. Ipu ucnonszosanyy M3 na Gaze TTK ayxso
NOMHUTD, UTO NOACOHOE peilieHne NOAXOAKT TONLKC LIS HeGOoNbiiuX
cetelt ¢ Heboabluym obbemom nepezasaeMolt urdopmanunn. Henoc-
TATKaMH HTOTO METO/A SIBJISIIOTCH BbICOKAs CTOUMOCTh DELUEHMS B f1e-
pecyeTe Ha OAHO pabouee MECTO Y 3dBRCUMOCTS FIPOHIBOARTEILHOCTH
ot annapatioro ofecrnieuenns, Ha KotopoMm paboraer M 3.

VPN ma ocuope nporpammuore obecnevenust. VPN-npozyxThi,
PEATKI0BAHHDIE NIPOIDAMMITbIM CNOCOBOM, C TOYKM 3PEHMS NpPOU3-
BOAUTEABHOCTH YCTYNAIOT CTIeHHANU3UMPOBAHHBIM YCTPOACTRAM, Ol
HaKo OOaaloT NOCTATONHOA MOLHOCTRIO WIS peanusauny VPN-ce-
teit, ClleflyeT OTMETUTD, YTO B ¢AyHae YOANEHHOrO ZOCTyna tpebosa-
s K HeoOxoaMMOB fonoce nponyckamus muesenuxku. [losromy
YUCTO NPOIPAMMHBIE TIPOAYKTHL JIErKO O0EeCHEYMBAIOT NPOM3BOAM-~
TEABHOCTH, JOCTATOUHYIO JUISI YAANEHHOro ZOCTyra. HecoMueHHbIM
JOCTOHHCTBOM NPOrPaMMHBIX JIPOLYKTOB sBJsSeTCA rMOKOCTD U ya00-
CTBO B IPUMEHEHHK, 2 TAXXKE OTHOCHTEALHO HEBBICOKAS CTOMMOCTD.

VPN na ocnose crielrau3ypoOBanubIX aNiapaTuLIX cpeaers. Tnap-
HOE JIpeuMyuiecTBo Takux VPN — BpicoKas NpoM3BONMTENBHOCTD,
MOCKOABKY OBICTPOACHCTBYE OOYCHOBICHO TeM, YTo wmwbpopanue B
HUX OCYWIECTBAKETCH CHELKAININPOBAHIBIMHA MUKpocxemamu. Cne-
uuanusuposannbie VPN-yetpofictea o0ecneynBaior BBICOKHH ypo-
BEHb GE301aCHOCTH, OAHAKO OHK OOPOTH.

10.2.2. Ochosrsie Bapuanrsl apxurexrypsr VPN

CyliecrsyeT MHOXECTBO Da3HOBUIHOCTEH BUPTYAILHBIX YACTHBIX
cereit. MiX cnexTp BaphbMpyeT OF NPOBAAZEPCKUX CeTei, NO3BOASIOLINX
VIIpaBasTh OBCHYKUBAHKUEM KIUEHTOB HEHOCPENCTBEHHO HA KX IHIO-
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Wamsix, 1o KopriopatusHbix ceteit VPN, paszpopaunBaeMsix U ynpas-
JSEMBIX CAMUME KOMIIAHHAMU, Te€M HC MEHEe, NPHHATO BHIACHATD
TPY OCHOBHbIX BUAA BUDPTYATHHBIX YaACTHBIX ceTelt: VPN © yaaneHHbiM
poctyrom  (Remote Access VPN), snyrpuxkopnioparussbie VPN
(Intranet VPN) u mexxoprioparuerbie VPN (Extranet VPN) 9].

VPN ¢ ynanenuniv 10¢rynom (puc, 10.6) no3soasior 3HaUYKTENSRO
COKpaTUTH EXEMCCAYHLIC PACXOAb Ha HCHOAB3OBAHME KOMMYTUpye-
MBIX ¥ Bbljenesusix surpil. Ipuruun ux paborsl npoct: 101s308a-
TENY YCTAHABIUBAIOT COSUHEHUS C MECTHON TOYKOH 0CTYNA K /0~
DANbHON CETH, NOCHE YEro UX BHI30BLI TYHHEANpYoTCes Yepes MHrep-
HET, YTO U3GABAAET OT IJIaThi 32 MEXIYTOPOAHYIO ¥ MEXIYRAPOAHYIO
CBH3b WM BBICTABJAECHUS CYETOB BIANENBLAM DECIIIATHBIX MEXIYIo-
POIKbIX HOMEDOB; 33T€M BCE BHIZ0BLI KOHIECHTPUPYIOTCH Ha COOTBET-
CTBYIOIIMX Y31dX 1 YICPEIIOTCH B KOPHOPDATUBHBIE CETH,

LieHTpansuui Yaaneusme
opuc noNbIoBATENN
Internet
MobGunsHbiit
NONLICBATENL

Pue. 10.6. Bupryasbrad HacTHast CeTh C YAANCHHBIM JOCTYHOM

TIpeuMyiliecTsa nepexond OT YacTHO yripasnsemsix dial networks
Kk Remote Access VPN

¢ BO3IMOXHOCTb UCIIORB3OBARUS MeCTHHIX dial-in numbers sme-
CTO MEXAYFOPOAHHX IO3BONKET 3HAYNTEIBRO CHU3NTH 33TPaThi
Ha MEXHYFOpOAKNE TEACKOMMYHUKALINN;

o 3hheKTHBHAA CHCTEM& YCTAHOBICHUS [OMIMHROCTH YIAneH-
HbIX 1 MOBHABHBIX fosb3oparenclt ofecrieuupaeT HAIEXKHOE
MTPOBEAEHKE NPOLEAYDPH! AyTeHTHDUKALMY;
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» BHICOKAS] MACIITaGHpPyeMOCTh M NPOCTOTA Pa3BepTHIBAHUS OIS
HOBBIX noJIb30BaTeNCH, 100ABA#EMBIX K CETH;

» COCPENOTOMEHHE BHUMAHUS KOMNAHNUH HA OCHOBHBIX KOPopa-
THBHbIX OM3HEC-LESX BMECTO OTBICYEHNS Ha npobaemsl obec-
negeHust paboThl CeTH.

CyuiecTpeHsan 3KOHOMHMS TIPY MCTIOAb30BaHuu Remote Access
VPN sBasiercst MOLHBIM CTHMYIOM, OIHAKC NPUMEHEHHE OTKPBITO-
ro Internet B KayecTpe ODDEAMHAIOUEH MArUCTPANy Ans TPaHCHOpPTA
YYBCTBUTENLHOTO KOPINOPATHBHOIC Tpaduka CTAHOBUTCS Bee Bonee
MaclITAOHBIM, YTO AENAeT MeXaHU3Mbl 3AILUThl MHOOPMAUHHN XH3-
HEHHO BAXHBIMY BJIEMEHTAMH ZAHHOM TEXHONOTHH.

Buytpuxopnopatusubie cety VPN (puc. 10.7) crposTes ¢ uenons-
30panueM Internet wiy pasgensieMbix CETEBbIX MHGPACTPYKTYD, npe-
AOCTABNSEMbIX CepBHC-NipoBaiiiepaMu. KOMNAaHUN AOCTATOUHO OTKA-
3aThCst OT MCTIOAB3OBAHMS JOPOTOCTORILMX BhIACACHHBIX AUHHUM, 32~
MeHUB MX Donee oewiesofl ¢BaA3bI0 Yepea Internet. 310 cyiwecTreHHO
COKPAULAET PACXOIbi HA HCIOAL30OBAHUE TIONOCH NPONYCKaHus, No-
CKOJbKY B Internet paccTosiHye HUKAK HE BAMSAET Ha CTOMMOCTbL CO-
CHAHHECHURA.

Yiansnrme
odmchl

LieHTRanbrmMA
oduc

internet

o3
BesonacHocTi

6830N3ACHOCTH

{tlmoa
fieaonacrHocT

Puc. 18.7. CoenpHenre Y108 CETH ¢ TIOMOWBIO TexHoOMorKy Intranet VPN
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Hocrouncrra Intranet VPN:
» IPUMEHEHNE MOUIHBIX KPKUTOrPathHYCCKUX IIPOTOKONOB Lind-
POBAHUS HaHHBIX [UIS 3aLIMTBHI KOoHObMKAeHUMaNsHOH nHdop-

MALMH]

* HACXKHOCTH GYHKLIMOHMPOBAHNS I1PH BBINTOHEHKH TAKKUX KPK-
THYECKUX NPUAOKECHHUHN, KaK CHUCTEMbl ABTOMATHIKPOBAHHON
TIPOAAXKM ¥ CHCTEMEI yiipasacHuy BazaMy DaHHbIX,

» PUOKOCTE yIiparaesns 3GOEKTHBHBEIM pasMEHICHHEM OBICTDO
BO3PACTAICILETO YHCHA HOBBIX NOJAL30OBATENEH, HOBHIX OHUCOB
¥ HOBHIX TIPOTPAMMHBIX IIPWIOXEHUH.

MMoctpoensye Intranet VPN, ucrnionesyioniee Internet, spusercs

caMbiM  peHtalenprbiM  cniocofom peanuzammy VPN-texHonoruu.

Opuaxe B Internet

YPOBHK cepBHCa BOOBHIE HE FAPAHTHDYIOTCS.

Komnanny, KOTOPRM TpedyIoTes rapaHTUPOBAHHDBIE YPOBHH CCPBU-
¢4, JOMXKHB DACCMOTPETH BO3MOXHOCTE pazpeprhiBaHus; csoux VPN
€ HCIOJIB30BAHKEM DPABNCHASECMBIX CETEBRIX WHMPacTPYKTYp, npenoc-
TaBIsieMBIX CEpBUC-TIpOBafiiepaMi.

Mexxopnoparusran cers VPN (puc. 10.8) — 3710 cereBas TexHo-
JOTHS, KOTOpas OBCCIEYUBALT NIPAMON JOCTYIT K3 CETH ORHON KoM~
NaHuK X ceTH IPYrofl KOMIIZHKK M, TakuM o0pa3soM, criocobCTByeT
NOBBILEHHIC HARCXKHOCTH CBS3M, NOMAEPKUBAEMONR B XOI€ AEIOBOIO

COTPYAHKYECTBA.

Flokanphsie ceti
napreepos

{linios

Ynarentpie ohuesl

HeIonacHocTH

{jeNTpansHBtt

adme

Puc. 16.8. Mexxkopnoparapnas cetp Extranet VPN
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Ceryn Extranet VPN B nesiom MOXOXEK Ha BHYTPHKOPIIOPaTHBHEIE
BUPTYAAbHBIE YACTHBIC CETH C TOM Jjiuiib pasHuieh, uto npodiema
3alATH uHboOpMamy  ssagerca g pux Gosee ocrpoi. s
Extranet VPN XapaxkrepHO HCIIOAb3OBAHUE CTAHIADTHIKHPOBaHHBIX
VPN-1IpoAYKTOB, rapaHTHPYIOIMX CIIOCOOHOCTS K B3dMMOACHCTBHIO
¢ pasnuuHsIMK VPN-peiueHNIMH, XOTOpBIE AE70EbIE NapTHEPsl MO~
Jiy Obl [IPUMEHSTE B CBOMX CETAX.

Korpa HecKOAbKC XOMITAHUHM JIPpHHMMAKT peiuenye paborarthk
BMECTEC ¥ OTKPBIBAIOT JPYT [UISl APYrd CHOM CETH, OHYM JONKHB! 11034~
BOTHTHC O TOM, YTOBHI MX HOBBIE [IADTHEPS! BKMENH HOCTYIl TONBKO K
onpeneseHHOH wHbopMaunu. [Ipu a10M KOHOUACHLKAILHAs HH-~
dopmanus normkHa BbITh HAZEXHO 3aLIKUIEHZ OT HeCaHKUMOHHPO~
BAHHOIC HCHIONB30BAHMA. VIMEHHO ITO3TOMY B MEXKODIOPATHBHBIX
cersix GOABLIOE 3HAMEHIE NPUAACTCA KOHTPOMK ACCTYNE B3 OTKPbi-
TOH ceTH nocpencTeoM M3, Baxua ¥ avreHTHONKAUKA 110/i630BaTE~
nielt, NPU3BAHKHAS TAPAHTHPOBaTb, YTC ACCTYN K WKEDOpPMALHK I0AY-
H4I0T TOABKO T€, KOMY OH JEHCTBHTCIBLHO paspellleH. BMecTe ¢ TeM,
PA3BEPHYTAst CHCTEMA 33LIMTH OT HECAHKUKMOHUPOBAHKOIO ACCTYNA
HE JIOJKHA NPUBNEKaTh K CeBe BHYUMAHMA.

Coeanenust Extranet VPN pa3BepThisalorcs, HCNIOAL3YS Te Xe
APXUTEKTYPY K NPOTOKOBI, KOTOPHIE IPUMEHSKOTCS [IPK PEIH3aALUH
Intranet VPN 1 Remote Access VPN. OcHosHOe pasnnuie 3aKI04a-
€TCst B TOM, YTO paspelleHue JOCTYNIA, KOTOPOE AAeTes NONb3oBaTe-
asm Extranet VPN, CBS3aHO € CeT»I0 X NapTHEDA.

WHorna 3 OTHeApHYIO TPYNNY BBHUIEASIOT JOKaALHBIK BapHaHT
cetu VPN (Localnet VPN). jlokanpras cetr Localnet VPN ofecrie-
YK BAET 3aUTY HHOODMALMOHHBIX IOTOKOR, HMPKYAUDYIOINX BHYT-
DH JIOKATBLHBIX ceTel KoMnanuKk (Kak npaswio, LieHrpanbHoro ohu-
ca), or HCIL co ¢cToponb «M3iKrLINe JNIOOONBTHBIX» COTPYAHUKOB
camoB KOMNaHUM. B mHacrosiuee speMs Habnionaercs TeHpeHUHA K
KOHBEPreH iKY Pas iy HbIX ¢110cob0oB peanusaunit VPN {9, 65].

10.3. JloCTOMHCTBa npumenenus rexHonoruit VPN

2¢ddexTraHoe npuMerense M T B COYETAHUK ¢ TEXHOTOIMAMYE B
ofnacTH MHGOOPMAUMOHHOK Oe30MACHOCTH SABRASETCS BaXHEHIIHM
CTPaTeryecKUM (HaxTOPOM TIOBBLILUEHUS KOHKYPEHTOCNIOCOOHOCTH
COBPEMEHIBIX NPCANPUSTHIR B opra’M3anuil. TeXHONOMNS BUPTYAIb-
HBIX 4acTHBiX ceredl VPN no3ponsier pelldath 9T 3axauk, obecneyy-
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Bas CBSI3b MEXAY CETSIMM, a TAKXKe MEXIY yaajJeHHbIM IOJIb30BaTe-
JIeM M KOpPTOPATUBHOM CETBIO C IOMOLUBIO 3alUMLIEHHOTO KaHaja
(TyHHeIA), «IPOJOXEHHOTO» B OOLLEAOCTYTHON ceTH VM HTepHeT.
JocTonHcTBa Mcnonb3oBaHUA VPN -TexHo0rUil Ons 3a1lMTbt UH-
dopMauum B pacnipeneneHHbix ceteBbix MC MacuiTaba npeanpusaTus:

BO3MOXHOCTb 3alLMTbl BCE KOPMOPAaTUBHOI CETU — OT KpyIi-
HbIX JIOKAIbHBIX ceTeit O(PUCOB OO0 OTHEbHBIX paboyux MecT.
3aumTa MOXeT OBbITh pacnpoCTpaHeHa Ha BCcE 3BEHbS CETH —
OT CETMEHTOB JIOKAJIbHBIX CETEIl 10 KOMMYHHUKAaUMOHHbIX KaHa-
JIOB IJIOOATbHBIX CETEH, B TOM YHMCJIe BbIIEJIEHHBIX U KOMMYTH-
pYEMBbIX JIMHUI;

MaclUTaGHpyeMOCTb CUCTEMBI 3aLUMUTHI, T. €. I 3alLUUTh 00b-
€KTOB pa3/MYyHOI CJIOXHOCTH M TNPOM3BOIUTEIBHOCTU MOXHO
MCIIOJIb30BaTh al€KBATHbIE 0 YPOBHIO CIOXHOCTH, MPOU3BO-
OUTEJIbHOCTU M CTOMMOCTH IPOrPaMMHBIE WIM IpPOrpaMM-
HO-aIMapaTHblE€ CPEACTBA 3aLLUUTHI;

MCIOJIb30BAaHUE PECYPCOB OTKPBITHIX CETEH B KAYECTBE OTHE/Ib-
HbIX KOMMYHMKAlUMOHHBIX 3BEHLEB KOPIOPAaTUBHOM CETH; BCE
yrpo3bi, BO3HHUKAIOLLIME TMPH HCIMOJb30BaHMM ceTeil obiero
MOJIb30BaHUs, OyIyT KOMIIEHCHMPOBATLCA CPEACTBAMM 3ALLUUTHI
UH(pOpMaLIUHY;

obecrnieyeHHe MOAKOHTPOJIBHOCTH paboOTbl CETU M NOCTOBEPHAas
MIEHTU(DHUKALIUA BCEX MCTOYHHUKOB HMH(popmauun. [Ipu Heob-
XOIMMOCTH MoXeT ObiTh obecriedyeHa ayreHTMdUKaUUsA Tpabu-
Ka Ha YPOBHE OTAENbHbLIX I10J1b30BaTeENEH;

cermeHTauuss MC u opraHu3zauus Ge3onacHoil 3KcryaTauuu
cucTeMbl, obpabarbiBalollieit MH(pOPMalLMIO pa3IUYHBIX YPOB-
Heit KOHOMACHUMAIbHOCTH, TMPOIPAMMHBIMM M MPOTPaMM-
HO-anmnapaTHbIMM CPEICTBAMH 3aLLMTbl HHGOPMALIUHU.

TexHonorua VPN BXOOMUT B YMCIO BaXHeMIIMX TEXHOJOTHUN, KO-
TOpBIE TJIAHUPYIOT UCIONbL30BaTh NMPEANpPUATHS B OmkaiiiueM 6yny-

LIEM.



Fnasa 11

3ALLUUTA HA KAHAJIBHOM
U CEAHCOBOM YPOBHSIX

BupryansHpiit 3aliMIIEHHBIA KaHaT MOXHO ITOCTPOKTS € fIOMO-
LUIBIO CHCTEMHBIX CPEACTB, PEAIN3OBAHHLIX HA PA3HLIX YPOBHAX MO-
nenu p3aumoneiticTens orkphTeiX cucreM OSI Ot sribpanuoro pa-
Bouero yposus OS] 3aBHCUT (PYHKUMOHATBHOCTL peamnayemolt VPN
1 ee copmectuMocTs ¢ npuaoxenusamu KUC, a takxe ¢ apyruMu
CPENCTRAMH 3AILKThI.

Cpenctea VPN, npuMCHAECMbIC HA KAHATGHOM yPOosHe MOIeHu
O8I, no3ponsioT o6eCneUNTE KHKANCYASINIO PA3AHIHBIX BNAOB Tpa-
$HKa TPEThero ypopHs (¥ BhIlLE) M JIOCTPOCHME BUPTYANBLHBIX TYH-
Heael THIE «TOYKa-TOYKa» {OT MApuipyTH3aTopa K MAapLUpyTH3aTo-
PY KN OT [EpCoHANIBHOTO KoMAbIoTepa K uuiosy JIBC).

Fipy nmocTpoeHMK 3alIMINEHHBIX BEPTYANbHBIX CETER HA Ceanco~
€OM YPORHE YIOABISETCH BO3SMOXHOCTH KPHITTOFpadHuecKol 3auKTh
nhhopmalnoHHoro oOMeHa, BXIIOYAs aYTEHTHOHKKAUKIO, a TaxkxKe
peANN3aLBY pAaa OYHKUIHH BOCPEIHHBUYECTBA MEXIY B3aHMOIEHCT-
BYIOLILIKMY CTOPDOHAMM.

11.1. NpoTOKONBI (POPMHMPOBaHMS 3aMUIEHHBIX KAHANOS
Ha KaHanLHOM YPOBHE

IIporokosnst PPTP (Point-to-Point Tunneling Protocol), L2F
(Layer-2 Forwarding) u L2TP (Layer-2 Tunneling Protocol) — 310
JIPOTOKO/B! TYHHENMPOBAHKSA KAHAIBHOTO yposHs Moxean OSI. O6-
UMM CBOKCTBOM ITHX NIPOTOKOJOB SBISLTCH TO, YTO OHU KCIONB3Y-

16— 3348
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OTCS JUIS OPraHu3ailky 3allBILEHHOTO MHOTOTIPOTOKOIbHOIO yia-
AEHHOTC DOCTYHA K pecypcaM KOPTIODAaTHBHOH CETH Mepe3 OTKPHITYIO
CeThb, HANpHMEP Yepes UHTeprer.

Bce tpe nporokona — PPTP, L2F u L2TP — 008uriHo OTHOCAT
K IpOTOKOaM OpMHPOBAHHMS 3AILMILECHHOT) XaHANa, OOHAKO ITOMY
ONPEACHACHUIO TOYHO COOTBETCTBYET TOiBKO nporokon PPTP, xoro-
peift obecneuyBaeT TYHHEAKPOBAHYE Y WIKQPOBAHKE MEPENAaBaeMbiX
nasssx. TIporoxons! L2F » L2TP nomuepxuBaior TONBKO DyHRKIIKK
TYRHEAVPOBaHHA. s 33lUMTHl TYHHENHPYEMBIX JaHHBIX B 3THX ApPO-
TOKONAX HEOOXOAMMO MCHONB30BAaTh HEKOTOPhiH AONOCAHUTENLHbIN
FIPOTOKON, B acTHOCTH [PSec.

Knwnerrexoe O o6biyHO MCHOAB3YET IS yAANEHHOre J0CTyna
CTaHIAPTHBIM MPOTOKON xaranphoro yposds PPP (Point-to-Point
Protocol). TTporokonwbs PPTP, L2F 1 L2TP OCHOBBBAIOTCS Ha NPOTO-
xojie PPP » apnsiores ero pacmupesusvy. [TepBOHAvAIBHO APOTO-
koa PPP, pacnionoxerubIl Ha KaHAIbHOM ypoBHe, Gbui paspaboTtax
JUIl VIHKAFACYNSLNHA JaKHbIX ¥ MX ROCTasKM FO COCHOHHEHHAM THHa
«TOYKA—TOYKay. OTOT TPOTOKON CIAYXKHUT TakXKe Nt OpraHu3aily
ACHHXPOHHEX (HaNpuMep, KOMMYTHpYEMBIX) coeanHedni. B yacTro-
CTH, B HacTpofixaXx KOMMYTHPYEMOIO AOCTYIA YAXIEHHBIX CHCTEM
Windows 2000 pny Windows 9x 06bYHO yXa3biBAETCH TICHKITIOYEHKE
K ¢epsepy 1o apotokony PPP.

B raGop PPP sxopar nmpoTOKON yhpabieHus coeaukexnem LCP
(Link Control Protocol), oTBeTcTBEHHBI 334 KOHGBUIypaumo, ycra-
HOBKY, paboTy 1 3aBeplleHMe COSANHEHUS «TOYKA—TOUKas, H IPOTO-
kot yapapnedusa cersio NCP (Network Control Protocol), crioco6-
Helfi mHKancynuposaTh B8 PPP nporoxonb: CETEBOro ypoBHS Uis
TPaHCHOPTHPOBKY Yepe3 COSNHHEHHE «TOYKA—TOYKa». BTO HO3BOIS-
€T ONHOBpeMEHHO nepenasath nakeTht Novell IPX u Microsoft 1P nio
oxHoMmy coennneHuo PPP.

HAs nocTaBKy KOHOMACHUIMANbHBIX AAHHBIX M3 OXHOM TOYKH B
IPYIYIO 4epe3 ceTh OOHIEr0 NOJb30BAHUS CHAYasa TNPOUIBOIKTCS
HHKATICYILIMS JaHHbiX ¢ MOMOLILIO TIpoTokona PPP, sarem npoto-
koabi PPTP n L2TP spimonusior uindposanue JanHbIX 1 coBCTBEH-
Hylo pHxancynsuur. [focne Toro xak TyHHeENbHBIH TIPOTOKOCN JOC-
TABSICT NAKEThl M3 HAYansHOH TOYKM TYHHENS B KOHCUHYIO, BHIFO-
HSETCS AEHMHKATICYASLINA.

Ha ¢umsydecxoM M KaHAIbHOM YPOBHsIX nporokonsr PPTP u
L2TP uaeHTHyHbl, HO HA 3TOM KX CXOZCTBO 33KaAHYMBAECTCH M HayH-
HAIOTCA pasnnyuuns.
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11.1.1. Nporoxon PPTP

[Iporoxon PPTP (Point-to-Point Tunneling Protocol), pa3pabo-
TaHHBIH xoMnaHued Microsoft npy ronaepXKe APYruX KOMIaHui,
NIPEOHABHAMEH JUIS CO3JAHHS 3JALMMICHHBIX BHPTYANLHLIX KaHANOB
NIPH JOCTYNE YAANCHHBIX TOAB3OBATEAEH K JIOKAIHHLIM CETHM yepes
WnTepHer. OH NPEZnonaraceT CO3A3HHKE XPUIITO3ALIKLIEHHOTO TYH-
HeNs HA KaHaabHOM yposke Momenu OSI xak s ¢ayyas npsmoro
COBIHMHEHKS YIANCHHOIO KOMIIBIOTEPA ¢ OTKPLITON CeThIO, TaK ¥ Mis
CAy4as NOJCOCAMHEHMS €TI0 K OTKPHITON ceTH no teacdhOoHHOM Ay~
HEH yepes npoeakinepa {9, 321

TIporoxosn PPTP nonyuyun npaxruyeckoe pacripocTpateHue 6na-
romaps KoMmmaaxuk Microsoft, peannzosasiueit ero B ceoux OC Win-
dows NT/2000. Hexoropsie npoussomureny M3 yu uuiiozes VPN
TAKXKE JIOMACIKIBAXOT 3TOT fporoxon. Tipotokon PPTP nosponser
CO3BABATh 3AUIMIUCHHBIE KaHaAbl JUIS 0OMEHE NAHHBIMMU J10 TIPOTOKO-
aam 1P, IPX unu NetBEUL [dauHpie 3THX IPOTOKONOB YNaKOBhIBA-
1orcst B Kanpst PPP y 3ateM MHKanCynyupyroTCcsa NocpeacTBoM fpoTo-
xona PPTP s naxets! npotokona P, ¢ HOMOBIO KOTOPOTO NEPEHo-
cATcH B 3aimbpoBanHoM Brae yepes jobyro cerp TCP/IP,

{Takersi, nepenapaeMaie B paMkax ceccuy PPTP, umeror cnenyio-
YO CTRYKTYDPY (purc, 11 1)

« 33arOJIOBOK KaHaAbHOTO YDOBHS, HMCHOAb3YeMuilt BHyipn HH-

TEepHETA, HATIPKMED 3aronoBoX Kaupa Ethernet;

sarononok 1P, conepxamuil anpeca OTAPABMTENS ¥ MTOAYYATENS

Naxkera;

+ 3arOJICBOK OGLIETO METOZA MHKANCYNSUKK U1 MapLupyTH3a-
uwn GRE (Generic Routing Encapsulation);

e McxoOHbIA naker PPP, exmovamoumi naxer 1P, IPX uan

NetBEUL
3aronosox P- GRE- PP Baumdponantvie Qxonvanue
xanpa 337ON0BOK | 33rONOBOK [ ABTOROBOK AanHbe Kajpa
nepenavn PPP repesaiu

Puc. 111, CTpyKTYpa Naxeta ans Hepecsulkit 1o TyHuemo PPTP

TIpuuumaroini yaeh CeTH U3BACKaeT U3 naketor IP kaaps! PPP,
a 3areM uiBsnexaer y3 xampa PPP ucexopHsiit naxer [P, IPX wnp
NetBEUT v ornpaBasieT ero 110 JOKaNbHOR CeTH KOHKPETHOMY ape-
caTy. MHOTOMPOTOKONBHOCTh MHKAMCYNHPYIOUIKX IPOTOKONOB Ka-
16°
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HabHOTO YPOBHS, K KOTOPBIM OTHOCKTCH 11potokoi PPTP, asnsercs
HX BOXHBIM [IPEUMYLICCTBOM liEpEl MIPOTOKOAAMHE 3ALMIIEHHOTO Ka~
Haza Gonee BHICOKHMX YpOBHeR. HanpuMmep, €Cny B XOPHOpPaTUBHON
cetu ucnonwdyiores IPX unu NetBEUI, npumenenue 13poToxonos
1PSec unu SSL npocTo HEBOIMOXHO, HOCKOALKY OHU OpUEHTHPOBA-
HbI TOIBKO Ha OAMH JIPOTOKOJ CeTeBoro yposHs IP.

Taxo#t criocof yHKANCYRsLUNY 08eCHe MBALT HE3ABUHCHMOCTE OT
TIPOTOKONOB ceteBoro yposus moueny OSI u nossossier ocyuecrs-
JSTH 3AMINCHHABT VIAMeHHB! T0CTYN 4epes oTkpeiThie IP-cetd X
mobeim soxamsHbM cemaMm (IP, IPX uny NetBEUI). Cornacso npo-
toxony PPTP mnpu cospanuy 2alIMLIEHHOTO BHPTYANBHOrO XaHana
NPOMIBOAMTCS AYTCHTUDNKALINMS YIAACHHONO TIONLIOBATENS ¥ wnd-
poBaHue nepesaBaeMsiX AaHHeiX {puc. 11.2).

lMporokon fiporoxkosn
PPTP PPP
: I
lMporokon ASopUT;MBL AnropuTMBbt
GRE BYTEHTADMKA LM WwrpoBBHIA

Pue. 11.2. ApxuTexTypa npoTokosa PPTP

Hna ayreHTHOUKALMY YABHEHHOIO MIONB3OBATENSH MOTYT MCIIOAb-
3I0BATHCH DA3NNYHBIC APOTOKONb, ApuMeHseMsie st PPP. B peany-
sanru PPTP, BmoueHHo# xomnanpe#t Microsoft 3 Windows 98/
NT/2000, nomnepxuBaTcs CACAYIOUIME [IPOTOKOAB AyTeHTH(pUKA-
L{MH: APOTOKOA pacriozHasanus no napomo PAP (Password Authen-
tication Protocol), [IpOTOKOJ pacno3HapaHyust 1Py  DYKOIOXATHH
MSCHAP (Microsoft Challenge-Handshaking Authentication Proto-
col) u nporoxon pacnoskasanus EAP-TLS (Extensible Authen-
tication Protocol — Transport Layer Security). Tipy UCTIons30BaHUK
1ipoToKosia PAP MaoeHTHOUKATODS! Y NapO/ik NEPefaioTCs 10 AUHKYN
CBAI3HM B He3awiudpOBAHHOM BHAE, TIDK 5TOM TOJBLKC CepBep ApOBO-
pUT ayrenTHdRKanKio KixeHta. TIpH HCTONbIOBAHMM IIPOTOKOAOB
MSCHAP u EAP-TLS ofecne4usaiorcs 3aiuTa OT NOBTOPHOTO HC~
TIONH3CBAHUA 3NOYMBILIICHHHKOM IEpexXBauyeHHbIX 11aKeTOB € 34~
WG POBAHHBIM NAPOAEM M B3AMMHAH aYTEHTHDUKAUUA KIHeHTa M
VPN-cepeepa.
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IHudposanve ¢ nomoubic PPTP rapauTupyeT, YTO HHKTO He
CMOXeT FIONYYKTE ZOCTYI! K ZaHHBIM IIPH mepechiike 4yepes Internet,
IIporoxon mudpoeanus MPPE (Microsoft Point-to-Point Encryp-
tion) coBmecTuM TonbKO ¢ MSCHAP (Bepcup | v 2) u EAP-TLS #n
yYMEEeT aBTOMAaTH4ecxy BHOMpaTh JMHY xmoua wudposanus npu
COTNIACOBAKMH NAPAMETPOR MEXEAY KIHEHTOM U ceprepom. [iporoxon
MPPE rnomtepxusaer pabory ¢ wiouamy miusod 40, 56 wmwm 128
6uT1. TIporokos PPTP namenser sHayeHUe KIoNa KM POBARYS 110~
ClE KAOKIOTO TIPHHATOIO NAKeT4,

Hust npotokona PPTP onpenesetst iBe OCHOBHBIE CXEMBI TIpH-
MEHEHUS:

1) cXeMa TYRHEeNMPOBAHMs [IPK TIPSMOM COCNMHEHMH YIOAIEHHO-
ro xoMnsiorepa ¢ MHrepHeroMm;

2} cXeMa TYHHEIHPOBAHUS TIpK FIOAKIAICHEHNH VAIEHHOIO KOM~
neioTepa X MHTepHeTY no tenedoHHoR AVHKUM Yyepes npopaklepa
{32, 45].

PaccmoTprM peanpsanuic -1 cxeMsi TyHHenuposakus (puc. 11.3).
Yinaneus s NOAB3OBATENE YCTAHABNMEBACT YHAEHHOEC COSAKMHEHHE C
JOKaAbHOM CETHIO ¢ NOMOLIbIS KJIHMEHTCKOM 4acTH CepBHCa ymAneH-
noro goctyna RAS (Remote Access Service), BXOASILIEre B €OCTaB
Windows 98/NT. 3atem nonwn3opartent obparuaercss X cepsepy via-
JAEHHOro JOCTYNA NOKAABHOW ceTH, yKaswmiBas ero IP-aiapec, u ycra-
HABIMBAET C HHUM CBA3L 1O nporokony PPTP.

HoxanbHas coth

Internsat

KpnnyoaawmiyeHHsid

Komnsiutep TyrHEnb Mapiupyrnaatop
YRANEHHOTO n cepsep
MOnb30aatTann yoaneHHore
gocryna

Pac. 11.3. Cxema TYHHETHPOBAHUSH DY IDAMOM HOACOCAMHEHNH KOMIIBIOTEPa
YOAACHHOTO TTONLIVBATENS K Internet
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QOyHKIMK CEPBEPa YAAIEHHOIO JOCTYNA MOXET BhITOJHSTL AO-
rpaHuuHbIfi MapuipyTU3atop AoxaibHO cety. Ha xoMpnsioTepe vaa-
ACHHOIC MOABL30BATENS HOMKHH Oblth YCTAHOBICHL XKAMEHTCKaA
yacty cepsuca RAS u apaiipep PPTP, xorTopsie BXoNsT B COCTaB
Windows 98/NT, a2 Ha cepBepe YHRNEHHOTO HOCTYNA JIOKAILHON
cety - cepsep RAS u napaiisep PPTP, exomsiume B cocras Win-
dows NT Server, Hpotoxon PPTP omnpeneisieT HeCKORbKO Cayxeb-
HPIX COOBIUEHHE, XOTOpLIMHM OGMEHUBAIOTCS B3auMOASHCTBYIOLLNE
croponbl, CnyxebHbie cooblueHus sepeaalorcs 510 npoToxony TCP.
Iocne yenewso# ayTeHTHOUKALMI HAYMHAETCS TIPOLece 3allyiieH-
HOTO MHPOPMALHOHHOTO 00MeHa. BHYTPEHHKE CepBepsl JIOKabHOH
CETH MOIYT HE DNOAREPXKMUBATE MpoTokKos PPTP, nockonaexy rnorpa-
HHYHBIN MApLIPYTH3aTOp M3BneKkaeT xanapsl PPP us nmakeros IP u
NOCHUIAET MX MO JIOKanbHOH ceTH B HeoOxomumowm dopmate — IP,
IPX unu NetBIOS.

2-51 cxXeMa TYHHEIHPOBaHMS HE NOJNYYMIA HIMPOKOIO pacipo-
CTPaHEHHS,

11.1.2. llporoxon L2TP

Iporoxon L2F (layer-2 Forwarding) 6bin paspaboral xomnaHu-
efl Cisco Systems st NOCTPOCHMA 3ALUMIUEHHBIX BUPTYIbHBIX ceTelt
Ha xaHanbHOM yposHe Mozeny OSI kax ankTepHATHBA IIPOTOKONY
PPTP.

Onrako B HaCTosIUEE BpeMsl OH (haKTH4ECKH JIOMMOIUEH NpoTo-
xonom L2TP, nmoaromy aanee OyayT pacCMarpuBaThest OCHOBHBIE
BO3MOXHOCTH ¥ ¢Bo#icTRa npotokosia L2TP.

Hporokon L2TP (Layer-2 Tunneling Protocol) paspaboran 8 op-
ranusany IETF (Internet Engineering Task Force) ripu noniaepxxe
xoMramuit Microsoft u Cisco Systems. Flpotoxon L2TP paspabatsi-
BAJICS KAK IIPOTOXKOJ 3alUMIUCHHOro tyHHenupopauusi PPP-Tpaduka
yepes cety OOLUETO Ha3HAMECHUS C TNIPOM3BONLHOK cpenolh. PaGora
HaJi 3THM IIPOTOKOOM BejaCh HA OCHOBE npotokosior PPTP u L2F,
# B pesyiibrare OH BoOpan B cedsl AyvlHKHe KAMECTRA HCXOZHBIX Npo-
ToKo08 [9].

B omuue or PPTP, nporokos L2TP He npussizan x npotoxony
IP, noaromy oH MOXeT OblTh UCIONHIOBAK B CETHX C KOMMYTaLUeH
nakeros, Hanpumep B cersx ATM (Asynchronous Transfer Mode)
Wiy B CeTAX ¢ peTpaHciasumed Kanpos (frame relay). Kpome rtoro, B
npotokon L.2TP nobasneHa BaxHast PyHKUMS YrpasieHus MOTOKa-
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MM A3HHBIX, A TAKXKE PRI OTCYICTBYIOWUMX B cnenndukaumuy nporo-
kona PPTP (yHKUM# 3310uThl, B YACTHOCTH, BKAIOYEHA BO3MOX-
Hocts paboret ¢ nporokonamu AH u ESP crexa nipotokosnos [PSec
{puc. 11.4).

fiporokon Mpotokon
L21P PPP
IR
Nporokon {ipotokon
AH ESP
bog i
ANrOpruTM: Anropuribt
ayTeHTHOUKELMM wrhpoBanun
Homen ;
wHTOPNpeTalMY
00l
Yonpaanesine
KIOHEMU

Puc. 11.4. Apxurektypa ripotoxona L2TP

B cymnocty, rubpuaneiit nporokon L2TP npesncrapasier coGoit
pacuMperue nporoxona PPP dyHkumsMu ayTeHTHOUKILUY YIaTCH~
HBIX FIONB30BaTERCH, CO3MAHMS 3aLMIHEHHOTO BUPTYaNbHOTO COoeaun -
HEeHVSI ¥ YNPAaBACHWSt NOTOKAaMM BaHHDBIX.

Tiporoxon L2TP npuMeHser B KaueCTBE TPAHCIIOPT2 TIPOTOKOR
UDP u ucnonesyer oarnakoBbphit dopMar coobuleHudt xak ans
VIIPABREH NS TYHHEASM, TAK ¥ JJist TIepeChUIKY JAHHBIX,

Xora npotokon PPTP oGecneunBaer JOCTATOMHYIO CTEneHb Ge3-
OfIACHOCTH, HO Bee Xe npotoxkon L2TP (nosepx 1PSec) mamexuee.
IIpotokon L2TP (nosepx [PSec) ofecrieunpaet ayreHTUGUKAUMIO Ha
YPOBHSIX «[TOABIOBATENL> ¥ «KOMIBIOTED», 3 TAKXE BBINOJIHAET ay-
TeHTH(YKaLKo ¥ wudpoBaHye JaHHBIX.

Tocne toro xak L2TP (nomepx IPSec) zamepiiaeT npouecc ay-
TEHTUOUKAUMY  KOMOBIOTEP3, BHINOAHHETCH ayTeHTHDHKaALM Ha
YPOBHE NOJbL30OBATE S,
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B omnnune 01 CBOKMX APEAIICCTBEHHNUKOB — 1poToxonos PPTP u
L2F, nporoxos L2TP npeaocTaBaseT BO3MOXHOCTh OTKPHIBATH MEX~
Y KOHCHYHBIMH a0OHEHTAMN CPA3y HECKOMbKO TYHHE EH, KAXIBIH U3
KOTOPBHIX MOXET OhiTh BLIHEACH IAX OTACABHOIO IPHAOKEHUSA DT
0COOEHHOCTH 00ecneunnanT rubrocTs 1 6e30nacHOCTy TYRHeNHNPO-
BAHHA.

CornacHo cneunduxaunn nporoxona L2TP pons cepeepa yaa-
JIEHHOIo AOCTYfa& fpoBaijgepa JO/DKEH BITONHATL KOHUEHTpaTop
poctyna LAC (L2TP Access Concentrator), Kotopsiit obecrieyupaer
YAMICHHOMY TNORb30BATE/ 0 CETeBOH JOCTYI K €0 JIOKabHON CeTH
yepes Vinreprer. B RavecTse cepsepa yRANCHHORO JOCTYHA JOKaAb-
HOR ceTH BOKeH BuictynaTh ceresoit ceppep LNS (LL.2TP Network
Server), GYHARKUMOBKDYICIIMEA Ha COBMECTHMBIX ¢ npoTrokosiom PPP
mnargropmax (puc. 11.5).

Sokanpkan cetb

JoxanbHar ceTl

Konugutparop
Roctyna LAC

YaanexHow
NONL30BATN

Pue. 11.5. Cxemsl TYHHENNPOBAHUA B0 nipoTokony L2TP

GopMUPOBAHKE 3AUMLICHHOIO BUPTYANLHOTO KaHala B 1IPOTO-
koie L2TP ocyiuecrBnsercs B Tpy 3Tana:

« YCTAHOBRCHKE COCAMHCHKS C CEpBEPOM YBAICHHOrO AOCTYA

JNOKANBHOK CeTH,

» QYTEHTHOUKALKS FONL3OBATENS;

« KOHQPUIYpHPOBAHYKE 3aLIKIUEHHOTO TyHHERS (9]

CreayeT OTMETHTE, 4TO 1poToxron L2TP He onpenenseT KOHKpeT-
HBIX METOIOB KPHUITOSAILKMTE K IPCANOAAraeT BO3MOXHOCTD NIpHME-
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HeHMS pasNyMMHBIX CTAHMAPTOB iMdpoBaHus. Ecay 3aluyiienHuil
TYHHEp FaHNpyeTcs chopmuposars B IP-ceTsx, Torna [uis peannsa-
UKS KPHIFTO3ANTH UcniosabayeTes nporokon [PSec. Fiporoxon L2TP
niopepx [PSec obecnieyypaeT Gonee BHICOKYIC €TENEHDb 3aIUMTH N&H-
HeiX, YeM PPTP, Tak Kax ycnons3yeT anropurM wudposakus 3DES
unu AES. Eciy Takol BhICOKMM YPOBEHD 331UKTH HE HYXEH, MOXHO
uenonb3osath atroput™ DES ¢ onHuM 56-paspsanHbiM KTodoM. Kpo-
me Toro, npu momolwn anropurMa HMAC (Hash Message Authen-
tication Code) nporokon L2TP obecrieuusaet ayreHrndukanmio nas-
HBIX, L1 4ero 3TOT ailOPHUTM CO3AaeT X3l JuinHoK 128 paspsnos.

Taxum 06paszoM, DYHKUMOHANHHLIE BO3MOXHOCTH FIPOTOKONOB
PPTP u L2TP paznuynst. IIpotoxon PPTP MOXeT NpHMeHsThCSH
TonbKo B [P-cetax. Tlporoxon L2TP MOXeT MCnORAh30BaThCS HE TOAb~
k0 B [P-cerax. TIpotoxon L2TP nosepx 1PSec npeanaraer Goablue
ypoBHe# GesonacHOCTH, yem PPTP, ¥ MOXeT rapadTupoBarh MOYTH
100%-10 6e30naCHOCTh BAXHBIX L% OPraHU3auyH JaHHbIX.

OiHaxo npu BCEX CROMX A0CcTOMHCTBAX npoTtokon L2TP He cmor
NPEeONONETh P HEJIOCTATKOB TYHHEILHOH flepenauyl BaHHbIX Ha Ka-
HaIBHOM YPOBHE!

» it peanusaluyu nporoxona L2TP xeobGxopuma nomiepxka

fipopaitnepos ISP;
 nipotokon L2TP orpanuumBaeT Tpadux paMxaMy BeIGPaHHOro
TYHHENST ¥ JHILAET [I0AB30BaTEACH HOCTYNA K APYI'MM YacTaM
HuTeprera;

« cieunduxanus L2TP ofecneusBaeT craHaapTHoe wWKdposa-
Hpe ToNbKO B [P-cetax ¢ noMowsic nporoxona [PSec.

11.2. NpOTOHONB! (POPMHPOBAHHS 3aLUHLLEHHBIX HaHaNoB
Ha CEaHCOBOM YPOBHe

CambiM BeicOKHM ypoBHeM Monein OSI, Ha XOTOPOM BO3ZMOXHO
hopMUpOBAHKE 3AUIMILCHHBIX BUPTYARBHBIX KAHAJIOB, ABAAETCH Nsi-
THI — CEaHCOBBIN YpoBeHb. [IpU NOCTPOEHUH 3ALUMILCHHBIX BUPTY-
ATHHBIX CeTelt Ha CEAHCOBOM YPOBHE TIOABASETCH BO3MOXHOCTH
Kpunrorpadbnieckon 3a1nTsl MHOOPMAUKOKBKOTO 0OMEKA, BKIIOHAs
ayTeHTH(DUKALKIC, @ TAKXE peanu3auyy pana GyHKumi nocpeHnye-
CTBA MEXIY B3aMMOICHCTBYICILMMHI CTOPOHAMY.

HenictBuTeIbHO, ceaHcoBumilt yposeHb Mozenyr OSI oTseyaer 3a
YCTAHOBKY AOFMUECKHX COSAMHEHHUN M YIpasNeHKE 9THMK COeNrHE-
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HusAMU. TI03TOMy CywiecTBYeT BO3MOXHOCTb NPUMEHEHUS Ha 3TOM
YpOBHE IPOrpaMM-TIOCPEIHHKOB, MPOBEPAIOWHNX IONYyCTUMOCTh 3a-
NpPOLUEHHBIX COEAUHEHHH M OOECNEYMBAIOLINX BBIMOJHEHHE APYTHX
(bYHKIMH 3a1UNUTH MEXCETEBOIO B3aUMOMAEIHCTBHS.

OnHako Ha CeaHCOBOM YPOBHE HauMHAETCS HENOCpeICTBEHHas
3aBUCHMOCTb OT TIPHJIOXEHHWMH, pealu3yloUIUX BbICOKOYPOBHEBbIE
NpoTOKOJbl. [T03TOMY peann3auus NpPOTOKOJNOB 3aWUMThI MHGOpMa-
LIMOHHOTIO0 0OMEHA, COOTBETCTBYIOLINX 3TOMY YPOBHIO, B OOJIBLIMHCT-
BE cay4yaeB TpeOyeT BHECEHUSI H3MEHEHHH B BBICOKOYPOBHEBBIE CETE-
Bbl€ NIPUJIOXKEHHUSI.

s 3a1MThl HHMOPMALIMOHHOrO 0OMeHa Ha CEaHCOBOM YDOBHE
LLIMPOKOE pacrnpocTpaHeHne nmonyymn nportokon SSL (Secure Sockets
Layer). JIns BBIMOJHEHUs] HAa CEAHCOBOM YPOBHE (DYHKLHMI nocpen-
HUYECTBA MEXAY B3aHMOIEHCTBYIOLUMMHM CTOPOHAMM OpraHU3aLueit
IETF (Internet Engineering Task Force) B KauecTBe cTaHmapTa Npu-
HAaT npotokon SOCKS [9].

11.2.1. MNporoxkonsr SSL/TLS

INpotokon SSL npuMeHsieTCS B KauyecTBE MPOTOKOJIA 3aLLMLICH-
HOTO KaHaja, paboTalollero Ha ceaHcoBoM ypoBHe Monenu OSI. 3tot
NPOTOKOJ UCIOJb3YeT KpUNTOrpacuyecKHe METONBI 3aLUThl HHGOD-
Malluy Ui obecrieyeHus1 6e30MacHOCTH MHGOPMALMOHHOIO OOMEHa.
IMpotokon SSL BeinonHgeT Bce GYHKILNM MO CO3MAHUIO 3aLUHUIEHHO-
ro KaHajaa Mexay IByMsa aOOHEHTaMH CeTH, BKIIIOYasi UX B3aUMHYIO
ayTeHTH(UKaLUMIO, obecrneyeHne KOH(PHUIEHUHUANbHOCTH, LIEIOCTHO-
CTH ¥ ayTEHTUYHOCTH MepenaBaeMbIx JaHHBIX. SapoM npoTtokona SSL
SABISETCA TEXHOJIOTUSA KOMIUIEKCHOIO MCIOJIB30BAHUSI aCUMMETPHY-
HBIX ¥ CAMMETPUYHBIX KPUIITOCUCTEM.

B3anMHas ayreHTH(HKauns ob6enx cTopoH B SSL BBINOJHsETCA
nyreM oOMeHa LMEPPOBBIMU CEpPTUPHUKATAMU OTKPBITHIX KIIIOUEH
NnoNb30BaTesell (KJHeHTa U CEpBEPa), 3aBEPEHHBIMHM LM (GPOBOH Noa-
MHChIO CNEeLHaNbHBIX cepTUGUKALMOHHBIX LeHTpoB. [Ipotokon SSL
noauepXXuBaeT cepTH(HKAThl, COOTBETCTBYIOUIME OOLIETIPHHITOMY
craHnapty X.509, a Takke CTaHAapThl MHOGPACTPYKTYPbl OTKDBITBIX
xmoueit PKI (Public Key Infrastructure), ¢ noMolbsio KoTopoii opra-
HM3YETCA BblIaya M NMpOBEPKA MOUIMHHOCTH CEPTU(HHUKATOB.

KondunenunanbHocTh obecrnieunBaeTcsl LIMGPOBAHUEM MNepena-
BaEMbIX COOOLIEHHH C UCTIOB30BAHHEM CHMMETPHUYHBIX CECCUOHHBIX
KJIIOYEH, KOTOPbIMH CTOPOHBI OOMEHHBAIOTCS NIPH YCTAHOBJIEHHH CO-
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eapenysn. CecCHOHMBIC KIIOYHM NEpeNaioTes Takke B 3aumudposay-
HOM BMIE, NPU 3TOM OHH WIHOPYIOTCH ¢ MOMOWBI) OTKDHITHIX KIIO~
e, M3BReYeHHBnIX M3 cepTwdHKaToB aboxeHToB. MChHons30BaHue
AN 38LHKTHL COOBLICHUA CHMMETPUYHBIX KNoueil CBS3aKO € TeM,
YTO CKOPOCTh Npoileccos wndposakus 1 paciindpoBaHus Ha OCHO-
BE CHMMETDHHHOIO KJIIOYA CYHICCTBEHHO Bhillie, YeM JIpH MCNONb30-
BaH{H HECHMMETDPHUYHBIX Knoyelt. [TomuHHOCTD H LEAOCTHOCTH
LUUPKYAUPYIOER uHpopManyy ofecneuupaercs 3a cueT Gopmupo-
BaKHs U NPOBEPKY FIEKTPOHHOM wndpoBOil noanucy.

B KauecTse aATOpUTIMOB ACHMMETPHYHOTO WHMPOBAHHSA HCNOML-
ayiores asroputm RSA, a taxxe anroputv Adudbdu — Xeanmana.
JONyCTUMBIMH ANTOPUTMAMH CHMMETPUIHOIO HupPOBaAHNR SBAS-
1ores RC2, RC4, DES, 3DES u AES. [lns Boiyucaesus xauw-GyHK-
LK MoryT npuMessTees craHoaptsl MDS u SHA-1. B nporokone
SSL Bepeuu 3.0 uaGop xpuntorpaduyeckyux ANTOPHTMOB ABASCTCH
PACHINPACMDBIM.

CornacHo npotokony SSI. xpunTozaumiuesHHble TYHHEAN CO30a-
IOTCS MEXAY KOHEYHBIMHM TOMKAMK BHPTYanbHOM cetn. Muuuuaropa-
ME KaXiOoro 3alumi€HHONO TYHHENA ABASIOTCH XHEHCHT M Cepaep,
QYHKUMOHKDYIOWIKE HA KOMIIBIOTEPaX B KOHEUHbIX TOUYKAX TYHHERS
(puc. 11.6).

Floxkanurasn ceTb

Internet

Tenetponran

Kpunroasumiiennsse

TYHHONM
Komnporep \/\/
yianeHHore Cepuep
rankaosaTens

Pac. 11.6. KpMIITO3aulile HHbE TYHHEH, CHOPMUPOBAHHEBIE Ha OCHORE
niporoxkona SSL
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Tpotokon SSL npeaycMarpHBaeT CACOYIOLIHE 3Taribi B3aHUMO-
AefcTBRA KIMEHTA W ceprepa 1pK GOPMHPOBAHHY K NOHAEPXKE 3a-
LIALEEMOTO COCAUHERNA!

» ycrasosneHue SS1-ceceuu;

* JZUIMILCHHOE B3aWMOACHCTBHE.

B rnipouecce ycTaHosacHHa SSL-ceccuu peilnaiorca Caeaylouiue
33JavuH.

s AYTCHTH(DHKALHA CTOPOH;

s COIJTACOBAHME KPUNTOrpaUyecKyx aJropUTMOB K alIropuIMos
CKATHS, KOTOpbiC GyAyT HCHONB3OBATHCH FIPH 3ALIHIECHHOM
UHGOPMALIMOHHOM ObMeHE;

« HOpMHpOBaHHE O0UIETO CEKPETHOIO MaCcTep-KIIoua;

e FEHEPALKS Ha OCHOBE CHOPMHPOBAHHOIO MacTER-KIIOYa ob1IuX
CEKPETHPIX CEAHCOBBIX KIIOYEH ISl KPUITTO3aiUUThl HHGbOopMa-
HuoHHOTO 08MeHa [9, 651,

Tpouenypa ycranosnerus SSL-ceCCHU, HazplRaeMas TaKXe Npo-
{leAypoit pykoroxaris, orpalbarsiBaeTcs nepel HenoCpeICTBeHHOR
23LHTOA HHPOPMaLHOKBHOTO 00MeHa H BBNIONHSLTCS IO NPOTOKOIY
HaualeHOre npusercTsus {Handshake Protocol), sxomauiemy 8 co-
cTas npotokona SSL.

TIpy yCTAaHOBNEHUY TTOBTOPHBIX COSIHHEHHH MEXIy KIKEHTOM #
CEPBEPOM CTOPOHB! MOTYT, HO B3aUMHOMY COINaLICHHIO, GOopMHpO-
BaTh HOBbIC CEAHCOBBIE KIIOYK Ha OCHOBE «CTaporo» obluere «cexpe-
Ta» {aHHAast Npoileaypa HA3KIBACTCA «IipoZomKeHemM» SSLL ceceun).

Tporoxos SSL 3.0 nopaepxupaeT TPH pexXHMd ayTeHTUDUKALMA:

¢ B3dMMHYIO AYTEHTUDUKALNIO CTOPOH;

e OBHOCTOPOHHIONI ayTeHTHDHKaALHIO ceprepa 0e3 ayreHTHDUKA-
LHH KIIMEHTA,

s JIONKYIO aHOHHMHOCTS.

Ipy ucrons3oBaHMy NOCHEANEro BapHaHTa obecriedunaercy 3a-
1MTa HHOpMauHOoHHOro ob6MeHa 6e3 xaxkux-iaubo rapaHTHit OTHO-
CATENBHO NOITMHHOCTH CTOPOH. B 3TOM CAyude B3auMONCHCTBYIO-
lHe CTOPOHBl HE 3aU{UIIEHDI OT araK, CB3AHHBIX ¢ NMOAMCHOH yya-
CTHHKOB B33HMOACHCTBHS.

B peanuzanusx nporoxona SSL ans ayTeHTHOHKALHMHA B3aHMO-
ACHCTBYIOLMX CTOPOH K OPMHPOBaHHUA ODIIMX CEKPETHRIX KMO4EH
OBBIYHO UCHONB3YIOT ATrOPHTM RSA.

CoOTBETCTBHE MEXIY OTKPBITHIMH KIIO¥aMH ¥ HX BiaaelbpLliaMH
YCTaHaBAMBACTCS © NOMOLIBIO uGpoBbIX CepTH(hNKATOS, Bbijlanae-
MBIX CTICHMAIbHBIMY LEHTpaMy ceprudukauuy (cm. rn. 13).
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TIporoxon SSL npoiuen npoBepky BpeMeHeM, paboTas B rOny-
nsApHsIX Opayaepax Netscape Navigator » Internet Explorer, a takxe
Web-ceppepax semyuiux nponssoantencit. B saxsape 1999 r. Ha cMe-
ry sepcuu SSL 3.0 npuwen nporoxon TLS (Transport Layer Secu-
rity), KoTophifi Gasupyercs Ha ripotoxone SSL ¥ B HacTosiee Bpems
ABASETCH craHpaproM Murepsera. Pasnyumusa Mexay npoToOXonaMu
SSL 3.0 » TLS 1.0 He cauiuxoM cyluectseHHsl. I1poToxon SSL cran
TIPOMBIIIACHHBIM TIPOTOKOJIOM, PA3BHBAEMbIM M [IPOABUTAEMBIM BHE
TEXHHYECKUX KOOPAMHUPYIOIINX KHCTUTYTOB Internet.

Hporokon SSL noanepxusaercs 1O cepBepoB K KAKEHTOB, BH -
DYCKaeM»bIX BERYIUEME 3alafHuiMP XoMnanusaMmu., CyLUIecTBeHHBM
HEROCTATKOM fporoxona SSL AmRasercs 10, YTO HPAKTUHECKH BCE
NpoayKThl, NoMepx K paomre SSL, Ha-3a 3KCIOPTHHIX OTPAHNYCHUM
noctynubt 3a npenenavy CIUIA nniub B yceueHHOM BapuanTe {C UIK-~
HO# ceaHcoBOre Kawya 40 ONT mast aNrOpHTMOB CHMMETPHYHOIO
wuodposauns v $12 6nr mns arroputMa RSA, HenonsiyeMoro Ha
aTane ycraHosnexus SSL-ceccun).

K uepocrarkam nporoxonos SSL 1 TLS MOXHO oTHECTH TO, YTO
JUBSL TPRHCIIOPTHPOBKM CBOMX COOOLUEHMI OHM HCHOABIYIOT TOMBKO
ONMH DNPOTOKON CETEBOTO YPOBES -— IP, ¥, CNEIOBaTeAbHO, MOTYT
paboTaTh TOMLKO B IP-CeTax.

Kpome toro, 8 SSL mns ayrestuduxaupy u wudbposanns ue-
MIONB3YIOTCH OBMHAKOBBIE KAOUH, YTO NPH OfIPEOCHCHHBIX YCIIOBHAX
MOXET FIDHBECTH K TIOTEHLManbHO# ysssuMocTH. [omolHoe peiue-
HYIE 2T BOBMOXHOCTL coOpaTh DOJbILE CTATHCTHYECKOTO Marepua-
14, YEM NP ayTeHTHOUKALKY ¥ ILNDPOBAHKYN DA3HBIMYU KIIOYaAMH,

11.2.2. llporokon SOCKS

Tiporoxon SOCKS oprasuszyer npoueaypy BiapMmoneficTBus
KAMEHT-CEPBEPHBIX NIPIWIOXEHUHN Ha CeancoBOM yposHe Mozenn OS]
4epes CEPBEP-IIOCPENHIK, AN proxy-cepeep [91.

B offiiieM ciyuae nporpaMMui-NIOCPEHUKH, KOTOPBIE TPAIHIINOH -
HO ucions3yroTes 8 MY, MOTYT BHIIOAHSATH CAEAYIOME DYHKIMK:

¢ WACHTHDHKALKIO ¥ ayTEHTHDNKALIKIO BONL30BATERCH;

» KDHNTOALIXTY FIEPENaBACMbIX HAHHBIX;

* Pa3TPAHMYCHHME JOCTYNA K pecypcaM BHYTpEHHeH ceTn;

¢ PANPAHUYCHME DOCTYNA K pecypcaM BHELUHEH ceTH;

» GUABTPALMIO M APeobPa30BaHKe [IOTOKa COODLUeHUHE, Hanpu-

Mep NOKCK BHPYCOB ¥ NMPO3paYHoe WndpoBaHue KR opMaLnn;
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o TPAHCASLIKIO BHYTDEHHUX CETEBBIX AAPECOB JUIA MCXOMSHINX
NIOTOKOB COOBLICHNI.

Tlepronavansho nporoxon SOCKS paapabaTeiBancs TORBKO ARA
TIEPCHATIPABACHHS 3aNPOCOB K CepBepaM CO CTOPOHBL! KIMEHTCKHX
IPUAOKEHKR, 4 TAKXKE BO3BPATA 5THM NPWIOXCHUAM IONYYEHHBIX
0TBeTOB. [lepeHanpapieHHe 3aMIPOCOR M OTBETOB MEXIY KIIHEHT-Cep-
BEPHBIMHK TIPHIOXCHMIMH YXe HO3BOASCT DPEaniM30BaTh (BYHKIHMIO
tpaHensuun ceresbix IP-azpecor NAT (Network Address Transla-
tion). 3aMeRa ¥y HCXONALINX TAKEeTOB BHYTpeHHUX IP-anpecos ornpa-
suTenel oaHuM IP-azpecoM HUIIOZ3 FOIBONKET CKPHITH TONOIOTHIO
BHYTPEHHEHR CETH OT BHEILIHHMX [IOAb30RBATENCH H TEM CAMBIM YCIOX-~
Huthb 3agavy HCH.

Ha ocroe npotoxona SOCKS Moryt GsiTh peanu30o8anbi # Opy-
rvie QYHKUNY TOCPEHHIYECTBA 110 38HINTE CETEROTO B3aMMOACHCTBHS,
Hanpumep, npotoxkon SOCKS MOXeT NPHUMEHSTHCA IS KOHTPONS
Hal HaypasieHUAMH MHEQOPDMALHOKHLIX IIOTOKOB ¥ DasrpaHHuyeHns
IOCTYNa B 3aBHCHMOCTH OT arpubyror rosip3opareneit M uupopma-
unn. Bohdexruprocty uenonsiopaHus nporokona SOCKS mwis Bui-
nojHeRNs QYyHKUKA mocpennyecTsa 00eCneyBaeTCs ero OpUeHTa-
uyedl Ha ceancosslit yposeHs Moaenu OSI. Tlo cpasHerMIO ¢ niocpe-
HHUKaM¥ DPUKARRHOIO YPOBHS Ha CEaHCOBOM YPOBHE IOCTHIaercs
6onee BbICOKOE GBICTPONEHCTBHE ¥ HE3ABMCHMOCTh OT BhICOKOYPOB-
#erslx npotokonos (HTTP, FTP, POP3, SMTP u up.). Kpome toro,
nporokon SOCKS ke npussszan K nporoxony IP u He 3asucur ot OC.
Hanpumep, s o6meHa nHpopManuel MeXIy KIMEHTCKIMH NIPpUIo-
KEeHHUSAMK K TIOCPEIHMKOM MOXET MCIOB3OBaThes npotoxon [PX.

bnarozaps niporoxony SOCKS M3 u suptyansHsle 4acTHsIE
CeTH MOTYT OPraHu3oBarh 0e30nacHoe BIaUMOACHCTBHE ¥ OOMeH HH-
dopmaunedt mexny pasusiMu cetsmu. Ilporoxon SOCKS nossoinser
peann3onaTh GE30MACHOE YIPABACHUE STHMM CHCTEMAaMH Ha OCHOBE
yHuduuuposanHo# crpareruy. Chnegyer OTMETHUTh, YTO Ha OCHOBE
nporoxona SOCKS MOryr co3gasarhCsa 33LIMLHCHHBIC TYHHEAM INg
K2XAOro fIPUIOKEHNS ¥ CEAHCA B OTOCNBHOCTH,

Cornacuo cneumépuxkaunn nporoxona SOCKS pasnuuaor
SOCKS-cepeep, xOTOpbI 11enecO00PAasHO YCTAHABAMBATb Ha LU0
(M3) cetn, u SOCKS-xaverm, KOTOPbIA YCTAHABIHMBAIOT HA KAXIBIH
nonb30BaTENbCKKIA KoMbioTep. SOCKS-cepBep obecrieunnaer B3au-
MOJEHCTBHE ¢ JMOOLIM NIPUKIZIHBIM CEPBEPOM OT HMEHM COOTBETCT-
BYIOLIEIO 5ToMYy cepsepy npuxiazHoro knuenta. SOCKS-xinenr
NPeIHAIHAYEH WIS fIepexBaTta BeeX 3aIPOCOB K NPUKIIaiHOMY cepae-
DY €O CTOpOHsl KiIMeHTa ¥ nepemayun nx SOCKS-ceprepy. Cnenyer
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OTMETUTD, YTC SOCKS-XNKeHTH!, BHIICAHMICILKE IEPEXBAT 3aNPOCOB
KIHEHTCKUX [IpUAOXeHUH ¥ playmoneiicteve ¢ SOCKS-ceprepoM,
MOIYT OblTh BCTPOSHBI B YHHBEDCATBHBE KIWCHTCKME HPOIPAMMSBL.
SOCKS-cepsepy #3BeCTHO 0 TpaduKe Ha YPOBHE ceaHca (COKETa),
FIO3TOMY OH MOXET OCYHIECTBAATH TIIATCAbHBIA KOHTPOAL Y, B HaCT-
HOCTH, BJ10KHPOBaTh paboTy KOHKPETHBIX FIPHIOXEHYH 110AbB30BATE-
Jielt, ecay OHM HE VMMEIOT HEOBXOANMEBIX JIONHOMOYKI Ha MHGOpMa-
HHOHHBI OBMeEH.

Hporoken SOCKS vS onobpen oprammzanuedi {ETF (Internet
Engineering Task Force) B KauecTse cTaHfapTa Inmternet ¥ BKIICYSH B
RFC 1928 [9].

Obwas cxeMa YCTaHOBAEHUS COCNHHEHHA (10 JIPOTOKOAY
SOCKS v35 MoxeT ObITh OnKcana crelyomwuM ofpasom:

e 3a{1pOC NPUKIGAHOIC KIKBECHTE, XCAAKEro YCTaHOBKUTL COL+
AMHEHKE C KaKuM-Aub0 NPUKIaNHLIM CepPBEPOM B CETH, nepe-
XBATHIBAET YCTRHOBIEHHbIHA Ha 3TOM Xe xoMmibiotepe SOCKS-
K/IYEHT;

» coepunupucy ¢ SOCKS-ceppepoM, SOCKS-xnuent coobua-
eT eMy MACHTHgUKATOPS! BCeX METONOB ayTeHTH(MKALNY, KO-
TODHIC OH IOLJCDPXUBACT;

s« SOCKS-ceppep peiaeT, KaKuM METORCM ayTeHTHhHKaluy
socrnionb3oBarhes (ecnu SOCKS-ceppep He nongepXmupaer Hu
OlMHE W3 METONOR ayreHTudhuxauuy, npeanoxernsx SOCKS-
KITHMEHTOM, COSHHUHEHHE Pa3phiBacTCA);

o TIDY FIOMICDKKE KAKHX-AMGO NDPEIIOKEHHBX METONOB 2yTeH~
taduxannn SOCKS-cepBep B COOTBETCTBHHM € BHIGPAHHBIM
METONOM ayTeHTU(RBLUYDYET NOJMBIOBATENS, OT YMEHH KOTOPOTo
spicryniaer SOCKS-xnuenT; B cnydae fesycneliHoit ayrewts-
dukauy SOCKS-cepnep pasphipaer CoenMHEHKE;

e niocie yereltdeolt ayrentadunxkauny SOCKS-xknuens nepenaer
SOCKS-cepgepy DNS-umg uan [P-agpec 3anpaliysaeMoro
npuxanHore cepeepa B cetn # o nanee SOCKS-ceprep Ha oc-
HOBE UMEIOLUMXCH FIDaBIT PA3rPAHUYeHNIA ROCTYTIA IPHHKUMAET
peieHue 00 YCTRHOBACHKY COCIHMHEHHMS C BTUM [IPHKAANHBIM
CEDBEPOM;

e B CIIV4aE YCTAHOBNCHUSA COCHUHEHWS NDUKIAAHON XIVEHT K
TIDUKIAKONR cepBep B3auMONCHCTBYIOT APYr € IPYrOM N ue-
oYKe coenuueruit, B xoropoit SOCKS-ceppep perpaHcanpyeT
HBHHBIE, 2 TAKKE MOXET BHINONHATh BYHKUNY NOCPEIHMYECT~
Ba 110 32iMTe CETEBOIO B3aMMONEHCTBUSA, HAnNpUMep, eciu B
xone ayreutndukauny SOCKS-xnunent 1 SOCKS-cepnep 06-
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MEHSAKCH CEAHCOBBIM KJOHOM, TO BECH TPADHUK MEXAY HUMU
MOXET HindpoBaThLCH.

AyTeHTUODHKALIMS f10NB308aTens, BoitonHsemas SOCKS-cepse-
POM, MOXET OCHOBBIBATHCA HA LKUOPOBHIX CEpTUDUKATAX B opmarte
X.509 nnu naponsx. Mas wudposauus tpaduka mexay SOCKS-
knuentoM ¥ SOCKS-cepsepom MOryT ObiTh HCIIONB30BAK bl IPOTOKO-
7B, OPMEHTUPOBAHHBIC HA CEAHCOBHIH WK Oonee HU3KUE YPOBHH
mogenn OSH Kposme ayTedTuhuKaiuy nonb3osatenct, TpaHCaaLny
1P-anpecop u kpunrolalluTel Tpadpuka, SOCKS-ceprep MOXET Bhi-
DOJMHATH TAKXKE TaKUe DYHKLMKH, KaK:

e pa3rpaHKIEHUE JOCTYNA K pecypcaM BHYTPEHHEH CeTH;

« PAITPAHHUYCHME AOCTYIIA K pecypcaM BHEUIHEH CertH;

« pUALTPALIMA TIOTOKAE COOBILICHNUHA, HAnpHMep, OUHAMHYCCKUN

TIOKCK BHPYCOB;
e PETHCTPAiHs cOOBITHI M peardposaxie Ha 3adaBacMbie cOObI-
THS;

e K31IHPOBAHHE AGHHBIX, 38TIPALIMBACMBIX U3 BHELUHEH CCTH.

Tporoxon SOCKS ocywiecTRaseT BCTPOCHHYX FOMHEPKKY NO-
nysapHsix Web-nasuratopos Netscape Navigator u Netscape Com-
municator KoMnauuy Netscape, a rakxe Internet Explorer xoMmannu
Microsoft,

CrieManbHble IPOTPaMMepl, Ha3blBACMBIE coxcupuxamopam, 10-
NONHA T KNHEHTCKUE NPWIOXKCHHs NOANepXKoi nmporokona SOCKS.
K Taxum mnporpammam otHocuTes, Hanpumep, NEC SocksCap u np.
[pu yeraHOBKE COKCUDHKATOP BHEADPACTCA MEXAY I0b3OBATEILCKH -
MH JIDHIIOXKEHHAMH H CTEXOM KOMMYHMKALKORHBIX NPOTOKo0R, Ha-
Jee 8 ripoiecce paGoTh! OH NEPCXBATHLIBACT KOMMYHHKAILMOHHBIC BbI-
30Bbl, (YOPMHPYEMBIC NPHICKEHUAMI, ¥ TTEPEHANPABASAET KX B Ciiydae
HanoGHocty Ha SOCKS-cepsep. [pu orcyrcTeyy HapyllueHu ycra-
HOBNEHHBIX npasun Gelomachoctu pabora SOCKS-xnueHTa copep-
WEHHO APO3PaYHA IS KIYEHTCKNX IPHACKEHU Y H NIONL30BaTE CH.

Takum 0Opa3om, Wi (HOPMHPOBAHHS 3ALUHILICHHBIX BHDTYATb-
HpiX cerelt mo nporokosiy SOCKS B TOUKE COMPSXEHHs KaXAoH
JOKANBHON ceTH ¢ MIHTEpHETOM HA KOMNBROTEpe-LNII03E YCTAHABIK-
paercss SOCKS-ceprep, a Ha paBoulX CTAHUHAX B NIOKANLHBIX CETAX
K Ha KOMIBIOTEPaX YRANCHHBHIX IOJIbIOBATENEH YCTAHARIKBAIOTCA
SOCKS-knuentel. {To cywectry, SOCKS-ceppep MOXHO paccMar-
pHBarh Kak M3, nopnepxusaowui nporokes SOCKS (puc. 11.7).

YaanedHpie N04L30BATENY MOIYT TIOAKAIO4ATECA X MIHTEpHETY Mo~
ObIM CHOCOOOM ~ 110 KOMMYTHDPYSMOH HIH BRIACNCHHoH nuHuy. [pu
FIOTIBITKE NOAB3OBATENS 3ALUMILCHEON BUPTYANLHOH CETH YCTAHOBUTL
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Puc. 11.7. Cxema BrauMoneiicTrus 1o nporoxony SOCKS

COEONHEHUE ¢ KakuM-anbo npuknanssiM cepeepom SOCKS-xaunenr
HauyHaeT BzauMoaeicTroBarh ¢ SOCKS-cepsepom. To saseplueHun
TIEPBOTO 3Tala B3ANMOACHCTBHS NONB30BaTeNh Oyler ayreHTuduin-
POBAH, @ MPOBEPKA TIPABHA JOCTYIIA TIOKAXET, WMEST AM OH IPABo
COCHMHNTRECS ¢ KOHKDETHBIM CEPBEPHLIM [IPHIOKEHHEM, DYHKUHO-
HUPYIOHIEM Ha KOMIBIOTEPE C VKA3aHHBIM aapecoM. [asbHeiiee
B3aUMOJICHCTBHE MOXET MIPOHCXOAKTDH 10 KPHIITOrpaduyecks 3alm-
HieHHOMY KaHany [45].

[Tomumo 3amtuTy nokanwrol cern or HCH, na SOCKS-cepsep
MOXET BO3JIATaTHCH KOHTDPONbL AOCTYIIA NONB30BATE ieH 3TOH JIOKAIb-
HOW CeTH K OTKPHTHM pecypeam HMinrepuera (Telnet, WWW, SMTP,
POP u np.). JlocTyn SIBASETCS MOAHOCTHK) aBTOPH3OBAHHBIM, TaK Kax
HMIECHTHOULEMPYIOTCS. ¥ ayTEHTHORUMPYIOTCS KOHKDETHBIC MTOAB30BA~
TEAH, 2 HE KOMIIBIOTEPH, C KOTOPBIX OHY{ BXOISIT B CeTh. I1paBmia
DOCTYNa MOTYT 3anpelliaTh MAK Pa3peiliaTh COCAMHEHHS C KOHKPET-
HbhiMK pecypcamy MHTepHETa B 3@BHCHMOCTH OT MOJHOMOYHH KOH-
KPETHOTO COTpyAHHKA, [elcTBHe NPaBuI ROCTYNIA MOXET 33BHCCTh 1
OT OPYI'¥X NapaMeTpoB, HaNPHMED OT METORA aYTeHTHMMKALNH Win
BPEMEHHU CYTOK.

B mononHeHHe K GYHMKLASM pa3rpaHuyeHusi ZOCTYNA MOXET Bhi-
FIONHATLCH PErUCTPalUNsg COOBITHH M DearynpoBaHue Ha 3aiaBacMuie
cobuitust. [Lis poctuxenus Gonee BHICOKOHR creneHH 6e30MacHOCT]

17 - 3348
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CETEBOr0 B3aMMOZEHCTBHS CEPBEPBI JOKaNbHOH CETH, K KOTOPBIM
pA3peier JOCTYI CO CTOPORE VIHTepHeTa, HOJUKHB! ObITh BHIIGNEHB
B OTmenbHBbIN moncoenunseMpit ¥ SOCKS-cepBepy cerment, obpa-
3YIOLUK 32LLKIIAEMYIO OTKPBITYIO IOACETD.

11.3. 3awura SecnpoBosHbIX CeTeH

BecnipoBOaHbIe CETH HAYKHANIOT KCOOAB30BATLCS NPAKTHYECKH BO
BCeM MHpE. D10 ODYCHOBIEHO MX YAOGCTBOM, rHOKOCTHIO M CPABHH-
TENbHO HEBBICOKON CTOMMOCTBIO. BeCipOBOOHBIC TEXHONOIHH AOIK~
HbI YAOBACTBOPSTh Sy TpeOOBAKK K KRYECTRY, CKOPOCTH, painycy
OPYEMA ¥ 3RHBIIICHHOCTH, JIPHYEM 3aIUKIIEHHOCTD YaCTO ARIICTCH
CaMBIM BaXHBIM (DaKTOpOM.

CnoxuHocrs ofecrieyenyus 0e3onacHoCcT OecripoBOAHO# ceTH
oueBHAHA, ECAN B MPOBONHBIX COTHX 3MOYMBILIIEHRUK NOHKEH CHA-
Yasia JI0NY4uTh (GHU3UMUECKHUHA NOCTYD K KabeNbHOR CHCTEME MK OKO-
HEYHBIM YCTPOMCTBAM, TO B BECNPOBOIHBLIX CETHX 3TO YCHOBKE OTHa-
ZaeT caMo Cofolt: NOCKONbKY NAHHBIC NEPCAAINTCS <O BOSAYXY», IS
TIONYYEHKS NOCTYTIA NOCTATOYHO OOBIYHOIO DNPHCMHEEKKA, YCTAHOB-
JEHHOro B panyyce neicteust cetu (oM. pazn. 2.2.3).

On@HAKO, HECMOTPS HA DAIMYKS B PEAK3ALKK, 1oaxon K 6e3o-
IACHOCTH OEeCHpOBOAHBIX CETEH M MX IIPOBOAHBIX AHANOrOB KIEHTH-
YEeH: 3IeCh JIPHCYTCTBYIOT aHANOIKYHbIe TpeboBaHus K 00eCneUeHUIO
KOBQUACHUKUATHSHOCTH ¥ HEAOCTHOCTY IEPEAABACMBIX JAHHBIX K, KO~
HEYHO Xe, X NPOBEPKE NOMIMHROCTH KAK $eCnpOBOAHDIX KIKEHTOB,
TAK ¥ TOYEK AOCTYIA.

Obuine caenemms

Kak u Bce craupaprsl IEEE 802, 6asoBriit craHpapr opranusa-
unn Oecnpopoaubix Jokansupix cereft IEEE 802.11 paGoraer na
HYXKHHX ZBYX ypoprsx monenn [SO/0SI — dusznueckoMm ¥ xaHab-
noM. Cerepoe npunoxenye, ceresas QC uny npoToKon (Hanpumep,
TCP/IP) Gynyr 1ax xe xopouo paborars 8 cery 802.11, xaxk u B ceTH
Ethernet.

OCHOBHASL apXUTEKTYPa, OCOBCHBOCTH ¥ CayXKOb! OfpeaensoTCs
B OasoBoMm cranpapre 802.11 (oM. pazz. 4.2), KOTODHI# onpenenser
IBA pexuMa paboTsl GecnpoBOIHOM CeTH -~ PEXEM KiAHeHT/ceppep
{(ynu pexXuM MHOPACTPYKTYDRI) U PEXKM «TOUKA—TOouKa» (Ad-hoc).
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B pexume xianent/cepnep DeCripOBOAHAS CETh COCTOMT KaK MUHHA-
MYM #3 OHO# TOUKH mocTyna AP {(Access point), BOZKNOHEHHOH K
NPOBOJHOH CETH, H HEKOTOPOTre Hafopa DeCnpOBOOMbIX OKOHEYHbIX
CTaHLKHK. TaKas KOHGUIypauMs HOCUT Ha3paHue 6a3eso20 xabopa
cayoe6 BSS (Basic Service Set). [sa uau Gonee BSS, ofipasywoiiux
SOMHYIO TIOACETD, GOPMUPYIOT pacuiupenntiti Habop cayxcd £ESS (Exten-
ded Service Set). Tax Kak GonblKHCTRY GeCIIPOBOAHBIX CTAHRLIKH Tpe-
Gyercs nonydats ocTys K hadnoBeiM ceprepaM, ripunrepaMm, Ynrep-
HETY, ROCTYNHbBIM B NPOBOAHON AOKANBbHOHA ceTH, OHH OyayT paboTaTs
B PEXKME KNHeHT/Ceprep.

PexaiM «TOUKa~—TOUKa» = 3TO FIPOCTAS CeTh, B KOTOPOH CBS3b
MEXAY MHOTOYKCACHHBIMU CTAHLIMAMHU YCTAHABIKBACTCA HANPSMYIO,
0€3 HCTIOAL3OBAHNS CIIEHMAILHOM TOYKY AOCTYNA. TaKOH PEXMM ro-
AE3EH B TOM Chayiae, eciy wrOPacTpyKTypa OeCcnipOBOIHON CETH HE
chOPMUPOBaHA (HATIPHMED, B OF€sie, BHICTAROYHOM 3aie, A9POOPTY).

Ha ¢usuueckom yposHe craHzapta 802.11 onpenenieds: 2 wHpo-
KOMOMOCHLIX DARMOMACTOTHBIX METOHa mepefadd H | - B uubpa-
KPACHOM JHana3oHe. PagnouacTorHbie METOMB! padoTaoT B ISM aua-
11a30He 2,4 FTu 1 06sI14HO HCons3yioT ronocy 83 MIu ot 2,400 Flu
o 2,483 TTu. TexHOROrKHY HIKPOKONOAOCHOTO CHIHANE, HCIIONB3Ye~
Mbl€ B PAEHOYACTOTHBIX METOAAX, YBEIHUHRAKT HALAEXHOCTD, ITPOIY-
CKHYIO CIIOCOOHOCTh, NO3BOAKIOT MHOTMM HECRS3AHHBIM IPYr ¢ ApY-
oM YCTPOHCTBAM DPa3fIessiTh OAHY [I0JIOCY YaCTOT ¢ MHHHMaIbHBIMH
rIoMexaMy Apyr U Zpyra.

OcuopHoe AonosiHeHue, BHecexHoe craupapToM 802.11b 8 oc-
HOBHOM CTAHAApPT, — OTO MIOANEPXKA ABYX HOBBIX CKOPOCTeH mepe-
Aa4y maHHBIX ~— 35,5 u 1] Mbps. s pocTixeHHA 3THX CKOpocTeit
Obin BoIGpaH MerTon npsMoi nociesopatensnocth DSSS (Direct
Sequence Spread Spectrum).

KanansHslit (Data Link) yposens cranmapra 802.11 cocrour us
LBYX FOYypOBHed: yrpassesus soruueckoit cesssio LLC (Logical
Link Control) u ynpapnexust gocrynoMm x Hocuresio MAC (Media
Access Control).

Obecnevenne Be3onacHoCTH BeCnPOBOAHLIX CeTeN

CucreMa sammtel HecnposonHbix cetedt WLAN, ocHopaHHas Ha
nporoxone WEP (Wired Equivalent Privacy) nepBoHauaIbHOIO CTaH-
napra 802.11, uMeer cywecrpenHbie HeaocTarky. OIHaKO NOSABUINCD
Gonee aheKTHBHBIE TEXHOMOIUN olecrnedeHust HEOOPMALIHOHHON
oesonacuoct WLAN, koTopeie onucansl B cransapre WPA (Wi-Fi

i
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Protected Access) opraupsaunn Wi-Fi Alliance » cranmapre 8062.11H
uHcTutyTa IEEE ¢ npu3Badpl yCrpaHuTh HENOCTaTKM CTaH/apTa
802.11. Hockonbky nponece paspaborku craxmapra 802.111 canw-
KOM 3aTgHyics, opranuzauus Wi-Fi Alliance Gsuia pplHyxaexa
npeanoxuTs 8 2002 r. coGCTBEHHYIO TEXHONOTHIO ODECheYeHust MH-
dopMaunonroi GesonacrocTn WLAN — cranzapr WPA.

Crannapr WPA pecsMa NDURICKATENCH TEM, YTO OTHOCHTEABHO
fIPOCT B pEAAM3ALIMM M IO3BONSET 3AILIMTUTh HBIHE AeHCTRYIOMINE
WEAN. Crannaprer WPA u 802.11i coBmecTuMpl JIpYr € APYIoM, fo-
3TOMY MCNOJB30BAHME NONAEPKMBAIOLIMX WPA NpOINyKTOB MOXHO
CYMTATh HAYaNBHBIM ITANIOM NEPEXONa X CHCTeME 3alMThl Ha Oase
crannapta 802,11 (cm. pasa. 4.2).

Mexay rexHonorasmMy cramaapros 802.111 1 WPA muoro ofine-
ro. Tak, B HUX ONpEACHEHA HICHTHYHAS apXUTEKTypa CUCTEMBI eso-
NACHOCTH C YIVYILEHHBIMHY MEXAHU3MaMK aYTEHTHOHKAIHMH O30~
BaTeneP ¥ fIPOTOKOJIaMM pacnpoCTpaHeHyss ¥ OOHOBICHUA KIIOUCH.
Ho ects ¥ cymecTrernbie pasnnuns. Hanpumep, rexsonorus WPA
Gazupyercs Ha nporokone anHampueckux kmoved TKIP (Temporal
Key Integrity Protocol), nomnepxxy KoToporo B $OibiMHCTBE VCT-
poricte WLAN MoxHO peann3opars nyrem obsHosneuust ux 10,
a B Gonee GyHKIUYOHAILHOM KOHUENMUuuY cranzapta 802.111 npen-
YCMOTPEHO WCTIONB3OBAHHE HOBOrO CTaHmapra wndgpoBanua AES
{Advaniced Encryption Standard), ¢ KOTOpSIM COBMECTHMO NHKUIbL HO-
Befiiuee oBopynopadue s WLAN,

B crannapre WPA npeiyCMOTPEHO HMCNOAB30BAHME 3AIUATHBIX
nporoxonos 802.1x, EAP, TKIP u RADIUS.

MexanusM ayreHTHOHKALUKK NOAB30OBATENEH OCHOBAH Ha NIpOTO-
Konie KOHTposs nocryna 802.1x (paspaboraH Julsi IpOBOAHBIX CETEN)
¥ fpoTOKOie paclumpexHHofl ayrentuduxaunu EAP (Extensible
Authentication Protocol). Hocaesuft no3gonseT ceTeBoMy aIMUHHA-
CTPaTopy 3aneiiCTBOBATL AITOPUTMEI ayTeHTUGHKALMK F1ONB30BATE-
nelt nocpencteom cepsepa RADIUS (oM. 1. 13).

DyHKLMN obecrieyeHns KOH(MUACHUHAILHOCTH M LIEJOCTHOCTH
HaHRrbix Dazppyiores Ha nporoxone TKIP, xoropslil B oTapune oT
npotoxona WEP ucnonsayet Gonee 5hdexTUBHBI MEXaHK3M yNpas-
JERYS KIIOYAMH, HO TOT Xe caMslil anroputM RC4 juig wndposarus
aarupix. Cornacuo nporoxony TKIP, cerensie ycrpotictsa paborant
¢ 48-611T0OBBIM BEXTOPOM MHHLMAIK3AUNY (B OT/IMYME 0T 24-6uToRO-
IO BEKTOPA MHUNMAAK3aLMY npoTokona WEP) y peanusyior npasuia
V3MEHEHMS TIOCAEIOBATERLHOCTH €ro OMTOB, UTO MCKIIOYAET IHOBTOD-
HOE MCHIONB30BaHHE KITI0YeH 1 OCylIeCTBlIeH e replay-atak.
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B npotokosie TKIP npeaycmoTpeHb! reHepauusi HOBOTO KJOYa
VIS KaXJIoro NepelaBaeMOoro lakeTa M YAYMIUCHHBIH KOHTpOsbL lie-
JTOCTHOCTH COODILECHUM ¢ TOMOLUBLIO KPUITTOTPathHueCKO’ KOHTPOIb-
roit cymmel MIC (Message Integrity Code), npensiteTByomei xake-
PY M3MEHSATh CONEPXKHIMOE NEPENaBacMpIX TaKETOB.

Cucrema certesoft GesonacHocty craHgapra WPA paGoraer B
osyx pexumax: PSK (Pre-Shared Key) v Enterprise (kopnopatug-
Hpl¥t), [ins pasBeprhiBanud CHcTeMbl, pabotapiueil B pexiime PSK,
HeoOxomMM pasfienseMbii Napoib, Takyl CHCTEMY HECIOXHO yCTa-
HaBJIyBaTh, HO OHa 3auimuiaeT WILAN He CToib HAajeXHO, Kak 370
aejaer crcTeMa, QyHRuoOHMpYowas B pexuMe Enterprise ¢ uepap-
xyelt puRaMudeckux roueir. Xots aporoxon TKIP paotaer ¢ tem
xe campiM O10unbpiM wWKdpom RC4, KOTOPLIN NPEeRyCcMOTPEH CHERN-
¢ukanuen nporokona WEP, texuwonorus WPA 3aiuminaer naHHble
HAZeXKHES [1O0CNEIHEr O,

Yrobet touky nocryna WLAN cTany COBMECTHMMBbIMH CO CTaH-
maprom WPA, moctatousHo monepHusuposats ux [1O. [Inst nepesona
Xe ceTeBod MHOPAcTPYKTYpst Ha cTaHzapT 802.111 notpebyercsi HO-
BOE O0OPYAOBAHNKE, ITONHEPXUBANOLICE AnropuT™ Wwndposakus AES,
taK Kak AES-mmdposanue cosmaer Gonbillyl0 HArpysky Ha HEH-
TPAIBKBI nipoueccop GECrpOBOAHONO KIKEHTCKONC yeTpoicrsa,

Yr1o0b ROPICPATHBHBIE TOMKM [oCTYNa paboraiyl B CUCTEMe
ceresol GezonacHocTH cTasHzapra WPA wny 802.114, oHM DOAXHSI
NOAKePXUBATh AaYTEHTHQHKALNIO TOAb3OBATEACH TI0 TIPOTOKOAY
RADIUS u peanu3oBeipath [PEAYCMOTPEHHBIK CTAHAAPTOM METON
wipposarua — TKIP unu AES, wro notpebyer Momeprusamyu
ux [10. U ewe ogHo tpebopanue ~— OBICTPO OCYLUECTRANTh NOBTOD-
HYIO ayTeRTHGRHKALKIO [101b30BaTe/ el HOCAe pa3phiBd COSAMHERM C
CeThbi0. 2To 0cODeHHO BaXHO A HOPMAnbROTO PYHKHMOHMPOBAHHS
IpHAOXEeHH, paboTaoUIMX B peansHoM Maciitabe BpeMeHN,

Ecnu cepsep RADIUS, npumersieMblft 1% KOHTPONS ZOCTYNA
flosb30BaTeNIeil NPOBOAHOM CETH, NOANEDKHMBACT HYXHBIE METOZb!
ayTeHTHpUKAIK EAP, TO ero MOXHO 3a1eHCTROBATD ¥ IS AYTEHTH-
¢uranmuy noapvlosareneil WLAN. B npoTusHoM ciyyae cleayeT yo-
TaroBuTh cepeep WLAN RADIUS. Dror cepeep pabotaeT cnenyio-
LM obpa3zoM: CHavana OH TIPOBEPSET ayTeHTH(OHHUPYIOWYO WH-
GDOPMaMI0 NONLIOBATEA (Ha COOTBETCTBME COHEPXHMOMY CBOCH
B/l 06 yx noenTucuKaTopax ¥ napoasx) Wik ero unQppoBoH cepri-
¢uxar, a 3aTeM aKTUBH3MPYET HMHAMMHECKYIO TCHEPALHIO KIoueH
WHPPOBARHUA TOYKOH JOCTYNA ¥ KAMEHTCKOH CHCTEMOH JUisl KAXIO-
ro ceaHca CBA3K,
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Ina pabovhi Texunonoruy WPA tpeSyercst mexanusam EAP-TLS
{Transport Layer Security), Torna xax B craHsapre [EEE 802.11i
NPUMEHEHHE KOHKPETHbIX METONOB ayrenTudukanuu EAP He oropa-
pupaeTcs. Buibop Metoma ayreHTHdukainu EAP onpemensiercs cre-
HUDUKOH paloThl KIKEHTCKUX NPWIOXKEHUIE M apXUTEKTYPOH ceTy.
Yro6er HoyrOyky ¥ xapMasrpie ITK paboranu B CHCTEME CeTeBOM
0e30naCHOCTH crannapra WPA nan 802.111, oHu noimxHsl OLTH O¢-
HAWEHDbl KIMEHTCKMMM TPOTPAMMAMK, IORNEPXMBAIONINMY CTaH-
napr 802.1x.

CaMbIM [IPOCTHIM, C TOYKHK 3PEHUS Pa3BEPTHIBAHMSA, BaPUIHTOM
CHCTEMBI ceTeBolt 6e30n1aCHOCTH cTaHnapTa WPA sABasieTCS CHCTEMa,
paGoraowmas B pexxume PSK. Ona npeadasHavesa nis HeOOAbLIKX K
JoMayrHux ofucos M He Hyxuaercsi B cepsepe RADIUS, a ang
wndpoBaHysA NAKETOB M PacHeTa KPUNTOIPadU4eCKOl KORTPOALHOM
cymmsl MIC B Helt ucnonnsyercs naponb PSK. OfecneyuBaeMslii €10
yposeHb MHODOPMAIOHHOHK Oe30MaCHOCT CeTH BIIONHE JOCTATOYEH
juist GOMBIIMHCTBA BBIILIEYKA3AHHBIX 0(pycos. C LEeNbio NOBBINECHHUS
>DQEKTUBHOCTH 38IMKTH AAHHBIX CACAYET NIPUMEHATE NMAPOAK, CO-
nepxainue se Mexsee 20 CHMBOIOB.

peanpusiTuaM LEeAecoo0palHO BHENPATE ¥ Cebst CHCTEMB! CeTe-
BOIt GesonacHocTH craHmapra WPA ¢ ceppepamu RADIUS. Bonb-
IMMHCTBO KOMNaHMK NPeAOYKTAIOT KMEHHO TaK{e CUCTEMbI, I10-
CKONBKY paboraroiuue B pexume PSK peltenus cioxHee atMUHKCT-
PUPOBATE 1 OHM $oNlee YA3BMMBI AN XaKEPCKMX ATakK.

Jlo Tex nop noxa cpencTra crarnapra 802.111 He ¢radHyT noCTYII-
HAIMHU Ha phiHke, WPA Oyaer ocrasaThesl CaMbiM MIOAXOAAWINM CTAH-
naproM s sawmthl WLAN,

Crannaptsl WPA 1 802,111 B SOCTATOYHON CTEMEHM HAOEXKHBI U
06eCcrie¥MBaiOT BHICOKH I YPOBEHS 33UBIILCHHOCTH GECIPDOBOAKBIX CE~
teit. TeM He MeHee ONHOro NPOTOKONZ 3AIUMTBI HEZOCTATOYHO -
CHEHNYET TAKXKE YACAATh BHUMAHME TIPABHILHOMY NOCTPOCHHMIO M Ha-
CTPOHKE CETH.

Duzuneckas 3awuma. Ypy pasepreiBanun Wi-Fi-ceTn Heobxo-
IUMO DU3KYECKK OrPaHMYMTD AOCTYM K GeCIPOBOAHBIM TOYKAM.

Ipasuasras nacmpoixa. YaparoKe COBPEMEHHbIX BECTIPOBOMHbBIX
CETEH 3aK/II0YACTCS B TOM, YTO TOAH3OBATENY HE BCErha BKITIOYAIOT
¥ MCTIONB3YIOT BCTPOCHHBIC MEXaHU3MBI ayreHtaduxaimy u mud-
POBaHUA.

Sauuma nonszoeamensckux yempolcme. He CRCRYET NOMHOCTHIO
I1071aTaTeCs HAa BCTPOCHHBIE MEXaHM3Mbl 3altuTei cetu. Haubonee
OMITHMANbHBIM #ABISETCS METOA BLIENOHMPOBAHHOK OGOPOHBI, mep-
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Basl JIKH¥MA KOTOPO# - CPENCTBa 3ALIMTHE, YCTAHOBAEHHDIE HE CTa-
unonaptom TIK, HoytGyke mup KIIK.

Tpaduyuonnvie meper, Dbdexruenas pabora XOMIIBIOTECPA B COTH
HEMBICAYME 663 XNACCHYECKIX MED 3aLUKThE — CBOEBPEMEHHOMN ycTa~
HOBKY OOHOBNEHWN, KCIIOIB30BAHKA 3aIMTHHIX MEXaHK3MOB, BCTPO-~
eHmsix B OC ¥ IpRAOKEHHs, 8 TAKXKE aHTUBUPYCOB. ONHaKo 3THX
MEP Ha CErOJHS HEZOCTATOMHO, TaK K4K OHM OPUEHTHPOBAHBI Ha 3a-
LIKTY OT YK€ H3BECTHBIX yIPo3.

Monumopunz cemu. Cnaboe 3B¢HO B KOPIIOPATHBHOHA CeTH — Ca-
MOBOJIBHO YCTAHORICHHBIC TOYKY HOCTYE. AKTYANbHOH ABASETCH 3a-
aaya NOKiK3dUHK HECaHKLUMOHKUPOBARHLIX TOMEK gocTyia. Creun-
ATbHBIC CPEACTRA TOKANU3ALKK TONEK AOCTYIA [TO3BONSIOT Ipaduye-~
CKM 0ToDpaxdrs MECTC DACIIONOXKEHHS «YYXOro» TepMHHAana Ha
xapre JTaxa Wiy snamus, Ecan xnaceMyeckue MeTodst He cracdnT
OT BTOPXECHUS, CIICHAYET NPUMEHSTE CHCTEMbI ODHApYXeHNS aTak.

VPN-azeunsl. MHOTYE TOUKH HOCTYNA PaBoTaI0T B OTKPHITOM pe-
XHUME, TO3TOMY HEODXOHMMO UCTIONB30BATh METOAL! 3alUNUTH flepeaa-
BaeMsuixX daHHbIX, Ha 3awyiuaeMoM KoMmibiotepe NODKeH ObiTh ycTa~
HoBiaeH VPN-KIeHT, KOTORBIA Bo3bMeT Ha cebs pellerue DTOH 3a-
nauu, TIpaktnuecky sce coBpemennsie OC (nanprmep, Windows XP)
COICPXAT B CBOEM COCTABE TAKHEC NTPOIPaMMHbie KOMITOHCHTHI.



Tnasa 12
SALUMTA HA CETEBOM YPOBHE —
MPOTOKOIN IPSEC

PaguKanbHoe YCIPaHEHME YA3BUMOCTEN KOMIIBIOTEDHBIX ceTei
BO3MOXHO {IpK CO3daHKK CHCTEMDI 321K TH HC A OTREALHBIX Kiac~
COB NPWIOKEHNH, 2 st cetd B ueaoM. [Ipnmenurensyo x [P-cetsam
3TC O3HAYACT, MTO CUCTCMbI 3ALLKTH! NOHXHB! HC?;ICTBOB&TI) Ha CETEBOM
yposxe monenu OSL TIpeumyiiectso Taxore seidopa 3axiiovaeres s
TOM OYeBHAHOM hakre, 4TO B {P-cersix HMEHHO ceTeBOH YpOBEHD OT-
nuvaercy Haubonslielh TOMOTEHHOCTHIO! HE3ABUCKUMO OT Bhluiejexa-
LIHX [POTOKOAOB, (DH3MICCKOR CPEapl NEPCHAYH ¥ TEXHOJNOIHMY Ka-
HAIBHOI'O YPOBHS TPAHCIIOPTHPOBKa AaHHBIX 10 CETH HE MOXeT ObIThb
fiporaBeneHa B 06xoi npotokona 1P, Hostomy peannsanns 3alinThl
CEeTH Ha TPETheM YPOBHE ABTOMATHUYCCKH rapaHTHPYET KaX MUHAMYM
TAKYIO X€ CTEIEHD 3aLIMTH! BCEX CETEBBIX NPHIOKEHUH, ripuyem Bez
Kaxoit-1ub0 MoauHxaKuy NOCNeAHNX.

Hpn ¢HopMyupoBaHKH 3ALIMLICHHbIX BUPTYANLHBIX KaHaNOB Ha
cetenom ypoHe Moneny OSI pocruraetest OITUMATLHOE COOTHOLLE-
Hye MEXIY FpO3paYHOCTRIO K KaYyeCTBOM 3&HIMTH. PasMellieHye
CPEHCTB 3a1LMUTHl HA CETEBOM YPOBHE JIe/aeT UX NPO3PauHBIMM LIS
NPHAOKEHHMH, TaX K&K MEXKIY CETERBIM YPOBHEM M IPUIOKEHHEM
QYHKLUHMOHUPYET PEANM3aUNA MNPOTOKONIA TPAHCNOPTHOIO YPOBHS.
Hns monp3oBaTenedl MPOLCAYDHI 3ALIMATHE OXA3BIBAIOTCH CTOAb XKe
npo3pautbIMy, Kak ¥ caMm npotokost [P, Ha cetesom yposse cylecT-
BYET BO3MOXHOCTh JOCTATOMHO TIONHOW peanu3aluy QyHKUHM 3a-
LIATHE TpahyKa ¥ YAPABIEHUS KHOUaM, I0CKONBKY MMEHHO Ha ce-
TEBOM YPOBHE BbLIIIONHSCTCSH MapLIPYTH3a1Us [TaKeTOB CoobILeHuN.

Crex mporokonos IPSec ucnonssyercs Ans ayTeHTUDHXALMK
Yy4aCTHMKOB oOMeHa, TyHHeIupoBaHus Tpaduka ¥ uHdpoBarHus
1P-naxeroB. OCHOBHOE HazHaueHne nporokona IPSec (Infernet Pro-
tocol Securityy — obecneveHne Ge3onacHoi nepenayn NaHHRIX 110 Ce-
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1AM IP. TTockosapky apxnrextypa IPSec coBMecTHMa ¢ IIPOTOKONOM
[Pv4, ec nojIepXKY BOCTATOUHO ofecrieunTh Ha 060HX KOHLAX CO-
EAMHEHNS; IPOMEXKYTOYHBIC CETEBbIC Y3/1bi MOTYT BOOOIE HNYETO «He
3HaTh» 06 [PSec. Hporoxon IPSec MoxeT 3aumumiaTts TpaduK Kak Te-
Kyuieil Bepcunu nporokosaa IPvd, npumensiemolt cerogus B Internet,
tak ¥ Tpadux Hopoi Bepcuu IPvS, xOTOpas nOCTEneHHO BHENPAETCS
8 Internet.

12.1. ApxurekTypa cpejcrs BezonacHoct IPSec

OcHoBHOE HasHaueHue npoToxeaos [PSec — ofecnievenue He30-
nacHoi nepexatiy gaHHbIX 110 cetsMm IP. Flpumenenue IPSec rapan-
THpYerT:

* HEAOCTHOCTDL MICPEaABACMbBIX HaHHbIX (‘I’. €. DaHHbIe fIPK fepe-

Jaje He WCKaXEHbl, HE NOTEPSHbl M He NPONyGNpoRaHEl);

« QYTEHTUYHOCTH OTNpaBuTe s (T. €. ZAHHLIE IEPEAaHbl MMEHHO
TeM OTIIpaBUTENeM, KOTOPHIH AOKas3an, UTO OH TOT, 3a KOro
ceGsl BBIIAET);

+ KOHQUAEHUKANBPHOCTh NEPElaBacMbiX HaHHBIX {T. €. ZaHHble
flepenaloTcs B (hopMe, npesoTBpaliaomedl BX HECAHKUHOHK-
POBAHHBIA JIPOCMOTD).

Chrenyer orMeTHTb, 4T0 OOBIYHO B NOHSTHE OE30IACHOCTH JaH-
HBIX BIJHOYAIOT €ie ONHO TpeGOoBaHKE ~ NOCTYNHOCTh HaHHbIX, ¥TO
B DACCMATPHMBAEMOM KOHTEKCTE MOXHO HHTEDIPSTHPORATL Kak ra-
paHTrio uX goctaBku. TIporoxonk: IPSec He peutaor MaHHYIO 3a1a-
9y, OCTaBJIsist €e JIPOTOKONRY TpaHcnoptHoro yporHs TCP. Crex npo-
Toxones [PSec ofecneumBaeT 3aWMTy MHQODMALMK Ha CETEBOM
YpOBHE, HTO AEACT 3Ty 3aiUMTY HEBMAMMOW Ans paboTaiolliux npu-
NOXEHN.

OYHAAMEHTAABHON elHHKIEeR KOMMYHUKaLuY B [P-ceTsx ABs-
ercs {P-naker. [P-nakeT comepxur S-anpec ucrouHuka u D-agpec
nojydaress cooOLeHKs:, TPAHCIIOPTHRIR 3arojioBoK, MHBOPMALHIO

O THIE HaHHbIX, NEPEHOCHMBIX B 3TOM IaKeTe, W CaAMM AaHHbie
(puc. 12.1).

1P-3aronoBok TRaHCNOPTHEIR
TCP- unn UDE. Lanne
S-appec ! D-agpec 23rOROBOK

Pue. 12.1. Crpyxrypa [P-nakera
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[Tonp30BaTens BOCIPHHYUMACT CETH KaK HANCXKHO 3RU{KIUCHHYIO
CPeRy TONBKO B TOM Clyyae, €CAy OH YBEPEH, YTO €r0 NapTHEP fo
oOMEHY — KHMEHHO TOT, 33 KOTO OH cehs BplnacT (ayTeHTHpKUKaumus
CTOPOH), YTO TIEPCHABAEMBIC FAKETHI HE JIPOCMATPUBAIOTCS MOCTO-
POHHUMY NHulaME (KOHGUACHIMANBHOCT CBA3M) K YTO FIONYYacMBble
J@HHBIC HE MOABEPTAKCH UIMEHEHKIO B npolecce nepesaqs (UenoeT-
HOCTH BAHHBIX).

s toro yrofsl obecneuuTs ayTenTHGMKanno, XoHQUIEHIK-
ATBHOCTh W LICNIOCTHOCTD NEPEAABAEMBIX HAHHBIX CTEK APOTOKOJIOB
IPSec moctpoer Ha 6a3¢ CTAHARPTH3OBAHHBIX KPHATOrpadyuuecKux
TEXHOAOTH:

+ oOMeHa KHOMaMM cornacHo anroputmy Hubdu — Xewimana

RS PACHPERCICHNUS CEKPETHBIX KIIOMEH MEXAY Fosib30BaTeNs -
MH B OTKDPHITOR CETH,

s XPUOTOrpadyy OTKPBHITHIX KIIOMEH A FOAMUCHIBAHKS obMe-
HOB Jludoy — Xennmaa, y1o0bl rapaHTHPOBATh NOLIUHHOCTD
IBYX ¢TOpOH M uabexarp arak Tvna «man-in-the-middies;

o HKOPOBHIX CePTU(UKATOR IS MONTBEPKICHHUA MNOUIMHHOCTH
OTKPBITHIX KAIOYECH;

o GAOYHBIX CHMMETPHYHBIX ANTOPUTMOB LIN(DPOBAKIA JaHHBIX,

e AATOPATMOB ayreHTHUKauKy coobiennit Ha basze PyHKUH
X3UMPOBAHHSL,

TIporoxon 1PSec onpenensier craHAaprHsie Ccriocobb 3aiiMTHI
pHbopmaunoHHore obmeia Ha ceresoM ypoeHe mopenu OS] s
IP-cety, spasiolleiicst OCHOBHBIM BHIOM OKPBITHIX ceTe#. HaHHbi
NIPOTOKO BXOAMT B €OCTaB HOBo# Bepcuu nportoxona [P (IPv6) u
pUMEHUM TaKkxe X ero rtexyueil sepcum (IPv4). Ias nportokona
1Pv4 nonnepxka IPSec siBnsercs xenarenbHon, a wst I1Pv6 — obasa-
teabHoR, {IpoTokon IPSec npencrapnsier coboit cHCTEMY OTKPRITHIX
CTaHNAPTOB, KOTOPas UMEST YETKC OYEPYCHHOE AP, U B TO XE Bpe-
M5 TI03BORSET NOFIONHATD €€ HOBBIMY NIPOTOKOAAMY, anropuTIMaMH 1
dyaxumsamy., CrauzapTH3osaHHBIMH DyHKuusimMy [PSec-3atumTe Mo-
I'YT [I0AB30BATRCS NIPOTOKOAL BONee BHICOKUX YPOBHEH, B HACTHOCTH,
YTIPaBJSIOLIKE NPOTOKONS!, JIPOTOKONL! KOH(MHUIYPUPOBAHKS, & TaK-
Xe MPOTOKOAB MapHIPYTH3ALKK,

OCHOBHBIMM 33JIa4aMM YCTaHOBACHHUS M FOALEDXAHMS 3aLUy-
ILEHHOTO KaHaNa SBNAIOTCA CREIYICIHE:

e AYTEHTHOMKALUS TONbIOBATEREH WIK KOMIBIOTEPOS NIPY HHU-

UHAMK 3aIIMILEHHOrO KaHana,

 HIK(POBAHNE K AYTEHTU(MYKAUNASA NEPEIaBaAeMbIX ZaHHBIX MEX~

Iy KOHEYHBIMM TOMKAMK 3aHIMILEHHOIC KaHana;
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« ofecrieyeH e KOHCYHbIX TOMEK KaHaia CEKPETHRIMU KIOYaMy,
HeOOXOAMMbBIMY W18 paboTbl NPOTOKONOBR AYTCHTU(RHKKALKN Y
IIKPPOBAHKS AaHHbBIX,

Hns pewienys riepeyucaeHHbIX 3anay cucrema IPSec wenonsaver

KOMITNEKE ¢pelicTB Be30nacHocT MHpOPpMaLMOHHOro obMeHa.
bDoabuwivkeTeo peanusaunit nporoxona IPSec nmewor caemyloue
KOMITOHEHTHI.

Ocnoeroti npomoxon IPSec. DTOT KOMIOHEHT peanysyeT fpoTto-
kosibl ESP 1 AH. On o6paBaTsisaer 3aronoBKM, B3aMMORENCTBYET ¢
b/l SPD u SAD ans onpenesieHys NOTUTHKK 6€3011aCHOCTH, NIPUME-
HAEMOMK K nakery.

[Ipomokon  ynpaeaenus obmenoMm xmowegou  undpopmayuu  [KE
{Internet Key Exchange). IKE 06niuHO npeacTaBNseTcs KaK npouLece
I0Ib30BATENLCKOIO YPOBHS, 38 HCKHOUSHMEM pean3anuit, BCTpoeH-
goix B OC,

Baza Jauneix  nosumux  Gesonacwocmu SPD  (Security Policy
Database). DT0 O¥H U3 BAXHEHIUKX KOMIOHEHTOB, OCKONbKY OH
ONpEeACAsCT NOAUTHKY OC30NacCHOCTH, IPUMEHSEMYIO K nakety. SPD
HCIIONB3YETCH OCHOBHBLIM nporokonoM [PSec npu obpabotke Bxoos-
WHX ¥ UCXOHSIINX NTAKETOB,

Baza daunstx Gesonacneix accoyuayuli SAD (Security Association
Database). BJl SAD xpanur cnycox GezonacHsix accoupauuit SA
(Security Association) mis ofpaGoTky BXOASIUER W KCXONSIUEH HH-
dopmanun. Hexoisiinme SA MCNONB3YIOTCH Uig 3alUMTH KCXONSIINX
[aKeToR, a Bxooslye SA uenonbiviores mis obpaboTky naxeTos C
sarosioBkamy [PSec. BI] SAD sanonuasercst SA BpyYHylo uay C no-
MOILBIO IPOTOKONA ynpasnenus wnouamy IKE.

Ynpasaenue nosumuxoli fezonacrhocmu U Ge30NACHYMU  ACCOHUA~
yuamu SA. D10 — TUPUNOXKEHHS, KOTOPbIC YIPaBifAlOT NOAMTHKOMH
GesonacHocTH ¥ SA [9].

Ocxosuoit nporokona [PSec (peanusyiowuit ESP u AH) tecuo
B3aMONEHCTBYET C TPAHCTIOPTHBIM Y CETEBBIM YPOBHEM CTEKA NPOTO-
xonos TCP/IP. Paxruyecku npotokoa 1PSec spiasercs yacTelo cere-
8010 yposHs. OCHOBHOM Moaysb npotokona [PSec obecneunnaer Asa
vHTepdelica: BXOAHONA M BbixONHOH. BxOonHOH KHTepdhelc UCnoab3y-
eTCH BXOAALLIMMY NAKETaMH, & BHIXORHOH — MCXOasiiuMy. Peanunza-
uys [PSec He nomxHa 3aBuceTh OT MHTepdeica MeXIy TpaHCnopT-
HBIM M CETEBbIM YPOBHEM cTexa nporoxonos TCP/IP.

BJi SPD u SAD cywecrsento sausior Ha abdexruprocts pabo-
ot [PSec. Buifop cTpyKTyps! pansnix ans xpavesaus SPD u SAD saB-
JHETCS KPUTHUUMECKUM MOMCHTOM, OT KOTODOIO 3aBHCHT NPOU3BOAM-
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TensHocTh IPSec. Ocobernnocty peanmsanuu SPD u SAD sasucar ot
TPeBOBAHKE [IPOUSBOENTEABHOCTH ¥ COBMECTUMOCTH CHCTEMBL,

Bee nporoxkonsl, exomsive B IPSec, MOXHO paspesuTts Ha
JIBE FPYIIis:

1) IpOTOKOABI, HENOCPEACTBEHHO Npou3BoNsiine 06paborky ne-
penaBaeMbIX DaHHbIX (Ui oBecreyeRuns 1xX 3allnTh),

2) IpOTOKOABI, [O3BOMSIOLINEG aBTOMATHYECKH COrNACOBATH Na-
paMeTphl 3ALLKLUERHBIX COSRMHERNM, KeoBX0aNMBIe ISt IPOTOKOMICB
1-i rpynineL

Apxurextypa cpeacrs Gesonackoctw IPSec npencrasiaena Ha
puc. 12.2.

Nporoxon Nporoxon Mporoxon
tKE AH ESP

, B!

Anroputsi!
cs;;z:‘o;api;b;ﬁ Anropurmusl AnropuTMS
ayreHTU KA wWrbpoBatng
W yOPaRNEHUA 4 bz
KIToHaMm

3

Homer
nyrepopeTaun
DOt

Puc. 12.2. ApxsrexTypa ¢reKa nipoTtoxonos #Sec

Ha eepxrem ypogne pacriofoxeHbl 3 npoToKoaa, COCTABAAIILMX

sipo 1PSec:

* [IPOTOKOA COIMACOBaHKA IapaMEeTpPOB BHPTYANLHOrO XaHana
1 ynpasaesusa kuouamu IKE (Internet Key Exchange), onpe-
AeTAWHE criocof MHMUMAAM3aUMY 3BIUMIZCHHOrO XaHasnd,
BKJIIOYAS COTMIACOBAHME MCIIONB3YEMBIX ANTOPUTMOB KpHITOSa-
LWIMTHE, @ TaKKe NMPOLEAYPH OOMEHa ¥ YNIPaBjeHUSi CEXPEeTHbI-
MM KIIOYdMM B PaMKax 33HMIUEHHOI0 COSINHEH S

+ [IpOTOKOJ ayreHTHuUMpYOllere 3arososka AH {Authenti-
cation header), ofecrnieuMBalOILKH ayTeHTHOHKAUMIO HCTOYHM-
K4 HaHHBIX, TIPOBEPKY MX LIEJOCTHOCTH M MOMIKHHOCTH 110CHe
IPHEMR, @ TAKKe 33LIHTY OT HapBs3biBaHKS fIOBTOPHBIX COOG-
IUeHKH,



Taaea 12. Jawmuma na cemeeonm yposre — npomoxos FeSec 269

» [IPOTOKON HKHKANCYANPYIOENH 3auiuTht coaepxumore ESP
{Encapsulating Security Payload), ofecreynBaiolini Kpuiito-
rpaduHeCcKoe 3aKPHITHE, aYTCHTUOWKALMIO Y LIENIOCTHOCTE TIe-
peaaBaeMBbiX ZAMHBIX, @ TAKKE 3AlIMTY OT HABS3LIBAHMS (10~
BTOPHBIX COODLICKKEA.

Pasznenenue GYHKIME 3alIMTH MEXDY ABYMSt fipotoxoiamy AH
¥ ESP ofycnoBneHo fpuMeHseMoil BO MHOI'MX CTPAHAX NIDAKTHKOM
OFpaHKMEHHUS IKCTIOPTA W/KNKM BMIIOPTA CPEACTB, O6SCIICHMBAKOLIMX
KOHDMACHUKATLROCTD BAHKBIX nyTeM wkdposanus. Kaxabi§ us
nporoxonos AH n ESP Moxer vcrons30BaThes KaK CAMOCTOSTEN b
KO, TAK K COBMECTHO ¢ apyruM. M3 xparkoro nepeyucierust oyHK-
i nporokosaos AH u ESP BuaHO, YTO BOZMOXHOCTH 3THX NPOTO-
KOJIOB MACTHMHO NEPEKPLIBAIOTCH.

Tiporokon AH orBeuaeT T0abK0 33 ofecrieyenue LEeIOCTHOCTH K
ayTeHTUOUKALMY AaHKbIX, B TO BpeMs xak npotokon ESP ssnsercs
foee MOMWHBIM, NOCKOALKY MOXeT wudpoBath HAaHHBIE, 3 XpoMe
TOYO, BHINONHATH PyrKuMy npotoxona AH (xors, Kak yBUANM nio3i-
HEe, AYTEHTHOKKALUMS W USTOCTHOCTh O0ECIeMUBAIOTCI MM B He-
CKOABKO YDE3aHHOM BHAEC).

ITporoxon ESP MOXeT NOLACPXKBATH GYRKUMEK WHNGPOBAKKS U
ayTeH THOWKALMH/UCAOCTHOCTH B N106s1X XoMOuKaumsx, 1. €. anbo u
TY W APYIYIO Tpyniy GyHKuni#, aufo TORBKO ayreHTHUKauo/ /e~
AOCTHOCTE, AK00 TONRKO iKpoBaHKE,

Cpeduuii yposens apxutextypbt {PSec ofpasyror anroputMmsl co-
THACOBAHKS [1ApAMETDOB ¥ YIIDaBACHMS KAIOYAMH, NPKMEHSCMbIC B
nporokoae IKE, a Taxke anroputMbl ayTeHTHOWKALKYK ¥ WIndpOBa-
HUS, HCIIOABL3YEMbIE B NPOTOXONAX AYTeHTUDHLIKPYIOLIETO 335 0ICBKA
AH n nrkancysupyomed samutsl conepxumore ESP.

CrnetyeT OTMETHTS, YTO NIPOTOXO/b] 3aIHMTH BMPTYanbHOTO KaHa-
na sepxHero yposHs apxurtextyps! 1PSec (AH u ESP) ne samsucsr or
KOHKDPETHBIX KPHITTOrpayyecKux anropuTMos. 3a cyeT BOSMOXHO-
CTH KCRONL3OBARMSA OOABLIIONO HWCIA PASHOOODA3HLIX ANTOPHTMOB
ayredtudbuxauni ¥ wndporanns 1PSec obecrieunsaet BHICOKYIO CTe-
neHs THOKOCTH OpraHK3atiyy 3alkTst ceth. I'ubkoctk IPSec cocTout
B TOM, YTO /LIS KOKAON 3a0a4H IIDEANAracTCS HECKOABLKO CIocoD0os ee
peieHys. BpiOpaHubie METONb! Al ONHON 3axayK o0bIMHO HE 3aByi-
CAT OT METOAOB peanmu3auuy Apyrvix sanav. Hanpumep, Buibop aist
umgposanus anroputma AES we Bausier Ha BbiGop OyHKUHN BeIYHC~
REHUS ZaBKeCTa, MCHIONB3YEMOreO Afisl ayTeHTROBKALLMHM ZaRHbBIX.

Huascnui ypoeens apxutektypht [PSec o0pasyet Tax Ha3biBAEMbIR
pomeH untepnpetauun DOI (Domain of Interpretation). HeoSxonu-
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MOCTh NIPUMEHEHUS foMeHa uHTeprperaunyn DOI obycnosnena cie-
ayiowpMy npuukHamy. TTpotoxoset AH n ESP uMeoT MoayasHyio
CTPYKTYDY, AOCNYCKas APHMEHEHHME TIOALIOBATEAMMY N[O HX COMIaco-
BAHHOMY BBIOODY DPa3NKHYHBIX KPHUNTOTPAGHMYECKHUX anTOPUTMOR
wxdposannsg v ayrentruduxauru. IToaToMy HE0OX0AUM MOIYND, KO-
TOpaIk Mor §5l 00ECNCUNTE COBMECTHYIO palorTy BCEX NpuMEHSIEMbBIX
¥ BHOBbL BKJIOMAEMBIX NPOTOKOCNOR M ANTrOPHTMOB. HIMEHHO Takue
GbYHKLMYE BO3NOXEHb Ha AoMeH nuTepnperaumy DOL [omen urtep-
npetauuyu DOI B Kadectre B xpamuT caeeHns 06 HCTIOAB3YEMBIX B
IPSec npoToKONax M anrOpUTMax, WX TApaMeTpax, MPOTOKONBHBIX
uaenTnduxaropax ¥ 1. n. 1o cyllecTsy, OH BBINGAHSET polb $yHAa-
MmeHTa B apxutekType IPSec. s Tore urolnt KECNONH30BaTh aaropuT-
MBI, COOTBETCTRYIOILKE HAKOHANBHBIM CTAHAADTAM B K&4ECTBE &Jro-
PUTMCB ayTeHTHOUMKALKK K wndpoBanus B nporokonax AH u ESP,
HEOOXCIKMO 3aper UCTPUPOBATE STH ATOPUTMB B IOMEHE MHTEpIIpe-
tanuu DOI [9].

12.2. 3amiMTa nepefasaemMuiX SAHHLIX C NTOMOULLIO
npoTokonos AH u ESP

TIporoxon ayrentuguuupyollero saroncska AH u riporokon
PHKATICYAHpYIoHE M 3aimtsl conepxumoro ESP Mmoryr paborary B
TYHHEJIBHOM WIM TPAHCHOPTHOM pexuMaXx. [Uis BRINOJAHEHHR CBOHX
sanau 1o obecneyenno Ge3onacHOM nepelauyt FAHHBIX MPOTOKOCILI
AH u ESP pxunoyaor B o0pabarbiBaeMbie UMM ITAKETHI AOTIOAHNTE b~
Hyo cayxebiyio HHGOPMALIHIO, OBOPMINAT €¢ B BHIAC 3aI'0JIOBKOB.

12.2. 1, INporokon ayreHrupuympyowerc zaronoska AH

Hpotokoxn ayrentuduuupyiouerc saronoska AH (Authentication
Header) ofecneuypaer fpoBEpPKY aYTCHTHUHOCTH ¥ LICAOCTHOCTH
IP-f1aKeTOR, 4 TAKXKe 3aILUKTY OT BOCIIPOK3BCACH YA paHEe MOCAaHHbIX
IP-naketos.

[Iporokon AH no3soasieT npHeMHON cropose yOenuTses, YTo:

« NaxkeT OblX OTHPAEBACH KMEHHO TOM CTOPOHOH, ¢ KOTOPO#H yera-

HOREHA AAHHAH 2CCOKALNS;

« COACPXUMOE (IAKETA HE NOABECPIVIOCH HCKAXCHHKAM B IIpoliccce

nepeaady €ro 10 CCTH,
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e T1AKET HE ABAACTCH HYOMMKATOM HEKOTOPOIo Naxera, nojiy4eH-
HOFO paHee.

ITporoxon AH NOAKOCTBIO 3aMILAET OT MOMNOIA M UCKAKEHWS
copepxumoe {P-naxetos, BKAK4AA JaHHBIE NPOTOKONOR Gonee BHI-
coxux yposHeh. TlomsoTa sawmTeyl nojeit {P-3aronoBkos 3aBHCHUT GT
HCIIOAB3YEMOI0 peXuma paboTel — TYHHETLHOTO WIH TPAHCHOPTHO-
ro. Omuako nporoxkon AH He oBecnieynsaeT xOHPUACHUMANBHOCTS
NIEPEnABAEMBIX JAHHBIX, T. €. HE NpeAHA3HAYEH L% MX IWKHdPOBAKUS.
Hannbie MoTyT OBITh NPOYKTAHBI NPOMEXKYTOUHBIMH Y3AMH, HO He
MOTYT OBiTh M3MeHEHBL 1leNMOCTHOCT: M AYTEHTHMHOCTh AAHHBIX
ofecneuMBalOTCH OOOaBEHHEM ayTeHTUMHLMDYIOUIEFO 3ar0OH0BKa
{AH) nepen saronoBkoM IP ¥ 3aroiosxoM TPaHCIIOPTHOIO YPOBHS
(TCP/UDP). Dopmar 3aronosxa AH noxasan Ha puc. 12.3.

0 6 31

Creqyiolinit 3ar071080K Brimna JapesepruposaHs

Hua P PO 3ailwnt SPY

Fopraxesot Homep SN

AyrentrdrKkaurontble fasHe (TepEMEKHAR AnrHa)

Puc. 12.3. @opwmar saroioska AH

3aronoroxk AH Braoyaer B cebs nonst:

o caeoyiomuit 36201060k (Next Header) — omnoSaiitopoe rose,
CojiepXalliee KOA NPOTOKOAA CEAYIOWIEro 3aTONMOBKa, BAOXKEH-
Horo B 1PSec-naker, HanpuMmep xoa nporoxona 1CP wm ESP,
yeil 3aronosokK caeayet 3a AH;

o dauna {Payload Len) — yxaspisaetr miumsy saronosxa AH B
32-GMTHBIX CIOBAX;

o unoexc napamempos sawums SPI (Security Parameters Index) —
npencrapisier cofoi 32-paspanHyio MeTky 0e30nacHoll acco-
unauun SA (Security Association), coaepxailiel Bce rapaMer-
pel TyaHeas 1PSec, xonouast THIR KPHITTOrPadHUECKUX 4I0-
PHTMOB ¥ WiOuM M$poBakus. Ha ocHosanuu uHaexca SPI
naxeT OydeT NpagMIbHO OTHECEH K OAHOM M3 CYLICCTBYIOLIMX
accOLIMALIMM B NPHEMKOM 1UTI03e (MAM Xocre). Eciu Xe akrus-
HOH acCOLMaliMK, Ha KOTOPYIO yKasbiBaeT MeTka SPI, He cyue-
CTBYET, TO MAKET NPoCcTo o1hpacsinaercs;
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» nopsioxosets nomep SN (Sequence Number) - 0€33HAKOBOE
32-6uTHOE YHCHO, YRENUUMBACMOE HA SAKHMLIY OCAE AEpeauy
KaKNOTO 3aLMineHoro no nporokony AH IP-nakera. Oecrie-
YHBACT 3ALMTY OT JOXHOTO BOCIPOM3BEIeHKS paHee NOCIAH-
Heix [P-naxeroB. [Ipyu GopMHUPOBAHNK KDOK/IOTO 3aHIKLICHHOIO
ceaxca vHGOPMALMOKHOrO ofmeHa B pamkax tyHHens IPSec
B3aMMOBEHCTBYIOMNE CTOPOHB A€NAI0T CBOM CYETHMKK Hyjie-
BhIMH, 2 NOTOM COMIZCOBaHHHIM 0O0pPa3oM yBEIMYMBAIOT HX.
[Tony4aTenb NPOBEPSAET 3TO NOJE C LICABLIO YAOCTOBEPUTHCH, YTO
fIaKeTa ¢ TAKMM HOMEPOM ApPHHATO eiue He Oruto, Ecnu xe Ta-
KO 11aKeT yXe Obil, OH He IIPUHUMACTC S,
aymenmugukaunonnsie oannvie (Authentication Data) — none
[IEPEMEHHON JAKHRI, CojepXaiiee KHGOPMALMIO, MCHONb3Ye-
MYIO VISl ayTeHTH(hMKALMH NIaKeTa ¥ HassiBaemyio MAC-xodom
{(Message Authentication Code). 310 1n0/e Ha3BIBRIOT TaKXe
yupposol nodnuckio, Jaudxcecmom Uit KOJOM NPOGEPKU KeaocH-
woemu — [CV {(Integrity Check Value) nakera, Conepxumoe
nons Authentication Data BHUYKCASETCS C IOMOLBKY OFHOIO K3
OBYX OOA32TENBHO NOMICPXHUBAEMBIX npotokonom AH aaro-
putMoB HMAC-MDS u HMAC-SHAI, ocHOBaHHbIX Ha fpu-
MEHEHMH OLHOCTOPORHMX X31I-(DYHKLUKA ¢ CeKPEeTHBIMY KJIO-
yamu. Jnuea JailiokecTa 3aBHCKHT OT BoIGPaHHOIC anropuTMa,
[103TOMY 3TO TIONIe ¥MeeT B ofiieM Ciyyac NEepeMeHHbi pas-
mep. Hanbonee vacto ucnonbsyemeiit anroputm HMAC-MDS
nopoxaaeT 16-6aiTHLIN HaiiKecT.

TTporoxon AH 3zaiuuiaeT Bech IP-naxkeT 32 HCKITIOYEHUEM HEKO~
Toprix nionedi B IP-3aronoBxe, Takux Kax epema swusny (111) v mun
cayochor {Type of Service), KOTOPHLIC MOTYT MEHATRLCH B APOLIECCE Iie-
pejavk nakera B ceTH. 3aMeTuM, uTo npoTokon AH ofecneumsaer
32Ty OT uaMeHeHuit 1P-appecor B 3aronoBke nakera. [Iporoxoir
ayrenTuduxaunn AH coznaer ¢soeolpasHbiii xoHBepT, obecnevuu-
BAIOLNH aYTEHTHOUKALMIO KCTOMHMKE HAHHBIX, MX LEJOCTHOCTb U
3aLATY OT HaBH3bIBaHHUs NOBTOPHBIX COOBLIeHNH.

Mecrononoxenue 3aronopka AH B nakete 3aBHCHT OT TOIO, B
KaKOM PEXHMME — TPAHCHIOPTHOM WM TYHHENBHOM — CKOHEQHUIypH-
poBaH sauMineHHbil kadan. Ha puc. 12.4 noxasadHo pacnonoxeHue
AH-3arososka orrocurenbHo IP-3arososxka B 000HX peXHMaX.

B mpancnopmuos pexcume 3aronoBox ucxopHoro IP-naxera cra-
HOBWTCA BHELIHMM 3arojoBKOM, 332 HMM cienyer 3aronosox AH, a
3aTeM BCE AAHHBIC 3AWMLIAEMOro jflaxera (7. €. naxker NpoTOKoNia
sepxHero ypoBHs). Hpotoxkon AH 3aumizaer Bech nojiydeHHBIA Ta-

»
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IP-nakern nocne npuMenerusn npomoxona AH 8 mpaHcnoprmHoMm pexume

3aronosok

MCXoaHoro 3aronosok AH | 3ar °“°BJB;CP DaHHb!

IP-naxeTa (wm )
AyTeHTnNUKpOBaHO

1P-naxkem nocne npumererus npomoxona AH 8 myrHensHoM pexume

3aronosok 3aronoBok 3 TCP

BHelWHero 3aronosok AH UcxoQHoro ar°”°BJBP fAaHHbie

IP-nakera IP-naketa (unu )
AyTeHTUdnUMpoBaHo

Puc. 12.4. IP-nakeT nocine npuMeHeHus npoTokona AH B TpaHcnopTHOM
U TYHHEJIBHOM peXUMax

KUM o0pa3zoM NakeT, BKoYas 3aroyoBok [P u cobcTBeHHO cam 3aro-
noBok AH. Takum o6Gpaszom, nioboe M3MEHeHME OAHHBLIX B MMaKeTe
WJIY 3arojioBKOB OyaeT o6HapyxeHo. CrneayeT TakxkKe 3aMETUTh, 4TO B
3TOM peXMMe JaHHble MaKeTa OTCLIJIAIOTCS OTKPBLITHIMU, T. €. JaHHbIE
MakeTa 3allMILEeHbl OT U3MEHEHMH, HO HE 3alUMLIEHbl OT POCMOTpA.
B yactHocTM, He ymaercsl ckpbiTh IP-agpeca MCTOYHMKA M Ha3Haye-
HMSI OT BO3MOXHOIO NMpocMoTpa NOCTOPOHHUMH JIMLIAMH, ITOCKOJIBKY
9TH MOoJsl BCerda MPUCYTCTBYIOT B He3alwlM(bpoBaHHOM BUIAE U COOT-
BETCTBYIOT A€HCTBUTENbHBIM aApecaM XOCTOB.

B myHHenvHOM pexcume B XayecTBe 3arojioBka BHeluHero [P-na-
KeTa co3gaeTcsi HoBblit 3aronoBok IP. [P-agpeca nocpuiaroueit u
NMPUHUMAIOLIENH CTOPOH MOIYT OTJIMYAThCS OT aApecoB B 3arOJOBKE
ucxonHoro IP-nakera. B sammnuienHom IP-nakere BHyTpeHHMUit (mep-
BOHayalnbHbIit) IP-3aronoBok comepXWUT LeneBoi aapec MakeTa, a
BHEWIHM# [P-3arofoBok comepXMUT anpec KOHUA TyHHeNls. 3a HOBbIM
3arojioBKoM BHeluHero IP-nakera cnemyet 3aronoBok AH, a 3atem
BeCh MCXOAHbIN MakeT (3arosook [P 1 camu naHHbie). Kak u B ciy-
yae TPaHCINOPTHOIO pexuma, npotokon AH 3awuniuaeTr Bech co3aaH-
Hbli nakeT (aBa 3aronioBka IP, 3aronoBok AH u naHHBbIE), YTO TaKKe
MO3BOJISIET OOHAPYXUTh Jlobble M3MeHeHUss B makere. Kak M B
TPAHCMOPTHOM DPeXHWMe, caM MaKeT He 3allMUIeH OT POCMOTpa.

HeszaBucuMo ot pexuma pabotbl, npoTokoa AH npenocrasiser
MEpbl 3aUIMTHl OT aTak, HanpaBieHHbIX HA HapylleHUE LEJIOCTHOCTH
Y NMOUIMHHOCTH NMakeToB coobuieHuit. C nOMOLLbIO 3TOTO NMPOTOKONA

18— 3348
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ayTeHTU(ULIUPYETCS KaXAblii MaKeT, YTO AeJaeT MpOrpaMMbl, Ibl-
TaJOLUECS TEPEeXBaTUTh YIPaBIe€HUE CeaHCOM, He3((heKTUBHBIMU,
IIpotokon AH obGecneuynBaeT ayTeHTU(HUKALMIO HE TOJBLKO CONEPXH-
MOro, Ho u 3aroyioBkoB IP-naketoB. OnHaKo cieayeT MMETh B BUAY,
yTO ayTeHTUdUKaLMs 1o npoTokoay AH He monmyckaeT MaHUMyIUpPO-
BaHUS OCHOBHBIMM MoasiMH IP-3arosoBka BO BpeMsl IpPOXOXIEHHUS
naketa. [1Io 3TOH nmpuyMHE NaHHBIM MPOTOKOJ HEJb3S! MPUMEHSTH B
cpede, Ie MCIONb3YeTCS MEXaHHW3M TPAHCHISILUMU CETEBBIX AJPECOB
NAT (Network Address Translation), mocKonbKy Juisi €ero paboTsl He-
obxoauMo MaHunyaupoBaHue IP-3aronoBkamu.

TIpotokon AH MoXeT npHMeHATLCS KaK OTAENBHO, TaK U B KOM-
6uHauuu c nportokoaoM ESP uiau paxe ¢ nmakeToM, KOTOpDHIHA yxXe
conepxuUT AH-3aronosok (BIOXeHHOE NTPUMEHEHME).

12.2.2. lporokon nukancynupyrowes 3awmrsl ESP

TIpotokon uHKancynupylolei 3amuthl coaepxumoro ESP (En-
capsulating Security Payload) obecneunBaeT KOH(pUIEHLMATBHOCTD,
AYTEHTUYHOCTb, LEJIOCTHOCTb M 3allIUTy OT TOBTOPOB [UISl MAKETOB
naHHbIX. ClieayeT OTMETUTD, YTO KOHOUIEHLIMANbHOCTb JaHHBIX MPO-
Ttokon ESP obecneunBaet Bceraa, a LeJIOCTHOCTD U ayTEHTUYHOCTD SIB-
JISTIOTCS M1 HETO ONMUMOHAILHBIMUY TpeboBaHUAMU. KoHpHaeHunain-
HOCTb JAaHHBIX OO€EcreyuBaeTCs MyTeM LIU(PPOBAHUA COAEPXKUMOIO
OTIE/IbHBIX MaKeTOB. L1eJI0CTHOCTE M ayTEHTUYHOCTD AaHHBIX OGECTIE-
YUBAIOTCSI HA OCHOBE BHIMMCIEHUS JaNIXKECTa.

W3 npuBeneHHoOro nepeyHs yHKUUMHA MO 3aiiuTe MHGOpMaLu-
OHHOTO OOMe€Ha BMIOHO, YTO (YHKUHMOHAJIBHOCTh NpoTokosa ESP
wupe, yeMm y npotokona AH. IIporokon ESP nomnepxuBaeT Bce
¢yHkuuu nporokona AH no 3aiute 3aiMdppoBaHHBIX TOTOKOB AaH-
HbIX OT MOJ10Ta, BOCIMPOM3BEAEHHUS M CJIy4YaliHOrO MCKaXeHHUs, a
TakXxe 00ecrneynBaeT KOHPUIAEHIIUATbHOCTD JAHHBIX.

B nmpotokone ESP ¢yHkuuu ayreHTUdUKauuu U Kpunrorpadu-
YeCKOTIO 3aKPBITUSL MOFYT ObITh 3al€HCTBOBaHbI JMOO BMecCTe, JIUOO
OTAENbHO ApyT OT Apyra. [Ipy BeinoaHeHUH WKdpoBaHUs Oe3 ayTeH-
TUGHUKAUMU TOSBASETCS BO3MOXHOCTL MCIIO/Ib30BAaHUSI MEXaHU3Ma
TpaHcasuuu ceteBblX agpecoB NAT (Network Address Translation),
MOCKOJILKY B 3TOM Ciy4yae aapeca B 3arojsoBkax [P-nakeToB MoXHO
MoauduLuupoBats [9].

Ins pewenns cBoux 3amay npotokoys ESP ucnonssyer 3arono-
BOK ¢opMara, NpUBeIeHHOrO Ha puc. 12.5.
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0 16 31

NHBeKe napameTpos Jature SP)

Floprakeseiis vomep SN

Barkbie {NepamMenHan fhuHal

3anonxuTens PAD

BanonHuTens PAD Anvna aanommTens CrenyoLnil 1aronosox

AYTEHTRIDUKAKOHNKBLIE AaKHbIE {TBPaMENNaRn AlkHa)

Puc. 12.5. Dopmar saroaoska ESP

3aronosok ESP comepxuT caenyoiuue nous:

undexc napamempoe sauwumst SPI (Security Parameters Index) —
HCTHIOAB3YECTCS COBMECTHO € a[pecoM NOAYYarTeIs ¥ [POTOKO~
noM 3amnthl {AH unn ESP). YkassisaeT COOTBETCTBYIOMEE CO-
rnamenne SA. Tonyyaresnh HCAOAB3IYET 3TO 3HAMEHKE IAA Ofl-
peaeneHus COrMaleHus ¢ 3alUTe, ¢ KOTOPhIM KACHTHGULMPY-
€TCs ITOT NaKeT,

nopadrosuid Homep SN (Sequence Number)— obecnevyusaer 3a-
wuTy or nortopor ang SA. Tlpencrasnser coBol 32-Buthoe
YHCIIO, fIEPBOHAYANBHO papHOe | K yBeAKMMHUBAlOHiceCs ¢ wa-
roM {. OHO HE JIOBTOPACTCH LUKIKMMCCKY K YKA3bIBaCT HOMED
flaKeta, OTChUIAeMOro 1o JaHHoMy cormawexuio. Hoayvarens
[IPOBEPSET 3TO N10J1E € LEABIO YAOCTOBEPUTHCA, HTO NAKETa ¢ Ta-
KUM HOMEpOM NpHHHTO eiie He Oputo. Ecny Xe Tako# naker
yxe 6pl1, OH HE NIpUHAMaeTCs;

Oaunvte (Payload Data),

sanoanumens {Padding) — ponucekiBaercs oT 0 10 255 Gair ana
32-6uTHOTO BRIPABHKBAHUS C pasMepoum Gioka wudpa;

dauna 3anonnwmean {Padding Length) — yxas3biBaeT IUIMHY oAs
3anoanuTens B Hairax;

eredyromuil 3az0n080k ( Next Header) — yKaswisaer npupoay je-
peaapaeMbix jarHbix (Hanpumep, TCP unu UDP);
aymenmudux ayuonnvie Oannne (Authentication Data) — copep-
Kat kod npogepxu yeaocmuoemu JCV (integrity Check Value) u
K0G aymemmuunocmu coobuenus, MCTIONB3YEMbIE JI8 NPOBEPKH
[TOBNKHHOCTH OTMPABATEA YU UEACCTHOCTH coofiyenus. 3Ha-
yepue ICV BbruucnsieTcs mns saronobka ESP, nepenaBaembix
nanpnbix 1 xoHueBow Merkn ESP. Tlone Authentication Data
nomeniaercst 8 3aronoBok ESP ToabKO nipy BKMOYEHHOW ay-
TEHTHBUKAL MM,



276  Hacmyv 3. Texnonoeuu 3auumet Mexcemesozo 06MeRa DGHHbIMU

HeTpynHo 3aMeTHTh, YTO HEKOTOpsIe NoNns 3aronosxa ESP anano-
rHuHe noaam 3aronoska AH: Next Header, SPI, SN, Authentication
Data. Ho ecTh 1 aBa AONIOAHHUTENLHBIX TIONS — 3anoaxumens {Padding)
¥ Oauna zanosnumenn {Pad Length). 3anofHuTesb MOXET HOHAZO-
OUTBCH B TpeX cnyyasnX. Bo-nepBhIx, s HOPMaIbHOK paBoThl HEKO-
TOPBIX AISOPHTMOB IIKGPOBaHNS HeoOX0nMMo, YTodsT WHOpPYEeMbIK
TEKCT COHEPXai KpaTtHoe 4HCAo ONOKOB OMNpEAeNeHHOIC pasMepa.
Bo-srophix, dopmart zarosiopka ESP tpeSyer, wrofst rone aHHbIX 3a-
KaHIHBAIOCH Ha rpaHyuue yernipex GaiTos. Berpersux, sanonuureis
MOXHO MCTIOAbIOBATD A5 COKPBITHA NeHCTBUTENBHOIC pa3Mepa fnaxe-
T2 B lieARX O0LCHeYeHNUS TAK HA3BIBAEMOM 4aCcTHYHONK KoHbKHASHLIH~
ANBHOCTH Tpadhuxa, X018 NpoToKon ESP orpasuiuBacT BOSMOXHOCTH
MACKHPOBKY 255 GaliTaMyl 3afIONHATENN, 3TO CAEHAHO Ui TOTO, 4TO-
65l He CAMIIKOM CHYKAKACh 10JIe3Has NPOnYCKHas CrIocoOHOCTE Ka-
Hala CBA3Y M3-33 00/BLIOr0 00beMa N3ORITOTHEIX JAHHBIX.

Kax sunxo u3 puc. 12.5, 3aro/0BOK ZEAKRTCH HA JIBE YaCTH, pasie-
JAIEMBIE nosem Gannsix {TIONnE3Has Harpyska — Payload Data). Tlepean
Yacth, KOTOpas nanee Oyaet oG03HAYATHCA KAK 3a204080K F.SP, obpa-
3yeTes xsyMms noasiMu - SPI ¥ SN — ¥ pasMeluaercs rnepen noieM
naHHsiX. Ocranpibie cryxeOHbie noas nporoxona ESP pacnonoxeHs:
B XOHi¢ makeTa. HenoCpeacTBeHHO 33 1OAeM KAHHBIX CIENyeT TaK
Ha3bIBAEMBINR mpetizep, B KOTOPMA BXOAAT 3anoanumeas (Padding),
Cnuna zanosnumenn (Pad Length), a 1aKkke yxasarenb Ha NpPOTOKOM
caedyromezo ypoern {Next Header). 3asepluaer naxer #o4e KOHMpoasn
yerocmuocmu (Authentication Data). B toMm cayuae, xorma npe ycra-
HOBJCHK K $E30NaCHON aCCOLMALIMK NPUHATO DELICHKE HE HCII0Ab30~
Batb BO3MoxHocty ESP nmo ofecriedeHnio LeMOCTHOCTH, 310 1IONIe OT-
CYTCTBYET.

T1O nepeyncneHHbIX IPOTOKOROB (YIUIKTE WHhpoBaHus, nd-
POBOR NOHNMCH ¥ 1IP.) MOXeT GyHKUMOHHMPOBATE Ha CepBEpax Wik
KOMIIBIOTEPaX KOHEYHBIX NTONb30BaTeNeH. OOHAKO Yalle ero yCTaHas-
AVBAIOT Ha MapLIPYyTH3aTOpax MAM CreLHAIbHBIX YCTPORCTBAxX, KOTO-
peic B apxutekType IPSec wuMeHylOTCA wiarozamu  Gezonacxocmu
(security gateway).

[Tporokon ESP taxke HMCHOAB3YIOT B ABYX DEXMMAX — TPaHC-
NOPTHOM ¥ TyHHenbroM. Ha puc. 12.6 noxasano pacnonoxesue ESP
3arOJIOBKA B TYHHE/BHOM M TPAHCTIOPTHOM pexumax [62].

B mpancnopmuom pexcume 3aumbpoBaHHbie OaHHBIE TPAHCHOP-
THPYIOTCH HENOCPEANCTBEHHO MEXRY XOCTAMM. B TPAaHCIOPTHOM pe-
xume nporokona ESP sarososox uexousoro IP-naxera ocraercs
BHewHuM. 3aronosok ESP nomeumaercs s nepesasacMeiil NAKeT Me-
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X[y 3arojloBKaMM NpoTokosioB TpeThero (IP) u yeTBeproro (Hanpu-
Mmep, TCP) ypoBheit. Cnenyer 3ameTHTh, 4TO mnonsg npotokona ESP
CJIeRyIOT Mnocie ctaHnaptHoro IP-3aronoBka, a 3To 03HayaeT, YTO Ta-
KOM MakeT MOXeT MaplUpYyTU3UpPOBATLCS B CETH C TMOMOILLBIO OObIY-
Horo obopynoBaHus, noaaepxupatoliero IP.

IP-nakem nocne npumeHeHus npomokona ESP e mpaHcnopmHoM pexume

3aronosok 3aronosok .
WMCXORHOTO 3”;2%”" TCP DaHHbe Tpéggep awee::;::auuu
IP-naketa (unn UDP)
3awmndposaro
AyTeHTUdMLMpPOBAHO

IP-naxem nocne npumeHeHus npomokona ESP e myHHensHoM pexume

3aronosok 3aronosok 3aronosok -
3aronosok Tpeinep Rannbie
BHeLWHero MCXOAHOTO TCP RaHHue ayTeHTUbHUKaLMM
IP-nakera ESP IP-naketa (wm UDP) ESP yreHTUdaKaL
3awmdposaro
AyTenTudnumuposaHo

Puc. 12.6. IP-nakeTt nocne npuMeHenus nportokona ESP B tpaHcropTHoM
U TYHHE/bHOM pexXumMax

[lIndposaHunio noasepraTCcs TOAbLKO AaHHbIE UcxoaHoro IP-na-
KeTa (rakeT BepXHETo YPOBHS) M 3aKjalouMTeNnbHas vacTb ESP 3aro-
noska (ESP trailer). B satom pexume ESP He wudpyer 3aronosox
[P-nakeTta, MHaye MaplUpyTU3aTOp HE CMOXET MPOYMTATh MO 3aro-
JIOBKa U KOPPEKTHO OCYLUECTBUTD NMPOIABMXEHUE NMAKETa MEXIY CEeTs-
MHU. B uncno wumdpyembix noneit He nonanu takke noas SPI u SN,
KOTOpbIE NOJKHbI NMepesaBaTbcsi B OTKPLITOM BMAE, Sl TOTO YTOOBI
NMPUOBLIBLLMIA NMaKeT MOXHO ObLIO OTHECTH K ONpeNeeHHOH accouua-
UMM SA U 3alUMTHUTBLCS OT JIOXKHOTO BOCIPOM3BENEHHS MaKeTa.

B otanume ot nporokona AH, KOHTPOIb LEJTOCTHOCTH M ayTeH-
THYHOCTHM NaHHbIX B npotokosne ESP He pacnpocTpaHseTcs Ha 3aro-
JIOBOK MCXOOHOTO IakKeTa, U MO 3TOH NMPHUYMHE UMEET CMbIC] [IPUMeE-
HATb 00a npoTokona coBMecTHO — ESP ang wndposanus, a AH nis
KOHTpPOJIS LIENOCTHOCTH.

Takum obpa3om, anpecHas uHdopmauus (IP-axpeca orcbinaio-
wed M MpUHUMAIOLIEA CTOPOH) BUAHA MpH MepecbUIKE MakeTa Io



278  Yacms 3. Texnoaozuu 3augumut Medccemesoeo obrena daunvimu

CETH, ¥ HECAHKUMOHMPOBAHHOE M3MeHeHUe 3TUX IP-aupecos He By-
HACT 3aMEUYCHO.

B mynnenasrom pescume OCHOBHES DPOAb OTBOANTCH LUT03aM 6230~
NAcHOCTH, IMOCKOABKY NPEANONATacTCA, 4TO0 KIMEHTCKHE CTaHluy
(unu cepBepnl) MOTYT HE NOAASPXUBATL IPSec » oTnpaBisgior B CeTh
obsryupiit [P-rpaduk. {lepes Tem Kak ZOCTHYD KaHAA0B TIOGAIBHOM
CeTH, Kaxumift ucxonHuiil 1P-nmaker cHavana NOMARAeT B UiI03, KO-
TOPBI FIOMELUZET TOT fIaKeT HeMNKOM B «ofonouxy» IPSec, sawmnd-
POBBIBAS €TI0 CONEPXUMOE BMECTE ¢ HCXOaHBIM [P-3aronoakomM. Yro-
651 obecneunth BO3MOXHOCTS MADLIPYTH3AUMH MONYMHBLIETOCS f1a-
Keta, U103 cHaGxaer ero HoBuiM [P-33r0f0BKOM M TOABLKO noche
3TOro oTnpasiseT B ceth. 1111103, HAXOUSIWNACK HA NPOTHBONIOAOXK -
HOM KOHHE COSOMHEHMS, PacliudpOBLIBACT 3TOT HAKEY M fiepemaey
€50 HA CKOHEYHOE YCTPOHCTBC B NEPBOHaUANbHOM e, OnMucaHHas
[IPOBEYPa HA3LIBACTCSH MYHHEAUPOBAHUEM.

iz puc. 12,6 BHUOHO, 4TO B TYHHEABLHOM pEXUME B Ka4eCTBe
BHECLUHErO 3arofIOBKA CO3AeTCH HOBBIK 3aronosox {P. Bech mexon-
Hoit IP-naker (¢ xansbie ¥ 3aronosox IP) ¥ 3axUIoyMTeRbHAS YACTh
saronosxa ESP (rpesinep ESP) wndpyiores. TTosToMy anpecHas sH-
dopMauus ucxoasoro IP-nakera He QOCTYIIHA il IpOCMOTpa. 3arc-
nosok BHelrero 1P-nakera npotoxonoMm ESP se zawusiuaeres.

TyHHenupoOBaHUe [103BOJSET PACHPOCTPAHKTD AEHCTBUE CPECTB
3aUIMThl Ha ceTeBOM yposeHs mozeny OSI u, B 4acTHOCTH, CKPBIThL
HCTUHHBIC aApeca UCTOYHYKA M noayyarens. [Ipy sToM ymesbluaer-
CH PHUCK aTaK, OCHOB3HHBIX HA HETAXbBHOM aHAIN3C Tpa(pnxa.

CpaBuusas nporoxons! ESP u AH MOXHO 3aMETHTh, YTC OHM
AyGanpyloT OYHKUMCHANLHOCTS APYT Apyra B ofnacty ofecneueHus
ayTeHTH(puxauuy AaHHbIX. [naBrbiM ominumem nporoxosa AH or
ESP B zannoM sonpoce ssnsercs 1o, yro nporoxon AH ofecneuu-
BaeT ayreHTHdhUKauMe Beero nakera (¥ 1P 3aronoBKa u CaMux JaH-
HBIX), B TO BpeMs KaK npotoxon ESP ayreHTnduuupyeT TONBKO
NaHHBIe U3 nakera (cM. puc. 12.6). TIpn mudposanuy B nipotoxone
ESP ucnonb3yetcst CMMMETPHYHBIA CeKPETHBIN KJIIOU, T. €. nepela-
BaeMble JAHHbIC 32LMPPOBLIBAIOTCH ¥ PACLUINDPOBLIBAIOTCA ¢ IOMO-
LB OOHOTO ¥ TOre Xe Kitouad. [ns nporokosna ESP takxke onpene-
neH fiepededs OOS3ATEAbHBIX ATOPHTMOB wnppopanus -— DES,
MDS » SHA-1.

TIpw ayrertnduKkanuy JaHHBIX NpoToKon ESP Kuenonb3yer e Xe
anropuiMel HMAC, yto v nporokon AH (ucnonsayrowse MDS nnn
SHA-1 B xayectse ¢yHxUNH xelwupoparyst). OoHaKo criocobsl npu-
MEHEHNS pasiuyaloTes (CMm. puc. 12.6).
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B TpaHCropTHOM pexume:

e nporokon ESP ayrentuduumpyer TonbKO maHHble U3 MaKeTa,
He 3atparuBas 1P-3aronoska;

 nporokon AH 3amuuuiaer U naHHble U 06a 3arojoBKa.

B TyHHeNnbHOM pexume:

e ayteHTUdUKauus B ESP nporokone npumeHsieTcs K HZaHHBIM
nakera ¥ UcXogHoMy IP-3aronoBky, HO He 3aTparMBaeT HOBBIN
[P-3aronoBok;

e npotokon AH ayrentudmuupyer manunle, AH-3aronoBok u
ob6a IP-3aronoska.

IIpoTokon ESP MoXeT NnpyMeHATbCS OTAENbHO MM COBMECTHO C
npotokosioM AH. Ilpu coBMecTHOM HMCIOAb30BaHUM NMpPOTOKONB AH
u ESP Moryr koMOuHMpoBaTbcsi pasHbIMH criocobGamu. Ecaum uc-
MOJIb3YETC TPAHCIIOPTHLIA PEXUM, TO aHAJIOTMYHO TOMY, KaK B paM-
Kax ESP ayrentudukaums uaer cnemoM 3a wudpoBaHMeEM, NMPOTO-
kon AH nonxeH npumeHsaTbes nocie nporokona ESP. B TyHHenb-
HOM pexume npoTtokoiabl AH u ESP npuMeHsioTcs K pasHbIM
BJIOXKEHHBIM TaKeTaM M, KpOME TOro, HOMYCKAaeTcss MHOTOKpATHast
BJIOXXEHHOCTb TYHHEJIeH C pa3lMYHbIMM HayaJIbHbIMHU M/MJIM KOHEY-
HBbIMH TOYKaMH.

12.2.3. Anropmtmbi ayteHTHHKaUMM M LWNDPOBIHHUA
B IPSec

Crek nportokonoB IPSec npencraenser coboil coriiacoBaHHbIM
Habop OTKpBITHIX CTAHAAPTOB, MMEIOLUMHA BIOJIHE OIMNpeNe/ieHHOe
AP0, U B TO Xe BPEMS OH MOXeT ObITh IOCTaTOYHO NMPOCTO MOMOJ-
HEH HOBBLIMU MPOTOKOJIaMU, AIrOpUTMamMu n dyHKuUsMHU. bnarona-
ps Mony/ibHOI CTpykType npoTokoibl AH u ESP nonyckarooT npume-
HEHUE TOJIB3OBATENAMU [0 MX COIJIACOBAHHOMY BBIOODY pa3jiM4YHbIX
KpUnrorpaguyeckux ajaropuTMOB ayTeHTUGUKALMU U WKGbPOBAHHUS.
Hnst wudposanuss naHHbix B IPSec (npotoxon ESP) moxeT ObiTb
NMPUMEHEH MPAKTUYECKHU 1000 CUMMETPHUHbBII anroput™ wwudpo-
BaHU$l, UCIOJIb3YIOLIHUI1 CEKPETHbIE KJIOYH.

Hdnsa obecneyeHuss LENOCTHOCTH M ayTeHTM(MKALMM NaHHBIX
(npotokonst AH u ESP) ucnonbsyerca onvH M3 npueMoB LiKMGpoBa-
HUA — WKMGPOBAHUE C MOMOLUBIO odHocmoporteld @ynkyuu (one-way
function), Ha3biBaeMoil Taxxe xaw-gynxyueid (hash function) wmiu
dattoxcecm-gynxyuet (digest function) [45, 72]. Dta dyHKUMA, NPU-
MEHEHHas K WH(PYEeMbIM TaHHbIM, Ia€T B pe3ysibTaTe 3HayeHue-nai-
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IDKECT, COCTOsNIee H3 BUKCHPOBaHHOIO HeGOMBILIOro uuciaa 6aiT.
JlakoxecT nepenaercs B IP-naxere BMECTE © KCXORHBIM COOGIHIEHMK-
em. Tlonyuatens, 3Hasd, Kaxas OOHOCTOPOHHSS DYHKIMS WHGpPOBa-
HHA Obia NPUMEHEHA IAd COCTARJICHMS AalIUKeCTa, 3aHOBO BRIYHC-
JIFET eI, MCHOoAb3ys nexoaHoe coobutexnue. Echd 3HaueHUs mony-
YEHHOrC ¥ BBIMKCACHHOIC JARIXECTOB COBRANAIOT, 9T0 3HAUUT, 4YTO
COREPXHMOE TIAKETA BO BPEMS TIepeniadyl He ObiIO JIOABEPIrHYTO HKKa~
KUM H3MEHEHHAM. 3HaHUE JalIXeCcTa He JAET BO3MOXHOCTH BOCCTa~
HOBUTh HCXOIHOE COODUICHNME M FI03TOMY HE MOXET OblTh MCIIONB30-
BAHO M5 3aLUKTH KOH(UICHUHANLHOCTH, HO OHO J103BONSCT I1poBe-
PUTh LEHOCTHOCTS AAHHBIX.

JaiKecT ABASETCA CBOCTO POjA KOHTPONBHOW CYMMOHR Iis HMC-
XonHoro coobimenus. B ornuuKe o7 TPROHIMOHHOM KOHTDOABHOH
CYMMBI DNPH BBIMMCIACHHHK JAKIKECTa HCHOB3YETCA CEXpeTHBIH
KoY. Ecan s nosiydeHust ZafiDKecTa NPHMEHSIACh ORHOCTOPOH-
Hss DYHKIMS ¢ napaMeTpoM (B XauecTse KOTOPOIO BBICTYIAET CEK-
PETHBIM KINOM), M3BECTHBIM TOABKO OTHPEBATEHIC M IONYYATENIO,
mobast MonuDUKAUKS KCXONHOTIO cooluieH s ByNeT HeMeIeHHo 06-
HApYXeHa.

B uensx obecrnieueHns COBMECTUMOCTH IIPOAYKTOB PA3ZHBIX TPOH3-
sonnrene#i pabouas rpynna IETF onpenenuna Gasosniit Habop non-
ICPXHUBACMBIX QYHKIMIH 1 ITOPUTMOB, KOTOPBIH HONXEH GhITh ONHO-
THIIHO PEeajI30BaH BO BCEX NPOOYKTax, nojuepxupaioiuux [PSec. Ha
CETOAHS OFIPEAC/CHEl 2 ANFOPUTMA AyTeHTUDHKALNN B 7 ATOPUTMOB
W posaHu.,

B Hactosutuii MomeHT Ang npotoxosoB AH u ESP zapeructpu-
pOBaHO 2 anropurtMa ayrventudukauud — HMAC-MDS u HMAC-
SHAL. Anroputm HMAC (Keyed-Hashing for Message Authenti-
cation Code) onpeaenserca cranmaprom RFC 2104, Qyuxuuu MDS
(Message Digest version 35, crangapt RFC 1321) u SHAIL (Secure
Hash Algorithm version 1, cranzapt FIPS 180-1) sBnsiorcs dyHk-
iHMsAMH XeluupobaHus. Aaroputmet HMAC-MDS5 u HMAC-SHAI
ABASIOTCH  AITOPHTMaMH AYTCHTHOMUKAUMH ¢ OCHIMM  CEKPeTHHIM
wiowoM. CekpeTHsiit Kiou umeer mnuHy 128 6ut B caywae MDS
u 160 6ut B cayuae SHAL [9].

Ecnu cexpeTHbif KII0Y M3BECTEH TONBKO NEPeHalouied 1 IPUHA-
Mamoiel cropoxaM, »70 ofecreunT ayteHTH(HKALIKIO HCTOYHHKA
IaHHBIX, @ TAKXE LEJOCTHOCTS TIAKETOR, EPEChUIACMBIX MEXAY ABY-
ms cropoxamu. Kmoun psi HMAC reHepnpylorcst NOCpeacTBOM
npouenypst ISAKMP/Oakley. s ofecrnieueHust COBMECTHMOCTH
obopynoBaHus 1 110 Ha HAYAIBHOH CTAIMYK PEeAH3ALHKE JIPOTOKONAA
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IPSec oann w3 3aperucTPUPOBAHHBIX AITOPHTMOB ayreHTHhUKaMK
NIPHHATO KCRIOAH30BATH 110 YMOMUaHHIO. B KauecTBe TAKOIO anropur-
Ma onpejenes aaroput HMAC-MDS,

Crpykrypa anroputva HMAC nokazana Ha puc. 12.7. Tpunuun
aefcTeus anropntma HMAC 3akmioqaeres B BRYXKpaTHOH o8paBoTke
nakera QyHKUMeH XCLUPOBARNS, YIPABNACMOH KITIOHOM ayTeHTHG K-
Kanuy (Hanpumep, byaxkuue# xemuposadus MD3S). Kak sunxo us
pHCYHKa, o0a pasa B o0palarbigaeMblie JaHHbBIE BKIIOMACTCS CEeKpeT-
HbIH K104, KOTOpLIH ofecneyuBaeT ayreHTHQHKALIKIO NepeaaRae Mo
uHpopmainy, Jlonydennass KOHTPONbHAR CyMMa TIOMEIACTCH B 3a-
ronoBok AH nporokona. Hiposepka ayreHTHhMKALIMN HA APYIOH CTO-
POHE OCYILIECTBIARETCA NYTEM NOBTOPHOTC BbIYKCACHNA KOHTPOJILHOM
CYMMB! [Iiff JIPHILICAHICIO TAaKEeTa ¢ HCNONH30BANMEM TAKOO Xe Ko~
“a ¥ CPAaBHCHUSA NONYNEHHORO PE3YJILTATA C IPHCAAHHBIM.

3aronosoxk iF 3aronozsok AH OanHbie

Koy MD3
ayTeHTHDUKaLMM

Pue. 12.7, Crpyxtypa HMAC asropurMa

MBS froosend

Anroputv HMAC peanusyer CHMMETPHYHYIO CXEMY ayTeHTHO K-
Kaliny, HCHONAL3Y4 IIAPaMeTp TpOBEpKM uenocTHoct naxera ICV
(Integrity Check Value). Tlo cyru, oH npeacrasaser coboit undpo-
BYIO MOAMNCH, NOMEHIAEMYIO B NOsE ayTeHTH(UKAIMHY 1 NO3BOAAIO-
HYIO OTIIPABHTENIO TTOANHCATL PE3YNLTAT [IPEABAPUTENHLHOIC Xeiiu-
POBAHMS COALPXATENLHOM yacTH nakeTa ESP.

AHATN3 CONEPXUMOIC 3TOTC 110/ 4AeT BOIMOXHOCTL Nonydare-
MO MICHTHGHIMPOBATH HCTOMHUK OaHHbLIX M YOCIHTHCH B TOM, UTO
OHK HE ObIAY M3MEHEH bl B Ipouecce neperayu. ECau wis npoToKesa
ESP dbyuxuum ayreutnduxaumyu gBIgioTcs (QaKyIbTATHBHBIMK, 1O
i nporoxona AH npoilece ayrentudmkany o0a3aTeneH.

Hng nporokona ESP 3aperucTpupOBaHO HECKOIBLKO airOpUTMOB
undposanus. Yale BCErc B KAueCTBE WIrOpUTMOB LUKposaHus
wia ESP npumensiorcess DES (Data Encryption Standard), 3DES
(rpofino# DES) n uossilt crannapr umbpposanug AES (Advanced
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Encryption Standard), Adas obecneyenus IPSec-cosmectumocty no
YMOSUAHHIO B KaYECTBE ANTOPUTMA LUKDpOBAHHNA CTaRBRAaPTOM [IPpERy-
emoTtper cumMeTprusbiit Meton DES-CBC (Cipher Block Chaining)
C SIBHO 3aZaHHBIM BEXTOPOM MHMUMaIM3auuy IV ¥ ¢ 56-paspsanbim
xinoyoM. Anroputm AES nosciony serparBaercsa B crannapt [PSec
Xax anprepHatusa DES n 3DES.

Buibop anroputma unidpOBRHKS LEHUKOM 3aBHCHUT OT paspabor-
4uxa. Bo3sMOXHOCTh BeIOOpa anropuTMa khpoBanus nperocTasi-
€T TOAB3OBATEAIO [OMOAHMTENIBHOE NPEHMYLIECTBO. 3AOYMBILIICH-
HHK OOJDKEH HE TOJNLKO BCKDBITh HiKM(p, HO M OMpeiesnHTh, Xakoi
KMEHHO WP eMy Halo BCKPBIBATH, @ BMECTE ¢ HEOOXOEHMOCTBIO
noadopa Kilouyei, 310 euie 60siee YMEHLINALT €ro {IaHCHl CBOEBpe-
MEHHO paciindpoBaTh AAHHLIE NTONH30BATEIA.

IPSec moxer paborarb cosmectHo ¢ npotoxonamu L2TP wiu
L2F, xoTopbie BHIOIHSIOT TOABKO TYHHEIKPOBaHKE, HO HE obecne-
YupaT HKGPORaAHME K ayTeHTUDUKANKIC JaHHBIX. JTK [IPOTOKONE
co3na10T yepe3 Infernet TYHHENb AT [AaXeTOB JOOHIX POTOKONOB,
ynaxoebizas ux B naxersl IP. Kora tpaduk ¢ nomouipio L2F win
L.2TP oxaseinaeTcs ynaxopaHubiM B niaxersl 1P, To nanbine Ans ero sa-
HIMTB MOXHO KCi10/16308aTh [PSec, B pesynstate xoMOnHUpOBaHie
{PSec ¢ nporoxonamu TyHueauporanus tuna L2F/L2TP noseonser
DEHIMTD 33Hady 3aLHKTH] JaRHBIX LIS IPOTOXONOB, OTAMMHBIX OT IP,

AJNropuTMHYeckxas He3aBHCHMOCTh nipotoxonoB AH u ESP rtpe-
OyeT NPenBapUTeRbHOTO COMIACOBAHKA B3aMMOAEHCTBYIOIMMH CTO~
posaMuy HaGopa npUMeHsseMbIX ATOPHTMOR U KX NapaMeTpos.

12.3. IIporokon ynpaenexwus kpuntokmovamu IKE

ITporoxonb ESP v AH no3ssomsiior peain3oBaTh BaxHeRinne ar-
pubyThl 3aANICHHOR nepesady — KOHOUACH M BHOCTD CBA3Y, ay-
TeHTHDMKALHMIO CTOPOH M LIEACCTHOCTh HaHHBIX. OmHaxko ux dyHK-
LKY TEPAIOT BCAKYIO NEHHOCTH B OTCYTCTRUE MOIUHOM NORIEPKUBAIO-
e rHbpPacTPYKTYphI, KoTopas obecneyubana Obl pacnpeleneHue
KJIIO4eH W COMAacOBaHKE [POTOKONOB MEXAY YYaCTHUKamMK oOMeHa.

Ponp Taxo# urdpacTpyxTyphl B IPSec BRINOMHSET rpynna npo-
toxonor 1KE ([nfernet KeyFxchange). 310 HazBaHye nNPHUUIO B
1998 r. Ha cMmeny Gosee pammemy — ISAKMP/Oakley, xotopoe He-
MTOCPEACTBCHHO YKa3bIBAN0 Ha IPOUCXOXKICHHUE CPENCTB YIIPABICHUS
KiouaMu B cocrape [PSec,
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Tipotoxon ISAKMP (Interner Security Association and Key
Management Profocol), onucasnup#t B noxymenrte RFC 2408, nosso-
JIfieT COTIACOBBLIBATH @JITOPHTMBI ¥ MATeMATHYECKHE CTPYKTYPH! (Tak
HA3BIBACMBIC MYJIbLTUIIAMKATUBHBIC FPYIINbl, OHPENETCHHblE HA KO-
HEYHOM ITONIe) A npoileRyps! obMena xmovamp Juddw — Xessn-
MaHa, a TaKKe npoueccop ayrenrudukanwy [98, 102]. Tlporokon
Oakley, onucannslit 8 RFC 2412, ocuoBay Ha anropurme Hudpdr —
XennMana ¥ CIYXKT LA OPraHu3aluy HeDOCPEECTBEHHOro ofMeHa
KIHOUYAMH.

Hporoxone: IKE pewaor tpy 3anavu;

* OCYLIECTRASIOT AYTEHTHRHKAHNIO B3AMMOIEHCTBYIOLIKX CTO-
POH, COTAGCOBBIBAIOT ANFOPHTMBE HIMDPORAHUSA ¥ XAPAKTEPH -~
CTHXH KHOUEH, XOTOpbie BYIYT UCTIONL30OBATHCS B 3ALUMIECHHOM
ceace ofMena nHdopManuel;

+ 06eCneyrBaloT CO3AaHKe, YIPABACHHUE KINIOYEBOH HHDOPMALHiI
COCHMHEHHS, HENIOCPENCTBEHHBIH oOMeH Kiouamy (B TOM 4HC~
Ne BO3MOXHOCTE HX HaCTOH CMEHBI);

* YNPABAAIOT HapaMeTpaMK COCAMHEHMS M 3aUMTOR OT HEKOTO-
PBIX THUIIOR ATAK, KOHTPOAUPYIOT BHINOTHEHNE BCEX JHOCTHIHY~
THIX COfNALUCHUI.

PazpatGoryuxu [PSec Havaiy ¢BOIO AESTEIBHOCTD C PEIUEHMS N0~
cnepHel M3 nEpeYUCACHHBIX 3anay. B pesynsTarte HA CBET NIOSBMAACH
KOHUCHUUS IAUUULCHHBIX QUPMYAALHBIX COCOUHERul NV Be30nacubix
accoyuauuii S4 {Security Associations).

12.3.1. Ycranosnenue GezonacHoi accouymaummu SA

OcHoBoOlt ¢yHkuHoHupoBaHus [PSec siBnsiorcs 3amiuiueHHple
BUPTYANBHBIE COCHAMHEHWN UMM Hesonacksie accoyuauyuu SA {Security
Associations), [inst Toro uytobsl npotoxonsl AH v ESP mornu geinon-
HSITh CROIC PaBoTy N0 3aiiure nepenaBaeMblX JaHHbIX, MEXAY HBYMSA
KOHEYHBIMM TOYKaMM IOMXHa OuiTh chopMUPOBIHE accouUManMs
SA - cornaumienue 0 3amure 0OMeHA HAHHBIMH MEXAY EBYMS Blau-
MOACHCTRYICIIMMY NADTHEPAMMU.

YceranoBisesHue SA BOJNKHC HAUMHATBCH CO B3AMMHON ayTeHTH-
bukannyu CTOpoH, NOTOMY 4TO Mepsl GE30MaCHOCTH TEPSIOT BCSKHA
CMBICHI, €CAM JAHHBIE NEPEAaIOTCS WM NPHHUMAIOTCH HEARTOPH3O-
BaHHBIMM [ONB30BaTEsMY. FIPOLCRYDLI YCTaROBNCHUS SA onpasna-
Hbl JUIIL B TOM CJIYYAE, ECNM Y KAXAO0A K3 CTODOH MMEETCs NMOAHAA
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YBEPEHHOCTD B TOM, YTO €€ NAPTHEP — WMEHHO TOT, 33 KOIo OH cebs
BbiZACT.

Jlns peinosneHns ayreHThdHKanuy cropon B IKE npuMensior-
cst ABa OCHOBHBIX criocofa.

ITepevisi cnocof OCHOBAH Ha HCTIONB3OBAHHHK Pa3fieNsieMOro Cek-
pera. Tlepen urunuanusauuelt 1PSec-yerpoficrs, obpasyomux 6e30-
TIaCHbIE accoLMalikH, B HX DB/l moMeuaercst npenBapUTEIBHO Pac-
npeneseHrpf pasnenseMpiii cekper. ndposas noanuce Ha ocHoOBe
OOHOCTOPOHHEH GYHKUMK, Hanpumep, MDS, ucnonssyioltei B Ka-
YECTBE APIYMEHTA 3TOT MPEABAPUICABHO PACHIPCHCNICHHBI! CeKper,
[OKA3bIBACT AYTCHTHYHOCTD TPOTHROTIONOKHOE CTOPOHEL.

Bmopoti crocof 0CHOBAH HE UCHIONL30BAHHY TEXHOJOTHY HHDPO-
BOM Tioanucy ¥ uubpoBeIx cepTHdHKaToB cTapaapTa X.509. Kaxaan
13 CTOPOH NOBMKUCHIBAET CBOH UMMDPOBOH cepTHDHKAET CBOUM 38KpPbI~
TBIM KJIIOUOM ¥ TIEpENacT STH JAHHBIC NTPOTHBOMOJIOXHOH CTOPOHE.
Ecny rmoanucaHublil  cepruduxar paciiudpoOBBIBACTCH OTKPHITHIM
KAIOYOM OTIIPABHTENA, TO 3T0 YEOCTOREPAET TOT BAKT, 4TO OTIIPABH-
TENb, IPEAOCTABUBLUIKYE HaHHbIC, RCHCTBUTEIbHO 00NAKAeT OTBETHON
HACTHIO JAHHOTO OTKPHITOrO KA04Ya ~ COOTBETCTBYIOLIHM 3a8KDBITHIM
KITIOHOM.

OmHaKO CNENYeT OTMETHTh, YTO JUIS YAOCTOBEPEHMSA 8YTEHTHYHO-
CTH CTOPOHBI HYXHO elie YOSAUTHCA B aYTEHTHYHOCTH CAMOro cep-
THOUKATE, ¥ JUIA 37070 cepTudUKaT sojkeH ObiTh TNOANMUCAH He
TONBKO €Io BIAACNBLEM, HO B HEKOTOPOH TPeThel CTOPOHOM, BLIIAB-
el ceprudKKaT 1 BeI3biBacwiel nopepue. B apxurexrype IPSec 31a
TPeThs CTOPOHA UMeHYeTest opeanom cepmudurayuu CA {Certification
Authority). 3TOT Oprad NpH3BaH 3aCBHIECTEILCTROBATE TOJUVIMHHOCTS
0BeHX CTOPOH ¥ ROIKEH [10/1530BaTLCS TIONHBIM AOBEPHEM CTOPOH, &
€ro OTKDBITHIHM K04 — M3BECTEH BCEM Y3NaM, HCIIOABIYIOIMM ero
cepTUMUKATH VIS YIOCTOREPEHHUS AUUHOCTEH APy ApYyra.

Tlocne nposenexus B3ayMHON AYTCHTHOHKALHH B3aUMOIEHCT-
BYIOIIKE CTOPOHB MOIYT HENOCPEACTREHHO NepelTH K COTNIACOBaHHIO
NIapaMeTPOB 3aMIMILEHHOTO KaHana. Bribupaemsie napaMerpsl SA of-
DENENKIOT: TIPOTOKOS, HCHO/Ab3yeMslH g ofecnieucHus e3onacHo-
CTH Nepenayyl JaHHbIX; AIropHT™M ayrenTHdHKaLKMY npoTekena AH u
€ro KIOYH, aNropuTM KGOPOBAHHS, KCTIONL3YEMBIf TPOTOKOIOM
ESP, u ero KJnoYy; HaiWYye WIK OTCYICTBHE KDHIITOrpadhuecKoh
CHHXPOHK3aUMY; Criocobsl 3auTsl ceaHca OOMEHE; YacToTy CMEHBI
KJIOYeH ¥ P Apyrux napameTpos. BaxnemM napameTpoM SA sipiser-
Csl TAK HA3hIBAEMbIN KPHITOIrpahUYECKU MaTepyan, T. €. CeKPETHbIE
KIIOYM, Kenonssyemsie B patore nporokonos AH # ESP. Cepauch
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fesonacHocTy, npepnaraemsie [PSec, ucnonbsyior mist (hopMUpoOBa-
HYisl KPUITFOTPAdUUECCKHX KIIOYEH pasaensieMsle CEKPETHI.

TTapameTpbt SA BOBXHB! VCTPauBaTh 06e XOHEUHbIE TOUKY 3a1H -
weHHOro Kauana. [IoaToMy fipu WCTONb3OBAHMM ABTOMATHYECKOMH
npouenypht yeranopnenust SA nporokonwt IKE, paborawumme no
Pa3sbie CTOPOHB! KaHANa, BRIGHMPAOT NMapaMeTpsl B XOOE MIEPEroBop-
Horo npouecca. g kaxioh sagauy, pelliaeMoii nporoxonamun AH »
ESP, npejuiaractcsi HECKOABKO CXeM aYTeHTHOUBKALKYK ¥ WKOPOBa-
Husl — 370 genaet IPSec ouenn rubxum cpencysom. besonacuas ac-
coumauns SA npexcrapnsier cobofi 8 IPSec oasoHanpasieHHoe A0-
THYECKOE COSIMHEHNE, [I03TOMY JIpY ABYCTOPOHHEM OOMEHE JaHHEI-
MUK HeOOXOZMMO YCTAHOBHTH [BE accouyaiunu SA. B paMxax ogHO#I
accounaumny SA Moxer paborars TONBKO OIMH U3 IPOTOKONOB 3aui-
THl JaHHBIX — AuGo AH, mubo ESP, 110 He ofa sMmecTe.

Jna upedatTndrKanmuy Kaxinok SA rnipexmaszHaveH uxdexc napa-
mempoe Gezonacuocemu SPI (Security Parameters Index). DToT MHIexS
BIUIIOYAETCS B 3aroJIoBKY 3aumieHnsix IPSec-nakeros, yrobb: nipyu-
HYMAKLLIAA CTOPOHA CMOINIA MPAaBKIIbHO MX paclumpoBaTh ¥ ayTex-
THORIMPOBATL, BOCHONB30BABILMCH YKA3aHHON Oesonacuolt acco-
HEEH G

Cucrema IPSec nonycxaeT npUMEHEHKE PYYHOIC M astoMaTHye-
cxoro criocoba yetanopneHnst SA. TIpn pyyHoM cnocobe aMyHNCT-
paTop XOHOMWUIYPUPYET XAXKABIM XOHEYHBIM vien Taxum oOpasoM,
4100bl OHM MOLACPXHUBATIN COTMTACOBAHHEIE [1APAMETPHI ACCOLMALIKY,
BICTIOUZS Y CEXPETHBIE KJIIOUM.

A aproMaTHYECKOro YCTAHOBNEHWS ACCOLMALKK HeoOXOouMM
COOTBETCTBYIOLUMHA MPOTOKONA, B KaYECTBE KOTOPOro B CTaHIapTrax
IPSec onpeneneH nporoxon IKE. Ou siBasiercs xoMBuHauuned npo-
toxonos ISAKMP, Qakley u SKEME. IIporoxon cornacoBanus na-
PaMETPOB BHMPTYAIBHOIO KaHala ¥ ynpamienus kuovamy ISAKMP
(Internet Security Association Key Management Protocol} onuchisaet
0a30BYI0 TEXHONOINIO ayTEHTHOKKALNY, OOMEHA KI0YaMy ¥ corna-
COBAHMA OCTANBHBIX napaMmeTpor IPSec-tyHHexs fIpy cosnaHuy SA,
OHHAKO CaMK MIPOTOKOAL! AYTEHTH(UKALNK CTOPOH K 06MEHa K-
YaMy B HEM J¢TanbHO He onpeaeneHsl. [loatomy npu paspaborke
nportoxona 1KE ofiuye npasuaa u npoueaypst fipotoxona ISAKMP
LOTIONHERE! fIpOLCAYPAME AYTEHTROMKALBY U oOMEHa KIIouyaMy,
BasiTeIMKM M3 nporokonop Qakley n SKEME. [TocKonbXy NpoTOKON
TKE ucronbsyes iis YRPABICHUS aCCOLIMALMSMKY aAnropuT™MB ¥ Gop-
marh: nportokona ISAKMP, HazBauns 3THX NPOTOKONOB MHOINE HC-
MIONBIYIOT KaK CHHOHMMEL
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Ha ocrosaunu nporokona ISAKMP cornacosanue napamerpos
3AUMILEHHOTO B3aUMOAEACTREMsL HEOOXOANMO KaKk npyu (GopMuposa-
HuH IPSec~ryHHeNsa, Tak ¥ Ip¥ QOPMUPOBAHUM B €I'0 DAMKaX KaX-
J0T0 33UIMAINSCHHONC OAHOHANPABICHHOr0 COeiMHeHHA. HapaMeTpm
1PSec-tynnens cornacyiworcs nio nporokony ISAKMP/Qakiey. Ila-
PAMETPRI KAKIOTO 3ALUMUICHHOTO OXHOHANPABICHHOIO COEAMHEHHUS
COrIacyloTCa B paMkax chopmuposansoro IPSec-tynuesns n obpasy-
10T SA.

Kpunrorpadguueckue KAlOMH U KAXKAOTO 3aLUKLIEHHOIO ORHO-
HaNPaBIeHHOTO COSNYHEHNUS TeHEPUPYIOTCS Ha OCHOBE KITIOUEH, BbI-
pabotasubix B paMkax IPSec-tyunens. Ilpu 3ToM yuuTeIBAIOTCSH QJ1-
TOPHUTMBI 8YTEHTHOUKALIKY ¥ IN(POBAHUS, KCNOAL3YEMBIE B NIPOTO-
Konax ayrentHduUKpyoiere 3aronoska {AH) ¥ nHxancynupyouiei
saumTer (ESP).

Cranaaprel [PSec no3sossiior LUTIO33M MCHONB3OBATH KaK ONHY
acconpanvic SA 114 nepesady TpadrKa BCex BI3AKMONCHCTRYROIKX
yepes Internet XOCTOB, TAK ¥ CO3HABATL [UISl 9TOH LEHH NPOHU3BOINL-
HOE 4yIC/I0 accouHauyil SA, HanpyuMeEp N0 OFHOM Ha KAXKIOE COCau-
senue TCP.

12.3.2. Baam pannsix SAD u SPD

IPSec npensaraet pasnuyHBIe METONb! 3aLUMTE TpadKKa.

B xaxnom yane, nonzepxusawollem IPSec, ucnonsayiorest B
IBYX THNOR:

« Daza paHHpix OesonacHeix accouuaunii SAD (Security Asso-

ciations Database);

» Baza maHHBIX nonutuky OGesonacHoct SPD (Security Policy

Database).

Iipu ycrasoBneHuy SA IBe BCTYNAKILHNE B OOMEH CTOPOHBL 1IpK-
HUMAIOT psl COTJIALLEHWH, PeTaMEHTHPYIOUIKX TIPOLIECC Iepesayuy
NOTOKa AaHHBIX Mexay Humy. CornalleHHs NPEACTARISIOTCS B BHAE
#abopa napameTpor. [nst SA rakuMmu napameTpaMi ABAKIOTCA, B ua-
CTHOCTH, THIT M pexyM paborkl nporoxona samwmtel (AH uwinw ESP),
METOAB WHDPOBAHKSE, CCXPETHBIE KJHOUHM, 3HAYCHME TEKYILELro HO-
Mepa NAaKeTa B aCCOLMALIMK Y Apyras MHGOpManus.

Ofseansenue cayxebOHOU uuHQOPMaillUK B pamMKax SA mpejoc-
TABISET 110/1530BATENIC BO3MOXHOCTh COPMHUPOBATL PA3HBLIE KAACCH
33ALUMTRL, IIpeRHAa3HAueHHBIE, HAnpUMep, WIS 3jeKTpoHHOre obuse-
HUsL C pasHuIME «coBecefruKkaMyy, JPpYTHMHy Cl0BaMy, NpHMeHeH e
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CTPYKTYp SA OTKpBIBAET 11yTh K FOCTPOCHMIO MHOXECTBA BHPTYal b~
HBIX YACTHBIX CETeH, PayIM4AIOLIUXCS CBOMMY TIApAMETPaMU.

Habopp! Texynyx napaMeTpoB, ONpPENeisiOLIMX BCE 2KTHBHDBIE
accouyalmK, XpPaHarcy Ha oDOMX OKOHEUKLIX Y3NaX 3aiyLIeHHOIO
Kanana B supe SAD. Kaxaeiit yv3en IPSec noamepxipaer nse 5asni
SAD — opey 18 MCXORALIMX 2CCORMALIANA, APYIYIO — IS BXOASLUKX.

SPD 3agaeT coovmercrBHe MexJly IP-nakeTaMy M yCTAHOBIEH-
HbIMuU is HEX fpaBuiamu obpabotku. [ipyn obpaboTke naxeros bl
SPD ucrnonsaviorcs coBmectio ¢ BJI SAD. SPD npencrasasier co-
Boit ynopsanoueHHbiH HabOp NpaBiil, KAXKIOE M3 KOTOPhIX BKIIOYAET
COBOKYNHOCTh CEAEKTOPCB M JONYCTMMBIX NOMHTHK 5E30MacHOCTH.
Cenexrops! cayxar s oréopa NakeTos, a NOAKTHKY §e30NaCHOCTH
3agaor Tpefyemyio obpaborky. Takas b/ opmupyercs u nonaep-
KHYBaACTCH Ha KAXEOM yane, rae ycraHoBaeHo [TO {PSec.

12.4. OcobemnocTu peannsaumm cpencrs iPSec

Boiie Ob110 pacemoptpero, uto npotoxonsr AH uau ESP moryr
33LMLATD JIEPSAABAEMbIE HAHHBIE B ABYX DEXHMAX: TYHHEILHOM,
npy xoropom IP-naxeth! 3alMialOTCH 1EAKUKOM, BKAIOMAN MX 3ar0-
JIOBKY, ¥ TPRHCHOPTHOM, ODECIIEUKBAIOLINM 3aLIMTY TONBKO COOep-
xumoro IP-nakeros.

OCHOBHEBIM DEXYMOM SBAAETCA TYHHELHBIM, B TyHHENBHOM pe-
KHME KCXONHBHA flakeT noMensaeTcs B Hopslit [P-naker p nepenava
JNAHHBIX MO CETH BBHIOAHAETCH HA OCHOBAHWM 3arcjiopka HOBOYO
IP-nakera. Tlpu paore B 3TOM pexcime Kaxabiil oOniuupi 1P-naxer
[IOMEIIAeTCs LEIUKOM B KPHIITO3ALIKMINEHHOM Bile B KonsepT IPSec,
a TOT B CBOIO OYEDENdh MHKATICYAVPYETCS B APYIOM 3aLiMileHHBIA
IP-naxer. TyHHensHp# peXuM OOBIYKO Pean3yiOT HA CIELHATBHO
BBIAESEHHBIX LU103aX §e30nacHoCTH, B PONIK KOTOPBIX MOTYT BHICTY-
nark MaplupyTusaropsl wix M3, Mexay takumu mimosamu 1 dop-
MUPDYIOTCS 3auiviieHHble TyHHeny [PSec.

Mocae npyeMa Ha apyroit cropone TyHHens 3awmileHbie 1P-ma-
KETHl «pacraxkOBHBAIOTCA» M FOAYYEHHBIE HCXOaHbe [P-nakeTh ne-
PEIAOTCS KOMITBIOTEPAM fIPHEMHOR JIOKanbHOH CeTH NC CTaHIapT-
HbIM ripaBvaaM. TyHHeauposanye [P-yaxeTos noaHoCThiO Npo3pay-
HO Ul ODBIMHBIX KOMIIBIOTEDOB B JIOKANLHBIX CETHX, SBISIOLMXCH
nepxarensiMy tysueneit. Ha OKOHeUHbHIX CMCTEMAX TYHHELHBIN pe-
XHM MOXET HCIIONB3OBATRCHA AN TONNEPXKKH YHEATEHHBIX B MOGHIb~
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HBIX TTONb30OBATENEH. B 3TOM Cliyqae Ha KOMITBIOTEPAX FTHX [TOIh30Ba~
Tenefl nonxHo OnITh ycraHoBieHo 1O, peanusywollee TYHHENLHBIH
pexum {PSec.

B tpancnoptHOM peXume nepezada IP-makera uepes cerh Bbl-
NOJNHAETCSH ¢ TOMOLUBIO KCXOOHOTO 3arOIOBKa 3TOrO Iakera. B KOH-
BepT IPSec B KpANTO3AILNINEHHOM BRAE [TOMELIACTCH TONBKO COAEp-
XyMmoe uexonHore IP-makera ¥ K NoAYYEHHOMY KOHBepty aobapins-
etcd ucxomHsiit IP-3aronopok. TparcnoptHbiit pexum Bbictpee
TYHHERBHOIO ¥ paspaboTaH juid IPUMEHEHUA HA OKOHEUYHBIX CHCTe-
MAX. DTOT PEXKM MOXET MCHOL30BATHCH IS [IOANEPXKY YIaACH-
HBIX ¥ MOBYNBLHBIX TIONL3OBATENEH, 4 TAKXKE 3aLEATH UHDOPMAUNOH -
HbIX TIOTOKOB BHYIPH JOKibHbIX cetelt. Cnenyer oTMeTHTh, 4TO pa-
60Ta B TPAHCIIOPTHOM DEXMME OTPAXKAETCT Ha BCEX BXOAALLMX B
IPYNIY 3aLIMLEEHHOTO B3AMMONCHCTBHS CUCTEMAX, ¥ B BONbIINHCTEE
¢nydaeB TpebyeTcs NepenporpaMMupoBaHke CeTeBbiX NPHIOXEHH.

12.4.1. OcHosusie cxembr npumenenns IPSec

HppMeHeHyne TYHHERBHOTO WM TPARHCTIOPTHOTO PEXMMA 3aBICHUT
o1 TpeGoBanvit, NPEABABIAEMBIX K 3ALINTE ZaHHbBIX, 2 TAKXKE OT pONN
yana, 8 KoropoMm paboraer IPSec. Y3noM, 3apepuraoiiM 3alUMieH -
HBIM Kanai, MOXeT Obrth XOCT {KOHEeYHBIH yaen) wiH upos {npoMe-
KyTouHrll yien) [48). COOTBETCTBEHHC PasIvMAOT TDK OCHOBHbIE
cxembl npumMeHesns [PSec:

1) XoCT—XOCT;

2) W03 Imod;

3} xoCT—1Un103.

B cxeMe 1 saluuiHeHHbIA KaH4A, WM, YTO B NAHHOM KOHTEKCTE
OIHO B TO K€, SA, yCTaHARAMBACTCH MEXIY JABYMSH KOHEUHBIMK Y3-
namy cety, T. €. xoctamy H1 u H2 (pnc. 12.8). Hporoxon {PSec
B 9TOM cnyuae paboTaeT HAa KOHEYHOM yaie M 3allyLIAeT JaHHBIE,

. Sawmuennsit karan, SA N
¥ 4
PSec PSec
intranet /
Xoer internet Xocr
H1 H2

Puc. 12.8. CxeMs x0c3—xoeT
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noctynamuire Ha wero. ns xocros, noanepxusapowmx IPSec, pas-
PELIAeTC UCTIONBIOBATDL KaK TPAHCTIOPTHRIHA PEXUM, TaK ¥ TYHHEAb-
HbIH,

B COOTBETCTBHY CO CXeMOM 2 3ailMlie LI KaHa! YCTaHaBIKBa-
ETCH MEXAY ABYMSI NPOMEXYTOUHBIMHY Y3/1aMH, Ha3biRACMbIMK HIIK-
3aMn OesonacHocty SG1 u SG2 (Security Gateway), Ha KaXaoMm u3
KoTophiX pabotaer npotokon 1PSec (puc. 12.9).

intranet

3aumuiennbik kadan, SA

N
>

IPSec IPSec
Winoa o3
SG1t SG2

Puc. 12.9, Cxema wmo3—uwinos

3allMLIeHE b OOMEH HAHHBIMM MOXET NIPOHCXOANTD MEXIY H10-
ObiMK ABYMH KOHCHHBIMK Y3TaMH, NOMICIIOHMCHHBIMHU K COTHAM, KOTO~
phiE PACNIOROXKEHB! NO3aaK L0308 De3onacHocTh. OT KOHEUHBIX
y3i08 noaugepxxa nporokona IPSec He tpefyercs, OHu nepenaiot
cBOH TpadyK B HEIAUIMILEHHOM BHAE yepe3 3acNyXHBaloluyie Jose-
pve ceTy Intranet npeanpusitus. Tpaduk, HanpaBaseMmbi B oluie-
AOCTYTIHYIO CETh, NPOXOAUT depe3 103 0e30NacHOCTH, KOTOPLIH K
obecrieyuBaeT ero 3ainTy ¢ rnomoiusic 1PSec, nelictys ot cBoero
nmenn. Llno3aM paspeilaeTcs MCNONL30BATH TONBLKO TYHMEABHbIH
peXHM paboTbl, XOTR OHY MO Onl NOFRCPXKKUBATE ¥ TPAHCTIOPTH I
PEXKUM, HO OH B 3TOM Ciayuae Mano3hdheKTHBeH.

Ipy 3alLMIieH HOM YRANIEHHOM NOCTYIIE YacCTO NPUMEHSALTCS Cxe-
ma 3 xocT—umos {puc, 12,10),

3pech 3ALMIIEHHBIH KAHAA OPraMu3yeTCst MEXLY YAAACHHBIM
xocrom Hi, Ha xotopoM pabotaet 1PSec, u wnwisom SG, 3aunnuaic-
wWrM TpaduK IS BCEX XOCTOB, BXOMILIMX B CeTh Intranet npeanpu-
ATHA. YAUICHHBIA XOCT MOXET KCNOAb30BaTh NPH OTIPABKE NAKETOB
LIAI03Y KaK TPaHCNOPTHRIK, TaK M TYHHEABHLIH PEeXyM, UULIC3 Xe
OTIPABALT AKEThi XOCTY TONBLKO B TYHHEABHOM PEXMME.

3Ty CXeMy MOXHO MOAMOHILMPOBATH, COZAAB IAPaIeNbHO elie
ORHH 3alIMIIEHHBIH KaKah — MexXay ynaneHHbM xoctoMm HI y ka-

19— 3348
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Intranet

JayuuiearesiE karan, SA

IPSec IPSec
Xocy tmos
HA1 SG

JawmuieHHsid kanan, SA

£

Y L4

Puc. 12.10. Cxema x0CT-—1NLMI03, ROMOTHEHHASE KAHAIOM X0CT—X0CT

xuM-1nGo xocTom H2, npuHaiexali¥M BHYTPEHHEH cerd, 3alum-
laeMoit Lunio3oM. Takoe KOMOMHHPOBAHHOE HCMONB3CBAHME JBYX
SA 1103BOAACT HATEXKHO 3AILUTUTL TPaGHK ¥ BO BHYTPEHHEH CEeTH.

PaccMOTpeHHBIe CXeMbi TIOCTPOSHHSA 3AILUMILEHHBIX KaHANIOR Ha
6aze IPSec IIMpOKO NPUMEHSIOTCH TIPY CO3TAHUM PAZHOOOPAZHBLIX
BUPTYaNBHBIX 3aLUKIIeHHRIX ceTeit VPN, Ux criekTp BapbUpyeTcs OT
TIpOBAUAEPCKUX CeTed, MO3BONSIOLIMX YIpapnaTh O0CAYXUBAHHEM
KIMEHTOBR HEIOCPEACTBEHHO Ha HMX TUICHAAAX, 1O KODIOPATHUBHBIX
ceresi VPN, paspopauyBaeMpiX ¥ YIPABASEMBIX CaMUMM KOMIaHUsA~
mit. Ha 6aze IPSec yenelmHo peaiusyloTCs BUPTYANLHBIE 3aiiMLICH-
Hble ceT AI00G0H apXUTeKTyphl, BKIK4asd VPN ¢ ynaneHHbBIM ZOCTY-
nom (Remote Access VPN), suyrpuxopnopatusseie VPN (Intranet
VPN) 1 mexxkopnopatusiele VPN (Extranet VPN).

12.4.2. lpeunmywecrsa cpepcrs 6esonacHocru IPSec

Cucrema crannapros [PSec BoGpana B cefs nporpeccuBHbIe Me-
TOAMKH ¥ ZOCTHXEHUS B 004acTH cerenolt 0e30nacHoCTH, 33B0ERATE
FIpH3HAHME CTIEIMANKCTOB KaK HaleXHas M JerKo UHTerpupyeMas
cucteMa Sesonacuocty as [P-cereit. Cucrema [PSec ripouHo 3aHK-
M4€T CEeroiHs JMANDYIOLINE NO3RLUMY B Habope CTaHZAPTOB WISt CO3-
nauus VPN, 3roMy cniocoOCTByeT €€ OTKPHITOE [IOCTPOEHME, CIO-
¢obHOe BRIIOYATE BCE HOBBIE NOCTHXEHUA B 0014CTH KpunTorpaduy.
IPsec f103BOJSIET 3ALUMTHTL CeTh OT GOsbIMHCTBA CETEBBIX 4Tk,
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«cOpacbiBasi» YYXXHE MAKETHI €Le 10 TOro, KaAK OHU JOCTUTHYT YpOB-
Ha [P Ha npuHuMaloleM KoMrbloTepe. B 3allviiiaeMblii KOMIbIOTED
WIN CETb MOTYT BOMTH TONBKO IAKEThl OT 3aperMCTPUPOBaHHBIX
NMapTHEPOB MO B3aHUMOJAEHCTBHIO.

IPsec oGecneunBaeT:

o ayTEHTU(UKALMIO — JI0Ka3aTeNbCTBO OTINPABKM I1aKETOB Ba-
LLUMM MapTHEPOM IO B3aMMOACHCTBMIO, T. €. obnagarejieM pas-
IeNeMOTO CeKpeTa;

o UEJIOCTHOCTb — HEBO3MOXHOCTb U3MEHEHUS JaHHBIX B IaKeTe;

e KOHQHAEHUHUANBHOCTh — HEBO3MOXHOCTb PAaCKDBITHS Nepena-
Ba€MBbIX JaHHBIX;

» HaJeXXHOE yrnpapjieHHe KioyaMu — npotokon IKE Beiuuciser
pa3fensieMblii CEKpeT, U3BECTHBII TOJBKO IMOAy4aTealo M OT-
NpaBUTEJIO NAKeTa;

o TYHHEJMPOBaHHE — TIOJIHYI0O MacKHPOBKY TOINOJOTHH JIOKAib-
HOM CeTH NpPEATNPHUSATHS.

Pabota B pamkax ctaHmaproB IPSec ofecneuynBaer nosjHylo 3a-
IIMTY MHPOPMALMOHHOTO NOTOKA JAHHBIX OT OTMPABUTENS 10 MOMNY-
yaress, 3akpbiBasg TpaduK LI HaGmogaTeneil Ha NMPOMEXYTOYHBIX
y3nax cetd. VPN-pelueHHs Ha OCHOBe cTeka MNpoToKojoB IPSec
ofecrneynBaloT NMOCTPOEHHUE BHUPTYAIbHBIX 3alLMLIEHHBIX CETed, HMX
6e3onacHyio 3KCIIyaTalMio ¥ MHTETPALHIO C OTKPbITBIMH KOMMYHH-
KaUMOHHBIMHM CHUCTEMaMH.



nasa 13
MHOPACTPYKTYPA 3ALLMTHI
HA HPHKHLA.D.HOM YPOBHE

Pasgure WT 10380siseT HOBRICUTD 3DHEKTUBHOCTE JEATEILHO-
CTH XKOMITAHKH, 8 TAKXE OTKPhIBALT HOBbIE BOIMOXKOCTH /13 B3aHMO~-
HEeHCTBHS € MOTEHLMANBHBIMI KIIMEHTAMH Ha 043¢ OOLIENOCTYTHEBIX
ceredt, B ToMm yncne Mareprera. Cosnanue Web-cafita — cpoeobpasHo-
IO NpeacTaB{TeNbCTBA NpelipusiTus B ViHTepHeTe — SIBASIETCS JIHILD
[IEPBBIM LIAIOM HA 5TOM NYTH. AXTHBHOE BEHCHHE KOMMEPUECKHX
onepauui 3 CeTH npeanoiaraetT MaccoBhpiE mocTyn noTpeburenei
SIEKTPOHHBIX yoIyT (1 Web-XnueHTOR) K Internet-npuioxXeH1siM U
TIPOBEACHKE BIEKTPOHHBIX TPAH3AKIUKE MIUIHOHAMY [I0MIb30BATEREH
Cern. PasMenenue Internet-npuioxerRyuil BHYTPH KOpPIIOPaTUBHOK
CeTH MOXET HaxecTH yuiepd Gesomacnocty MT-urdpacTpyxrypsl,
[IOCKOJIBKY OTKPBITHE HOCTYNZ yepe3 MO Heu3bexHO CO3IEeT MoTeH-
HHANBHYIO BOIMOXHOCTE il HECAHKIIMOHHPOBAHHOIO IIPOHUKHOBE~
HUS 3I0YMBILIEHHUKOB B CETH NIPEATIPHSTHS.

Obecneyenye HHGOPMALMOHHON O€30MACHOCTH AOIKHO BKIIO-
YATH pelieHHe TAKMX 3agay, Xak GesonacHuilr goctyn X Web-ceppe-
pam 1 Web-nprnoxenusiM, ayreRTudrKailys 1 aBTOPH3ALKA MI0Tk-
3oBareselt, obecrieueHUe LENOCTHOCTH U XOHDUIEHIIKAABHOCTH NaH~
HBIX, PeANIK3ALA DACKTPOHHOK UNDPOBOY NOANKUCH H ID.

Oprasu3aiyy HYXIalTes B HageKHbIX, rMOkux u 0e30macHbiX
METOMaX H CPEACTBAX ANl NOJYYCHUS ¥ HCTIOAB3OBAHMS OTKPHITOR H
KOHQUACHLKANBHON KHAOPMaLUY MHOTOYHC/ICHHBIMH [PYTITAMH
JAOHEH ~— CBOMMHM COTPYAHHKAMM, fapTHEpaMK, KIHEHTAMMK K Io-
crasmuxamy. ITpobiema zaxmoyaercs 8 00eCeYeHHH JOCTYNA X Ta-
KOl MHGOPMALKK TONBKO aBTOPH3OBAHHBIM ONMb3oBaTenaM. Llese-
coo0pasHoe MHCIONb30BATh WHTCTPHPOBAHHYIO CHCTEMY YIIpaBleHKA
OOCTYTIOM TIONB30BATeNEH K YYBCTBUTSHbHOK HHOOPMALKA B HIKPO-
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KOM AHENA3CHE TOMEK AOCTYNZ Y npwiloxeHuit, Takasd cucrema pe-
1aeT MHOrKe I1pobsieMbl KOHTPOIS AOCTYNA, ¢ KOTOPHIMY CTAIKKUBA~
IOTCS OpTaHH3ALIMY, ODECTIeYnBad NIPH 3TOM YAOOHBIN ZOCTYI ¥ Bhi-
COKYI0 0e20118CHOCTS,

13.1. Ynpaenexue ngentucumuaiHer u JOCTYROM

Js peanu3anny pacTyinx noTpeGHoCcTER SNEKTPORHOT0 Gu3He-
€4 HeOOXOEMMO TIOCTPOHUTh HAZEXHYIO C TOUKM 3pexus OedonacHo-
CTH Cpepy ANl OCYLUECTBICHMS 3NEKTPOHHOTO OH3HECa B pEeXUME
on-line, TeXHONOrHK, KOTOPHIE AAIOT BOIMOXHOCTH OCYLIECTBIATH
3MEKTPOHHLIA OHU3HeEC, BLHIONHAIOT YEThIpe OCHOBHBIC (DYHKLMUK:

v AYTERTHDUKALNIO, WK FIPOBEDKY NTOMIMHHOCTH N0AB30BATENA;

e YIIPABRCHNE NOCTYIIOM, {103BOJLIIOHICE aBTOPHIOBAHHBIM II0/H-
30BATEIIAM NOAYHaTh AOCTYH K TpeSyeMBIM pecypeam;

» HHGPOBAHUE, IAPAHTHUPYIOLIEE, YTO CBA3b MEXAY I10/1b30BaTe-
jeM 7 0a30BOH MHOPACTPYKTYPOH 3ailMuieHa;

e HEOTKE3yeMOoCTb, O3IHAUAOUIYIO, UTO [HOAB30OBATEAM HE MOIyT
TIO3HEE OTKABATHCS OT BHHIOAHEHHOR TpaHsakuuy {(06bMHO
peanuayeTcs ¢ 10MOlIBI0 LUGPOBOH JICENHCH ¥ HHPPacTPyK-
TYPbI OTKpPbIThIX Kiio4eit) (puc. 13.1).

Ynpaenewne Liuhposas
Ayremmbmaum> .n,ocrynou> mmppoaame> Honnich

Pue, 13.1, Texnosoruy, ofecneunpalouBe JACKTPORREBIH S13Hec

Tonpko pelieHue, KOTOPOE BBINOJHACT BCE 3TH YEThIPE (yHK-
MM, MOXET CO3AaTH NOBEPEHRYIO Cpeny, ¢i1ocObHYI0 NO-HACTOAHIe
My ofecneunTh peanu3aLmio MeXTpoHHore usseca.

YiipasneHye NOCTYIOM ABISETCH KPUTHYECKHM KOMITOHEHTOM
obuieft cucremsl GezomacHocty, CuCTeMa ynpaBAeHHMSA HOCTYHOM
0GeCTIeUHBAET BTOPU3OBAHHBIM TIOAB30BATENNM AOCTYI K Hajexa-
UMM pecypcaMm. [IpoexTuposanne 3T0H MHOPACTPYKTYpPLl Tpebyer
TOHKOTO Sanalca MexAy MpPeJOCTaRICHUEM HOCTYIIA K KPUTHYECKUM
PECYpCaM TONBKC ABTOPH3ORAHHBIM TIONL30BATEASM U obecriedeHeM
HEOBXOAUMON GE30MaCHOCTH ITUX DECYPCOB, W3BECTHHIX SONBLIOMY
YHCNY TT0/IB30BATEACH.
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13.1.1. OcobeHHOCTH yNPaBAeHHA JOCTYROM

B pacnipenenesnolt XopropatuBHOH# ¢eTH O0OBIMHO NPUMEHSIOTCH
IBa METOIa YIIPABACHUS AOCTYIIOM:

e VIIDABAEHHE CETEBBHIM IZOCTYNOM (PErylHMpyeT AOCTYil K pecyp-

¢aM BHYTpCHHEH CeT opraHusaumnnl;

» yiparnerue Web-noCrynoM (perynupyer ZoCtvi K Web-cepge-

paM M KX COLEPKIMOMY).

Bce 3arpochl Ha ZOCTYI K DECYPCEM fIPOXOINT Yepes ONKH WM
Gonee cnucxos koumpons docmynae ACL (Access Controt List), ACL
siBAsieTCs: HabopoM fpaRyin HOCTYNA, KOTOpHIE 3agaloT sl xabopa
33LIMLIAEMBIX PECYPCOB. PeCypehl ¢ HU3KMM DHCKOM Oyayr nMerhb
MEHEE CTPpOTHe TIPaBHiIa JOCTYIE, B TO BPEMS KAK BHICOKOKPDUTHYHbIE
PECYPCH! NOKHEE uMeTs Gonee crporve npasuna goctyna. ACL, no
CYILECTBY, OTIPEAEARIOT NOMHTHKY HE30NACHOCTH.

JLOCTYI K CETEBBIM PECypPCaM OpraHy3aliik MOXHO DeryaupoBats
IyTeM CO3JlaHMsl CIIMCKOB KOHTpoas moctyna Login ACL, KoTopeie
f1I03BOJAIOT TOMHO ONPCHCNHTE KOHKPETHBIC DASPCHICHUA KU YCIOBKA
IS NONY4EHMS AOCTYRA K pecypcaM BHYTPeHHEH ceTy.

Cpencrea KOHTPpONS ¥ ynpapacuus Web-ZocTrynoM fO3BOASIOT
CO3naRATE M UCTIONHATE nonuTuxy Web-nocryna. Coznasas KOHKpes-
Hbie CHUCKM Kowutposisi Web mociyna Web ACL, aOMUHKCTPATOpPh
Oe30nacHOCTH ONPEAENAIOT, KAKUE [IONB30RATENY MOTYT MORVMUTL
noctyn k Web-cepsepaM OpraHu3salliy ¥ HX CONEPXUMOMY M HIpH
KAaKyX 3apaHee YCTAHOBACHHBIX YCAOBHAX.

Yripasaenue NOCTYIIOM YIIPOMIACTCS NP NPUMEHEHHUH EIHHON
NEHTPATK3OBAHHONR MHOPACTPYKTYPE KOHTPO/IS ¥ YNPABAEHUA HO-
CTYTIOM, KOTOPAsi MOXET PaspelliuTh fON530BaTEISM «CaMoobCayxiu-
BAHHKE>, NIOpYyYas UM TaKue 3alayqy YnpasicHKs, KaK pPerucTpaiHs,
PEAAKTHPORAKKE NPOGMUNS, BOCCTAHOBICHHME Napois U ynpasienue
moamicKoii. OHa MOXeT Takxe o6GecieyuTh NENernpoBanye alMu-
HYCTPUDPOBaHK, Nepenavyy QYHKUMNA YIPAaBRCHUA TTOAB3OBATENAMY,
JAIONSM, HaKboee OCBEAOMNEHHBIM O KOHKPETHOM rpYIie foab30-
garesnefl Xak BHyipHM — B OW3HEC-TIOApa3BEeNeHKAX OpPraHu3aliky,
TaK 4 BHE €€ — y KIHMEHTOB K B NoApaznenesusx duiHec-napruepos,
YTobh ofneruyyTs NROANEPXKKY CcHCTeMs! DesofnacHocTy Mmacirada
NPEANIPUATHS, CPEICTBA YIPABNEHMS AOCTYNIOM MOIYT fi0yyaTh
AAHHBIC [TOAB30BATENEH M NONKUTHK, YKE XPAHHMABIX B TAKMX CYIHECT-
BYIOLINX XpaHMIKLIAX HaHHbIX, KakK xaTtanory LDAP u pensuuon-
ubie B,
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13.1.2. DYHKUHOHHPOBIHHE CHCTEMbI YIIPEBNCHHA BOCTYIIOM

Henrpamu30oBadhbie CHCTEMBl YIIPABACHMUA JOCTYIIOM BHIITYCKA-
IOTCA  psaoM  KomnaHuit, B uwacTHoctd Secure Computing, RSA
Security Inc., Baltimore u ap.

PacemorpuM QYHKIMOHHPOBAHHE CUCTEMbl YIIDABAECHKA ROCTY-
fIOM Ha INpPHMepe CUCTeMbi PremierAccess kKomnauum Secure
Computing. 9718 cucTema OCYWIECTBAseT yipasieHue Web u cere-
BeIM HOCTYIIOM BCEX NOAb3OBATENEH, BKIOHAS BHYTPEHHHX NONB3O-
BateACH, YAANCHHBIX COTPYRHHKOB, KIUEKTOB, NOCTABUMKOB ¥ Ous-
Hec-napTHepoB. OHa Ga3upyeTcs Ha NOJIUTHKE BE30NACHOCTH, KOTO-
pas [O3BOJSET NEPCOHANMIUPOBATHL TIPaBa ZOCTYNA NOJb3oRATENCH.
Tlonb3oBaTeny NOAYMAIOT OOCTYD TOABKO K TEM PECypcaM, Ha Koto-
psie GhlN0 DAHO pa3peiicHUe B COOTBETCTBMH ¢ MX TIPABAMM KOCTY-
na, sepes Web-aoctyn, VPN-gocTyn unu yaaleHHBIH JOCTYI ¢ UC-
nonb3opakrem cepsepos RADIUS. B cucreme peanu3oBansl ocHO-
BAHHbIC Ha NPUMEHEHUM KATANOTOB IIPOLIECCH! AYTEHTHOMKALKK,
4BTOPH3ELUMHM ¥ aIMHUHBUCTPHMPOBAHUS HeHCTBUMH NOAB3OBATELNEH.
Cucrema TIOAREPXKUBACT PAITHYHBIC THIBl AYTEHTHOUKATOPOR —
OT MHOTOPA30BBIX f1apOJieH N0 GUOMETPUMECKUX CPEHCTS AYTCHTH-
duxanuu. TIpeanouTende OTHAeTCs METOHAM U CPEHCTBAM CTDOroH
ayTeHTUDH KA KA.

Cpencrsa YNpaBieHUs TOABIOBATEASIMH NO3BONKIOT YIPaBAfATh
GonpiivM uMcAOM nonssosatenef. Ceprep perucTpaumMy maet Bo3-
MOXHOCTL CAMHM [IOIb30BATENSIM DETHCTPHDOBATHCS B CETH, MC-
nonp3ys CcTaHzapTHeie Web-Opaysephi. B npouecce peructpauuu
NIONB30BATENAAM HA3ZHAYAIOTCA poay. PONM  SBIAIOTCA  SPABIKAMH,
UACHTHOHMIMPYIOLIKMMHU TPYIEI TOXb30BATENEH, KOTOPHIE pasiensioT
OXMHAKOBBIE TpaBa nocTyna. MHaue roBops, ponu ONpPEReasiiorT Ha-
Gopbt  TIPABMA ZOCTYNR, NPUMEHSEMbIE K KOHKPETHBIM TIpylinaM
nosp3osareied. Kareropuposahue nonb30BaTeNeR M0 PONSM MOXHO
BBINOJHHUTL Ha OCHOBE X DYHKIKOHAABHBIX 00s13aHHOCTEH.

CPpeacTsa YOPasneHust COTEeRLIM AOCTYHOM

B cucreme ynpasieHusi ZOCTYNOM HKCTIONB3YIOTCH T4K HalbiBae-
MBIE AreHThi. A2exnm CUCTEMBl — 3TO NPOTPaMMHEBIE MOAYAS, UHCTaR-
JUPOBAHHBIA HA COOTBETCTBYIOIMHA CepBEP B pamMxax KOpLOPaTHB-
Holt cety {purc. 13.2).

B xadecTBe TAKUX Ar¢HTOB BRICTYIIAIOT AreHTHi YAAICHHOTO Koc-
Tyna, areHthl VPN-moctyma, arentst cepsepos RADIUS, Novel,
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Cepreap
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AAA

Pue. 13.2. CxoMa ynpamicHRA HOCTYNIOM X CETH

RAS, Citrix » np. TIpn DONBITKE NOALIOBATENS NOBKIIOUMTIBRCS K
BHYTPCHHEH CETH, Ar¢HTH CHCTEMBI JIEPEXBATHIBAIOT 3aNpPOC NOAL3O~
BATEJIS HA BXOM B CETh.

AreHThl ReHCTBYIOT KaK TOYKM ayTeHTHdWKauwy noabiopatencit
UAPs (User Authentication Points) Ha JIMHYSIX KOMMYHYKALIMY C cep-
BepoMm PremierAccess. B oTBeT Ha 3anpocC TIONL30BATEAS ATeHT 3aTpa-
LUBACT Y {IOb30BATEAS €0 BEPUTCABHBIC JAHHBIE ~ NACHTHOUKATOD
fons3osatens ¥ ayreutuduxarop. OTBouas Ha 3aNpoc areHra, Nojib-
30BATENb BBOAUT CBOM HaHHbie. DTH BEPHTEALHbIC HaHHbIE TEPEIA0T-
¢ AAA-cepsepy (AAA - Authentication, Authorization, Accounting).

AAA-cepsep cpaBHuBaeT uacHTHOuUKarep 1D nonws3zosarens win
cepTrOMKAT ¢ NaHHBIMM, XpaHuMbiMu B Katanore LDAP, ¢ uensio
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NpoBEPKY WX ToXAecTBeHHOCTH. Econyn umentudwmxarop ID nonkso-
BATS/M COBIMARAET C XPAHMMbIM, 3anych nonszosareiss B bl nmpose-
pseTcs No ponay (WIIM POSsiM) U PEecypeaM, K XOTOPHIM OHU aBropu-
sytores, g ayreHTUDUKAUUM MOIYT [PUMEHATLCS (QUKCHPOBaH-
Hbli Aponb, ATNMAPATHBIA Wix NporpaMMHbIA ayTeHTUDUKATOPLL.
Ecnu none3osatends yCTCWIHO NPOXOAMT BCE LIATH HOATBEPXKICHUR
CBOCH TIOANIMHHOCTH, OH NOJIYYAeT ZOCTYN K PECYPLY CETH.

Cpencrea ynpasnernns Web-gocrynom

Cuctema PremierAccess NCnone3yeT YHHBEPCanbhbiit Web-arenr
UWA (Universal Web Agent), XOTOpBIil HHCTAIRPYETC HA XOCT-Ma-
LIMHE KaiJIOore samiminaemoro Web-cepBepa. B paceMaTpupasMoM
fIpUMEPE B Ka4UECTBE FIOMB30BATENS BBICTYRAeT Bu3HEC-NIapTHED, KO-
TOPBIN 3afpallIHBaeT JOCTYIl K 3amiminaeMoMy Web-pecypey xomna-
ruu (puc. 13.3).

YnpaepneHne Web-10CTynoM peanusyercs 3 BUAE rpomecca, ¢o-
CTOSINETO U3 ABYX DTATIOB.

1. Tlonp3oBatens npITACTCH BONTH B CUCTEMY, MCIIONAB3YH CEpBEp
WLS (Web Login Server), 3anpoc 1oabp30BateNs Ha JOCTYI K 3auim-

3anpoc ot e e i ————————— i
GHINEC-NEPTHEPOM t
Web-pecypea t :
KOMAEHYMR E Cepnep Cepeap :
Katanoros
hitpsiwwweosrmpany.cotn i I
1 i Danse i
Caarcatbiis | nENbIoRETAna i
O o cookie | w3 cepanpa ]
4% & ¢ npasoM | karanorun |
: ? %) HACEAME | 3anpoc Bepwrenpewe 1
\¢ _;’ ROCTYRS 1 nawmbix pattpe
= | nonb3EEATENs RoRbIoHaTeReR |
= ‘{— —_——— {
] ] i
AeTopusaius | " - }
Web-poctyna i T T 1 Cepaep
—" i i WLS
{ T T
| B
‘ E ———————————————————
; | Arent UWA Cucrama b
j Repexsatmsser PramisreAccass
Web< i aahpoc
KOMN | WHanpasnner
; BF0 Gopaepy WwLS
f
i

Puc. 13.3. Cxema yoparienus Web-noctynom
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uleHHOMY Web-pecypey KOMIIaHHH TIEPEXBATHIBACTCH areHTOM UWA,
KOTOpBIA and obDpaboTKy 3TOre 3anpoca ofpalllaeTcsi K CepBepy
WLS. Cepeep WLS zanpauidsaer pe3yabraT ayTeHTHOHKALHNHN Y Cep-
sepa AAA. B cnyyae ycrnientHo# ayrentnduxanun cepsep WLS rene-
pUpYeT CeaHCORBIA CoOkie, XOTOPBIE CONEPXHT Ce4HCOBRIA HMAEHTH~
PuKaTOp NOABIOBATENS.

2. TTonp3oBatens NBITAGTCS TIOAY4UTH ZOCTYN K Web-pecypey.
Cepsep WLS ncnonpsyer ceaHcOBbIR HieHTHdMKaTOp B cookie mis
3anpoca y AAA-cepsepa JlaHHBIX CceaHca nonb3oparenst, Hrolbr Bel-
TIOJIHHTD 3aFipoc Ha AOCTYil, ceprep WLS rniepesiaet nosp3oBaresnio ce-
aHCOoBBIM cookie ¢ npaBamu Ha ceanc, Arent UWA nonyyaer ceanco-
Beiit ID), 3arem nonyyaer or AAA-cepsepa fanHpie ceadca. OCHOBBI-
BafCh KA PONSX NOJB3OBATENS H NOAMTHKE ZOCTYNA, OH NPHHHMAET
pellleHue, JaBaTh HAM 3afIPETHTH F10AH30BATENI0 AOCTYl K Web-pe-
cypey.

TIpn nocTpoesnyn cUcTeM YIpaBieHus AOCTYHOM BaXHOE 3Hawe-
HHE MMEIOT:

» CDEACTBA ¥ DNPOTOKOABI ayteRTHOMKALUNHN YHATEHHBIX NOJ1B30-

BaTene i;

» CDEOCTBA YIIPABICHHS JOCTYNIOM IO CXEME OZHOKPATHOIG BXO-

za c agropusauueit Single Sign-On;

» MHOPACTPYKTYPS! YOpasieHus oTkpbitbiMy Kmouamu PKL

TIepeuncrerybie CpesCTBE ¥ CHCTEMbI PACCMATPHBAKTCH B 11O~
CAROYIOLIMX pa3jienax NAaHHOH IMaBhl.

13.2. OpraHM3aums 3alMUEHHOrO YAANEHHOTO focTyna

VaaneHHb JOCTYI K KOMIIHIOTEPHbBIM PECypcaM CTall B HacTos-
LIee BpeMs TaKMM XEe aKTyanblsIM # 3Ha4MMBIM, KaK ¥ ZOCTYN B pe-
KuME HENOCPEACTBEHHOIO NOAKAIOYEHMs, YIaneHHbIH I0CTyn X
KOPITOPATHBHON CeTi OCYILIECTBNSETCH U3 HE3aLMIIEHHOIO BHELIHE-
FO OKPYXEHHS 4Yepe3 OTKpbITole ceTH. [ToaroMmy cpeacTsa nocrpoe-
HHs 3allHUIEHHOR KOPIIOPATHBHOMR ceTH ROJKHB obecneyuts 6eso-
MIACHOCTH CETEBOrC B3AMMOZEHCTEHMS TIDH NOMKIIOYEHHMH K CeTH yaa-
JEHHBIX KOMIIBIGTEROR.

VaaneHHbIH JOCTYII K KODIIOPATHBHON CeTH BO3IMOXEH uepes
rAODANBHYIC KOMIILIOTEPHYIO CETh WM HEPE3 Cpely fIepesayvu MH-
dopmankn, 0Opa3OBAHKYI0 LEMOYKOR U3 TenethorRoH 1 TnobansHOH
KoMIibIOTepHON ceteit. JocTyn yepes raobanbHyo ceTh Internet sB-
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A%eTCH A0CTAaTOMHO 3 DeKTHBHLIM Cilocof0OM, npHvueM ANg NOZKIIo-
YEHUS YOANEHHOIO MONb30BaTeRs K Internet MOXET HMCIIOIb30BATHCH
KaHan TesedonHol ¢BA3K. OCHOBHBIC IOCTOMHCTBE YAAIEHHOIO AOC~
TYna X KOpiopaTusHoi ceTy Yepes Internet:

» ODECTICYCHME MACLUTabHpYEeMOR NOMACPXKH VAIACHHOIO HOC~
TYNa, [O3BOAAICLHEH MODWIBHBIM IT0/H30BATENAM CBA3LIBATHCH
¢ Intemet-nipoBaiiiepoM H 3ateM depe3 Internet BXOAMTHL B
CBOI0 KOPTIOPATHBHYIO CETh;

* COKpamigHHe pacXonoB Ha HH(DOpMaLUHOHHHHM ofMeH Uepe3 oT-
KPHITYIO BHELIHIOW cpenly (YAANeHHBIE IT0/b30BaTENY, HOAKTIO~
YHBWUKCHL K Internet, ¢B43bIBAIOTCHS C CETHIO CBOECH OPIAHH3a-
LUK ¢ MMHMMANbHLIMH 3a3TPaTaMu),

o ynipapieHye TpadHKOM YAXIEHHOTO AOCTYNE OCYIUECTRISAETCA
TaK Xe, kax nobsiMm apyruM TpaduxoMm Internet.

B xopriopatushoil cety Ui BIAMMONCHCTBUS ¢ YAWICHHLIMHK
I0/1b30BATENAM M BHUICHAETCA CEPBEP YHAACHHOIO JOCTYHA, KOTOPLIH
CHAYXUT:

o IS YCTAHOBKY COSNMHEHHS C YNANCHHBIM KOMIBIOTEPOM,

* AYTERTUDUKALIMY YIGACHHROIO [TOAB30OBATEN,

o VIIPABNEHHS VIATICHHBIM COCIHHECHUEM,

s NOCPEAHHUYECTBA NpH OOMEHE JaHHLIMH MEXIY VIAACHHbLIM

KOMITLIOTEPOM H KOPHOPATHBHOM CETHIO,

Cpeny npoTOKONOB YAMICHHOIO HOCTYIIA K JOKARbHOW CeTH Hau-
Gobliee PacnpoOCTPaHeHKE NOAYYNS MIPOTOKOR «TOYKa--TOuKas PPP
{Point-to-Point Protocol), KoTopsiit ABIHETCH OTKPLITHM CTAHIZPTOM
Internet. Iiporoxon PPP npenHazHayeH sl YCTAHOBNCHUS VAANEH-
HOTO coeltMHeHua M oOMeHa MHboOpMaued NO YCTAHOBACHHOMY Ka-
H&TY TAKETAMY CeTEBOTO YPOBHS, HHKAICYIHPOBaHHbMY B PPP-xan-
pui. Ucntonpayemsiit B nipotokoiie PPP Meron dopMuposadns Kanpos
ofecrienBacT OAHOBPEMEHHYO paboTy yepe3 KaHall YAaNeHHON CBsi-
3K HECKOAbKHX IIPOTOKOIOB CETEBOIO YPOBHS.

IpoTtokos PPP nomnepXyupaeT Cre/lyOLKe BAXHbIC DYHKIHK:

o aYTERTH(DUKALMY YIJICHHOIO [I0/IL30BATEIN U CepBEPa yaa-
JIEHHOTO MOCTYIIA;

KOMIPECCHK K IIKGMPOBAHKSA NEPeaaBacMbiX HAHHBIX,
0BHapyXEeHHs ¥ KOppeKuun ownbok;

KOHGUIYPHUPOBAHUS U ITPOBEPKK KAHECTBa KaHAAA CBA3H,
IHHIMWYECKOTO NPUCBOCHHA axpecoB [P M ynpasiieHUus 3TUMH
AAPECAMY.

Ha ocrose niporoxona PPP nocTpoeHs! HaCTo HCHONB3YEMBIE fPK
yaaneHHoM goctyne nporoxosast PPTP, L2F u L2TP. 31y nporoxosw

¢ & » =
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MO3BOAAI0T CO334ABAaTh 3AlMIICHHDIE KAHRAD A obMeHa AaHHBIMH
MEXIY YAANEHHBIME KOMIBIOTEPAMYE ¥ JOKANBLHBIMHU CETSIMHU, DyHK-
LDHOHUDYIOWMMHE FI0 PANIHYHBIM IIPOTOKONEM CETEBOIO YPOBHst — (P,
IPX ynyn NetBEUIL Hns nepesauy 1o tenedOHHBIM KAHANAM CB3H
TIAKETHl 9THX MIPOTOKONOB MHKANCYIMpyIoTes B PPP-kanpsl. Tlpu ne-
oBxoanMOCTH nepefayy 4epes Intemnet zammmuenssie PPP-xanpwr
vHKancynupyiotest 8 IP-nakers cety Intemnet. Kpumnrozammra Tpa-
(d¥Ka BO3MOXHA KaK B KaHanax Internet, Tak ¥ Ha IPOTDXKEHHMM BCETO
IYTH MEXIY KOMIIBIOTEPOM YIAAICHHOIO fONB3OBATEAS M CEPBEPOM
YAAIEHHOYO JIOCTYIa JAOKAIbHOMN ceTH.

13.2.1. MNporokons: ayTenTHHRaumn yRaneHHsix
nons3oBarenes

KonTponp nocryna [OAB3OBATENEH K PECYPCaM KOproparusHOH
CeTH OODKEH OCYLIECTRASNTHCA B COOTBETCTBUHM € MOIUTHKOHK 6e30-
NACHOCTH OPrasy3alyK, KOTOPO#H NPpHHAMNEXHUT AaHHas CeTh. O~
(EeKTHBHOE pasTpaHUyYeHMe HOCTYIIA K CETEBBIM DECYPCAM MOXeT
ObITh 00ECIEYEHO TONABKO NPY HaZeXKHON ayreHTH(UKALIMY [10b30-
parened. Tpebopavus K HRIEKHOCTH ayreHTH(WKaUMH YIANEHHBIX
fonb3oBarenedt NOKHL ObiTh 0COBEHHO BBICOKMMH, TaX Kax TIpH
B3AUMOREHCTBUH ¢ (DUBKMYECKH YIAICHHHIMYM [ONb30BATEAAMH 3Ha-
YHTENBHO CIOXHEe O0ecrieynTh NOCTY K CETEBBIM pecypcaM. B or-
AMYKME OT JIOKANbHBIX NOAL30BATENACH yOANCHHBIE I1OJIH30BaTENH HE
FIPOXOAAT FpoueAyRy (hH3KYeCKOro KOHTPONsA TMpH AOMYCKE HA Tep-
PHTOPHIO OPraHy2aLuH.

Tlpy ymanmeHHOM B3aHUMONCHCTBMM BaxHa ayTeHTH(hUKALIMS He
TONBKO TIONB30BATEEH, HO ¥ ODOPYHOBaHMSK, MOCKONLKY I1OEMEHA
FIONIb3OBATENA WM MAPUIPYTH3ATOPA JIPMBOOMT K ONHMM M TEM Xe
TIOCNAEACTBUSIM — HAHHBIE K3 KOPIIOPATHBHOH CETH [IepesaroTesa He
TEM JIMLIAM, KOTODHIM OHM fIpelHA3HAYEH D],

Hns obecrieyeHus HaaeXHOM ayTeHTHOHKALNY YARTICHHLIX I10b-
3oBateneit HeoBXOONUMO BHITONHEHHNE CeNyIOIIKX TpeboBaHiH:

» NpoBeAEHME aYTeHTH(hUKaUMY ©obenx B3aNMOUEHCTBYIOLINX
CTOPOH -~ K&K YHANEHHOIC NOABL30OBATENS, TaK ¥ CepBepa yia-
JEHHOTO FOCTYNA — AN UCKHOYEHNA MAaCKHPOBKH ITOYMbILI-
JEHHUKOB;

* OTIEPATHBHOE COINACOBAHNE MCTIONLIYEMBIX FIPOTOKONOB ayTeH-
T UKL,
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» OCYLUECTBEHHE AMHAMUUECKOH ayTeHTH(hUBKALKY B3auMoneHicT-
BYIOLIKX CTOPOH B IIpoiecce paboTsl YIAIEHHOTO COSIMHEHKS;

s IPUMEHEHMKE KPUIITO3ALKTH HepelaBaeMbIX CEKXPeTHBIX apo-
aeft nubo MexaHK3Ma CNHOPA30BLIX Naponel g UCKIIOYEHHS
flepexBaTa ¥ HeCAHKLMOHUPOBAHHOIC HCIIO/ibIOBAHUS AyTEH-
TrhULKPYOER nadopmaiui.

TIpotokon PPP uMeer BCTPOEHHBIE CPENCTBA, KOTOPbIE MOFYT
ObiTh HUCIOAB3OBAHL U OPraHn3ailuy ayTeHTH(UKALUE NpH yaa-
JennoM plaumoneiscrsun. B crannapre RFC 1334 onpeneness npa
[IPOTOKONA RYTEHTH(RHKALUYK:

« 1o napomo — PAP (Password Authentication Protocol);

s 110 pyxonoxatuio — CHAP (Challenge Handshake Authenti-

cation Protocofi).

B npoilecce yCTaHOBIEHHS YEANEHHOIC COSAMHEHMS KaXKiIas U3
B3aMMOREHCTBYIOINX CTOPOH MOXET NPEAAOXKHUTh Uil HPUMEHEHUS
OOMH 73 CTAHOAPTHLIX NPOTOKOACB ayreHTugpuxauuu - PAP wiu
CHAP [9].

HHorza xomMnaHuy co30210T cOBCTBEHHbIE IPOTOKCHS! AYTeHTH-
buKauy yranesHoro pocryna, paboraommue BMeCTe ¢ JIPOTOKOAOM
PPP. D11 dupMeHHBIE NPOTOKONBI OOBYHO SBASIOTCS MOAHPUKA-
uusiMu niperoxosos PAP u CHAP.

[lInpoxoe npuMeHenKe W18 ayTeHTUOUKALKYE IO OZHOPA30BLIM
niapoasM noayunn nporokosn S/Key. B nporpaMmHBIX NpoOyKriax,
ofecriedBAOIMX CBH3b NO npotoxosy PPP, nporoxons: PAP u
CHAP, xak npaBHJIO, NOMIEPXUBAIOTCS B NIEPBYIO OYEpe/b.

fiporoxon PAP

Cyrp pabots! niporoxona PAP nosonsioe npocra. B npougcce ay-
TEHTUOUKALKH YYACTBYIOT ABE CTOPOHSLI — (IPOBEPSIEMas Y fIpoBe-
paoias, Hporokosn PAP ucniosns3yer ang ayredHTidrkaluy nepena-
4y nposepsaeMol cropoHoft wIeHTH(hUKATOpa ¥ TIApois B BHjE
OTKPBITOIC TeKCTa. EC/AM nposepsiomiasi cropota 00HApYXUBaeT COB-
najgesye UAeHTHORHBKATOPA H TIApONsS ¢ 3alUChio, UMEIOWENCs v Hero
B Bl neranshsix noas3oparenc, TO ripouece ayreHTHOUKALAN CYH-
TRETCSH YCHELIHC 3aBEPUIEHHBIM, NIOCIE YEro [IPOBEPSIEMON CTOPOHE
TIOCBUIRETCH COOTBETCTBYIOLICE cooBiieHue. B KayecTBe CTOPOHHI,
ubsl TOAAUHHOCTE NIPOBEPSETCS, KAK [1PABWIO, BHICTYNALT YAAIEH HbIi
NoOAL3OBATENb, 2 B KAYWECTBE NMPOBEPAIONIEH CTOPOHB! — CEpBEp yaa-
JICHHOrQ IOCTYNA.
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1 MEMLMAAK3A0MK Bpoueccd ayreHTHhMKAUNKM Ha §a3¢ npo-
Toxona PAP cepBep yEaNeHHOTO JOCTYIA 10C/€ YCTRHOBICHNS CCAH-
¢a CBsA3M BBLICBUIGET YylaleHHOMy KoMmblootepy maker LCP (Link
Control Protocol) — npoToKon yipasieHnus KaHaNoM, YKaspiBaLi
Ha HEOBXOOKMOCTh ipKuMeHerus npotokona PAP. Jdanee ocywecrts-
naercsl obvmen nakeramu PAP. YpaneHHbIi KOMIBIOTED flepeaaeT no
KaHANY CBR3K IpPOBEPAICIIEN CTOPOHE KAEHTHOHKKATOD Y AP0,
BBEHCHHbIE YIaneHHbM noabsosarenes. Cepsep YAANECHHOIC JOCTY-
11a fi0 JIONYYEHHOMY MIEHTH(MHKATOPY TNOJp30BaTens Bubupaer aTa-
NOHHBIM napons u3 Bl cHCTeMBbI 33LUMTHI ¥ CPABHUBAET €10 ¢ NOAY-
YEeHHBIM napoaeM. Ecny OHM COBNANaKyT, TO AyTeHTHOHKALMS Cud~
TALTCSH YCHCLIHON, YTC COOBIIACTCS YIANCHHOMY NONb3CBATENIO,

Caenyer 0coB0 OTMETHTS, YTO NIPOTOKOH ayreHTHDKKauvuy PAP,
COFNIACHO KOTOPOMY MEEHTHMHMKATOPH! ¥ NAPOIH Nepeaalotes 110 Ak~
HEY CBS3K B HE33aM(ppPOBaHHOM BHHE, LEAec0oobpasHO NPUMEHATh
TOABKO COBMECTHO € fIPOTOKOROM, OPHEHTHPOBAHHLIM Ha ayTeHTH-
uxauro ne OQHCPA3OBLIM NAPOASIM, HaNIPHMED COBMECTHO C IIPO-~
TokonoMm S/Key. B npoTMBHOM ciydae Iapoib, NepeaaBaeMbilt 110
KaHany cB43y, MOXeT OblThb YIEPeXBaueH MIOYMBIILIIEHHUKOM M HC-
NOJIS30BAK IOBTOPHO B HEAAX MACKHPOBKH 104 CAHKLIKOHKPOBAHHO-
FO YRANICHHOTO N0Ab30BATE/ 5.

fiporokon CHAP

B npotokone CHAP ucnosnssyeTcs CeKperHsilt craTudeckuil na-
poss. B ornmume or nporokona PAP, B npotoxone CHAP napons
KaXHOre NONb3OBaTe/A ANS NEPeldud No JUHAN CBS3M WHbpyercs
Hd OCHOBE Cay4alHOro 4ycia TIONYYSHHOTO OT CEPBEPa. 14Kad TeX-
HOROrHst O0ECIEYHBACT HE TOMHKO 3AIUATY NapOns OT XKIUCHMA, HO U
3AMATY OT NMOBTOPHOIC KCHONB30BaHKS 3NOYMBILUIEHHHUKOM TIepe-
XBa4CHHBIX [AKETOB ¢ 3alMpposattbpM napoaeM. Hiporokon CHAP
NPHMEHACTCA B COBPEMEHHBIX CETAX I'opazdo ualue, yeM PAP, Tak
KaK OH MCIOJB3YeT fiepesady faposs 10 CeTH B 3alUMIIeHH0# ¢op-
ME, ¥, CIeNOBATeNbHO, ropasio fesonacuee {9].

HIudposanre napoas B COOTBETCTBUY ¢ npoToKonom CHAP Bbi-
NOJIHAETCS ¢ [TOMOILBIO KPHATOTpadh MIECKOro anropuTMa X3LnpoBa-
HyS Y ovToMy sisnsiercs HeobparumbiM. B crannapre RFC 1334 nns
nporoxona CHAP B xauectBe X2ul-QYHKUKK ONpPEAcncH aNropuiM
MDS5, puipafarsiBarcluyi U3 BXOAHOH TOCAENOBATENHHOCTH AKCOOH
napEel 16-6aliToBoe 3uaueHNe. XOTS MUHKMAbHON BNHMHON ceKpeTa
saBNsieTCs | GafT, IS MOBLILICHKS KPHIITOCTORKOCTH PEKOMEHAYETCS
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KCTIORB30BATh CEKPET MAMHON He MeHee 16 Gair. Cneumduxauus
CHAP He HCKMOY3ET BO3IMOXHOCTb HCMIOAB3OBaHHUS ADYTHX aAro-
PHTMOB BbIMKCICHHS X3UI-(YHKLKI.

Jasg vHUUBATK33UKEK IpoLecca ayTeHTHOKRKALKE 10 NTPOTOKCIY
CHAP cepsep yBaJeHHOTO IOCTYHA flOCIE YCTAHOBACHHS CEaHCca
CBSi3Y DOJDKEH BBICHATH YAajeHHoMy Komnwlotepy naket LCP, yxa-
3biBalOMKit Ha HeoOxonmwMocTs nprumeHenus rnporoxona CHAP, a
TaKKe TpedyeMoro anropyiMa X3wnpoBaHni. Eciu yaaneHHblil xoM-
ABIOTED NORHEPXKMBAET NPEAIOXKEHHELIAR ANTOPUTM X2UKPOBAHHS, TO
OH BOMKeH otBeTyTh naxketoM LCP o cornacuy ¢ npeanoXeHHbIMY
napaMeTpami. B npoTHBHOM Cliyuae BhinonHsercs ofyMex nakeraMu
LCP ang cornacosasys aaropyuTMa X31IHPOBaHHA.

[locne 2710r0 HauyyHaerCs ayTeHTH(MKALES Ha OCHOBE oOMeHa
niakeramy niporokona CHAP.

B nporokene CHAP onpenenehs: nakersl YeThipex THUMNOB:

e Brizos (Challenge);

« Orxmmx (Response);

» [ToaTeepxienue (Success);

» Otkas (Failure).

[Iporoxon CHAP ucnonbsyet ans ayTeHTHbUKALKYK YIAREHHOTO
1I0NB30BATENS PE3YNbTAT IWH(POBAHAS NTPOKIBONBHOIO CHOBA-BHI30O~
B2 C NOMOWIBIO YHHKANLHOTO CEKpeTa. BTOT CEKPET MMEETCS Kax y
NpOBepKIONIEH, TAK K Yy TIpoRepsieMoit cTopousi. Tlpouenypa ayTeH-
THhUKALMY HAaYKHACTCS ¢ OTIIPABKY CEPBEPOM YIIANEHHOIC jlocTyra
nakera Boisop {puc. 13.4).

fiposepmouias {ipopepaeman
cropoxa CTOpOKa
H b
| !
; CHAP-8bI308 :
‘ '
4 b
i BruucneHns |
' CHAP-orknmK xau-xopa |
i ]
H H
4 [
: Baiwucnenve ‘
f XOUMKOAA CHAP-nogreepskaesme :
: f
! '

WK DAIDRIA CAASK

Puc. 13.4. illary npouecca ayrenTiduxauuy o nporoxeay CHAP

YaanexHblit KOMIBIOTED, NONYMUB nakeT BbizoB, 3aindposbiBa-
€T €10 C IOMOLIBIO OBHOCTOPOHHEH (YHKUMM ¥ H3BECTHOTO €My
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cexpera, nosysas B pesyiabrare Nakmkect. JaiokecT sosspataercs
TIpoBEPsiIOUIeH CTOPOHE B Buae naketa OTKAUK.

Tax Kax HCNOAb3YSTCH CHHOCTOPOHHSA X3li-(PyHKilMs, To 1O
nepexsadeHibpiM f1aKeTaM BbizoB ¥ OTKIMK BBIMMCAKTL Haponh yia-
JICHHOIO FIOIL30BATENS PAKTHYCCKH HEBO3IMOXHO.

TTonyuus naxer OTKIMK, cepBep YIAICHHOIO ZOCTYNA CPABHHBA-
eT CORCPXRUMOC DPEe3yiibTata M3 NojayueHHOTo naxera OTKAKK C pe-
3YILTATOM, BBIMUCRCHHBIM CAMOCTOSNTENBHO, ECIH 3TH DPE3yibTarThi
COBIIAJIAXOT, TO aYTEHTH(ODHUKALIMSA CHHUTACTCA YCHEWHON Y Cepaep Bhl-
ChiACT yIaNeHHOMY KOMITbIOTEPY f1axkeT {loarsepxaesHue.

B 1IpOTHBHOM CIyYac cepBep YAARCHHOTC ROCTYIa BhICHUIaLT fa-
ket OTKa3 M pa3spbiBaeT CeaHC CBS3Y.

TTaker Bbi3os ZOMXKeH OblTh OTHPABJICH CEPBEpPOM IOBTOPHO,
ecliy B OTBET Ha Herc He Obut nonyyes naxer Otkaux. Kpome 1010,
naxeT BriZOB MOXET OTHPaBASTRCH MEPHOMHMYECKH B TCUSHME ceaHca
YEANCHHON CBSI3M WISl NPOBEOCHHS IHHAMUMESCKOR ayTCHTH(DUKALNY,
10061 YOCAUTHCH, YTO NPOTUBOIIOIOKHAA CTOPOHA He Obina fogMe-
Hesa, CooTBeTCTBCHHO nakeT OTKAMK NOKEH OTHIPaBNAThCS NpoBe-
psAeMoii CTOPOHO# B OTBET HA KaXIbiit NPHHATHIN NakeT BbizoB.

Nporoxon $/Key

OnusuM U3 Hanbosiee pacnpoOCTPaHEHHBIX NPOTOKORAOB AYTeHTH-
rKauKK Ha OCHOBE OEHOPA3OBLIX TIAPONIEH ABNACTCA CTAHAAPTU3O-
paHuslét B MuTepHere nporoxon S/Key (RFC 1760) [9, 321 Dror
NPOTOKOJ PEaiM30BAH BO MHOIMX CHCTEMaX, TPeCyiomux HNpoBepKH
FOMAMHHOCTY YARJICHHBIX [IONb30BATENeil, B HACTHOCTH B CUCTEME
TACACS+ xomnanuy Cisco.

TIepexpaT OHOPA30BOIO Napwisi, ICPeZABACMOI0 IO C&TH B TIpO-
lecce ayTeHTMMWKALUKY, HE TNPENOCTABNSCT 3TOYMBINICHHHKY BO3-
MOXGOCTH TIOBTOPHO MCIIONB30BATh 3TOT 11ap0Jik, TAK KAK TIPH CREIYyIo-
el TpOBEPKE TIGANMHHOCTY HEOOXOAMMO NPEOBARIATL YXKe JpYyrok
naponb. [loaroMy cxeMa ayTeHTHUKAUMY HA OCHOBEC OJHOPA3OBBIX
naponeit, B wactHoctT S/Key, nosponiser nepenasath 1o CeTH OZHOpa-
308bHA TAPONL B OTKPHITOM BHAEC H, TAKHM 00PasOM, KOMITEHCHPYET OC~
HOBHOM HEZOCTATOK [IPOTOKONG ayreHTuduKaimuu PAP.

QOaraxoe craeoyeT OTMETHTB, YTC npotokon S/Key He uexmovaet
HEeOoOXOOMMOCTh 3a8IAHMA CEKPETHOIC Mapois AAf XaWIOro osb3o-
BaTeNst. DTOT CEXPETHRIM Naponb MCIIONb3YeTCs TONBKO JUIA TéHepa-
UMM OOHOpa3oBbix naposiefl. JUst Torc yrolbl 3A0YMBUMICHHHMK HE
CMOI' 10 [EPEXBAYCHHOMY OIHOPA30BOMY 1APOMIO BBIMHCAHTH CEK-
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PCTHBIK HCXORHBI NApONs, reHepaitvs OAHOPA30BRIX NApOiei Bbi-
MONHSACTCSH C NOMOLIBIO OAHOCTOPOHHEH, T. €. HeoBpaTuMoi, PyHK~
iy, B xavecrse TAKOR ONHOCTOPOHHEH QYyHKUKME B CrIeUMObHKa KN
aporoxona S/Key ornpenener anropurM x3umpopanus MD4 (Mes-
sage Digest Algorithm 4), Hexotopsie peanusauus nporoxona S/Key
B Xa4€CTBE OAHOCTOPOHHEH DYHRKUHEK HCIOAB3YIOT aJIFOPHTM XOLUK-
posanusi MDS (Message Digest Algorithm 5).

TTosicHyM ocHoOBHYIO Mgl npoTtoxona S/Key Ha caeayoouiem
npuMepe.

ITycTh ypaneHHOMY NOAL3OBATENIC (MPOBEPACMON CTOPOHE) A
PErVASPHOro NMpoXoxXaenus ayreHtuduxanum reobxoaum nHabop #3
100 onxopazoBkiX Haponei.

ITposepsieMoii  CTOpOHE 33paHee Ha3Ha4aeTCS TIEHEDUPYEMbIA
cny4aiiHsit KIod K B Ka4eCTBe €€ CeKPETHOro OCTOAHKOIO Napors.
3Jatem mpOBEPSIOUIAA CTOPOHE BBHINIONHAET HIPOLECAYPY HHUUKANK3A-
MM CIHCcKa onHopazossix N = 100 maponeit. B xone nasroi nipoue-
NYpbl IPOBEPSIOLA% CTOPOHA € NIOMOLUBIO OHOCTOPOHHEH QYRKIHK
7 BRIMMCASiET NTO KAIOUY K NPOBEPOYHOE 3HAUCHUE Wiy, s 1-10 OF-
HOPA30BOT0 naposis. st BRIMKCACHUS 3HAMEHMS W, Kmwod K non-
CTaRASIOT B KaYECTBE apryMeHta Qyrkuuy A ¥ naHHas GyHKumMs pe-
KYPCHBHO Bhintonusieres 101 pas:

wy = h(K), wy = HhH(K)), wy = i(R(R(K))),
Wiy = h(h(HCR(K)..)) = HOYK).

Hoentudrxarop 11oap30BaTEAA M COCTBETCTRYIOLLUM A 3TOMY NONb-
30BaTEMO CeKpeTHHIH KoM K, a Taxke HEeCceKpeTHuIe uucna N u wy,
coxpanswrces B B nposepaiouien croporsl. Uucno N sipnsiercs Ho-
MEPOM ORHOPA3ZOROTO NAPONA Ui OMEpPERHOH ayreHTHDHUKaUK U3
CIIKCKa ORDHOPa3oBbIX naponei. CAenyer OTMETHTh, MTO flOCAE HC-
NOL3IOBAHUS KAKIOTO TAKOTO ONHOPA30BOT0 Naposis HoMep N yMeHb-
LIACTCS Ha SAMHMLLY.

B npouecce ouepennon ayreHtuduxauny, NpoOBOAKMMOH noche
HHALHAMK3AUKA, NPOBEpseMas CTOpoHa NPEAOCTABASET NpPOBEPSIo-
e CTOPOHE CBOY MAeHTH(RUKATOD, 4 Ta BO3IRPALLAET COOTBETCTBYIO-
wiee aToMy mnentudukaropy uucao N, B rauwem npumepe N= 100,
3aTem npOBepAeMas CTOPOHA BHIMUCINAET 110 CBOEMY CEKPETHOMY
xnouy K OnHOpPa3zoBbIi napons

Wise = hR(R(BK))..))) = BOK)

¥ TIOCHUIACT €10 NPOBEPSIIOUICH CTOPOHE.

20 . 3348
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losyuns 3HaueHHE w(y,, TPOBEPAIOIIAS CTOPOHA BBIMONHSET
HaZi HHUM | pa3 OOHOCTOPOHHION OYHKILMIO Wiy = A{w]y). Hanee
NPOBEPSIONIAsl CTOPOHA CPABHHBAET NOJYYEHHOE 3HAYEHHE wi €O
3HayeHNEeM w,, M3 bI. Ecnu oHM cOBnanaior, TO 3TO O3HAY4ET,
YTO ¥ Wiy = Wge M, CJICHOBATENBHO, aYTCHTHOUKALMS SABASETCS YC-
MELIHOK,

B cayuae ycnewsoft ayrenTrduKaunn nposepsiomias CTopoHa
sameHsieT 8 b/l ans nposepseMoil CTOPOHB! YHCHO W, Ha MONYYEeH-
HOE OT HEE YHMCNIO Wiy, 4 uucno N Ha N=N-1. C yyerom roro,

4TO NPH YCIICIIHOf AYTCHTH(MMKALNK HOMEP OXHOPA30BOTO FADOJIS
N nns ouepemsol ayreHTHOuMKanKK yMeHsluwics Ha |, 8 B/l npo-
BEPAIOLIEN CTOPOHB!I COBMECTHO ¢ MASHTHDKKATOPOM M CEKPETHBIM
xmoyom K nposepgemMoil cropoubt OyAyT XpaHuThes yucaa (N- 1)
M Wy 3HECHh IO Wy, MOHMMACTCH TONYHEHHBIH OT nposepseMon
CTOPOHBI {IPH YCIEWHON ayTeHTHOMKALMK [OCNeaHKE OnHopalo-
Bplil 11apons. flocne UCOAB30BaHNIA OYEPEHHOTS CITHCKa OXHOPA30~
BBIX [13pOJCH [IpOHeaYpd HHHLHUIMIALMK AOMKHA BbITOTHATHCH
CHOBZ&.

Huorma xenarenbho, 4roGsl MONB3OBATEND KMEJI BO3MOXHOCTH
caM HA3HAYATHh CEXpeTHbI! NMOCTOosHHBIA napons. las ocyutecrsne-
HHA Takol BOIMOXHOCTH cremmcprxaums S/Key npenycMarpupaeT
PEXHM BBIYMCHCHMS OIHOPA30BHIX [1apOicH HE TOALKO HA OCHORE
CEKPETHOTO I1ap0Jis, HO M HA OCHOBE reHEpHPYCMOTO fIpoBepsouiei
CTOPOHOH CcnyuaiiHoro yKcna. TakuM o0pa3oM, B COOTBETCTBHMYK C
npotokoaoM S/Key 3a KaXIbiM NOIb30BATE/ICM 3aKPEIUIAETCH WACH-
THPHUKATOP M CEKPETHBIN TTOCTOSIHHBIN [TAPOJb.

flepen teMm KaK fpOXOAMTH aYTEHTHOMKALMIO, KAXKIBIA 107b30O-
BaTeib AOJIKEH CHavafla TIPOUTH fIPOLEAYPY KWHMLHMANU3AUNH OYe-
PEOHOIO CIIMCKA OAHOPA3OBBIX MaposieH, 1. €. (Pa3y NapoNbHON HHHU-
HAanu3alKK. Hannas $asa BRINOAHSETCH 10 3af1pOCY (10b30BaTeNs
Ha CEPBEPE YAVIEHHOTO ZOCTYIA,

Jis yoKopexusi 1pouenypht ayreHTHghHKalMKd onpeeseHHoe
YHC/I0 OAHOPA3OBBIX I1APOCH, HANPHMED HECKONBKO HECATKOB, MO-
XKeT ObITh BBIYMCAEHO 3dPAHEE M XPAHMTBCA HA YHAIEHHOM KOMIIBIO-
Tepe B 3aMNhPOBAHHOM BHAC.

fIpoTokos ayTeHTHOHKALKK HA OCHOBE OXHOPAZOBBIX Naponeil
S/Key npumeHsior, B YaCTHOCTH, A8 YIYHIICHHS XapakTePHCTHK
IPOTOKOJIOB HEHTPANMIOBAHHOIG KOHTPOJS INOCTYIIA K CETH YaIeH-
HbIx ntonssoparencit TACACS u RADIUS.
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13.2.2. llenrpanu30oBanHbi KOHTRONL YABNEGHHOTO
Aocryna

Ins ynpaslexna YHaIeHHBIMK COSIMHEHMSIMKM HEGONLIIOH Jjio-
KanbHOl CeTH BIIONHE JHOCTATOVHO CAHOIO CEPBEpa yORANCHHOTOo B0C~
TYna. QaHaKko ecly AOKANILHAT CeTh 06?361124}126’1‘ OTHOCHTEABHC BONL~
1IKE CerMEHTH M MHCAC VAANCHBLIX TIONb30BaTENnedl CYIUECTBEHHO
BO3pacTaeT, TO OAHOIC CEPREPA YAANEHHOTO A0CTVIIA HEAOCTAaTOYHO.

Tpy BCriONbL30BABKY B OAHOH N0KANBHOH CeTH HECKOABKUX cep-
BEPOB VAAREHHOIC 0CTYNA TpebyeTes LeHTPaNKH30BaHHbI KOHTPOMD
JOCTYIIa K KOMITLIOTEPHBIM PECYPCaM.

PaccmoTpyM, KaK pellaeTCs 3afiava KOHTPOAsS AOCTYa X CETH
VAAIEHHBIX HORL30BATENCH B COOTRETCTBUU C 0OpiuHON cxemofl, Ko-
TAZ YAQICHHDHIC NONLIOBATEAM NBITAIOTCS [OAVYMTL AOCTYN K CETe-~
BbIM PECYPCAM, KOTODBIC HAXOHATCS ION YNPABieHHEM HECKONbKUX
pasusix OC. Tlonp3oBatesb AC3BaHKBACTCS N0 CROCIO CEPREpa yaa-
JIEHHOYO BOCTYIa, ¥ RAS BRUTONHACT [UIt HETC NPOIICAYDY AYTCHTH-
thuxaumy, Hanpumep no nporokoisy CHAP. Honpsosarens noruve-
CKK BXOAMT B CeThb K o0paiacTcs X HYXHOMY CEpBEpY, Iie CHOBA
TIPOXOIMT ayTEHTHOMUKALKIO M ABTOPH3ALIKIO, B PE3YNIbTaTe 4ero no-
JydaeT MK HE NOAyYacT paspellieHne Ha BhINOMHEeHKE 3ATIPOLIEHHO
OfIePaLIKH.

HeTpyaHO 3aMeTHTh, YTO TAKas cxema Hey/oOHa NONbL30BATENIO,
NOCKONBKY €MY JIPUXOINTCS HECKONBKO PAa3 BHITIONHATH ayTeHTUDH-
Kauuio -~ NpK BXOOE B C¢Th HA CEpREpe YAAICHHOTO A0CTyNa, a {10~
TOM CIUE KAX/BIHA pa3 npy O0DaiueHUH K KAKIOMY DECYPCHOMY CED-
Bepy ceTi. [oMb30BATEb BHIHYXXIEH 3aiIOMHHATH HECKOIBKO PA3HBIX
naponeit, Kpome TOro, OH HOAXCH 3HaTh NOPAIOCK IIPOXOXIACHMUS
pasHEbiX npouenyp ayredTudukaury B pasasx OC. Boswuxkaor Tak-
KE TPYEHOCTH C 3AMUHMKCTPHPOBAHHMEM TAKOK CeTH. AIMUHHUCTPATOPD
OOMKEH 3aBCAKTL YYETHYIO MHOQOPMELHMIO O KAXIOM NOnn3cBaTesie
HA KAXIOM ceppepe. 3Tu pasposHennbie b/l Tpyaso noazepxXuBaTh B
KOPPEXTHOM COCTOSIHMH. [IpK YBOABHEHUM COTPYAHHKE CHOXHO HC-
KAIOYKTB €70 U3 BCEX CIIUCKOB. BO3HUMKaIOT fipolaeMel fIpH HA3HAue-
HUM [1apoJielt, CYLIECTBCHHC 3aTPYAHACTCIH AYAMUT.

OTMeYeHHBIC TPYAHOCTH TIPEOAONEBAIOTCS NPH YCTAHOBKE B CeTH
HEHTPANKUIOBAHHOA CAYXOE! ayTeHTH(hHUKAUKKY M asTOpu3auuy. [Ing
LEHTPAMKUIOBAHKHOIG KOHTPONS BOCTYIIA BHIACAACTCH OTHENbHbIN Cep-
Bep, HA3RIBACMBIN cepeepoM aymenmugurayuu. DioT cepBep CIYXUT
RS TIPOBEPKH NOAIMHHOCTH YAUICHHBIX NONL3CBateicit, onpeneie-
pitie
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HKA HX [ONHOMOUMH, a Taxke (yXcauyyl ¥ HaKOIUICHHS perKcrpa-
iyonyok uHdopManKy, cpa3aHHON C ymaneHHuIM HocTyroM. Ha-
HEXHOCTH 3aLUKTH TIOBBILLUAETCH, €CHY CEPBEp YAANEHHOTO IOCTYA
3anpammsaeT Heobxonyumyio Ans ayredTHduxauuy uHdopmankio
HEIOCPEACTBEHHO Y CepBepd, Ha KOTOpoM xpaHures obias B cuc-
TEMBbI 338HIMThI KOMHbIOTEPHOK CETH.

OnHaxko 3 GONBLUIKHCTEE CIIYYAEB CEPBEpPH YRAACHHOTO AOCTYIIA
HYXKIAI0TCH B OCpelHHKe JUig B3auMolefcTsus ¢ uenTpaibHof b/l
CHCTEMBI 3allIMTHI, HATIPHMED €O CAyXOOH KaTasoroB.

Bonsmmserso cetessix OC ¥ ciryx0 KaTanoros coxpaHsior 3ra-
AOHHBIE TTIAPONYK TIOAB3OBATENEH ¢ HUCIIOAB3OBAHKEM ONHOCTOPOHRETO
XSUIKPOBAaHHS, 4TO HE [IO3BOJBIET CEPBEPAM YAAIEHHOTO IOCTYNA,
CTARIapTHO peanusylowmM nporoxonst PAP u CHAP, ussneys or-
KDBITBIH ITANOKHBIM NEPOJIL HAS FPOBEPKH OTBETA.

Pojis nocpesidKKa BO B3aMMOZEHCTBHM MEXIY cepBepaMy yia-
JACKHOIO AOCTYMA ¥ UeHTpanbuoi Bll cHcTeMsl 3alHUTH MOXET ObiTh
BOWIOKEHA Ha cepBep ayTeHTHuxaumy. [leHTpann3oBaRHbLIA KOH-
TPOJIb YIARCHHOTO AOCTYNA K KOMITBIOTEPHBIM PECYPCaM ¢ NIOMOBIC
cepBepa aYTEHTHRUKALKY BHLIMOJHSETCHS HA OCHOBE CIELIMANU3KPO-
BAHHbBIX IIPOTOKOJOB. JTH (IPOTOKOAB NO3BOJAKIOT OOBEHMHHTL HC-
TIONL3YeMble CEPBEPhI YRANCHHOIO JOCTYIA M CepBep ayTeHTHghMUKA-
LKK B OAHY FIOACHCTEMY, BHINONHHIOWYIO BCE (DYHKLHH KOKTpOIS
YHANCHHBIX COeAMHEHKI Ha OCHOBE B3aKMMOIEHCTBMS C LEHTPANLHOMN
b/l cucrembr 3amuThi. Ceppep ayTeHTHOMKRIKYK CO3EAET COMHYIO
TOYKY HABNIONEHKS ¥ IPOBEPKY BCEX YRANEHHBIX ITONn30BaTENeH K
KOHTPOJMMPYET JOCTYH K KOMITLIOTEPHBIM PECYPCaM B COOTBETCTBHK C
YCTAHOBREHHBIMY FIpaBUAaMM.

K snaubonee nonmyngpHsiM IPOTOKOAEM LICHTPAN30BEHHOTO
KOHTPONA HOCTYNIA K CETH YIANEHHBIX FOAL30BATEIEH OTHOCATCH
nporokonkl TACACS (Terminal Access Controller Access Controi
System) ¥ RADIUS (Remote Authentication Dial-In User Service).
Omy npensHasHadeHsl B NEPBYI0 OvMepels UL OpraHu3aluit, B ieH-
TPaNibHOM CETH KOTODHIX HCIIONAL3YETCA HECKONLKO CEPBEpOB YAANCH-
HOTO JOCTYIA. B 3THX CHCTEMBX aAOMKHHCTPATOD MOXET YIPaBisTh
B unentHdHKaTOpOB ¥ naponel oAn30BaTENCH, NPEROCTABIATH
VM FIPMBHJIEIHE EOCTYIIA B BECTH yyer obpaulesull X CucTeMHbIM pe-
cypeam [9].

TIporokoabt TACACS u RADIUS 1pebyioT npuMEHREHUS OTIEHb~
HOTO ceppepa ayteHTH(OUKAUNH, KOTOPbil IS MIPOBEPKH {0 HHO~
CTH MOALIOBATENAECH U ONPEIESCHHKS UX TOTHOMOUNH MOXET UCHOMb-
30BaTh HE TOABKO cobcTBennyic B, HO ¥ B3auMOAEHCTBOBATHL C CO-
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BpEMEHHBIMI  clyxBamy karaioros, sHanpumep ¢ NDS (Novell
Directory Services) n Microsoft Windows NT Directory Service. Cep-
pepbl TACACS u RADIUS shictynaior B KayecTpe 10CpeAHIMKOB Me-
Ky CEpBEpamMy YHAIERHOIO HOCTYNA, NMPMHUMAIOMIMMHI 3BOHKH OT
noAb3opaTenei, ¢ ONHOR CTOPOHDBI, M CETEBLIMM PECYPCHBIMH CEPBE~
pamy ~ ¢ apyroit. Peasmsauun TACACS u RADIUS Moryr rakke
CAYKWTD NOCPEAHUKAMH [UIS BHEIHHUX CHCTEM ayTeHTHOUKALMH,

PaccMmoTpuM OCODEHHOCTH LEHTPATK3OBAHHOIC KOHTPONS yia-
AEHHOTO JIOCTYNA Ha npuMepe npotokona TACACS (puc. 13.5).

Cucrema TACACS BbINONHEHA B apXHTEKTYpe KIHMEHT—CEPBED
{32]. B xoMmmploTepHOR CeTH, BXAKYAOHIEH HECKOABKO CEPBEPOB
YIRTEHHOIO JOCTY1a, YCTaHABIMBACTCH ONMH CepBep AyTeHTH)MKa-
{314, KOTopsiit HaspiBawT cepBepoM TACACS {06biuHO 3710 NIpOrpaM-
Ma, paGoTaloias B cpeae yRupepcanbyoh OC, vaute Beero Unix).

Ha ceprepe TACACS dopMmupyetes uextpaibras 6aza y4eTHOH
wHpopMaLud 06 yIANEHHBIX NONL30BATENSX, BKIIOMAKOILAN HX HME~-
Ha, 1apoiK ¥ NONHOMOYMS. B ITOJIHOMOYMAX KAKIOIO NOALIOBATENSN
3aJRKOTCS MOACETH, KOMITLIOTEPE! M CEPBHCHI, € KOTOPHIMHM OH MOXET

PacypoHbie capsnpb

Cepaep
TACALS

Basa gaHHmx
GACTOMb
Cepaepb! 3aBMUTH
YARNeHHOro
AocTYNA

Cepbep
RAS

TenedoxHan Internet

=j=f==]a]=

YpanerHsie nonk3oBaTeny

Puc. 13.5. Cxema HEHTPANM30BAHHONO KOHTDOAR YAAICHROTO NOCTYNA
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paloTaThk, & TAKKE PaIHYHLIE BHIL! OrpaHMYEHHKE, HANPUMED Bpe-
MeHHbIe orpakuieHus. Ha stoMm cepeepe Beneres bJL ayawuta, 8 xo-
TOPOH HAKAIUIMBACTCS DErMCTPALMOHHAN MH@POPMALMS © KaXKIOM
JAOMKYEeCKOM BXOLC, GPOHROTIKHTCABHOCTH CCCCHY, @ TAKXKC BPEMCHHK
VCTIONL30BAHHSA PECYPCOB CETH.

Knnenramu ceppepa TACACS sBnso1cs cepBephi YAANEHHOIO
JOCTYHa, TPUHMMAIOWHE 3anpochl HA HOCTYR K pecypeaM Cetd OT
yhaJeKHBIX ntonb3opateseit. B kaxubiit Tako# cepeep Berpoedo 1O,
peanusyiolllee CTAHZAPTHBIE IIPOTOKOs, A0 KOTOPOMY OHM B3aHMO-
jencTryioT ¢ cepsepoMm TACACS. DT0T IpOTOKON TAKKE HA3bIBACTCH
TACACS.

IIporoxon TACACS crannapTi3yeT cXeMy B3anMOICHCTBHSA cep-
BEpOB yaaneHHoro mocryna ¢ cepsepom TACACS Ha OCHOBE 33/laKKs
BO3MOXHBIX THIIOB 33TIPOCOB, OTBETOR # coennuennit. OnpeaeneHsl
3a1POCHl, © KOTOPHLIMY KIMEHTBHI MOTYT OOpAIUATHCS K CepRepy
TACACS. Cepbep HAa KaxIbili 3aGPOC AOMKEH OTBETHTE COOTBETCT-
BYIOLIKM cooblueHeM. TTpOTOKON 3aHaeT HECKONHKO TUROB COCoHHE-
HU, KAXA0€e M3 KOTOPBIX ONPeReNseTest Kax MOCIe10BATEABHOCTD 11ap
3aNPOC~OTBET, OPHEHTHPORBAHHAS Ha pelleHUe OTICHbHOM 3aauu.

OrnpeneneHo TpY THRA COeANHEHMI:

e AUTH - BBIfIOAHSETCS TONMBKO ayTeHTHGOMKALHS;

« LOGIN — ppinonusiercs ayredtuduxauus » duxcupyercs no-

I'HYECKOE COSRMHEHNE ¢ [TONb30BATENEM;
e SLIP — suinonHsierest ayTeHTHhUKaLNAs, DUXCHPYETCS AOTH-
ECKOe COCOMHEHYE, HoaTeepxKaaerest {P-anpec KinenTa.

C nomowno coeauHenuss AUTH ceppepsl ynanedHoro zocTyna
nepernanpapnsor cepeepy TACACS noToK 3anpocoB HA JIOTHYECKOe
FIOAKIOMEHHE NOJIh30BaTese K cety 8 uenoM. Coeandedne LOGIN
CHYXKUT IULS fieperanpasnenus anpocos ceppepy TACACS na snoru-
YecKoe IOOKTIOUCHME TIONB3OBATENCH K OTHC/IBHBIM KOMIThIOTEpAM
JOKANHHOM CeTH.

flpy coenunenny AUTH cepsep ynaieHHOro o0CTYNa mochiAasT
Ha ceppep TACACS tonpko onHo coobluerue — maker AUTH, wa
xotopslit ceppep TACACS oreeyaeT coobwernem REPLY.

Ceppep TACACS Ha OCHOBEHMH HMEIOWIMXCS Y HEIO HaHHBIX
OpoBepsieT NapoNis ¥ BO3BpallaeT orseT B Buae naxeta REPLY, rae
coobllaer 00 ycrmexe Wiy Heyeriexe ayreHTHdukawmn. B cooTerey-
Bry ¢ nporoxonom TACACS napons nmepeinactcss MEXy cepBepoM
YAQIEHHOIO JOCTYNA ¥ CEPBEPOM aYTEHTHMUKAELIMK B OTKPHITOM BHUIlE.
Hoaromy nporoxon TACACS HeoBXooyMO HPHMEHSITE COBMECTHO C
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NPOTOKOAOM ayTeHTH(MUKALMY [0 ORHOPAROBbIM NTAPOIAM, HAIpUMED
¢ npotokonom S/Key.

Ha ocHoBaxuK noayueHubix oT cepsepa TACACS yxazauuis cep-
Bep YIAJEHHOIO ZOCTYNA BHIIOIHAET Npouelypy ayTeHTHGHKaUMK K
Pa3peIacT Wil HE DA3PeilacT YIaNCHHOMY fIOJIBI0BATER IO JOIHYECKH
BOWTH B CETh.

Ceprep TACACS MOXeT BHINOAHATE 8YTEHTURHKALKIC ¥ aBTO-
PU3ALKIO YIAIEHHBIX ORL3OBATEER PaNIMUHBMY cliocobaMmu,

» KUCHIONIL30BATh BCTPOCHHBIM MEXaHW3M ayTeHTUdUKaUud TOH

OC, nox ynpapiesueM KoTopoii paboraer cepsep;
» KCTIONH30BATDh LIEHTPANKIOBAHHMIE CripaBouHsie cuctemb OC;
» KCIIONB3OBATH CHCTEMBI AYTEHTHGUKALNM, OCHOBAHHbIE Ha O~
HOPa30OBbIX [1APOIsX, HanpuMep cucteMy SecurlD;

» [IEPEAABATL 3ANPOCH JAPYFMM CHCTEMAM ayTEHTUODUKALNNY, Ha-

apuMep, cucreme Kerberos,

ClienyeT OTMETHTD, 4TO HemocTarku nportoxona TACACS, ces-
3aHHBIE ¢ OTKPHITON nepenaueit naposis o CeTH, YCTpaHeHbi XOMMa-
uueit Cisco B sepcuu, naszsaHHol TACACS+. B COOTBETCTBHU ¢
npotokoaoM TACACS+ napons s riepesayy 1o CeTy wudpyerest ¢
nomoweie anroputva MDS5, TACACS: npeaveMaTpusaeT passelib-
HOe xpaHeHue bJl ayTeHTHNKAUMOHHON, ABTOPH3ALMOHHONR 1 yyeT-
HOR uHopMalMy, B TOM HKCAE M HA Pa3HbIX CEpBEpax. YAYMLIEHO
s3aumoneicTaue ¢ cuctemoit Kerberos,

ApYroil pacnpoCTPaHSHHON CHCTEMOR LIEHTPAIKIOBAHKON ayTeH-
THhHUKALMYA NPK ylaneHHOM NOcTyne sasiasercs cuctema RADIUS.
ITo cBouM (yHKLMORAIBHBIM BOIMOXHOCTSM nipoToxonsl TACACS
1 RADIUS npaxtiuecky 3KBHBaREHTHH M ABASIOTCA OTKPHITHIMH
cramfapTamy, oaHako nportoxon RADIUS cran Gosee nmonyisipex
CpelM NPOU3BOOMTEAEH CUCTEM LIEHTPAIM30BAHHOIO KOHTPONS YaAa-
FACHHOIO HOCTYNA, 3TO CBAREHO C TEM, YTO OCHOBAHHOE Ha HeMm cep-
Beproe ITO pacnpocrpassercs Gecmiarho. KpoMe TOro, ApOTOKOA
RADIUS Menee cioxen B peannzaliuy.

13.3. YnpaBneHue JOCTYNOM NO CXeMe OJHOKPATHOrO
BXOAA ¢ aBropu3aymen Single Sign-On (SSQ)

BoaslivHCTBO  nonb3oBaTenel  MAGOPMALMOHHBIX CPEACTE #
CHCTEM MCNOABLIYIOT KOMIBIOTEPH! WIS NOCTYNHA X PAAY CEPBUCOB,
BYith 3TC HECKOABKO JIOKAAbHBIX NIPHOKEHUI HAK CAOKHBE NIPUIO-
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XKEeHUs, KOTOPbIE BKAIOUAIOT OAHY K Ooice yAANeHHBIX CUCTEM, K
KOTOPBIM MalliyHa J10/1b30BATSAS HOACOEIMHSCTCA yepes ceTh. B ue-
X obeciieyeHUs 0e30NaCHOCTH MHOMME IPWIOXKEHUS TPeBYoT Npo-
BEIICHMS AYTCHTUDMKAaLIMY TIONH30BATC/As, MPEeXIS H4eM €My JHanyr
JOCTYII K CEPBYCAM M JAHHBIM, NIPEAOCTABISACMBIM MIPUACKEHNEM.,

KoHeyHsIe [0a530BaTe/iK OORIYHO BOCHPHHKMAKT TaKue Tpebo-
BAHUK CHCTEMB DE30MACHOCTH K&K AONOAHUTERHYIO HATPY3KY, KO-
TOpas 3acTaBASCT NOMHEPXKHUBATL Y JIOMHUTL MHOTQUMCICHHbIE BXOA~
HBIE MACHTUDHKATOPBL ¥ MapoJiyd K KCIONLIOBATH KX KAKIBIA JCHL
110 HECKOABKC pa3, yroObl MMETh BO3MOXHOCTL BHIIONHSTH CBOK
obbruHyio paboty. JJOBOABHO 00blvHa CHTYALIMS, KOTAS OIHH FI0Ab30-
BaTe/ib UMeeT 5 u 60sce TAKMX OAL3OBATEARCKMUX accounts, Bee Ha
PAIUYHBIX TUIaTHOPMaX, C PA3IMYHBIMY NPaBUIaAMK AN ZNWH Ma-
POACH, a4 TaKXKE ¢ PayIMYHON YacTOTOH MX 3aMeHsl. flomspsomareib
AomxeH nuGo 3ayquBath uX, NubC 3arucbiBath, HOABEPIras Tem ca-
MbiM D€3011aCHOCTb Cepbe3HOMY PHCKY, TaK KaK UX WM MOryT HaiTH
HEaBTOPH30BaHHMIC NOJH30BATEIH.

C yseanueHMEM urcha TpedyolIKX 3aNOMIHAHAS NaposcH, BO3-
PactaeT BEPOSTHOCTD TOTO, YTC 1M I1apony Oyiyr 3a0sIBaThes, a 3TO
notpebyeT OT AAMUHMCTPATOPOB JONONHMTEHABHBIX YCHAME 1O X
BOCCTAHOBACHKIO. DTy NPodaeMy YacTo Ha3bIBAKOT «POBIEMO MHO-
THIX BXOA0OB». Ee MO3BONsAeT pewiuth cXeMa 00roKpamnozo exoda ¢ as-
mopuzauued SSO (Single Sign-On).

Ynpagnesue noctyitoM o cxeme SSO j1aeT BO3MOXHOCTh [OJNb-
30BaTeiSM KOPIIOPATUBHOH CETH DK KX BXOAE B CEThb IIPOWTH OAHY
ayTeHTHOUKALMIO, NPeAbSBUB TOILKO OOMH pa3 napoib (iAKW KHHOH
TpebyeMblli ayTeHTURUKATOD), U 3ateM 0e3 ACITOAHUTENHHOH ayTeH-
TROUKALMY NOMYYXTh HOCTYIT KO BCEM aBTOPHM3OBAHHBIM CETCBBIM
pecypcaM, KOTODBIE HYXKHBI JUIA BhijOonHeHUus uX paboTbl. Takumu
CCTEeBBIMM PECYPCAMM MOIYT ObITh IPHMHTEPH!, HPWICKEHUS, (halibl
¥ ADYTUC JaHHBIC, PE3MEILAEMBIC 130 BCeMY [IPSANPHSITHIO HA CEPBE-
pax pasMMyHLIX THUNoB, pabGoramwux Ha Gase pasauydpx OC.
Ynopasinexue poctynoM no cxeme SSO MO3BONSET MOBBICHTB FIPOK3-
BONWTEABHOCTh TPYAA TIONL3OBATE e CETH, YMEHBLIKTh CTOMMOCTH
CETeBRIX Oflepalivil ¥ YAYYLIATE CETEBYIO BE30NMacHOCTS.

C dbysxuyoHUpOBatKeM cxeMbl SSO HEnoCPeACTREHHO CBA33HBI
{IpolecChl ayTeHTH(bUKaLny ¥ apropusanny. C [OMOWBI0 AyTCHTH~
$uKauK CHCTEMA [poBepsieT NOLNMHHOCTE fI0b30BaTeNls, B TO Bpe-
M5l KaK aBTOpPM3aLMA ONDSACASET, YTO MMEHHO DaspeliacTces Aenarb
11071h30BaTe 0 (OOBIYHO OCHOBHIBASCH HA €I'0 PONM B OPTaHM3aLuu).
DONBILKHCTRO floixonoB SSO LCHTPARK30BAHHO OCYILCCTRISIOT ay-
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TeHTUDHKALMIC NOABI0BATEAS. ABTOPHIAUKIO OOBIMHO BHINOMHAIOT
Ha pecypcax UEnesslX OOLeKTOB, XOTH HEKOTOpPHE NIPOABHHYTHIE
SSO-pemiesnn  UEeHTPAIM3OBAHHO OCYLIECTBISIIOT K aBTOPH3ALMIO,
[IPH 3TOM HCNOJB3YIOTCH NPOAYKTH UEHTPHIUIOBAHHOIO a/IMHHACT-
pHPOBaHKA GE301ACHOCTH, KOTOPHE OCYMIECTRISIOT aAMHHICTPRPO-
BaH{E ONHOMOUHA [TONb30BaTE/ICH.

Cxemy SSO nomuepxuBalOT TakKue CpPENCTBA, XKaK TPOTOKON
LDAP (Lightweight Directory Access Protocol), mpotokon SSL
{Secure Sockets Layer), cucrema Kerberos u unpacTpyxrypa yrpas-
aeHus oTKpbiTeiMy xnodamMu PKI (Public Key Infrastructure), a Tak-
X€ CPEACTBa HHTEIDAIMK CEPBHCOB KATAIOIOB K Ge3onacHocT. ITH
CPEACTBA K TEXHOAOTHH O0PA3YIOT BMeCTe QYHIAMEHT [UIS [IpKMCHE-
Hug cxeMs! SSO npu 06paboTke HaHHBIX CHCTEMAMH, KCIIOAB3YIOHIH~
MU pa3TuyHbie KOMOKWHAUHYK KIKCHTOR, CEPBEPOB, CEPBHCOB M MIpH-
FOXECHER,

Cywecrsyloutne peuteHusi cxembl SSO npoctupaoTes oT 11po-
cthix cpepcts o SSO-ceprucon Ha Baze ceternix OC NOS (Network
Operating System), MHOTOQYHKUHOHAIBHBIX fpuaoxeuudt u SSO
YPOBHS {Ipeanpuats [9].

Hpoemste cpedemea SSO Br04alOT Kow naponelt Windows u
K3t flaposieH, BCTPOCHHbIN B pOAYKThI, 10106416 Internet Explorer
M APYTHE 1aKeThl.

NOS§-based SSO-cepsucs: nai0T BOIMOXHOCTh ITOJH30BATENIO BXO-
AuThb B Takke cetesbie OC, kax Windows NT/2660/XP, NetWare unu
Solaris, ¥ TakuM 06pa30M FIOAYMATE JOCTYI KO MHOTHM HIH KO BCEM
ripunoxeHuaM, paboTanuinM Ha Haze NOS.

fIpodykmet SSO yposus npednpusmus, Takue xak 1BM's Gilobal
Sign-On u ap., 06RIYHO NPUMEHHIOT KOMOMHUPOBAHHEBIE MOAXOAH K
s5ign-on, OCHOBAHHBIE H& HCIONbIOBAHUK KIIHEHTOB M PrOXY, TEXHO-
JOI'MIK ¥ CTAHJAPTHI KpatHo#l ayrentudmkauuy, sxiwYyas Bsoca ID
110/1b30BATENS W NTAPOJISL.

13.3.1. Mpocras cucrema ogHoKparH#oro sxoga SSO

IIpocroe SSO-pemieHne COCTOUT B TOM, YTOBS! NIPOCTO ABTOMATH-
3MPOBATH NPOLECE NPEABABACHUA NHAPOAN. [INg MHOTHX U3 FIPOIYKTOB
SSO undopmannsg sxona (1. €. BMS 10Jb30BATENS U 11aD0AR) U AI006IE
HEOBXOMMMBIE 3aITHCH XPAHSTCH B CHICIIMANBHOM cepBepe ayTeHTHdH-~
Kauui. Ycnoarsys xanenTtexoe 10, niosp30osatens peasaBaseT cep-
Bepy ayTeHTHOMHKALHN TTapOb, B 3TOT CepRep COOBHIAET KAHEHTCKO-
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My 11O, x xaxuM pecypcaM MOXET TIONYMHTH HOCTYN f10/b30BATENS
{purc. 13.6). Knuenrckoe 1O npeacrasifer nOAL3OBATSNIO ZOIYCTH-
mpie oy, Korna nonezoparens spideper pecype, xwinentekoe 110
KCIIONL3YET MaBIAT BXOAA K SCTipts, fIPeROCTABICHHDIC CEPBEPOM dy-
TeHTHOUKALIKE, MTOOLI YCTAHOBUTD OT HMEHHU F10J1530BATENS COCAKHE-
HUKE C COOTBETCTBYIOHINM pECYPCOM LieneBoro ofnekra {CepBepa, Xoc-
T8, AOMEHA MM TIPUIOXEHEA).

TIonbacBATON:

Cepsep
ayTeMTAdMKauuM

Puc, 13.6. Flpocroe SSO-pepieHye — aBTOMATH3aLKS BXONE

TIpy aBTOMAaTH3ALKK TNIPOLEAYDH BXONa BLIICIHHAIOTCH CHACOYIO-
HiKE Lard.

1. Tlonpsosatenb fpelbsuBasieT cepsepy avrenTHdbuxauny na-
POJb, MCHIONLIYE CrleLMansHoe Kiuentckoe ITO Ha cBoeM mepco-
HAJBHOM KOMIMBIOTEDE.

2. Ceppep ayreHTHOEKALNY APOBEPSET, K KaKUM PECYpeaM Mo-
KeT FIONYMATE ZOCTYH 3TOT NONB30BATENb ¥ OTApPaRaseT 3Ty KHMOp-
Mauuo o6patHo Ha kauentckoe SSO-NpHsoXeHKUe COBMECTHO € He-
OOXONMMBIM MAHIATOM BXONA K SCripts IUIS COSHMHEHHS ¢ KAXIBIM
PaspeleHHbLIM PECYPCOM.

3. Knmenrexoe SSO-npuiioxeHye TIPENCTaBAACT NONBL3OBATEIO
IOCTYIHBIC PECYPChI ¥ BXOEHUT OT KMEHH IT0OJb30BaTe/A B BhiOpAHHbIC
TIPHAOKEHHUA.

ABTOMATHIALIMS NIPOLEAYDB! BXOAE NTO3BOJAET NOMYUUTH NPOCTYIO
cxemy SSO, HO npy 3TOM eite Bosbile NELECHTPARNIYETCS SIIMUHNACT-
pHpoBanryKe 6e30nacHOCTIO. PRI NOCTABLIMKOB NIpeANaraeT AOFOIHT~
TEJbHBIC CPEJACTBE LCHTPAAU30OBAHHOTO AMUHMCTPUPOBaHUs Oe3o-
TIaCHOCTbIO. T CPEICTBA KCIIONLIYIOT GTEHTOB B LICACBHIX CHCTEMAX
11 ofecrieyypalT ocHoBakHoe Ha ponsx {role-based) weHTpaIK30OBAH-
HOE RUMEHHUCIDUPOBAHME YYSTHBIX 3aNMCEN [Oab30BATEAEH M HH-
dopmainn 06 ux nonsoMounsx. B HEXOTOPLIX CIyHasAX UTH CPEaCcTsa
IMUHNCTPUPOBAHKS NONHOCTHIO OTACNEHb 01 cxeMpi SSO; B npy-
Tux — uHrerpuponasn ¢ $SO.
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{leproravyanbroh uenpio SSO 6u110 COXpalleKHe YHCAA HCIIO b~
3yeMbIX MHOTODA3OBBIX TIapoyieil WISl NONYYEHHR FIOMbL30BATENISMY
IOCTyna X ceteBbIM pecypcam. [lpu GopMUPOBaHUK COBPEMEHHOrO
pewiesust SSO nipuMeHsIOTCA TAaKKe TAKKE CPEICTBa ayTreHThdHKa-
LMY NOAB30BATENR, KaK TOKeHbl, uudpossie ceprucdukare PKI,
cMapT-KapThi K OuoMmerpuueckue yerpoicrsa. bonee coBeplIeHHbii
FIOAXOA K ayTeHTHGRHKALKK OObIMHO OCKOBAH HA HCNOAL30BaHHH TO-
keroB, Hanbonee u3seCTHOR CHCTEMOH ayTeHTH(UKAUMM SIBISAETCH
Kerberos.

{Ipoasunyrsie SSO-pelleHHs NPENOCTABINIOT GOMBIIE KOKTPONS
Hall NOJHOMOYMSIMH 10/1b30BaTENR, NOAACPKUBAEMBIMH ODBIMHO Ha
npukialHoM yposse. B npoaykrax SSO Moryr OniTh TAXXKE j10XIED-
XAHB! HETOKEHHBIE MEXAHM3MBI ayTeHTHOHKALMK, OCHOBAHKELIE Ha
ceprutuxarax PKI (B8 uactaoctd, RSA ClearTrust noasepxupaer
PKI).

13.3.2. S50-npoRyKTs YDOBHS NPEANPHITHA

SSO-11ponyKTH YPOBHS NPEANPUNTHA NPOSKTUPYIOTCS AAs OOMb-
LIMX KOMIIa@HKI C reTeporeHHON pacrpeseNeHHOK KOMMNBIOTEPHOHR
Cpeaoi, COCTOSILEH K3 MHOTHX CHCTEM M NPHIOXKEHHUH.

XapaxrepHbiM ripeacraputeneM SSO-NpPORYKTOB YPOBHsSI NpeH-
npuaTis asasercs npoaykt IBM Global Sign-On for Multiplatforms
(zanee HasmiBaemplit GSO). {Iponyxr GSO npencragnser 6esonac-
HOE, IPpOCTOE pelieHne, NO3BOAAKCILEE FIONYYATh NOCTYNT K CETeBHIM
KOMITBICTEPHBIM pecypcaM, HCNosib3ys ONHOKPATHLIM BXOH B CHCTE-
My. GSO ocBODOXMAET NONBIOBATEAN OT HEOOXOMUMOCTH BROAUTH
Da3AMYHBIC UASHTHOKKATODS ¥ NAPOIH Ui BCEX €ro LeNeBhIX 00b-
€KT0B, KoTopble BKIOYa0T OC, NporpaMMHbIe CPEACTEa KOMIEKTHE-
HOro riojik3opanus, b/l win npunoxeHus npyroro suaa {91

betino 651 yaeanbro, ecnd 61 GSO Mor nelCTROBATL KaK YHHBED-
canpHblit Oe30MaCHbIl, HaneXHbill MEXaHM3M ayTeHTHOUKALMK RAA
moboro nenesoro ofvekra. K coxaieHuio, takoe pemeHue yHudH-
LUHPOBAHHON ayTeHTH(UKALMM CO3AaTh HEBOIMOXHO, NOTOMY 4TO
OONBUIKHCTBO NPONYKTOB, KOTOPEIM TPebyeTcs cepruc ayTeHTHDUKa-
i{H, BBINONHAIOT NPOUCAYPY AYTEHTHOHKALKK PAIIHUHBIMK CIIOCO-
Bamu. YTo0bl cnenaTh peanbHOCTHIO TAKOW MACANHHBIR FIOAXON, O~
CTABILHMKK JODKHBI MOEM(ULIMPOBATL CBOM HIPONYKTH TakuM obpa-
30M, 4TOOL ofecneyuTs BrinoNHeHye Tpedopanult oOLlero craHnapra
X/Open Single Sign-On (XSSO).



316 HYacms 3. Texunosozuu 30MumMs: MEXCCemego2o 00Mena Cannsimi

Hosromy GSO npuaepXuBaeTcs peasibHOro 11OAXOAE, OCHOBAH-
HOPO Ha TOM (DaKTe, 4TO POZYKTHI IMOCTABIIMKOB HE NOAJNEPKUBAIOT
OOBEPEHHYIC BHEIHHIOKW ayTeHTHOHKaUHMI. [Ans ayreHTwduKauun
ITH NPONYKTH yaute Bcero Tpebyor upeHtudukarop ID ¥ nmapons
xaxpore nosbsosarens. GSO ocywecrasier Ge30nacHoe XpaHeHue
NTOIb30BaTeNbCKHX HaeHTHDHKaTopos 1Ds 1 naponeit, a Taxoke obec-
neyeHue MMM yenesbix OOBEKTOB, XOIAA IIONL3OBATENIO HYXHO
NPEeABABUTE [1apONb MpH Bxoge. D10 ocBoboXmaeT NOJAB3OBATENS OT
HEOOXOMMMOCTH FIOMHUTE ¥ sBoauth IDs ¥ napons Kbl #eHb
ARl K&XAOro Lesiesoro obbexrd.

Stueitxa GSO cozepxuT, 1o xpaiiHeii mepe, cepsep GSO u onny
paboYYIO CTAHIIMIO NOJL30BATENS, HAIBIBAEMYIO TAKKE KIMEHTOM
GSO. B avesike GSO moxeT GuiTh Gonee opHoro cepsepa GSO 4 MHO-
XKecTeo KiHeHTos {puc. 13.7).

Cepgrep
fenapramenTa

Pue. 13.7. Basossle xomionertsl GSO

Honp3osarens B3aMMOZEHCTBYET €O CBoeit pabouelt craHuued |
HEKOTOPBIMM LieNeBbIMH OBBEKTaMH (TIPHICKEHUAMU ), KOTOPhIE MO-
TYT BLIIONHATRCE HA 3TOH paboued CraHuuy MNM Ha Kakom-jaubo
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IPYTOM KOMIIBIOTEPE, HAPUMED CepBepe NerapTaMeHTa HAax cepae-
pax npHAOXeRUR.

Flepen Tem kax nauarb pabory, nOabIcBaTENs NOJIKEH BOMTH B
cBoio pabouyro ctanumio. OH npegsapager naponb WMenHo GSO, a
He pUAOXKeHKIO Wiy ZpyruM ceppepam. GSO BHINOHHSET AYTEHTH-
$HKaL0o, OCHOBaHHYKX Ha uaeHTrHhvkarope D u napose nons3opa-
Tenst (MHOIEA NOMIEPXKHUBAEMEIX CMAPT-KAPTOM KH CYKTHIBATEIEM
ormneyaTkoB nansues). Cepsep GSO BKIIOHAETCH B NPOLECT AYTCHTH-
$HKaLHK, ARS TOro 4robnl NIPOBEPUTH NAPCAb NOARIOBATLIS K W3-
aneys ero MmaHaar (credentials).

3arem GSO BROOUT NONB3CBaTENS B Lenessie obbexTst (npHno-
XKEHKS WY CEPBEPLI), ¢ KOTOPRIMK 3TOT NORXbL3OBATERb NOSKEH pa-
Ootats. GSO HUCnONL3IYET ANH BXCHA DOJAB3OBATENAS METCHBI, NPEeloc-
TapaseMpie leneBbiMU obbektamu. B Gonpuimncree ciyyaes GSO
UMHTUPYET BXOI NORLIOBATENS, nepeiaras uenenomy obvekry 1D u
[1apoib NOAB3ORATENS, KaK OyaTO BBOEMT KX CaM [10Ab30BATENb.
Baxroe pasnuyne, OUEBUIHO, COCTOUT B TOM, YTO TENEPH f10Ab30BA-
TEAX HE HYXHO 3anOMHH&Th 3TH uineHTHdHKarops: 1D u naponyu,
FIOCKOTbKY 3a00TY O HMX NIpUHKMaeT Ha ceba GSO.

GSO gBnseTCsl KIMCHT/CCPBEPHBIM TIpUIIOXEHUEM. B mononse-
uye K cepeepy GSO cyuiecTByer nporpaMma KiueHTa (CerMedT npo-
IPAMMHOIC KOEA), BBITIORHAEMAs Ha palodedl CTAHUMY NONb30BaTE-
7S, XOTopas B3auMojeiicTeyeT ¢ cepeepom GSO [9L

SSO-nposyxTsl YpOBHS TIPEANPUATHS OGAANAKT CREAYIOHNMK
IOCTOUHCTBAMHU:

« JOTIYCKAIOT HCMNONB3OBAHME MHOIKRX LEACBHIX IUIAThopM €O
CBOYMY COOCTBEHHBIMHI MEXaHU3MAMY RYTECHTURHKALIKH;
Be3onacHo xpaHst B Bl yueTHyo MHGOPMALMIO TONB30ORATE-
el (Takyo Kak naenTuduxarop 1D, napons ¥ HEKOTOPYIO HO-
TICRHUTERBHYIO HHOBOPMANKIO) Ha Kaxayio lenepyio naardop-
MY ¥ K&XA0I'0 TIOAb30OBaTENs;

* PAIMKANIBHO YMEHBIIAWT FOMO 3alpiBaeMBIX TNAponc#i, no-
CKOABbKY NapONy IONp30BaTeNedl xpauarcs OesonacHoe W Ha-
HEXHO;

» MCTIONB3YIOT METOOB! ¥ cpescTra OezonacHol ayreHTUDKKaIUA
H KOMMYHHUKALMK; YYBCTBUTCRHASY [IOAB3CBATEARCKAS HHGBOD-
MALIMA XPAHWTCA M NEPEHNaeTCs NO CETH TONBKO B 3aindpo-
BAHHOM BHIE.

Hepocrarxamu SSO-1IpCAYKTOB YPOBHSA NPEANPUSTHA ABAASTCH

KX OTHOCHTERbHO GOnBIIAS CTOMMOCTE M BHICOKHE TpehOBaHUS K
kBUTHOUKALKY O0CIYXKUBAIONIEro NEpCoHAaNa.
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13.4. NMportoxkon Kerberos

IIporoxon Kerberos HCTIONB3YETCH B CHCTEMAX KAHEHT—CEpPBEP
st ayrenTidukauny u obymeHa Kio4ueBOR uHGOpMaUHeit, NIpenHa-
3HAUCHHOR IS YCTEHOBICHUS 32LMILEHHOIC KaHANa CBA3M MEXAY
aboHeHTaMy, paboTaIOHMH KAK B JOKANBHOH CeTH, Tak H robans-
HBIX ceTsiX. JIaHHBi# NMPOTOKON BCTPOEH B KaveCTBE OCHOBHOIO PO~
TOKON2 ayTeHTndukauuy B Microsoft Windows 2000 » 8 UNIX BSD.

Kerberos ofecneunpaeT ayreHTHOUKALKIO B OTKPBITHIX CETHX,
1. ¢. 11pu pabore Kerberos noppasyMesaeTcs, Y10 JMOYMbIUUIEHHHKH
MOTYT NIPOH3BOAHTL CREAYIOLINE ZEeACTBHA:

« BRIABATH Cefs 32 ONHY H3 JIETMTUMHBIX CTOPOH CETeRoro co-

CHUHEHNS;
* UMeTh GUIHYECKK ZOCTYN X ONHOMY H3 YMacTBYIOHX B CO-
EHHHCHUMK KOMIIBIOTEPOB;

« JIEPEeXBATHIBATD JIO0KIC NAKeTH, MOZHPHLUUPOBATL HX W (MIK)

nepenasarh FOBTOPHO.

CoorseTcTBeHHO, ofecneueHHe OSe3zonacHocTy B Kerberos rno-
CTPOEHO TakuMm 00pa3oM, 4tolsl HERTPANHIOBATH A100sIC FTOTEHI K-
anpHeie npobieMBl, KOTOPHIE MOIYT BO3ZHUKHYTH M3-3a YKA3AHHBLIX
HEHRCTBHE 3;10YMBILLIICHHAKORB,

Kerberos paspaboran s cereit TCP/IP u noctpoed Ha oCHOBe
HOBEPHST YHACTHHKOB NPOTOKOAA K TpeThell (IOBEPEHHOMN) CTOPOHE.
Cnyx06a Kerberos, paboraooiuas B CeTH, OEHCTBYET Kak IOBEPEHHbi
AIOCpenHuK, obecneuBas HaleXHYI0 ayTeHTHOHUKALUHIO B CETH € 110-
clenyIoeH agTopr3alKuedt A0CTyna KiMeHTa (KIMEeHTCKOro NpHIo-
XEeHHS) K pecypeaM ceTH. JaulHIUeHHOCTh YCTAHOBICHHbBIX B paMKax
ceccuu Kerberos coeanHeHHR o0yCNaBnuBaetCs NPHMEHEHHEM CHM-
METPHUHBIX anropuiMor umdporarus. Cnyxba Kerberos paspensier
OTHEHAHHBI CEKpeTHbIR KII0Y ¢ KAKILIM CYOBEeKTOM CETH, H 3HAHHE
TAKOTO CEKPETHOTO KNIOHA PABHOCKILHO NOKA3aTe/IbCTBY NOAIHHHO-
CTH CyObeKTa CeTH.

Ocuosy Kerberos cocTapnsier npoTOKOR ayreHTHOHKAUMA H pac-
npenesenns wiouek Huaxoma — 1llpezepa ¢ Tperhedl OOBEpEeHHON
cropoxoi [9]. PaccMmoTpuM 37y BEpCHIO NPOTOKOAA. B yIpOTOKOAE
Kerberos (Bepcust 5) y4acTBYIOT IBE B3aHMONEHCTBYIOWHE CTOPOHBT W
nosepertplit ceppep KS, snimonHsiowHi pons lleHTpa pacrnpenene-
Hus KIoqei.

Brissigalomy#t (cxonHsi#t) o6pekt o0o3HauaeTes yepes 4, a Bol-
3piBaeMelil (O0BeXT Ha3Hauenns) — yepes B. YyacTHUKY ceaHca A H



Frasa 13, Huppacmpynmypa saumumst Ha npuxaadnom yposte 319

B umeroT yHuxansHsle upentuduxaropet Id, u Id, coorsercrenso.
Croponsl A H B, Kaxias no OTACALHOCTH, Pa3deisiOT CBOH CEXKpPET-
HbIH KoY ¢ ceppepoM KS.

Tlyctn cTOpOHa A Xouer NMOAYYHTH CEaHCOBEIH KoY g wHbop-
Malrosoro obmeHa co cropoHoi B.

CropoHa A uHKLHHpYeT $asy pacripelesie s KoueH, nockuiay
no cetk cepsepy KS unenrndmxarops Id, n Iy

A-> KS:1d, 1d,. (1)

Cepsep KS renepupyer coobiuenne ¢ BpeMeHHOH orMerkoit T,
CPOXOM AEHCTBMA L, CNIYyYaHHBIM CEAHCOBBIM KalouoM K U HUCHTH-
¢duxaropoMm Id,. OH wndpyer 310 COOGHICHHE CEXPETHBIM KITIOUOM,
KOTOpLI pasiessaeT ¢cO CTOpPORO# B,

3arem cepsep KS Geper BpeMeHHYIO OTMeTKy 7, CPOK HEHCT-
Bua L, ceancoBriit Kmoyu K, uneHtHouxarop Id, croponst B u wud-
PYET BCE 3TO CEKPETHBIM KIIONOM, KOTODPbIH pasiesser ¢o cropo-
HoH A. O6a 3TH 33uIM$POBaHHbIe COOCILEHNN OH OTIIPABISET CTO-
poue A:

KS — 4: E, (T, L, K, 1d,), E, (T, L, K, 1d,). @

CropoHa A pacuiudppoBhiBacT COOGLIEHHE CBOMM CEKPETHBIM
KJTIOYOM, TIPOBEPSCT OTMETKY BpeMeHH 7, 4rolbr yOeanThCH, Y10 3T0
coODLIeHKEe HE SBIAETCS NOBTOPCHHUEM TIPEABLIYIIEH NPOUCZYPH
pacnpesenseHus Knoue. 3aTeM cropoHa A4 TeHEPUPYET COOBHEHUE
co cBouM uaeHTHOUKatopom Id, n otmeTko¥ Bpemenn T, mndpyer
€ro CeaHcosmM KmouoM K ¥ ormipasidgeT cropoHe B. Kpome Toro,
A ornpasnsier s B coobuienue or KS, 331mdpoBaHHOEe KITIOYOM
cTOpOHs! B:

A-> B: B (1d,, T), Eg(T, L, K, 1d,). 3)

Tonbko cropora B moxert paciuudpopars coobutenue (3). Cro-
POHa B noNyvaeT OTMETKY BpemeHn T, CpOK AeHCTBHS L, ceaHCOBBIH
kmwou K ¥ upentndukarop Id,. 3arem cropona B paciundpossiBaet
CeaHCOBBIM KIIOUOM K BTOpYIO vacth coobiuenus (3). Copnanexue
spavenuit 7 u Id, B OByX vactsix cOOOIIEHMS TIOATBEPXIRIOT MOA-
JAUHHOCT A No OTHOWIERHIO K B.

J1nst B3aMMHOI'O YIOATBEPXKACHNSA TIOUIHHIOCTH CTOpoKa B cozna-
€T cooBiIeHHE, COCTOSLIEE K3 OTMETKH BpeMeny T mmoc 1, umdpy-
€T er0 KMo4YOM K M OTNPAB/ISET CTOPOHE A:

B> A E (T+ 1) 4
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Ecnm nocne pacundposanus cooitenus (4) cropona A nosiyya-
eT OXVAAEMBI} PE3YALTAT, OHA 3HAST, YTO HA APYIOM KOHLEC JMHMHA
CBS3M HAXORWUTCH HEHCTBUTENbHO B.

IJTOT NIPOTOKO YCHEUIHO paboTaeT NPy YCAOBHY, YTO Hacht KaX-
JOrO Y4aCTHHKa CHHXPOHU3UPoRaKbi ¢ yacamy ceppepa KS. Creayer
OTMETHTD, UTO B 3TOM NpoToKone HeobxoanM ofMmed ¢ KS mng nosy-
YEHKS CeaHCOBOIO KIIOUa KaXAbIH pas, Koraa A4 XenaeT YCTAHOBUTh
c8a3p ¢ B Flporoxon obecredusaer HaleXHOE COcanHeHne 00beK-
TOB A ¥ B nipy yCNOBUHM, 4T0 HM OOMKE K3 KIIOYEH He CKOMIIpOMETH-
posan u ceppep KS 3anmued.

Cucrema Kerberos uMeeT CTPYKTYpY THI2 KIUEHT~-CEPBED M CO-
CTOUT M3 XAMEHTCKHX vacteit C, yCcTaHOBIeHHBIX Ha scex pabouux
CTAHLMAX NOAB3OBATENEH U cepsepax cetH, U cepsepa Kerberos K§,
PACHIONATAIONIErocs Ha KakoM-inbo (He o0s3aTe/IbHO BLIAEACHHOM)
xoMiblotepe (M. puc. 13.8). Knuenramy Moryr OnITh IONH30BATENH,
a TAXKE HE3aBHCHMBIE TIPOTPAMMBI, BLIIIOAHSIOUINE Takue BeicTBn,
KaK 3arpy3Ka ynaaeHHsIX aioB, oTnpaska coobuienndt, aociyn x
bJl, nocryn K npuRIepaM, f0AYICHUE NPHBUNETHR Y aIMHHHCTPATO-
pauT O

Cepiep Kerberos KS, MoxHo pa3penuTs Ha IBE HacTH! cepiep
ayreuThrkaumuk AS {Authentication Server) u cepsep cnyx8sl shi-
navy Mannarop TGS (Ticket Granting Service ), Quanyecxy 911 cep-
Beph! MOryT ObiTh COBMELEH. MRGOpPMALIMOHKBIMI PECYPCaMH, He-
obxopuMBIMK KiMeHTaM C, yipasuser cepBep uHOOPMaLMOHHBIX
pecypcoB RS. Ilpeanonaraercs, uro cepBepsl cayxObt Kerberos Ha-
AEXHO 33IHILEHDI OT HH3UYECKOTO JAOCTYIIA 3NMOYMBILIIEHHUKOB,

Ceresnie cnyx6pl, Tpebyloime NpoBepKy NOMIMHHOCTH, M KiH-
EHTBI, KOTOPHIC XOTHT UCTIONLIOBATh 9TH CIYXObl, perucTpHpYIOT B
Kerberos cson cexperrsle xmouu., Kerberos xpanur bl o xmenTax
B ¥X cexperhelx xmoyax. Hanuume B 9108 b/l cekperHslX xiroueH
KAXKIOr0 NOALIOBATENS M PECYPCOB CeTH, TIOUIEPXMBAIOINX 3TOT
AIPOTOKO, MO3BOJSET CO3FaBath 3amiudpoBaHHble COOBIMEHHS, Ha-
TIpaBAseMble KIMEHTY WIHM CEpBEpy; YCIeiiHoe pacuindpopaHue
ITUX COOBLIEHMH U SBNHCTCH rapaHTHeR NPOXOXUCHHUA ayTeHTHU(K-
KAlLKK BCEMHM YYaCTHHKaMy NPOTOKOHA.

Kerberos Taxyxe COIMRET ceancosbie KAwu (Session key), KOTOPbiE
BBIZAIOTCS KJIMEHTY M cepsepy (Wny ABYM KJIMEHTaM) U HUKOMY
Gonpuie. CeaHCoOBBIE KIIOU MCTIONB3YETCS I wMbpoBaHUsA C006-
LIeHKH, KOTOPBIMY OOMEHKBAIOTCH HBE CTOPOHBI, W YHUYTOXAETCH
NOCNE OKOHYRHUS CeaHCa.
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Obnacte aeficrsua cucremsl Kerberos pacnpocrpaHsercst Ha TOT
Yy4HacTOK CeTH, BCE [0OjH30RATE/M KOTOPOIO 3aperucTpHpoRaHbl NOA
CBOMMM HMMeHamy ¥ napossamy B bJl ceprepa Kerberos.

YKpYIHEHHO TfIpolece WIeHTHGHKALKMM ¥ ayTeHTHGHMKALHK
rionk3oRarens B cucteme Kerberos Bepouy 5 MOXHO ONMCaTh ole-
nywuium obpasom (puc. 13.8).

K8

ObioaHaderua:

KS — copsep cucramst Kerberos

AS — cépBep aytoHTHDBKaLKE

TGS - cappep cny«Git BABRSHUR MAHAATOR
RS -~ cepaep BHOOPMELIKOHHIX PECYPCos

C e )MEHT CHCTEMBL Katbaros

Puc. 13.8. Cxena pabore npotokona Kerberos

Knpenr C, xenan noayuTh JOCTYI K peCypey CeTH, Harnpasaser
3ampoc cepsepy ayreHTHduxanry AS. Ceppep AS unenTrduumMpyer
TIONIH30RATE N ¢ TMIOMOIUBIC €50 KMMEHHM ¥ TIApONs ¥ BHICLIALT KiMeH-
Ty Mandam (ticket) Ha JOCTYI K CEPBEPY CiyXOpl BhINEICHYS MaHaa-
TtoB TGS (Ticket-Granting Service).

Ansi uCrionb30BaHKS KOHKPETHOTO LIESEROro cepsepa nHdopMa-
1HOHKBIX pecypcor RS xaument C zanpawmsaer y TGS mauaar Ha
ofipauieHye x uenepoMy ceppepy RS, Ecnu Bee B nopanxe, TGS paz-
peiaeT MCHoib30BaHKe HeODXOOMMBIX PECYpCOB CeTH M NOCHUIZET
COOTBETCTBYIOWNM Maruar xinenty C.

QOcHoBrBie Wwarn paborsl cucrembl Kerberos (oM. puc. 13.10)

{. C— AS — zanpoc kauenra C K cepsepy AS paspewiutk o6pa-
THThCS K cnyxBe TGS,

2. AS - C — paspewesse {Mamaar) oT cepsepa AS knueHry C
obparurtees X cnyxbe TGS,

3. C - TGS — zanpoc xinenta C K cayxbe TGS Ha moayuense
aonycka {(MaHnara) K ceprepy pecypeos RS,

4. TGS — C -~ paspewerue (Mamaat) ot cayx6et TGS knues-
1y C s ofpamienus K cepsepy pecypcos RS,

5. C - RS — 3anpoc unbOpMaHOHHOIC pecypea (ycayru) y
cepsepa RS.

6. RS —» C — foATBepXAEHME NOLNKHHOCTH cepsepa RS ¥ npe-
JOCTaBACHME HHPOPMAUHMOHHOIO pecypea (ycayru) knveHty C.

23 - 3348
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Ilam-zaﬂ MOIeNb B3aMMOICHCTBHSA KJIHMEHTA C CeEPBCPaMUY MOXCT
GHYHKLMOHUPOBATH TOMBKO NPH YCIOBKHY obecrieyeHUs KORDUICHLIH-
ANBHOCTH W LEHOCTHOCTH flepellasaeMoifl yrpasnsiomielt uHPOpMa-
uuy. Bez crpororo obecneuerns MEGOPMALKOHNEON $E30nacHOCTH
kaueHT C He MOXeT oTnpaBnsts cepBepaM AS, TGS u RS csou 3a-
FIPOCHI ¥ FIOJIYYATh PA3PELICHHA Ha JOCTYN K 00C/HYXKUBAHKIO B CETH.

Yrobrl K30eXaTh BOIMOXHOCTH NIEPEXBATa ¥ HECAHKUHOHUPO-
BAHHOYO MCNONL30BaHus HHbopmauuy, Kerberos rpuMeHsaerT Ipu
riepesaye N1000# yrpapnsomel HHOOPMALIHY B CETH CHCTEMY MHO-
IOKPaTHOIO WiN$POBAHMS C MCITOIH30BAHUEM KOMRIIEKCA CEKPETHDIX
KAIO4eH (CEXPEeTHRIM KIII0Y KIIHECHTA, CEKPETHBIH K04 CepBepa, Cex-
pETHbIE CEaHCOBBIE KMIOYM flapsl KiMeHT—cepsep). Kerberos MoxeTt
UCIOAKR30BATh PAINHUYHBIE CHMMETPUYHEIE ATTOPHIMBL HIMOMPOBAHMS
K X3HI-DYHKLIKE.

Ha ceropgnamauil menp nporoxon Kerberos spisiercss HIHMPOKO
pacrpocipasedHpIM cpeiacTBoM ayreHTudbukauuyu. Kerberos moxer
MCIIOABb30BATECS B COYETAHMM C PAIUUHBIMH KPUITOTPAOHYECKHMHU
CXeMaMH, BKJIiouass KGMPOBAKME ¢ OTKPLITHIM KIIOYOM.

13.5. MubpacrpyKiypa ynpaenemma OTKPHIThIMM
ruovamu PKI

Hcropuuecky B 3agauyy NIOGOTO LEHTPa ynpasneHus uadopma-
HHOHKOK 0e30nacHOCTBIO Beerpa Bxoaun Habop 3azay o ynpasne-
HHIO KJIIOY&MM, KCIIONH3YEMBIME DPa3NMYHBIMY CPEACTBAMU 3AILKTHI
unbopmanuy (C3M). B sror Habop sxomsit Bhiavya, oOHOBJCHUE,
OTMEHA ¥ PACIIPOCTPAHEHUE KIIIOUEH.

B cnydae penomb30BaHHS CHMMETPUYHON Kpuntorpadbuy 3anava
PECTIPOCTPAHCHHA CEXPETHBIX KIIOuel npencrasnsna nanbonee tpya-
HYIO fIpobaeMy, [IOCKOILKY:

» wig N noas3oBarenefl HeoOXOAKMO pPACHpOCTPaHUTL B 3aiMH-
WweHHOM pexume NN - 1)/2 xmoue#t, uro ofpemenutensto
npu N nopsiika HECKOJBKIX COTCH,

» CUCTEME DACHPOCTDAKEHHMS KIoYeh chroxHa (MHOro KouehH 1
3AKPHITHIE KAHAN PACHIPOCTPAKEHMS), YTO NPUBOAKT K NOAB/IE-
HUKIO YSI3BUMDBIX MECT.

AcMMmeTpuyHas Kpuirrorpadust nossonser oboiTi 31y npobse-

MY, DPEIVIOXHB K HKCIIOJNL3OBAKKIO TOABKO N CexpeTHnIX Kiloued.
Ipy 3TOM ¥ K2XKJAOr0 NOALIOBATENS TONBKO OOKH CEXPEeTHRIK KoY



Trasa 13, Hughpacmpyxmypa 3auiumst Ha npuUKAGoROM YposHe 323

¥ OAKMH OTKPBITHIN, DOJYYCHHBLIM RO CHEUMAIBHOMY aJTrOPUIMY M3
CEKPETHOTO.

Y3 OTKPHITOr0 KII0YA FIPAKTHYECKH HEBO3MOXHO OAYYHTE CEK-
PETHBIN, I0STOMY OTKPBITHIA KIIOY MOXHO PACiIpOCTPAHATS OTKPBI-
ThIM ¢nocoBoM BCEM YyacTHMKaM B3aumozeicTBHs. Ha ocHOBanuy
CBOETO 3aKPLITOIO KAIOUYa ¥ OTKPHLITOIO KMouya CBOSrO naprHepa fio
B3aVMOICHCTBIIO M0G0 YYaCTHHK MOXET BBINOAHNTD H100bIe KPUIT-
TOrpathHeCKHE OfICPALIKK. SJEKTPOHHO- 1M POBYIO NICANIKCH, PacueT
PABEEIISEMOTO CEKPeTa, 3aMNTY KOHOUISHUHAILHOCTH U LIENOCTHO-
¢y coolienus.

B pesynbrare peialoTes ABE IVIABHLIE NIPOGIEMDl CHMMETPUYHOM
Kkpunrorpaduu:

* NEPETPYXEHHOCTL KOJMYECTROM Kilo4eH — KX Teneps Beero N,

* CAOXHOCTb PACTIPOCTPAHEHHUNA ~— KX MOXHO PacrpoCTpaHaTh

OTKPHITO.

OpHako y 37108 TeXHOJOTUKM €CTh OAMH HENOCTaTOK — TIoABep-
XKEeHHOCTH arake man-in-the-middle {(yenoBek-s-cepesnuHe), xoraa
ATAKYIOWKA  WOYMBULMEHHAK DPaCnoOOXEH MEXAY YYaCTHHKAMH
BlapMoneNCTBusS. B 5TOM Cllyuae NOABNAETCS PHCK TMOAMEHb! NiepeRa-
BAEMBIX OTKPBITBIX KiIOUEH,

UndpacTpykriypa ynpaniesus OTKpslthiMp Kmouamu PKI (Pub-
lic Key Infrastructure) nossonser npecloneTh STOT HEXOCTATOK M
obecneunTtsh 3MEKTHRHYIO 3a1ATY OT araky man-in-the-middle,

13.5.1. NMpunyuns pyskymonmnposarns PKl

Undpactpykrypa orkpeithix Knoyel PKI npeanassadena Juis
HanexHoro ¢yuxuuonpponanns KUC ¥ 103800seT KaK BHYTpeH-
HHM, TaK ¥ BHEUIHHM [10Ab30BareiaM 0e30racHo oOMeHKBaTLCH HH-
hopManHesl ¢ JIOMOIIBIO LIENOUKHK NOBEPHTENbHBIX OTHOMER K. UH-
(hPACTPYKTYPRA CTKPBITHIX KIOUYEH OCHOBBLIBACTCA HA LIM(POBBIX Cep-
THh¥KaTax, KOTopbie AEHCTBYIOT FIOA00HO NEKTPOHHBIM ITACTIOPTAM,
CBA3BIBAIOHIMM MHAMBUEYAILHBIHN CEKPETHHIA KII0Y [10b30BaATENRA ¢
€r0 OTKPBITHIM KITIOHOM.

3ammrTa oY araxy man-in-the-middie

Tlpy ocyiiecTBieHUH ataky man-in-the-middie aTakyiommii Mo-
XKET HE3aMETHO 3aMEHMTH NMEPEeNapaeMple N0 OTKPLITOMY KaHany OfT-
KPBIThi€ KIIOUYHM 38KOHHbBIX YHACTHHKOB B3aUMONEACTRYS Ha CBOM OT-

2"
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KDPBITBIH KITIOY, CO3aTh PA3ACAREMBIC CEKPETHI ¢ KAaXIbiM M3 3aKOH-
HBIX YJacTHKKOB U 3aT€M FIEPEXBATHIBATh ¥ pacluipoBriBATL BCE HX
coOBIUeHS.

HoscruM Ha npuMepe (puc. 13.9) DeficTaKA araKyioumiero 1 cro-
¢08 331HTBEI OT 3TCH arakd. TIpennoscXiuM, Yo noiab3cBareny [ M
fI01b30BATENb 2 PELIIK YCTAHOBMTER 3alUMILEHHOE COCHUHEHUE,
paccuyTaE Oofwui JNa HUX paspenseMbift cekper no cxeme dud-
by — Xexmnmana, OnHAKO B MOMEHT NEPEHaYy [0 OTKPBITOMY KaHa-
Ny OTKPBITBIX Kiroyelt K| Xf nonp3cgatenelt | ¥ 2 3noyMBILLIeH-
HUK @ riepexBaTWi 9TH KUIOUH, HE HaB UM J0iTH Ao anpecaros. Co3-
aB CBOH 32KPHITHI H OTKPBITBIM KIIOUMH, 37OYMBILIIEHHKK @
nepenact cBOi OTKpHITHIN xotioN K é,? MONB30BATENAM | ¥ 2, Hezamer-
HO NOOMEHHB CBOMM KioyoM Ko UX MOANMHHBIE OTKPBITHIE KIIOUM
K} u K; B pesynprate noap3oBarean | u 2 COMAyT pasilensieMble
CEeKXpeThl He MeXIy coB010, a Mexay | «» @ ¥ 2 ¢ @, nocKOnLKY OHH
OynyT MCROJAB30ORATh CBOK 3aKpPhIThie KMoyl K f ¥ K ¥ OTKpHITHIN
xmoy K$ anoympnunensnka @.

/

Puc. 13,8, Ocynrecrvienue araxy man-in-the-middle

Kornta nonp3opatens 1 Oynet ornpaensars Ioxb3oBatenic 2 3a-
UGB POBAHKYIO HEGDOPMAKIO, 3NCYMBILLIEHHEK @ MOXeT e¢ fepe-
XBaTHTh W paclumgpoBary (y HEro C foOns30BaTeNeM | cBofi passe-
nseMbifl cexpeT Kg,). 3aTeM 3n0yMBILUICHHHK @ 3awmudpyer uHdop-
MaiuHilo  (BO3MOXHO, W3MEHEHHYIO) 3aHOBO, HCNONB3YR BTOPOH
pasnensemslii cexper Kg,, PACCUHMTaHHBIA MM M NONb30BaTeNeM 2.
B pesynbrare nons3osarend 2 Oyxer nonaydars, pacluugpoBhIBaTE U
KCTIONE30RaTh KHGMOPMALIKIO, OTHPARICHRYIO 3OYMBILUICHHRKOM @,
MOJIaras, YTO OH MMEET 3alMIUEHHbIR KaKan ¢ foas3cBateiem 1.

Ora npocras, HO Pe3ynbTaTHBHAA aTaka siBIAeTCs paciiarch 3a
K3AILHOES peicHKe 3aha4yl PacnpelesICHus KIoUuell, NpeiIoXeHHoe
acCHMMETPUYHOMR Kpunrorpaduei.
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IIpoGriema DOAMEHBI OTKPHITHIX Kil0Ued YCIEINHO PeINAeTes nny-
TeM WCIIONBIOBARMS CepTH(MKATOB OTKPHITHIX KJIH0Uel.

CepTuhHKaTh! OTHPBITHIX KIMOYEN

CepTH$HKATB! OTKPBITBIX KNIOUEH UIPRIOT BAXHYIO POib B KPHIi-
Torpaduu OTKPBITHIX KTOYeHh. VIX OCHOBHOE HasHaueHHe — CIENaTh
HOCTYIIHBLIM M JXOCTOBEPHLIM O'Z'Kpbi'i'blf‘l KAKY IIONE30BATENA.

B ocrOBY GOpMUPOBAHUS CEPTHRHMKATOR OTKPLITHIX KIIOMEH N10-
JIOXKEHDI JIPKHLUMIBL CTPOTON ayTEHTHOUKAUMH, DEXOMEHIOBARHbIE
crannaproM X.509 u Gasupyloluecs Ha C8OMCTRAX KPHITOCHCTEM €
OTKPHITHIM KNIOYOM.

KpHaTocHCTeMBl © OTKPBLITRIM KIKOUOM JIPSIIONAraloT Hanuyue y
TIONIH3OBATENS NAPHLIX KIIOYEH — CEXPETHOIC U OTKpuITOro (obue-
nocrynhore). Kaxabih noan3osartenb HACHTHOHHMUPYETCS C NOMO-
IIBKD CBOEIO CEXKPETHOro Kawya. € [OMOBIO MAPHOTC OTKPLITOrO
Kmoua moboR ApYroi NOJL30BATENb UMEET BOIMOXHOCTBL onpeje-
NUTH, ABASETCS JIU €r0 NapTHEP NO CBA3YM NOLIMHHLIM BAANEILLIEM
CEeKPETHOrO KII0Ya.

Ipouenypa, NO3BOASIOIAN KAXIOMY TIG/Ib3CBATENI0 YCTAHABH~
BaTh OAHOZHAMHOE YU JOCTOBEPHOS COOTBETCTBHE MEXIY OTKDbLITHIM
KAIOYOM H €70 Biaie/ibleM, 06ecneYnBacTes ¢ FMOMOIUBI0 MEXaHU3MAa
cepTUhUKaNK OTKPBITHIX KIHOUEH.

CreneHp AOCTOBEPHOCTH aAKTa YCTAHOBIEHHUS TOMIMHHOCTH
{ayTeRTHGbMKALKH ) NONL3OBATENA 38BHCUT OT HAIEXHOCTH XpaHeHHKA
CEKPETHOTO KAIOUa M HAZCXKHOCTH UCTOYHMKA TIOCTABKH OTKDRITHIX
KAoyel noxboBatesiedl. Urobhi nons3opateslb MOT ZOBEPATH NIPO-
ueccy ayreHTHOUKALUY, OH JO/DKEH M3BJEKATh OTKPHITBIA XHOY
APYTOTO FIONb30BATE/S U3 HANCKHOIO MCTOMHYKA, KOTOPOMY OH HO-
BepseT. TakyM MCTOMHUKOM COTAacHO craHzapry X.509 ssnsercs
Henmp cepmugurayuu CA (Certification Authority). Erc Hasbisaiot
takxe Ydocmosepawwuid yenmp — Y11, nocnenHudt TepMUH UCHONb-
3YETCA, B YACTHOCTH, B OTEHECTBeHHOM «3akone o6 SITT» {62].

Henmp cepmudurayuu CA sisasercs dogepennoii mpemsel cmopo-
Hoil, obecneduBalo e ayreHTUGRKAIKIO OTKPLITHIX KIIOUEH, conep-
Xauuxcs B ceprugprkarax. CA pMeer COOGCTBEHHYID NApy KiIOMeH
{OTKpBIThIA/CEXpETHBIR), Tae CcekperHbid Koy CA HCHONB3YeTcH
JUIS TIORITMCBHIBAHNS CEPTUGHKATOB, & OTKPHIThIH Koy CA nybmuxy-
€TCA ¥ MCHOAB3YETCH FIOJB30OBATE/SIMU IS TIPOBEPKHU [IOLIUHHOCTH
OTKPHITOrC KAKYa, COAEPXAWIErocs B cepTUdHKare.
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Cepmug’?uﬁcauuﬁ OMKpsimo2o Kag4a - 3T0 IOATBEPXACHKE {101-
JUHHOCTH OTKDHITOTO KIIIOHa U XPaHMMOH COBMECTHO € HUM Clly-
XeOGHOM MHGpOpMALKEH, B HaCTHOCTH O NPUHALIEKHOCTH KIOua.
Ceprudnkauys Kuoua BHINOIHAETCH 1TyTeM BorunciaeHus 3111 cep-
THOHULKMDYEMOTO KIIOUa U CAYXeGHOU UHOPOPMAUUH ¢ TIOMOMIBIO
CRELMANBHOTO CEKPETHOrO KIoYa-cepTHOhHUKATA, JOCTYIIHOIO TOAb-
ko CA. VHpiMy cioBamy, cepTUdMKauUs OTKPHITOTO KIIOYa — 3T0
HOATHCHLIBAHUE OTKDPHITOTO KJIOHE MEKTPOHHOR MOANUCHIO, BhiNHUC-
JAEHHOM Ha cexpeTHoM Kimoue CA.

OTKpuITEIHl K09 COBMECTHO ¢ cepTudunuupyiomeit ero I
YACTO HA3HIBRIOT CepmuuKamom omxkpuimose KAYa Ui NpocTo cep-
muguKamon.

CA dopmupyer cepThdrkar OTKPHITOrO KIIOYA TONBIOBATENS
nyrem 3aBepenus umudposoit noanuceio CA onpexenerHoro Habopa
JARKBIX.

B cooTBercTBMM C hopmaToM X.509 B 3701 HaBOD NEHHBIX BKIIO~
Ya0TCA:

¢ TIEPUOJ AEUCTBMS OTKDPHITOrO KJIIOHA, COCTORIUMIA U3 ABYX Aar:
Hauana ¥ KOHLA TIEPHOIE;

s HOMED M CEpHS KIONA;

« YHUKQILHOE UMsl NOJIH30BATENS;

« yHpoOpMaLng 00 OTKPHITOM KHIONE [ONML30BATEAS: MICHTHDK-
Karop aJiTOPUTMA, AN KOTOPOro NpeaHasHaveH JAHHLI K10y,
% cOBCTBEHHO OTKPBITHIA KTIOY;

« OHTT u urboOpMaLKs, UCIIONBIYEMAN JIDH YIPOBEACHUM Npoue-
nypui niposepky DI (Hanpumep, MIeHTHOUKATOD aMrOpUTMa
redepauny 3IIT);

¢ YHUKATLHOE MMS CEPTUOHKALMOHHOTO LEHTPA.

Takum obpasom, uubpoBoit cepTHDHKAT CONEPKNT TPH IVIABKBIE
COCTaRARIOLIME:

+ KHPOPMALKIC O NONHIOBATENE ~— BAANEABLE CEPTUHUKATA;

¢ OTKPBITHI KJTIOY [IOAB30OBATENS;

¢ ceprudbuurpyiomyo 3T aByx ApeAbylUMX COCTERAKIOLINK,
BLHUYHMCACHHRYIO Ha cexpeTHOM Kimote CA.

Ceptuduxar OTKPHTOro Kmoua otnasaer CAeRYIOIKMU CROHCT-

BaMH.

s KAXKAbIl MONMBIOBATENb, UMEIOINIE JOCTYN K OTKDHITOMY KIIOHY
CA, MOXET K3gieds OTKDHITHIH KMOY, BKIOYEHHBIN B CEPTHU-
duxkar;
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s HU ONHE cTOpPOHE, MoMKMO CA, HE MOXeT H3MEHKTh cepTidn-
KaT TaK, 4To0bl 370 He 85tt0 0BHapyXeHOo (cepindnKarThl Hetb-
3% TIONASHATD).

Tax xaK cepTHDUKaThl He MOTYT ObITh NOARCHAAHBI, TO X MOXHO
OfyBRMKOBaTh, [IOMECTUB B OOMUCAOCTYIIHBIM CIIPABOMHKUK HE Npea-
TIPMHYMAsA CTICHKANBHBIX YCHNH 110 3aLUMTe 11X cepTuduKaros.

Coznanue cepTH(HKAT2 OTKPBITONO KOUYa HauMHaeTes ¢ co3ja-
HUs Napsi KiOueH (OTKPBITHR/CexpeTHbl).

TIpcuenypa TeHepalkK KHOUEH MOXET OCYIUCCTBAATHCH IBYMS
criocobamu.

1. CA cosnaer napy xmoudeh. OTKpHITHA KO 38HOCUTCH B Cep-
THPUKAT, 2 NApHbIK €My CEKPETHBIN KNIOY TIepesaeTcsi NMOAb30BATe-
710 ¢ ofecneueHeM ayTeHTHOUKAUKH NONBL30BATENS U KOHDHIAeH-
LHANBHOCTH Nepesavy Kota.

2. TTonp3opatens cam cosnaer napy knoueit. CexpeThutil Koy
COXpaHAeTCA y NOAB3OBATE/N, @ OTKPHITHII K04 nepenaerics no sa-
nue oMy xanany g CA.

Kaxnpiit nonb3oparesb MOXET ObiTh BRAACABHEM OZHOTC WM He-
CKONMBKHX CepTrHUKATOB, CHOPMEPOBAHHBIX CEePTHHUKALMOKHBIM
ueHTpoM CA nonssosarens. [Tonp30saTens MOXET BRageTh cepiudu-
K@TaMi, NOAYYCHHBIMYK K3 HECKOMLKEX PA3HBIX cepmquaunoxﬂbzx
HEHTPOB.

Ha npaxTHKe $acTO BO3HKKAET HOTPEeOHOCTL ayTeHTHRUUMpO-
BaTh NOAL3IOBATENAN, KOTOPHIN rony4aeT cepTUdUKAaThH B APyroM cep-
THOHKAUKMOKHOM LieHTpe. TTPHRUMIBL pacnpeleneHHOro alMIHICT-
PHPOBAHKS PACCMATPHBAIOTCH HIMXKE.

Ba3oRble MOAeNM CepTHhUKAaLmM

Konuenuust nHbpacTpyKTypsl OTKpIThiX Knouek PKI noapasy-
MeBaer, 4o Bee cepTudukarel KoHkpeTHol PKI (cBos PKI moxer
OniTh y 110003 OpraHM3aliNy KiAK OPraHM3aLHOHHON eOMHMLL) Op-
raHK30B8aHb! B ONPEACNCHHYIO CTPYKTYDY.

B PKI paznuuaior ueTbipe THna ceprunduxaros.

1. Cepmugpuxam xoueunozo nosvioeamens (OMCAHHbLINA Bbile).

2. Cepmugpuxam CA. lomxeH OblTh OOCTYNeH I TNPOBEPKH
SUIT cepruduxaTa KOHEYHOIO NOALIOBATEAA M NOMNMCAH CEKpeT-
HbIM Ko4oM CA sepxHero yposHs, npuieM ata LT takke momx-
Ha NPOBEPATLCH, ANH Yere gomkeH ObiTh noctyneH ceptudrxar CA
BEPXHEI'O YPOBHH, K 1. 4.
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3. Camonodnucannstii cepmupuxam. SIsnsieTca kopregoim s Beehk
PKI u D0BEpEeHHBIM IO ONPEIEACHKIO —~ B PE3YJIETATE NPOBEPKH 1le-
nouky ceprucdrxaTtor CA BHIACHUTCS, YTO OIMH U3 HHUX IOANHCAH
KOPHEBBIM CEXPETHBIM KIIOUOM, nocie yero npouece npopepxy J1II1
CEPTHOUKATOR 3aKAHYKBACTCH.
4. Kpoce-cepmucpuxam. Tlozsonser pacuivpurs neficTBre KOH-
xperHoil PKI nyrem B3ayMONOHNNMCAHMA KOPHEBBIX CepTHOUKATOR
asyx pasdbix PKL
CyutecTBYIOT Tpy Oa308bie Modeau cepmuurayui:
¢ HEPAPXHUECKAH MOACHb, OCHOBAHHASA Ha KEPapXuuecKoR uenu
CepTHHHKATOB,

» MOIENEL XKPOCC~CepTHOHKALIKK (IOAPa3yMeBaeT B3AMMHYIO Cep-
THODONKALIHIO),

« cereBast (FHOpHAKAN) MOHENb, BKIIOYAIOILAS 3NEMEHTh! Hepap-
xuuecxkodl u B3auMrod ceprudukauy [9].

ObobLueHHbIE CXEMBI HEPAPXMYECKOR K CETeBOM apXUTEKTYPh!
CUCTEM VIIpaBiaeHus CEPTHOHKATAMY fIpHBeAeH! Ha purc. 13.10.

Wepapxuueckas cTpykTypa Ceresas Crpykrypa

Horepesspsi LiorTp ceprudmxainm {CA) —> Blatyck cepruchukara
O Yaoecropepsioumi Lientp caprudbukaimm {CA) - KOOGE-cOpTADUKaUMST

B nronssonarens

Puc, 13.10. Vepapxuueckan ¥ ceTeBan apXUTCKTYPhl CHCTEM YIIPABIEHMS
ceprutuxaTaMy

B uepapxuuecxoti modeau CA PacliONOXeHb B MEPAPXKHECKOM
MONYMHEHKK NoBepeHHOMY (KopHesoMy) CA, rpelocTaBisiouieMy
cepruduxarh apyrum CA.
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HOCTOMHCTBA MEPAPXUUECKOR APXWTEKTYPBI CHCTEMBL YIIpaBIE~
Hys ceprudHKaTami.

s QHATOTHMHA CYLUECTBYIOHIMM (hellepansHbiM K BEAOMCTBEHHBIM
OPraHH3aUKOHHO-YIIPABIAIOUIKM CIPYKTYPaM K MOXET CIpo-
KThCH € YYETOM 3TOro;

¢ ONpeHesiseT NPOCTOR ANTOPHTM NOKCKa, TIOCTPOCHHUS H BEPU-
duKauHu uenoyek cepTduKaToB UIst BCEX B3aHUMOACHCTBYIO-
LUKX CTOPOH;

o i ODECTICUCHM A B3aWMOICACTBHS ABYX TIONL3OBATENECH ONHO-
My H3 HMX JOCTATOYHO JIPENOCTABUTH JAPYIOMY CBOKY LENOYKY
cepTUGUKATOB, YTO YMCHbLUAET NpPOGACMBL, CBA3AHHBLIC C MX
B3aMMOACHCTBHE M.

Henocrarok uepapxuueckoil apxureKtypbil st obecyieueHKs
B3aHMMONCHACTBHS BCEX KOHEUHRIX NoAb3oBaTeNeH HOMKEK ObITh TONb-
KO OHMH KOpHEBoit nosepertnlit CA.

B moleau kpocc-cepmugpuxayuu HesasucuMmele CA, He Haxoos-
LIKeCs HA OJHOH BCTBY MEDPAPXUHK, B3AUMHC CCPTUhHUKMPYIOT OpYyT
npyra B cety CA. Kpocc-cepruduxalius SBiasercs nNpeaMeToM ABY-
CTOpOHHETO cornallekus Mexay CA. Creayer OTMETUTD, YTO MOZENs
KpOCC-CePTHHUKAUME SIBASCTCS YaCTHRIM CRyHaeM cemesol apxi-
mexmypst CUCTEMbE VIIDARACHUS CepTrHghUKATAMHA.

HoCTOKMHCTBA CETEBOH ApXMTEKTYPbl CHCTEMbl YTIPABIECHMS Cep-
TH(PKUKATAMH

s THOKOCTB, 4TO CriccobeTBYET YCTAHOBICHUWIO HEMIOCPEACTREH-
HBIX JOBEPEHHBIX B3aMMOOTHOMICHUE, CYMIECTBYIOIMX B CO-
BpeMeHHOM Ousnece;

* OTHOLUEHHA AOBEPHS B CHCTEME: KOHEMHBIR TIORB30BATEND N0/~
WEH HOBEPHTL, 110G KpalHER MEpe, TOABKO HEHTPY, U3AaBiieMy
ero ceprihKar;

¢ BO3MOXHOCTL HENCCPEICTBEHHOH KpocC-cepTHhUKALHMH pas-
JMUYHBIX YOOCTOBEpSIOWHX CA, fONL30BATEAH KOTOPbIX Y4CTO
B3a¥MOACHCTBYIOT MeXIy coboit, YTC COKpallaer fipoLiece Be-
prUdUKALME LETTOYEK,

Henoctatky ceTeBOM apXUTEKTYpsbl YNIPABICHUS CepTHOHUKaTaMu:

¢ CJIIOXHOCTh ATOPHTMAE TIOKCKA U TMOCTPOEHHSA HENOYeK CepTH~
GHKATOB it BCEX B3aWMOIEHCTBYIOUMX CTOPOH;

s HEBO3MOXHOCTE JIPCACCTABICHHUS FIONB30BATEIIEM  LEIIOUKH,
KOTOpasi 06eCiIeUnBACT SIPOBEPKY €ro CepTH(PUKATa BCEMU OC-
TaAbHbIMH [TOL3CBATEISIMH.
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BepositHo, B BemanekoM OyIylleM Ha CaMOM BBICOKOM YPOBHE
HepapxuK cepTHRUKAIMK JHOJOKEH OKa3aThCsl rOCYJapCiBeHHBI HO-
Tapyuyc, KOTOPHIK 00ecreunT ¢B43b LEHOYCK HOBEPUsA Pa3HLIX Opra-
HK33LKA.

13.5.2. Jloruueckas cTpykTypa u Komromnenrst PKi

Uudpactpykrypa orkpoiteix wououeis PKI (Public Key Infra-
structure) — 370 HaGop areHTOB M NPaBWl, IIPERHASHAYCHHBIX LIS
YIIPaBAeHMs KIIOUYaMK, BOMHTHKOR 6e3011aCHOCTH M COBCTBEHHO 00-
MEHOM 3allKlIeHHHIMH coobluenysmu [9, 50].

OcHosusie 3aaun PKI:

e NORREPXKKA XUHCHHOTO LKKAA HUQPOBHIX KiloueHd y cepru-
duxaros (T. €. redepanus xiodeil, CoO3naHue ¥ MOANKCH cep-
THOUKATOB, HX PACTIPEAENCHHUE M 11P.);

o pPErvcTpauua (PaKTOB KOMIPOMETALMM W Nybnuxaunust <«yep-
HbIX» CITHCKOB OTO3BAHHBIX CePTUPUKATOB,

e NOAAEPXKA Ipoleccos HMIAeHTU(RUKAUY U ayTeHTHdHKanuu
1101b30BaTeiek TakuM o0pa3oM, 4ToOB COKpATHTH, IO BO3~
MOXHOCTH, BpeMsl ZONYCKA KAXIOTo [I0AL30BATEN B CHCTEMY,

* PeATM3aLMS MEXaHW3Ma uHTerpaituM (ocmosarroro Ha PKI)
CYIHECTRYIOLHX JIPHAOKEHUH K BCEX KOMIIOHEHTOR TOACHCTE-
Mbt B€30NIACHOCTH,

¢ [IPEROCTABNAECHUE BO3MOXHOCTY UCIIOAL30OBAHNSA SIAMHCTBEHHOTO
«TOKEHa» 6e30nacHOCTH, eOHHOOGPA3HOrO JUIS BCEX ITONib30BaA-
TENEH W NPHICXKEHNH, collepXalllero Bce HeoGXORMMbIe Kitioue-
BBbIE KOMIIOHEHTHI ¥ CEPTHOHUKATLL.

Toxen Gezonacrocmu — 3T0 MHAMBHAYaIbHOE cpeacTso Oezonac-
HOCTH, ONPENCASIOLIEe BCE TIPABa ¥ OKPYXKEHUES NONB3OBATENS B CHC-
TEME, HApuMep CMapT-Kapra.

Ipunoxenue, Ttpebyioumiee CHCTEMY VIIPaBACHHS KiloyaMy,
JOMXKHO B3auMonzeicTsopath ¢ cucremoit PKI B pane rovex (repenava
ceprudyKaTa Ha NOMNCH, NOAYYCHHE CEPTHGUKATA K «UEpHOIO»
CHIMCKa YIDH YCTaHOBAEHUM B3auMoIecTrHd ¥ T. .}, QueBMIHO, 4YTO
3TO B3a{MOBCHCTBHE ¢ YYXAOH 110 OTHOLISHMIC X JaHHOMY IIPHAOXKE-
HYIO CHCTEMOH MOXET OCYLIECTRASITLCS TOMBKO NIPH YCIORHHK NONHOH
DOAIEPXKH MEXZYHAPOAHbBIX CTAHIAPTOB, KOTOPLIM YIOBICTBODPACT
ConbuIMHCTBO cospeMmerunix PKI-cucrem (Hanpumep, RBaltimore,
Entrust, Verisign).
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Jns npesocTasieHMs YHaieHHOTO HOCTYIIa MOGIWIBHLIM f10/b30~
BATE/ISM UCHTP YIIPABICHHS JOMKEH JOMYCKaTh MOAKAIOUEHUE KOM~
fiploTepos, IP-aapec KOTOPBIX eMy 3apaHee HEMB3BECTEH. YYacTHHKH
UHGOPMALKOHHOTO OOMEHA ONIOIHANTCS NO KX KPHITOIpadh NYeCKuM
cepTudykataM. Tax KakK XpurTorpaduyeckunit ceprrudKar 110ap3o-
BaTENs SBJSETCSH BACKTPOHHBIM NACNOPTOM, OH, XaK M al00K nac-
NOPT, JOJDKEH COOTBETCTBOBATE OfIPENENCHHBIM CTaHAapTaM. B kpun-~
torpaguy 310 cTangapt X.509.

Ha puc. 13.11 npuseseHa NOruyecKkas CTPyKTypa ¥ OCHOBHBIE
KOMIIOHEHTH HMH(PACTPYKTYpBHl YIPABICHHUS OTKPBHITBIMH KIIOMa-~
mu PKIL

Karanor
ceprupuxaros

Ronsiosarens

Monsaosartenn
PKI

I
3
L]
i
]
]
i
I
1
i
]
'

Uestp caprudummaimm ArerTos PKI

Puc. 13.11. Croyxrypa PKI

KoMIMoHeHTH 3TOH CTPYKTYPH KMEIOT CACAYIOLIEE Ha3HayeH e,

Kamanoe cepmugpuxamos — OGLICROCTYIIHO® XPAHUIKLIE CEPTH-
¢ukaroB noab3oBateneil. Joctyn X cepTHMKataM NPOM3BOAMTCH
OOBIYHO TIO CTAHAAPTUIOBAHHOMY IIPOTOKOAY AOCTYNA K KATANOraM
LDAP (Lightweight Directory Access Protocol).

Lienmp pezucmpayuu RA (Registration Authority) — opraunsauu-
OHHAA eAVHYLA, HASHAYCHHE XOTOPOH — DPErHCTPaus NOIb30B8aTe-
ACH CHCTEMBI.

Honvzoeamens — prageney xaxoro-nnlbo ceprugmiara (Takoft
[OJI30OBATE b TIOMWIEXHUT PETHCTPALIMK) MM s11000# NONB30BaTENb, 38~
FIpatlBAIOUIM ¥ CepTUHKAT, XpaHS IHKACS B KATAIOTE CePTH(HUKATOB.
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Lienmp cepmudhuxayuu CA (Cerntification Authority) — opraHnza-
UHMOHHAST EAMHKLE, HA3HAYEHNE KOTOPOR — cepTdyXalunsg OTKpPbI-
THIX KUOUEH roNp3oBateNel (35eCh B3 OTKPLITOrO Kioua fI0/y4asTes
ceprudnxar dopmara X.509) u ux onyGAMKOBaHHME B KaTIONE Cep-
TG HKATOR.

O6i1as cxema pabotel CA BRIIASAKT cielyiominM obpazom:

o CA resepupyeT coOCTREHHBIE KNIOHK M GopMupYyeT cepTHdN-
Katei CA, npeaHasHayeHHbie Al TIDOBEPKM CEpTH(RHUKATOB
TIONIL30BATENEH;

» TIOJIL30BATENIN POPMKUPYIOT 3a81IpOChl Ha CepTRORKAUMIO K N0C-
tasamoT uX CA TeM WIH HHBIM cnTocoboM;

» CA H& OCHOBE 3alpoCoB TIONBLIOBATENEH GOPMUPYET CepThgk-
KaThl TIO/ib30BATENEH;

» CA dopMupyeT ¥ NepHoRnuecKy oOHOBAKET CICKK OTMEHEH-
uuix ceprudukaro CRL (Certificate Revocation List);

« cepTadnKaThl NOsb30BaTENEH, ceprudrKaTtel CA ¥ CrivcKy oT-
meHbl CRI nyBamkyiorcs CA (paccohiiaiorcs AONB3OBATENAM
mbo noMeiniaTes 8 OOWEROCTYIHBIN CHPABOMHNK).

Uubpacrpykrypy oTkpeithix kinioyedt PKI rnoanepxusaer psn
OC, npuioXeHUN ¥ CTaHRAPTOB.

B ¢cBOIO ouepenb MHOGPACTPYKTYPa OTKphiThiX xiouest PKI moxer
PHTETPUDORATH NEpeuucliennble QyHKUnOHANbBHEE ofxact. B pe-
3YNbTATE MOXHO CO3MaBATh KOMIUVIEKCHYIO cHCTEMY KHMDOPMaLHOH-
HO¥ Ge30TIaCHOCTH NYTEM HHTErPalmMy MROPACcCTPYKTYPh! OTKPBIThHIX
wrioueit B MC xoMnBaHny ¥ ACNOAL3OBAHNS COUHBIX CTAHAAPTOR ¥
cepTHMHKATOB OTKPHITRIX KINOHEH,



Yacrp 4
TEXHOJIOTHUHA OBHAPYXEHMS

BTOPYEHWH

Enie HECKOABKO JIET Ha3aj MOXHO OhIJI0 HAREXHO oBecreunTh
BesonacHocTs MIC, MCIOAB3YS TAKHE TPAXKLIHMOHHBIE CPEACTBA 3ALN ~
Thi Kax MACHTU(RUKAUUS N aYTeHTHONKALNS, PA3IPasnyesne ocTy-
na, wngposanne ¥ 1. 1. OOHAKO ¢ NOSBACHKUEM ¥ PA3BHTHEM OTKDBI~
ThIX KOMIBIOTEPHBIX CETEN CUTYALMS pe3Ko naMeHwtack, KoanyecTso
ysisBuMocted ceteBbix OC, NpuKiIagHpiX OpOrpaMM M BO3MOXHEIX
atax Ha KMC nocrosuio pacteT. CHCTeMBl aH4In3a 3aiMILEHHOCTH
¥ CHCTEMB ODHAPYXCHHMS KOMITHIOTEPHSLIX aTdK SBJASIOTCS BAXHBIMY
IAEMEHTAMH CUCTEMBI GE30nacHOCTH ceTedl modore COBpPeMesBoro
NPEANPUATHE.

CeroiHsi y)Xe HHKOro He Hano ybexmats B HeoBXOMMMOCTH 110-
CTPOCHMS AHTHBUPYCHOM 3a1uMTH MIOGOH HOCTATOYHO OTBETCTBEH~
no#t IC. Tio oueHKaM 3ananysbiXx aHaAIKTHKOB, eXEroiHbIi oblemy-
posoii yieph OT BTOPXEHMR BUPYCOB, CETEBBIX YEPBEHN, TPOSIHCKMX
KOHEA M (IPOYMX BPEJOHOCHHIX NPOrPaMM COCTABASET MIIANADILI
IoAnapoy. EXearesHo B MUpe nospasiores o1 2 Ao 10 HOBBIX BUpY-
coB. B yCrOBUAX, KOTHA KOMIIBIOTEPHBIE CHCTEMbBI CTAHOBATCS OCHO-
ol Ou3Heca, a Bl rmapHBM KanyTaIOM MHOTMX KOMHOAHM, aHTH-
BUDYCHAS! 3allMTa JIPOMHO BCTAET PAIOM ¢ BONpOCcaMu KMHGMOPMaLIN-
OHHOH K SKOHOMMUYECKOH GEe30I14CHOCTH ODFanK3auu.

SpdexrusrocTs 3a1mTe KUC 3a8UCHT o7 NPHUHATHSE NIPaBKib-
HBIX PEIUCHKH, KOTOPHIE NOAACPXUBAIOT 3aLUKTY, ARANTHPYIOIYIOCS
K HM3MCHSIOWIMMCH YCIOBHSAM CETEBOTO OKpyxXeHmns. Peluerue npo-
Gnem HesonacHoctn KUC tpebyer npuMmeHerus ananTUBHOIC Mexa~
HU3MA, paloTaIOLUETO B PEASILHOM DEXMME BpeMEeHK 1 obnanawniiero
BBICOKOHM HYBCTBHTEABHOCTRIO K U3MEHEHMSM B MHOOPMALMOHHOH
¥xdpacTpyxrype.



naea 14
AHAIIM3 3ALLWMULIEHHOCTH
M OBHAPYXXEHME ATAK

Psia penyiuux 3apy0exXHbIX OpraHM3aliuil, 3aHWMAIOLIKXCH CEeTe-
30#1 §e3011aCHOCTHIO, paspaboTany NOIXoAsl, O3BOIAICIINE HE TONS~
KO Pacno3HapaTh CYLICCTBYIOLIME YI3BUMOCTH U ATAKH, HO ¥ BbISB-
JIATH M3IMEHUBIUMECS CTAPHIC WAM NOSBUBIIKECH HOBBIC YA3BMMOCTH
K TPOTHMBONOCTABASITE MM COOTBETCTBYIOLIME CPEOCTBA 3ALUMTHL.
B uacruocTh, xomiakua ISS (Internet Security Systems) yrousuna u
pasBuia 3TH TOZXONs! M paapaborana Modess adanmuernoeo ynpasae-
nus Gezonacnocmoio ANS (Adaptive Network Security), 2T nomxoms!
PAIJBHBAIOTCS M HEKOTOPHIMH JDYIHMM KOMIIAHMSMU, M3BECTHBIMU
Ha peIHKe cpeacts nubopMamontoi Gesonackoct, B Poccuu pa-
foTaME ne aNanTHBHOMY YIIpaBieHHIC GE30NACHOCTRIO 3aHMMACTCA
HUTIT «Mudopmaammras,

14.1. KoHuenuus aganTHBHOrO ynpasneHHs 6e30MnacHOCTHIO

Amaxoil na KUC cyuraerca moboe aefiCTBHE, BRNOMHIEMOE Ha-
DYLIMTENEM JUisl DPEaNM3ALKK YIDO3R NyTeM MCNONB3ORAHHA YA3BH-
mocteit KUC. Tlon yassumocmere KYIC nonumaerea nobas xapakre-
puctuka unu snemedHt KUC, KConb30oBaHKE KOTOPBIX HApYyLIKTE-
JIeM MOXeT TIPKBECTH K Peany3alliy yrpoasl.

ApxurexTypa KMC BKIIO4ACT B cefs UeTHIPE YPOBHS,

1. YponeHr NPUKIARHOIO nporpamMmuore obecrieyedys (I10),
OTBEHAICIIME 33 B3aUMOAEHCTBHE ¢ roan3opareseM, Hpumepom ane-
mentoB WC, paGoTaioinx Ka 3TOM YpOBHE, MOXHO Ha3paTh TEXCTO-
poift pepaxrop WinWord, penakrop snexrpoHHbiXx TabGauu Excel,
TIOUTORYIC niporpamMmy Outlook ¥ T. 1.
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2. Ypogreub cuctemsl yapaeinesus Oasamu ganssnix (CYBH), or-
peyamomuit 32 xpanenue v obpaborxy manumx VIC. TlpuMepoM sne-
menTor MC, paboraomux #a 3170M ypOBHE, MOXHO Haspats CYBH
Oracie, MS SQL. Server, Sybase w MS Access.

3. Yporensb onepauyonHoit cuctemst (OC), oTBevaiowmi 3a of-
cayxupanve CYB/I u npuaanoro 110, TIpumepom snementor VIC,
paboramiixx Ha 3TOM yposHe, MoxHe HassaTe OC Microsoft Win-
dows NT/2000/XP, Sun Solaris, Novell Netware.

4, YpopeHb ceTy, OTBevaouinil 3a s3ammonedcreme ysnos MC.
[pnmepom snemenror MC, paloraninyx Ha 3TO0M YPOBHE, MOXHO
Ha3paTh cTexy npotokonor TCP/IP, IPS/SPX n SMB/NetBIOS.

370YMBIUUIEHHMK PACTIOaraeT LWMPOKHM CIIEKTPOM BO3MOXHO-
credt s sapywenus desonacHocty KUC. Ot BOBMOXHOCTH MOTYyT
ObiTh PEAINIOBAHE! Ha BCEX YETHIPEX NePEYNCIICHHBIX BhILUE YPOBHAX
KHNC. Hanpumep, mas noayyenus HCI x dunancosoit nHdopma-
uuu B CYBI MS SQL Server 3M0yMuIiieHHUK MOXET PEATH30BAThH
ONHY M3 CIEAYIOUINX BO3MOXHOCTEH:

» JIEPEXBATHTH MEPEHABAEMEIe O CETH ZAHHbIC (YPOBEHD CETH);

+ npounTaTh Qafinst bll, obpauiascs HenocpeacTBeHHO K daiio-

BO#H cucteme (yposeus OC),;

¢ NPOYNTATh HYXHbIe HaHHble ¢penctBamu camoit CYbBH (ypo-
senn CYBI);

» npouuTaTh 3anvcyu bl npu nomouwm SQL-3anpocor uyepes
nporpaMmy MS Query, KoTopas Mo3BO/AAET AOAYYATL AOCTYH X
sarucsam CYB] (yporesns npuxnanyoroe [O).

Ipy nocrpoenuy GONLIUKHCTEA TPAOMLMOHHEIX KOMALIOTEPHBIX
CPENCTB 3ALNTHI HCHONB3OBANMCH KAACCHYECKHE MOBEAM Da3rpaHu-
YeHus JO0CTYHA, paspaboradssie emte s 1970—80-¢ rr. HepoctaToy-
Hasi 50QeKTHBHOCTL TAKMX TPAXMLMOHHBIX MEXAHH3MOR 32IUMTHI,
KaK DA3IPafuyeHMe ROCTYNA, ayTeHTRMKAUNA, QHILTPALKI ¥ Apy-
THE, ODYCAOBJIEHA TeM, YTC APH MX CO3AAHMY HE YYTEHH MHOIVE ac-
FeXTHl, CBA3AHHBE ¢ COBPEMEHHBIMY ATAKaAMMU.

PacemorpuM 2rane: ocyuecTwienus ataky Ha KUC (puc. 14.1) [401.

TlepBuift, NONrOTOBYTEABHBIN, DTAN 3aKMOYACTCH B TIOKCKE 3/10-
YMBILIEHHIKOM HPEANOCHIAOK T OCYIECTBICHMS TOH win MHOH
atakv. Ha »TOM 37ane 3A0YMBIUUJIEHHUK KIMET YA3BYMOCTH B CHCTE-

Mpegrocwite Peanpaaluna 3aaepiierns
RPOBENLHHR ATAKN ara arans

Prc. 14.1, 37ans! OCVIICCTRICHRH aTakH
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Me. Ha BTopoM, OCHOBHOM 3Tane - peayik3aliky aTdKy — OCYILECTR-
ASCTCA MCTIOAb3OBaHME HAlAcHHLIX ya3sBuMocTefl. Ha tperhem, 3a-
KNIOUHTEARHOM, BTAIIC 310YMBIHICHH KK 3aBEPIIACT aTaKy H CTapaeT-
CS CKDPBITh CCAR! BTODXKCHKS. B NPUHLIKIIC NepBif 1 TPETRE 3Tansr
caMy no ceGe MOIYT ABASTHCA arakaMu. Hanpyumep, NOUCK 370-
YMBIILLICHHHKOM YSI3BUMOCTEH NP NOMOIIKM CKAHepos Ge3onacHo-
€T ¢aM no cebe cyuTaercs arakoil.

Creayer OTMETHTh, YTO CYLISCTBYIOIUME MEXaGHH3MBI 3alLThi,
peaiausoBaHHbie B M3, cepeepax ayTeHTWODUKAILMHK, CHCTEMAX pas-
TPAHMYCHESA J0CTY a2, pabOTaioT TONBKO HA 3TaNe PeaiH3aiyy aTaky.
ITo cyiiecTBY 3TH MEXaHK3MBI JALUKIIAKOT OT atak, KOTOpPhIE HAXO-
RSATCS YXe B Apoliecce ocyluectBacHHA, bonee addektusrnim Obuio
OBl yApPeXACHME araK, T. €. NPeAOTBPALICHNUE CAMMUX IIPEANOCHIIOK
peainsaumy BropxeHus. KoMILieKcHas CUCTeMa ODecieyernus KH-
dopmanyonHoit Besonmacrocty aomxHa 3hdexrnBro paboTars Ha
BCEX TPEX HTANIEX OCYILECTBACHMS dTAKHU.

B oprauu3anyax 4acto He YUKTHBaeTCH TOT (haxr, Yyro aAMHHKCT-
PaToOph! ¥ NOJH30BATEIN PEIVASPHO KIMEKSIOT XoHgurypauuw HC.
B pesyaprare 3TUX U3IMCHEHMI MOTYT IOABANTHLCS HOBBIE YA3BKMO-
¢Ti, cBazannsle ¢ OC u npusoxedusmu. Kpome Toro, oueHb ObICTPO
H3MEHAIOTCS MHGPOPMALMOHHBIE B CETEBHIC TEXHOMOIMM, PEryisipHO
nosgasiercss Hosoe 10, HenpepniBHoe pa3BUTUE CETEBBIX TEXHOAO-
THH TP OTCYTCTBMH NOCTOSHHO NPOBOAMMOIO aHAIK3a uX Hesonac-
HOCTH ¥ HEXBATKE pecypcoB juisi obeciiedeHust 3alIUThi NPHBOIUT X
TOMY, 4TO ¢ TeyeHUeM BpeMeHH saummerHocts KMC namaer, Tax
Kax TIOARMSIOTCH HOBHIE HEYUTEHHbIC YrPO3bl U YA3BUMOCTH CHCTEMBL.

B 6oablUKHCTRE CAYYACE UIA PCIICHMS BO3HMKAKILKX npobaem ¢
33LIATONR B OPraHM3aLMAX HCHONLIYIOTCH YACTHUYHBIC INOAX0Abl. DTH
TICOXOAL! OBBMHO OOYCAOBACHBI NPEXHS BCEro TEKYIIMM YPOBHEM
JIOCTYITHBIX pecypeos. KpoMe T0r0, anMyHUCTpATOPBl De3onacHocTy
KMEIOT TEHICHLIKIO PEarupoBaTh TOABKO HA T¢ PUCKK De30MacHOCTH,
KOTOPHIE M NOHATHLL. (MAKTHUECKH TAXKMX PHCKOB MOXeET ObIThH Cy-
mecTBeRHo Sonbite., TOARKO CTPOryit TEXYILHHE KOHTPOAD JaLUHMILICH-
Hoctk KWC u xoMmriekcHblil nojxon, O0SCREUUBAIOIIKE CAKKHYIO
FOAMTHKY §830IACHOCTH, TTO3BOMIOT CYILICCTBECHHO CHH3UTL PHCKH
$e30MacHOCTH.

AzantyBHbIH noaxon x 0e30MaCHOCTH TIO3BOJASET KOHTPOAKPO-
Bath, OOHAPYXKBATEL K ParypoRaTh B PEAIbHOM pEXKME BPEMEHHU HA
PHCKH De30JTACHOCTH, MCIONH3YS NPaBUABHO CNPOCKTHPOBAHHBIC U
XOPOHIO YIpaBIsieMble IPOLECCH B CPEICTRA.
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AnantusHasa OE30MIaCHOCTH CETH COCTOWT M3 TPEX OCHOBHBIX 37€-
MeHTOR {40]:

+ TEXHOROTKM aHANK34A 3ALIMUICHHOCTH (Security assessment);

+ TEXHONOMHK OORApyXeHUS aTak (intrusion detection);

+ TEXHONOIMM YAPABNCHKA puckaMu (risk management).

Ouenxa puckda COCTOUT B BBISBICHUE Y PAHXHKDPOBAHKH YA3BHMO~
cTelt (o CTERIEHM CepLe3HOCTH yiepba NOTEeHUMAIBHEIX BO3eHCT-
BUH), FIOACHCTEM CETH (10 CTENEHM XKPUTHUHOCTH), YIPO3 (KCXONs U3
BEPOSTHOCTH MX peanusaumnu) ¥ 1 A Tlocxonasky xoHurypauus
CETH NOCTOSHHO K3MEHSCTCH, TO M NPOHECS OUEHKM PUCKA AOMKEH
NPOBOMMTHCH FOCTOSHHO., C OHERKM DHCKOB ZOJIKHO HAUMHHATHCA
nocTpoeHue cucTeMbt 3aiutsr KUC.

Ananus auuiennocntd ~— 370 IMOHCK YAZBUMBIX MECT B CETH.
Cerp COCTOMT K3 COCOMHEHMI, YINOB, XOCTOR, pabouyx CTAHLIMM,
nprnoxenuiit ¥ BIl. Bee oHM HyxXaawoTCs Kak B oileHKe 3ddektus-
HOCTH HMX 3alIKThl, TAK ¥ B NOMCKE HEKIBECTHBIX YI3BHMOCTEH B
HuX. Texsonorny aHaiK3a 3AMKIEeHHOCTH KHCCACOYIOT CeTh ¥ KUYT
«cnabpie» MecTa B Heidl, 00ODLIAIOT 3TH CBEREHUS ¥ [IEYaTAlOT N0
HYM OTYeT. Ecny cucreMa, peanusyiomlas 31y TeXHONOTHIO, COmep-
XUT M GASITUBHBIN KOMITOHEHT, TO YCTpaHeHHe HafileHHOH yaA3sK-
MOCTH OYHeT OCYHIECTRASTBCA HE BPYYHYIO, 4 aBTOMATH4ECKH. Tex-
HOMOTHS 3HANM3A 3AIMIHEHHOCTH ABASCTCA ACHCTREHHBIM METOAOM,
TIO3BONSIOUIMM PEANTH30BATh NOAUTHKY CETERCH 0E30aCHOCTH fIpex-
J1€, YeM OCYIHECTBUTCH FIOfIBITKA €€ HApYLUeHMA CHADYXH WK K3HYT-
PH OpraHK3aLH.

HepeuncauMm HEXOTOPEIE U3 NpobiieM, HAEHTHOUUKPYEMbIX TeX~
HOMOTHEHR aHanK3a 3aiMIICHHOCTH:

e «MIOKK» B cucTemax (back door) y nporpaMmb THIE «ipOsiH-
CKKH KOHB»;
cnabbie Napony;

BOCTIPMEMUKBOCTE X IIPOHUKHOBEHMIO 13 HE3AMMIEHHBIX CHC-
TEM M aTaKaM THI& «OTKA3 B O0CAYKUBAHU»;

OoTCyTCTBHE HEeOOXORMMBIX 0OHOBNen it (patch, hotfix) OC;
HenpaBuabHas HacTpohixa MO, Web-cepeepos u BJI;

¥ MHOTHE Ipyrve,

Obnapyacenue amax SBASCTCH FPOLECCOM OLIEHKH TIOZO3PUTEN b
HbIX NEACTBYH, KOTOPHIE NPOHCXCAST B KopnopatupHolt cern. OG-
HAPYXEHUE dTAK PEajnU3yeTCs NOCPEACTBOM &HAMM3a MNHM XYpPHAIOB
peructpaury OC v NPUNOXCHWS WK CeTeBoro Tpaduka B peanb-
HOM BpeMeHH. KOMIOHEHTh OGHAPYXEHWS aTaK, pPasMeiieHHble Ha
y31aX BNy CEerMEeHTaxX CeTH, OLICHMBAIOT PA3NNYHbIE COBLITHS ¥ Neit-

.

12 - 3348
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CTBHUH, B TOM HMCIC ¥ OSHCTBHSA, HCHONB3YIOILIKE H3BECTHHIC Y5I3BH-
MocTh {puc. 14.2).

— Mpsnomenns -
Cuerema — Bask gamumx —-— Cucrema
BHANN3S ObHapyRenns
3AUKILERKOCTR —- OnepauMoHHbIE CHCTEMBI pr— atax
u—_ Ceti e

Puc. 14.2. B3anMOAeHCTBHE CHCTEM aHATH3R 32IUHINEHHOCTH K oDHapyXenus atax

ACanmusernsti  KoMPOKeHM MOJENN AJAITHBHOrO YINpapieHHus
SesonacHocThio (ANS) oTBedaeT 33 MOTHPHKALMIO [TPoLECca aHAIH-
3a 3AILMINCHHOCTH, MPEJIOCTARM eMy CaMmylo HocIeIHon nrdop-
MaUHIo O HOBBIX ysasuMmocTax. OH Taxke Momuduuupyer KOMIIO-
HEHT OOHADYXEHMS aTaK, JONONHMS ero nocieiHeR uudopmanmein
o6 arakax. B Kayectse NpuMepa aNanTHBHOIO KOMITOHEHTZ MOXHO
yKasarb MexaHusMm obHopneHuss DBl aHTHBMPYCHBIX NpOrpaMMm HIs
OBHAPYXEHHST HOBbIX BHDPYCOB. YIpPaBiasiowuil KOMIOHERT HOIXeH
O5ITh CIOCOBEH K FEHEPAUXY OTYETOB ¥ AHAIM3Y TeHOCHLMHM, CBS-
3AHHBIX ¢ POPMHPOBAHMEM CHCTEMbI 3ALIMTHl OPraHHU3ALMHA,

AJanTanmus JaHHBIX MOXET 3aK/IOYaThCs B PAsIM4HbIX (dopmax
pearypoBaEMs, KOTOPBIE MOTYT BKJIICUATh:

« OTTIPE@BACHKE YBEZOMCHMWH CHCTEMaM CETEBOrO YIIpaBleHwus
no nporoxony SNMP, no 3neKTpOHHON NTOMTE MM Ha feii-
EXep AAMHHENCTDPATODY;

+ ABTOMATHYECKOE 3aBepPLICHHE CECCHH C ATAKYIOUINM YIIOM WiIH
TIOb30BaTeNeM, PEKOHOHTIypauns M3 Wy MHBIX CETEBLIX YCT-
POICTB (HATIPHMED, MapIUPYIH3ATOPOR);

+ BHIpaBOTKA DPEKOMEHIALNH AAMMHMCIPATOPY, (O3BOJISIOIWNX
CBOEBPEMEHHO YCTPAHHUTh OOHAPYXEHHBIE YI3BHMOCTH B CETHX,
MIPHAOXEHUSAX MM MHbIX XomrionenTax MC oprauusaunu [40].

Hicnonbp3oBamne Mofenu ajantusrol  0e30NacHOCTH  cetH
{puc. 14.3) no3ponsieT KOHTPOIMPOBATH [IPAKTHYCCKH BCE Yrpo3bl M
CBOEBPEMEHHO PEATMPOBATD HA& HHMX BHICOKO3MMEKTHBHBIM CHOCO-
BOM, NO3BOMKIOIIAM HE TOJNBKO YCTPAHHTDL YS3BHMOCTH, KOTOpble
MOIYT IIPHBECTH K PEANH3aALMH YIPO3bl, HO ¥ IPOAHAIN3NPOBATD YC-
JIOBMSI, IPHBOAAIENE K TIOSABACHMIO YH3BUMOCTER.

Monens aganTHBHOK Oe30ICHOCTH CETH [IO3BOASET TAKXKE
YMEHBIUNTS 30YNOTPEONCHN B CETH, FIOBBICHTH OCBEAOMAEHHOCTD
fonb3oBaTeNedl, alMHHHCTPATOPOB B PYKOBOACTBA KOMIIAHMM O CO-
GuITHSIX Be30ACHOCTH B ceTH. Crenyer OTMETHTD, YTO 3T& MOJEHb He
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» Pasrpanmnese @ Kprnrorpadiuyeckan
focTyNa 2auwTa

® Viztenrnpukauun? ¢ AurHsHpycHan
ayrenrudianatius  amspre

PReppacTpykTypa 6e30nachoc T

Puc. 14.3. Moaens ananTusiRoi $e300aCHOCTH

OTOpACHIBACT YIKE MCIIOIb3YEMbIE MEXaHM3MbI 3aiuTh (pasrpaduse-
Hue nocTyna, ayreHTuduxauus ¥ 1. ). OHa pacuiupsier BX (PyHK-
LIUOHANBHOCTH 34 CHET HOBHIX TEXHOROIKE.

as 1070 4yTOBHI NPUBECTH CBOIO CHCTeMY obecrieueris nHbop-
MALKOHKOR GE30TacHOCTH B COOTBETCTBME COBpeMEHHBIM Tpebopa-
HUSM, OPTaHU3ALKEM HEOOXOMMMO HACTIOAHKTL WMEIOIKECS DEHIe-
HKs5I KOMIIOHEHTAMK, OTBEHAKIIMME 38 aHaNK3 3aiKICHHOCTH, 06~
HADYXEHKE aTak W YNpamICHHE DHCKaMHK,

14.2, Texnonorysi atanmsa 3aliMIIeHHOCTH

B opranuzauum, ucnonsayioimeit KUC, npuxosutest peryiasipHo
[IDOBEPSTh, HACKONBKO DEAIMIOBAHHBIC MIK HKCIIOAb3yEMblEe Mexa-
HH3MbI 3allTh HHGOPMALIMK COOTBETCTBYET FICNOXKEHMAM NPHHS-
TOH B OPraHK3aiuy JIOMMTHKY Ge30macHOCTH, Taxas 3ajgaua nepuo-
JVYECKH BO3HHKKACT fIpH M3MEHEHHE ¥ OGHOBICHHYK KOMIIOHCHTOB
UC, uamenenunn xoudurypauuu OC u 1, o {9, 401

OHHAKO ABMUHKCTPATOPS! CEeTEH HE MMEIOT AOCTATOYHO BPEMEHH
HA TIPOBENEHKE TaKOTO POXA fIPOBEPOK i BCEX Y37IOB KOPIIOPATHB-
HOR cery. [IOBTOMY CHeHHaiMCTB OTHEI0B 3auiyuThl KHPOPMALIKH
HYXIAI0TCH B CPeaCTBaX, OG/IerYaloinX aHAKS 3aLKIEHHOCTH 1C-
TIOABL3YEMBIX MEXaHK3MOB ofecrnieyeHus wHOpMALIKOKHON Bezonac-
HOCTH. DTOT IIPOLECC FIOMOTAIOT aBTOMATHIHPOBATH CPEACTBA aHAIK-
32 3AUKILEHHOCTH, YacTO HaspIBacMbie cKauepamu besonacHocmu
(security scanners).

22
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Micrionp3zoBakue CPENCTB AHAIM3E 3ALUBMLEHHOCTH 1O3BOJISET
ONPEEAUTh YA3ZBHMOCTH Ha Y3J3X KODIIOPaTHBHOMK CeTH ¥ yCipa~
HHUTE MX IO TOYO, KAK MMH BOCTIONB3YIOTCSH 3/MOYMBILIAEHRHKK. Tlo
CYLIECTRY, AEHCTBHSI CHCTEMbl AHANN32 3aUMILUCHHOCTH aHANOIMY~
Kbl JeACTBHAM OXPaHHMKAE, IIePHORMYECKY OOXONMILUEro BCE 3TaXu
OXpaHaCeMOyC 34aHKsA B IOHLKAX OTKDBITHIX nﬁepeﬂ, HE3AKPLITHIX
OKOH # npyrux npoGneM. TONBKO B KAMECTBE 3MaHKS BbICTYNAeT
KODIIOPATHBHAA CeTh, 4 B KAYECTBE HE3AKPBITHIX OKOH M ABepeil —
YA3IBUEMOCTH.

CpencrBa aHaM3a 3AMKIIEHAOCTY paboTAKT HA MIEPBOM 5Talie
ocylecTRIe s araxu. OOGHapyXHBas ¥ CBOGBPEMEHHO YCTDaHsi
YH3BMMOCTH, OHM TEM CaMbiM NPEIOTBPAILUAIT CaMy BO3IMOXHOCTDH
peanu3alivK aTaKH, MTC HO3BOAAET CHHU3WTH 33TDatsl HAa IKCIIIYaTa-
LKIO CPEACTB 3ALUKTEL

Cpenctea aHaIN3a 33LIKIICHHOCTH MOTYT GYHKLIMOHKPOBATb HA
ceTeBOM ypoBHe, yposre OC u ypoBHe npunoxeuusa. OHH MOryT
IIPOBOIOKTD IIOKCK YA3BUMOCTEH, NIOCTENEHHO HaPaMBas YKCIo 1Ipo-
Bepox M «yrySassick» B YUC, uceneays Bee ee yposHi.

Haubonslllee pacipocipadeHpe TOAYNKHIN CPENCTBA AHATHN3A 3a-
HIKILICHHOCTY CeTEBbIX CEPBUCOB K NpoToxonos. OOycnosneHo 310, B
[EPBYI0 OHEPEHb, YHEBEPCAILHOCTBIO HCIIONBL3YEMbBIX NPOTOKONOB.
Mi3yueHHOCTs B ITOBCEMECTHOS KCHONB30BAHME TAKUX NPOTOKOAOB,
Kak IP, TCP, HTTP, FTP, SMTP u 1. 1., n03BOAAI0T ¢ BLICOKOH
crenensio >GOEeKTHBHOCTH NpoBepAThk sawmuerssocts VC, pao-
TAIQWEH B CETEBOM OKPYXEHUH,

BTOpbIMYM IO PACHIPOCTPAHEHHKOCTY SABISIOTCS CPEHCTBA aHaAIMN3a
sammieHHocTy OC. OOYCNoBNERO 310 TAKKE YHUBEPCANLHOCTHIO H
pacripocTpanesHoCcTRI0 HexoTophix OC (Hanmpumep, UNIX u# Win-
dows NT).

CpezcTsa aranysa 3alUMBIIEHHOCTH NDUIBOXEHHH NnoKa Cylect-
BYIOT TOBKO JUIS IIKMPOKC PACIPOCTDAHEHHEBIX IPHKIATHBIX CHCTEM
Tina Web-Gpaysepsl 1 CYBJL.

[puMeHeHNe CPEacTB aHANY3a 3AIUKIICHHOCTH 110380AAET BbICT-
PO OJNIPENEIUTH BCE YTl KOPHOPATHBHOM CETH, HOCTYTIHBIC B MO~
MEHT TpPOBENCHHS TECTHPOBAHMA, BBHISBHTb BCE HCIOAL3YEMBbIE B
CETH CEPBHCHI ¥ NIPOTOKONBL, HX HACTPOKKY M BOIMOXHOCTH MIA He-
CAHKUMORMPOBAHHOrO BO3aeHCTBHS (KAK M3HYTDM KOpPIOPATHBHOHA
cetH, Tak ¥ cHapyxu). T1o pesynbraTaM CKAHMPOBAHMA 3TH CPENCTBa
BBIpaGaThIBaiOT PEKOMEHIAUNH ¥ IIOWIATOBbIE MEPhi, NO3BOAAIOLINE
YCTPAHWTD BBISIBACHHDIE HEROCTATKH.
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HaHnubilt METON KOHTPOSSA HapylleHKH# NONUTHKH Ge30MacHOCTH
HE MOXET 3aMEHUTD CIEUMaNHCTS 10 MH(MOPMALKOHHOH Be30nacHo-
cT. CpelcTsa aHanu3a 3aAMIEHHOCTH MOIYT Al aBTOMATH3UPO-
BaTh FIOUCK HEKOTOPHIX M3BECCTHBIX YSI3BHMOCTEH.

14.2.1. Cpeacrea ananu3a 3aimii@ HHOCTH CETEBbIX
NPOTOKONIOB i CEPBHCOB

BzaumoneicTsue aGoHeHTOB B J0G0H cetn GasupyeTcs Ha HC-
fIOJI530BaAHH K CCTCBLIX INPOTOKOACB H CCPBHCOB, ONPCACHAIOLLHAX
fipouenypy ofMena uHbopMmaime# Mexay aAByMa u Oonec y3namu.
Hpu paspaloTke CETEBLIX FIPOTOKOAOB H CEPBHCOB K HHM IpECIBSAB-
aanuchk TpedoBanus {00bMHO SBHO Hepocrarounpie) no obecneue-
Huo GesonacHoCTH ofpabarthiBacmoit MuDopMauuu. fHosromy no-
CIOAHHC NOogBIslioTes COoolIUcHWS 00 OOHapYXECHHBIX B CETEBBIX
NpOTOKOAAX YHA3BUMOCTAX, B pesyaprare BO3HHKaeT norpebHOCTL B
[IOCTOAHHOH NPOBEPKE BCEX HCIONHIYEMbIX B KODIIOPDATUBHOMR ceTH
NPOTOKOAOB K CEPBUCOB.

CucTeMnl aHaMM3a 3aLUMUICHHOCTH BBUIOMHKIOT CEPHIO TECTOR
110 OCHAPYXCHUIO YR3IBUMOCTEH. DTH TECThI AHANOIMYHbI TPUMCHSIC-
MbIM 370YMBILIACHHKUKAMY fIPH OCYLUECTBACHMY ATAK HA KOpropa-
THBHbIE CCTH.

CkanupoBaHKe € Leiblo OCHAPYXEHUS! YA3BUMOCTEH HavKUHaeTes
€ NOAYYEHHMS NPEABapUTENbHOM KHDOPMALMK O FIPOBEPAEMOH CHC-
TeMe. 3aKaHuMBACTCS CKAHYIPOBAHHC TOFILITKAMH HMHUTALMK Tpo-~
HHKHOBCHHS, HCIIONH3YS LIKPOKC M3BECTHHIE ATAKH, HANPUMEP NOa-
Gop napons Merosom nonsore nepebopa (brute force — «rpybas
CHAar),

Ipy noMOLLK CpencTB aHANK3a 3ALUKILCHHOCTH Ha YPOBHE CeTH
MOXHO TECTHPOBaTh He TonbKo BoamoxHocts HCIH B xopnoparus-
HYIO ceTh U3 ceTi Internet. D1y cpeacTBa MOIYT ObITH MCIOAL3OBAMD!
KaK Jnsi OLEeHKH YPOBHS OC30f1aCHOCTY OPTAaHM3aiMH, Taxk # A
KOHTPONS 5DOMEKTUBHOCTE HACTPOHKK CETEBOTO TIPOFPAMMHOIO K
anmnaparHore obecneueHus.

B nacrosiliee Bpems H3secTHO 0onee JeciaTka pasiHuHbIX
CPEACTB, aBTOMATH3UPYIOLLKX NOMCK YA3BHMOCTEH CETEBBIX TIPOTOKO-
0B U ceppucos. Cpeau KOMMEPYECKHUX CHCTEM aHaNM3a 3allMILeH -
HOCTH MOXHO Ha3pars Internet Scanner komnanuy Internet Security
Systems, Inc., NetSonar xominanuy Cisco, CyberCop Scanner xomna-
Huy Network Associates ¥ psax ApYTHX.
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Tunvyras cxema NpoBeICHMS aHAIK3a 3alKIUEHHOCTY (Ha npy-
Mepe cucreMn Internet Scanner) npuBeneHa Ha puc. 14.4.

{ipouece -

Mogyms |7 | cranmposanms

yhpasneHus
fussnd fipouecs
¥ oBpabotin

Cucrema giseron
FEHEPAUMY

e InternetSeanner
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Puc, 14.4. CxeMa npOBEACHUS aHRINIA JRIHICHHOCTR
(#a npuMepe cucremel Internet Scanner)

CpencTpa aBain3a 3alMBIEHHOCTH JAHHOF0 Ki1acca aHaManpy-
0T HE TOABKO YA3BMMOCTH CETEBBIX CEPBUCOB M IPOTOKOMOB, HO
cucTeMHore v npuianuore {10, orsevawpulere 3a paGoTy ¢ CETBIO.
K raxoMy ofecneyeHnic MOXHO otHectn Web-, FTP- a1 moutosnie
cepBepsl, MO, Gpayaepst 1 1. 1.

14.2.2. Cpepcrsa anannsza saupugennocty OC

Cpeacrpa 370T0C KNacca npefHa3HayeHsl AR NPOBEPKY HACTPOeK
OC, BAMSOIINX Ha ee 3RLLUILEHHOCTL. K TAKHM HACTPORKAaM MOXHO
OTHECTH:

s YUETHBIC 3aNHMCKH NOJb3oBaTEselt (account), HArpUMep ENHMHY

$1aposas K CPOK €FC ZeACTBUA;

s IpaBa [oab3CBATENEH Ha JOCTYI K KPUTUYHBIM CHCTEMHBIM

tattnam;

* YS3BKMBbIE CHCTeMHBIe daiinb:;

* YCTAHOBAEHHbIC f1atyy {patch) # 1. n.

CycreMpl aHalM3a 3alUKBIEHHOCTH Ha yposhe OC Moryr Opith
KCHONB30BAKb TAKXe MU KOHTpois kondurypauunyn OC.

B ommyue OT CPEeNCTB aHaNK3a 3ALIMIHEHHOCTH CETEeBOI0 YPOB-
Hsl RAaHHBIE CUCTEMBbl FIPOBOIST CKaHMPOBAHME HE CHApyXH, a Ha-
HYIDM SBHAAU3MPYEMON CHCTEMBI, T. €. OHM HE MMUTHDYIOT aTaku
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BHCHIHMKX 3A0YMBIHLIEHHNKOB, KpoMe BO3MOXHOCTER [0 0obxapyxXe-
HHMIO YA3BUMOCTEH, HEKOTODHIE CHCTEMbl GHANM3A 3dIHMIHCHHOCTH
Ha yposuae OC (nanpumep, Systemn Scanner xoMiasuy Internet
Security Systems) 103BOJISIIOT ABTOMATHMECKM YCTDEHSTH 4acTh 06~
HaPYXEeHREBIX npolaeM MIM KOPPEKTUPOBAThH MAPAMETPbI CHMCTEMbI,
HE YIOBACTBOPSIOMING NOJAMTHKE $E30NACHOCTH, NMPHHATOH B opra-
HM3ALIKK.

14.3. TeXHOROTrHH OBHAPYIMEHHUS aTaH

CeteBble ¥ MHDOPMALINOHHDIC TEXHOMOIKHM MEHSIOTCS HACTO/IBKO
OBICTPO, HYTO CTATHHMHBIC 3AHMTHRIC MEXAHW3Mbl, K KOTOPBIM OTHO-
CATCSH CHCTEMbi PA3TPAHKUCHHSA 20CTYNRA, M3, cucrembr ayreHTHOH-
KAiyH¥ BC MHOMMX ¢lyuasx He moryT ofecneuuts 3¢pdekTHBHOM 3a-
wnTel, TIoaToMy TpeOyrOTCs AMHAMMYECKUE METOIbI, FO3BOASIOLIME
OIEPAaTUBHO OOHAPYXKMBATH ¥ NPENOTBPAILAT, HAPYIIeHUs Oesomnac-
#0CTH. ORHOR M3 TEXHONOru#, no3Besaieit o0HapyKUBATL HADY-
IIEHNSA, KOTOPHIE He MOTYT ObiThb MICHTUODMLMPOBAHD! [IPY NOMOLIM
TPAOUIMOHHBIX MONEACH KOHTPONS NOCTYIE, SBASCICH TEXHOIOTMs
ofHapyXeHUs aTaK.

Tlo cywiecTBy, npoiece o0HApY)KeHUs aTaK SABINETCS NPOLIECCOM
OLICHKY TOIZO3PUTENBHLIX BeHCTBHIE, KOTOPHIC fIPOKCXOIIT B KOPno-
paTvsHol cetu. VIHaue rosops, ofnapyxcerue amax {intrusion detec-
tion) — 3TO NPOLECC HACHTUOUKALKMK U PEArnpoBaHMUS Ha F0I03PK-
TEABHYI0 ACATENHHOCTh, HANPABICHHYIO HA BBHIMMCIUTEIbLHLIC KN
CETEBHIC PECYPCHI.

14.3.1. Meroas: ananmnsa ceresom umnopmaumn

SbhbheKTUBHOCTh CUCTEMBI OOHAPDYXEHNA aT4K BO MHOTOM 34BH-
CHT OT JIPHMEHREMBIX METONOB aHaNM3a noayuenHol nHbOPMALNY.,
B nepspix cucTemax oGHADYXEHYS 4Tak, pa3palOoTapHbIX B Hauane
1980-X IT., UCNIONB3OBANUCH CTATUCTHYECKHE METONbl OOHAPYXKEHUS
aTak. B HAcTosiee BpeMsl K CTATHCTUYCCKOMY asHanu3y nobasmics
DRA HOBBIX METOHMK, HAUMHAN C IKCHEPTHRIX CUCTEM M HEYETKOM
JIOTMKY ¥ 3aKAHUMBAs MCTONb30BAHNEM HEeApoHHBIX ceTel {9, 40].

Crarucrudeckmii Metol. OCHOBHBIE NPEUMYLIECTBA CTATHCTHYC-
CKOTQ MOOXOA& ~— MCII0Ab30BAHME YXe pa3palOoTaHHOrO W 3apexo-
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MeHnoBasuero cebs arnnapara MaTeMaTHYecKol CTATUCTHKH M ajan-
TaUHS K NOBEICHUIO CyOheKTa.

Cuavana fns Beex CyOBEKTOB aHATHINPYEMOH CHCTeMB! Oflpeae-
asores npodunn, Jlioboe OTKIOHCHHKE KCNOABLIYEMOrO NROQUIA OT
ITAICHHOI'0 CYUTAETCH HECAHKUMOHHPOBAHHOR  JCSTEABHOCTHIO.
CratiCTUYecKie METONBl YHUBCPCANbHBI, NTOCKOALKY JUIs TIpOBeEjc-
H{s aHa/Iv3a HE TpeﬁyeTCﬁ 3HAHEKS O BO3IMOXHDBIX 8TaKaX K HCIOb~
3yeMBbIX BMH YA3BUMOCTSX. OMHAKC fIPU HCHOAB3IOBAHUY 2THX METO-
MK BO3HMKAIOT ¥ fpobneMbt:

* «CTATHCTHYECKUKEY CUCTEMDBI HE MYBCTBUTCHDHBI K TIOPALRKY Clg-

IOBaHUS COBLITUH, B HEKOTOPHIX CAYYasX OZHHU M Te Xe cobpl-
TAS B 3aBHCHMOCTY OT NOPSIKa UX CJISNOBAHKUA MOTYT XapaKTe-
PU30BATh AHOMANBHYIO MAK HOPMAIBHYIO JeATENbHOCTD,

« TPYAHO 320aTh TPaHKUHbIE {IOPOTOBBIE) HAUEHUS OTCHCKH-
BaEMBIX CHCTEMOM ODHApYXKEHHUS ATAK XAPaKTePHUCTHK, 4TODb:
ANEXBATHO MACHTHOMULIMPORATS AHOMAILHYIO JEATEHDHOCTD,

¢ «CTATHCTHYECKHEY CHCTEMB! MOJYT BbITh ¢ TEYSHHUEM BpPEMEHH
«o0ydeHb» HapyLIMTeNIMK Tak, 4ToOsl grakymwilne peiicrsus
pPacCMaTpHBATIUCH KAK HOPMAabHbIE,

Cleayer TAKXKES Y4UTHIBATh, YTO CTATHCTHHECKHE METOAB! HE NpH-
MEHEMBI B TEX CIy4asX, KOra [Uis NoNb3osarens orcyrcrsyer iiab-
JIOH THIMYHOrO NMOBSASCHHS WM KOINE LIS FIOAL30BATENS THIHYHb
HECAHKLIMOHKPOBAHHbIC JeHCTBIS.

BRCIIEPTHLIE CUCTEMB! COCTOST M3 Haopa NpaBui, KOTOPLIE OXBa~
THIBAIOT 3HaHHMs YeoBeKa-sKciepTa. McenonbpioBaHue 3KCHEPTHBIX
cucreM npeacrapiasier cofoit pacnpocTpaneHHbiR MeToR obHapyxe-
HUs aTtax, npH KoTtopom uxbopMaius 06 araxax QopMmyanpyercs B
Byje TipaBuia. BTy npapuna MoryT ObITh 3anucassl, HanpuMmep, B
BHAC NOCACOCBATENHRHOCTH ACHCTBMI WAH B Buie curHarypbl [lpu
BHIIIOAHEHHY J1000r0 M3 3THX JIPABHA NPHHKUMACTCS pelicHKEe 0 Ha~
JWYKK HECAHKUYOHMPOBAHHON ACATENbHOCTH. BaXHBIM JOCTOMHCT-
BOM TaKOrO NOHXOHA SIBISETCS TIPaKTUIECKU TIONHOE OTCYTCTBUC
JIOXHBIX TPEBOT,

B/l skcnepTHOR CUCTEMBI ACJKHA COASPXATh CUEHapuu B0sb-
WMHCTBA M3BECTHBIX Ha CerouHsiuHul aexb arak, ng 1oro 4ToObL
OCTABATECS TIOCTOSHHO aKTYAIbHLIMY, IKCICPTHbBIE CHCTeMb! Tpeby-
10T nocTosiHHore obuomnenus B Xots axcrneprHele cucreMbl npen-
JIAralT XOPOLIYIO BO3MOXHOCTb MM JIPOCMOTPA HAHHBIX B XKypHaiax
perucTpaiuk, TpebyeMbie 0OHOBACHHS MOPYT RGO UTrHOPHPOBATHCH,
160 BHIMONHSATECS AAMMHHUCTPATOPOM BPY4HYIO. Kak MUHUMYM, 3TC
IPUBOAMUT K IKCHEPTHOH cucTeMe ¢ OCnabacHHbIMM BO3MOXHOCTA-
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MH. B XyiieMm ciayuae OTCYTCTBHE HALIE€XAHETo COMPOBOXIEHUS
CHIDKEET CTENEHDb 3aLUKIEHHOCTH BCEi} CETH, BBOJR e¢ MOAB3OBATE-
e B 3a0AyKACHHUE OTHOCKTENBHO JICACTBHTEABHOIO YPOBHS 31K~
IEHHOCTH.

OCHOBHBIM HEHOCTATKOM SBISCTCS HEBOIMOXHOCTH OTPAXKCHMS
Heu3BeCTHBIX atak. [ipu 3TOoM jaxe HeGONBIIOE HIMEHEHUE YKe U3~
BECTHON ATAKK MOXET CTATh CEPLEIHBIM NPENATCTBHEM UL (YHK-
LIKOHKUPOBAHNS CHCTEMB! OOHAPYXCHHS 3TAK,

Heitponsbie cetit. DOAbIIMHCTRO COBPEMEHHBIX METOROB 06Hapy-~
XEHHUSt aTaK KCTIOABIYIOT HEXOTOPYI0 opMYy aHANHM3a KOHTPOIUpYye-
MOTQ NPOCTPAHCTBA HA OCHOBE NPABKA MAM CTATHCTHYECKOTO MOAXO-
Ja. B kayecTse KOHTDONMPYEMOFO HPOCTPAHCTBA MOCYT BBHICTYHATh
KYPHANS! PETHCTPALIMH KK CETeBOM TpaduK. AHANH3 ONHUpPaeTcs Ha
Halop 3apaHee OIPEJCNCHHBIX [IPaBKA, KOTOpHE CO3JANTCS aiMU-
HHUCTPATOPOM HAM CaMoit cHCcTeMON OoDHapyXeHHUs aTax.

Jioboe paspeneHye aTaKH BO BPEMEHM HIM CPEOM HECKOMBKHX
3A0YMBIILIEHHUKOB BASETCA TPYAHBIM Uit OOHAPYXEHHst NPH 10~
MO 3KCnEepTHLIX cyucteM. M3-3a Conbiuoro pasgoolpasust atak K
XaKepoB [aXe CileLManbHbie NOCTOsHHME ofnosneHus b npasun
IKCIIEPTHOR CHCTEMBI HUKOIAA HE JARYT TapaHTHU TOUHOM HAEHTH-
dhHxaLKy BCEro AMANas’oHa arax.

Hcrionp3opaspe HEHPOHHBIX CeTeH ABJSIeTCA OZHUM H3 CIIOCO-
B0B [IpEONOACHES YKas3aHHbIX pobaeM 3xcnepTHbIX cucTeM. B otan-
YUe OT IKCIEPTHHIX CUCTEM, KOTOPSHIE MOTYT BATh FIONL30BATENIO O~
peaeaeHHBI! OTBET O COOTBCTCTBUH DPACCMATPHBASMBIX Xapaxrepu-
crux zanoxenuniM B B npaBunam, HelipoHHas CeTh MIPOBOIHT
aHAMK3 UHGOPMALKH H NPEJOCTABICT BO3MOXKHOCTE OLCHMTH, CO-
FNACYIOTCH AU NaHHble ¢ XAPAKTEPHUCTHKAaMH, KOTOpbIe OHA HAy4eHa
pAcrio3HaBath. B To BpeMst KaK CTeneHs COOTBETCTBUS HelipoceTeso-
FO NPeACTaBieHUS MOXeT BOCTHraTh 100 %, nocToBeprocTh BhibOpa
[1ONHOCTBIO 3aBHCHT OT KAUeCTBA CHCTEMBl B AHANM3E IIPUMEDOB 110~
CTaBReHHON 331244,

CHayana Hefipocers oOy4aT NPaBHIbHON UneHTUdHKAIUHK Ha
NpeaBapUTebHO NOI0OPaHHON BuIOODKE NIPHMEPOR FIpeMeTHOR 06~
nactd. Peakuimsi HefipOCCTH AHANMIUPYETCS M CHCTEMA HACTPAHMBACT-
cst TaKuM 00pasoM, yTolbl NOCTHYDL YAOBIETBODHTELHbIX PE3yAbTa-
TOB, B nornonneHye X HAyansHOMY nepHoAy ofydeHHs, HefipoceTs
HalyipacTCsi OfIbiTd C TEYSHHMEM BPEMEHHM, MO MEpe TOrO, KaxK OHa
TIPOBOAMT 2HAIM3 BAHHBIX, CBE3IAHHBIX C NpeaMeTRONH oBNacThio.

BaXXHBiM NPEHMYLLECTBOM HEUPOHHBIX CeTel npy OCHAPYXCHUK
3NOYIIOTPEOACHHH SABNSIETCH MX CrIOCODHOCTDL «H3YHATh» XAPAKTEpH-
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CTHKH YMBILLICHHBIX aTaK ¥ MACHTHOMWLKPOBATL JNEMEHTH!, KOTO-
phbi¢ He IOXOXK Ha Te, YTO HabMoJansHch B CETH NPEXAE.

Kaxislil u3 oruCaHHbiX MeTONOR O0sadaeT PAAOM JOCTOMHCTE M
HECIOCTATKOB, TIOITOMY Celyac NpaKTHYeCKK TPYAHO BCTPETHTL CHC-
TEMY, PEATH3YIOULYIO TONLKO OAMH U3 ONIMCAHHbLIX MeTOAOB. Kak nipa-
BHJIO, 3TH METOAL! HCRONLIYIOTCH B COBOKYTTHOCTH.

14.3.2. Knaccugmuaumns cncrem obuapyxenns
arax IDS

MexaHnaMsl, npuMeHseMble B COBPEMEHHBIX CHCTeMax obHapy-
xeuus atax DS (Intrusion Detection System), OCHOBaHBl Ha He-
CKOsIbKUX OOUIMX METOREX, KOTOpble HC SRISAIOTCS BIAHMOMCKIIO-
YaoEMHA. BO MHOMMX CHCTEMAX UCHIOABIYVIOTCS MX KOMOGHHAUKY.

Kraccuduxauus DS MoxeT 6biTh BbIIORHEHA!

« 110 ¢criocoly peardpoBaHus,;

* CHIOCOBY BBIABNCHUS BTAKH;

« criocoby chopa undopmalny of araxe,

Ifo crniocoby pearmpopamys pa3ivyaloT NACCHMBHBIC M AKTHBHbBIE
IDS. Haccususte 1DS npocro dukcupyiot $akt ataku, 3aruChIBaIOT
JaHHble B aiil XypHana 1 BeUI3I0T npeayrpexnenus. Axmugusie IDS
NBITAIOTCS NPOTHROACHCTROBATh ATAKE, HaNpHMEp, NyTeM pekKoHbu-
rypaituy MO wian reHepaiuy CriMCKOB JOCTYIIE MapILpyIusaTopa.

ITo cnocoby BbIapaesua aTakyu cuctems! IDS npunsito aenuts
Ha IBE KaTeropuu:

+ OBHApYXEeHUE aHOMANBHOTO noseseHns (anomaly-based);

« obHapyxesnue 3noyrorpebaenuit (misuse detection wiH signa-

ture-based).

TeXHONOTHS OOHAPYKERUS QHOMAABHOZO nogedeHUs OCHOBAHE Ha
CHEAYIOLIEM. AHOMANLHOE TIOBCACHHE NONL30BATENs (T. €. aTaKa Win
Kakoe-Hubyas BpaxneGHOE AeficTsye) HACTO TIPOABASETCS KakK OT-
KIOHEHHME OT HOPMAaNbHOTO nNoBgjeHHA. [IpHMEpOM aHOMANBHOIO
FIOBEACHUS MOXET CHYXUKTH BOiBLIOE YUCIO COCAMHCHUN 338 KOPOT-
KHil TIPOMEXYTOK BPEMEHH, BHICOKaS 3arpyska LCHTPAABHOIO Ipo-
1eccopa ¥ T. 1.

Ecny MOXHO 651510 651 ORHO3HAYHO ONMCaTh N1podh b HOPpMaib-
HOTO IOBEICHHS NONBIOBATENSN, TO NOBOE OTKAOHEHME OT HENO MOX-
HO HAGHTH(HRUKPOBATh, KaK aHOMaNbHOe noseaeHue, OmHako aHo-
MajIbHOE fIOBeieHMe HE BCCTAA sABNAeTCA arakoi. Hanpumep, oaxo-
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BPEMEHHYIO [TOCHIIKY CONBIIONOC YMCAA 3aPOCOB OT AAMMHKCTPATOPA
ceTH cUcTeMa OGHApYXKEHHS aTAK MOXET HACHTH(MULMPOBATH Kak
aTaKy THNa «OTKa3 B obcayxusauum» («denial of service»),

[Ipy MCIONK3OBAHKN CHCTEMBI ¢ TAKOH TEXHONOTHEH BOZMOXHBI
ABa Cayyast:

» ofHapyxXeHre AHOMANBHOIO MIOBEACH 51, KOTOPOC HE ABASCTCH

ATAKOH%, ¥ OTHECEHHE €10 K KIACCY ATAK;

* JIPONYCK 4TAKH, KOTOPAs HE NOANAZAeT NOA ONPEeReIcHHUE aHO~
MAJBHOrO NOBEACHHsI. DTOT Cilyuai GONee OaceH, YeM JOXHOE
OTHECEHME GHOMANBHOIO NOBEACHUA K KJIACCY 4TaK.

TexHonorns 06GHapYXeHKUsI aHOMANKH OPHEHTHPOBAHA HA BBIAB-
JIEH¥E HOBBLIX THNOB aTaK, ONHAKO HEAOCTATOK €€ — HEOGXORMMOCTSH
nocTosHuoro obyueryst. [Toxa 314 TexHoONOrysl He NOAYUMAE LIKPO-
KOIQ pacnpocTpaHerna, CBA3aHO 3TO ¢ TeM, YTO OHA TPYAHO Peally-
3yeMa Ha 1paKkTHKE.

Obunapyxcenue 210ynompebaenui 3aKII0Y4ETCS B ONMCAHHMH ATAKH
B BHAC CHIHATYDH! (Signature) ¥ NMOMCKa NAHHOK CHIHATYPHI B KOH-
TPOAUDPYEMOM TIPOCTPRHCTBEE {CETEBOM TPADUKES HIK KYPHAIE PErK-
cTpauyy). B KayecTBe CHTHATYPBI aTAKM MOXET BHICTYNATh LiaGroH
NEWCTBHI HAM CTPOKA CHMBONOB, XapaKTepH3YIOUIMe AHOMAIBHYIO
NESITEARHOCTh, JTH CUrBaryph! xpauatcs 8 B, amanornunoh Toit,
KOTOpast HCIIOIB3YETCS! B AHTHBUPYCHBIX CHCTeMaX. [aHHas TeXHOoMO0~
U OOHAPYXEHUS! aTAK OYEHD NOXOXA HA TEXHOIOTHIO OGHADYXEHUSA
BUPYCOB, DY 3TOM CHCTCMA MOXET OGHAPYXHTh BCC U3BECTHBIC aTa~
K#. OEHAKO CHCTEMbl JAHHOTC THNA HE MOYYT OGHApYXMBATh HOBHIE,
ele HEeH3BECTHHIE BHIBI aTAK.

[Toaxon, peanu30BaHHBIA B TAKMX CHCTEMAX, JOCTATOMHO HIPOCT
¥ MIMEHHO Ha HEM OCHOBAHH! NPAKTHUECKH BCE NPEANAraeMbie Cero-
J{HSl H& PHIHKE CHCTeMBI OGHAPYXECHUS ATaK.

HanGonee nonynspHa knaccudukanys no cnocody cbopa undop-
Mmaumny o6 araxe:

+ OOHAPYXXCHHUE aT3K HA YpoBHe ceTH {network-based);

» OGHapyXeHKe aTaK Ha yposhe xocta (host-based),

+ OGHAPYXEHKE aTaK Ha YpoBHE npunoxenus {(application-based).

Cucrema network-based paGoraer no tuny chugdepa, «npociy-
wiHBas» TPadUK B CETH ¥ ONpelenss BO3MOXHBIC ACHCTBHS 310-
YMBIUIICHHKKOB. TaKHe CHCTEMBI AaHANK3KPYIOT CeTeROH TpaduK, HC-
[I0/153y51, KaK NPpABKIC, CHIHATYPH! 4T4K K aHANN3 «Ha aeTy>. MeTton
AHATH3A «HA JIETY» 3aKJIIOUAETCS] B MOHHTOPHHIE CETEBOro Tpaduxa 8
PEATBHOM Wik GJM3KOM K PEabHOMY BPEMEHH ¥ KCIIOAB30BAHUM CO-
OTBETCTBYIOLMX ANTOPHTMOB OBHApYXEHUS,
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Cucrembr host-based npexHasHaudedbl A8 MOHHATOPHHIA, QETEK-
THPOBAHHS K PEarKpOBaHKA Ha NEHCTBHA 3A0YMBIUIEHHAKOB Ha Of1-
peneserHoM xocre. Pacnonarasgch Ha 3alUKILAEMOM XOCTe, OHU 1pO-
BEPAIOT M BBISBAKKIT HANPABACHHBIC NPOTUB HEro AefcTBHs. I3TH
CHCTEMB] AHANMBHPYIOT PETUCTPALKOHbIe XypHankl OC unu npuio-
KEHUS.

Kax npasuno, aHaNHM3 XypHAIOB DETHCTPALHK SABAAETCS ZONON-
HEHHEM K JPYTHM METoAAM OOHApYyXeHHS aTaK, B HaCTHOCTH K obHa-
PYXEHMIO aTaK «Ha jeTy». HMcrons3oBanue 3T0ro METOAa MO3BOISIET
NPOBOAKUTE «pa3bop MOAETOB» YXe€ 110ci]e TOro, Kak Gpuna 3aduxcu-
POBaHa araxa, mIf TOro 4tolbhl BhipaloTarh 3PEeKTHBHBIC MEDHI
NPEIOTBPAlUCHNS AHANOIMYHBIX aTaK B Oyayiuem.

Cucrema application-based 0cHosana Ha noucke npobreM B On-
peNeNeHHOM HPHIOXEHHH,

Kaxawiit ¥3 3THX THNOB CHCTEM OOHAPYXEeHUs arak (Ha ypoBHE
CETH, HA YPOBHE XOCTa U H& YPOBHE NPHJIOXEHMUS) KMeeT CBOK J0C-
TOUWHCTBA ¥ Henoctarky. ['mGpuansie IDS, npeactasasiowne cotoi
KOMOHHALHIO PAIHYHBIX THIIOB CHCTEM, KaK IPaBiii0, BKIOYAOT B
cefs BOBMOXHOCTH HECKOJIBKHX KaTerOpHiA.

14.3.3. Komnorentst un apxurexrypa DS

Ha ocHoBe aHaM3a CYLIECTBYIOIMUX PEIIEHHE MOXHO JIpUBECTH
nepedeHbh KOMNIOHERTOB, K3 KOTODHIX COCTOHT THUIIHYHAS CHCTEMa
ofHapyxeHus ataxk [40].

Monyns caexensa ofecrnieurBaeT cOOp NaHHBIX K3 KOHTPONHPYE~
MOTO NIPOCTpanCcTBa (KypHana perucTpauyy Wil ceTeBoro Tpagukaj.
Pasmpie NPOU3BOIHTENN JAIOT BTOMY MOIYJIO CAEHYIOUINE HAa3BAHUS
cencop (senson), monumop (monitor), 3048 (probe) H T. 4.

B 3aBMCHMOCTH OT apXHTEKTYPhl NOCTPOCHUS CHCTEMB! OOHapy-~
KEHUS aTAK MOIYIb CHEXEHHUS MOXeT GbITh U3MMECKH OTAEneH OT
APYTHX KOMIOKEHTOB, T. €. HAXORKUTHCS HA JIPYTOM KOMIIBIOTEDE.

Honcucrema obnapyKeHus 3TAK — OCHOBHOM MOAYAb CHCTEMBI
obRapyxerus atak. OHa OCYLUECTBIAET aHANH3 YHGMOPMALHH, TT0/Y-
YaeMo# oT Moaynsa cliexenus. [1o pesynsTaram 3TOr0 aHATK3E HaH-
Has FOHNCHCTEMA MOXET WACHTH(MUKPOBAT, aTaKy, RPUHHMATE pe-
HIEHKS OTHOCUTE/IBHO BAPUAHTOB DEarkpOBaHUs, COXpaHATb CBele-
Bust 00 atake B XPaHWINLUE JAHKBIX U T. 1.

ba3za 3uanni 8 3ABHCHMOCTH 0T METOHOB, HCITOAR3YEMBIX B CHCTE~
Me OGHAPYXKEHHUS atak, MOXET CORepXarth npoduii noiab3osaTened 1
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BBIYKC/IMTEABHOR CUCTEMBI, CHIHATYPhl aTaK MW [1OJO3PUTENbHbIC
CTPOKY, XapaKTEpH3YICLUYE HECAHKUHMOHKPOBAHHYIC AESTEIBHOCTD.
baza 3HAHKE MOXET NOTONMHSTHCA [IPOUIBORUTEAEM CHCTEMb! OGHa-
DYXEHYS aTax, NOAb30BATEIEM CUCTEMb WM TPETheH CTOPOHOHK, Ha-
[PBEMED ayTCOPCHHTIOBOR XOMNaH{eH, OCYIUECTBRZIOIUEH TONACPXKY
3TOH CHCTEMBL

Xpanwnine nanmblx o0ecrieynBaeT XpaHeHNe AaHHbIX, cobpan-
HBIX B nipoilecce QYHKUMOHMPOBAHNS CHCTEMbl 00HAPDYXEHUA aTax,

Ipadimuecknii nurepdeitc, Jdaxe ouens MolllHoe U 3¢gdexTnBHOE
CPEACTBO He DYACT UCIIOABL30BATRCH, CCIM Y HETO OTCYTCTBYET APYXKE-
cTBeHHBIK uaTepdeic. B sasucuMocty ot OC, 1104 ynipanicHUEM KO-
TOpoil DYHKIMOHYpPYET cucTeMa OOHapyxeHus! aTak, rpaduyeckui
nHTepthedic HOMKEH COOTBETCTROBATEL CTARIAPTAM Ae-GaxkTo mist Win-
dows 1 Unix.

TioncucTemMa pearnpoBaHMsl OCYLIECTBASIET pearuwposaHue Ha o6-
HaPY)XXCHHBIC aTaKY ¥ KHbIE KOHTPOJMpYeMble COOBITHN. BapuaHTh!
pearunposanys BynyT onmcadb 6osiee noapodHo HUKe.

TioncucremMa ynpasieHHs KOMNOHEHTAMM IIpEAHA3HAYEHA Ui
VIIDABACHAS DA3NMYHBIMK KOMIIOHCHTaMM cHCTeMbl OBHapyXeHus
atak. 110/l TCPMUHOM «YNPaBleHUHE» TTOHMMAETCS BOIMOXHOCTH K3~
MEHEHUS TIOANTUKY O€307MacHOCTH HARK DalIMMHBIX KOMIIOHEHTOB
CUCTEMB ODHADYXEHHMS artak {(HanpuMep, MOJYIeH CIeXeHys), a
TAKXeE JI0yyeHne MHGOPMallBlKY OT ITHX KOMIIOHEHTOR (Hanpumep,
CBCICHHSI © 3aperHCTPUPOBaAHHON aTake). YnpasieHue MOXET OCy-
LIECTBAATHCS KAK NP NIOMOLUY BHYTPEHHUX NPOTOKONOR ¥ WHTED-
defico, Tax ¥ fIpH NHOMOWM YXe pa3paBoTaHHbIX CTAHAAPTOB, Ha-
npuMep SNMP.

Cucremst o0HapyXeHus aTak CTPOATCH Ha OCHOBE IBYX apXUTeX-
TYP: «AaBTOHOMHDBIH areHT» Y «areHT—MeHeUKep». B nepBoM ciyyae Ha
KOXALIH 3alMIECMBIA Y3€4 RIM CEIMEHT CeTH YCTaHABJIMBAIOTCH
BTEHTBl CHUCTEMBI, KOTODHIE HE MOryT oOMeHMBathest BHGOPMaLMEH
MeXIy coBOM, a TaxKe He MOTI'YT YIIPaBASThCH HEHTPAAN30BAHO C en~
HOH KOHCOMM. DTUX HEIOCTATKOB JMLUEHA apXWTEKTYPA «areHT—Me-
HeaKep». B 5TOM ciiyuae B pacnpefenentoll cucmeme OCHADYHCEHUR
amax dIDS (distributed IDS), cocrosiuedi u3 muoxectsa I1DS, pacnio-
JOXEHHBIX B PANMYHBIX y4acTkax Goabpuiol cern, ceppepst cbopa
JAHHBIX 1 HEHTPaNbHLIA AHANUSNPYICLUKHA cepBep OCYLUECTBISIOT
LeHTPaN¥30BaHHbIH COOp M aHAU3 PETUCTPUPYEMBIX AaHHBIX. YiIpas-
nexpe MmouymaMy dIDS ocyluecTBARETCA ¢ LCHTPAABLHON KOHCOIN
ynpasiaeHns [39]. i XpynHsiX opraByzailvi, B KOTOPHIX Gunpansl



356 Yacms 4. Texnosozuu obnapyycenun emopcenui

PA3HECEHBI 110 PA3HLIM TEPPHUTOPHAM K IAXE rOPOHaM, KCIonb30Ba-
HYle TAXOW apXMTEKTYDLl ¥MeeT DPHHLKTHANBHOE 3HAYCHYE,

O6umas cxema dyukimonnposanns dIDS npusesena Ha puc. 14.5.

Taxas cycreMa NMO3BONKET YCHWINTS 3ANIMIHEHHOCTE KOPIIOPATHB-
HoOM nofceTy Gnaroxaps HeHTpanusauuy uxdopmauuy o6 araxke or
pazmuunsix IDS. Pacnpesenennas cucremMa oGHapyxenus arax diDS
COCTOHMT ¥3 CIEAYICHIEX [IOACHCTEM: KOHCOAY YNPaB/IeHHs, aHaiu3H-
PYIOLUHMX CEpBEPOB, ATEHTOB CeTH, ceprepos cbopa uubopmauuy of
ataxe. LlewrpanspHbiil asanusupyowmi cepBep OOLIYHO COCTOMT M3
BJ1 1 Web-cepsepa, uTo nosBosiseT coxpaHarek nrdopmanyio o6 ara-
Kax ¥ MAHWNYAKPOBATE AAHHLIMY C TIOMOLIRIO YIOGHOTO Web-rHTep-
deiica. AreHT ceTH — OBKH #3 Haubonee BAXHLIX KOMIIOHEHTOB
diDS. On npencrasnser coboil HEGONBLIYIO TIPOrPaMMy, Leib XOTO-
poit - coobiuary 00 aTake Ha LEHTIPATBHBI aHAMM3NpYIowWMi cep-
sep. Ceppep c6opa uHdopmaLuy o6 ataxe — yYacTb cucTemnt dIDS,
JIOrYecKky Gasupyoiancs Ha HeHTPATbHOM aHAIM3NPYIOLIEM CepBe-
pe. Cepsep onpefeaser NapaMeTphi, 10 KOTOPHIM [PYNHpYIOTCA

Weeep

1. Cucrema hostbased
2. Cuerema application-based

;. hostbased .  host-based |
~ s e HE Cepsepe \ Na cBpS

£0 mexcerapore

RS EEAS AHATMINRPYIOLAA AHBNHAMDYIoIMR
Ceresod capaep 1} jcepsep 4
COHGOP ‘\ f i

Bl ¥ Korcomn
s, YIpARNeHus

Puc, 14.5, OBuias cxema HyHKUMOHMpoRaHUA paciipedenento d1DS
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NAaHHbIE, TIOJIYHEHHBIE OT ar¢HTOB CeTh. I DYNIUPOBKE AaHHbIX MOXET
OCYIUECTBISATBCH 110 CREAYIOIUMM TIapaMeTpam:
» IP-agpecy aTaKkyiolLero;
o NIOPTY HONYHATENS,
HOMeEpY 4reHTa;
HaTe, BPeMEeHH;
NIPOTOKONY;
TUNY 4TaK¥ ¥ T. A

14.3.4. Meroabi pearmupoBasns

ATaxd He TONBKO NOJXHE OuTh OORapyXeHa, HO ¥ HeobXxomuMo
NPAaBUABHO ¥ CBOEBPEMEHHO CpearupoBaTh Ha Hee. B CYILeCTRYiO-
MK CHCTEMAX FIPUMEHSCTCS HIMPOKMH CHIEXTP METOHOR pearnpona-
HHMS, KOTOpble MOXHO Pazaenuts Ha Tpy xarteropuu {9, 40}

s YBENOMICHME;

* COXpaHEeHUL,

* GKTHBHOE Pearnposnaque.

TIpuMeHeHue TOR MAU MHOR DPEAKLUY 3aBUCHT OT MHOTHX ak-
TOPOB.

Yaenomnenre. CaMbiM NPOCTHIM M IIMPOKO PACHPOCTPAHEHHBIM
METOIOM YBEAOMICHUS SRISETCS OTIPABACHUE AAMUHUCTPATOPY Be30-
TIACHOCTH cooBiuerMit 08 aTake B XOHCO/Ibh CUCTEMBI OBRapyXeHus
aTax. Taxast KOHCOJb MOXeT ObITh YCTAROBEHA HE Y KAXIOrO COTPYN-
HMKA, OTBEYAIOLLETO B Oprapusaluy 33 6e30MnacHOCTb, KpOMe TOTO,
ITHX COTPYAHMKOB MOTYT MRTEPECORATh He BCe cOBhiTUs Be3onacHo-
CTH, TIOBTOMY HEOOXOMMMO NPHMEHEHUE UHBIX MEXAHH3IMOB YBENOM-
ACHUSL. JFTUMM MEXaHU3IMAMM MOTYT ObITh OTIIpARIEHUE COOBILERUMN
110 BREKTPORHOK TIoYTE, Ha nefixep, no Gaxkcy wiu o renedony.

K Kareropuy «yBeAOMJIEHME» OTHOCHUTCS TAKXKe NOCHUIKA ynipas-
ASIOIUMX TIOCTIEAOBATENBHOCTER K JADYFMM CHCTEMaM, HanpuMep K
CHCTEMaM CETEBOTO YNpaBRieHuss Wiy K M3,

Coxpanenyre. K KaTeropuy «COXpaHeHMEe» OTHOCHTCA IBA BApHaH~
T4 pearupoBaHus:

» perucTpaius cobuitusa B Bl

+ BOCTIPOU3BCIOEHHE aTaKy B PEaibHOM MacilTale BPEMERN.

ITepBolii BApHAHT IUMPOKO PACHPOCTPAHEH M B APYTHX CHCTEMAX
salwlyysl. s peanmsalivy BYOpPOro sapyanTta Obisaer HeoBXOAMMO
«IIPONYCTHTE» ATAKYIOILETO B CETh KOMMARMM ¥ 3adUKCHPOBATH BCe
€170 AeHCTRYA. DTO NO3BONSET AAMMHUCTPATOPY BE30MaCHOCTH 34TEM
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BOCIIPOU3BOAHTL B peanbHoM Mmaciutabe speMenu (Mnu ¢ 3amaHHOH
CKOPOCTBIO) BCE HEMCTBUA, OCYLICCTRICHHBIC aTAKYIOUIMM, aHANNU3H-
POBATH «YCHEUIHBIE» aTAKHM K NPefoTBpauiath HMX B JaibHeRllem, a
TaKoKe HCNONb30BATH CODpanHpie JlaHHBE B npouecce pasduparens-
¢TBA.

AxrtuBHoe pearuposanue, X 570 Karteropuy OTHOCHTCH CHEAYIO-
IHE BApHAHTBI PEarupOBAHNSL:

« GIOKHPOBKA paloThi aTaKYIOLLETO;

« 33BEPLUCHHE CECCHE € ATAKYIOUNM Y310M;

o YIIPABACHHEM CETEBBLIM OOOPYIOBAHHEM W CPEACTBAME 3aLIMTH.

IDS MOTYT NPEefIOXKETh TAKAE KOHKPETHbBIE BapPUEHTH pearupo-
BAHE: OIOKHPOBKE YHETHOH JaNKMCH aTAKYIOLUETC NTO/H30BATENS, aB-
TOMATHYECKOE 3aBEPIUEHHE CECCHU C ATAKYIOLHHM Y310M, PeKoHbu-
rypaiius M3 1 MapuWIpyTH3aTOPOR M T. . DT KAaTerOpHsI MEXaHH3-
MOB DEarupoBaHH s, C OXHON CTOPOHBI, NOCTATOYHO 2hDEKTHBHA, A C
APYTO# CTOpOHBI, TPedyeT aKKYpaTHOTO HCRONL30BAHMS, TAK KaK He-
NPABHALHOE NPHMEHEHHE MOXET JIDHBECTH K HapymieHH paboro-
crocobrocTH seeit KUC.



FnaBa 15
SALLUMUTA OT BUPYCOB

Komnvromepnwviil eupyc — 210 cBoeofpasHoe ABICHKE, BO3HUKLIEE
B NIpOLIECCe PAsBUTHsN KoMmnbioTepHo# Texuuxu n UT. Cyts ero co-
CTOWUT B TOM, 4TO JIPOrPAMMbBI-BUPYCHI ODAAKAIOT CROHUCTBAMH, TIpH-
CYILIMMH XKHBLIM OPragy3MaMm, — OHH POXZRIOTCH, PAsMHOXAIOTCH K
YMHUDAIOT. TEPMHH «KOMTIBIOTEPHBI BUDYC» BNEpBHiE YAOTPeOHn co-
TpyaHuK YHusepcutera I0xuo#t Kamudoprnun Ppen Kozx s 1984 1.
Ha 7-# KOH@epeHurH 1o 6e30IacHocTH HHMOPMALKY, TIPOXOAKE-
mei 3 CHIA. DM TepMuKoM ObUT HA3BaH BPEJICHOCHBIH (parMeHT
nporpamMMyoro xona. KoHeuwo, 310 Obifia Beerc AubL Mertadopa.
(parMeHT TPOTPAMMHONO KOJA TOXOX HA HaCTOfIIM# BHPYC He
Bonsie, yem Henorek Ha pobora. OZHAKO 3TO CUMH U3 TEX PEAKHX
cllydaeB, KOrga 3HaueHue MeTadops! CTAHOBWIOCH CO BREMEHEM Me-
Hee MeTabOoprUECKUM U Donee BYKBaibHBIM.

KoMnsioTepHbie BUPYCh! CTIOCOBHL! ACHATH NPAKTHYECKH TO Xe,
4TO ¥ HaCTOHIUKE BUPYCHL NEPEXOONTh ¢ OAROTO obbeKTa Ha Apyroi,
U3MEHATD cilocobst aTaky ¥ MyTHpoBaTh, HipoHnkHys B UC, KoM~
JOTEPHLIE BUPYC MOXET OrpaiuuuThCH Oe300HAHBIMY BU3YATLHBIMHU
WK 3BYKOBLIMM 3Q(DEKTaMK, HO MOXET ¥ BBI3BATH NOTEPIO MM HC-
K&XEHKe NaHHbIX, YTeUKY JHYHOH K KOHQUIEHILMATbHON HHpOpMA-
uru. B xyawem cnyyae VIC, nopaxenHast BUPYCOM, OK@XeTCS NOA
TIONHLIM KOHTpONEM 3noyMmbiuuieHHuka, CeroIHs KOMNBIOTEPAM J0-
BEPSIOT PEUIEHKHE MHOTHX KPUTHHECKAX 3aad. [Io3ToMy BHIXOA y3
ctpos MC MoxeT MMmeTs BechbMa TsOKEAble NOCNEACTBHS, BILIOTH A0
HENOBEYECKHX XEPTB.

15.1. KomneioTepHbie BupYCb! 4 Npobnemn)
AHTMBUPYCHOM 3aLMTL)

CylecTByeT MHOTO OnIpele/ieHK# KOMIIbIOTEpHOI0 Bupyca. Yicto-
puuecKy Neppoe onpenenerue Suine zaHo s 1984 r. @pesom Koanom:
«KOMIBIOTEPHBI! BUPYC — 3TO NPOrpaMMa, KOTOPAs MOXET 3apaxarh

23— 3348
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IPpYrye ApOrpaMMbl, MOIMOMLYPYS ¥MX TIOCPEACTBOM BKIHOYEHMS B
HHX CBOEH, BO3MOXHO N3MEHEHHOH KOIMHH, HPUYEM TIOCACIHAS CO-
XPaHseT crocobHOCTh K AanbHEReMY Pa3MHOXEHNIO». KilIOueBbiMy
TIOHATHAMH B 3TOM ONPEIALNCHUN SBASIOTCH crnocobrocme eupyca K ca-
MOPASMHONCEHUIO T CNOCOBHOCMS K MOOQUPUKQUUY GbIHUCAUMETLHOZ0
npouecca. YKa3zaHHple CBOACTEA KOMABIOTEPHONO BUPYCa aHaNOI Ny Hbl
TIAPA3HTHPOBAHKIO BHONOTNYECKOro BHpyca B XnBoi npupone. C tex
FIOp OCTPOTa ApOoGiEMb! BUPYCOB MHOTOKPATHO BO3POCA — K KOH-
uy XX B. B Mupe Hacumurhisanocy 6onee i4 300 momudnxauus py-
PYCOB,

B Bacrosuice BpeMst 1104 XOMABIOTEPHBIM BUPYCOM APHHATO 10~
HYIMaTh TNIPOFpaMMHBIR X0, oOnanaouvit Caeay oMMy CBOHCTBAM ML

e CIIOCOBHOCTHIO X CO3ISHMIO COBCTBEHHBIX KonyH, He o0s3a-
TEABHO COBNARAIOUIMK C OPUIMHANOM, HO 00namalnX CBOH-
CTBEMH OPUTHHAAA (CAMOBOCTIPOMIBEACHNE);

e HATKHYYEM MEX3HH3Ma, 00ECHCYMBAIOLIEIO BHEIPEHME CO3ja-
BaeMbiX KONMH B KCAONHSIEMbIE OOLCKTBI BBEIMUCAKTE/IbHOHN
CUCTEMb.

Crenyer OTMETHTD, YTO 3TH CBOHCTRA SBASIOTCH HCOOXOMMMBIMU,

HO He JOCTAaTOYHBIMHM. YKa3zaHHbBIE CBOKCTBZ CHIERYET AOMOAHUTH
CBOMCTBAMY HECTPYKTHBHOCTH ¥ CKPBITHOCTY AeiicTBuil AanHo# Bpe-
AOHOCHOH ApOrpaMMbl B BHIYKCINTEABHON Cpese.

15.1.1. Knaccuuraums KOMIMBIOTEPDHBIX BHPYCOR

Ha ceropssmsnil JeHb M3BECTHH ZGCHTKM THICSY Pa3INuHbIX
KOMIILIOTEPHBIX BMpYCcoB. HecMoTps Ha Takoe m300miKe, YuCao TH-
JIOB BUPYCOB, OTAMUBIOUIMXCH [PYT OT HDYF2 MEXAHM3IMOM DPachnpo-
CTpAHEHYS ¥ TIPHHLMAOM ASHCTBHSA, NOCTATOMHO orpaHyyeHo. Cy-
WECTRYIOT ¥ KOMOMHYPOB3HHBIE BHPYChi, KOTODBIE MOXHO OTHECTH
ONHOBPEMEHHO K HECKOJALKYM THIIAM, BHPYCH MOXHO PasieianTb Ha
Kiaceh {38, 857

e 110 cpese o0NTAHMS;

« oniepannonxoi cucreme (OC);

¢ OCOBEHHOCTAM anropuT™Ma paboTsl;

» OECTPYKTHBHBIM BO3MOXHOCTHM.

OcHosHoll n Haubosee pacHpoCTpaHEHHOH xuaccupukauuen
KOMITLIOTEPHBIX BUPYCOB SBASeTCH KnaccudnKauus no cpede obuma-
HUus, VAN O munam o0sexmosé KOMIIbIOTEPHON CUCTEMBI, B KOTODbIS
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sHeapsoTes supyeet {puc. 15.1). Tlo cpene ofuTauus KOMALOTEP-
Hble BUPYCHI MOXHO PaslICiKTh:

¢ Ha daitnossle;

¢ 3arPy304Hble;

* MAKpOBUPYCHI;

e CETERBIE.

Cpena oburanms
KOMMLTEPHIX
BHPYCOB

darncube 3arpyaounsie Makpo Cetessie
Yicnonnaemnie 3arpy3Qunbii
panns {boot} cexrop AotymerLl Cereniia
(.exe, .com, .bat} AHCKa Word (.doc) NPOTORON
- Cexrop
Gadinn- Horkymentst Cetesnig
RBOUHKKH Zﬁ%‘;ﬁ&? Exel (xis} XOMEHTR!
CaR3xk MEOXRY Ykasaresib
thannamu Ha AKTHBHbLIT ﬂog&"::m SnexTponnan
{HHHK-BHDYCBE) boot-cexrop noHTS

Puc. 15.1. Knaccudsxanis KOMALIOTEPHBIX BUPYCOB IO ¢pee ofuTaHuA

Daiinosste eupyctt 6O BHEAPSIOTCH B BLIMOAHAEMBE (aitibl
(Haubosee PacpOCTPRHEHHBIH THII BUPYCOB) pasnu4yHbIMi criocefa-
MY, 160 co3narT haliasl- BOMHUKY (KOMIIGHBOH-BUPYCH), Aubo
HCRONs3YIOT OCOBeHKHOCTH opraMu3aury ¢aitnopoil cucreMbr (link-
BUPYCHL).

3aczpysounste supycst 3aNACHIBAIOT ¢ebs AKOC B 3arpy3oyHsIit cek-
T0p mucka (boot-cexTop), MUGO B CEKTOP, CONEPXALIMM CHCTEMHEBIN
3arpysudk BuHuecrepa (Master Boot Record). 3arpyscussle BUPYCH
3aMEAIOT KOA YIPOrPaMMbl, NIONYYRIOuICH YIPasieHUe npy 3arpyske
CUCTEMBI. B pesynbrarte NIpM nNepesarpyske yrpapnacHUe nepenaercs
BUpycy. flpy 3TOM OpUrkHEaaeHElT boot-CceXTOp OOBINKC TIEPeHOCHT~

P
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¢ B Kaxo#-nubo npyrof cexTop mHcxa. YIHOrma 3arpy3ouHbie BHDY-
Chl HA3LIBAIOT OVMOGbIMU GUDYCAMU.

Maxpogupycel 3apaxai0T Makponporpammsl ¥ ailnisl JOKyMeH-
TOB COBPEMEHHBIX CHCTeM O0OpaboTKM MH(pOPMaUUK, B YaCTHOCTH
Dalnbl~-AOKYMEHTBI H DAEKTPOHHbBIE TaORHIB HONYISPHBIX PEIAKTO-
poe Microsoft Word, Microsoft Excel w ap. Jlis pasMHOXEHHS Mak-
DOBUPYCHI HCTIOR3YIOT BO3MOXHOCTH MAKPOS3bIKOB U IPH MX fIOMO-
LM AEpeHocAaT celg U3 onHOoro sapaxeHHoro daiina B apyrde. Bupy-
Chbl ITOIO THNA NONYYAIOT YNIPABACHHE NPH OTKDPHITHH 32PAXCHHOIO
daina u uHOUUMPYIOT dailibl, K KOTOPHIM BIIOCASACTBUH MIeT 00-
pallieliHe H3 COOTBEICTBYIOHIEr0 ODUCHOTO NPUACKEHHS.

Cemeavie supychi UCNONB3YIOT sl CBOCI'C PacPOCTPaHEHUS TIPo-
TOKO/IB! HIH KOMAHAB! KOMIBIOTCPHBIN CETEH H BMEKTPOHHOR NOYTHL.
VIHOTrAa CETERBIC BUPYCH HA3BIBAIOT NPOIPAMMAaMU THIIA <«4EDBbY.
Ceressic YCPBM MOZpa3IensiOTCA Ha Intemnet-uepan (pacnpocTpans-
wres no Intemet), LAN-4epsr (pacnipocTpaHsioTcs no ROKaibHON
cern), IRC-uyepeu Internet Relay Chat (pacnpocTpaHsioics yepes
uathl). CYLISCTBYOT TAKXKE CMEIHaHHbIe THIIbI, KOTODHC COBMELLAIOT
B cefe Cpa3y HECKOAbKO TEXHOA0IHEA.

CyYLLIECTBYIOT MHOIO KOMOWHMPOBZHHBIX THINOB KOMIIbIOTEPHBIX
BUDYCORB, HANpHMep, H3BCCTCH CETCRCH MAKPO-BUDYC, KOTOPHIA 3a-
PaXaeT PeAaKTHpYeMble JOKYMEHTHI, @ TAKKE DPAcChUIACT CBOU KOMHK
NO 3ACKTPOHHONA noyre. B xayecrtre npyroro npuMepa BHPYCOB KOM-
OHHMPOBAHHOIO THNA MOXHO yxasarTh $afioBO-3arpy30uHbie BUPY-
Chl, 3apaxaiclide Kax $ainbl, TAX ¥ 3aTPY3CUHBIC CEKTODPH IHCKOR.
Taxue BHPYCH KUMEIOT YCNOXHEHHbIN aNTOpHTM paloThl ¥ NPHMEHS~
10T ¢BOCOODa3HBIE METOIOB! NPOHHKHORCHMS B CHCTEMY.

LpyruMm NpU3HaKOM ACICHHS KOMITHIOTEPHBIX BUPYCOR HA KJac-
Cbl SBIACTCA ONePaUUOHHAS cucmema, 0OBEKTI KOTOPOH NOABEPraoT-
¢4 3apaxeHuio. Kaxasii alnosbiil HAM CETEBOH BUPYC 3apaxacT
daiinp KaxkoH-nubo opxoll unu Heckomsxux OC - DOS, Win-
dows 95/98, Windows NT/2000 u 1. 5. Maxpo-Bupychl 3apaxaior
daiinsr dopMatos Word, Excel, Microsoft Office. Ha onpeaeneninic
$OPMATHL DACTIONOXEHUS CUCTCMHBIX AaHHBIX B 3aIDYSOMHBIX CEKTO-
pax AUCKOB TAKXE ODHCHTHPORAHB! 3arPy304YHbIC BUDYCHL.

EcrecTserHO, 5TH CXeMbl KiaccHDUKaUHN He SBISIOTCS CIHHCT-
BEHHO BO3MOXHBIMMU, CYLICCTRYIOT MHOIC Da3/MHHBIX CXeM THIIK3a-
UHu BUpycoB. OQHAKO OrpaHMYIMCH TIOKa KNacCHDHKALIMEH KOMITh-
IOTEPHBIX BHPYCOB NG cpese OOWTaHMS, TOCKONBKY COHa SBISETCH
$a30B0#, U nepefiaeM K paceMOTpeHuio OOLIMX NPHILMNIOB PYHK-
LUMOHUDOBaHMS BHPYCOB. AHaIM3 OCHOBHBIX 3TaNOB <XKM3HCHHOIQ
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LHMKAa» BTHX BPEIOHOCHBLIX NPOrpaMM fI03BOJISET BBIICIKTD HX pa3-
JIMYMBBIE TIPH3HAKH K OCOBEHHOCTH, KOTOPHIE MOTYT OBITh TIOHOXEHBI
B OCHOBY JIONOHUTENAbHBIX Kiaccudrxaumii.

15.1.2. Muanennsift UM BUDYCOB

Kak v y moGo#t nporpaMMsi, y KOMNIBIOTEPHBIX BUPYCOB MOXHO
BBIACAHTD ABE OCHOBHBIC CTAAMM XHIHEHHOIO LKA — XPAHCHUE U
KCNIOTHEHKE,

Craams Xpasesuss COOTBETCTBYET IEPHMORY, KOIOa BMPYC NPOCTO
XPaHWTCS HA JKUCKE COBMECTHO C O0BEKTOM, B KOTODPLIM OH BHEADEH.
Ha s1oil cramvy BUDPYC SBNSETCH Haubonee YI3BUMBIM CO CTOPOHLI
aHTusnpycroro 10, Tak KaK oH He aKTHBEH M HE MOXET KOHTDOIH-
posats paGory OC ¢ uenbio CaMO3aHThL

Hexoropsie 8UpPYCH! Ha 3TOR CTalKK KCIONB3YIOT MEXAHU3MbI 33~
IWHTH CBOEIC Koaa o7 o0Hapyxeuus. Haubonee pacrpocTpaHeIiHbIM
criocofoM 33Tl SBASCTCA wKdpopaHye Gonbiueil YacTy TeNa BH-
pyca. ETo HCrioAb30BAKKE COBMECTHO C MEXaHM3IMaMK MYTallny Kona
{00 3TOM HMIOET Peyb HUXE) NLNAET HEBOIMOXHKBIM BRIZENEHUE CUTHA-
TYP ~ YCTOMYMBBIX XapakTePHCTHYECKHUX MPArMEHTOBR KONa BUPYCOB.

CTasma MCHOAHeHWA KXOMDBLIOTEPHLIX BUPYCOB, KakK FpaBuio,
BKJIIOYAET NSITh 3TANOR;

1) 3arpy3xa BHpYCa B NaMATh,

2) BOUCK XEPTBH;

3) sapaxenne HalRCHHOR XepTBb;

4) BRINOAHCHHME NECTPYKTHBHBIX QYHKIMHA;

5) nepesaua ynpapacHus TIpOTpaMMe-HOCUTEHO BHPYCAa.

PaccmoTpyim 51U sTanst noapobxee {38, 70].

1. 3arpysxa Bupyca. 3arpy3ka BHpYCa B NaMATh OCYILIECTBASETCS
OC onuospeMeHHO ¢ 3arpy3koil vcnosikgemoro o0sexTa, B KOTophii
BHPYC BHEApeH. HanpuMep, ecny nonp308aTendb 3aliyCTHI Ha HCnosi-
HEeHye nporpaMMHBIP daili, coxepxaluyit BUPYC, TO, OMEBHIHO, BH-
PYCHBIA KOA Oyner 3arpyxes B TMaMsATh Kak 4acTh 3T0ro ¢haiina.
B npocreiiieM chyvyae NpoUece 3arpy3ky BUPYCA FIpeacTasaser ¢o-
Oo¥i He YTO MHOE, KaK KONMPOBAKHUE C H{CKaE B ONEPATHBHYIO na-
MATb, COfIPOBOXIAEMOE MHOIZA HACTPOUKON ampecoB, focae 4ero
TIPOYMCXOOMT TICPeAata YNpaBpACHUs KOAY Tena BUpyca. DTH AeiCTBUA
Buiontsmores OC, a4 €aM BUPYC HAXOAWICH B NACCHBHOM COCTON-
HUU. B Gosee CIOXHBIX CHTYAUMSIX BHPYC MOXET NOCIE TIONY4EHNUS
YIIPaBNEHKA BHIMONHATS ZONONHHUTEAbHbIE JSHACTBISA, KOTOPbiE Heol-
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XOOKMBI U1 €10 GYHKHUOHKPOBaHKSA. B CBA3YM ¢ 9TUM pacCcMaTpuBa-
JOTCS JIRA aCrexTa.

TTeperiit acneky CBH3aH ¢ MAKCUMAIBHRIM YCJIOXHEHUEM Mpone-
oypsl obHapyxenys Bupycos. s obecrieuenus 3aiuuTsl Ha cranuy
XPAHEHKH HEKOTOPbie BMPYCHI HCTIOAB3YIOT AOCTATOMHO CIOXHbIE
anropuT™sl. K TAKUM YCIOXHEHUAM MOXHO OTHECTH HGpPOBaHHKE
OCHOBHOYO Tes1a BHpyca. ORHaKO KCTIONB3OBAHUE TOABKO WUppOBa-
HUS SIBASETCH TIONYMEPOoH, TAaK KAK B OTKPHLITOM BHAE HOMKHE Xpa-
HUTHCS TA 4ACTh BUPYCa, KoTopas ofecrieuyBaer pactuudpoBanye
BUpYCa Ha CrTaauy 3arpysku. i u3bexaums nogobHO# cutyanuu
pa3paboTYUKy BHPYCOB MCHONB3YIOT MEXAHU3Mbl «MYTAUKi» Xopa
pactiyhpoBuka, CyTh 3TOro METOHa COCTOMT B TOM, 4TO HpU BHe-
JIpeHBK B OOBEKT KONMM BHPYCa HACTb €€ KO3, OTHOCSILAACs K
pactnhpOBLIKKY, MOAKDRUUDYETCH TaK, 4TOOB BO3HHMKAU TEKCTY-
ANBHBIE PABIMYMS C OPDUIMHAIOM, HO pe3yabTarsl paboThi OCTAUCH
HeudsMeHHbIMY. OObIMHO HPUMEHSIOT CACNYIOHINE NPUEMBbl MOIUGHU-
KauKy Kopa:

¢ V3MEHEHUE MOPHIKA HE33BUCHMBIX HHCTPYKUKH;

» 3aMEHY HEKOTODHIX HHCTPYKUME HA 3KBHBANCHTHBIE MO pe-

3ynapTaty pabors;

» 3aMEHY UCTIONB3YEMBIX B MHCTPYKUUSX PEryICTPOB Ha ApyTHe;

» BBEJIeHYe CAYyalHsIM 06pA30M JaLIYMISIOHHMX HHCTPYKUKEA.

Bypychl, MCHONB3YIOHIKE HOAOOHBIE MEXaHK3IMBI MYTaLUy KOJA,
TIONYYUAK HA3BAHME noaumop@rsix eupycos. TIpy COBMECTHOM KC-
[I0JB30BAHMY MEXAHM3MOB LUKGPOBAHUS K MYTALMM BHEIpSeMas
KOTMs BUPYCa OKAXKETCH ONIKMHOK OT ODHIMHAMAA, TAK KaK olHa ee
YyacTh OyoeT M3MEHeHa, a Ipyras OKaXeTcs 3aluudpoBaHHOK Ha
KJIO4e, CIeHePUPOBEHHOM CHELUANbHO JUIS ITOH KONMU BUpyca.
A 3TO CYILICCTBEHHO OCNOXHACT RHUARICHUE BUDPYCA B BBIYUCAUTENb-
HO¥ cucTeMe.

Honrumopduste supycst (polymorphic) — 3T0 TpyaHO OGHApPYXU-
BAEMBIE BUPYChI, HE KMEIOLIKE CUTHATYD, T. €. He CouepXaiiue HU
OHHOI'O FIOCTOSHHOIO V4acTKa Xona. B SonbluyncTBe cyyaeB nsa 06~
pasua OIHOTO ¥ TOro Xe NonuMOophHOro BUpyca He OyayT BMETh HU
omHoro cosnazeHus. [TonuMopdu3M BCTPEHACTCS B BUPYCAX BCEX TH-
1108 — halIOBhIX, 3arpY304HbIX B MaKPOBKPYCAX.

HononnuTtenprbie NeHCTBUS, KOTOPBiE BLIJIONHAIOT TOAKMMODPYH-
HBIE BUDPYChl Ha 3Tajle 3arpy3KH, COCTOAT B PacLiKGpPOBLIBAHUM OC~
HOBHOTO TEAR BUPYCA.

TIpy KCIIONB3OBAHKY CTENC-ZATOPUTMOB BUDYCHI MOTYT TMOJIHO-
CTHIO WM YACTUUHO CKpbITH ceba B cucreme. Haubosee pacrnpoctpa-
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HEHHBIH CTEAC-QATOPUTM OCYLIECTRINET NEPEXBAT CHCTEMHBIX 3a1ipo-
COB ¢ Leablo Koutponst nedcrsuit OC. Bupychi, HCLonb3yoOHIME
CTEAC-ANTOPWTMBL, HA3BIBAIOTCS CTENC-BUPYCAMH.

Cmeac-eupycet {Stealth) cnocoBHBI CXPBIBATL CBOEC {IPHCYTCTBHE B
cucTeMe U u3berarb ODHaPYXEHHUS AHTHBUDYCHBIMH TIPOrpaMMaMH.
DTH BHPYCH MOTYT TiepexBaTbisath 3anpocki OC Ha yrenue/3anuch
3apaxerHslX $alnoB, npy 5TOM OHY NHOO BPEMEHHO AGYAT 3TH
daiinsl, THGO «TIOACTABANIOT BMECTO cebs HE3apaKeHHBIE YYACTKH
HHOOPMALIHY, IMYAUDPYS «HHCTOTY» 3apaxenHpix daitnos.

B cayuae maxposupycos napGonee nonyiaspHsiM criocoGoM fg-
TSETCS 3ANPET Bhi30BOB MEHIO NIPOCMOTPA MAKPOCOB, OaHUM H3 nep-
sbix aiinoBix crenc-supycos Obwi BHpye «Frodos, nepepiM 3arpy-
304HBIM CTesIC-BUpYCOM GBI BUpYe «Brain,

Hepenxo B Byupycax HCHOABIYKTCA DASIHUHBIE HECTaHRAPTHBIC
TIpUeMBE ¢ UeAbIo Tnylxe cnpstarees s siape OC, aubo 3agUTUTS OT
O0HapyXeHMsl CBOKIO PE3MIEHTHYIO KONKIO, JKHOO 3aTPYAHHUTH Jeue-
Hye OT BHpYCa ¥ 1. Il

Bropoit acniexT CBA3aH C TAK Ha3bIBACMBIMH PE3UTCHMHbIMU GUDY-
camu. TTOCKOABKY BHPYC U OOBEKT, B KOTOPBIR Of BHEADEH, ABISIOT~
¢ A OC enrHBIM LENBIM, TO [I0CAE 3aIPY3K{ OHU Pacrionarawics,
€CTECTBEHHO, B €AMHOM alipecHOM ApocTpaxcrse. Tlocae 3asepile-
Hus paboTht OOBEKTA OH BBIFPYXACTCH M3 ONePaTHBHOMN NAMATH, DK
5TOM OJIHOBPEMCHHO BBITPYXAETCSA K BUDPYC, EPEXOAs B MACCHBHYIO
CTANAIO XpaHeHus . OJHAKO HEXOTOPbIC THIBI BUPYCOB CHIOCOOHSI CO-
XPaH#TECS B LIAMSTH ¥ OCTABATBECS aKTHBHBIMH TIOCAE OKOHYBHMA
paboTel BUPYCOHOCHTENst, 3TH BUPYCHl LIOAVYMIM Ha3BaHHE pPe3u-
JICHTHBIX.

Pesudenmusie gupycer ipy MHOUIKPOBAHKH KOMNEBIOTEPA OCTaB-
AKIOT B OfIEPATHBHOH NaMSTH CBOIO PE3MICHTHYIO YacTh, KOTOpas
3aTeM nepexBaTbhiBaeT obpamienns OC K obpeKTaM 3apaXeHus 1 BHe-
JPSETCsl B HUX, Pe3nAeHTHbIC BUPYCH HaXOUATCHA B NAMSTH M SBIS-
IOTCS BKTHBHBIMH BIIOTH A0 BBEIKAIOUEHMS KOMIIBIOTEPA HAHK Tepesa-
rpy3kn OC,

Pe3vneHTHBIMU MOXHO CUYMTATh MAKPOBUPYCHI, TAK Kax s
OONBIIKHCTBA M3 HUX BLIJIOAHAIOTCH OCHOBHblE TpefoBanus — 10~
CTOSHHOE NPHCYTCTBHE B NAMATH KOMNBIOTEpa Ha Bce BpeMs paloTh
33PaXEHHOTO PEAaKTOpa M nepexsar MYHKUMHA, UCHONb3YEMbIX TIDK
paboTte ¢ mokymenTamu. Hpy 3roM pons OC Geper x#a cels penax-
TOP, @ NOHATHE «IePe3arpysKa ONepalyiOHHOH CHCTeMbI» TPAKTYETCS
KaK BBIXONl M3 pelaxropa,
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HepeauneHTHBIE BAPYCHI HE 2apax4loT [8MiITh KOMILIOTEpPa KU
COXPAHSIIOT aKTHBHOCTh OrpaHMuCHHOE speMs. HekoTophie BHpYChI
OCTABAIOT B ONIEpAaTHBHON Mamsry HeOosblude PE3HACHTHEIC PO~
rpaMMBbl, KOTOPBIE HE PACHPOCTPARMIOT BADPYC. Taxue BUDYChH CHKTa~
HOTCH HCPEIKIUCHTHHIMHA.

Crenyer OTMETUTh, ¥TO AC/CHKEE BUPYCOB Ha DE3MACHTHEIC Y HE~
PEHICHTHBIE CIIPABEIIMBO B OCHOBHOM 1isl daitiosiX BHPYCOB, 3a-
TPY30UHBIE BHDYCHl, KaK 1 MAKDOBUDPYCh, OTHOCATES K PEIRICHTHEIM
BUpYCaM,

2. Tloucx xepreol. [10 criocoBy 1IOMCKA XEPTBBI BUPYCHI MOXHO
pa3CANTH IBA [IB& Kilacca.

K. nepsoMy K1accy OTHOCSTCH BHPYCHi, OCYLUCCTBISIIOLIME <«aK-
THBHBIH» NOHCK C HCTIONBb30BaKMeM GyHkuui OC. TpuMepom aBss-
107Cs (haiIOBBIE BAPYCHI, UCTIONB3YIOLIKE MEXaHU3M IIOHCKA HCROA~
HAEMBIX $AHI0B B TEKYILEM KATAIONE.

Bropoit xaace COCTaRASIOT BHPYCh, PEAIKIYIOLIHE «TIRCCHBHbIN»
MEXaHM3M TIOUCKR, T. €. BUPYCHI, PACCTARISIOLIAE WIOBYHIKH» JITTS
nporpaMMHEBIX (haitnoB. Kak npasuno, GaiioBbic BUPYCH YCTpaKBa-
JOT TaxKHe JIOBYLIKY TIYTeM repexsata hyukuuyn Exee OC, a makposu-
pPYCHI — € DOMOLIBIO NEpexsaTa KOMaRil THa Save as 13 merio File.

3, 3apaxenne xeptBsl. B npocreifiem CAyuae apaxeHue mnpeil-
cragysier co0ot caMOKONMPOBaHKE KOIa BKpyca B BeIOpaHHuIH B Ka-
HECTBE XEPTBbI O0BeKY. KnaccubuKanus BAPYCOB HE 3TOM 3Talie
CBA3aHa C aHANKH30M OCODEHHOCTEH 3TOrO KOMHMPOBAHKA H CrocoGor
MOZBGMUKALIME 38PAXKACMBIX OGBEKTOR,

Ocobiennocny 3apasxcenun haiacasmu eupycama. 110 criocoby uH-
GHLEPOBARKSA XEPTBb BAPYCHl MOXHO PaslieiUTh Ha B4 Kjacca,

K. nepBoMy K1accy OTHOCHTCS BUDPYCH, KOTOPHIE HE BHEAPSIOT
CBO# KOX HEMOCPEACTBEHHO B IPOrpaMMHelit (haiul, a M3MERHIOT UM
thaiuta ¥ CO3MAIOT HOBLI, coAepXaln# Teno Bupyca.

Bropoit xaace cOCTaBISIOT BUDYCHI, BHEADSIOHIMECH HEIOCPECT-
BEHHO B (aiisl-KepTebi. OHYK XAPAKTEPHIYIOTCH MECTOM BHEIODCHHSA,
Bo3mOXHE CheoyIOLHe BADHAHTh.

Bredpenue 6 wawano paiaa. J10T cnocob sBaAeTca Haubonee
yaobreiM o COM-daitios MS-DOS, tax Kax maHHbii dopmar He
HPEaYCMATPUBACT HATHYKe Cay>XeOrbix 3aroioBKkos. [1py BHEApeHUH
ITHM CHOCOGOM BUPYCBI MOTYT AKGO TIPOM3BOANTL KOHKATCHALKIO
CcOOCTBEHHOYO KOZ2 M KOR& NPOIrPaMMbI-XepTBbl, NMHO0O nepenucol-
BATH HayaibRbiH dparmenT Gdaiina B KoHel, OCROGOXAAS MECTO IUis
cels.
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Bredpenue ¢ xoney gaina. 310 — Haubosiee PacrpoOCTPaHEH HbIH
THIT sHenpenus. flepemava ynpasieHusl Kody BHUPYCOB obecrnieyHpa-
eres MonmduKalmel nepBeix XoMaHa nporpamMmsl (COM) unu 3aro-
noeka gaina (EXE).

Bredpenue & cepeduny ¢hasa. Kak npasuno, 3101 cnocol uc-
NONH3YETCH BUDYCAM¥ TIDUMEHMTENILHO K dalinam ¢ 3apaHee M3BeCT-
HOW CTPYKTYpo# (Hanpumep, K (haitay COMMAND.COM) uan xe x
(hafinam, COTEPXALUMM NOCIEAORATENBHOCTE DARTOB C OANHAKOBLIMH
3HAYCHMAMM, UTMHE KOTOPOK HOCTAaTOuHA LIS pasMELUCHHUS BUDYCa.
Bo BropoMm cliyyae BHDPYCH apXMBHPYIOT HAMACHHYIO [OCASIORATE b
HOCTH M 3aMEIUAIOT CODCTREHHBIM XoooM. ITOMMMO 3TOTO BHPYCHI
MOIYT BHEAPATLCH B cepeluny dalna, ocroboxaasn cefe Mecto ny-
TEM nepeHoca GParMeHTOB KOJIa IpoTpaMMbl B Koxell alia uin Xe
«pasasurasy ¢ain.

Ocobennocmu 3apancenus 3a2py304HBIME GUPYCAMU OTIPEACIAIOTCH
OCODEHHOCTAMY OOLEKTOB, B KOTOPBIE OMHM BHEADSAIOTCA, - 3arpy-
30YHBIMH CeXTOpaMy FHOKHMX W XECTKMX AMCKOB M I'MAaBHOW 3arpy-
souHoii zamuckio (MBR) xectkux muckoB. OcHosHOM npobaemoi
ABAsETC OrpaHMUEHHBIH pasMep 3TuX o0nexToB. B cBA3M c at1uM
BUpYycaM HEOOXOAMMO COXPaHMTh Ha AMCKE TY CROIO 4acTh, KOTOpas
HE YMECTHJIaCh HA MECTE XEPTBhl, & TAKKE NEPEHECTH OPUTHHAIL-
Hbi¥ KOA MHOUIHBPOBAHHOFC 3arpy3unka. CyLIECTBYIOT PasnMUvHbIe
criocoBsl pellleHus 3TOM 3azaux. Huxe npurommres xnaccnduka-
uus, npeanoxennas E. Kacnepexum {38, 85).

Hcnonvsyromes ncegdoctioimote cexmopst. BUDYC NepeHOCHT HeoG-
XONMMBIH KON B CBODOAHBIE CEKTODHM OHCKA M IOMEYAET HX KakK
cOofiHbie, 3allMias TeM CaMbiM cefs ¥ 3arpy3usK OT YepesanmcH.

Hcnoap3yromes pedko RpumeHseMbi¢ CeKmopbl 8 KOHUe pasdeaq.
Bupyc riepeHoCHT HeOBXONMMBIM KOX B 2TH CBOGOIHBIE CEXTODbI B
KoHLe Aucka. C touxu sperus OC 371U cexTops! BHIIASIAT KaK CBO-
fonrHbie.

Hcenoassyromes sapesepsupoeanusie obaacmu pasdenocs. Bupyce ne-
PEHOCHT HeoOxOnMMBIH KON B 0DjlacTy NMCKa, 3ape3epBUPORAHHbIC
non Hyxabkt OC, 2 noToMy HEUCNOAB3YEMBIE.,

Kopomicue supycet Mozym yMecmumuscst ¢ OOUH CEKIOD 3A2PYIMUKA Y
fIONHOCTHIO B35Th Ha ceba dyHkuud MBR unu 3arpysousoro cekropa.

Ocofennocmu sapaxcerun maxposupycamu. Ilpouecc 3apaxeHus
CBOAMTCAH K COXPAHEHMIO BUPYCHOTO MAKpPOKOiAa B BLIGDAHHOM JIOKY-
MEHTE-XepTBe. st HeXoTophiX cucTem obpalorky MHGOPMaLMM 3T0
CHesaTh He NPOCTO, TAK KaK GopMaT (GaioB JOKYMEHTOR MOXET He
[IDERYCMATPHBATE BOIMOXHOCTH COXPaHEHUS MaKpornporpamm, B xa-
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YyecTBe npuMepa npusenem Microsoft Word 6.0, Coxpanersie Maxkpo-
KOOa st 3TOW CHCTEMBl BO3MOXHKC TONsKO B (haftnax wabrioHoB
(uMewwux 10 ymonvasuio pacuupesye (. DOT). Hostomy mwis cso-
€r0 COXPAHEHUA BHPYC ACMKEH KOHTpoaxposars 06paloTKy KomaH-
apy Save as 13 medio File, Xoropasl BhI3biBAETCH BCAKHMM pa3, Koria
IPOHCXOONT [EPBOE COXPRHEHHE JOKYMEHTA Ha IHCK. JTOT KOH-
TPOAL HEoOXOIMM, 4TOCBF B MOMEHT COXPDAHCHHS M3MEHHTbH THI
dadna-noKyMeHTa (MMEIoWere 1o ymonuwasuio paciuppenye .DOC)
Ha T $adna-mabnoHa. B 5TOM €iyyae Ha AMCKE OKAXVICI ¥ MaK-
POKOI BHPYCA, ¥ COEEPXKMOE ZOKYMEHTa.

{ToMuMO nIpOCTOTO KONKPOBAHMS KOIA BHPYC2 B 33DAaXAeMbIH
OOBEKT Ha 3TOM 3Tale MOTYT MCIIONB30BaThCa (oNee CIOXHBIE aire-
PUTMBI, O0CCEUMBAIOIIKE 3AUINTY BHPYCa HA CTalyy XPaHEHMS.
K yycny Takux BEPYCOB OTHOCATCS OIIMCAHHBIC BLILIE TONMMOpGHbIE
BHPYCHI.

4. Bumonsensie zecTpykrusibix dyukumil. Bupyckt MOTYyT BeifIOj-
HSITh TOMMMO CAMOKOMMPOBAHKS JECTPYKTHBHbIC (hyHKLKH.

To ZeCTpYXTHBHBLIM BO3MOXHOCTAM BHPYCHl MOXHO DasleiuTb
ia GesBpedHbie, HEOMaCHbie, ONACKLIe K OYeHb onacKble [83].

besgpednsie eupycst — 3TO BHPYCH, B KOTOPHIX PEAIU30BAH TONb-
KO MEXAHH3M caMmopacupocipanedys. OHM He HAHOCAT Bpen CHCTe-
Mg, 33 MCKHOUEHMEM pacxoza cBOGOAHON IaMsuTH Ha JHCKE B pe-
3YABTATE CBOEIC PACTiPOCTPAHEHHS.

Heonacnsie eupycst — 370 BHPYCH, DPHCYTCTBHE KOTOPBIX B CHC-
TEME CBS3aHO ¢ paNM4YKbIMy 3¢hdhexTamy (3BYKOBHIMY, BHIECO) H
YMEHBIICHYEM CBODOAKOH MAMSTH Ha EMCKE, HO KOTOPLIE HE HAaHO-
CAT BPER NPOrpaMMaM ¥ JNaHHbIM.

Onacuste eupycht — 3TO BHDYCHi, KOTODBIE MOTYT [IPUBECTH K
cepre3HbIM cOoM B paborte koMneiotepa. [ocnencteuem cGos Mo-
XET CTaTh PajpYLIEHHE TIPOrpaMM M JaHHBIX.

Ouenn onacubte eupycst — 3TO BHPYCHi, B aiIrOpyT™ paboThi KOTO-
PBIX 38BEIOMO 3aN0XEHBF NPOLEOYPH!, HEIIOCPEACTBEHHO JIPHBOIA-
LUHE K PaspyIICHKAM fIpOrpaMM H JaKHbIX, 8 TAKKE K CTHPaHHIO KH-
hOpPMALNH, 3aTHCAHHON B CHCTEMHBIX OBNACTHX naMiaTh ¥ HeobXo-
IAMOM Anst paGoTel KOMIIBIOTEDA.

Ha «cTenesb OMaCHOCTH» BHPYCOB OKa3biBAET CYLISCTBEHHOE
BAMSHHUE T4 Cpella, TIOK YIPaBACHHEM KOTOPOH BHPYCHl PabOTaIoT.

Tak, Bupycsl, co3parubie s paGotsl B MS-DOS, obranawor
TIPAKTHYECKK HEOTPAHMUYCHHBIMHK (IOTEHLUMAABHLIMHN BO3MOXHO-
CTAMK.
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PacnipocTpaHeH e BUPYCOB 110/ ynipasnennem Windows NT/2000
OrpaHUUHNBACTCA PA3BXUTON CHCTEMON pasrpaHKYeHusa JOCTYRA.

BO3MOXHOCTH MaxKpOBUPYCOB HABPAMYIO OfIPSAERSIOTCS BO3~
MOXHOCTAMM MAKpOS3bIKOB, Ha KOTODHIX OHHM Harucausl. B yacTHO-
CTH, 5#3bik Word Basic no3poasier €03aarhk MOLUHbBIE MAKPOBUPYCH,
CH0COOHBIE HOCTABKUTD fIONL30BATENAM CEPLEIHBIE HEIIPUATHOCTH.

JlonionHsas 31y KI1ACCHDUKALMIO, MOXHO OTMETHUTL TAKXKE eie-
HH{E BYMPYCOB Ha BHUPYChI, HaHOCsIUME Bpei cucteme Boobiue, ¥ BU-~
PYChi, NPENHA3HA4YCHHBIC JUI% HENCHANPABICHHLIX aTaKk Ha omupele-
JeHHbIe 0OBEKTHL.

5. Iepenawa ympasienus [pOrpaMMe-HOCHTENI0 BHpYca. 3aech
CACHYET YKa3aTh Ha ACACHME BAPYCOB Ha DaspyLU3iOLUMe M Hepaspy-
LIAIOLIHE.

Paspyuarowue supycet He 3300TH7TCH O coXpanenuy pabotocno-
COBHOCTH HHOMUKPOBAHHBIX TIPOFPaMM, NOITOMY VIS HUX 3TOT 3T1a1
(PYHKLIHOHUPOBAHHU St OTCYTCTBYET.

Hns mepazpymarowiux eupycoe 3TOT 3TaN Cus3a¥ ¢ BOCCTAHOBAC-
HHEM B NaMsTH NPOrpaMMbt B TOM BHIE, B KOTOPOM OHA IOJIKHAE
KOPPEKTHO MCIONHATBHCH, M fiepelauei ynpasaenus 1porpaMme-Ho-
CUTEMO BUPYCA.

BpeACHOCHRIE NPOrPaMMbi IPYIEX THAOB

Kpome BUPYCOB TIDHHSITO BBIAEAATD €lUE HECKONBKO BUAOB Bpe-
DOHOCHBIX JHPOIpaMM. JTO TPOSAHCKME NPOrpaMMsl, JOTHYECKHE
S0MOB1, XaKePCKHE YTHIKTBI CKPLITOIO AlMHHACTPHUDORBAHUS VianeH-
HbIX KOMIIBIOTEPOB, NPOIPAMMBbl, BOPYIOLUME NApOAW J0CTYNA K pe-
cypcam MHTepHeT ¥ TNpOuyI0 KOHOPUICHUKANLHYIO HHOOPMALHMIO,
YeTKoro pasueneHnst MEXNY HHUMM HE CYLUECTBYET: TPOSHCKUE Apo-
IpaMMbl MOTYT COAEPXKATb BHPYChl, B BUPYCHl MOIYT OBIThH BCTPOCHbB!
aoruyeckye 6omMOnl ¥ T. 4.

Tponsrckue npoepammst He DA3MHOXAKWTCA K HE DACCHIAIOTCA
caMyl. BHellne oHHN BBIFASAAT COBEpLICHHO Ge306KMAHO ¥ JaXe npel-
narajor nonesHste ynkunn. Ho Korga nonesopatens 3arpysur Ta-
KYIO IPOFPaMMy B CBOJM KOMIIBIOTED M 3aIYCTHT €€, OHA MOXET He3a-
METHO BbIIIONHATL BPEAOHOCHBIC (DyHKIKY. Yaiie BCero TposiHCKHE
AIPOrpaMMbl MCHOALIYIOTCA AN TIEPBOHAYAABHOIO PACTIPOCTPAHEHHS
BHPYCOB, VIS JIONYHEHUS YAASCHHOTO AOCTYNIA X KOMILIOTEDY uepes
HHTepHeT, Kpaxy AaHHbIX WIH WX YHU4TOXEHUS,

Hoeuneckoll Gomboii HA3BIBAETCH NPOIPAMMa WM €€ OTHC/NbHbBIE
MOJLY;IH, KOTOPbIC FIpH ONPE/CACHHbBIX YCAOBUAX BHITIORHIIOT BPENoO-



364 Yacmy 4. Texnoaozun oBHAPYHCCHUR SMOPHCCHII

HOCHbIe aeHCTRiR. Jiornyeckas 6omba MOXET, HarnprMmep, cpaboTaTh
IO DOCTHXEHRY OfIpee/IeHHOMH 1aThl Wik TOrda, Koria B bl nossut-
¢S WK HCYE3HET 34anKCh, ¥ T. 11, Takas 6omba moxer EsiTh BCTpOCHR
B BHPYChl, TPOSHCKHKE NPOTPaMMBL M JaXe B O8bIMHEbIC IPOIPaMMBL

15.1.3. OcHosHbie KaHane! pacnpoOCTPIHEHNS BHPYCOB
M APYrux BPEAOHOCHBIX NMPOrpPamm

st roro urobet coznats 3DdeKTHBHYIO CHCTEMY AHTHBHPYCHOH
3QUIMTE KOMIIBIOTEPOB K KODIIOPATHBHBIX CETEH, HEOBXONMMO YETKO
fipeacTapinTh cefe, OTKYHa IPO3UT OfaCHOCTL. BHUpychl HaxopsT ca-
Mble pa3HBIe KAHA#LI PACTIPOCTPAHEHMS, NPHYEM K CTADBIM ClIOCO-
BaM NOCTOSHEO HODaBIMIOTCH HOBLIE.

Knaccnueckme cnocobni PacnpocrpaHeHms

Qaiinoesie supycs! paCnpOCTPRHSIOTCH BMECTE ¢ GaiylaMu npo-
rpaMM B peayibIare oOMEHa OKCKETaMK M NPOorpaMMaMi, 3arpy3xu
NpoTpaMM M3 CETEeBhIX Katanoros, ¢ Web- ulu fip-cepeepos. 3agpy-
304Hbie GUPYCH TIONAAAIOT Ha KOMIILIOTED, KOMAa OAb30BaTe bk 3absl-
BAET 3aPAXEHHYIO JYCKETY B AMCKOBOIE, & 3aTeM nepelarpyxaer OC.
3arpy30ysblit BHPYC TAKXKE MOXeT ObITh 3aHECEH Ha KOMTILIOTED BU-
pycaMp ZpYruXx THIOB. MaxpoxomanGusie supycsi PacTipOCTPAHRIOTCA
B pesynbTare oOMeHa 3apaxeHHbMy aisaMK ODHCHBIX ZOKYMEH-
TOB, TaK¥MH Kak daitnnl Microsoft Word, Excel, Access.

Ecnp 3apaXeHHBH KOMILIOTED FIORKAIOYEH K JICKAILHOM CeTH,
BUPYC NETKO MOXET OKa3aThCs Ha nuckax (aiii-cepsepa, a o1rysa
4epes KATAIOTH, JOCTYNHBIE NSl 3aNHCH, TIONACTh Ha BCE OCTANLHBIE
KOMIIBIOTEDH! CeTH. TaK HauwHaeTCs BHDYCHast snuaemus, Cucrem-
HOMY 2OMHHMCTPATORY CJIEAYeT IHOMHUTDL, UTC BUPYC MMEET B CETH
TAKKE Xe 1IpaBa, YTC ¥ [I0/b30BATE b, HA KOMIIBIOTEP KOTOPOro ITOT
BUpyc nipobpancs. T1o3T0My OH MOXET MIONaCcTh BO BCE CETEBBIC Ka-
TANIOFH, ROCTYIIHEBIE TTONLIOBATENN0. ECAK Xe BUpYC 3dBeics Ha pabo-
Y€ CTaHUKM AAMMHKCTPATOPa CeTH, NOCASACTBHUS MOTYT OLITh OUeHb
THXEJBIMHK,

DneKTPoHHaR novTa

B Hacrosinee ppeMs rnofansHas ceTh Intemet ABAsETCS OCHOB-
HbiM KMCTOMHHMKOM SHPYcOB. DONBIOE YKCHO 3apaXeHuit BupycaMu
TIPOYCXGRNUT NPK OBMEHE NMUCHMAME [0 INEXTPOHHOH flo4Te B GOp-
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marax Microsoft Word. DiekTpoHHas 110MTa CAYXHMT K3HANOM Dac-
fIpOCTPAHEHMS MAKPOKOMaHAHBIX BHPYCOB, TaK KAaK BMecte ¢ ¢00b-
LEHUAMY YACTO OTIIPARIOTCS ODHCHbIC NOKYMEHTH.

3apaxeHus BUDYCAMH MOTYT OCYIXECTBIATHCS KaK HenpemHame-
PERHO, TaK ¥ 110 310MY yMmbieny. Hanprmep, noias30parellb 3apaxes-
HOI'C MakpOBMDYCOM DEIAXTOPa, CaM TOTC HE MONO3peBas, MOXET
paccehlIaTh 3aPaXeHHBIE IMCHMA ARPECATAM, KOTOPBIE B CBOIO OYEDEHb
OTNPARASAIOT HOBbIC 3aPAXKEHHBIC 1TMCbMA U T. & C Ipyro#t CTOPOKLL,
SNOYMBIILACHENK MOXET NDESHAMEPEHHO NOCTATE N0 3JeKTPOHHOM
TIOYTE BMECTE € BIOXEHHBIM aliOM UCIOIHSEMbIN MORYbL BUDYC-
HOH #nKY TPOSIHCKOW NpOrpaMMal, BPeAOHOCHBIE NporpaMmHsil cue-
rapuit Visual Basic Script, 3apaXeHHYIO WIH TPOSHCKYIO IIpOTpaMmy
COXpAHEHUSt 3KpPAaHa MOKUTOPA, CAOBOM — 1060 onacusiii npo-
FpaAMMHBIN KOA.

PacnpocTpaHuTeN# BUPYCOB HaCTO TIOAB3YIOTCS AFSl MACKHPOBKH
teM dakToM, uyTo auanoropas obonouxka Microsoft Windows no
YMOMYAHUIO He OTOOPaXAET paclikpenns 3aperucTprupoBalHbIX dali-
nos. Hanpumep, oaitn ¢ umenem FreeCreditCard.(xt.exe, Bymer no-
Kazay fnonepszoparento xak FreeCreditCard.txt. Ecau noap3osateis
TIOTILITAETCSL OTKPBITE Takod afn, OyueT 3anylieHa BPeROHOCHas
nporpaMma.

Coolie NS SNEKTPOHHON TTOYTH YacTo NPUXONAT B BHAE ZOKY-
mertop HTML, xoTtopnie MOIYT BKIOYATh CCHUIKH HA 3ACMEHTH
ynpassexus ActiveX, annaerst Java m Ipyrue akTHBHBIE KOMIOHEK-
7ol Mi3-32 oWImBOK B FIOMTOBBIX KIMEHTAX 3ACYMbILACHHUKYA MOTYT
BOCIIONS308aThCH TAKMMU AKTUBHBIMK KOMIIOHEHTAMH JUIS BHexpe-
HUSI BHDYCOB ¥ TPOSHCKMX NPOIPaMM HA KOMIABIOTEPh! OABIOBATE-
nen. Tpu noaydenuy coobuwenus s opMare HTML noyropnidt
KIMEHT ROKA3biBACT €70 COUEPXKHMMOE B CBOEM OKHE. Ecnu coobiue-
HY€ CONEDXHUT BPENOHOCHHIE AKTUBHBIE KOMIIOHEHTBI, OHU Cpasy Xe
3aflyCKaIoTCA M BHIIIONHAIOT 3af0XKeHHbie B HuXx dyHxumn, Yawe
BCEI'0 TaKUM CIIOCOOOM PACIPOCTDAHSIOTCS TPOSHCKUE NPOTpaMMBl U
JEDBH.

Tposkckmue Web-cakrss

[Tosp3oBaTeny MOTYT «MONYYUTh» BHUDPYC MAM TPOSHCKYIO npo-
TPaMMy BO BpeMSs 1poCTOro cepduira cairos MiHTepHera, 110CeTUB
TposHCeK it Web-caitt, Owumbku 3 Gpaysepax nojib30Baresiel 3a4acTyio
TPUBOASAT K TOMY, YTO AKTHBHLIE KOMNOHEHTH! TPOAHCKUX Web-cafi-
TOB (dneMeHTEl YripaBacHUs ActiveX uny anrsterst Java) BReNDSIOT Ha
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KOMITBIOTEPR NOAB3OBATENICH BPEEOHOCHBIC NPOrpaMMbi. 35ECh KC-
I1ONB3YETCS TOT XKE CaMblift MEXAHH3M, YTO U TIPK FONYYEeHKM coobiiie-
HEI aneKTpoHKoi moyrs! B hopmare HTML. Ho sapaxeHne npoucxo-
JIAT HE33METHO! 3KTHEHBIE KOMIIOHEHTE Web-CTpasiLl MOryT BHELUHE
HYKAK celOsg He NpOARNgTh. [IpUITIalueH e TIOCeTHTD TPOSHCKMI caitr
NONBL3OBATE b MOXET NOAYYHTH B OOBIYHOM 3JIEXTPORHOM NHCHME,

JloKaneHbie CeTH

JloxankHbIE CETH TAKXKE HpelcTasissioT cobolt nyTs OrICTpOro 3a-
paxenus. Ecay He npuHuMath HeoOXOAKWMbBIX MED 3dlUNTHI, TO 3apa-
XeHHag paboyast CTARUMA NIPH BXOHE B JIOKATHHYIO CETh 3dpaxaeT
OHMH WM HECKORbKO cnyxebubix (alnor Ha cepeepe. B kayecrse
TakuxX (DaltIoB MOTyT BHICTYNaTh CayxebHuit dain LOGIN.COM,
Excel-tabauisl ¥ CcraHAapTHbiE ZOKYMEHTBI-11a0i0HbB, IPUMEHSEC-
Mmbie B upme, [1051b30BaTENH TIPH BXOAE B 3TY C€Th 3aNYCKalOT 3apa-
XenHple Galtinl ¢ cepBepa, ¥ B PE3YAbTATE BMPYC TIONyYaeT JAOCTYN
Ha KOMIIBIOTEpB! NO/iB30BATENEH,

pri‘}(& KaKallk] PDacnpOCTRAHEHKMA SPREeKOHOCHLIX NROTDAaMM

OIHAM K3 CEPHE3HBIX KaHAIOB PacnpoCTPAHEHKs BUPYCOB SBAA-
101Ca nupatexye xorun [0, YacTo HeneranbHbie KONMKE Ha IHCKETAX
¥ CD-muexax comepxaT ¢alibl, 3apakeHHse pasHooOpasHpIMK TH-
TaMK BHPYCOR. K MCTOUHMKAM PaCHpOCTPAHEHMUS BHPYCOB ChEAyeT
TAKOKE OTHECTH DHAEKTPOHHBIE KOHbepeRuny ¥ daltn-cepreps fip u
BBS. Hacro aBropsl BUPYCOR 3aKNalbIBAIOT 3apaXeHHbIE (paiisibt cpa-
3y Ka Heckonbko (aiin-cepaepor fip/BBS pnu paccsinawt onHospe-
MEHHO TTO HECKOJABKMM JMCKTPOHHBIM KOHOEPEeHUMAM, IpHYEeM 3apa-
KesHple $adsl OOBIYHO MACKUPYIOT MO HOBBIC BEPCHH FIPOIPaMM-
HBIX HPOIYKTOB ¥ JAXe AHTHBUPYCOB. KOMITBIOTEPSH!, YCTAROBIEHHBIE
B y4eBHBIX 3aBeIeHNsIX M VHTepHeT-LeHTpax ¥ paoTaloiiye B PEXH-~
Me ofiHEro NOJNb3ORAHMS, TAKKE MOTYT JIETKO OK23dThCH HCTOYHKKE-
ME PacripocTpadHexuss BUpycoB. ECIy OZWH M3 TaKMX KOMIIBIOTEPOB
OKa3aICH 3aPAXEHHLIM BHPYCOM C JIMCKETh! OYEPEAHOTO NONL30BATE -
SIS, TOPE4 IKCKETHI ¥ BCeX OCTaAbHBIX [TONB3OBATENeH, paboTalouwmx
Ha TOM KOMIBIOTEPE, OKAXYTCH 3aPaOKCHHBIMH.

o Mepe pa3suTHS KOMIIBIOTEPHBIX TEXHOROIWH COBEPIUICHCTBY-
JOTCA ¥ KOMIIBIOTEPHBIE BHDPYCHI, HPHCIOcalinBagch X HOBBIM LIS
cebs chepaM obuTatnsg. B molofl MOMEHT MOXET fIOSBUTHCS KOMIIb-
JOTEPHBIl BUPYC, TPOSTHCKAS NPOrPaMMa MM «MEPBb» HOBOTO, HEH3-
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BECTHOIrO paHee THNa, AMB0 KW3IBECTHOIO THIA, HO HAUEJCHHOTO Ha
HOBOE KoMmApoTepHoe obopynoBaxue. HOBBIE BYPYCHI MOFYT MC-
FIONIB30BATh HEM3BECTHBIC WM HE CYLUECTROBABIIME PaHEC KaHaiabi
PACTIPOCTPAHCHUSA, @ TAKXKE HOBBIE TEXHONOTHY BHEADEHUA B KOMIIb-
IOTepHbIE CHCTEMBE, YTOGB UCKAIGNKTH YIDO3Y BUPYCHOIO 33paXe-
HUS, CHCTEMHBIM aAMMHUCTPATOP KOPIIOPaTHBHOMH CETH AC/XEH BHE-
OPATH METONMKY aHTHUBMPYCHOW 3ALUKTH H FOCTOSHHO OTCHEXHBATD
HOBOCTH B MHPE KOMIIHIOTEPHBIX BHPYCOB.

15.2. AMTHBMPYCHBIE NPOrPaMMmbl M KOMIIEKChI

U151l 3aLIUTHI OT KOMIBIOTEPHBIX BUPYCOB MOTYT HCIIOAB30BATHCS:

» OBLIKE METONB! ¥ CPEACTBA JALLKTH! HHGOPMALNH]

» CIICHHANININDOBEHHLIC NPOIPAMMbI U 33LUUTHL O BUPYCOB;

» NPOPUAAKTHYECKHE MEDHI, TO3BOJIOLUNE YMEHBLIUTD BEPOAT-
HOCTD 3aPDAKEHUA BHDYCAMH.

Obwwne cpeAcTBa 33IUKTH HHPOPMALINY TIONE3Hb! HE TONLKO LI
34lIMTH! OT BHPYcOB. OHM MCHONBIYIOTCH TAKXKE KaK CTPaxoska OT
PHU3NYECKOR NOPUM JMCKOB, HENPaBWIbHO padoTalouWiX 11POTPaMM
unu olwuBouHLIX aeHcTBUE noapacearens. CymecTByloT i8¢ OCHOB-
HBIC PaSHOBUAHOCTH 3THX CPEACTR:

» CDEICTBa KOIHPOBaHUS MHPOPMAaLun (MPUMERSIOTCS I8 CO3-

nanua Konu# (hafinoB ¥ CHCTeMHBIX 00NacTe NHCKOB);

« CPEACTBa DasTPaHMyuEeHus NOCTYNA (NPEaOTBPAILAIOT HECaHK-
LMOHKPOBAHHOE WUCNOAL3OBAHKE HHGPOPMalLKK, B HaCTHOCTH
0fecneyuBalOT 33LWANTY OT UIMEHEHHN N1pOrpaMM M ZAHHBIX BU-
pycamy, HETIPaBWILHO DPaGOT4IOUYMM TIPOTpaMMaMy W OLIH~
SounbMY OeUCTRUSMH TIONbIOBATENCH ).

ITpy 3apaxeHuy KOMIBIOTEPa BUPYCOM BaXHO €10 0GHADYXHTD.

K BHEIIHKM NIPHU3HAKAM TIPOSBACHUA ACSTENBHOCTH BUPYCOR MOXHO
OTHECTH CRERYIOHIME:

* BHIBOJ Ha 3KPaH HelpedyCMOTPEHHBIX COODLIEHHHE MK M30-
OpaxeHui;

» [10lava HETIPEHYCMOTPEHHBIX 3BYKOBbBIX CHIHAIOR;

« W3MEHCHHE NaThl ¥ BpeMeHyK Moandukauuy ¢ainos;

« HCue3HoBeHMe (AfA0B U KaTanoros WK HCKaXeHne BX conep-
KUMOFO]

» 4aCcThHIC 3aBUCasia ¥ cOoy B paboTe KOMIbIOTEPAY,

« MEIICHHAY paﬁ()"ra KOMITBIOTEPRA,

« HEROIMOXKHOCTE 3arpysku OC;
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+ CYIHECCTBCHHOE YMECHBIICHME pazMepa CBOCONHON onepaTusHoi

flaMsITH;

» JIpEKpaliicHMe DAbOTHl WIKM HEnpaswipbHag palora panee ye-

fIeHHO QYHKUMOHMPOBABHIIX FIPOTPAMM,;

& M3MCHCHME PasMepos aitnos;

» HECOXMARHHOE 3HAUMTEABLHOC YBEIMUCHME KOjnuectsa ¢ainos

Ha JIMCKE,

QnHaKo CNEayeT 3aMETHTh, YTO FICPEUMRCICHHBIC BbIlLE SIBICHUS
HeoOR3ATEIBHO BRIZHIBAIOTCH HEHCTBUAMM BMpYCA, OHW MOFYT ObITh
craencTBHeM M apyrux npwayH. flosroMy nmpaBuabHAas BMArHOCTHKA
COCTOSHYS KOMITBIOTEPA BCErla 3aTpynHeHa ¥ o0nluHO Tpelyer npu-
BJICHEHMS CTICLIMANN3MPOBEAHHEIX IPOTPAMM.

AHIMBMDYCHbI® NPOrPaMMbt

Fng obHapyXeHMS M 3alIMThl OT KOMIILIOTEPHBIX BUPYCOB paspa-
BOTAHO HECKOAbKO BUIOR CHELMAILHBIX IPOIPAMM, KOTOPSIE 10380~
JASI0T OOHAPYXMBATL M YHHUUTOXATb KOMITBIOTEPHbIC BUpYCHl. Takue
NPOrPaMMbi HA3LIBAIOTCH anmueupycuvimy. TIPDAKTHYECKHM BCE aHTH-
BUDPYCHBIE NPOIPAMMBbI 00CCHEUMBAIOT ABTOMATHYECKOE BOCCTAHOB-
AEHME 3aPAKCHHBIX NPOrPaMM M 3arpPy304HbBIX CEXTOPOB. AHTHRM-
PYCHBIE IPOIPaMMbI MCNOAB3YIOT PasiMuHbIC METOIb OOHApYXEeHUS
BMPYCOR,

MeTofibt 06HapyMERnA BUPYCOB

K OCHOBHBIM METOHAM OOHAPYXCHMS KOMIbIOTCPHbIX BUPYCOB
MOXHO OTHECTH CICAYIOUINE:
METOR CPABHECHMS ¢ 3TAIOHOM;
IBPUCTUUECCKUYN aHANNS;
AHTUBUPYCHBIN MOHRMTOPUHT;
METON OCHAPYXCHMS U3MEHEHNH;
BCTpanBanue auTysupycos 8 BIOS koMnsiotepa u ap. [85].
Metoz cpasnenus ¢ ranonoM, CaMmslit IpoCTOR METOR OOHApyXe-
HMS 3aKI043€TCH B TOM, YTO JUIS HOMCKA M3BECTHBIX BHPYCOB MC-
HOMB3YIOTCS Tak HasbiBacMmbic Macky. Mackoit sMpyca SIBISCTCS He-
KOTOpas TOCTOSHHAN TOCACIOBATE/IBHOCTS Kola, crennduinas wid
9TOFO KOHKPETHOTO BUpYCa. AHTMBMPYCHas NporpamMma Nocieaosa-
TEABHO IPOCMATPHBACT (CKAHMDYET) IpoRepseMbie ¢ainpl B NoNCKe
MAacOK M3BECTHBIX BMPYCOB. AHTMEMPYCHBIC CKaHEPH! CrIocoOHb! Hall-
TH TOJIBKO YXX€ U3BECTHBIC BUPYCHI, Ui KOTOPLIX ONIPEACIEHA MAacKa.

* & & 9
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Eciin BUPYC HE CONEPXUT MOCTORHHOR MACKK KU LAMHE 3TOH MAcKy
HEOCTATOMHO BEJIMKA, TO MCIIONBAYIOTCH Apyrue MeTomsl. [1pumene-
HKE IPOCTBIX CKGHCPOR HE 38HIMIHACT XKOMIIBIOTED OT IIPOHUKXKHOBE-
Hy% HOBbIX BHpycoB. [Last mudpyioumuxcs 1 nonmMoppHsIX BHPYCOB,
CIIOCOOHBIX HONHOCTHIO M3MEHSATh CBOW KOZ NPK 3aPAXEHHU HOBOH
NPOTIPaMMbl MM 3arPY3OMHOTO CEXTOPE, HEBO3ZMOXHO BbUISHKHTDL MAC~
Ky, OSTOMY AHTHBHPYCHHIE CKAHEDB! HX He 00HapYXUBAIOT.

IOppHCTHUCCKME anamsd. JIng Tore yrolbr PAasMHOXKATECS, KOMIIb~
I0TEPHBIH BUPYC AO/HXCH COBEDIATD XaKHE-TO KOHKpETHbIE HeHCT-
BUS. KOIMPOBAHUE B NAMATD, 3aNHCh B CEXTOPHl W T. L. DBpucTHve-
CKHMM aHanu3atop (XOTOPHIH ABAKETCH HACTHIO AHTHBHPYCHOIO AIpa)
COZEPXHT CIMCOK TaKyX ACHCTBHHE M NPOBEPSCT fIPOIPAMMEBI M 3a-
TPY30UHBIC CEXTOPbI IMCKOB ¥ EMCKET, NbITasch 0OHApYX#Th B HHX
KO, XapakTePHbil U1l BUPYCOB. IBPHCTUUECKUI aHANU3ATOD MOXET
OGHAPYXHTh, HAIIPUMED, YTO JIPOBEPAEMAs [IPOIPAMMA YCTAHABINBA -
€T Pe3sHACHTHbIE MOJYAb B NAMATH WIH 3aNUCHIBECT HaHHblE B MC-
noanymelil aiin nporpaMMe. OOGHapyXKB 3apaxeHHsIf (aitn, aHa-
AM3aTOP OOBIMHO BHIBOIMT COOOHICHNME Ha HKPAHE MOHWTODPA M Heja-
€T 3anuch B COOCTBEHHOM WiK CHCTEMHOM XypHaie. B 3asucuMocT#
OT HACTPOEK, AHTHUBMPYC MOXET TAKXKE HANpaBisTh cooluicHue of
o0HAPYXEHHOM BHPYCE aAMUHUCTPATOPY CeTH. DBPUCTHYECKKH aHa-
1113 NO3BOAKET OOHAPYXMBATh HEM3BECTHDIE paHee BUPYCHL. [1epBbif
IBpHCTHNECKNA ananusarop nosswics B Havane 1990-x rr. Tlpakin-
YECKY BCE COBPEMEHHBIC AHTHBHPYCHbBIC TIPOrPaMMBl PEANK3YIOT
cOBCTBEHHBIE METOMb! HBPHCTHUYECKOTQ aHanu3a. B kavecTRe npume-
pa TaKo# NIpOorpaMMsl MOXHO yKazaTh cxanep McAffee VirusScan.

AnTuBHpYCHBIE MounTOpuHr, CYTh IAHHOIC METOIa COCTOUT B TOM,
YTO B @MATH KOMIIBIOTEPA FIOCTOMHHO HAXOUWTCH aHTHBHDYCHAN
IPOIPAMMa, OCYMIECTBIISIONIAS MOHUTOPHHI BCEX NONO3PUTEABHBIX
meficTsui, BHIICAHAECMBIX APYTUMH IPOTPaMMaMU. AHTHBHUDPYCHBLI
MOHMTOPHHI TIO3BOJISIET TIPOBEPHTDH BCE 3aIYCKAEMBIC TPOrPAMMBbI,
CO3ZABACMBIC, OTKDBIBAEMBIE M COXDAHACMBIC HOKYMEHTH, (aiins!
nporpamMM u JIOKYMEHTOR, [ONyyeHHbie Yepe3z MHTepHeT uan CKOomu-
POBAHHBIC HA XECTKUH ANCK C ZUCKETh AK0G0 XOMIIAXT HHCKA, AuTH-
BUDYCHBIN MOHHMTOD COODIMMT FIOIB30BATENIO, €CIIM KaKas-nubo npo-
rpaMMa NONbITACTCS BHINONHKTL NOTEHUMARBHO OMACHOE HeHCTBHE.
Tprmep Takod nporpammsl — cTopox Spider Guard, xoTophifl Bxo-
AT B XoMIIeXT cxadepa Doctor Web u BHINIONHSET QYyHKUMY aRTH-
BUPYCHOTO MOHKTOPDA.

Meron obnapykenus usmenenuit. [1py peanusauuy 310ro MeTORA
AHTHBUPYCHBIC JIPOIPaMMBbl, Ha3biBAEMBIC pesusopamiu JIMCKA, 3ano-

24 - 3348
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MEHAIOT NPEIBaPATENLHO XaPaKTePHUCTHKHM Beex ofacTeii AucKa, Ko-
TOPbIE MOTYT [OABEPIHYTHCS HANANCHHUIO, A 3ATEM JICPHONMYECKHM
TIPOBEPSIOT MX. 3apaxas KOMIBIOTED, BUDYC M3MEHSET CORCPXHMOE
XKECTKOTO IHMCKa: HANpUMED, Jonuchisaetr cBoit Koa B ¢haitn npo-
IpaMMel MM JIOKyMeHTa, N0o0aBAseT BbI30B MPOIrpaMMBI-BUDYCZ B
$aiin AUTOEXEC.BAT, usMmeHsier 3arpy304ylslfi cexrop, cosjpaer
$aitn-cnyrHuk. Ilpy comocrasnennn 3HayeHMi XapaKTepUCTHK 06-
Jiacte#t JMCKa aHTHBHPYCHAS mPOTpamMMa MOXeT OOHapYXMTh nM3Me-
HEeHHS, CACNAHHBIC KaK M3BECTHBIM, T2K 1 HEH3BECTHBIM BHPYCOM.

Berpaupanue antuBupycos B BIOS kommpiorepa. B cucreMHsie
TIAThl KOMIIBIOTEPOS BCTRAMBAIOT NPOCTeliine CPEACTBA 3alUUTh OT
BHDYCOB. 3TH CPEACTB2 JIO3BOJISIIOT KOHTPOINPOBATh BCE OGPALUCHHA
K IJ1aBHOM 3aTpy304MHON 3aIIMCH XECTKUX AMCKOB, A TAKXKE K 3arpy-
304HbLIM CEKTODaM AKCKOB K gycker. Ecny Kakas-inbo nporpamma
DLITACTCH U3MEHHUTEL CONEDXKKMMOE 3aIPY304HBIX CEKTOPOB, cpabathi-
BaeT 3AWUMTa, K TIOAB30BaTEeNh NONYYAET COOTBETCTBYIOLUEE NPy~
npexaerne. ONHAK0 574 3auiMTa HE OYeHb Hanexkua. V3secTHyl Bi-
DYChI, KOTOPhi€ DHITAIOTCH OTKIIOMMTE AHTHBHUPYCHBIR KOHTPOMDL
BIOS, u3MeHnAs HEKOTOPHIE SMEHKK B 3HEPrOHE3aBUCHMOM TMaMsiTH
(CMOS-naMaTH) KOMIIBIOTEPA.

BHAb: aHTHBHPYCHBIX NPOIPAIMM

PasnusuaioT cneAyonie BUIbl aHTHBHDYCHBIX fiporpaMM [85]:

s TIporpaMMpi-tharn (CxaHepsi);

« nporpamumel-pesizopsl (CRC-ckasepnt);

s JIpOTPAMMBI-BJIOKHPOBIIMKY;

s TIPOTDAMMBI-HMMYHHU3ATODS!.

Tporpamysi-gary (cKanepsl) MCHOML3YIOT it OGHAPYXEHUsA BH-
DYCOB METO/l CPaBHEHHSA C ITANOHOM, METO/ SBPHUCTHMECKOTO aHAIN -
32 ¥ HEKOTODbiC Apyrie MeToast. [IporpamMei-Qary OCyusecTBASIOT
FIOUCK XapaxkTepHOM Ansi KOHKPETHOTO BHPYC2 MACKHM IYyTEM CKAaHu-
DOBAHHS B ONEPATHBHOMN faMATH K B (hailnax ¥ npy o0HapYyXeHMK
BBRIAZKOT COOTBETCTRYIOUICEe coobenre. [lporpaMmel-ary He TOAb-
KO HaXOINT 3apaKeHHbie BupycaMu (afine, HO ¥ wieyar uX, T. ¢
yausioT u3 (ailia Teslo nporpaMMei-BIMpYCa, BO3Bpauias $aiini B
HCXOHOE cocTosiHuUe. B Havane paboThl nporpamMmei-haru CKaunpy-
10T OIEPATHBHYIO TIaMATh, OOHAPYAIGHBRIOT BUPYCH ¥ YHHUTOXAIOT MX
¥ TOJMLKO 32TEM TICPEXONAT K «ieueHNo» $aiinos. Cpeny ¢aros Bol-
neasior noaudary — nporpamMmel-aryt, NPENHA3HEUCHHbIE LIS 10~
MCK2 M YHAYTOXEHHIS DONBILOTO YMCa BUPYCOB.
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[TporpaMMpi-dary MOXHO Da3AeAUTH HA [ABE KATCIOPUH - YHU~-
BEPCAIbHBIE 1 CHEUMATHIHPOBAHHDIC CKAHEPBI. Yuugepcanohbie crd-
Hepsl PACCYMTAHBl HA NOHCK K OGC3BPEXHBAHKE BCEX THNOB BUPYCOB
BHe 2asucuMocTH 0T OC, Ha palory B KOTOPO#H PACCYWTAH CKEHED.
Creyuanu3upogannsie ckanepvr IPCRHAZHAYEHBI L1 00e3BPEXUBAHUS
OrPaHHYEHHOIO YKCAA BHPYCOB MAX TOMBKO OHHOIO MX KJ¥4cCa, Ha-
npuMep Maxposupycop. CrieuyaiK3nMpoBadHbie CKaHepbi, paccdi-
TAHHBIC TOABKC HE MAKPOBHPYCHI, OKasbiBalTcs Gonee yaoGHLIM 1
HAIEXHBIM PEWEHHEM [UIS 3AIUMTBHI CUCTEM ZOKYMEHTOO0OpOTa B
cpenax MS Word u MS Excel.

HporpaMmpi-Qary OeAsTCA TaKXKe Ha pesudenmHvie MORUMOpHI,
MIPOK3BOLSILUAE CKAHUPOBAHHE «HA JETY>, U HEPEIUTeHmMHbIE CKAHEDYI,
ofecrieyrBAOILME NPOBEPKY CHCTEMBI TOMBLKO N0 3anpocy. PeanaenT-
HbIE MOHMTOpPB OfecrieyuBaT H0Nee HAUCKHYIO 3RIHATY CHCTEMDI,
NOCKOABKY OHK HEMEIUIEHHO Pearupyior Ha MOABIEHHE BUDYCA, B TO
BpEeMS KaK HEDPEeSHACHTHHIN CKanep crnocobeH Ono3HaTh BUPYC TONb~
KO BO BPEMS CBOEIO QMEPENHOrO 3amycKa.

K nocroumcTBaM nporpaMM-(aros BCEX THIOB OTHOCHTCA HX
YHHBEPCANBHOCTh., K HEAOCTaTKaM CACAYET OTHECTH OTHOCHTEABHO
HeGONBLIYIO CKOPOCTH IOMCKA BUPYCOB M OTHOCHTERBHO GOnbuIne
pa3sMepbl AaHTHBHPYCHBIX Ga3,

HanBonee nisectHsle nporpamMbi-(aru: Aidstest, Scan, Norton
AntiVirus, Doctor Web. YunTeiBas, 4T0 NOCTOSHHO 04B/HIOTCA HO-
BbI€ BUPYCHI, FIpOrpaMMpl-dary ObICTPO YCTAPeBaloT, ¥ TpebyeTes pe-
ryasiproe oGHOBACHUE BEPCUi.

TIporpammei-pernzopsl (CRC-cxauepsr) BCIOAB3YIOT U1 NTOHCKE BH-~
pycoB meron obHapyxeHus namededuii. Hpununn paborst CRC-ckaue-
poB ocHoBaH Ha noncueTe CRC-cyMM (KOLOB LMKAHYECKOrO KOHTPOIIA)
IULst fIDUCYICTBYIOIIUX HA JHCKe (afnoB/CHCTeMHBIX CEXTOPOB. Iy
CRC-cymMmbi, @ TaKKe HEXOTOpas Apyras KHGOPMaLst (inHbl (aiios,
JATH: MX IocRenHed MOOUGMUKALHY K Ap.) 3aTeM coxpansiiores B BJl an-
tipupyca. [Ipn nocaenyomem sanycxe CRC-cxaHepsl CBEPSIOT AaH-
Hbi¢, coepxaluyecs B B, ¢ peaNpHO MOACHMTAHHBIMH 3HAYEHUSIMH,
Ecny uadopMmaumst o ¢aitne, 3anucaddan B b1, He CoBnanact ¢ peaitb-
HeIMu anavenusMy, 1o CRC-CKAHEDH CUTHARKMBKPYIOT 0 TOM, 4TO thain
ObUT U3MEHEH WK 3apaXXeH BUpycoM. Kak npaswio, CpaBHEHHE COCTOS-
HU NpOoM3BOIST cpasy nocixe 3arpysku OC,

CRC-ckaHepsl, KUCHOALIYIOMIHE ANFOPHTMBI AHTH-CTENC, HSBAS-
IOTCS HOBOJBLHO MOIUHBIM CPEACTBOM NPOTHB BHPYCOB: NPAKTHYECKH
100 % BupycoB 0Ka3piBaXOTCA OGHAPYXCHHBIMK TIOYTH Cpasy floche
HX nosisneHus Ha xommpiorepe. Oanako y CRC-cxanepop umeercs

24
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HEJIOCTATOK, 38MCTHO CHMXAIOLIAK UX 3 QPEXTUBHOCTD, OB HE MO~
FYT ONpENSinTh BUPYC B HOBRIX (afinax (B 37eKTpOHHOH notre, Ha
auckerax, 8 dalinax, BocCTaHABAMBAEMBIX 13 backup Wiy nipy pacna-
KOBKE (ail/IOB B3 ApXMBa), NOCKOAEKY B kX BJl orcyrcrayer nudop-
Manusa 06 aTux dainax.

K uucny CRC-CXaHEPOB OTHOCHTICH IIMPOKO PacipoCTpaHel-
Hag B Poccun nporpamma ADinf (Advanced Diskinfoscope) u pe-
suzop AVP Inspector. Bmecte ¢ ADInf npuMensieres negasit Mo-
ayns ADinf Cure Module (ADiInfExt), KoTophid Mcnonbayer cob-
PAaHHYIO paHee MHpOpMauKio o ¢aknax AN MX BOCCTAHOBICHBSA
NOCHE TIOPEKEHUS HEU3BECTHLIMK BupycaMHd. B coctap pesusopa
AVP Inspector TakKXKe BXORMT JEYALUMA MOZYAb, COCOOHBIA yaa-
JSTH BHPYCHL.

Tiporpammsi-CAOKMPOBIMEY  DEANIN3YIOT METOX AHTMBMPYCHOIO
MOHUTOPHHIA, AHTHRMPYCHBEIE GAOKHPOBIUMKY - 3TO PE3MACHTHBIE
porpaMMbl, TIEPEXBATHIBEIOIUNE «BUPYCO~ONACHLICY CUTYALIUA ¥ CO~
obwarnime 06 3ToM none3osatento. K «BMpyco-ornacHsiM» CHTYaLH-
AM OTHOCHTCSH BbI3OBbI, KOTOPHIE XapaKTEPHb! UIS BUPYCOB B MOMEH-
TH KX PABMHOXEHMS (BHI30BBI Ha OTKPLITHE U 3aITMCH B BHINOJN-
HseMble (alinbl, 3aIMCh B 3ATPY30MHBIE CEKTOPH! OMCKOB i MBR
BHHUECTEPA, HMONBITKHA NPOIrPaMM OCTATECH PE3HACHTHO M T. It.).

Hpu noneitke Kaxofi-nuGo nporpamMMbl [IPOM3BECTH YKa3aHHbIE
NERCTBHA ONOKMPOBIIMK fIOCBUIACT FIONH30BATERI0 COGOIIEHHE M
NpPEINATaeT 3ANIPETHTh COOTBETCTRYIOIEE AedcTBre. K mocTORRCTRaM
OIOKHPOBILMKOB OTHOCHTCH MX CIIOCOBGHOCTH, OGHADYXHBATE H OCTa-~
HABJIMBATH BUPYC HA CaMOMR paHHEH CTalKH ero PasMHOXEHHs, YTo
GuisaeT OCODEHHO TIOAE3HO B CAYHANX, KOIIa PEIyAsIpHO NOSBISCTCH
JABHO M3BECTHBIH Bupyc. OnHAKO OHM He wiewat» Qafinnt W IUCKK.
Iinst YHAMTOXEHWS BHPYCOB TpeGyeTCsl NIPMMEHSTS APYTHE NPOTPaM-
Mbi, Hanpumep darn. K HeaocrtarkaM OIIOKHPOBIINKOB MOXHO OTHE-
CTH CYLUECTBOBAHHE NyTeH 0OXOMa MX 3ALUMTBEL ¥ UX «HA3CHAMBOCTHY
(HarpyMep, OHY NOCTORKHO BBIAAIOT NpeaynpexiaeHne o awoboi no-
[IBITKE KOMUMPORBAHNA MCTIONHAEMOTO (aitna).

Crnenyer OTMETHTSE, ¥TO CO3AAHM AHTHBYPYCHBIE OACKHPOBLINKH,
BBINIOJIHEHHDIE B BUIEC AIINIAPATHLIX KOMIOHEHTOB KOMIILIOTEpA.
HaubGosnee pacripoCTpaHeHHOM ABNAETCH BeTpoeHHas 8 BIOS 3awmTa
oT 3anucy B MBR BuxuecTepa.

IiporpaMMel-HMMYHH3ATOPM — 5TC IPOTPAMMBI, NpENOTBpa-
wammue 3apaxenue $ainor. MMMyHusaTtopnl AeAsTcs Ha IBa
THITA: UMMYHM3ATODBI, CCOGIUAIOIINE O 3aPaKEHHM, W MMMyHM3a-
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TOpbl, OAOKUPYIOWIKE 3apaXeHue KakuM-iubo tunom supyca. Yim-
MYHHK3ATOPBI EPBOrO TUMa OOLIYHO 3aIIKCHIBAIOTCS B KoHel dali-
7I0B ¥ npy 3anycke (haina Kaxasi¥ pa3 TIpoBepsiOT €10 Ha K3Me-
HeHue, Y TakuX MMMYHH34TOPOB KMEETCS OIOMH CEepbe3HBbIM
HEAOCTATOK — OHM HE MOFYT OOHapyXuTh 3apaxeHue CTeac-BUpY-
coM. [To3TOMy 3TOT THIl KMMYHU3ATOPOR NPAKTHHECKK HE HCHIOIbL-
3YVIOTCS B HACTOSLUEE BPEMH,

VIMMYHM34TOp BTODOFO THIIA 33LIKLIAET CHCTEMY OT HOPAXKCHMS
BUpPYCOM ofipeaeleHHoro suza. OH MOIXMODHLUPYET fIpOrpaMMy KM
AMCK TakuM obpa3oM, UTolni 3TO HE OTPAXANOCh HA KX pabore, BU-
PYC 1pH 3TOM BOCHPHHMMAET KX 33PAXKCHHBIMKH M 1103TOMY HE BHE-
apsercs. Takoh THIT KMMYHM3aLMM HEe MOXeT OblTh YHHBEPCAABHUM,
[OCKONMBLKY HENb3% KMMYHEKSKHPOBATh Gaitjibl OT BCEX M3BECTHBIX BM-
pycos, QiHAXO B KaYeCTRE 1OJIyMephi NNOAOOHHIE KMMYHK3ATOPH! MO~
I'YT BIOAHS HAOEXKHO 338LIKTHTL KOMIILIOTEP OT HOBOTC HEU3BECTHOIO
BHpYCa BIWIOTDb IO TOFO MOMEHTA, KOTId OH OYHET ONpeNessiThCA aH-
THBHPYCHBIME CKAHEPaMH.

KpuTepMM KaYeCTBa BNTHBHMPYCHOM NPOTPaMMBb)

KayecTBO aHTHBHPYCHON fIpDOFPaMMbi MOXHO OLEHWTL 110 He-
CKONMpKUM Xpurepusm [85):

s HGOEXHOCTh K YAOOCTBO paboThi — OTCYTCTBHC <«3dBHCAHMK»
AHTHBKPYCE M FIPOYKX TexHMdecxux npobriem, TpebyiolKUx OT
I1ONL30RATEIA CTICLIKANBHOR TIOATOTORKY,

* XayeCTRO OOHADYXKEHKS BHPYCOB BCEX PACHPOCTPaHEHHBIX TH-
NOB, CKAHUPOBaHKE BHYTPM hainos-nokymeHToB/Tabnuil (MS
Word, Excel, Office), ynaxkopaussIX ¥ apxuBuposaHHsixX ajt-
JIOB; BO3MOXHOCTD JIEYEHIH 3aPAKECHHBIX OOBEKTOB;

s CYLIECTBOBAHHKE BEPCUI AHTHBKPYCA TIOR BCE TIONYNAPHBIE IHNar-
dopmir (DOS, Windows NT, Novell NetWare, OS/2, Alpha,
Linux ¥ T. I.); HAIKUNE PEXKMOB CKAHUPOBAHHUA «IIO 3aTIpoCy»
K «Ha JIeTy», CYLUECTBOBAHNME CEPBEPHBIX BEPCHH ¢ BOZMOXHO-
CTBIO AIMUHUCTPUPOBAHUSA CETH,

e CKOpOCTh PafoThl ¥ APYFUE TIORE3HHIE OCOBEHHOCTH.

HanexsocTe paorbt aptuBupyca siBasiercs HauboNee BAXHBIM

KPHTEPHEM, TIOCKOABKY Baxe «abCoMOTHbIH» AHTHBUPYC MOXET OKa-
3aTbCsi OECHIONE3HbIM, €C/IM OH HE B COCTOSHMM JOBECTH TIpoilecc
CKaHUPOBAHMS 10 KOHUA, T. €. «OBHCHET ¥ HE NPOBEPHT 4Y4CTb
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JKCKOB ¥ aitioB ¥, B pe3yaArraTe, BUPYC OCTAHETCH HE3aMEHCHHbIM
B CHCTEME.

Kaqectso oGHapyXeHus BUPYCOB CTOMT Ha CAGIYIOLIEM MeCTe 110
BIIOJIHE €CTECTBEHHON nipuurHe. napHas 0643a8HHOCTD AHTHBHPYC-
HplX niporpaMMm — oOOnapyxupars 100 % supycor ¥ aeunts ux. {Ipu
9TOM QHTHBHPYCHAS TIPOTPaMMa HE AO/KHA WMETH BBICOKMM YPOBEHL
JIOXKHBIX cpadarthiBanuit,

Crenyiouuit 110 BRXHOCTH XKPUTEPHA — MHOIOIAATHOPMEHHOCTS
AHTHIBHIPYCR, TTOCKOABKY TOMBKO NPOrPAMMd, PACCUMTAHHAA HA KOH-
KkpeTHyio OC, MOXET MOMHOCTHIO MCHOABIOBATE (DYHKLIKK 3TOMH CHC-
TeMb!l. MOMEHTANLHAS M NPUHYANTENbHAS IPOBEPKA NPUXOASIHMX HA
KOMIBIOTED $altnos ¥ BCTaBASEMBIX JMCKET — 3TO TIPAKTHYECKH
100%-s1 rapaHTHs OT 3apaxeHusi BUpycoM. Ecnu B cepsepHOM Bapu-
aHTe aHTHBHMPYCA IIPHCYTCTBYET BO3MOXHOCTD aHTHBHPYCHOTO aMH-
HYCTPHPOBAHMS CETH, TO €50 LEHHOCTD eule fonee BO3pacTaer.

CxopocTh paGoThl TAKXKE SIBASICTCS BAXHBIM KPHTEPHEM KavecTBa
ANTHBUPYCHON nporpaMMmbl. B pasHbBIX aHTHBHPYCAX MCIONBIYIOTCH
PA3NUYHBIC AITOPUTMBl NOUCKA BHUPYCOB, OIMH &IIOPHMTM MOXeT
oxa3arbesl O0s1ee OBICTPRIM M Ka4ECTBEHHbIM, APYTOA — Me[UICHHBIM
K MeHEee KAYeCTBeHHbIM,

Fipodunakruuecxe Mepbs 3aLnThs

CroespeMennoe O6HAPYXEHHE 3apaXeHHBIX BUPYCaM K (aiiios U
JICKOB, TIONHOE YHUYTOXEHUEe OOGHADYXEHHEIX BHPYCOB HA KaXAOM
KOMIIBIOTEPE I03BOMBSIOT M3BeXaTh pPacrpoOCTPAHEHMS BHPYCHON
SHMAEMUHE Ha JPYrie KOMIBIOTEPhl. AGCOMIOTHO HEIEXHSHIX 1IPo-
TpaMM, TapaHTHPYIOLIHUX OOHADYXKeHHe ¥ YHHUYTOXCHHE HO00T0 BH-
pyca, He CyecTsyeT. BaXHBIM METOROM O0pblbl ¢ KOMIILIOTCPHBIMK
BHPYCaMH SIBISETCS] CBOSBpEMEHHAs npodunakTKa. YTobb! cylecr-
BEHHO YMEHbLIINTD BEPOSTHOCThL 3aPaXESHHST BHPYCOM M OBECTIEUMTH
HaAeXHOe xpaHeHue uHdopMaLuy Ha aucKax, HeobX0AHMO BHINOA-
HSTh CAGAYIOIME MEPBI PO HIAKTHKY:

s TIPHMEHSITH TOABKO JMLeH3noHHoe T10;

» OCHACTHTL KOMIIBIOTED COBPEMEHHBIMHK AHTHBMPYCHBIMH NPO-

rpaMMaMi ¥ TI0CTOSIHHO BO3OGHOBIATE HX BEPCHH,

« BCETAA NPOBEPATH AMCKETHl HA HAMMYME BUPYCOB (3alyckasi aH-

THBKPYCHBIE NIPOTPAMMBI CBOETO KOMIIBIOTEPA) nepel CHYHUTbIBa-
HHEM ¢ HUX HHGDOPMALIKN, 3anHCaHOR Ha JAPYTHX KOMIIHIOTEpax;
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NPy NEPEHOCEe Ha CBOM KoMilbloTep aloB B apXyUBUPOBAH-
HOM BHIC NPOBepSTh UX CPA3y Xe NOC/E pa3apXyuBaliny Ha Xe-
CTKOM HMCKE, OrpannvpBasg of1acTh APOBEPKH TONBKO BHOBb
3aMIKCAHHBIMY ajinamu;

NMEPUOAMYECCKH NPOBEPATh Ha HATMYME BHPYCOB XECTKHE IHC-
KM KOMIIBIOTEDA, 3afIyCKast aHTHBUPYCHDBIC [IPOrpamMMbi s
TECTUPOBaKMS HaiioB, NAMATH ¥ CucTeMHbIX o0aacTedl IMCKoB
C 3AIIMILEHHON OT 3a11MCH OUCKEeTH, IPEABAPHUTENBHO 3aTPY3HB
OC ¢ 3aIEHHON OT 3a11UCH CHCTEMHON ANCKETHI;

BCEIAZ 3aLUMIIATD CBOM AMCKETHI OT 3ammcy npu padore Ha
JIPYTHX KOMIIbIOTEpaX, eCNM HA HMX He OyAeT MPOM3BOAMTLCS
3auch HHGOPMaLKK,

00513aTeAbHO ACJATh Hd [MCKETaX apXMBHBLIE KONMKK HEeHHOH
J1s ronp3oBaTensn rHbpopManuy;

HE OCTapifTh B KapMaHe IMCKOBOIa A HUCKETH NpH BRIKOYE-
Rup Wik nepesarpyske OC, yToBh HCKTIOYHTD 33paXeHUEC KOM-
NLIOTEPa 3arPY20UHBIMI BUPYCAMH;

MCIONB30BATS @HTUBKPYCHBIE FIPOIPAMMBE U1 BXOAHKOIO KOH-
TPOAS BCEX UCIHONHsEMbIX $ainoB, [OAYYAEMbBIX 13 KOMIIbIO~
TEePHBIX CeTeil.

AHTHBHPYCHBIE NPOIPAMMHELIE KOMITAERCHE

Y KaXmoro THia aHTHBHPYCHBIX FIPOTPaMM €CTh CBOW AOCTOMHCT-
B2 M HEROCTATKU. TONABKO KOMILICKCHOE MCIIOHB30BARKE HECKONIHbKHX
THIOB @HTHBHUDYCHBIX IPOrPaMM MOXET NPHBECTH K NPUEMAEMOMY
pesynbTaty. IIporpaMMHbIe CPECTBE 3alLKTHI FIPCACTABASIOT cobol
KOMILICKC ATOPHTMOB ¥ [IPOIPaMM, HAUENSHHBIX Ha KOHTPOML U HC~
KIOYEHNE IPOHUKHOBEHHUSA HECAHKHMOHKM POBaHKOH uHpopManuu.

CyLIEeCTBYET CHEKTD APOrPAMMHBIX KOMILIEKCOB, IIpenHasHaueH-
HBIX 1S MPOGUAGKTHKN 32DAaXEHUs! BUPYCOM, OBHAPYXEHHS U YHNY-
TOXeHMS! BUPYcOB [9]. OHy o01azaioT yHHBEPCAIBHOCTHIO, THOKO-
CTbIO, AAATUBHOCTBIO U AD.

Tepeyncanm saubonee pacrpocTPAHCHHBIC daHTHBHPYCHBIE Npo-
rPaMMHbIe KOMIUIEKCHI

.

*

anruBupyc Kacnepekoro (AVP) Personal;
a"rusupyc Dr.Web;

anTHBHpYC Symantec Antivirus,
a"ruBupyc McAfec;

anTHBHPYC AntiVir Personal Edition.
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15.3. NocTpoeune CUCTEMbI AUTUBUPYCHOM 3aLMTHI
KOPNOPaTUBHON CeTH

Ipobrema AHTUBUPYCHOH 3aILMTH — OJHA M3 NPUOPHUTETHHIX
npobnem GE30MACHOCTH KOPHOPATHBHBIX MHGOPMALHMOHRBIX pecyp-
cOB oprapu3anui. Ee axTyaisHoctTh 00 b#CHHETCS:

» JABKHOOOPA3ZHBIM POCTOM YHCHE KOMITBIOTEPHLIX BHPYCOB;

» HEYAOBICTBOPUTEABHBIM COCTOSHHAECM aHTHBHPYCHOR 3alyTh B

CYLIECTBYIOUIMX KOPHOPATHBHBIX KOMIBIOTEPHbIX ceTax. Cero-
IOH$ CETH KOMTIAaHMK HaXOAATCH B MOCTOSIHHOM pasButuy. On-
HAX0 BMECTE ¢ HUM AOCTOSHHO PacTeT ¥ YHCAO TOHEX MPOHMK-
HOBEHMA BUPYCOB B XOPIIOPAaTHBHbIE CeTH MHTepHET/MHTPAHET.
Kax npaBuio, TAKMMH TOUKAMH SBASIOTCS: HUTIO3HE M CEpBeps]
VIHTepHeT, cepgepbl (afin-NpuiOXeHUN, Ceprepsl TPpyNnoBoi
paboTyl ¥ IMEKTPOHHOHN NOUTEI, paboune CTaAHIMN.

Fist HeBOAbIUKMX ApeanpHATHH, HCHoab3YIoNX A0 10 yanos, 1e-
necoobpasHEl PEIUCHIUS] HO AHTHBHPYCHON 33lU4Te, uMmelne yaob-
Kb rpadmueckuit MHTEPGEHC M ZONYCKAOWMNE JOKAIBHOE KOHPH~-
TypupoBaHue 03 TNpUMEHEHUS HESHTPANM30BAHHOIO YIPaBieHUA.
Jnsi XpynHBIX APeAnpusTHA APEAnOYTHTENHHEE CUCTEMBl aHTHBH-
PYCHO#H 3a1KThi ¢ HECKOABKHMH KOHCOHSAMK ¥ MEHEIKEpaMyl yipas-
AeHHSA, NOAYKMHEHHBIMM HEXOTOPOMY €AMHOMY OOIIeMy LEHTpY. Ta-
X¥e pelueHs NO3BoNMoT 06eCHeduTy ONEPATHBHOE HEHTPAIN30BaH
HOE YIIPaBAEHNE JOKANBbHBIMM aHTHUBMPYCHBIMM KIMEHTAMK ¥ HaiOT
BO3MOXHOCTH APY HEOOXOAMMOCTY MHTEIPHPOBaTECH ¢ APYIMMHU pe-
IHeHMSAME B oBnacTy 6e301acHOCTH XOPIIOPATHBHEIX CeTel,



Yacte 5
YNPABJIEHUE CETEBOM

BE3ONACHOCTbLIO

Cucrema uH(pOpMaUMOHHON 6e30MacHOCTH [OOMKHA OrpaiuTh
HHGPOpMALIMOHHBIE pecypchl CeTH OT HauboJsiee paCcnpoCTpaHEHHBIX
BHEWIHMX M BHYTPEHHHUX aTaK, HalpaBleHHBIX Ha BbIBOI M3 CTPOS
CEepPBEpOB M YHHUYTOXEHHME HAaHHBIX, OT HeXeJaTeJbHOro NMPOHUKHO-
BEHUS B JIOKAIbHble BbIUUCIUTEbHBIE CETH yepe3 «abipbl» B OC, oT
LI€JIEHANpPaBJeHHOTO BTOPXEHHS B CUCTEMY JUISl MOJYyYeHUSI KOHDH-
IEeHUUaNbHON HHpOPMaLUH.

Ins ycnewHoro ucnonb3oBaHus coBpeMeHHbIXx T Heobxomumo
HanexHoe U 3QQeKTUBHOE YIpaBlIeHHE He TOJMbKO CAMHMH CETAMH,
HO ¥ CpEeICTBaMH ceTeBOM Oe3onacHocTH. U ecnu paHblue 3amaya 3a-
K/loYanach B YNpaBjJieHHWU OTAENbHBIMU CepBEpaMH, CETSMH MU Map-
IIpYTH3aTOpaMH, TO ceilyac TpeOyeTcs obecrneynTb MHGbOPMAaLIMOH-
Hy1o 0€30MacHOCTh KOPIOPATHUBHLIX OH3Hec-npoueccoB. Bce 31O
NpeabsBAsieT XecTKue TpeOOBaHMs K yNpaBlIeHHUIO CpeICTBaMHU ceTe-
BOi 0€30MacHOCTH.
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METO/ibl YNPABNEHUS CPELCTBAMM
CETEBOM BE3ONACHOCTHU

BaknekimuM KOMIIGHEHTOM CHCTEMS! YNPARBASHUKS KOPNROPATHB-
HO¥ CeTRIO ABASETCS CHCTEMa MHGBOPMaLKMORHOH Ge3onacHocT!, Jra
CHCTEMA JIO/KHA;
« HEHTPAIH3CBAHHO 1 OFEPATHBHO OCYIIECTBAATD YNPARISTIOHHNE
BO3NEHCTBHA Ha CPEACTBA CeTeBOH 6e3011aCHOCTH;

s NIPOBONMTE PEryNApHBIA ayAUT ¥ MOHHTODHHT, AalouiHe 06beK-
TUBHYIO WHOQOPMALIKIO O COCTOSHMM MHOPOPMALIMOHHOH Be3o-
FIACHOCTA IR TIPUHATHA ONEPATHBHEIX PelleHui.

16.1. 3agaun ynpasnemma CUCTEMOM CETEBOH
6e3onacuocTy

CohopMynypyeM OCHOBHBIC 3aauK YIIDaBiCHUS CHCTEMOW cere-
soit GesonacHocTH Macurraba npennpustug. OYHKIMOHAIBHO CHC-
TeM2 YNPaBAEHMS CPEACTBAMH 3aiiHTel HHGOpMaliMK B pacripeje-
NenHHol ceTH Maciutaba NPEANDUSTHS HOJOKHA peiaTh CHeAyIolMe
3ana4u;

= ynpaBaenue arobasshoti nosumuxot Sezonacuocmu {IT1b) B
paMKaxX CETH NPEUNPUSITHS, (DOPMHPOBAHHE A0KAALHBIX ROAU-
mux Bezonacrocmu (JITTb) oTOEALHBIX YCTPORCTB K HOBCICHHS
JITIB 10 BCeX YCTPOKCTB 3aiiuThl MHGOPMAaLIMHK;

« yripasaeHue KOHOHUrypaumen o6bekioB 1 CyObeKTOB ZOCTYNA;
BKAIOMAET YHDABAECHUE COCTABOM, BEPCHAMH, KOMIIOHEHTAMH
yerpolicrs ¥ TIO 3amiMthi, a TaxXe ynpasicHHe MI3THAMU
{patch), KOTOpbIE CAYXAT ANA 32KPHITHS AbID, O0HAPYKEHHBIX B
NOCTABNEHHEIX FIpoayKTax obecrniedeHn H€301aCHOCTH;
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e NPEOOCTABJACHHUE CEPBUCOB 3aIUMTbl pacnpencyiieHHbIM IpH-
KJIQIHbIM CHCTEMaM, a TAKXE PErMCTPAaLMIO 3alLMLIEHHBIX [1PU-
JIOXEHUH M UX pecypcoB. IIpHNOXeHHUS 3TON IPYIIbl JOKHbI
obecrneunBaTh, npexne Bcero, uHTepdeiic (API) ans obecneye-
HHUS YNIPaBIEHUS CEPBUCAMU 3allUThl CO CTOPOHbI NPUKJIAAHBIX
CHUCTEM;

e YNIpaBJI€HHE KDPUNTOCPEACTBAMH, B YacCTHOCTH — KIIOUEBOE
ynpapneHue (KimodeBas MHGpacTpyKTypa). KiloueBas nHdpa-
CTPYKTYpa IOMXHa (PYyHKUMOHMPOBATh B COCTaBe MHGpPACTpyK-
TYPHBIX (CUCTEMOOOPA3yIOLINX) CyXK0;

e COOBITHHOE NPOTOKONHMPOBAHHKE; BKIIOYAET HACTPOUKY Bblaa-
Y{ NIOTOB Ha pa3Hble YCTPOWCTBa, ynpaBjleHHe YPOBHEM OETa-
JIM3alUMH JIOTOB, YNIPaBleHHE COCTABOM COOBITHH, MO KOTOPbIM
BEIETCS MPOTOKOIMPOBAaHHUE;

e aynut 6e3onacHoctd MIC; obGecneunBaeT nojayyeHHe M OLEHKY
OOBEKTUBHBIX JAHHBIX O TEKYLIEM COCTOSIHMM 3alUMILEHHOCTH
UC, nHorna noa aynutoM 6e30MacHOCTH MOHMUMAIOT aHaIU3 J10-
rOB, TOMCK HAPYLIUTENEHR M AbIp B CYLIECTBYIOLLEN CUCTEME, O~
HAKO 3TH GYHKUMM NOKPLIBAIOTCH, CKOpee, 3afayaMM YripaBie-
HHSA JIOTaMH;

* MOHHMTOPHMHI G€30MaCHOCTH CHUCTEMbI; O00ECTIeUMBaeT MONy4eHHe
MH(pOpPMALIUM B peabHOM BPEMEHM O COCTOSIHUH, aKTMBHOCTH
YCTPOUCTB U O COOLITUSIX C KOHTEKCTOM 6€30MacHOCTH, MpPOMC-
XOIALIMX B YCTPOWUCTBaX, HallpuMep O MOTEHLMATbHBIX aTaKax;

e obecnieueHMe pabOTbl CMELMANBHBIX 3alUMUIEHHBIX TMPHI0XE-
HHMH, HaNpMMEp HOTApHMAIbHOIO HAA30pa 3a OrnepauusMH, Noa-
IEPXKa pErnaMeHTHbIX MEPONpPHUATHI (CMeHa Kilouei, mapo-
Jieit, yCTpOMCTB 3alUMThl, BbINYCK CMapT-KapT M Ap.);

o obecrnieueHre paboThbl MPOEKTHO-MHBEHTAPU3aLMOHHOM TPYIIIb
MPUJIOXKEHHI; 3Ta Irpynna NpUaoXeHUH JOMXKHA OCYLIECTBAATD:
— OnpeaeaeHUe TOYEK YCTAHOBKM CpEACTB 3alllMThl B CETH

MpEaNpPUATHS;
— YYET MNPHUMEHSAEMbIX CDEACTB 3alLUThI;
— KOHTPOJb MOAYABHOIO COCTaBa CPeACTB 3alLUThI;
— KOHTPOJb COCTOSSHUS CPEACTB 3allMThl M Ap.

CyuiecTByeT npobiemMa KOMIJIEKCUPOBaHHUA U OPraHM3aLMM B3au-
MOOENCTBUS TPAAMLIMOHHBIX CUCTEM YIPABJIEHHUSI CETAMHU U CHUCTEM
ynpaBieHUs CPENCTBAMH 3alIMThl HHpOPMaUMH B ceTH. [ns peweHns
3TOM Mpob6aeMbl MPUMEHSIOTCS ABAa OCHOBHbLIX NMOAX0IA.

[TepBblit MMOAXOA 3aK1I0YAETCSl B MHTErpalMM CPEACTB CETEBOTO
MM CUCTEMHOIO yMpaBJieHUs C MEXaHM3MaMM YINPABIEHUS CPENCTB
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3auIuThl. CpeacTsa CeTeBOro ¥ CUCTEMHOIO YpaB/IeHHS OPHEHTHPO-
BaHbl, B NEPBYIC OYepedb, Ha ynparnexue cethic win MC, 1. e, non-
HEPXKBaIOT TPAZKILIHORHbIC ICHCTBIA M YCAYTH. YIIPaBR/ieHUE YyeTHbI-
MM 3aNUCAMH ROAB3OBATENEH, YIIPARIeHUE PECypeaMy M COOBBITHAMH,
MaplLIPYTH3aLKIO, NPOU3BOAUTEABHOCT M T. M. PAN KOMIAHHH -~
Cisco Systems, Computer Associates, Hewlett Packard, Tivoli Sys-
tems - NOUWAKW TIO NYTH HHTEIPAUMY MEXAHWM3MOB YHDaBACHHSA
CPECTB 3aUIMTH B TPAXHLIHMORHEIE CHCTeMB! YTIpaBaeHns cetsaMu. Ol-
HAKO TaKye KOMTICKCHbIE CHCTEMBI YRPABACHUS 1aCTO OTAHYAKTCA
BBICOKOH CTOMMOCTBIO M, KPOME TOro, HEKOTOPbIE acleKThl yipasie-
HH$ G30MaCHOCTHIO OCTAIOTCS 32 NPele/iaMK BHUMAHKA 3THX CHCTEM.

Bropoit noaxox 3aKmOYAETCsl B UCHONB3CBAHKE CPEACTB, Npei-
HA3HAYSHHBIX JUIS PELUSHHS TOAbKO 3aJayYy ynpasieHus Oe3onacHo-
cthio. Hanpumep, Open Security Manager (OSM) ot Check Point
Software Technologies JaeT BO3MOXHOCTh LIEHTPATH3OBAHHO yHipak-
ASTH KOPIOpaTHBHON NONUTUKOK $e30nacroCcTy ¥ HHCTAJIHNPOBATE
€¢ Ma CETeBBbIE YCTPOHCTRa no scelt xomnanuk. lpoayxkr OSM sensi-
eTCA ONHHM K3 OCHOBHBIX XOMAOHeH10B TexHosorud OPSEC (Open
Piatform for Secure Enterprise Connectivity), paspaborasHol komna-
uueir CheckPoint, ox cospaer uHrepdelic g ynpasneHus yCTpoR-
CTBAMU CeTEROM 0E30NACHOCTH PAIMYHBIX NPOUIBONHTENREH (Hanpu-
mep, Cisco, Bay, 3Com).

16.2. APXMTEKTYPA YNPaBNeunsa CPEeHCTBAMM CETEBOH
6esonacmocTy

Ins ofecrieyenus 6e30NMaCHOCTH HHOOPMALMOHHBIX DECYDCOB
RPEANPHATHA CPEICTBA 3aLINTh HHGBOPMauuy OBBIMHO pasMeiiaT-
¢St HENOCPEACTBCHHO B KODHOPAaTHBHOK ceTH. M3 KOHTpONMpPYioT
OOCTYR K KOPNOPATHBHBIM PECYPCaM, OTpaXas aTakd 3NOYMBILIUIEH -
HYKOR M3BHE, & LUBO3B BUDTYANbHBIX dacTHBIX cerelt (VPN) obec-
NIEYKBAIOT KOHPHACHIHMANLHYIC NEpenavy KHGpOPMALUN yepe3 oT-
KpbIThie rnofanpHbie ceTH, B yacrHoctu Murepser. [ns cospanus
HaAEeXHOH ILEFOHKPOBAHHON 3alUThl B HACTOSMLIEE BPEMA npHME-
HAIOTCA TAXXKE Takue cpesicTsa H€30nacKoCTH, XaK CHCTeMbl ODHapy~-
xenus Bropxeuudt IDS (Intrusion Detection Systems), cpeacrea
KOHTPON HOCTYNI2 NO COpepXanuio MadbOpManuy, aHTHBHPYCHBIE
CHCTEMbB! M AAD.

Boapumnereo KHUC noctpoeHst Ha 0CHOBE NMPOrpaMMHBIX H an-
NIAPATHBIX CPEICTR, FOCTABANEMBIX PA3NHIHBIMH NPOU3BOAMTEINMHY.



Trasa 16, Memooder ynpagaenus cpedcmeamu cemesofi 6esonacnocmu 381

Kaxnoe u3 5Tux cpenacTs TpelyeT THIATEABHOTO ¥ CrieunduIecKoro
KOHGMUIYPHDPOBAHYEA, OTPAXAIOUIEIO B3a{MOCBA3M MEXAY IONb30RE-
TEASMY ¥ AOCTYIIHBIMY UM pecypcami. UTobw ofeciieunTh B rerepo-
reriHol KU C nanexuyio sammty BHQOPMaiMYy, HYXXKHAE DAUMOHAIbHG
OPranM30BaHHAY CUCTEMa yripaBnesmns Gezomacnocteio KUC, koro-
past obecrieunna Gb 6e30MACHOCTD Y NPABUIBHYIO HACTPOMKY KaXI0-
7o komnoseHTa KHUC, nocToAHHO OTCNexXuBana npoucxonsiiue ua-
MECHCHHS, YCTAHABAMBANA «3aMUIaTKW» HAa HARAEHHHIC B CHCTEME Ope~
iy, XOHTponMposana pabory nonpsosaresneit. OUEBHAHO, HTO HeM
pasnopontee UC, tem cnoxxee obecrieus ypasieHme ee de3onac-
HOCTBIO.

16.2.1. OcHOBHbBIC NONITHR

OnuIT BeOYUX NPEINpUATH H-TIPOU3BoANTEACH CPEICTB CeTeBOMH
0e301IaCHOCTH TIOKA3bIBAET, YTO KOMITAHUS CMOXET YCHCILHO peanu-
30BATH CBOIO NOSMTHKY Oes0macHocTy B pacnpenenestoit KUC, ecnu
yrnpapicHue 6e301aCHOCTBIO OYAST UCHTPAIMIOBAHHBIM U He OyaeT
3aBUCETh OT HCTIOAB3YeMbIX OC u npuxiiankbix cuctem. Kpome roro,
CHCTEMA perucTpauny cobeithit, npoucxonsmx 8 KUC (cobmtus
HCH, uaMmeHeHne IpUBMILT il TOAb30BaTENEH U T, &), NOLKHE ObITh
CAMHON, YTODBI 4AMHUHHCTPATOP CMOT COCTABMTH TIONHYIO KADTHHY
npoucxoasiumux B KUC uamexHenui.

I pellieHus pana 3a1ay yrpapieHus Oe30NacHOCTRIO TpefyeTes
NPYMEHEHHUE CIUHBIX BEPTHXKUILHBIX HHQPACTPYKTYP THIIA KaTaiora
X.500. Hanpumep, rOAMTHKE CETEBOTO HOCTVNA TpefyeT 3HaHMA
UACHTH(UKATOPOB [ONL3OBATENEH, 3712 MHGODPMALIMA HYKHA ¥ ApY-
I'UM TIPATOXEHUAM, HANPUMEDP B CHCTEME KaAPOBOI'C yYETa, B CHCTE-
M€ OZHOKPaTHOI'C DocTyna X npunoxenuam (Single Sign-On) u 1. &
HyGnupoBarine OfHUX 1 TEX Xe JaHHBIX NPUBOIUT K HEOGXONMMOCTH
CHHXPOHUBAUNHY, YBEAKYCHHIO TPYIAOEMKOCTH ¥ BO3MOXHOH nyTaHu-
ue. IToaromy, urobnl nabexars TAKOro NyGIKHPOBAHNMS, YaCTO HCITOME-
3YIOT eOUHBIE BEPMUKAALHBIE UHDDACMPYKMYDHL.

K TaKuM BepTHKILHBIM CTPYKTYPaM, HCTIONb3YEMbIM PABIHIHBI-
M{i TIGAB30BATE/IBCKUME JOACHCTEMaMu, pabOTAIOLIMMY HA Da3HbIX
ypoBHsax OS1/1S0O, otHocsTCS!

*» ungbpacmpyxmypet ynpagienua omipstmoimi xaronamy PKI. Cne-

OYeT OTMETHT, HHTEPECHDBIH ACHIEKT, 110Ka He NONYYUBIIMH wiy-
POKOIO DACHIPOCTPAHEHHSA, MO BaXHbpIN aAns ynpasnacHus. Cedi-
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YaC B OCHOBHOM KCTIONE3YIOTCS LK poBbie cepTH(UKaTH B BAlE
TAK Ha3BIBACMBIX <«YHOCTOREPEHMI NuyHOoCTH» (identity certifi-
Cates), HO YXe Pa3BUBAIOTCA ¥ KOE-THE TIPHMEHAITCH uudpo-
Bbi¢ CEPTH(HKATHl B BHJIE TAK Ha3bIBACMbIX «BEPUTEAbHBIX IPa-
MoT» (credential certificates); Bbitasag y OT3bIBasA TAKHUE «BEDH-
TEAbHBIE TPAMOTHI», MOXHO Gostee rHBKO yrIpasssiTh JOCTYIIOM;
Kamaaoey (HanpyMep, HECHTHOUKATOPOB IHOIL30BaTeNel U
JIPYIUX CBENEHHH O NOAL3OBATEINX, HEOOXONAMEIX B cHCTeMax
YIIPaBIEHUS HOCTYIIOM); TIPUMENATEIbHO, YTO KATAIOTH YacTo
HCTIONBAYIOTCS He TONBKO KaK XPAHWIMLNG JAHHBIX — B HHX
TAXOKE HMacTO PAcTIONAraloTCs NOAMTHKM HOCTYNE, cepTudmka-
Thi, CHKCKH J0CTYRA ¥ Ap.;

cucmemn aymeumupurayuu (o6srino RADIUS, cepsepn
TACACS, TACACS+);

cucmemst COBbIMULHOEO NPOMOKOAUPOSAHUR, MORUMODUNHEG U (Y-
Suma. Crnepyer OTMETUTh, YTO 5TH CHCTEMBbl HE BCEINE BepTH-
KAIbHB, aCTO CHEHMARK3UPYIOTCH ¥ paloraloT aBTOHOMHO B
KHTEPECaX KOHKPETHHIX NTOACHCTEM,

Konuenuus mobanskoro ynpasnekus 6e3011aCHOCTHIO, TTO3RO-
JAK0H1A8 TOCTPONUTE 3(PQEXTUBHYIO CHCTEMY KHEPApXHYECKOro YIipas-
nedus 6e30nacHOCTBIO FETEPOreHHON CeTH KOMIlamKK, paspatorana
Komranued TrustWorks Systems [9]. Oprasusauns HeHTpPanK30BaH-~
Horo ynpasnenus GesonacHocThio KMC ocHoBana ma Credyrouiux
TIPHHBKTIAX:

ynpasnesse Ge300aCHOCTRIO XOPHOPATHBHOK CETH HOMKHO
ocymecTaaTbes Ha yposme ['TIb — naGopa npaeusn Sesomnac-
HOCTH JIS MHOXeCTBA BlauMozeHCTBuN Mexny ofpexramu
KOpIIOPaTHBHOM CeTH, 4 TaKXe Mexiy obbexTaMy KOpropaTHB-
HOM CETH ¥ BHELIHMMH OOBEKTAMY;

« TTIb nonmxsHa cooTBETCTBOBATH BGH3HEC-TIPOBECCAM KOMIIEHUH,

Ina 3roro csolicTBa OesomacHocTH 00BEXTOB M TpelyeMble
cepsuchl 0e30MaCHOCTH AQMKHBE ObiTh OIIMCAHS! C YYETOM KX
Ou3HeC-pOAEH B CTPYKTYPE KOMIIAHMHK,

e JUIH OTACNBHBIX cpeacts samutsl dopmupyores JHIB. Tpanc-

msmus JINB pomksHa oCyuw(ecTRAATLCA aRTOMARTHYECKH Ha oc-
Hose a”aau3a npasui [T1B u Tononornu saumuaemMon cetu.

Y4uthInag, 4TO METOZONOrUs HERTPAAKUIOBAHHOIO YIIPpaBACHUSA

ceTeroi Be30MacHOCTRIO JOCTATOYHO fIOAHO OTPAXAET COBPEMEHHbIE
TEHHCHIIKK PA3BUTHS TeXHOROrKHH 0e30MMacHOCTH, PACCMOTPHUM FIOH-
poGHee 3Ty METOZONOIKIO ¥ HEKOTOPBIC aCTIEKThi €€ PEANH3ALMH.
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16.2.2. Kouyenums rnobanbHoro ynpasnesns
6e@30nacHOCTHIO

B ocHOBe HEHTPAIKUIOBAHHOTO yripasienus GesonacHocTsio KUC
NEXUT KoHuenuus asobaashoeo ynpagaenun Gezonacnocmes GSM
{(Global Security Management). Koruemumst GSM nozsonser no-
CTPOUTH KOMILIEXCHYIO CHCTEMY YIPABACHUSA U 3alLUATH MHbopMany-
OHHBIX PECYPCOB APEATNIPHATHS CO CNCAYICINHUME CBOHCTBAMH:

» YHIPABICHKE BCEMMU CYIUECTBYIOILMMM CPEICTRAMH 3aIIHTHI HA
Baze nonuTHkH DE301aCHOCTH BpenpraTus, ofecneuunnanoiee
HENMOCTHOCTH, HENPOTUBOPEUUBOCTE K fIONHOTY Halopa ripaBun
3aLUUTH! [U18 BCEX pecypeos npeanpusaTHs (06BHEKTOB fIOAUTHKH
§e3011aCHOCTH) ¥ COITIACCBAHHOE HCIOMHEHHE NOAMTUKY De3-
ONacHOCTH CpPEACTBAMYU 3alLMTH, [OCTARMACMBIMY PA3HBIMK
FIPDOU3BOSUTEIIAMH,

* ONPEAC/ICHUE BCEX MHOOPMAILHOKHBIX PECYPCOB HIPEINIPUATHS
4yepe3 eAMHBIA {(pacrpeNeNeHHbI) KaTanor c¢peant nNpeinnpu-
STHS, KOTODHIH MOXET aKTYaU31pOBaTECS KAK 3a CHET COBCT-
BEHHBIX CPEACTB ONMCAHUA PECYPCOR, TaK H fIOCHEHACTBOM CBA3H
C IPYTHMY KaTaoraMu Npeiipustis (B TOM YUCHS 10 IIPOTOKO-
ny LDAP);

* LEHTPAIM30BAHHOE, OCHOBAHHOE Ha NONHTHKE 0e30fracHOCTH
{policy-based) ynpasaeHUe NOKANLHHIMY CPEACTBAMU 3RHIMTHI
rHbOopManuu;

» CTPOTAAl ayTCHTHOHKAUHUA O00LEKTOB [IORUTHKY B Cpeie npes-

npusTHg ¢ ucnonslosaduem PKCS#11 ToKeHOB M uHthpa-

CTPYKTYPBl OTKpbiThix Kmouerr PKI, sxmoyas BO3SMOXHOCTH

IIPUMEHEHUS JONOJHHUTEIbHbIX JIOKaABHBIX CPEACTR ayTeHTH-

dukaury LAS (no suifopy norpeburens);

PACIMKPEHHBIE BOIMOXHOCTH aIMUHUCTPUDPOBAHUA FOCTYNA K

OnpeAeNeHHBIM B KaTalore PeCypeaM NPEennpUsITHA HiH YaCTEM

BCETO XaTanora (C NOLISPXKOH IOHATHH IPYIir noNb30BaTenel,

BOMEHOB, HCHAPTAMEHTOB NPEANPUATHS), YIPABRCHKE POISAMY

KaK HaGOpOM nIPas JIOCTYNZ K PECYPCAM TIPeANPHSTHS, Bsene-

HUE B MONMUTHKY GE30MacCHOCTH 3AEMEHTOB KOCBEHHOIO Ofpe-

HNeneHus npar yepes atpubyTh npak soctyna {credentials);

+ obecrieueHKe MONOTYETHOCTH (PErHCTPaiuK BCEX Onepauui
B3GUMOACHCTBHE DaciIPEICNeHHEX 00BEKTOB CHCTEMBl B Mac-
WITa0axX KOPIOpaTHBHOR CETH) ¥ ayiHuTa, MOHHTOpUHIra §e30-
TACHOCTH, TPEBOXHON CUIHANH3aLUNUN;
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+ HHTETPALKS ¢ CHCTEMaMy OGIHero YRpapiesus, MHOPACcTpyK-
TYpHsIMH cucTeMaMu GesonacHocte (PKI, LAS, 1DS).

B paMxax ZAHHOM KORUEIIMMK YNPAGACHUE, GCHOBGHHOE HA ROAN-
muxe Gezonacnocemy — PBM (Policy based management) — onpezae-
JSETCH Kaxk peannsauus nabopa npaBui ynpaBReHHs, cOpMYAHDO-
BAHHBIX A7 GH3HEC-OGhEXTOB NMPEANIPUATHUS, KOTOpas apaHTupyer
ITOSIHOTY oxBarTa Duaxec-00aacTH OOLEKTAMY ¥ HENPOTHBOPEUHBOCTD
HCMOAB3YEMBIX TIPABK) YTIPABACHHNA.

Cucrema yrpasaesna GSM, opreHTHPOBAHHAY HA yipasieHue
6e30MACKHOCTHIO NPEANPUATHS Ha npuHuvnax PBM, yaoosnerBopsiet
CACAYICIIUM TpeGOBaHKAM:

e NOAUTHKE OE€3017ACHOCTH NPENNIpUATHA NPEeacTasnseT cobo#
JIOTHHECKK M CEMAHTHYECKK CBA3AHHYIC, QOpMHDPYEMYIO, pe-
JaKTHPYEMYIO ¥ GHANUIHPYEMYIO KAK eAHHOE LEN0€ CTPYKIYPY
HAHHKBIX;

o JIOAUTEKE Ge30Nn4aCHOCTH fIPCANPHSITHS OfIpEIeAsecICs B iU~
HOM KOHTEKCTE Ui BCEX YDOBHEH 3a1MTHI K&K EAHHOE ilenoe
CeTe¢BO MONKUTHKK OE30MaCHOCTH K NOAKTHKY Be30IaCHOCTH
HHEODOPMALHOHHBIX PECYPCOB NPEANPHATIA,

o Ois OGREryeHHs ajiMHHHCTPHPOBAHHS DPECYPCOB ¥ NOJMHTHKH
6e30NaCHOCTH NPSANPUATHS MKCAO NapAMETPOB MNOAUTHKY MH-
HUMUK3HPYETCH.

Hns Toro yToBbl MUHAMH3MPOBAT, YHCIO NAPEMETPOB IOAMTH-

KH, KWCIIONB3YIOTCS CACAYIOILME TIPHEMBb:

1) rpynnoseie onpeneneHus o6nekTos 6e3011aCHOCTY;

2) KOCBeHHBIC ONPEACACHS, HaNPHMED ONDPEACHCHHS HA OCHOBE
BepuTenbHbIX {credential} arpubyTosB;

3) MaHAaTHOE YPABICHKE NOCTYIOM (B JONOHEHHE K DUKCH-
POBAHHOMY IZOCTYITY), KOra pEeuieHHEe O JOCTYNE ONnpeiessiercs Ha
OCHOBE COTIOCTABACHHUS YDOBHS ZOCTYNA, KoTopblM obnanaer cyOb-
£KT, ¥ YPOBHS# KOHOUACKIHANbHOCTH (KPUTHHHROCTH) pecyped, X Xo-
TOPOMY OCYILECTBIISCTCS HOCTYIT,

Cucrema yrnpasneuns GSM ofiecneunsaer pasHooOpasHbie Mexd-
HE3Mbl QHANM3A TIONMTUKH BE301ACHOCTY 38 CHET CPEACTB MHOTOKDH-
TEPHANBHOK TIPOBEPKH COOTBETCTBUS ITOAHTHKH Ge3onacHocTH dop-
MaJbHbIM MOZENAM KOHICMINH GC30/IaCHOCTH NIPEANPHATHS.

Huxe npupoawrcs xoHuenuwus onpezenenus ITIB (GSP —
Global Security Policy) cet npeanpHsTHS H ONKCAHHE TIOCTPOCHHOH
Ha 6aze ITIB cucremn ynpasneHus GeszonachocThio (policy based
security management).
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16.2.3. FnoBansHas u norkansHas nonmimuiy Be30nacHocTH

TnobansHag noauTeka Ge30HACHOCTH KODPIIOPATHRHON CETH Npei-
cTapasiey cOOO0H KOHEYHOEe MHOXECTRO npaBuit 0230NacHOCTH
(security rules) (puc, 16,1}, XOTopbie OMACHBRIOT HAPAMETPHI BIAK-
MONeHCTBUS OOBEXTOB KOPOPATHRHOM CETH B KOHTEKCTE MHGOp-
MaLKOHHOK Oe30NACHOCTH!

¢ HeOOXOMMMBIA WISl COCAKHEHMS cepBHC 0e30NnacHOCTH (r1paRy-
jia 06paboTKu, 3aLMTH ¥ BUALTpaluK TpadyKay,
HAnpaBJIcHUE NPEAOCTaRACHs cepByca fe3onacHocTy;
1paBuaa ayTeHTH(DHKAUHNN 00HEKTOR;
npasuna ofMeHa KnovaMu,

NpPaByia 3a1iKcy pe3yabTaror coBnitudt 6e301aCHOCTH B CHCTEM-
HBIH XypHa,
* [ipaBUA CUTHANM3ALUMM O TPEBOXHBIX CODLITHSIX U Ap.

* 5 o »

Mpasuno | _ | Obuext i Obbexr Ceptinc Ypoaakb
[EN: - A lal 8 + £e30natHocTV + aypwuta
Onucarine obvaxra: Hanpasnenve * ot npuroXeHus « Npasuna aeAsHUA
* VPN-areur dacrasa 3.3 gigv')::‘axe"”  Tpasina punstpaumn | | ;uc‘remoro XypHana

IP-xoer cepanca Tun kpuerrocepanes P
 Normadie-xoet Se30naCHOCTH SuranIBuL
. flopcers
. Tpynns
+ I'pynna aonependore CA
* Flepumerp BeI0NacHOCTH

oboh

Pue. 16.1. Crpyxrypa npaBuiaa rnoGanbROR HONKTHKY GE30NECHOCTH

{Ipy aToMm obbextamy TTIB Moryt 6BITh KaxK OTAeABHbIE pabounc
CTRHUMY Y TTOACETH, TaK ¥ IDYNNbl O0BEKTOB, KOTOPHIE MOTYT BKIIO-
YaTh B Ce08 UeNble CTPYKTYPHBIE NOAPAICNCHHUS KoMNanuu (Banpu-
Mep, OTHEA MAPDKETHHIZ WK DUHAHCOBBIA ACHADTAMEHT) MM AAXE
OTACHbHLIE KOMNaHuM (BXousiiKe, Hanpumep, B xouausr). [Moauru-
Ka 0e30nacHOCTH Wisl KaXIoro o0peKTa B FPYiifie aBTOMATHYECKH pe-
IKLIPYETCs BeeM O0heKTaM FpYIInkL

3agauy 3aiiuThi OM3HEc-O0LEKTOR pacnpeaeNeHHOM Kopnopa-
TUBHOH CHCTEMbI MOXHO chHOPMYNHpPOBATHL B TEPMMUHAX NpaBun, No-
CKOABKY CETEBOE B3aUMOJEHCTBUE MOXKO HPCACTABUTH KaK NPOCTVIO

25 — 3348
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nepenayy usbopMauny mexay cybnrexrom Subj u obwextTom Obi zoc-
TYIla Ha OCHOBE HEKOTOPOrO CETEBOr0o CepBKca 3ammuThi SecSrv, Ha-
CTPOEHHOIrC Npy Momolm mapaMerpos P. B peayaprare rnofanpHas
noauTyka He30MacHOCTY NPEANPUATHSA NPEOCTaBIACTCE KaK Habop
npasui Buia

(Subi, Obj, SecSrv (A).

flpn atoM orcyrcTsue npasuna mist obbekra Obj o3Hauaer 3a-
nper mwoboro gocTyna K gassoMy Obj,

st DpOCTOTHE OTIPEACACHHA UeseH Ge30NacHOCTH NpeanpusTis
8 GSM npenyeMorpeHo ABa Tia o0HEKTOB, BHICTYNAIOLINX B Kade~
crse Subi y Obi. O1o — nonssoBatens () un pecype (R).

Pecypc R moxet 6uith MubopmanuonusiM (FR) nay cerensiM
(NR).

flonk3onartens ¥ pecypc MOryT BHICTYNaTs B mioboit u3 dopMm ar-
peraiuy, NoJIEPKKUBACMbIX B CHCTEME: I'PYNRIisl, JOMCHBI, POy, Ae-
napTaMeHThl, PasAeabl KaTIora,

Tlpumep: npasuno (U, IR, §1) npeacrapnsier coboit npasuno 3a-
el §1, ofecrnieunsaeMoe npy pocryne nonaersopatens U x nHbop-
manonHomy pecypey fR. TlpaBunc (JR1, fR2, §2) ozuwauaer paspe-
HEHHE CETEBOFO B3AMMOIECHCTBHS ABYX MHOMOPMAaHMOHHBIX MojyieH
{nporpaMm) ¢ HeoOXOIMMOCTBIC ODECIEYEHMS CBOMCTE 3aumThl S2,

Hosumuxa no ymomanuio 10ist BOCTYN2 K MOOBOMY 3aLHMILIBEMOMY
oDBeKTY KOPIIOpaTHBHON CHCTEMBI NpejcTasnsaeT cobol 3anpeT-
TEABHOE TIPABKIIO. 6Ce, MMO HE PAPEUIEHO R6HO — 3anpeuierp. Taxoe
npaBuic ofecriey KBACT NOMHOTY 3AMIKTH MHGpOPMAMK B CETH npeil-
NPUATHS ¥ ANPHOPHOE OTCYTCTBHE «AbIpP» B 0€30MACHOCTH.

Hrobsl ofecnieynTs B3aUMOICHCTEIEC YCTPOICTE B CETH, ISl HEX
cosflaeTcst ¥ DOCTaBAserCs (B OGLUEM ClIyyae He 110 KaHalaM CeTh)
CMapmoeas Konguzypauus, copepxauas HeobXooyMple fIpasuia Ha-
CTPOHIKY YCTPOHCTB TOMBKO A ¥X UEHTPANKIOBAHHOYO yrpasie-
HES — CTapToBas NONNTHKa GE30TIaCHOCTH YCTPOHCTEA,

IipaBuna TTIB Moryr OniTh PacnpOCTPAHEHB KaX Ha CeTenble
paapMonelcraua, Tak B Ha (hYHKUMHM KOHTPONA K YIpaBICHHus caMoil
CHCTEMBI,

DyuxupoHatsHo npaeuia FTIB pasburst no rpynnam;

» npaguaq VPN, Tlpasuna NaHHOro THpa pEeaiM3yioTes Npy flo-
Mo niporoxkonoB 1PSec; areHTOM HCMONHEHUS NpaBiiia fB-
agetcs apakeep VPN B cteéke KAREHTCKOro ycrpolcrsa ni
uonosa GesonacHocty (JP1, 1P2, VPNRule);
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e npasuna naxemuou guaompayuu. OHA 00ECIIEYUBAIOT NAKETHYIO
¢dunvTpaumio TMna stateful u stateless; ucrionHeHUe 3THUX Tpa-
BWJI 00ECNe4YMBalOT TE€ X€ areHThbl, YTo UcnoaHAT VPN-npa-
Buna (/P1, IP2, PacketRule);

e Proxy-npaguna, 6KAKUAs AHMUSUDYCHYIO 3auiumy «Ha aemy». ITH
npaBUJia OTBeYaloT 3a ¢GUAbTpauMIo TpaduKa, epenaBaeMoro
MOA yrpaBieHHeM 3aJaHHBIX IPUKJIAIHBIX IPOTOKOJIOB; UX UC-
MOAHMUTENBHBIM areHTOM SBJISIETCA DPIOXy-areHT, HarnpuMep
(User, Protocol, ProxyRule) unu (Application, Protocol, Proxy-
Rule);

e npaguna aymeHmu@uyupogarHo20/a8mopu3oeanHozo docmyna,
gxmouaa npasuna Single Sign-On. YnpapineHHe OOCTYIIOM
Single Sign-On obecneyrBaeT NaHHOMY IOJib30BaTeNO pabo-
Ty Ha eJUWHOM T[apofie WAM JIpYro ayTeHTU(PHKAIIMOHHOI
MHPOpMAUMU CO MHOTMMHU HMHGMOPMAlIMOHHBIMM pECYPCaMH;
MOHATHO, 4YTO CHUMBOJIMYECKAsl 3alMCh IpaBMUJia CETEBOTO NO-
CTyna nerko pacrnpocTpaHserca Ha Single Sign-On (User,
Application, Authentication Scheme). IlpaBuna 3Toit rpynmbl
MOIYT KOMOMHHMPOBAHHO MCIHOJIHATBCS areHTaMH pa3iiuyHOro
ypoBHsl, oT VPN-npaiiBepa 10 proxy-areHTOB, KpOME TOTO,
areHTaMM MCTIONHEHMS TaKMX MPaBWA MOTYT OBITb CHUCTEMBI
ayTeHTU(HUKAIIMU 3aMPOC—OTKIMK M MPONYKTHI TPEThHUX pa3-
pabOTYHKOB;

e npasuaqa, omeeuaroujue 3a CUSHAAU3AUUI0 U cobbimuiinoe npomo-
Kxoauposarue. TIoNUTHKA NMPOTOKOAUPOBAHUS MOXET OINMEpPaTUB-
HO U L€HTPAIM30BAHHO YIPABJIATHCH ar€HTOM MPOTOKOAHUPOBa-
HHS; UCTIONHUTENSIMH TPaBUJ SBISIOTCA BCE KOMITOHEHTBI CHUC-
TEMBI.

Ha6op npasun I'TIB spnsieTcs NOTMYECKH LIEOCTHBIM M CEMaH-
TUYECKHU IMOJHBIM ONIMCAaHHEM TOJUTUKH 6€30MacHOCTH B MacluTabax
CeTH, Ha OCHOBE KOTOpPOil MOXET CTPOMTHCS JOKaJibHas IOJUTHKA
6e30MacHOCTH OTAENbHBIX YCTPOMCTB.

JlokaneHaa nonuTHKa Oe3omacHocTH. JII0OOGOMY CpenCTBY 3alllMTHI,
peanu3yloleMy Kakoi-nubo cepBUC MHGOPMallMOHHOI Ge30macHo-
CTH, HeoOXoAMMa IJig BbIMOJAHEeHUS ero pabotsl JITIb — TouHOE onu-
CaHMe HaCTpOEeK IJIsi KOPPEKTHOM peaii3aliMy MpaBui ayTeHTUdHKa-
UMM [0Jb30BaTENEN, YIIpABAEHNUS NOCTYIOM, 3alUTHI Tpaduka U Ip.
IIpy1 TpaAULIMOHHOM MOOXOAE aNMMHUCTPATOPY MPUXOAUTCS OTAENb-
HO HaCTpauBaThb KaXo0e CPEACTBO 3alUMThl MM pEeIrIMLMPOBATh Ka-
KHe-TO MMpOcTeillline HacTpOMKH Ha GOMbLIOE YHUCJIO Y3JIOB C IOCIe-
oyolEed UX KOppeKTUpOBKOW. OYyeBMIOHO, YTO 3TO HEM3OEXHO NpH-
25
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BOAWT X BOABIIOMY YHKCNY OIMGOK AIMMHUCTPHPOBAKUS H, Kak
CHCACTBAIE, CYLICCTBEHROMY CHIKEHMIO YPOBHS 3a1MIIEHHOCTH XOp-
IOPATHBHOHA CeTH.

Hocne dopmupoparns anMusancrparopom [HD llenrp ynpas-
AEBUA Ha OCHOBe METepnpetauuy I'TID aBroMarTnyecxy BhIYHCASET
#, eClIN 370 HeOBXONMMO, XoppexTHpyeT otnensusle JHD ans xa-
KIOTO CPeACTBA 3aLLMTHI M aBTOMATHUECKM 3arpyXKaer HyXHple Ha-
CTPOXH B YNPABASIOINE MOAYNH COOTBETCTBYIOHIMX CPEACTB 3a-
LLHTHL.

B uenowm, JITIB cerenoro ycrpoiicTBa BKIiouaeT B cedst mosHsIf
HaGop npasua PaspellIcHHBIX COSANHEHUH TaHHOIO YCTPOKCTEA, HC-
NOAHAEMBIX [Nt obecrieyeHns: Kakok-nubo nHpopMalHoHHOHR yCay-
™M ¢ TpeByeMBIMHM CBOMCTBAMM 3aLMTH HHOOPMALIUA,

Paznusine Mexmy nipaBunamy, peanusyoumiMmu ['T1B B cern, ¥
fipaBuiaMH, peanusyownmu JIITH xoHKpeTHOro ycTpo#ictsa, 3aKl0~
YAETCA B TOM, 4TO B npasuiax rpyrmsl F'ITD ofnexthr ¥ CyOhexTh
JOCTYIIA MOTYT ObITh pAcnpeleieHbl IPOK3BONBLEBIM 0BpasoM B Tipe-
HEHAaX CeTH, a nipaspia rpynnel JIIID, Briuouas cyGpexTs! 1 06HEKTH
JITIB, npeauaskauedsl ¥ AOCTYNIHBI TOALKO B Npejenax 1IpocTpaHCT-
Ba OOHOTO M3 CETEBhIX YCTPOACTS.

16.3. @YHKUHOHHPOBAHHE CHCTEMbI YIPABNEHHS
cpencTBamMH BesonacHoCTH

CTpyKTYypHBIMH DAEMEHTAEMM CHCTEMbl YIIPABACHHMS CPEACTBAMMU
GezonacHocTr TrustWorks ssasiorest arenTht 6e3onackHocTy (Trusted
Agent), Uewrp ynpawrenus (Trusted GSM Server) u Koucons
yapasaerns (Trusted GSM Console) (puc. 16.2).

HasxauenHe OCHOBHLIX CReRCTS GezonacHocTH

Azenm Oesonacuocmu (Trusted Agent), YCTAHOBICHRBIE Ha nepco-
HAMbHOM KOMROIOMEpe KAugHmd, OPUCHTHPOBAEH HA 32LIUTY MHIMBH-
IyajibHOTO IIONb3IOBATESist, BBHICTYTIRIOWIErO, KAK IIPABHAO, KIHEHTOM
B NPHAOXKEHHAAX KIKERT-—CEPBED.

Aeenm GesonacHocmu, YCTAKOBICHHBI Ha cepsepe Npuaowceru,
OPUEHTHDPOB2H Ha ObecreyeHMe 3aliUThl CEPBEPHBIX KOMIIOHEHTOB
pacripeeIeHHBIX JIPHIOXEHHH.
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Pacnpenensnuos
nprioxenusa, Pecype
{ofBaxT nOnMTIKM

GesonacHoct#)
Cepaep
Ynpaansug APHITONREHUA [y — .
Arant X (
Uenrp ynpasnewun 5e30nacHOCTH . :
CPeacTBAMK |
- Aramr . (
" eanachon Begonactoctn | 1 Undpactpyciypimie |
L {cHeTeMooBpasYIoiLMe
Cepyep TESM Wries I( mﬁss}' HE ):
? : npegnpusTMR ¢
Argut N :
Kocons Besonacyoctm ( :
ynpasne«us KrimanT ; :
lomsosarers
{oS1exr nonmTy

$ea0nachocTy)

Pxc, 16.2. O0uas cTPYKTYPHAA CXEM2 CHCTEMbI YHIPARICHUA CReOCTBAMU
KHPOPMALKOKRHON 6£30TACHOCTH

Azenm Ge30nacHOCMy, YCTAHOBACHHBIR HA WIAIO3080M KOMAbIOME-
pe, OOECIEMNBACT Pa3BA3KY CETMEHTOB CETH BHYTPHM TIPEOTIPHATHS
WY MEXIY IPeANpRATHAMU.

I{enmp ynpaesenus (Trusted GSM Server) ofecneussaer onca-
HUE M XpaHeHue rrofansHo# nonutuky 6e30nacHocTy B Macurabax
CETH, TPAHCHAUMIO TNOBANLHON FONMTHKH B JIOKAIHHBIE TOAHTHKK
0€3011aCHOCTH YCTPONCTB 3AUIMTHl, 3aTpY3Ky YCTPORCTB 3aiiMThl H
KOHTPOJb COCTOSIHK# BCEX areHTOB CHCTeMbL. LISt OpraHu3alyy pac-
fIpeaeNeHHON CXeMbl YIpapaesus 0e30MaCHOCTH NPEAIPHATHS B CHC-
teme GSM nmpenyCMaTpHBAETCA YCTaHOBKa HECKOABKMX {mo 63 533)
cepeepon GSM.

Koncoas ynpassenus (Trusted GSM Console) npennasHayeHa mns
opranmlanyy pafoyero MecTa agMMHUCTPaTOpa (AHMHHMCTPATOPOR)
cuctemet. Jnsa xaxaoro us cepsepos GSM moxer GbiTh YCTAaHOBNEHO
HECKO/IBKO KOHCOAEH, KaXnas M3 KOTOPBIX HACTPAKBALTCSA COMTACHO
POREBBIM MPABAM KaXKIAOTo U3 aAMUHMCTPaTOpOB crereMbt GSM.



390 Yacme 3. Ynpasaenue cemegoil fe3onacHocnsm

Joxansuvtii Azenm Gezonaciocmu (Trusted Agent) npeicTaBasier co-
601 nPOrpaMMy, pasMelaeMyic Ha OKOHEYHOM YCTPOCTBE (KNHEHTE,
cepBepe, HUN03€) M BHNOAHAIOMYIO CHeAyIONe DYHKIMH 321HThHI

o ayTeHTHhMKALKIC 06beXTOR NOAMTHKA Ge30IACHOCTH, BKAIO-

Yasi HHTETPRLIMIO PA3THYHBIX CEPRUCOB ayTCHTHMMKALIKN;

o ONPERENCHNE JICNBIOBATENAN B CHCTEME M COOBITHH, CBSI3AHHBIX

¢ NaKHBIM IONB30BATENEM;

« ofecrieuerne NEHTPAIM30BAHHOIC YIPABICKIS cpeacTBamy Ges-

OfIaCHOCTH K XOHTPOJIS IOCTYNA;
+ YIIPABACRHKE PECYPCAMY B MHTEPECAX NPHIOXKEHKA, MTOAAEDKKY
VIPaBieHNs JOCTYIIOM K PecypeaM NIDHKIIAIHOTO YDOBHS,

* 3AIKTY ¥ ayTeHTRONKALKIC TpadHka,

o (pUILTPaLHIC Tpaduxa;

o COBHITHIHOE IPOTOKOAUPORAHKE, MOHHUTODUHT, TPEBOXHYIO

CHIHANTH3ALIHIO.

Honoanurrensusle dhyukuuy Trusted Agent:

» JI0CTABKA KpHITTocepsuca (muitiple concurrent pluggable mo-

dules);

« ynpasienue neprumerpamu Single Sign-On (xax noasazaya ay-

TeRTHDMKaUHY TOAR30RATEACH);

* CEPBHC B MHTEPECAX 3AILKIMCHHBIX NPHIONKEHMR (KPUITTOCEPBHC,

cepauc aocryna x PKI, moctyn K ynpasnesno Be301acHoCTsI0);

o cxarue tpaduxa (IPcomp, pluggable module);

o YIIPABIEHKE PE3CPBUPOBAHKEM ceTeBblx pecypcos (QoS);

o (DYHKIINY JIOKAJILHOTO areHTa CETEBOW aHTHBUDYCHON 3aiMThHI.

LleHTpaNbHBIM BIEMEHTOM JIOKAIBHOIO arcHTa SBASCTCS npolec-
cop aoxaabrold noaumuxu bezonackocmu (LSP processor), unrepnpe-
THDYIOIINH JOKANBHYIO ITONUTHKY O6e3011aCHOCTH H DacIpelensiio-
WM BBISOBBI MEXIY OCTANBHBIMH KOMIIOHEHTAMH,

3amMra pecypcos

Aymenmugpuxayus u aemopuzayus docmyna. B pamkax peuieHus
PEANM3YIOTCS PA3IMYHbIE 110 PYHXKLHMOHAIBROCTH CXEMBI ayTeHTUDK-
KALMK, KOKAAS U3 XKOTOPBIX BKAIOYACT THI ayTeHTHDHKALMM H CIIO~
cob (MexaHu3M) npeHTHOHKALNK O0BEKTOB.

s BpiGopa tvna ayrentuduKaLNy IPEeAYCMOTPEHEI CCAYIOLIHE
BO3IMOXHOCTH: ayTreHTH(puKanus TONb30BATENS IPK A0CTVIiE K cpelle
GSM unp noxansHol OC, ayreHTHOHKALHNS F10AB30BATEAS TPK HOC-
TYHE B CETh (CerMeHT CETH), B3aUMHas CeTeBast ayreHTHduKauus
00peKTOB (NIpHIOXKeRKE--TIpHIOXeHe), st Brifopa cniocoba naoer-



Thaea 16. Memoodv: ynpasaenun cpedcmsamu cemesolt Gezonacnocmu 391

TUOUKALUMM TIPELYCMOTPEHB! CELYIOLUIME BapUaHThI, Npeanosarawo-
e ux J1w60oe COBMECTHOE MCIOAL30BAHUE. TOKEH (CMapT-Kapra),
NnapoJib, «BHELIHSA» ayTeHTUDUKALUA.

Konmpone docmyna npu cemeguix 63aumodeticmeusix. Ilpyn nHuuma-
JIM3aUMHU 3aUIMUIEHHOTO CETEBOro COEAMHEHMS OT JoKaibHoit OC
WM TIpY MOJIy4eHUHM 3a1poca Ha YCTAHOBJIEHUE BHELIHEro COeIMHE-
HHUS JIOKanbHbIE areHThl Oe3onacHocTH Trusted Agent Ha KOHLAX CO-
eAUHEHUs (M/WIM Ha TIpOMEXYTOUYHOM linio3e) obpataiwTcs K JIIIB
yCTpPOMCTBa U TNPOBEPSIIOT, pa3pelleHO JIM YCTAaHOBJIEHHUE 3TOrO CO-
eauHeHUs. B ciyyae, ecnu Takoe COeIMHEHMUE pa3pelleHO — obecre-
yuBaeTcsl TpeOyeMbli CEPBMUC 3alIUThI JAHHOTO COEOMHEHHS, €CIH
3anpelieH0 — CeTEBOE COeNMHEHME HE NMpPeNOCTaBISIETC.

Koumpoav docmyna na yposme npukaadusix obsexmos. {1 Hesa-
LIMIUIEHHBIX pacnpeaeaeHHbIX NpunoxeHuit B GSM olecneunpaeTcs
CEPBUC pa3rpaHUYEHUs MpaB AOCTYNa Ha YPOBHE BHYTPEHHUX OOBEK-
TOB JAHHOIO NpUJOXeHUs. KOHTposb HOCTYyNa Ha ypOBHE OGBEKTOB
MPUKIIAHOIO YPOBHSI 00eCrieuMBaeTcs 3a CYET NMPUMEHEHMS Mexa-
HM3Ma proxy. Proxy pazpabaTbhiBaeTCs WISl KaXaoro npUKIaIHOro
nportokona. [IpexycTaHOBIeHHBIM ABASETCA NPOTOKOI http.

Jnsi NOCTPOEHMUS paclpeleIEeHHON CXeMbl YNIPABJIEHUS U CHHXeE-
HHU 3arpy3ku cetd B GSM ucnonb3yeTcs apxMTeKTypa pacnpeaesieH-
HbIX npokKcu-areHToB (Proxy Module B coctape Trusted Agent), Kax-
bl U3 KOTOPBIX:

e UMeeT abCTPaKTHBIA yHUBEpcanbHbIi MHTEpdeiic, obecneunpalo-

UM MOZYJILHOE MOAKNIOYEHHUE PA3NUUYHBIX ProXy-(QUIbTPOB;

e uMeeT UHTepdeic K CUCTEME YNpaBIeHUs], HO HUCIONb3yeT Bpe-
MEHHBIA K3l M1 yNpaBjieHMs MNapaMeTpaMu (uIbTpaluu,
a dunbTpauus ynpasnseTcss 000OUIEHHBIMM MPAaBUJIaAMM TUIA:
— ayTeHTUPHUUHMPOBATh CYOBeKT X B NPUIOXEHUN-00bekTe Y,
— pa3pelliuTbh OOCTyNn CyOBeKTYy X K oObekTy Y c mapamertpa-

MU P;

— 3afpeTUTb I0CTYN cyObekTy X K 06BeKTYy 7,

— CEMaHTHKa MpaBUJI YNPaBJIEHUS proxy-GuJbTPOM U OMNHUCA-
HHUS CyOBEKTOB ¥ OOBEKTOB IOCTYIA 3aBUCAT OT KOHKPETHOTO
NMPUKIAAHOrO NMPOTOKOJA, OXHAKO LEHTP YNpaBjIeHUS HUMeET
BO3MOXHOCTb PETMCTPUPOBATh Proxy-QuiabTpbl U 00ecneun-
BaTh yNPaBJieHUS UMHU B KOHTEKCTe oOllell r1oGabHOM MOo-
JIMTUKHU 0€30MacHOCTH.

Proxy Agent MoxeT ObITb YCTAHOBMEHR Ha 1RI03e Oe30MaCHOCTH,
HETIOCPENCTBEHHO Ha CepBepe, UCTIOJHAIOUEM KOHTPOJUpPYEMbIE TIPU-
JIOXEHHUSI, U HA KIUEHTCKOM MECTE CHUCTEMBI.
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Ynpasnenme CpeacTBamm 3L

Baxuefum 3neMeHTOM pelueHMst TrustWorks siBnsercs ueHrpa-
AW30BaHHAR, OCHOBAHHAR Ha nosuTHKe (policy based) cucrtema ynpag-
NCHHES CPEACTBAME CETEROK B MHODOPMALIKOKHOMN BE3011aCHOCTH Mac-
wraba npennpusaTia. 31a cucreMa 00eCneBACT CCAYIOIIKE KAdeCT~
BEHHBIC NOTPEGUTEIBCKHUE XaPaKTEPUCTHKH!

¢ BBICOKHH YPOBEHb I4LLMILEHHOCTH CHCTEMBI yripamieHus (iy-
TEM BHIAEACHUS 33LUKILICHHOTO IEPUMETPA YIPARICHHS BRYTPH
CCTH TIPCANPATHS);

* PACLIMPACMOCTE CHCTECMBI YTipaBieHMs MHGOPMaLHOHHOH Ge3-
OTIACHOCTHIO;

» BHICOKKH yPOBEHb HAUEXHOCTH CHCTEMBI YTIPaBACHUS K KO-
MEBBIX €6 KOMIIOHCHTOB;

s WHTESPALHIO ¢ KOPTIOPATUBHBIMU CHCTEMaMy OOILEro ceTeBoro
¥ MHGOOPMBLHOHHOTO YIPaBICHUs;

» TIPOCTYIO, HHTYHTHBHO BOCTIPHHKMAEMYIO, 3PFOHOMUYHYIO B UH-
pacTpyKTypHYIO Cpeny Ofucanus, QOPMUPOBAHUA, MOHUTOPHH-
ra ¥ DMArHOCTHKM nonuTHxy GelonacHocTy Maclutalba npeanpu-
srus (enterprise level policy based management).

VripaBnenuye ocyulecTpasercs crneuuanbHniM 1O apMuxucTpa-
Topa — Konconvio ynpasaenus (Trusted GSM Console). Komnuecrso
¥ OYHKIMY KaXKIOr0 K3 3K3EMIUIAPOB YCTAHOBJCHHOTO B CHCTEMC
MO Trusted GSM Console 3amaorcsl IMaBHbIM GIMKUHKCTPATOPOM
CUCTEMBI B 3aBHCHMMOCTH OT OPraHM3aLMOHHOH CTPYKTYDHI TIpeH-
puATHA. [Ias HasHaueHus QyHKImME Kaxgoro #u3 pabounx Mecr
Trusted GSM Console ycnonb3yeTcs poseBOH MEXAHH3IM pa3rpaHy-~
MEHHA [IPaB IO HOCTYNY K DYHKIMAM ynpasieHus (MEHEKMEHTa)
CHCTEMDB,

Qyuxyuy ynpaesenys GSM. B 3aBUcMMOCTH OT BMIA ynpasnde-
MbiX ofbeKToR Habop ynpasnsiowmx ¢ysxkuuii 38 GSM moxHo ye-
NOBHO Pa30HTh Ha TPH KATEIrOpHHY,

I. YnpasneHue uHOOPMALMOKHBIM KaTanoroM, PyHKUKH yripas-
NeHUst MBOPMELMOHKBIM KaTalOIOM OIpPeAeIsioT BHGPOpMauHoH-
Hyio cocrasmnolye GSM:

» OPMHPOBAHME PA3LEIOB KATAJIONE;

s OFIMCEHMC YCIYT KaTanord;

e Ha3HayeHHe ¥ KOHTPOAbh CETCBBIX PECYPCOB, TPeOYEMBIX JUIS

BLINOTAHERNS YCAYIH;
» DEFMCTPALMIC OVIHCAHHS YCIYFH,
*» KOHTPOJH COCTOAHMA YCNYI MIM Pa3HENOB KaTanora yCoiayr,
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¢ MOHMTOPHHT UCIIOJHEHUA YCYT;

e MOATOTOBKY M MEPECBUIKY OTYETOB (MPOTOKOJIOB) MO COCTOSI-
HMIO KaTaJora.

2. YnpaBieHHe MOJb30BAaTENAMH M MpaBaMu goctyna. s
yrpaBjeHUs NpaBaMM AOCTyNa TNOJbL3OBAaTeNeil CHCTEMBbl K YCJIyram
(MHbOpMaLIMOHHBIM MJIM ceTeBhIM pecypcam) GSM obecnieunBaer
clenylolue QyHKUUH;

* (DOPMUPOBAHHUE I'PYMNI MOJIL3OBATEIECH MO POIAM M/WIH TIPUBH-

JIETMSIM OOCTYMA K YCJIYraM CHCTEMBI;

» OpMUPOBaHHUE HEPAPXMUYECKHMX arperauuii oJjpb3oBaTesield Mo
aIMUHUCTPATUBHBIM, TEPPUTOPHAJILHBIM WJIM MHBIM KDHUTEPH-
M (IOMEHB! U/MIU fAeNapTaMeHThl);

o (bopMHpOBaHHUE poJieit focTymna nojab3oBaTesei K ycayraM (MH-
(OpMaLIMOHHBIM WIH CETEBBIM pecypcam);

* Ha3HAaYeHHWe YPOBHEH CEKPETHOCTHM IS YCIYT M MOJb30OBaTe/el
CHUCTEMBI (MOJAEpKKAa MaHAATHOrO MEXaHM3Ma pa3rpaHUYeHMs
npaB);

» HaszHauyeHHe (UKCHPOBAHHBIX NpaB MOCTYNa Ipymnmnam, pojisiM,
arperaliMsiM TOJb30BaTejed MAM OTAEAbHBIM IOJIb30BATEIAM
CUCTEMBl K MH(MOPMALIMOHHBIM MJM CETEBBLIM pecypcaM CHC-
TEMBI;

e MOATOTOBKY M MEPECHUIKY OTYETOB (MPOTOKOJIOB) MO JOCTYMY
MOJb30BATEIEN K YCJIyraM CUCTEMBI,

* MOArOTOBKY M MEPECHUIKY OTYETOB (MPOTOKONAOB) Mo padoTe an-
MHMHHUCTPATOPOB CUCTEMBI

3. ¥Ynpasnenue npasunamu I'TIB. Ilpasuna I'TIB cTapsaT B cooT-
BETCTBUE KOHKDPETHbIE CBOMCTBA 3aLUMThI (KaK UL CETEBbIX COEAUHE-
HHUH, TaK U I8 OOCTYIa Mojb3oBaTeeid K MH(POPMALIMOHHBIM YCITy-
raM) npeiyCTaHOBJEHHBIM YPOBHAM 6€30MacHOCTH cHUCTeMbl. KOH-
Tposib 3a cobmoneHuem npasun [TIB BbeimonHAET creuManbHbIA
MOOYJb B COCTaBe cepBepa cucTeMsl — Security Policy Processor,
obecneynBaloLIMiA:

e ONpedesieHUe KaXOoro M3 ypoBHel 6e3onacHocT Habopom ma-
paMEeTPOB 3allUUThl COEAMHEHHH, CXeMbl ayTeHTHM(HUKaLMK M
pasrpaHUYeHHs MpaB;

e HazHayeHHUE ypoBHei OE30MaCHOCTH KOHKPETHBIM YCIYraM WK
pasaenaM Karajora ycJyr;

* Ha3HAYEHHUe YpOBHei 0e30MacHOCTH MOJb30BATENAM WJIH JIIO-
ObIM arperaliMsaM MOJbL3OBATeNEH CUCTEMBI (IPyNNaMm, pOsM,
IOMEHaM, IeNapTaMeHTaM);

e KOHTpOJb 3a HenocTHocTbio I'TIB (nosnHoTOM npaBui);
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o BLIYMCICHHE fonAuTHK Oezonacnoctu JITIB nmoxanbHeIX yer-
POMCTB 3aiIMTHI — ATEHTOB (E30MACHOCTH - M KOHTPOAL MX
HCTIONHEHHA,

s KOHTPONb 33 UcTIONHeHueM [T1D 1o pasnuyHbIM KPHTEPUSLM,

s OOTOTOBKY H NEPECBUIKY OTYETOB (IIPOTOKONOB) {10 COCTOS-
HUKO CHCTEMBE M BCEX fTOnbITOXK Hapywenus FT1b,

Kaxapii U3 aIMHHEUCTPATOPOB CHCTEMBI AYTEHTHOHLIMPYETCS W pa-
Goraer ¢ cuctemoit vepes Trusted GSM Console cornacro npeaycra-
HORICHHBIM JUIH HETO 1pasaM {(Ha Karalor pecypeoB wWiM €ro HYacThb, Ha
onpeacncHERIN ponAMH Halop dyHKU#H YNPABNCHUS, HA IDYNNBI WM
Opyrue nabopsl nonbsosarenei). Bee neictans 06010 U3 aMHHHCT-
PATOPOB NPOTOKOANPYICTCS ¥ MOTYT [TONIAPHO KOHTPOIHPOBATECH.

16.4. AyauT U MmounTOPMME Be30nacuoCTH

Ias oprasusausnii, KOMIBIOTEPHBIE CETH KOTOPBIX HACYMTHIBAKOT
HE OIMH JECITOK KOMIBIOTEPOB, QYHKUMOHNUPYIOUIMX NIOK yTIpaBie-
aueM pasmunbix OC, Ha nepsoe MecTo BHICTYNAET 3a1aya yrpabie-
HUA MHOXECTBOM DasHCOODPASHBIX 33LUMTHBIX MEXAHH3MOB B TaKHX
reTEPOreHHbIX KOPHOpaTHBRHEIX cetsx, CroXnocTs cetenoit uHgppa-
CTYKTYPBI, MEOrOOGpa3ne JanHBIX M NPHICXKEHHH IPUBOIST K TOMY,
YTO IIPH PEAJTM3ALIHEM CHCTEMBI HHGOPMaLHOBHOM 0e30MacHOCTY 33
npesenaMy BHUMAHMS ABMHHHCTPaTopa 0€3011aCHOCTH MOTYT oC-
TATHCA MHOFHE YIPo3bi. TToaToOMY HEOOXOIMMO OCYLICCTBIECHUE pery-
ASPHOIO aYAWTa ¥ TOCTOSTHHOYO MOHMTOpUHTA GesonacHocta MC.

Ayanr 6e30NacHOCTH HHBOPMAUMOHHOM CHCTEMbI

TIonsaTne aymnra 6e30nacHOCTH. AYRMT npeacTasnsier ¢oboit Hesa~
BHCHMYIC 3KCIEPTHIY OTACHbHBIX obnacredl QyHKUMOHMPOBaHUS
npennpuatusg. ORROM U3 COCTABNAIOLINX AYAHTA TIPEITIPHSHTHS SIBJI-
eTCs ayauT Gesonacrocth ero UC,

B nacrosiuuee Bpems akTyaibHOCTh ayaura GesomacsHocTH MC
PE3KO BO3POC/E. DTO CBR3aHO € YBEIHMEHHEM 3aBHCHMOCTH OpPTaHu-
saunit or urdopmauun u UC. Bospocna yazsumocte YC 3a cuer
MOBBILUEHHUA CIOXKOCTH 3eMerToB VIC, MOosABACHHS HOBBIX TEXHO-
TIOTHH TIEPERa¥H M XPAHEHUA HAHHBIX, yeeauueHus obbema [10. Pac-
LWHpWIcs CrexTp yrpo3 mng MC u3-3a aKTHBHOIO MCIONB30BAHUA
NPEANPUATHAMM OTKPBITBIX IN00aNbHBIX CeTeit ANs Tnepesauy coob-
LieHHM W TPAH3aK WM.
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Aymut GeszonacHocty VIC maer BO3MOXHOCTL PYKOBOAUTENSM M
COTPYAHKKAM OPraHM3aLiBl NOJAYYHTh OTBETHI Ha BOIPOCH:

s KK ONTHMANHHO KCTIONL3OBaTh cyutecTayowyw MC npy pas-

BUTHY OH3Heca,;

s K&K PEHAIOTCH BOMIPOCH BEe30nacHOCTH B KOHTPONS AOCTYA;

e KaK YCTRHOBHTb €IMHYIO CHCTEMY YNPaBICHMAR K MOHATOPHHIE
UG,

* KOTI& M KaK HeoOXoHMMO NpoBecTH MoiepHu3aunio obopyno-
paxusa n 110;

* K&K MHHMMKIMPOBATE PHCKK TIPH Pa3sMEILCHKH KOHOMHMISHUNK -
anshoft uxpopmanuy B YC opraHusaumi, a TakKe HaMeTHTh
SIyTH pelIeHHs obHapyXEHHbIX TIpobneM.

Ha 314 u apyrue 5on08Hbe BONPOCH HEAB3S MIHOBEHHO A&TH
ONHO3HA4HBIH OTBET. [LOCTOREPHYIO ¥ OGOCHOBAHKYIO HH(DOPMALKID
MOXHO TNOAYYHTb, TONLKO DACCMATPKBAS BCE B33MMOCBA3K MEXHY
npobnemamy. TlpoBeneHue ayouTa IO3BOASET OUEHMTH TEKYIIYIO
6esonackocts YIC, OUEHKTL PHCKH, NIPOTHOZKPOBATH M YIIPABANTH KX
BAMsIHKEM Ha OM3HEC-fIPOLEcChl OPTaHy34aUHH, KOPPEeKTHO B 0foc-
HOBAHHO NOJOITH K BONpOCY obecnieuers Ge3onacHoct uudopMa-
UHOHHBIX PECYPCOB OPrAHM3aLNHK,

llenu nposemeHys ayauTa Gesonmacrocty YC:

» OIIEHKA TEKYIUIEro yposHs 3amuueHsoctu YMC;

s JIOKATH3ALHUR YIKHX MECT B cucreme sailurst MC;

s QHAMN3 PHCKOB, CBAZAHHBLIX C BO3MOXHOCTHIO OCYIUECTBACHUSN
yrpo3 Ge3onacHocTH 8 oTHowewuH pecypcos UC;

« BLIpaboTKa PEXOMEHAAUMME Y10 BHEAPEHKIO HOBBLIX M IIOBbIiIE-
HK10 5D PeKTHBHOCTH CYILECTBYIOILMX MEXAHHIMOB OE30I1aCHO
cru UIC;

» oueHka coorsercTsust MC cyuleCTBYIOIMIKMM CTAHEAPTaM B 06~
Nactd HHMOpMauHOHHOK Be30nacHOCTH.

B upucno ponoaxHuTenbHeIX 3anay aynura MC MoTyT takxe sxo-
IWTh BbIpaboTKa peKoMEHNAUKHE 10 COBEPIIEHCTBOBAKKIO NOJIKTHKH
0e30MaCHOCTH OPraHM3aANKK M JI0CTaHOBKa 3axay i UT nepcowa-
na, Kacaroukxes ofecneveH s 3a1UnThl HHMOPMALHHK.

Tlposenenne ayanra He30MACHOCTH MiGOPMAMMOHHBIX CHeTeM, Pa-
SoTer mo aynury Gezonackocty VIC COCTOAT K3 NOCHENOBATEABHBIX
HTANOB, KOTOPHIC B LUEAOM COOTBETCTRYIOT HTANAM IDOBEACHMKS KOM-
rtekcHoro MT aynura aBTOMATH3MPOBAKHOM CHCTEMbI

s MHULHUDOBAHHS NPOLENYDH AYAKTA;

+ cBopa undopMally ayaKuTa;

* ZHAINA3A NaHHBIX aYOKTE;
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« BbipalOTKM PEXOMEHIALNHM;

« TIOArOTOBKY 2YIKUTOPCKOrO OTHETR.

AyauTopekuil 0TYET SBIAKETCH OCHOBHBIM PE3YNLTaTOM IMpoBEje-
HAg ayanTta. O1yeT ZO/KEH COREPXaTh ONUCAHKE ilenedl TIpoBeseHus
aynuTa, Xapakrepuctuky ofbcrenyemonr HC, pesyasraTel aHaIM3a
I2HHBIX 3YAKTA, BHIBOLLI, COREPXALUNME OLCHKY YPOBHS 3alUMLIEHHO~
cri AC ynn cooTBercrBud €€ TpeOORAHKSM CTAHAADTOB, ¥ PEKOMEH-
HALMH 110 YCTP2RHEHMIO CYLISCTBYIOIINK HEIOCTaTKOR B COBEPILIEHCT~
BOBRHHMIO CHCTEMBI 33LLIHTHI.

MouuTopusr Be30NacHOCTH CHETEMbE

Pyukupy MouuTopuHra Seszonacxoctd UC BBIOIHAOT CpescT-
BA aHAIM3a 3AIUMIUEHHOCTH ¥ CpeacTsa OOHapyXeHHs aTak (cMm.
1. 14). CpencrBa asanu3a 33LIMILICHHOCTH KCCACAVIOT HacTpoiky
anemeHTOB 3aumthl OC na pabounx crasumsax ¥ ceppepax, bil. Oun
KCCNEYIOT TOMONOT M0 CETH, MILYT HE3AIMKILIEHHBIC YN HElPABUIL-
Hble CETEBbIE COEAMHEHHS, BHATNBNPYIOT HAcTpoiky M3,

B dyuKuBy CHCTEMBI YRPABIeHBA 5e301aCHOCTLIO BXOAKT BhIpa-
B0TKa peXxoMERIALNI aAMUHUCTPATOPY IO YCTPAHEHKIO ODHapyXeH-
HbIX YH3BHMOCTEN B CETAX, NPHUIOXEHHSX MAKH HHbLIX KOMIIOHEHTAX
HC opraunszauuy.

Ycnonp30BaHKe MOJIeNH aJaliTHBHOIC yrapasieHus 0e301acHo-
CTHIO CETH IZ2ET BO3MOXHOCTb KOHTPOAHNPOBATH NPAKTHYECKK BCE YI-
PO3bi ¥ CBOEBPEMEHHO PEArKPOBATh Ha HUX, 103BOIASK HE TOIbKC YCT-
PAHHUTH YA3BUMOCTH, KOTOPBIE MOTYT IPHBECTH K PEasiK3aliMyl YIPO3hi,
HO M TIPOAHANKU3MPOBATL YCIOBKS, NPHBOIALLME K UX NOABACHMIO.



Npunoxenme

TPEBOBAHMA K COBPEMEHHbBIM
CUCTEMAM 3ALLIMTHI
MHDOPMALIMH

Tpebopanusad K COBPEMEHHBIM CMCTEMaM 3aIIWTH MHOOPMALNH
OCHOBaHb! HA MarTepHanax OTEMECTBCHHbIX CTaHAApPTOR G HH(I)OpMa—
HBOHHOH 5e30nacHoCTH B pyKoBOHLIIBX ZoKYyMeHTOR {PH) no Tex«
HUUECKOR 3amute HHpopManun TOCYRaDCTBEHHOR TeXHMYECKOoH
komuceuu (ITK) Poceun.

Obumue TpeboBatys ¥ pEKOMEHAALME

CucreMma (noacucTeMa) 3aiuTsl HHboOpMaLBK, o0pabaTsiBaeMOR
B 4BTOMATHM3HPOBaHHbLIX CHCTEMax Da3/IMYHOrO YpPOBHS M Ha3sHaue-
HEA, JOJXKHE NPeaycMAaTPHBaTh KOMIVIEKC OpraHB3alHOHHLIX, PO~
IDAMMHBIX, TEXHHUYECKKX H, NPH HEOOXORUMOCTH, Kpuntorpabuye-
CKHX CPEICTB B Mep [0 3aiiKTe MHDOPMALINHK NPH €€ aBTOMaTH3KPO-
BaHHOH 00paboTKe, XpaHeHBM K flepeaye no KaHanaMm CBa3K.

OCHOBHBIME HalDABRCHUSMHI 3aILKUTH WR(MOPMELNHK SBAKIOTCH:

» obecrieueHKBe 3aLIMTHl uHOOPMALKK OT XKIUEHNSN, YIpaTh,
YTEUKH, YHHUTOXCHHKS, HCKAXEHNS W NOMIEHKK B pelylsbTare
necanxyuonuposanrozo docmyna (HCH) n cneumanbHmix Bo3-
nefersuil;

+ O0ecrieueHKe 3a1LKTHl HHPOPMALKBK OT YIEeuxy e TexHuye-
CKMM KaHanaM fphn ee oOpaloTxe, XpaHeHuW B nepegade 1o
KaHamaMm CBS3K.

B KayecTBe OCHOBHBIX MED 3aiilUThi BHOOPMAUKKE PEKOMEHIY-

10TCH:

» JOKYMEHTaJIbHOEe oQopMIeHKE NepeyHs CBeaeHuH xoHduzeH-
HKBANBHOIC XApaKTIepa € YHETOM BEAOMCTBEHHOR B OTpac/icBo#i
crieitndBKE STHX CBEACHRH;
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peanu3alMa DA3PELIMTENbHON CHCTEMB JOMYCKE HCTIOAHHTE-
ne#t (nonbp3oBareneif, OGCHYXMBAIOIIETO NepcoHaia) X undop-
MaLKMH H CBA3AHHLIM C €2 HCHOJb30BAHHEM paboTaM M IOKy~
MEHTaM;

Of PaHKMEHHE NOCTYIIA NMEPCOHAMA M ITOCTOPOHHHAX JIMLL B 3alili-
ILHAEMbBIC [TOMEIICHHS ¥ NTOMELCHKS, I Pa3sMeLIeHb: CPeICTBa
UHGOPMATH3ALMK H KOMMYHHUKALIHK ¥ XPaRHTCA HOCUTEAH HH~
opmaun,

pasrpaHuyeHHe JOCTyna nosb3oBarteneft n obcayXuBalolierc
nepcoHana K HHGOPMALMOHHBIM pecypeaM, NpOrpaMMHBIM
cpescTraM o0palboTku {repenaui) ¥ 3alinTh HHOOPMALINHI;
perUCTpanua ACHCTBUH NOAR30BATENEH wusmOMamMuU3upoeannol
cucmemst {AC) ¥ 00CHYXKHBAIOLIEIO NEPCOHaNa, KOHTPOI: 3a
HCI u neficteuaMy nonp3onaTeneil, o0CIyXKUBAIOLIEro 1EPCo-
Hana K IOCTOPOHHHAX JIKL;

YUET K HAOeXHOE XpaHCHUE OYMAOKHBLIX ¥ MALIMHHBIX HOCHTE-
neiit uuEdopMaLMK, KIIOvel (KIIOYERON NOKYMEHTALMM) H UX
obpatieHHe, HCKNOYRIOIIEE HX XMIICHHE, NOAMEHY H YHUYTO-
KEHHE;

UCTIONB30BAHNUE CRENUATbHEX 3auiumubix 3nakos (C33), co3ma-
BAEMbIX HA OCHOBE (QH3IUKO-XHMUUECKHUX TEXHONOTHE NS KOH~
TPOJISE ZOCTYra K OOBEKTaM 3aiKTHl ¥ U 3aLUHTHL AOKYMEH~
TCB OT OAREIKH;

HeOBXOANMOE PE3ePRUPOBAHME TEXHHUECKUX CPEACTB # ayOnu-
pOBaHHEe MACCHBOR ¥ HOCKTE e HubopMaLmny;
HCIIOAB30BAHKE CePTHOHUMPOBAHHbBIX CEPHITHO BHITTYCKAEMBIX
B 3AlHIUEHHOM HCMONHEHMH TEXHHUECKUX CpeacTs obpabor-
KM, Nepesiain ¥ XpaHenys nndopmauuy;

HCIIONB30BaHNe TEXHKIECKUX CPEACTB, YEOBAETBOPAIOLLIHX Tpe-
GOBaAHHAM CTAHIAPTOB 110 EKTPOMAIHUTHOR COBMECTUMOCTH;
HCIIOAB30BAHKE CepTHOHUHPOBAKHLIX CPEACTE 3AIMTH HH-
GopMaLiy;

pasMelesne OObeKTOR 33iUMTh H3 MAKCHMAIBHO BO3MOXHOM
PACCTOSHKK OTHOCHTENBHO I'PAHKLIb Konmponupyemoli 3oubl (K3);
pasMeLUeHye NOHMXAIWHX TPaHCHOPMATOPHBIX NOACTAHUMHA
IACKTPONKTAHKS H KOHTYPOR 3a3eMJieHHUsT OOBLEKTOB 3a1LHUTH B
npenenax K3;

Pa3BsaKa Hereil 3neKXTPOIMUTAHUS OOBEKTOR 3alUTHI ¢ [TOMO-
HIBIO 3ALHTHBIX QHALTPOR, GAOKUPYIOLMK (IHONABARIOLIMX) UH-
bopmaTHpHbi CHiHAR,
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e 3JIECKTPOMArHUTHasl pa3Bs3kKa MeXIy JHHHUSIMU CBSI3U U JIPYTH-
MU LIETISIMU 6CHOMOZAMENbHbIX MEXHUYECKUX Cpedcme U cucmem
(BTCC), Boixoasiuumu 3a mnpeaeibl K3, ¥ MHGOPMALIMOHHBI-
MH LIeNSIMHU, 1O KOTOPBLIM LIMPKYJIMpYeT 3aluiilaemMas MHpop-
MaLHus;

MCIO/Ib30BaHME 3alUMIIEHHBIX KAHAIOB CBS3U M KpUNTOrpadu-
4ecKux cpedcme 3auumor ungopmayuu (C3U1);

e pasMmelileHHe OMCIUIEEB U APYTMX CPEANCTB OTOOpaXeHUs HH-
dopMalMK, KCKIIOYAIOLEe HECAHKLIIMOHMPOBAHHBINA MPOCMOTP
MHMOpMaLIHMK;

OpraHu3sauus (puU3nMyecKon 3alllUThl MOMellleHUH U cOOCTBEHHO
TEXHUYECKUX CPEACTB C MOMOILIbIO CUJI OXpaHbl U TEXHUUECKHUX
CpEIACTB, NMPeAOTBPALLAIOLLIMX MM CYLIECTBEHHO 3aTPYAHSIOILMX
NPOHHUKHOBEHHE B TMOMELIEHUS TMOCTOPOHHMX JIML, XMIIEHUE
NIOKYMEHTOB M HMH(MOPMALIMOHHBIX HOCHTEJEl, CAaMHUX CDEACTB
MHGDOPMATU3ALIMY, UCKIIOYAIOLIMX HAXOXIEHHE BHYTPM KOH-
TPOJIMDYEMOM 30HBI TEXHMUECKUX CPEACTB Pa3BEIKM WJIM TMpO-
MBIIIJIEHHOTO IITTHOHAXA;

Kpuntorpaduyeckoe npeobpazopaHue uHdopmalnu, obpaba-
TbIBAEMOH M TepenaBaeMoi CpelACTBaMM BbIYMCIUTENBHOM TEX-
HHMKM U CBA3H;

npenoTtBpalleHUe BHeapeHUss B AC nporpaMM-BUPYCOB U MPO-
rPaMMHBIX 3aKJIaloK.

B uensx nuddepeHUNPOBAaHHOrO MOAXOAa K 3alllMTE MH(pOpMa-
uuM, obpabatbiBaeMoit B AC pa3iM4yHOrO YpOBHSI M Ha3HayeHHMS,
nposoautcs Kiaccudukauus AC. Kinaccudukaums AC ocyluecTsis-
eTcsd Ha ocHoBaHMM TpeGoBaHuii P I'TK Poccuu «ABTOMaTH3MpPO-
BaHHblE CHUCTEMBI. 3alUMTa OT HEeCaHKLUMOHMPOBAHHOIO MOCTyma K
MHpopmaumu. Krnaccugpukauuss aBTOMAaTU3UPOBAHHBIX CUCTEM MU
TpeboBaHMs MO 3awnTe MHGOpMaLuu» [21].

KonkpeTHble Tpe6GOBaHMS MO 3alUMTe HHHOPMALMHU U MEPOTIPUS-
THS 10 KX BBITIOJTHEHUIO OTNPENENSIOTCS B 3aBUCMMOCTH OT YCTAHOB-
neHHoro s AC kiacca 3aliMlueHHOCTH. PexomeHayeMble Ki1acChl
sawmueHHocty AC, C33, cpeacTs 3alluUThl MHGQOPMaUMM MO YPOB-
HIO KOHTpOJISl OTCYTCTBHUSI HENEKIapHPOBAaHHBIX BO3MOXHOCTEi, a
TaKXe IMoKa3aTesM Mo kiaccam 3aumieHHoctd CBT u MO ot HCI
K MHpopmaunu npuBeneHb! B Tabautie [21].

JIvua, nonyuieHHblE K aBTOMAaTU3MPOBAHHOM 06paGoTKe KOHGbH-
IEHLMaNbHOM MHMOPMALIMK, HECYT OTBETCTBEHHOCTb 3a COOJIIONEHHE
YCTAHOBJIEHHOTO B yYpeXAeHUM (Ha NMpeanpUsiTUM) Mopsigka obecrie-
YEeHMUS 3alUUTHI 3TOH MHPOPMaALMM.
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Kracew saumnuensoets or HCH k nndopmanan

Pyxopommmnd Ki1acent JALRIMERHOCTH
TOKYMEHT 1121314 51617819 10]31112[13]14115]16117118
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FAHKTHAE 3HAXH
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BO3MOKHOCTH

* pEXOMEHIYEMpie XiTacchi samumesntoctd ot HCR x xouduncHuMatpsnon ¥H-
hopMaLIKH.

KouxpeTHsie TpeGOBAHNA X COBPEMCHHMM CHCTEMAM 3aaTHt uudhopmanuy npube-
DeHpt § CHEOYIOWIMX PYKCBOLIIIMX RoKyMeHTaX [ocrexxomucensn Poccun » rocynap-
CTBEHHBIX cTannaprax P
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