MUWHUCTEPCTBO BbICIHEI'O 1 CPEAHET'O CITEHVAJIBHOI'O OBPA3OBAHU A
PECITYBJIMKHN Y3BEKUCTAH

CAMAPKAHJICKUI TOCYJIAPCTBEHHBI MTHCTUTYT SKOHOMUKU
CEPBHCA

“YTBepxaaro”
[TpopekTop 1o yuebHoi pabote
K.Mup3saes
“ ” 20 r

METOIUYECKOE YKA3AHHUE

10 TIPEIMETY
«NHpopManHOHHBbIE KOMILIEKCHI M TEXHOJIOTHH B JKOHOMHKE )
JUTS BBITIOJTHEHUS TIPAKTUYECKUX U Ta00OPaTOPHBIX padboT

«KomnblotepHblii BUpyc u ux 3amura. Ilegas u 0co0eHHOCTH apXUBHPOBaHMS
HH(pOpMATUN»

CAMAPKAH/
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TEMA: KomnblorepHsblii BUpyc 1 ux 3ammuTta. Ilejb 1 0c00eHHOCTH apXMBUPOBAHUSA MH-

popmanun
ILnan:

1. Lenp u 3amaum pabOTHI.

TeopeTnueckue cBeICHUS.

Anroput™bl U(POBAHKS APXUBATOPOB

Hcnonp3oBanne aHTUBUPYCHBIX MIPOTPAMM

[li1an BBINOJIHEHUS MPAKTUYECKUX 3aHITUI

TexHoNOorus 3aIurThl CETEBBIX KOMIIBIOTEPOB. bpanamayap.
TeopeTrnueckue cBeieHUS

Brinosinenue paboTsl

© © N o v B~ W N

JlabopaTopHO# pabOTHI

1.lean u 3anauu padoThbI.
N3yauth cniocoOsr 3amutsl nokymeHToB B makete MICROSOFT OFFICE u B apxuBax. Mccnemno-
BaTh CTOMKOCTh JJAHHBIX 3aIIUT K B3JIOMY.
2. Teopernueckne cBeleHUS.
Sawuma ookymenmoe Microsoft Office
[Mporpammueiii maker Microsoft Office siisieTcss HanboJiee MOMYIAPHBIM U YaCTO MCIOIb3YeMbIM
MaKeTOM TPH MOJrOTOBKE AIEKTPOHHBIX TOKYMEHTOB. [Ipu padote ¢ npunoxenusmu MS Office Bo3-
HUKaeT MmpobiieMa oOecTiedyeHns 3auuThl HHPOPMALIUH, COIEPIKaIIEHCs B JOKYMEHTE, /Ul Yero B Iia-
ket Microsoft Office OblTH BBEICHBI pa3IHYHbIC THITHI 3aIIHT.
CymiecTByeT 3 OCHOBHBIX THITA 3aIIUT J0KyMeHTOB B Microsoft Word.
1. 3amuTa f0KyMeHTa OT 3anucu ucnpasieHuit (CepBuc -> Y CTaHOBUTH 3aIIUTY).

JawmKTa AOKYMEHTA el |

3anpeTHTE NHIOEIE HEMEHEHHA, KPOME
% 3aNMCH HENpEBNEHHH

" BCTABKM OpMMEYSHHEA

" BROAA AaHHEN B NONA dopM: Pasgenkd .. |

MNapone (HeobAzaTensH):

Ok I CTHEHS |

2. 3amura JOKyMEHTa OT U3MEHEHUH (JJOCTYII M0 YTEHUIO).
3. 3amuTa Ha oTKpbITHE AokyMeHTa (Cepsuc->Ilapamerpsi->Coxpanenue st OFFICE 2000 unu
Cepsuc->Ilapamerpsi->besonacuocts 1151 OFFICE XP)

Inooweeroae KiE
| = | commcmwmers | Sncmasesen '
oa | b | rowes | e | cog < v | e

THOMETIN U000 I#1 AN L0000 100 ety
AT 30 ATE T baing! | Arrcoereng... l
TIOAE T CORMACTINOND WCTI B 300MHTT 31 J3Or 0 AOCPHNTA
NAST Parfmumen Jvew
[ pacosmanasTs 905Tym 1500 ATm FTees
Urdypotue nostvern J YOTmedente sagpety... ]
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neses
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Vietesepes (002 DAIONSHICTIC NDW ITEDRSTI daiinom, Je8isTd OT SOSPO0E:
ITO0S MOCYT CINHIDWATY BMDATM B MIEPOCKT, 1 yEATM —
HAZA M PRI TN MITOCTE
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IlepBeie 2 Tumna 3amuT 001a4a10T HYJIEBON KPUITOCTOMKOCTBIO (CTOMKOCTBIO KO B3JIOMY).

3ammTa oT 3anucH (IOCTYI TOJBLKO 10 YTEHHIO)

B cnyyae ycTaHOBKM JaHHOTO THIA 3aIUTHI, TPH OTKPBITUU JTOKYMEHTA OT IOJIh30BaTelNs OyAeT
3aIpoIeH Mapoiib, pa3pelIarofii 3anmuch ToKyMeHTa. Eciu maposb He Oyier BBeIeH, TO OyleT JaHO
paspenieHre ToJIbKO Ha YTEHUE JOKYMEHTA.

BEEAHMTE NApONE PASPELIEHHA ZaMMcH NHOD 0TKpORTE
AOKYMEHT TONBKD ANA HTEHHA,

[aponk: I

TonekDo YTEHHE | OF I OTHEHS

3TOT METOA 3alIUTHI ABJISACTCSI CaMbIM CJ'Ia6I)IM. Haponb 3alllUTHhI 3aIICHU XpaHI/ITCSI B )IOKYMCHTe B
OTKpPBITOM BHje. ET0 MOXHO HaWTH JIOOBIM PEIaKTOPOM KOJia. DTOT MapOJib JIaXe HE XAIIUPYETCH.
3amuuiaTh JOKyMEHT 3TUM THIIOM 3allUThl KpailHE HE PEKOMEHAYETCs, €ro KpUITOCTOMKOCTh paBHA
Hymo. COBeT — eClM IMOJIb30BAaThCS TUM METOJOM 3allUThI, TO TAapOJib JIydIle 3aJaBaTh Ha PYCCKOM
SI3BIKE, B 3TOM CJIy9ae ero HeCKOJIbKO TPYJHEE OOHAPYKHUTh.

3ammra oT N3MEHEHHUH

B cnytlae YCTaHOBKI/I JaHHOT'O THUIIa 3alllUTHhI, BIUIOTH JO €€ CHATHUSA, BCC M3MCHCHHA, BHOCHUMBIC
I10JIb30BAaTCJICM B }IOKyMCHT, 6y,ZIYT HO)I‘-IepKI/IBaTBCﬂ U OTMCUATHCA KpaCHBIM IIBECTOM.

KpuntocTtoiikocTh JaHHOW 3aIUTHI HE HAMHOTO OTJIMYAETCs OT mpeaplayiero tuna. [laposs Tak-
e XpaHUTCS B TOKYMEHTE, OTJIMYHE TOJIBKO B TOM, UTO OH X3mupyercs. JnuHa xama — 32 6ura. s
CHSITHS 3aIIUTHl MOXHO JIMOO 3aMEHHTH XOIII Ha 3apaHee U3BECTHBIN, TNOO BBIUMCIUTE TIEPBBIN MOIX0-
TSN TI0JT XOII Tapoiib. J{s Takod JJIMHBI X3IIa MOIXOJSAIIUX MapoJIed MOXKET ObITh HECKOJBKO.
Cy1iiecTByeT BO3MOXKHOCTh 3aMEHUTH X311 Ha X31I1-00pa3, COOTBETCTBYIONIHI ITyCTOMY MapOJIIO.

3ammTa HA OTKPBITHE IOKYMEHTA

B cnyyae ycTaHOBKM AaHHOTO THIA 3alllMTHI, TPU OTKPBITUU TOKYMEHTA OT IOJIb30BaTeNsl OyAeT
3anpamnmBaThCs Mapoiib, HE BB/ KOTOPBINA HENb3sl OYAE€T U3yUUTh COJEPKUMOE TOKYMEHTA.

BEEAWTE Naponk ANA OTKPRITHA dakna
i, A9 NabopaTopHan patiota 9.doc
QR I OTMEHa |

W3 Bcex paccMOTpPEeHHBIX croco6oB 3amuThl B WWOrd, TaHHBIH METOJ SBJISETCS CAMBIM CTOMKHM.
[Ipu ycraHoBke mapoJisi, JOKyMEeHT mudpyercs mo cumMmerpuuHomy anroputmy RC4. B moxymente
XpaHUTCH 3aIM(PPOBAHHBIN X311-00pa3 mapoJisi, UCMOJIb3YEMbIN MPU IpOoBepKe. X311 UMeeT JUTHHY 128
out u dpopmupyercs no anroputmy MDS5. EnuHcTBeHHBIN cI0c00 HaX0KIEHUS MapOJs — MOJIHBIH 1e-
pebop. Ecau mymmna maposs O6oJiblnasi, ¥ 1MapoJib BHIOpaH B COOTBETCTBHUE ¢ TPEOOBAHUSMHU, TO B3JIO-
MaTh JIAaHHBIN THUI 3alIUTHI 32 PUEMJIEMOE BPEMS JIOBOJBHO CJIOKHO.

3awguma ooxymenmoes Microsoft Excel

ITpu 3amute qokymMeHTOB EXCel, oTiuume 3akimrouaeTcsi TONBKO BO BBEIACHHH MAapoJici Ha s4eii-
KHU/JIUCTBI/KHHTH.

3ammTa Jucra

3amura JIUcTa MO3BOJISET 3alUTUTh €r0 dJIEMEHTHI, HalmpuMep, sYeiiku ¢ hopMynamu, 3arpeTuB
JOCTYI K HUM BCEM IOJIb30BATENSAM, WM MPEJOCTABUTH JOCTYN OTIEIbHBIM MOJB30BAaTENAM K OIpe-
JIeIEHHBIM JUana3oHaM sueeK. MOXHO 3allpeTUTh BCTaBKY, yAaleHHe U (HopMaTupoBaHHE CTPOK U
CTOJNOIIOB, U3MEHEHHE COJIEPKUMOTO 3a0JOKMPOBAHHBIX SYEEK HIIM TMepeMelleHre Kypcopa Ha 3a00-
KUPOBaHHBIC WIH Pa30JIOKUPOBAHHBIE STUCHKU U T.1I.

3amura nucrta peanusyercs yepe3 pyHkiuo CepBuc->3ammra->3aUTUTh JHCT.




p JAWHTHTE MHCT H COAEPHMMOE SALHWAEHEL: AHEEK

Maponk ANA OTKNHHEHHA SAWKMTE TMCTa:

PazpeWkTe BCBM NONES0EATENAM 3TOrD AHCTA:

Bl Eb1aenEHHE 336 N0KMPOBAHHEX AHEEK
[V BblAENEHHE HE3ARNOKHPOEAHHBL AUEEK
[~ hopHATHPOBAHHE A4Sk

[~ hopMaTHPOBaHHE CTONGUOE

[~ thopMaTHpOEaHHE CTROK

[~ ecTasky cTonfuos

[~ BrTacky cTpoK

[~ BCTasky rMNEpCCEINOK

[~ vaanenre cTonfuos

[~ vaanenme cTpok ;I

Ok I OTHMEHa |

[Tocne OTKpBITHSI JAaHHOTO OKHA, MOJB30BATENIb MOYKET Pa3pElIUTh BHIMIOJHEHUE HAJ dJIEMEHTaMHU
nucTa HeoOxoaumble aercTBus. OcTaabHbIE AEUCTBUS MO YMOJYAHUIO 3arpenieHsl. Jus Giokuposa-
HUS U pa30JIOKUPOBAaHUS OIPENEICHHBIX SUeeK HEOOX0AMMO HCHOJIb30BaTh (YHKIIUIO OOPMAT
SYEEK->3AIIWTA.

Ucnons3ys pyakmuro 3ALIUTA->PASPEIINTD USMEHEHUE OMAITA30HOB, MoxHO pa3-
PEIIUTh OTPEeIEHHBIM TPYIIIIaM ITOJIb30BaTeNei BBITOHATH ONEPAllMU HAJ si9eiikaMu Oe3 BBOJa Ta-
pouis. [Ipyrue nosib3oBarenu OyAyT MOJdydaTh 3alpoc Ha BBOJ MapoJis U MOCJIE ero BBOJA CMOTYT pe-
TaKTHPOBATH IUATIA30H.

Jlnst peanu3ariuu JaHHOTO THUIIA 3aIIUTHl UCIIOJB3YeTCs X3MmupoBanue maposeit (16 6ut). Cyme-
CTBYET MHOKECTBO IMapoJiel, KOTOpble MOAXOIAT MOJ M3BECTHBIM Xd311-00pa3. MOXKHO HOMBITaThCA,
HampuMep, 3alIUTUTh JIUCT NapoJIeM «test» U MOMBITAThCSI OTKPBITh €r0 MIPU MOMOIIH MAPOJIS «ZZYW.

3ammTa KHUTH
3alUTUTh KHUTY MOKHO HCIIOJB3YS (DYHKIIHIO CEPBUC-> 3AIIUTA->3AIIUTUTH

KHUI'Y.

SAWKHTHTE KHHMY

¥ crpyrTypy
[ okna

Napone (He ofAzaTEneH]:

| O I OTHEHA

C IIOMOIIIBIO ﬂaHHOﬁ q)YHKI_II/II/I, MOJKHO 3aIIpCTUTb I[O68.BJ'I€HI/IC U yJaJICHUC JIMCTOB, WA 0T06pa—
JKCHUC CKPBITBHIX JIMCTOB. KpOMe 9TOI'0, MOXXHO 3aIlIpE€TUTb U3MCHCHUC PAa3MCPOB UJIM IMOJIOKCHHA OK-
Ha, HACTPOCHHOTO JIsA 0T06pa)KeHI/I$I KHUTHU. Z[eﬁCTBHe TaKOM 3alllUThI pacnpoCTpaHiACTCA Ha BCYO KHU-

ry.

3awuma ungopmayuu 6 apxueax

[TaponpHas 3amuTa apXUBOB SBISETCS OJHUM W3 HAaMOOJEe YacTO MCIOJIb3YEMBIX 3aIlIHUT MPH Te-
penaye KOH(pUIECHIIMAIBHBIX JOKYMEHTOB MO0 OTKPHITOMY KaHaly. bONBIIMHCTBO COBPEMEHHBIX apXH-
BAaTOPOB MO3BOJIAIOT 3AIIUTUTH CBOE COJAEpKaHHE OT HECAHKIIMOHHUPOBAHHOW pacmakoBKd. OIHAKO,
UCIOJIb3yeMble B Pa3IMYHBIX apXHWBATOPAaX METOJBI PA3IMYAIOTCS MO CTEMEHH 3allUIIEHHOCTH HC-
MOJIb3YEMBIX B HUX aITOPUTMOB IH(DPOBAHMUSL.

W3BecTHBI pa3nuyHbIe METOAbl aTaKU HAa apXUBHBIC Mapoiu. OJHU METOMABI aTaKylOT COOCTBEHHO
ITOPUTM IHU(PPOBAHHSI, UCTIONB3YEMBIN B apXUBe, APYryue — YeIOBEYECKUil haKTop.

1. ATaka NOJHBIM epeGOPOM — CaMblii TPYAOEMKHI METO, HO TMO3BOJISIET BCKPHITH BCE APXHUBHI.
ATaka OCyIlecTBIsETCS Ha OCHOBAHUU 33/IaHHOW JITMHBI TIApOJIsl U HA0opa CUMBOJIOB, KOTOPBIE Tepe-
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ouparorcs. CKOPOCTh aTaKH 3aBHCUT OT aIrOPUTMa MPOBEPKH MapOJis, @ TAKXKE OT KOJIUYECTBA CUMBO-
JI0B B HA0Ope M JUINHBL

2. ATaka no cJoBaplo — aTaka Ha 4eJoBeYeCKUil (pakTop. ANTOPUTM HAXOXKIAECHUS Maposi, OCHO-
BaHHBIN Ha MPEIIOJI0KEHNH, YTO ApOJIbh MPEACTaBIIET cO00 HEKOTOPOE OCMBICIEHHOE CIIOBO, OO
BBIpa)KCHUE, BBEJICHHOE Ha KAaKOM-JIHOO0 s3bIke. I10 CpaBHEHHUIO C METOJIOM MpPSIMOTO mepedopa, CKo-
POCTh B3JI0Ma 3HAYUTEIHHO BO3PACTAET, TIOCKOJIBKY JIO0O0H S3BIK MHpa COAEP’KUT MEHBIIIE CIIOB, YeM
BCE BO3MO’KHOE MHOXECTBO CUMBOJIOB. J[J1s1 IpUMEHEHUs 3TOM aTaku HEOOXO0IUM CIIOBaphb.

3. ATaka nocpeJcTBOM M3MEHEHHsI 0JTHOr0 0aliTa B MPOrpaMme — CaMmblid IPOCTEUIINNA METO/
B3j10Ma. MOXeT UCIOIb30BaThCS B CIy4asiX OTCYTCTBHUS MPOJYMAHHOMN 3alllUThl apXUBHOTO MK pOBa-
HUSL.

4. ATaka, OCHOBaHHAas Ha npaBuiax. B 1aHHOM ciiydae ocylecTBiseTCs OJIHbIN nepedop mna-
pOJIe, HO COCTOSIIMX M3 33JIaHHOTO Habopa CUMBOJIOB. DTH HaOOPHI CHMBOJIOB YKa3bIBAIOTCS KCIIEP-
TOM.

5. ATaka 1o OTKPbITOMY TeKCTY. JIaHHBII METO/T MO3BOJIAET JIETKO BCKPBITh MapoJib apXHBa, €c-
JU WU3BECTHA 4acTh KOJa OTKPBITOrO TeKcTa apxuBa. Hampumep, ecnu apXuBupyeTrcs mporpamma,
HanucanHas Ha s3bike C++, TO O/JIHO3HAYHO B HEil MPHCYTCTBYET TAKOW OTKPBITHIN TEKCT, Kak # in-
clude.

MeToJ1 aTaku M0 OTKPHITOMY TEKCTY MOKET MPUMEHATH K cieayromuM apxuBaropam: ARJ (Heo6-
XOJIMMO 3HAaTh OTKPBITYIO TMOCJIENI0BATEIHOCTh CHMBOJIOB JUIMHOW HE MEHee NIuHBI mapodis), ZIP
(Hazo 3HaTh Mo KpaiiHel mepe 13 cumBoJOB OoTKphITOrO Tekcra), RAR 1.5 (Hano 3nate 3-4 Gaiita oT-
KPBITOTO TEKCTA).

J1Jig 3aIIUTHI OT B3JIOMA, MOJIb30BaTENb JOJIKEH BHIOMPATh apXUBATOP CO CTOMKHUM K B3JIOMY aJro-
puTMOM IMGPOBaHUS, a TAK)KE UCTIOIH30BaTh JIMHHBIE TApOJIH (HE MEHEee 6 CHMBOJIOB).

AJroputMbl IM(PPOBAHUA APXUBATOPOB

ApxuBatop ARJ ucnosp3yer oueHb cinalblii anroput™ mudpoBanus - cucremy Bepnama. B ap-
XMBUPOBAHHOM TEKCTE IPUCYTCTBYET HEKOTOpas HeclydaiiHas uHQOpManus - Hampumep, Tadiauia
Xaddmana u HekoTopas aApyras ciyxkeOHas uHGopmanus. [ToaTroMy, TOYHO 3HAS WM MPEJCKa3aB C
HEKOTOPOU BEPOATHOCTHIO 3HAUEHUE ITUX CIY>KEOHBIX MEPEMEHHBIX, MOKHO C TOH K€ BEPOSITHOCTHIO
OTIPEIENIUTh U COOTBETCTBYIOIIME CUMBOJIBI NapoJisi. Mcronp3oBaHue ciadbIX aarOpUTMOB YacTO MpHU-
BOJUT K YCIIEXy aTakh IO OTKPBITOMY TeKcTy. B ciydae apxuBatopa ARJ, eciu 3m10yMBIIITIEHHUKY
U3BECTEH XOTsI Obl 0JIuH (haiiin u3 3amndpoBaHHOTO apXUBa, WM U3BECTEH HEMPEPHIBHBIN y4acTOK OT-
KPBITOTO TEKCTa JJIMHOM Ooublieit 1100 paBHOM JJIMHE MapoJid, OH C JIETKOCTBIO ONPEAEIUT Mapoiib
apx#Ba M U3BJEUET OTTyJa Bce ocTalbHble (aiinel. [emmudppoBanue mo Mmerony Bepnama nossosiser
JIOCTHYb cKopocTH mepedopa B 300000 mapoJieii/cek. Ha mammHe Kiacca Pentium/120.

Cucrema mudpoBanus RAR-apxuBoB (Bepcun 1.5X) XoTs W sBisercs Jydmend, yeM y ARJ,
BCE K€ MO3BOJISIET BECTH Mepedop € JOCTATOYHO BHICOKOM CKOPOCTHIO0. KpUIITOCTONKOCTH IIpU aTake
C UCIOJIb30BAHMEM OTKPBITOTO TEKCTa OlleHHBaeTca B 2740 wuTepauuii, mpu4yeM U3 OTKPBHITOTO TEK-
CTa HEOOXOAMMO UMETh TOJIbKO TIEpBbIE TpHU OaiiTa.

Cucrema mudposanusi RAR-apxuBoB Bepcum Bbimie 2.0 sBiseTcs noka Jydulei U3 Bcex ap-
XUBaTOpPOB. KpUNTOCTONKOCTH MPU OTCYTCTBHM OTKPBITOTO TEKCTa paBHseTcs 255128, yTo HeBOOO-
pa3uMO BEIMKO. 3HAHUE OTKPBITOTO TEKCTAa HUKAK HE TOMOXET 3JI0YMBIIUICHHUKY IPH BCKPBITUU Ta-
polis (DaHHBIE apXUBBI HE aTaKyIOTCS MO OTKPHITOMY TeKcTy). CKopocTh mepedopa maposield apxuBa-
TopoB RAR mocnennux Bepcuil upe3BbluaiiHo mana. [lepednicieHHbIe CBONCTBA JIENAIOT apXUBATOPHI
RAR nocnennux Bepcuit Hanbosiee mpeInouTUTENbHBIMU 7151 JOPMUPOBAHUS 3aKPHITHIX aPXHUBOB.

Hcnosb30BaHue aHTUBHPYCHBIX POrPpaMm

Hensb 3anstus: Lenpio paboThl SBIsETCS MpaKTUYeCKoe padoTa ¢ aHTUBUPYCHBIMU MPOTpaMMaMu

Y MPOBEPKA JUCKOB HA HAJTUYHME BUPYCOB.

I[I/I,Z[aKTI/IquKI/IC MaTepuajibl U TEXHUYICCKHUEC CPCACTBA K JIaHHOM Teme: KOMHBIOTep HanOoJee
pacnpoCTpaHCHHBIM CPEACTBOM HCﬁTpaHHSaHHH BHUPYCOB ABJIAIOTCA MPOTrpaMMHBbIC aHTUBUPYCbI.



AHTUBUPYCBI, HCXO/s1 U3 PEAIN30BAHHOIO B HUX IOJXO0/A K BBISBICHUIO U HEUTPAIU3alluKA BUPY-
COB, IPUHSATO OelUms Ha credyioujue epynnovl. 1eTeKTOPbI; (haru; BAKIUHbI; IPUBUBKH; PeBU30-
Pbl; MOHUTOPBI.

JleTeKTOPBI 00ECTICUNBAIOT BBISBJICHHE BUPYCOB MOCPEICTBOM IMPOCMOTPA UCTIOTHIEMBIX (paiiIoB
1 IIOUCKA TaK HAa3bIBACMbIX CUTHATYP — yCTOfI‘-IPIBBIX HOCHCHOB&TCHBHOCTCﬁ 6aﬁTOB, HUMCIOIIUXCS B
TeJax U3BECTHBIX BUpycoB. Hamnyue curnarypsl B kakoM-1100 Qaiisie CBUAETEIbCTBYET O €ro 3apa-
JKCHHUU COOTBCTCTBYIOIMM BHUPYCOM. AHTI/IBI/IpyC, O6€CHG‘~II/IB21IOHH/H>1 BO3MOJXHOCTD IMTOUCKA pa3jini-
HBIX CUTHATYp, HA3bIBAIOT MOJIMIETEKTOPOM.

daru BBITOJIHSIOT (PYHKIMH, CBOWCTBEHHBIE IETEKTOPAaM, HO KPOME TOTO, «MU3JICUUBAIOTY HH(H-
LIUPOBAHHBIE POTrPAMMBI IOCPEACTBOM «BBIKYCBIBaHUS» («IOKUpaHUs») BUpycoBu3 ux tedi. [lo ana-
JIOTUU C MOJUAETEKTOpaMu, (paru, OpueHTUPOBAHHbIE HA HEUTPAIN3ALINIO Pa3IMYHbIX BUPYCOB, UME-
HYIOT noJingaramu.

Bakuunbl, B 0TIHYKE OT IETEKTOPOB U (Paros, MO CBOEMY MPUHLHUITY JEHCTBUS HAIIOMUHAIOT Ca-
MU BUPYCEL. BaKHI/IHa HMIUTAHTUPYCTCA B 3alMUITACMYIO IIPOrpaMMy U 3alIOMHUHACT pAd KOJIMYCCTBCH-
HBIX U CTPYKTYPHBIX XapaKTEPUCTHUK MOCIEAHEN. XapaKTepUCTUKAMU, UCIIOJIb3YEMBIMH BAKIIMHAMH,
MOT'YT OBITH JJInHA MporpaMmsal, €€ KOHTPOJbHAaA CyMMa U T. II.

[TpuBHUBKH - TPUHIUT ACHCTBUSI OCHOBAH Ha YU4E€TE TOTO OOCTOSITENHCTBA, UYTO JIFOOOH BUPYC, KaK
MIpaBUIIO, MIOMeYaeT HHPUIUPYEMbIEe TPOrPaMMbl KAaKUM-TH00 MPU3HAKOM C TEM, YTOOBI HE BBINOJI-
HATH UX IMIOBTOPHOC 3apaKCHUC.. HpI/IBI/IBKa, HC BHOCUT HUKAKUX JPYIrux N3MEHEHHH B TEKCT 3aluImna-
€MOI1 MPorpaMMbl, IOMEYAET €€ T€ ke MPU3HAKOM, UTO U BUPYC, KOTOPBIN, TAKUM 00pa3oMm, Moclie ak-
TUBU3AIWHA U IPOBCPKU HAIMYHUA YKA3aHHOTI'O ITPU3HAaKa CYHUTACT €€ HH(i)PIHI/IpOBaHHOﬁ U «OCTaBJIACT B
MTOKOE».

PeBu30pbI 00€CTICUNBAIOT CICKEHHE 3a COCTOSIHUEM (DASTOBO CUCTEMBI, UCTIONB3YSI IJIsI STOTO
MOAXO0/J1, aHAJIOTUYHBIN peaJTn30BaHHOMY B BakIMHax. [Iporpamma-peBu3op B mporecce cBoero (hyHk-
LIMOHUPOBAHUS BBINOJIHAET MPUMEHUTEIBHO K KAKIOMY UCIIONHSIEMOMY (haiily CpaBHEHUE €ro Te-
KYIIUX XapaKTEPUCTUK C aHAJIOTMYHBIMU XapaKTEPUCTHUKAMH, ITOJYYEHHBIMHU B XOJE MPEALIECTBY-
011eTo MpocMoTpa (aitsioB. Jlpyroe oTiimune peBU30POB OT BAKIIMH COCTOMT B TOM, YTO KaXK/IbIH MPO-
CMOTp UCTIOJHSAEMbIX (PaiiyioB peBU30pOM TpeOyeT ero NOBTOPHOTO 3aIlycKa.

MonuTop npeacTaBisier co00i pe3uIeHTHYIO TPOrpaMMy, 0OeCIIeYnBaIOIYyIO epeXBaT MOTEH-
LUAJILHO OIACHBIX MPEPhIBAHUMN, XapaKTEPHBIX ISl BUPYCOB, U 3alPALIMBAIONIYIO Y I0JIb30 BaTeeh
MIOATBEPK/ICHUE HA BBITIOJIHEHHE OIlepalui, CIEAYIOIIUX 3a IpepblBaHueM. B ciryyae 3anpera uinm ot-
CYTCTBUS MOATBEP)KICHUSI MOHUTOP OJIOKUPYET BBINOJIHEHHUE TOJIB30BATEIbCKON MTPOrPaMMBI.

Oco0eHHO MHOTO HENPUSATHOCTEN AOCTABIISIOT B MOCEIHEE BPeMsl pa3IniHble MOAU(PUKAIIUU
KOMITBIOTEPHBIX BUPYCOB, [I03TOMY BeCbMa aKTyaJbHOM sBiIsieTCA MH(OPMALIKS O BOSMOXHBIX I10-
CJIEJICTBHSIX UX BTOP>KEHHS M METOJIaX 3aIIUThI OT HUX. B HacToslee BpeMsi U3BECTHO YK€ CBBIILIE
TpeX ThICAY KOMITBIOTEPHBIX BUPYCOB.

AHTHBHPYCHBIE NIPOTPAMMBI.
Ha prinke B HacTosIee BpeMs MPUCYTCTBYIOT MPOrpaMMHbBIE CPEJICTBA OOHApYKEHUsI U 00e3Bpe-
KUBaHUSI KOMIIBIOTEPHBIX BUPYCOB, MPECTaBICHHbIC B TAOIUIIE.

Ta6auna. CoBpeMeHHbIe AHTHBHPYCHbIE MPOrPaMMHBbIE CPEICTBA
Cpenctsa Haznauenue HaumeHnoBanue [IpuHIMI AenCTBUA
3aIUThI
JleTeKTopsI OOHapyxeHHe 3apakeHHBIX ViruSca_n, NetScan, | ITouck yuacTka koja, MpUHaI-
BUDVCOM (haiiioB Aidstest JIS)KAIEer0 M3BECTHOMY BUDYCVY
[epexBar «1mo03pHUTETb- FluShotPlus, An- . .
$unsTpsr | HBIX» oOpamennii k OC u ti4Us, Flosemm, | KOHTPOJIb ieHCTBIH, XapakTep-
COOOIIIEHNE O HUX TOJb30Ba- Disk Monitor, HBIX /1151 HOBCICHUA BUPYCa
AW /N - A
Hokropa | JledeHue 3apake€HHBIX MPO- CIe_an-Up, M-Disk, VHUUTOKEHHE Tea BUpYCa
(charu) rNAMM UTH TUCKOR Aidstest Dr\AMeh




T[TocTosSHHAs PEBH3HS 1ie- 3anoMUHAHWE CBEACHUM O CO-

PeBu3opbl | TO0CTHOCTH (HEM3MEHHOCTH ) Validate CTOSIHMM IPOT'PAMM U CUCTEM-
Gaiinos HBIX 00JIaCTE! IUCKOB, CPABHE-
HlokTtopa- | OOHapyKeHUE U JICUCHHE OOGHapyxenue U3MEHEHUH B

o DrWeb, KAV u np. i
PEBU30PHI 3apakeHHBIX (hailioB /IP- | aiinax u quckax M BO3BPAT HX B

AHanu3 cCOBpeMEHHBIX AHTUBUPYCHBIX IPOrPAMM 1OKA3bIBAET, UTO B MOCJIETHEE BPEMSI HAMETH-
JIaCh SIBHO BBIpa)KEHHAs! TEH/ICHIUS K MHTETpalluy pa3IMuHbIX BUJOB [IPOrPAMM B €JMHOE IPOTpaMM-
HOE CPEZCTBO C (PYHKIUSAMU JACTEKTOpa-PEBU30PA-TOKTOPA, YTO JENAET 3TO CPEACTBO YAOOHBIM IS
nonb3oBatens. K npumepy: AutuBupyc Kacnepckoro (KAV), Tokrop Web (DrWeb), Hopron AuTi-
Bupyc (NA) u ta.

OpaHako NMPUXOAUTCS KOHCTATUPOBATh, YTO B HACTOSAIIEE BpeMs aOCOTIOTHON 3alIUTHI OT HEU3-
BECTHBIX BUPYCOB HE CYILLECTBYET, IO3TOMY aHTUBUPYCHBIE IPOrPAMMBbI IIOCTOSIHHO OOHOBIISIOTCS,
KaK MPaBUJIO, HE peXe OJHOro pa3a B Mecsll. HanekHo 3alUTUTh KOMIIBIOTEP OT BUPYCOB MOXKET
TOJIBKO caM MOJIb30BaTeNb. B nmepByro ouepenb HE0OX0IMMO MPaBUIILHO OPraHU30BaTh paboTy U 130e-
raTb OECKOHTPOJIbHOM MEePEenucH NMporpaMm ¢ APYrux KOMIbIOTEpoB. Bo-BTOpHIX, 0cO0yI0 OAUTEND-
HOCTb HEOOXOIMMO MPOSIBIISITH MPU padOTE C BBIXOJOM B KOMITBIOTEPHYIO CETh, I'/I€ BEPOATHOCTD
BHEJIPEHUS KOMITBIOTEPHBIX BUPYCOB PE3KO BO3pacTaeT. YUUTHIBAsI TO, YTO B OCHOBE OOJIBIIMHCTBA
BPEJOHOCHBIX NMPOrPAMM MPUCYTCTBYIOT IPOTrPAMMHBIE BUPYCHI, TaKUE MPOTpaMMBbI BCET/Ia JOJHKHBI
OBITh B TI0JIE 3PEHHUS M10JIb30BATEIIS.

Ils1aH BBINOJIHEHUSI NPAKTHYECKUX 3aHATHI

1. BKJIIOYHTh KOMIIBIOTEP

2.Mcnionb3ysa koManay [lyck omnpenenuts mporpamMmmy aHTUBUPYC

3. B nanenu 3aga4 , B cpe/ie MHAUKATOPOB ONPEIEINTh HAINYUE AHTUBUPYCHOW ITPOTpaMMBbL

4. OTKpBITh OKHO aHTUBHpYCA

5. CkaHupoBaTh IUCK

6.1TonyuuTh pe3yabTaThl

7.0xapaKTepu30BaTh pe3yJabTaThl

8.CkaHUpOBaTh CHEMHBIN JUCK

9.3akoHUUTB PaboOTy

TexHoJ10rMsl 321U THI CETEBBIX KOMIILIOTEepOB. bpanamayasp.

[leJib: HAYYUTHCS 3alIMIIATh ceTeBou KOMIIBIOTED u HacTpauBaTh Opanamayap.
CpeacrBa 1151 BbIIOJIHEHUS PadOThI:

e anmapaTHbIe: KOMIBIOTED, MOAKIH0YeHHbIN K JIBC;

o mnporpammubie: OC Windows XP; npunosxxenue BM: VirtualBox; BuptyansHas mamuna: VM-

1.
Teopernueckue CBeICHNS
Oco0eHHOCTH 3alIUTHI HH()OPMALIMY B KOMITBIOTEPHBIX CETAX 00YCIOBJICHBI TEM, UTO CETH, 00-

Jajias HECOMHEHHBIMU TMpeuMyliecTBaMu 00paboTku MH(OPMAIMU, 10 CPABHEHHIO C JIOKATHHBIMU
KOMITBIOTEPAMH, YCIOKHSIOT OPraHu3allyio 3allUThl, 00pa3ys CleayIoIIie OCHOBHBbIC MpPOOIEMHbBIE
HaIpaBJICHUS
Pa3nenenne coBMECTHO UCIIOIB3YEMBIX PECYPCOB.
Pacmnpenue 30HbI KOHTPOJISL.
KoMOuHarms pa3nuyHbIX MPOrpaMMHO-aNNapaTHBIX CPEJICTB.
HewnssecTHbll nepumeTp.
MHO0%€eCTBO TOUEK aTaKH.
CnoHOCTh YIPaBJICHUS U KOHTPOJISL AOCTYyNA K CUCTEME.
Coob6mectBoM UnTepHeTa o srunoit Temamuueckoii epynnst no mexnonozuu Hnmepnema
(Internet Engineering Task Force, IETF) pa3paboTano MHOTO peKOMEHAINI 10 OTJIEIbHBIM aCTIeK-
TaM CeTeBOU 0e30MacHOCTH, TeM HE MEHee, IIEIOCTHOM KOHIICTIIIMU WM apXUTEKTYyphl 0€30MacHOCTH
MOKa HE MPEIOKEHO.
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OcHoOBHas Ujest COCTOUT B TOM, YTOOBI CPEJCTBAMU OKOHEUHBIX CHCTEM 00ECIeYnBaTh CKBO3-
HYIO0 0€3011acHOCTb.

OKpanuposanue - eAUHCTBEHHBIN cepBHC Oe30macHOCTH, U1t KoToporo I'ocrexxkomuccus Poc-
CUM OJIHOM M3 MEPBBIX B MUPE pa3paboTaina U BBela B JeiicTBue PykoBOAS Ui TOKYMEHT, OCHOBHBIC
UAEU KOTOPOTO TMOJIYYHJIM MEXIYHApOJAHOE MPU3HAHKE U (UTYPUPYIOT B MPOQUIIAX 3aIIUTHI, UMEIO-
mux o(QUIMANBHBIA cTaTyCc B TakuxX crpaHax, kak CILIA. Ilonutrka 0€30MacHOCTH MEKCETEBOTO
9KpaHa 0a3upyeTcst Ha MPUHIMIIE «BCE, YTO HE Pa3pelIeHo, 3alpemeHO)

Meoiccemesoti sxkpan unu bpanomaysp — 3T0 «IOJyIpOHULIaeMas MeMOpaHa», KOoTopas pac-
IoJiaraeTcs ME/y 3alllilI[aeMbIM BHYTPEHHUM CErMEHTOM CETHU U BHEILIHEN CEThIO WU APYIrUMU CEr-
MEHTAMHU CETH MHTPAHET M KOHTPOJIUPYET BCe WH(OPMAIIMOHHBIC TIOTOKH BO BHYTPEHHUN CETMEHT M
u3 "Hero. Konmpons mpaguka cOCTOUT B €ro QUIBTPALUHU, TO €CTh BBIOOPOYHOM IMPOIYCKAaHHH Yepe3
9KpaH, a MHOTJA U C BBINOJHEHHEM CHEIHalIbHBIX NMpeoOpa3oBaHuil U (GOPMUPOBAHUEM H3BEIICHUN
JUIS OTIIPaBUTENIS, €CIM €ro JaHHBIM B IPOMYCKE ObUIO OTKa3aHO. PUIbTpalysl OCYLIECTBISETCS Ha
OCHOBaHMHU Habopa YCIIOBUH, MIPEIBAPUTENILHO 3arpyKEHHbIX B OpaH/IMay3p U OTpakarollMX KOHLEI-
110 MHOPMALIMOHHON 0€30MacHOCTH Kopnopauuu. bpaHaMayspsl MOTYT OBITH BBIIIOJIHEHBI Kak B
BUJIE alNapaTHOro, Tak U MPOrPaMMHOIO KOMIUIEKCA, 3alIMCAaHHOTO B KOMMYTHPYIOIIEE yCTPOWCTBO
WJTU cepBep JocTyna (cepBep-IUIi3, TPOKCU-CEPBEP, XOCT-KOMITbIOTEp U T. 1.). PaboTa Opanamayspa
3aKJIIOYAETCsl B aHAJIM3€ CTPYKTYPhl U COAEPHKUMOTO0 MH(GOPMALMOHHBIX MAKETOB, MOCTYMAIOUUX U3
BHEIIHEH CeTH, U B 3aBUCHUMOCTH OT Pe3yJbTaTOB aHaJM3a MpPOITycKa MaKeTOB BO BHYTPEHHIOIO CETh
(CerMeHT ceTH) WIH MOJHOE UX OTPUIbTPOBbIBaHUE. D(PPEKTUBHOCTH pabOTHI MEKCETEBOI0 dKpaHa
00ycoBJI€Ha TE€M, YTO OH IMOJHOCTBIO MEPENUChIBaeT peanusyemblid ctek npotokosos TCP/IP, u mo-
3TOMY HapyIIUTh €ro paboTy ¢ MOMOIIBIO UCKAKEHUS MPOTOKOJIOB BHEIIHEN ceTH (YTO 4acTo JienaeT-
Csl XakepaMu) HEBO3MOKHO.

MeskceTeBble 3KpaHbl 0OBIYHO BBIIOJIHSIOT CIETYIONUE (DYHKIUH:

e (uBHYECKOE OT/ACIICHHE PabOYMX CTAHIIMK M CEPBEPOB BHYTPEHHETO CETMEHTA CETH (BHYTPEH-

Hell oACeTH) OT BHEIIHUX KaHAJIOB CBSI3U;

e MHOTrO3TalHas WACHTU(UKALMS 3aIPOCOB, MOCTYNAOIIUX B CETh (MAECHTHU(UKALNUA CEPBEPOB,

Y3JI0B CBSI3U U IIPOYMX KOMIIOHEHTOB BHEILIHEH CETH);

e IpOBEpPKa MOJHOMOYHH U IPaB JOCTYIA I0JIb30BaTEICH K BHYTPCHHUM PeCypcaM CETH;

e perucrpaunus BCEX 3allpOCOB K KOMIIOHEHTaM BHYTPEHHEH MOJCETH U3BHE;

e KOHTPOJIb IIEIOCTHOCTH NPOrPaMMHOI0 00EeCIIeYeHUs U JAHHBIX;

e OJKOHOMHS aJPECHOrO IMPOCTPAHCTBA CETU (BO BHYTPEHHEH IOJCETH MOXKET MCIOJb30BaThCs

JIOKaJIbHAsl CUCTEMA a/Ipecalliil CEPBEPOB);

e cokpsaiTe [IP-anpecoB BHYTpPEHHUX CEPBEPOB C LIEJIBIO 3AILUTHI OT XaKEPOB.

bpannmayspel  Moryr paboTarb Ha pa3sHbIX YPOBHAX HIPOTOKooB  Moaenu OSI.
Ha cemesom yposene BbINONHSAETCS (QUIBTpALUs MOCTYNAIOIIUX TAKETOB, OCHOBaHHas Ha [P-anpecax
(HarmpuMep, He MPOIycKaTh MakeThl U3 MIHTepHeTa, HallpaBJIEeHHbIE HA T€ CEPBEPHI, TOCTYI K KOTOPHIM
U3BHE HE JIOJDKEH OCYLIECTBIATHCS; HE MPOIYCKaTh MakeThl ¢ (ajbIIMBBIMH OOpPATHBIMU aJpecamu
U C [P-anpecamu, 3aHECEHHBIMU B «YEpHBIN CIIUCOK» U T. 1.).
Ha mpancnopmnom ypoene puiibTpanus Bo3MOXKHa elie U no Homepam noproB TCP u ¢rnaros, co-
JepKaluxcst B Makerax — (Hampumep,  3alpocoB  HA  YCTAaHOBJEHHE  COEAMHEHUS).
Ha npuknaonom yposHe MOXKET BBIIOJIHATHCS aHAN3 NpUKIaaHbIX npotokosos (FTP, HTTP, SMTP u
T. JI.) ¥ KOHTPOJIb 32 COJIEp>KaHUEM MOTOKOB JAHHBIX (3alpeT BHYTPEHHUM aOOHEHTaM Ha IOJIydeHHe
KaKUX-THOO THUIOB (hailyioB: peKiIaMHOM HMH(pOpPMALMK WIM UCHOJHSIEMBIX MPOTPAMMHBIX MOAYJEH,
Harpumep).

B Opannmayspe BO3MOXHO Hajluuue SKCHEPTHOW CHCTEMBI, KOTOpas, aHATU3Upys Tpaduk, AuarHo-
CTUpYeT COOBITHS, MOTEHIUAIBHO MPEACTABISIONINE Yrpo3y 0€30MacCHOCTH BHYTPEHHEH ceTH, u3Be-
maer 06 3TOM aJAMUHUCTPATOPa CETH, a B CIIydae OMACHOCTU OHA MOXET aBTOMAaTHYECKH yXKeCTOYaTh
yciaoBUs QUIBTPALUU U T. .
OcHOBHBIE KOMIIOHEHTHI OpaHaAMayapa:
e TOJHUTHKA CETEBOTO JAOCTYIA;
e  MEXaHU3MBbl YCUJICHHOH ayTeHTH(PUKALNY;
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e (unpTpanys MakeTos;
e  TPUKIAJAHBIC ITIO3bL
B kauectBe momysspHBIX A(QeKTuBHBIX Opanamays’poB HasbiBarorcs: Netscreen 100,
CyberGuard Firewall, Kerio Winroute Firewall, Zone Alarm, Agnitum Autpost Firewall, Jetico
Personal Firewall, Internet Connection Firewall. Eme oxauM criocoGom ceTeBoil 3alUTHI MOXKET
OBITh YCTAaHOBJICHHOC Ha CEpBEpE CICIHAILHOE MPOrpaMMHOE OOecredeHre, KOTOPOE IO3BOJIIET
OCTQJIbHBIM KOMITHIOTEPAM CETH IMYIUPOBATh BbIXO B IHTEpPHET, OCTABASICh IIPU 3TOM «HEBUIUMBIM
CO CTOPOHBI IN100aNbHOM ceTu. Takoil KOMIBIOTEP HA3BIBAIOT NPOKCU-CEPEEPOM (PFOXY - 008EPEHHDILL).
Hanpuwmep, Microsoft Proxy Server 2.0. KOTOpbIH, SBISSACH KIMIMPYIONIMM CepBEpOM (MOBBIIIAET 3(¢)-
(eKTUBHOCTh pabOTBI CETH — COKpallaeT CeTeBOW TpaduK), BHITIONHSACT (QYHKIUU OpaHamaylspa U
obecrnieunBaeT 0e30MacHBIN JOCTYN B VIHTEpHET U IMEET JiBa CETEBBIX aganTepa — OJJUH COSAUHSICT ero
¢ ceTblo, apyroii — ¢ MaTepHet. Tak Kak JIokajabHasg CETh «HE BUIHA» U3 MHTEpHET, TO neranbHbii [P-
ajZipec UMeeT TOJbKO BHEUIHUM ceTeBoil nHTepdeiic, a [P-anpeca BHyTpu ceTu MOTYT ObITh BbIIaHbI U3
myja, 3ape3epBUPOBAHHOrO i u3oaupoBaHHbIX cereil. B OC Windows XP ¢ ycraHoBieH-
ueiM SP2 (Service Pack 2 — maker oOHoBieHHit 2) BX0oauT OpaHaMaysp. OCHOBHBIC BO3MOKHO-
cTu: OJOKUPOBKA JOCTYNAa KOMITBIOTEPHBIM BUpPYCaM M YEPBSM, 3alpocC TMOJIb30BaTENsI O BIOOpE Jei-
CTBUS, BE€ICHHE KypHaJla 0€30MaCHOCTH.
Brinosinenune padorsl
1. 3amanue 1. [loaroroBbTe KOMMIBIOTEP /IS BHITIOJTHEHHS
JlabGopaTtopHoii padoThI:
1. 3anycrtute BupTyanbHyto MamuHy VM-1.
2. Tlepetigute B ITOJTHOSKPAHHBIN pEXKUM paboThI
Boinonnaiime ocmanvhsie 3a0anusa 1a00pamopHoil padomusl 6 UPMYyanbHOl MAUIUHE.
3amanue 2. Co3maiiTe HOBYIO MOIUTHKY [P-06e30macHOCTH Ha JTOKAThbHOM KOMITBIOTEPE:
1. OrtxkpoiiTe OcHacTKy YnpaBJjieHue NoJUTUKOM 6e3onacHoctu IP:
o OTKpoi¥iTe auanorosoe okHo 3amyck nporpamm (IIyck/Boinonnums);
BBEAUTE KOMaHIy MMC 1 Haxkmute kinaBumy ENTER;
BBINOJIHUTE KOMaHAy MeHto Konconwv//[obasums unu yoanumes 0cCHaACMKY;
OTKPOMTE OKHO C JOCTYITHBIMH OCHACTKaMU C TIOMOULIBIO KHONIKY /[odasumy;
BBIOEpUTE B CIIMCKE JJIEMEHT Ynpasnenue nonumuxot bezonacnocmu IPm noGaBbTe
€ro ¢ MOMOILbI0 KHONIKU /[odasumb;
o 3aBepuIuTe 100aBlIEHNE OCHACTKU KHOTIKOM I 0moe6o;
o 3aKpoMTe IUAIOrOBO€ OKHO J[00aBUTH H30JIMPOBAHHYI0 OCHACTKY;
o 3aKpoiTe auanoroBoe okHO Jl00aBUTH/Y 1aJUTh OCHACTKY C MoMoIIb0 KHOMKH OK.
2. AxtuBusupyiite ocHacTky IlosmTuka O0e3omacHoctu IP Ha «JlokajJbHBIH KOMIBIOTEPY.
Cnpasa omobpaszamcs ycmanogieHHble N0 YMOTUYAHUIO NOTUMUKU.
3. 3amycTuTe MacTep CO3AaHUS MOJIUTUK OE30MacCHOCTH:
o BBI30BUTE KOHTEKCTHOE MeHIO ocHacTku IlosmTuka Gesomacnoctu IP Ha «Jlokanb-
HbIIl KOMIIBIOTEP»
o BbINOJHUTE KOMaHy Co3aaTh noJauTHKY Oe3onacHoctu IP....
O3HakoMbTeCh ¢ HHpOpMAIIHEH MacTepa U MIETKHUTE TI0 KHOTIKe /Jaiee.
Ycranosure Hma norumuxu bezonacnocmu IP:
o BBeauTe B nosie Umst — My _politic.
o BBeaute B none Onucanue — Imo noaumuxa IP 6e3onacnocmu 10KAIbHO20 KOMNbIO-
mepa W 1EeIKHUTE 110 KHoTike /anee.
6. Hacrtpoiite nonumuxy  6e3onacnoco  coedunenus. Jlng  3Toro  ycraHosute  (pia-
XKOK Hcnonvzoeams npasunio no ymoadanuro M IENKHUTE 110 KHotke Janee.
7. YcranoBute Cnocob nposepku noOIUHHOCMU NPAGULA OMKIUKA NO YMOIYAHUIO'
o axktuBu3upyiTe Ucmoib30BaTh JAHHYIO CTPOKY /ISl 3alIIUTHI 00MeHA KJIIOYaMHu,
o BBeauTe B HIDKHee nose 123456789;
o 3aKpoHTe OKHO KHOIIKOU /anee.

O O O O
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8. 3akpoiite MacTepa CO3/1aHus HOJINTUKU 0e30macHOCTH kHonKo# I'omoeéo.

Omkpoemcs ouanozogoe okno Ceoiicmea: My politic.

9.

10. 3amyctute MacTtep npaBuJi 6€30MacHOCTH ¥ HACTPOWTE MpaBuiia 0€30MaCHOCTH:
3aIyCTUTE MacTep KHONKoM obdasumby,

03HAaKOMbTECH C OIMCAHUEM MacTepa U - [anee,

BbIOEpHTE DMo npasunio ne onpedensiem myHuenb U menkaure Janee,
BbIOEpUTE JIOKANIbHbIE Cemegble NOOKIIOYeHUs U EIKHNTE /lanee,

BBIOCpUTE Hcnonvzoeams cepmugpuxam oannozo yenmpa cepmuguxayuu (L{C);
mienkaute O030p u BeIOepuUTE 110001 cepTrduKaT, KHONKA /Janee,;

B ciiucke punbTpoB IP BeiGepute Ilonnwbiil IP mpagux v menkuure Janee,
n00aBbTE HOBOE Oeticmaue Purbmpa.

*  [IEJIKHUTE 0 KHOTIKe /[odasumu;,

*  03HAKOMBTECh C OIIMCAHHEM 3allyCTUBILErocs Mactepa u - Janee;

= BBeaute B nosie Ums — My _filter u menkuure no xxonke Janee;

» BbIOepuTE Paspewums 1 ENKHUTE 110 KHOTIKE [anee;

* 3aBepuIuTe A00aBJIECHUE HOBOTO JCUCTBUS KHOTIKOU I omoeo.

0 AaKTUBU3UPYHTE CO3/1aHHOE BaMU JIEHCTBHE U U3MEHUTE €ro MapaMeTphl:
*  [IEJIKHUTE [0 KHOTIKe M3menumby,
» BwIOepuTe Coenacosams 6e30nACHOCMY;
* [IeJIKHUTE MO KHomKke Jobaseums n Bo1iOepute [llugpposanue u odbecnevenue ye-
JlOCmHOCMU,
» ycraHoBUTe (axkok Ilpunumams nebOe30nacHylo C653b, HO OMeeuams ¢ HOMO-
wwio IPSEC n menkuuTe 1o kKHonke /anee;
o 3aBepmuTe paboTy MacTep KHOMKOU I omoso.
11. JToGaBbTE B MOTUTUKY PHUIBTP JIsT OJTOKMPOBKH BCEX BXOISIIHMX ITOIKIIOUCHUMN:
OTKJIFOUUTE UCIOJIb30BaHue MacTepa (puaxok HMcnoavzosames macmep),
OTKpoOMTEe nuanoroBoe okHO Co31aHuii HOBBIX NPaBUJI KHOTIKOW Jo6asumey;
OTKpOMTE nuanoroBoe okHO Jlo0aBienne puiabTpa KHONKOW /[00asumy;
n00aBbTE HOBBIM (PHIIBTP:

» cOpocwTe Quaxok HMcnonvzoeams macmep;

*  OTKpoHTe quanoroBoe okHO CBoicTBa: @UabTP KHOMKOU Jobasumes;

* B II0JICc AJlpec HCTOYHHKA MMAKeTOB BhIOepuTe Jl10b0t adpec IP;

* B 10JICc AJlpec Ha3HAYeHHUs MaKeToB BeiOepuTe Mo IP adpec;

* ycraHoBUTE (praxkox OmpadicenHwlll 0151 OAOKUPOBKU NPUXOOAUUX NAKEMO8B;

*  YCTaHOBUTE NPOMOKO TCP nns bunbTpanmu (6knaoka Ilpomo-
Koa\packpwleatlowguiics cnucok Bolbepume npomokon),

*  3aBepUIUTE HACTPOHKY HOBOTO (GuiibTpa KHOMKOM OK;

o 3akpoite auanoroBoe okHO Cnucok GuabTpoB KHONIKON OK.
o 3aBepuuTe A00aBlIeHNE HOBOTO IpaBuiia KHomkoi OK.

12. 3akpoiite quanoroBoe okHo CBoiicTtBa: My_politic.

13. AKTUBU3UpYHTE BBIOPAHHYIO TOJUTUKY (KOHmMeEKCmHOe MeHI0 CO30AHHOI RnOJUmuU-
xu/Haznauumo).

14. TIpoBepbTe pabOTy MOJMTHKH, BOCIOJIH30BABIIMCH YTHIMTOM PINQ HA APYroM KOMITBIOTEPE.
Ecnu noaumuxa nacmpoena éepro, mo ymuauma Ping evloacm ceéedeHust 0 mom 4mo OAHHblI
KOMNblomep HeOOCMYNeH.

3anmanue 3.Hactpoiire ¢punprpanuto [P -tpaduxka.

1. Ortkpoiite auanoroBoe okHO cBOHCTB Iloakiouenust mo jaoxkaiabHoii cetu (ITyck/Ilanens
ynpaenenusn/Cemesvle HOOKIOUEHU).

2. Ortxkpoiite auanoroBoe okHo CBoiicTtBa: IIporoxon Hutepnera (TCP/IP) u menkHure mo
KHoTiKe Jononnumensho.

3. Tlepeiigure Ha Briaaky Ilapamerpsl.

O O O O O O

O O O
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4.
5.

©ooNo

Ortxkpoiite okHO @uabTpanus TCP/IP ¢ nomonisto kHonku Ceoiicmea.
Ycranosure TCP-1opThl, KOTOpbIE MO’KHO MCIOJIb30BaTh:
o BbiOepure B pazzpene TCP-mopThl nepekiatodatens 701bk0 U MIEAKHUTE 10 KHOII-
ke /looasumn;
o BBeaUTE HOMep mopTta s nporokoaa HTTPS — 443;
0 AHAJOTUYHO J100aBBTE MOPTHI
* I NPOTOKOJIa oTHpaBKku moYTsl SMTP — 25;
* I NPOTOKOJIA moJiydeHust noursl POP3 — 110;
= nmpotokoa FTP — 21,
= pmpotokoJ Telnet - 23.
o Ilenkuure OK 11t npUMEHEHUS TapaMETPOB.
3ampeTuTe KCoab30BaHue poTokosa Telnet.
3akpoiite okHO JlonosHuTeabHble napamerpbl TCP/IP xnonkoit OK.
3akpoiite okHO CBoiicTBa: [Iporokosa Untepuera (TCP/IP) knonkoit OK.
[TpoBeprTe HACTpOEHHYIO (QuIbTpanuio. s 3TOT0 MOAKIIOUYUTECh Mo MpoTokosy Telnet ¢
apyroro kommbtorepa (npoepamma Telnet exooum ¢ cocmas OC Windowsu ucnonvzyemcs s
pabomel Ha YOaNeHHOM KOMNbIOmMepe 8 KOMAHOHOU CIpOKe).

3amanwne 4. Hactpoiite Opanamaysp Windows:

1.

2.

ok~

Otkpoiite HacTpoiiku Opanamayspa (Ilycxk/Ilanensv ynpaenenus/Ilenmp odecneuenusn oes-
onacrnocmu/Bpanomaysp Windows).
Paspernre noctyn 6paysepy Internet Explorer k MuTepuery:
o nepeinuTe Ha BKIaAKy MCK/II04eHHs U LIEIKHUTE N0 KHOTIKE /[ofasums npozpammy.
o BelOepute B ciiricke Internet Explorer u mesnkuute no kaonke OK.
BxurounTe BegeHue xypHaiia 6€301MacHOCTH:
o TeperauTe Ha BKIaAKy JomoJHUTENbHO;
o 1EenkHUTE 1o KHomke Ilapamempul B paznene Benenue :;xypHaJia 0e30acHOCTH;
o BKJIIOYMTE 3aMKCh MIPOMYIICHHBIX U YCTICIIHBIX MaKETOB;
o COXpaHUTE celaHHble U3MEeHEeHUs1 KHOTKOW OK.
3aBepmmuTe KOHPUTYpUpoBaHue OpaHaMayIpa KHOTKoU OK.
IMogkmrountech K cetu MHrepHer ¢  momompbio — Opaysepa Internet  Explorer
Ecnu 6ce nacmpoeno npasunvHo, mo vl cmodiceme gviiimu 6 Mumeprem, 6 npomugHoM ciyyae
Oparomaysp evioacm cooduerue 0 Mmom, Ymo KaKdas-mo npocpamma nelmaemcs noay4ums 0o-
cmyn 6 Mnmepnem

OcHoBHas1 JINTepaTypa M JI0NOJHUTEIbHAS JIUTEPATyPa a TaAKKe HCTOUYHUK MHpopManun

OcHoBHas iuTeparypa

1.

2.

Kenneth C.Loudon, Jane P.Loudon. Management Information Systems. New York, 2016. Page
669.

A.T.Kenjabayev, M.M.lkramov, A.A.Allanazarov. Axborot-kommunikatsiya texnologiyalari.
O‘quv-qo‘llanma.T.-“O‘zbekitson faylasuflari milliy jamiyati nashriyoti”. 2017.- 408 bet
S.S.Gulomov, B.A.Begalov. Informatika va axborot texnologiyalari. Darslik.-T.: “Fan”. 2010.-
628 bet.

WHpopmaliMoHHbIE TEXHOJIOTUU B SKOHOMUKE U YIpaBJIEHUM: Y4eOHUK /moj pea. npod. B.B.
Tpodumona. 2-e u3z., nepepad. u pomn.- M.: FOpaiit, 2016.- 482 c.

ABTOMaTH3MpOBaHHbIE HWH(OPMAIMOHHBIE TEXHOJOTHH B SKOHOMHKeE: yueOHuk / Ilox pen.
npo¢. I'.A. Turopenko. 2-e u3za. Ilepepab. u momn. - M.: FOuuth, 2015. -399 ¢

Kenjabayev A.T., Jumaniyazova M.Yu., Tillyashayxova M.A. Informatika va axborot
texnologiyalari. O‘quv qo‘llanma. “MOLIY A-IQTISOD”. 2013, 160 bet.

JbxymanusizoBa M.IO., UkpomoB M.M., Twnsmaiixosa M.A., MHpOpMallnOHHBIE TEXHOIOTHH
B JKOHOMHKe, YueOHoe mocobue is skoHomMudeckux BY30B. “MOLIYA-IQTISOD”. 2010,
237 ctp.

Jlono/IHUTeIbHAA JINTEpaTypa
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10.

11.

12.

“O‘zbekiston Respublikasini yanada rivojlantirish bo‘yicha harakatlar strategiyasi
to‘g‘risida”gi O‘zbekiston Respublikasi Prezidentining 2017 yil 7 fevraldagi PF-4947-sonli
Farmoni.

Mirziyoyev Sh.M. Buyuk kelajagimizni mard va olijanob xalgimiz bilan birga quramiz. —
Toshkent: “O‘zbekiston” NMIU, 2017. — 488 b.

Mirziyoyev Sh.M.Tanqidiy tahlil, gat’iy tartib-intizom va shaxsiy javobgarlik — har bir rahbar
faoliyatining kundalik qoidasi bo‘lishi kerak. — Toshkent: “O‘zbekiston” NMIU, 2017. — 104 b.
Mirziyoyev Sh.M. Erkin va farovon, demokratik O‘zbekiston davlatini birgalikda barpo etamiz.
— Toshkent: “O‘zbekiston” NMIU, 2017. — 56 b.

Mirziyoyev Sh.M. Qonun ustuvorligi va inson manfaatlarini ta’minlash — yurt taraqgiyoti va
xalq farovonligining garovi. — Toshkent: “O‘zbekiston” NMIU, 2017. — 48 b.

HNHuTepHer pecypcesl

13.
14.
15.
16.
17.
18.
19.
20.

Www.gov.uz - O‘zbekiston Respublikasi xukumat portali

www.my.gov.uz — Davlat interaktiv xizmatlari portali

www.lex.uz - O‘zbekiston Respublikasi Qonun hujjatlar ma’lumotlari milliy bazasi
www.udemy.com — ochiq kodli ommaviy on-line kursi

www.khanAcademiya.com - ochiq kodli ommaviy on-line kursi

www.http://el.tfi.uz - Toshkent moliya instituti elektron kutubxonasi
www.http://el.tfi.uz/pdf/akt.uzl.pdf - Toshkent moliya instituti elektron kutubxonasi;
www.catback.ru — Hay4HbIe cTaThll U yueOHBIC MaTEPHAIIBI [0 SKOHOMHUKE
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