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KIRISH (falsafa doktori (PhD) dissertatsiyasi annotatsiyasi)

Dissertatsiya mavzusining dolzarbligi va zarurati. To‘rtinchi sanoat ingilobi
ragamli va jismoniy ishlab chigarish tizimlari moslashuvchan tarzda birgalikda
ishlaydigan davrni belgilaydi. Ushbu ingilob bizni kompyuterlar, turli elektronika
va internet bilan tanishtirgan Ragamli ingilob deb ham ataladigan Uchinchi sanoat
ingilobiga asoslanadi.! U turli sohalarda ragamli texnologiyalar va jarayonlarni
o‘zlashtirish orgali an’anaviy va ragamli biznesni birlashtiradi. Ushbu ingilob
avvalgi ixtirolarning imkoniyatlarini to‘rtta asosiy ilg‘or texnologiyalar bilan
kengaytiradi: ulanish, ma’lumotlar, hisoblash quvvati va qiymat zanjirida
go‘llaniladigan bulutli hisoblash sensorlari. “Bulut’ga asoslangan raqamli
platformalar ushbu ragamli siljishning muhim tarkibiy gismidir. Platforma
iqtisodiyotining yuksalishi muhim va adolatli daromad olish imkoniyatlarini
ta’minlab, ragamli platformalarga o‘tkazilgan ishlarning ko‘payishiga olib keldi.?

2023-yilda ragamli transformatsiya bo‘yicha jahon bozori 2,27 trillion dollarga
baholandi. 2024-yildagi 2,71 trillion dollardan 2032-yilga kelib 12,35 trillion
dollargacha oshib, yillik 20,9 foizga o°‘sishi prognoz gilinmoqda. 2023-yilga kelib,
dunyo bo‘ylab taxminan 2,64 milliard onlayn xarid giluvchilar mavjud bo‘lib, bu
dunyo aholisining 33% dan ortig‘ini tashkil giladi (Statista). Ragamlashtirishning
o‘sishi banklar, nobank kreditorlar, sug‘urta kompaniyalari, gimmatli gog‘ozlar
bozorlari va investitsiya fondlarini 0z ichiga olgan moliya sektoridagi faollikni ham
oshirdi. Ushbu sektor, shuningdek, Kliring kontragentlari, to‘lov provayderlari,
markaziy banklar, moliyaviy regulyatorlar va nazoratchilarni o‘z ichiga oladi.
Moliyaviy tizimlar global ragamli iqgtisodiyotning o°‘sishini qo‘llab-quvvatlab,
tobora ko‘prog ragamlashtirilmogda. Global transchegaraviy to‘lovlar bozori 2022-
yilda 181,9 trillion dollarga baholandi va 2032-yilga kelib 356,5 trillion dollarga
yetishi kutilmoqda, 2023-yildan 2032 yilgacha har yilgi o°sish surati 7,3 foizni
tashkil etadi (‘Yahoo Finance).

Moliyaviy tizimlar jadal ragamlashtirilib, global ragamli igtisodiyotga imkon
beradi. Ragamli texnologiyalarning yuksalishi iqgtisodiy bargarorlikka tahdid
soladigan kiberjinoyatlarni ham oshirdi. Moliyaviy sektordagi kiberjinoyatlar pul
daromadlariga qgaratilgan nogonuniy faoliyatni o‘z ichiga oladi. Bunga shaxsiy
ma’lumotlarni o‘g‘irlash, to‘lov dasturi hujumlari, internet va elektron pochta orgali
amalga oshiriladigan firibgarlikning turli shakllari kiradi®. Jinoyatchilar to‘lov
kartasi ma’lumotlarini o‘g‘irlash (kartalash), ruxsatsiz operatsiyalarni amalga
oshirish uchun moliyaviy hisoblarga kirish va tovlamachilik kabi faoliyat bilan
shug‘ullanadilar. Masalan, 2023-yil may oyida LockBit tovlamachi dastur guruhi
Indoneziyadagi eng yirik banklardan biri bo‘lgan BSlga hujum qildi. Bank 20

! Raja Santhi, A., & Muthuswamy, P. (2023). Industry 5.0 or industry 4.0S? Introduction to industry 4.0 and a peek
into the prospective industry 5.0 technologies. International Journal of Interactive Design and Manufacturing, 17(3),
947-979. https://doi.org/10.1007/s12008-023-01217-8

2 Javaid, M., Haleem, A., Singh, R. P., & Sinha, A. K. (2024). Digital economy to improve the culture of industry 4.0:
A study on features, implementation and challenges. Green Technologies and Sustainability, 2(2), 100083.
https://doi.org/10.1016/].grets.2024.100083

3 Natalucci, F., Qureshi, M. S., & Suntheim, F. (2024, April 9). Rising cyber threats pose serious concerns for financial
stability. IMF Blog. https://www.imf.org/en/Blogs/Articles/2024/04/09/rising-cyber-threats-pose-serious-concerns-
for-financial-stability
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million AQSh dollari miqdoridagi to‘lov talabini to‘lashdan bosh tortdi, bu esa
hujumchilar tomonidan 1,5 terabaytdan ortig maxfiy ma’lumotlarni internetga
chigarishiga olib keldi. Bu ochiglangan ma’lumotlar taxminan 15 million mijoz va
xodimlarning shaxsiy va moliyaviy ma’lumotlarini oz ichiga olgan.*

XVJ ma’lumotlariga ko‘ra, so‘nggi yigirma yil ichida 20 000 dan ortiq
kiberhujumlar gayd etilgan bo‘lib, moliyaviy xizmatlarga to‘lovga garshi hujumlar
soni 2021-yildagi 34 foizdan 2023-yilda 64 foizgacha o‘sdi (IMF). Bunga garshi
kurashish uchun bunday kiber hodisalarning aholi ishonchini yo‘gotish yoki muhim
xizmatlarni buzish orgali igtisodiyotni begarorlashtirishi mumkin bo‘lgan tizimli
ingirozlarni keltirib chigarishining oldini olish uchun mustahkam tartibga soluvchi
bargarorlik muhim ahamiyatga ega. Moliyaviy ma’lumotlar xavfsizligini
ta’minlashga garatilgan muhim qoidalarga to‘lov kartalari sanoati ma’lumotlar
xavfsizligi standarti (PCI DSS), Evropa Ittifogining ma’lumotlarni himoya gilish
bo‘yicha umumiy reglamenti (GDPR) va to‘lov xizmatlari bo‘yicha 2-direktiva
(PSD2) kiradi, bu esa bank sohasida ragobat va xavfsizlikni kuchaytiradi. Bundan
tashgari, SWIFT xizmatlaridan foydalanadigan muassasalar SWIFT Mijoz
xavfsizligi dasturiga (SWIFT CSP) muvofig bo‘lishi kerak va ISO/IEC 27001
moliyaviy ma’lumotlar bilan ishlashda xavfsizlik xatarlarini boshgarish uchun asos
yaratadi.

O‘zbekistonda moliyaviy bargarorlikni ta’minlashga qaratilgan qator
me’yoriy-huquqiy hujjatlar ishlab chigilgan. 2022-yil 15-aprelda kuchga kirgan
“Kiberxavfsizlik to‘grisida”gi qonun (O‘RQ-764-son) va 1994-yil 22-sentabrdagi
O‘zbekiston Jinoyat kodeksi (2012-XIlI-son), 2024-yil 21-fevraldagi so‘nggi
o‘zgartishlari shular jumlasidandir. Yuqoridagilar kabi, 1994-yil 22-sentyabrda
gabul gilingan O‘zbekistonning Ma’muriy javobgarlik to‘g-risidagi kodeksi (2015-
Xl1-son, 2024-yil 29-fevralda gayta ko‘rib chigilgan), 2019-yil 2-iyuldagi “Shaxsiy
ma’lumotlar to‘g‘risida”gi Qonun (O‘RQ-547-son) va 2003-yil 30-avgustdagi
“Bank siri to‘g‘risida”gi Qonun (Ne 530-I1, oxirgi marta 2023-yil 28-noyabrda va
2022-yil 11-aprelda ozgartirilgan), muhim nizomlar gatoriga 1996-yil 25-apreldagi
“Banklar va bank faoliyati to‘g‘risida”gi (216-1-son, 2024-yil 21-fevralda gayta
ko‘rib chigilgan), 2019-yil 1-noyabrdagi “To‘lovlar va to‘lov tizimlari to‘g‘risida”gi
Qonun (O‘RQ-578-son, 2024-yil 7-fevralda o‘zgartirilgan) va 2004-yil 26-
avgustdagi “Jinoyat faoliyatidan olingan daromadlarni legallashtirishga qarshi
kurashish to‘g‘risida”gi Qonun (660-11-son, oxirgi marta 2023-yil 28-noyabrda
yangilangan), “Sug‘urta faoliyati to‘g‘risida”gi Qonun (O‘RQ-730-son, 2021-yil
23-noyabrda Kiritilgan), O‘zbekiston Respublikasi Prezidentining 2020-yil 12-
maydagi “2020-2025-yillarda O<zbekiston bank tizimini isloh gilish strategiyasi
to‘g‘risida”gi (PF-5992-son qgarori, unga o‘zgartish va go‘shimchalar 2023-yil 12-
iyulda kiritildi), O‘zbekiston Markaziy bankining 2020-yil 30-iyundagi “To‘lov
tizimlarida axborot xavfsizligini tartibga solish to‘g‘risida”gi 3268-son garori va
2020-yil 15-fevraldagi 3/13-sonli “Elektron pullarni mamlakatimizda tartibga solish
to‘g‘risida”gi qarorlarni shular jumlasiga kiritsa bo‘ladi.

4 Hasham, S., Joshi, S., & Mikkelsen, D. (2019, October). Risk Practice: Financial crime and fraud in the age of
cybersecurity. Mc Kinsey & Company.
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Mazkur dissertatsiyada tagdim etilgan tadgiqot natijalari O°‘zbekiston
Respublikasi Prezidentining 2023-yil 30-noyabrdagi “Raqgamli mahsulotlar
(xizmatlar) iste‘molchilari huquglarini himoya qilishni kuchaytirish va ragamli
texnologiyalar orgali sodir etiladigan huquqgbuzarliklarga garshi kurashish choralari
to‘g‘risida”gi PQ-381-son qarori mazmun-mohiyatiga mos keladi. Iqgtisodiyot
sektori tranzaktsiyalarning sifati va xavfsizligini ta’minlaydigan elektron tijorat
platformalari, ragamli xizmatlar va moliyaviy texnologiyalar hisobiga tez sur‘atlar
bilan kengaydi. Shu bilan birga, bank Kkartalarini o‘g‘irlash va firibgarlik
holatlarining ko‘payishi aholining ragamli moliyaviy savodxonligi yetarli emasligi,
huqugni muhofaza giluvchi organlarning malakasi yetarli emasligi, tijorat banklari,
to‘lov tashkilotlari va to‘lov tizimlari operatorlarida gonunbuzarliklarning oldini
olish bo‘yicha zamonaviy tizimlar mavjud emasligini ko‘rsatmoqda.

Tadgigotning respublika fan va texnologiyalarni rivojlantirishning
ustuvor yo‘nalishlariga muvofigligi. Dissertatsiya tadgiqoti respublika fan va
texnologiyalari rivojlanishining I. “Axborotlashgan jamiyat va demokratik davlatni
1jtimoty, huquqiy, iqtisodiy, madaniy, ma’naviy-ma’rifiy rivojlantirishda
innovasion g‘oyalar tizimini shakllantirish va ularni amalga oshirish yo‘llar1”
ustuvor yo‘nalishiga muvofiq bajarilgan.

Muammonining o‘rganilganlik darajasi. Moliyaviy jinoyatlar nogonuniy
faoliyatni amalga oshirish uchun texnologiyadan foydalanishni o‘z ichiga oladi.
Adabiyotlarni ko‘rib chigish gismida quyida keltirilganidek, mavjud ilmiy
tadgigotlar va ularning natijalari ko‘rib chigiladi. Turli yurisdiktsiyalarda ushbu
tizimlarning samaradorligini baholash, shuningdek, ularning kibertahdidlarning tez
rivojlanayotgan tabiatiga moslashishi juda muhim rol o‘ynaydi (Saeed va boshq.,
2023). Transchegaraviy Kkiberjinoyatlarni tekshirishning huqugiy muammolari
hagida tushuncha beradigan Fran (2022) ishi kabi kiber bargarorlikni oshirishda
xalgaro hamkorlikning giyinchiliklari va muvaffagiyatlari (Fran Casino va boshq.,
2022). Huquagiy tizimlarning o‘zaro muvofigligi va moliyaviy elektron jinoyatlarni
ta’gib gilishni va oldini olishni soddalashtirishi mumkin bo‘lgan yagona tartibga
solish yondashuvi imkoniyatlariga e“tibor garatish lozim (Spapens, Peters & Daele,
2015).

Kiberxavfsizlik texnologiyalarini, shu jumladan blokcheynva sun‘iy intellektni
ishlab chiqish va joriy etish bo‘yicha tadgigotlar ularning elektron jinoyatlarning
oldini olishdagi samaradorligi tahlil gilinishi kerak (Ferrag, Maglaras va Benbouzid,
2023).

Muhim manbalar gatoriga texnologiyaning kiber jinoyatlarni amalga oshirish
va ularga garshi kurashishdagi rolini muhokama gilgan (Bellasio va boshq., 2020)
hamda texnologiyaning moliyaviy bargarorlikka ta’sirini o‘rgangan (Lu, He, & Yan,
2022) asarlari kiradi. Turli mamlakatlar va xalgaro tashkilotlarning siyosiy
tashabbuslari moliyaviy elektron jinoyatlarning oldini olishga garatilgan (McDowell
& Novis, 2001).

Masalan, moliyaviy elektron jinoyatlarni kamaytirishdagi ta’sirini tushunish
uchun Pul yuvishga qgarshi kurashish bo‘yicha moliyaviy chora-tadbirlar guruhi
(FATF)ning pul yuvish va terrorizmni moliyalashtirishga garshi kurash bo‘yicha
tavsiyalari ko‘rib chigilishi mumkin (Schott, 2006). Bu Xalgaro valyuta jamg‘armasi
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(XVJ) va Jahon banki kabi xalgaro moliya institutlarining kiber tahdidlarning global
moliyaviy tizimlarga igtisodiy oqibatlarini tahlil giluvchi hisobotlarini o‘rganishni
0°z ichiga oladi (Gulyas & Kiss, 2023).

O‘zbekiston Respublikasi olimlarining tegishli adabiyotlar sharhi sifatida
Rivojlanayotgan kapital bozorlarining institutsional va huquqiy asoslari: MDH
mamlakatlari tajribasi (Said G‘ulomov, I. Rustambekov, Boboqulov I. I., Eshmatova
Feruza Farxodovna, Safarov Nurbek Abdivalievich, Tillaboyev Mirzatillo
Alisherovich, Umarxonova D. Sh., G‘afurova S. A., Tursunov Husan Mirzaevich,
Shukurov Xolbek Nazarovich, D. Sh. Umarxonova, Qodirqulov A.O., V. A.
Ortiqova, Mirzairova S. Z., A. A. Qosimova, Sh. Sh. Mirzaev, H. A. Qazogxonov,
Azimov M. M., Qaxarov S. R.

Ragamli moliyaviy jinoyatlarga garshi kurashda texnologik yutuglar va xalgaro
huquqgiy bazalarning keng yoritilishiga garamay, adabiyotlar bir gancha muhim
kamchiliklarni  ochib beradi. Huquqgiy tizimlarning tez rivojlanayotgan
texnologiyalarga moslashuvi, xususan, kiberjinoyatchilikning yangi shakllariga
garshi kurashish uchun amaldagi gonunlar yetarli darajada o‘rganilmaganligi shular
jumlasidan hisoblanadi. Bundan tashqgari, xalgaro hamkorlikning ahamiyati e‘tirof
etilgan bo‘lsa-da, turli yurisdiktsiyalarda bunday hamkorlikning samaradorligi va
ularning moliyaviy bargarorlikka ta’siri bo‘yicha batafsil tahlillar mavjud emas.
Bundan tashgari, adabiyotda tartibga solishning yagona yondashuvlarini qo‘llash
mumkinligi hagida taxminlar bildirilgan bo‘lsa ham, ammo ularning amalga
oshirilishi, aynigsa turli huquqiy tizimlarga ega bo‘lgan global kontekstda yetarlicha
muhokama qilinmagan. Ushbu bo‘shliglar ragamli igtisodiyotda elektron
jinoyatlarga garshi samarali kurashish uchun texnologik innovatsiyalar, huquqiy
moslashuvlar va xalgaro tartibga solish harakatlari o‘rtasidagi dinamik o‘zaro
ta’sirni keng gamrovli tadqiq qilish zarurligini ta’kidlaydi.

Dissertatsiya tadqiqotining dissertatsiya bajarilayotgan oliy ta’lim
muassasasining ilmiy-tadqgiqot rejalari bilan bog‘ligligi. Elektron moliyaviy
jinoyatlarga qgarshi kurashni tartibga solish strategiyalariga bag‘ishlangan
dissertatsiya tadqigoti Toshkent davlat yuridik universitetining huquqiy asoslarni
rivojlantirish va ragamli davrda moliyaviy bargarorlikni ta’minlashga bag‘ishlangan
tadgiqot rejalari bilan uzviy bog‘ligdir.

Tadqgigot magsadi moliyaviy jinoyatlarga garshi kurashning tartibga solish
strategiyalarini aniglash va ragamli igtisodiyot uchun bargarorlikni mustahkamlashga
garatilgan ilmiy asoslantitilgan taklif va tavsiyalar ishlab chigishdan iborat.

Tadgqiqot vazifalari:

ragamli aloga, ragamli iqtisodiyot va transmilliy kiber tahdidlarning o‘sishini

tahlil gilish;

elektron jinoyatlarning moliyaviy tizim barqgarorligi va ragamli igtisodiyot
rivojlanishiga ta’sirini o‘rganish;

tartibga solish tamoyillari va yondashuvlarini belgilash;

global institutsional tartibga solish standartlari mohiyatini oydinlashtirish;

ragamli igtisodiyotda kiberxavflarni boshqarishdagi giyinchiliklarni aniglash;

transchegaraviy elektron jinoyatlar monitoringi, tergov va ta’gibga e‘tibor
garatish;



sud jarayoni va tergovning jahon standartlarini tushuntiring;

milliy goidalar va javobli choralarni uyg unlashtirish;

davlat, xususiy va fugarolik sektorlaridagi sheriklikning rolini tasniflash;

kiberjinoyat ta’sirini sug‘urtalash va qoplash;

gonunchilik bazasi va hugugni qo‘llash amaliyotini takomillashtirish bo‘yicha
taklif va tavsiyalar ishlab chigishdan iborat.

Tadqgigot obyekti ragamli iqtisodiyotning bargarorligini oshirish magsadida
xalgaro me‘yoriy-huquqiy bazani va uning elektron moliyaviy jinoyatlarga garshi
kurashdagi samaradorligini aniglash va tahlil gilishdan iborat.

Tadqigot predmetini tez o°zgaruvchan ragamli moliyaviy landshaft sharoitida
mavjud chora-tadbirlarni aniglash va tahlil gilish, bo‘shliglarni aniglash va joriy
strategiyalarning samaradorligini baholash tashkil etadi.

Tadgqiqot usullari. Tadgigot olib borishda giyosiy-huquqgiy tadgiqot, tarixiy,
ilmiy manbalarni kompleks tadgiq etish, mantiqgiy tahlil etish, umumlashtirish,
tizimli yondashuv, empirik tadgigotlar hamda muammoli vaziyatlar (case law)
tahlili kabi usullardan foydalanildi.

Tadgiqgotning ilmiy yangiligi quyidagilarni oz ichiga oladi.

O‘zbekiston Respublikasining Ma’muriy javobgarlik to‘g‘risidagi kodeksiga
mobil qurilmalarning xalgaro identifikatsiya kodini yoki abonent qurilmasini
identifikatsiya qilish modulini qonunga xilof ravishda o‘zgartirganlik, kriptoaktivlar
muomalasi sohasidagi gonun hujjatlarini buzganlik va konchilik faoliyatini nogonuniy
amalga oshirganlik uchun ma’muriy javobgarlikni qo'llashga oid takliflar
asoslantirilgan;

“Internet global axborot tarmog‘iga to‘siqlarsiz kirish uchun zarur shart-
sharoitlarni yaratish, milliy internet makonida kiberxavfsizlikni ta’minlash va
fugarolarning internetdan foydalanish savodxonligini oshirishga oid normalarni
gonunchilikda belgilash zarurati asoslantirilgan;

vakolatli davlat organi o‘z vakolatlari doirasida muhim axborot infratuzilmasi
kiberxavfsizligini ta’minlash sohasidagi xalqaro tadbirlarda ishtirok etishi va xalgaro
shartnomalarga muvofiq kiberxavfsizlik tahdidlari va hodisalari to‘g‘risida ma’lumot
almashishiga oid norma kiritilshi asoslantirilgan;

“elektron (raqamli) dalillar” tushunchasini, elektron dalillarni aniqlash,
to‘plash, tekshirish, tekshirish, baholash, qayd etish, saqlash tartiblarini, shuningdek
ishtirokchilarning huquq va majburiyatlarini belgilash zaruriyatiga oid takliflari, ushbu
jarayonlarda axborot texnologiyalaridan foydalangan holda sodir etilgan jinoyatlar
bo‘yicha majburiy videoyozuvdan foydalangan holda, guvohlar ishtirokisiz
Kibermakonda tintuv va tekshirishlar o‘tkazish tartibini belgilash, shuningdek,
axborotda ragamli barmoq izlarini saqlashda ma’lumotlarni saqlash bo‘yicha aniq
talablarni (axborot turlarini) belgilash to‘g‘risidagi takliflar ilmiy jihatdan
asoslantirilgan.

Tadgigotning amaliy natijalari quyidagilardan iborat:

elektron moliyaviy jinoyatlarga garshi kurashish va ragamli igtisodiyotning
barqarorligini oshirish bo‘yicha xalqaro tartibga solish strategiyalari uchun yo‘l
xaritasini tagdim etish asoslantirilgan;



mijozlarni  zarur tekshirishni kuchaytirish va shaxsiy ma’lumotlar
o‘g‘irlanishining oldini olish magsadida robotlar va xavfsiz raqamli identifikatsiya
yechimini joriy etish orgali real vaqt rejimida tranzaktsiyalarni monitoring qilish,
axborot almashish va hisobot berish talablarini joriy etish uchun boshga
mamlakatlarning tegishli organlari bilan hamkorlik mexanizmlarini yaratish
magsadga muvofigligi asoslab berilgan;

moliyaviy ma’lumotlar va bank ma’lumotlarini “Moliyaviy ma’lumotlar”
toifasiga kiritish uchun kuchaytirilgan himoya talab etilishi, ruxsatsiz uchinchi
shaxslar tomonidan bank ma’lumotlarini gayta ishlashni aniq tagiglanishini
ta'minlash magsadida moliyaviy ma’lumotlar va bank ma’lumotlariga ruxsatsiz
kirish, noto‘g‘ri foydalanish yoki nogonuniy targatish uchun jiddiy jarimalarni joriy
etish asoslantirilgan;

virtual aktivlar bilan operatsiyalarni jo‘natuvchi va oluvchi to‘g‘risida tegishli
ma’lumotlarni almashish uchun kripto-aktivlar bilan operatsiyalarni amalga
oshirishda mijozlar to‘g‘risidagi ma’lumotlarni to‘plash va uzatishni talab qilish
bo‘yicha goidani kiritish ilmiy jihatdan asoslantirilgan;

sug‘urta kompaniyalaridan hayot va umumiy sug‘urta sektorlari bo‘ylab
ishonchli  kiberxavfsizlik choralarini va ragamli operatsiyalari va elektron
tranzaktsiyalari uchun ma’lumotlarni himoya qilishni nazorat qilishni talab
giladigan goidalarni joriy etish asoslantirilgan.

Tadqiqgot natijalarining ishonchliligi xalgaro huquq goidalari va tanigli
mualliflarning ilmiy maqolalaridagi ma‘lumotlarga asoslanganligi sababli sezilarli
darajada yaxshilandi, tadgigot xulosalari aniq belgilangan printsiplarga va dinamik
ragamli moliyaviy tahdidlarni o‘rganishda izchil va takror tekshirilgan
ma’lumotlarga asoslandi.

Tadgiqgot natijalarining ilmiy va amaliy ahamiyati. Tadgiqot ragamli
iqtisodiyotda kiberjinoyatlarni boshgarishning nazariy va amaliy jihatlariga katta
hissa go‘shadi.

Nazariy jihatdan, u xalgaro me‘yoriy-huquqiy bazalardagi kamchiliklarni
aniglash va yaxlit ko‘p yurisdiksiyali boshgaruv yondashuvi zarurligini ta’kidlab,
ilmiy (akademik) doktrinani kengaytiradi.

Amaliy jihatdan u siyosatchilar va amaliyotchilarga kiberjinoyatlarga garshi
kurashish bo‘yicha samarali siyosiy va texnologik chora-tadbirlarni amalga oshirish
bo‘yicha amaliy tushunchalarni tagdim etadi.

Tadgigot natijalarining joriy gilinishi. Tadgigot natijalaridan quyidagilarda
foydalanilgan:

mobil qurilmalarning xalgaro identifikatsiya kodini yoki abonent qurilmasini
identifikatsiya gilish modulini gonunga xilof ravishda o‘zgartirganlik, kriptoaktivlar
muomalasi sohasidagi qonun hujjatlarini buzganlik va konchilik faoliyatini
noqonuniy amalga oshirganlik uchun ma’muriy javobgarlik to‘g‘risidagi takliflar
O‘zbekiston Respublikasining Ma’muriy javobgarlik to‘g‘risidagi kodeksining 155-
moddasi 3-gismi va 155-moddasining “a” bandlarini shakllantirishda foydalanilgan
(O‘zbekiston Respublikasi Oliy Majlis Qonunchilik palatasining 2024y-yil 20-
martdagi dalolatnomasi). Bu taklif kriptoaktivlar muomalasi sohasidagi gonun
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hujjatlarini buzganlik va konchilik faoliyatini nogonuniy amalga oshirishga samarali
ta'sir chorasi bo'lishga xizmat gilgan;

Internet global axborot tarmog‘iga to‘siglarsiz kirish uchun zarur shart-
sharoitlarni yaratish, milliy internet makonida kiberxavfsizlikni ta’minlash va
fugarolarning internetdan foydalanish savodxonligini oshirish bo‘yicha ilmiy
asoslangan taklifi. O‘zbekiston Respublikasi Prezidentining 2023-yil 11-sentabrdagi
“Ofzbekiston — 2030 strategiyasi to‘g‘risida”gi PF-158-son Farmoni bilan
tasdiglangan “O‘zbekiston — 2030 strategiyasi ishlab chiqilishida foydalanilgan
(O°zbekiston  Respublikasi  Adliya vazirligining 2024-yil  5-avgustdagi
dalolatnomasi). Bu taklif milliy internet makonida kiberxavfsizlikni ta’minlash va
fugarolarning internetdan foydalanish savodxonligini oshirishga xizmat gilgan;

vakolatli davlat organi o°‘z vakolatlari doirasida muhim axborot
infratuzilmasi kiberxavfsizligini ta’minlash sohasidagi xalqaro tadbirlarda ishtirok
etishi va xalgaro shartnomalarga muvofig kiberxavfsizlik tahdidlari va hodisalari
to‘g‘risida ma’lumot almashishi bilan bog'liq takliflar O‘zbekiston Respublikasi
Prezidentining 2023 yil 11-sentabrdagi «O‘zbekiston Respublikasining muhim
axborot infratuzilmasi obyektlari kiberxavfsizligini ta’'minlash tizimini
takomillashtirish bo‘yicha qo‘shimcha chora-tadbirlar to‘g‘risida»gi Ne PQ-167-son
Qarori bilan tasdiglangan O‘zbekiston Respublikasi muhim axborot infratuzilmasi
obyektlarining kiberxavfsizligini ta’minlash tartibi to‘g‘risidagi Nizomning
8-bandini ishlab chiqgishda foydalanilgan (O‘zbekiston Respublikasi Adliya
vazirligining 2024-yil 5-avgustdagi dalolatnomasi). Bu taklif axborot infratuzilmasi
kiberxavfsizligini ta’minlash sohasidagi xalqaro tadbirlarda ishtirok etishi va
xalgaro shartnomalarga muvofiq kiberxavfsizlik tahdidlari va hodisalari to‘g‘risida
ma’lumot almashishini yanada soddalashtirishga xizmat qilgan;

“elektron (raqamli) dalillar” tushunchasini, elektron dalillarni aniqlash,
to‘plash, tekshirish, tekshirish, baholash, qayd etish, saglash tartiblarini, shuningdek
ishtirokchilarning huqug va majburiyatlarini belgilash zaruriyatiga oid takliflari,
ushbu jarayonlarda axborot texnologiyalaridan foydalangan holda sodir etilgan
jinoyatlar bo‘yicha majburiy videoyozuvdan foydalangan holda, guvohlar
ishtirokisiz kibermakonda tintuv va tekshirishlar o‘tkazish tartibini belgilash,
shuningdek, axborotda ragamli barmoq izlarini saqlashda ma’lumotlarni saqlash
bo‘yicha aniq talablarni (axborot turlarini) belgilash to‘g‘risidagi takliflar
O<zbekiston Respublikasi Prezidentining 2023-yil 30-noyabrdagi “Ragamli
mahsulotlar (xizmatlar) iste‘molchilari huquqglarini himoya qilish va raqamli
texnologiyalar vositasida sodir etiladigan huquqgbuzarliklarga garshi kurashishni
kuchaytirish choralari to‘g‘risida”gi PQ-381-son garori bilan tasdiglangan “Ragamli
texnologiyalar vositasida sodir etiladigan huqugbuzarliklarga garshi kurashish va
ragamli mahsulotlar (xizmatlar) iste‘molchilari huquqlarini himoya qilish tizimini
takomillashtirish bo‘yicha” YO‘L XARITASIning 8-bandini ishlab chigishda
foydalanilgan (O‘zbekiston Respublikasi Adliya vazirligining 2024-yil 5-avgustdagi
dalolatnomasi) Bu taklif elektron dalillarni aniqlash, to‘plash, tekshirish, tekshirish,

11



baholash, gayd etish, saglash tartiblarini, shuningdek ishtirokchilarning huquq va
majburiyatlarini belgilash, kibermakonda tintuv va tekshirishlar o‘tkazish tartibini
belgilash, shuningdek, axborotda ragamli barmoq izlarini saglashda ma’lumotlarni
saglash bo‘yicha aniq talablarni (axborot turlarini) belgilashga xizmat gilgan.

Tadqiqgot natijalarining aprobatsiyasi universitet va milliy hamda xalgaro
anjumanlardagi ma’ruza va taqdimotlarda oz aksini topgan.

Tadgigot natijalarining e'lon gilinganligi. Dissertatsiya mavzusi bo‘yicha
tadgigot natijalari 2 ta milliy va 5 ta xalqaro anjumanlarda e‘lon gilingan. Bundan
tashqari, tadgiqot natijalari 2 ta monografiya, 1 ta milliy jurnal va 19 ta xalgaro
jurnallarda (shu jumladan 4 tasi Scopus bazasida) chop etilgan.

Dissertatsiyaning tuzilishi va hajmi. Dissertatsiya tarkibi kirish, uchta bob,
xulosa va foydalangan adabiyotlar ro‘yxatidan iborat. Dissertatsiyaning hajmi 153
betni tashkil etadi.

DISSERTASINING ASOSIY MAZMUNI

Dissertatsiyaning kirish qgismida (doktorlik dissertatsiyasi annotatsiyasi)
tadgigot mavzusining dolzarbligi va zarurligi, tadgigotning fan va texnika
rivojlanishining asosiy  ustuvor yo‘nalishlariga  mosligi, muammoning
o‘rganilganlik darajasi, ilmiy tadgiqot mavzusining dolzarbligi ko‘rsatilgan. ilmiy-
tadgigot muassasasiga dissertatsiya, magsad va vazifalar. tadgigotning ob‘ekti va
predmeti, usullari, ilmiy yangiligi va amaliy natijalari, tadgiqot natijalarining
ishonchliligi, ilmiy va amaliy ahamiyati, ularni joriy etish, tadgigot natijalarini
aprobatsiya qgilish, natijalarni nashr etish, dissertatsiyaning hajmi va tuzilishi hagida
ma’lumotlar keltirilgan.

Dissertatsiyaning “Ragamli igtisodiyotda transchegaraviy elektron jinoyat
xavfini kontseptsiyalash va optimal tartibga solish” deb nomlangan birinchi
bobida transchegaraviy elektron jinoyatlarning tabiati va ko‘lami, ularning potensial
ogibatlari, shuningdek ularga garshi samarali kurashish uchun zarur bo‘lgan
me‘yoriy-huquqgiy bazaga bag‘ishlangan. Xalgaro dasturlar va nodavlat
subyektlarning milliy siyosatga ta’sirini tan oladigan transmilliy siyosatni
rivojlantirish nazariyasiga asoslanib, ushbu bobda ragamli asrda igtisodiy, ijtimoiy-
madaniy va siyosiy transmilliyizm o‘rtasidagi munosabatlar organiladi.

Ragamli igtisodiyotning texnologik taraqgiyot va global ulanish tufayli jadal
o‘sishi korxonalar va jismoniy shaxslarning chegaralar orgali tranzaktsiyalarni
amalga oshirish usullarini o‘zgartirdi. Birog, bu evolyutsiya, shuningdek, moliyaviy
tizimlar, iste‘molchilar huquglarini himoya qilish va iqtisodiy bargarorlik uchun
jiddiy xavf tug“diruvchi transmilliy kibertahdidlarning yangi turini keltirib chigardi.
Shaxsga doir ma’lumotlarni o‘g‘irlash, fishing, tovlamachi dastur hujumlari va
xakerlik kabi transchegaraviy elektron jinoyatlar ragamli infratuzilmalardagi
zaifliklardan foydalanadi, milliy chegaralar va yurisdiktsiyalardan tashgariga
chigadi.

Ragamli igtisodiyot: ragamli texnologiyalar va elektron
kommunikatsiyalardan, jumladan, elektron tijorat, ragamli marketing va moliyaviy
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texnologiyalardan foydalanishga asoslangan iqtisodiy va tijorat faoliyatining keng
spektri.

Transchegaraviy elektron jinoyatlar: Milliy chegaralar orgali jinoyatlar
sodir etish yoki ularni osonlashtirish uchun internet va tarmogga ulangan
kompyuterlardan foydalanadigan noqonuniy harakatlar, masalan, shaxsiy
ma’lumotlarni o‘g‘irlash, sanoat josusligi va kredit kartalaridagi firibgarlik.

Transmilliy siyosatni rivojlantirish: g‘oyalar, ma’lumotlar, odamlar va
resurslarning transchegaraviy ogimi, an‘anaviy milliy chegaralardan oshib, inson va
ijtimoiy rivojlanish bilan bog‘lig siyosatni shakllantirish.

Chegarasiz dunyo nazariyasi: integratsiyalashgan global igtisodiyotda milliy
chegaralarning ahamiyatini pasaytirish, xalgaro chegaralar orgali resurslar, kapital,
mehnat va texnologiyaning cheklanmagan ogimini osonlashtirish.

Tavakkalga asoslangan va moslashuvchan tartibga solish yondashuvlari:
turli mamlakatlarning turli imkoniyatlari va noyob moliyaviy landshaftlarini hisobga
olgan holda global standartlarni ilgari surish bilan birga mahalliy voqgelikka tartibga
solish.

Dissertatsiyaning “Ragamli igtisodiyotda transchegaraviy elektron jinoyat
xavfini kontseptsiyalash va optimal tartibga solish” nomli birinchi bobida turli
manbalardan, jumladan Buyuk Britaniya Bosh Politsiya xodimlari assotsiatsiyasi
(ACPO), OECD va Jahon banki kabi tashkilotlarning hisobotlari, shuningdek,
ragamli iqgtisodiyot, kiberjinoyatchilik va xalgaro hamkorlik asoslari bo‘yicha
akademik adabiyotlardan olingan. Unda transchegaraviy elektron jinoyatlar keltirib
chigaradigan huquqiy va tartibga solish muammolari, ushbu tahdidlarni qo‘llab-
quvvatlash va ularga garshi kurashishda paydo bo‘layotgan texnologiyalarning roli
hamda global standartlar va gonunlarni uyg-‘unlashtirish zaruriyati ko‘rib chigiladi.

Dissertatsiyaning “Transchegaraviy elektron jinoyatlarning xalgaro
huquqiy qoidalari” deb nomlangan ikkinchi bobida xalgaro huquqiy tartibga
solishning murakkab sohasi va transchegaraviy elektron jinoyatlar Kkeltirib
chigaradigan muammolar muhokama qilinadi. Bu ragamli asrda yurisdiktsiya,
tergov, ta’qib qilish va gonuniy jarayonni saglashning muhim jihatlarini o‘rganadi.
Ushbu bobda kibermakonning chegarasiz tabiatidan kelib  chigadigan
murakkabliklarni bartaraf etish uchun turli huguqiy bazalar, xalgaro shartnomalar va
ilmiy ishlarga asoslanadi.

Yurisdiktsiya: davlat yoki sudning o‘z hududi yoki predmeti doirasidagi
ishlarni boshgarish va hal gilish uchun gonuniy vakolati.

Komplementarlik: Xalgaro jinoyat sudining (XJS) xalgaro jinoyatlarni ta’qib
etishda milliy sud tizimlarini to‘ldiruvchi rolini belgilovchi printsip (Rim statuti).

Tegishli jarayon: sud protsessida adolat, xolislik va shaxs huquglarini himoya
gilishni ta’minlaydigan asosiy huquqgiy tamoyil.

Kiberjinoyatlar bo‘yicha Budapesht konventsiyasi: milliy gonunlarni
uyg‘unlashtirish, hamkorlikni mustahkamlash va kiberjinoyatchilikka qarshi
kurashish uchun huquqiy asos yaratishga garatilgan innovatsion xalgaro shartnoma.

Ekstraditsiya: ayblanuvchi yoki mahkum shaxsni sud jarayoni yoki jazo
uchun bir yurisdiksiyadan boshqgasiga o‘tkazish.
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“Tizimli bargarorlik uchun boshgaruv asoslari” deb nomlangan uchinchi
bobida turli huqugiy nazariyalar va tamoyillarga, jumladan, davlat suvereniteti
kontseptsiyasiga (Jan Bodin, Tomas Xobbs), bir-birini to‘ldirish doktrinasiga (Rim
statutiga) va gonuniy jarayon tamoyillariga (Magna Karta, Edvard Il nizomi)
asoslanadi. Shuningdek, u kiberjinoyat yurisdiktsiyasi (Brenner, 2004; Clough,
2010) va internetning chegarasiz tabiati (Goldsmith & Wu, 2006) Kkeltirib
chigaradigan muammolarga oid ilmiy ishlarga asoslanadi. Bu bobda
Kiberjinoyatchilik to‘g‘risidagi Budapesht konventsiyasi (Yevropa Kengashi, 2001 -
yil), Birlashgan Millatlar Tashkilotining Transmilliy uyushgan jinoyatchilikka
garshi konventsiyasi (UNTOC) kabi xalgaro shartnoma va konventsiyalarga va Arab
Davlatlari Ligasining Axborot texnologiyalari sohasidagi jinoyatlarga garshi kurash
to‘g‘risidagi konventsiyasi kabi mintagaviy kelishuvlarga havola qilingan. (2010).

Onlayn to‘lovlar, ma’lumotlar maxfiyligi va kiberjinoyat yurisdiktsiyasini
tartibga solish murakkab va ko‘p qirrali masala bo‘lib, xavfsizlik, innovatsiyalar va
individual huquglarning ragobatdosh manfaatlarini hal gilish uchun muvozanatli
yondashuvni talab giladi. Ushbu bobda xalgaro hamkorlik zarurligi, yagona
qonunchilik bazasini yaratish hamda ma’lumotlar xavfsizligini ta’minlash bo‘yicha
mustahkam chora-tadbirlar, shaffoflik va shaxsiy ma’lumotlar ustidan
foydalanuvchi nazorati ustuvorligiga urg‘u berilgan.

Shuningdek, bobda kiberjinoyatlarga garshi kurashda mamlakatlar duch
keladigan muammolar, masalan, resurslarning cheklanganligi, yurisdiksiyaning
murakkabligi, kadrlar tayyorlashning kamchiliklari va eskirgan gonunchilik asoslari
yoritilgan. Unda gonunchilik sohasidagi islohotlar, jumladan, huqugni muhofaza
qgilish organlarining xalgaro hamkorligini mustahkamlash, ixtisoslashtirilgan kadrlar
tayyorlashga sarmoya Kiritish, texnologik taragqiyotga hamnafas bo‘lish uchun
gonunchilik bazasini uyg‘unlashtirish muhimligi ta’kidlanadi. Bundan tashqari, bob
sud jarayonlarida adolat va xolislikni kafolatlovchi asosiy huqugiy tamoyil bo‘lgan
gonuniy jarayonni ta’minlash muhimligini yana bir bor tasdiglaydi. Huquqgni
muhofaza qilish va sud jarayonlarida texnologiyalardan tobora ko‘proq foydalanish
bilan bog‘lig muammolarni tan oladi, bu esa shaxsiy daxlsizlik huquqlari va tegishli
tartib-goidalarning hurmat qilinishini ta’minlash uchun anig huquqiy asoslar va
protokollarni talab giladi.

Kiberxavfsizlik sohasida “Tizimli barqgarorlik uchun boshqaruv asoslari”
deb nomlangan uchinchi bobida dissertant kiberxavfsizlikni kuchaytirish va
Kibertahdidlar keltirib chigaradigan muammolarni hal gilish uchun hukumatlar,
xalgaro tashkilotlar va xususiy sektor tomonidan o‘rnatilgan turli siyosatlar,
strategiyalar va asoslarni o‘rganadi. Ushbu bob uchta asosiy jihatni o‘rganadi: milliy
goidalar va javob choralarini uyg‘unlashtirish, davlat, xususiy va fugarolik sektorlari
bo‘ylab hamkorlikni rivojlantirish hamda kiberjinoyatlar ogibatlarini yumshatishda
sug‘urta va kompensatsiyaning roli.

Kiberxavfsizlik: tizimlar, tarmoqlar, dasturlar, qurilmalar va ma’lumotlarni
kiberhujumlardan himoya qilish uchun texnologiyalar, jarayonlar va boshgaruv
vositalarini qo‘llash (O‘zbekiston Respublikasining “Kiberxavfsizlik to‘g‘risida”gi
Qonuni).
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Maxfiylik, yaxlitlik, mavjudlik, haqigiylik va rad etmaslik:
kiberxavfsizlikning beshta asosiy tamoyillari (matnda eslatib o‘tilgan).

Milliy kiberxavfsizlik strategiyasi: boshgaruv, xatarlarni boshqarish,
tayyorlik, chidamlilik, muhim infratuzilmani himoya qilish, imkoniyatlarni oshirish,
gonunchilik asoslari va xalgaro hamkorlikni ta’kidlagan holda mamlakatning
kiberxavfsizligini oshirishga garatilgan kompleks yondashuv (Milliy kiberxavfsizlik
strategiyasining ilg‘or amaliyoti).

Boshgaruv tuzilmalari: kiberxavfsizlikni kuchaytirish va kibertahdidlarga
garshi kurashish uchun yaratilgan siyosat, strategiya va asoslar.

Ushbu bob tizimli kiberbardoshlilik uchun boshgaruv tizimini o‘rganishda bir
nechta asosiy nazariy asoslar va adabiyotlarga tayanadi. U keng gamrovli milliy
yondashuvni tavsiflovchi Milliy kiberxavfsizlik strategiyasining ilg‘or amaliyotiga,
shuningdek, Xalgaro elektraloga ittifogining Milliy kiberxavfsizlik strategiyasini
ishlab chigish bo‘yicha qo‘llanmasiga havola qilinadi. UNCAC tomonidan
tayyorlangan Birlashgan Millatlar tashkilotining UNCAC va xususiy sektor
fugarolik jamiyati go‘llanmasi fugarolik jamiyatining xususiy sektorni korrupsiyaga
garshi harakatlarga jalb gilishdagi rolini ta’kidlaydi. Kiberxavfsizlikda samarali
boshgaruv bo‘yicha qo‘llanma xavfsizlik sektorini boshgarish tamoyillarini
kibermakonda qo‘llashga urg‘u beradi. Buyuk Britaniya hukumatining Fugarolik
jamiyati strategiyasi fugarolik jamiyati tashkilotlari bilan hamkorlik gilish modelini
tagdim etadi. Microsoftning oq qog‘ozi Prinsipialmilliy kiberstrategiyalarni himoya
qgiladi.

Ushbu bob ragamli dunyoni himoya gilish hukumatlar, xalgaro tashkilotlar va
sanoatning turli sohalardagi muvofiglashtirilgan yondashuvini talab giladi, degan
xulosaga keladi. Unda kiberxavfsizlik tamoyillari, boshqgaruv asoslari, risklarni
boshqarish, tayyorlik, chidamlilik va qonunchilik asoslari muhimligini ta’kidlaydi.
Shuningdek, bobda xalgaro tashkilotlarning global hamkorlikni rivojlantirish, texnik
yordam Kko‘rsatish va kiberxavfsizlik bargarorligini oshirish siyosatini ishlab
chigishdagi roli ta’kidlangan.

Ushbu bobda elektron jinoyatlarga garshi kurashda davlat, xususiy va fugarolik
sektorlari o‘rtasidagi hamkorlikning ahamiyati, shuningdek, kibersug‘urtaning
Kiberjinoyatlarning moliyaviy ogibatlarini yumshatishdagi roli ta’kidlangan. Bob
rivojlanayotgan mamlakatlarda turli xil milliy standartlar, huqugiy an‘analar,
yurisdiksiyamurakkabligi va resurs to‘siglari bilan bog‘lig giyinchiliklarni e‘tirof
etadi. Shuningdek, u ijtimoiy media, kriptovalyuta va narsalar interneti (10T) kabi
sohalardagi tez texnologik siljishlar tufayli kengayib borayotgan qonunchilik
bo“shliglarini bartaraf etish zarurligini tan oladi.

XULOSA

Ragamli ingilob jahon migyosida igtisodiyot va jamiyatlarni o‘zgartirib, misli
ko‘rilmagan aloga, samaradorlik va innovatsiyalar davrini boshlab berdi. Ushbu
tezkor ragamlashtirish bizning bir-biriga bog‘langan dunyomizning zaif
tomonlaridan foydalanadigan murakkab transmilliy kibertahdidlarga ham eshiklarni
ochdi. Ragamli texnologiyalar muhim infratuzilma bo‘ylab targalmoqda,
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kiberxavflar alohida hodisalardan milliy xavfsizlik, igtisodiy bargarorlik va jamoat
xavfsizligi uchun dahshatli ogibatlarga olib keladigan tizimli tahdidlarga aylandi.

I. IImiy-nazariy tavsiyalar:

1.1 Ragamli igtisodiyot bu, birinchi navbatda, ragamli ulanishga asoslangan
igtisodiy tizim bo‘lib, Internet, mobil tarmogqlar va boshqa aloga kanallari kabi
raqamli texnologiyalar orqali ma’lumotlarga kirish va almashish qobiliyatini
anglatadi. Manuel Castells tomonidan taklif gilingan tarmoqg jamiyati nazariyasi
zamonaviy jamiyatlar ragamli aloga texnologiyalari yordamida osonlashtirilgan
tarmogqlar atrofida tuzilganligini ta’kidlaydi. 2022-yil oxiriga kelib internetdan
foydalanuvchilarning global kirish darajasi 63,5 foizga yetdi, turli hisobotlarga
ko‘ra, dunyo bo‘ylab 5 milliarddan ortiq odam internetdan foydalanadi, bu esa
global yalpi ichki mahsulotning 4,5 foizdan 15,5 foizigacha bo‘lgan baholarni
tashkil etadi. Transmilliy kibertahdidlar milliy chegaralardan oshib ketadigan va
dunyoning istalgan nuqtasidan kelib chiqishi mumkin bo‘lgan zararli
kiberfaoliyatdir. 2022-yilgi SonicWall Cyber Threat Report hisobotida 2021-yilda
dunyo miqyosida to‘lov dasturi hujumlari 105 foizga oshgani aniglandi, Strategik va
xalgaro tadqgiqotlar markazi (CSIS) 2020-yilda kiberjinoyatlarning global giymati
945 milliard dollarga yetganini taxmin qildi.

1.2 O‘zbekistonning Respublikasining “Kiberxavfsizlik to‘g‘risida’gi
gonunida; bu axborotni tortib olish, uni o‘zgartirish, axborot tizimlari va resurslarini
yo‘q qilish yoki buzish uchun dasturiy ta’minot va apparat vositalaridan foydalangan
holda kiberfazoda sodir etilganhuqugbuzarliklar majmui. Elektron jinoyat (elektron
jinoyat) identifikatorni o‘g‘irlash, sanoat josusligi, kredit kartalari bilan firibgarlik,
fishing, to‘lovdan foydalanishni anglatadi. Buyuk Britaniyaning Ichki ishlar
vazirligi va Og‘ir va uyushgan jinoyatchilik agentligi (SOCA) boshchiligidagi Kiber
tahdidlarni kamaytirish kengashi elektron jinoyatlarni uchta alohida turga ajratadi:
ragamli tizimlarga garatilgan sof onlayn jinoyatlar, internet orgali kuchaytirilgan
an‘anaviy jinoyatlar va internet orqali osonlashtirilgan an‘anaviy jinoyatlar.
Kiberjinoyatlar moliyaviy yo‘qotishlarga olib kelishi va moliyaviy institutlar
faoliyatini buzishi, iste‘molchilar ishonchini yo‘qotishi va tizimli xavflarni keltirib
chigarishi mumkin. Ushbu jinoyatlar, shuningdek, xarajatlarni oshirish va huquqiy
va tartibga solish muammolarini keltirib chigarish orgali ragamli biznesning
o‘sishiga to‘sqinlik qiladi.

1.3 Moliyaviy jinoyatlarga qarshi kurash tamoyillari umuman Xxatti-
harakatlarning ayrim xavflarini, shu jumladan pul yuvish, terrorizmni
moliyalashtirish, bozorni suiiste‘mol qilish, korrupsiya, firibgarlik va
sanksiyalardan bo‘yin tovlash bilan kurashish choralarini qoplash uchun
mo‘ljallangan. Moliyaviy jinoyatlarga qarshi kurashish moliya tizimining yaxlitligi
va barqarorligini ta’minlashning muhim jihati hisoblanadi. XVF va Jahon bankining
G20 transchegaraviy to‘lovlar maqsadlariga erishish uchun transchegaraviy
to‘lovlar bo‘yicha texnik yordam (TA) ko‘rsatish bo‘yicha ko‘p yillik strategiyasi.
Kriptovalyutalarning anonimligi va markazlashtirilmaganligi ularni jinoiy
daromadlarni legallashtirish, terrorizmni moliyalashtirish va boshga nogonuniy
harakatlar uchun jinoyatchilarga murojaat qilishga majbur qildi. Aksariyat
yurisdiktsiyalarda pul yuvishga qarshi kurash (AML) va terrorizmni
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moliyalashtirishga qarshi kurash (CFT) to‘g‘risidagi qonunlar va qoidalar moliya
institutlaridan keng gamrovli bajarilishini talab giladi.

1.4 Moliyaviy elektron jinoyatlar uchun institutsional tartibga solish
standartlari elektron moliyaviy jinoyatlarning turli shakllarini oldini olish, aniglash
va ularga javob berishga yordam berish uchun ishlab chigilgan. Payment Card
Industry Data Security Standard (PCI DSS) kredit kartalari bilan operatsiyalarni
amalga oshiradigan tashkilotlarga qo‘yiladigan talablarni, jumladan, karta egasi
ma’lumotlarini ruxsatsiz kirish, foydalanish yoki oshkor gilishdan himoya qilish
choralarini belgilaydi. ISO/IEC 27001 standarti tashkilotlarga axborot xavfsizligini
boshqgarish tizimini yaratish va ularning hajmi va ehtiyojlariga moslashtirilgan
risklarni boshqarish jarayonini qo‘llash va ushbu omillar rivojlanishi bilan zarur
bo‘lganda uni kengaytirish imkonini beradi. Moliyaviy sanoatni tartibga solish
organi (FINRA) moliyaviy firmalar uchun mijozlar ma’lumotlarini himoya qilish va
Kiberjinoyatlarning oldini olish, shu jumladan kiberxavfsizlik xavfini baholash,
hodisalarga javob berish rejalari va ma’lumotlarni shifrlash bilan bog‘liq choralarni
ta’minlash uchun qoidalar va ko‘rsatmalar beradi.

1.5 Kiberxavflarni boshqgarish ragamli aktivlarni himoya qilish uchun
potentsial kiber tahdidni aniglash, tahlil gilish va hal gilish jarayonini anglatadi.
Turli xalgaro tashkilotlar va hukumatlar gonunlar va siyosat tashabbuslarini ishlab
chigdilar. SEPA (yagona yevro to‘lov maydoni) va tezkor (banklararo moliyaviy
telekommunikatsiyalarning Global hamjamiyati) ular kiber tahdidlardan himoya
qilish va moliyaviy xabarlar va o‘tkazmalarning yaxlitligini ta’minlash uchun
xavfsizlik protokollari, ma’lumotlarni shifrlash va autentifikatsiya qilish choralarini
amalga oshirish orgali xalgaro moliyaviy operatsiyalarni xavfsiz va samarali
o‘tkazishga hissa qo‘shadilar. Hamdo‘stlik kiberjinoyatchilik tashabbusi (CCI)
kiberxavfsizlik imkoniyatlarini mustahkamlash va Hamdo‘stlikka a’zo davlatlar
o‘rtasida kiberjinoyatchilikka qarshi kurashda hamkorlikni rivojlantirish, jumladan,
namunaviy qonunlar, salohiyatni oshirish dasturlari va axborot almashish
mexanizmlarini ishlab chigishga garatilgan.

1.6 Jinoyatni tergov qilish jinoiy faoliyat hagidagi hagigatni ochishga
garatilgan tizimli va uslubiy jarayondir. U jinoyatni tan olishdan boshlanadi, so‘ngra
dalillarni sinchkovlik bilan to‘plash va hujjatlashtirish bilan davom etadi. Tergov
usullari korporativ tekshiruvlarni o‘tkazish uchun muhim amaliyot bo‘lib, asosli
xulosalarga kelish uchun dalillarni to‘plash va tahlil gilish uchun juda muhimdir.
Umumjahon yurisdiktsiyani oz ichiga olgan ichki qonunlar milliy sudlarga jinoyat
gayerda sodir etilganligidan, jinoyatchilar yoki jabrlanuvchilarning millatidan qat‘i
nazar, urush jinoyatlari, insoniyatga garshi jinoyatlar, genotsid va giynoglar kabi
xalgaro ahamiyatga molik jinoyatlarni hal gilish imkonini beradi. Xalgaro jinoiy sud
(XJS) milliy adliya tizimlarini “bir-birini to‘ldirish” tamoyili asosida
takomillashtirishda muhim rol o‘ynaydi. Ushbu tamoyil, xususan, "ijobiy bir-birini
to‘ldirish" orqali, ICC prokuraturasini dastlabki tekshiruvlar paytida haqiqiy milliy
sud jarayonlarini rag‘batlantirish uchun o‘z vositalaridan foydalanishni o‘z ichiga
oladi.

1.7 Tegishli gqonun jarayoni barcha sud ishlarini adolatli va xolis bo‘lishga
majbur qiladigan asosiy huquqiy prinsipdir. Bu qonun bo‘yicha odamlarga teng
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munosabatda bo‘lishni, adolatli sud qilish huquqini va tinglash imkoniyatini
kafolatlaydigan konstitutsiyaviy kafolatdir. Tegishli jarayon konsepsiyasi Magna
Carta, inson huquglari Umumjahon Deklaratsiyasi, fugarolik va siyosiy huquglar
to‘g‘risidagi  xalqaro Pakt (ICCPR), inson huquqglari bo‘yicha Yevropa
Konvensiyasining 6-moddasi va inson va xalglar huquqlari bo‘yicha Afrika
Xartiyasi kabi turli  xil huqugiy hujjatlarda mustahkamlangan. Pokiston
Konstitutsiyasi 10A-moddasi inson huquglarini himoya gilishni mustahkamlab,
adolatli sudlov va tegishli jarayon huqugini kafolatlaydi. Xuddi shunday,
O‘zbekiston Respublikasi Konstitutsiyasida ham insonning daxlsiz huquq va
erkinliklari qonun bilan himoyalanganligi gat‘iy belgilab qo‘yilgan. VII bobda bir
qancha asosiy huquqglar, jumladan, yashash, sha’n va gadr-gimmatga bo‘lgan
huquglar, o‘lim jazosi va har qanday g‘ayriinsoniy munosabatni aniq ta’qiqlab
qo‘yilgan.

1.8 Milliy me‘yoriy hujjatlarni xalgaro sa’y-harakatlar bilan uyg‘unlashtirish
konsepsiyasi xalqaro hamkorlik tamoyillariga asoslanadi. Hamkorlik va uyg‘unlikni
rivojlantirish uchun bir nechta xalgaro tashkilotlar va tuzilmalar yaratilgan, masalan,
UNODC ning Kiberjinoyatchilik bo‘yicha Global dasturi texnik yordam va
salohiyatni oshirishni ta’minlaydi, Yevropa Kengashining 60 dan ortiqg mamlakatlar
tomonidan ratifikatsiya qilingan Kiberjinoyatlar bo‘yicha Budapesht konventsiyasi
asos bo‘lib xizmat qiladi. kiberjinoyatchilikka qgarshi milliy qonunlarni
uyg‘unlashtirgan FATF jinoiy faoliyatdan olingan daromadlarni legallashtirish,
terrorizmni moliyalashtirish va boshga tahdidlarga qarshi kurashish bo‘yicha
standartlarni belgilovchi va huquqiy, tartibga solish va operativ choralarni samarali
amalga oshirishga yordam beruvchi hukumatlararo tashkilotdir. Europolning
Yevropa kiberjinoyatchilik markazi (EC3) Yevropa lIttifogiga a’zo davlatlarni
kiberjinoyatlarga qarshi kurashish bo‘yicha operativ va tahliliy salohiyatni
rivojlantirishda  qo‘llab-quvvatlaydi. INTERPOLning Kiberfusion markazi
INTERPOLga a’zo mamlakatlarga kiberjinoyat tahdidlarini bartaraf etishda operativ
yordam va ekspertiza bilan ta’minlaydi.

1.9 Moliyaviy elektron jinoyatlarga qarshi kurashda ko‘p tomonlama sheriklik
tushunchasi jamoaviy harakat va hamkorlikda boshgaruv nazariyasidan kelib
chiqgan. Bu nazariya shuni ko‘rsatadiki, murakkab 1jtimoly muammolar ko‘pincha
turli manfaatlar va resurslarga ega bo‘lgan bir nechta sub‘ektlarning ishtiroki va
muvofiglashtirilishini talab giladi. Bular Milliy kiber-kriminalistika va trening
alyansi (NCFTA), moliyaviy xizmatlar ma’lumotlarini almashish va tahlil qilish
markazi (FS-ISAC), kiberjinoyatlarni qo‘llab-quvvatlash tarmog‘i (CSN), milliy
kiber tergov qo‘shma ishchi guruhi (NCIJTF) kabi bir nechta tashabbuslardir.
moliyaviy elektron jinoyatlarga gqarshi kurash sohalari. Sektorlar bo‘ylab
hamkorlikni mustahkamlash, tahdidlar haqida ma’lumot, murosa ko‘rsatkichlari va
ilg‘or tajribalarni almashish uchun xavfsiz va samarali mexanizmlarni yaratish.
Huqugni muhofaza qilish organlari, nazorat giluvchi organlar va xususiy sektor
sub‘ektlari o‘rtasidagi hamkorlikni kuchaytirishni rag‘batlantirish. Fugqarolik
jamiyati tashkilotlarini, jumladan, notijorat, ilmiy muassasalar va iste‘molchilar
huquglarini himoya qilish guruhlarini jalb qgilish.
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1.10 Sug‘urta va kompensatsiya mexanizmlari xavflarni kamaytirish va
moliyaviy himoya va tuzatishni ta’minlashga garatilgan. Kiberxavfsizlik sug‘urtasi
- bu biznes va jismoniy shaxslarni kiberjinoyatlarning moliyaviy ogibatlaridan
himoya qilish uchun mo‘ljallangan sug‘urta polisi turi. Bu tergov, yuridik to‘lovlar,
mijozlarni xabardor qilish, kredit monitoringi va ma’lumotlarni tiklash bilan bog‘liq
xarajatlarni qoplashga yordam beradigan yangi kontseptsiya. Jahon kibersug‘urta
bozori hajmi 2023-yilda 16,66 milliard AQSH dollarini tashkil etdi. Bozor 2024-
yilda 20,88 milliard dollardan o°‘sishi prognoz gilinmogda. AQShning ayrim
shtatlarida xarajatlarni qoplash uchun zo‘ravonlik jinoyatlari qurbonlariga
moliyaviy yordam ko‘rsatuvchi jabrlanuvchilarga tovon to‘lash dasturlari mavjud.
Sug‘urta va kompensatsiya mexanizmlari xatarlarni boshqarish strategiyasining
muhim tarkibiy qismi bo‘lib, tashkilotlar va shaxslarga kiberjinoyatlar bilan bog‘liq
moliyaviy risklarni o‘tkazish yoki yumshatishda yordam beradi.

I1. Qonun hujjatlarini takomillashtirish bo‘yicha taklif va tavsiyalar

2.1 Qonun chigaruvchi organlar transchegaraviy elektron jinoyatlar uchun jinoiy
va ma’muriy kodekslarda aniq ta’riflar va jazolarni belgilashlari kerak. Bu samarali
sud jarayonlarini osonlashtiradi va moliyaviy kiber tahdidlarga garshi samarali
to‘sqinlik qiladi. Kriptovalyuta targalishi sharoitida pul yuvish xavfini cheklash
uchun ragamli tokenlarni tartibga solish bo‘yicha tuzatishlar ham kiritilishi kerak.

2.2 To‘lov tizimlarini tartibga soluvchi me’yoriy hujjatlar, xususan, “To‘lovlar va
to‘lov tizimlari to‘g‘risida”gi qonunning 21-moddasi, kibertahdidlar bo‘yicha
davlat-xususiy axborot almashishni rag‘batlantiruvchi qo‘shimcha qoidalar bilan
mustahkamlanishi kerak. Bu bir nechta chegaralarni gamrab olgan moliyaviy
tarmogqlarga qilingan hujumlarga qarshi choralar ko‘rish imkonini beradi. Markaziy
bank bunday hamkorlikni ta’minlovchi sanoat forumlarini tashkil gilishi mumkin.

2.3 “Kiberxavfsizlik to‘g‘risida”gi gonun kabi kiberxavfsizlik gonunchiligi
huqugni muhofaza qilish organlari uchun kengaytirilgan ragamli sud ekspertizasi va
tahdidlarni razvedka dasturlarini 0°z ichiga olishi kerak. Ilg‘or ma’lumotlarni yig‘ish
vositalari va ofitserlar uchun mobil qurilmalar sud-tibbiyot ekspertizasi, tarmogni
tekshirish metodologiyasi va ma’lumotlar buzilishini bartaraf etish bo‘yicha maxsus
treninglar murakkab transmilliy kiberguruhlarga garshi javob berish imkoniyatlarini
sezilarli darajada oshiradi.

2.4 “Tezkor-qidiruv faoliyati to‘g‘risida”gi qonunning qayta ko‘rib chiqilishi
INTERPOL protokollari asosida kiberjinoyatlar bo‘yicha xalqaro tergov ishlarini
yanada yumshog muvofiglashtirish imkonini berishi kerak. Bu ragamli dalillarni
to‘plash/o‘tkazish bo‘yicha transchegaraviy hamkorlik tartiblarini va jinoiy
surishtiruvlarga to‘sqinlik qiluvchi mahalliy ma’lumotlar maxfiyligi qoidalarini
bekor qgilish goidalarini talab giladi.

2.5 “Shaxsiy ma’lumotlar to‘g‘risida”gi qonunning qo‘llanilishi xalgaro
konventsiyaning kiberjinoyat qonunchiligi to‘g‘risidagi Budapesht konventsiyasi
kabi xorijiy yordam so‘rovlarini osonlashtiradigan tegishli qoidalarini o‘z ichiga
olgan holda baholanishi kerak. Global me‘yorlar bilan qo‘shimcha ma’lumotlarni
uyg‘unlashtirish mahalliy himoyani saqlab qolgan holda dalillarni uzluksiz
almashish imkonini beradi.
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2.6 Hukm berish bo‘yicha ko‘rsatmalar, hodisalarning pul bo‘lmagan ogibatlarini
hisobga olgan holda, fagat moliyaviy yo‘qotishlarga tayanmasdan, elektron
jinoyatlarning miqyosi va murakkabligiga qarab jazolarni ajratib ko‘rsatishi kerak.
Saglash  shartlari  transmilliy =~ muvofiglashtirish,  texnik  murakkablik,
infratuzilmaning buzilishi va o‘zaro bog‘liq tahdidlardan kelib chiqadigan iqtisodiy
yuqumli xavflarni hisobga olishi kerak.

2.7 Qonun chigaruvchilar mahalliy foydalanuvchi ma’lumotlari yoki texnologiya
aktivlarini saglaydigan xalgaro firmalarga standartlashtirilgan kiberbardoshlilik
bo‘yicha majburiyatlarga rioya qilishni talab qiluvchi qoidalarni ishlab chiqishlari
kerak. Ehtiyotsizlik firibgarlik, pul yuvish yoki terrorizmga olib keladigan
beparvolik uchun korporativ beparvolikka o‘xshash jazolarni oz ichiga olishi kerak.

2.8 Qimmatli qog‘ozlar depozitariylari, to‘lov tizimlari yoki kredit reyting
agentliklari kabi tizimli ahamiyatga ega bo‘lgan institutlarning taqlid qilingan
ingiroz sharoitida kiber-tayyorligini tekshirish uchun gonunlar muntazam stress-
testlarni talab qilishi kerak. Kamchiliklar gonunchilik va nazorat aralashuvi kabi
chtiyotkorona nazoratni talab qilishi kerak. Hukumatlar ma’lumot almashish
bo‘yicha ko‘p tomonlama bitimlar tuzishi mumkin, bu esa mamlakatlarga moliyaviy
manbalardan foydalanish imkoniyatini beradi.

2.9 Xalqaro to‘lovlarni solishtirish va ma’lumotlarni uzatish bo‘yicha muvofiqlik
yuklarini engillashtirishga qaratilgan qoidalar iste’molchilar va to‘lov protsessorlari
uchun foydali bo‘ladi. Tranzaksiya formatlarini, valyuta konvertatsiyasini oshkor
qilish normalarini, to‘lovlarni, nizolarni hal qilish muddatlarini va ma’lumotlarni
o‘chirish protokollarini xalqaro miqyosda standartlashtirish davlat-xususiy
hamkorlikni talab giladi.

2.10 Moliyaviy institutlarga yig‘imlar orqali moliyalashtiriladigan kompensatsiya
fondlarini halokatli ma’lumotlarning buzilishidan ko‘rgan yo‘qotishlarni qoplashni
talab qiluvchi qonunlar xususiy sug‘urtani yaxshilash sifatida o‘rganishga loyiqdir.
Regulyatorlar tomonidan nazorat qilinadigan bunday jamlangan resurslar
shikastlangan iste‘molchilar uchun travma bo‘yicha maslahat, kredit monitoringi
yoki shaxsni o‘g‘irlashni bartaraf etishni moliyalashtirishi mumkin.

2.11 Kimyoviy qurollarni tagiglash kabi bank tizimlariga garshi davlat tomonidan
qo‘llab-quvvatlanadigan hujumlarga garshi kurash bo‘yicha global kelishuvlar
diplomatik forumlarda amalga oshirilishi kerak. Ular butun dunyo bo‘ylab
moliyaviy barqgarorlikka garatilgan proksi-kiber militsiyalarni qo‘llab-quvvatlovchi
rejimlarga qarshi jamoaviy sanktsiyalarni qo‘llash imkonini beradi. Moliyaviy
infratuzilmani urush uchun taqgiqlangan deb e‘lon qilgan ramziy konsensus ham
taraqqiyot bo‘ladi.

2.12 Huquqiy an‘analar va yurisdiksiyamurakkabliklaridagi tub farglardan tortib,
maxfiylik, ma’lumotlar va kuzatuv atrofidagi ziddiyatli me‘yorlargacha bo‘lgan
xalgaro huqugbuzarliklar bo‘yicha qonunlarni uyg‘unlashtirishdagi muammolar
muhim ahamiyatga ega. Rivojlanayotgan igtisodlar gonunchilik islohotlarini amalga
oshirishda texnik va huquqiy ekspertiza yo‘qligi sababli qo‘shimcha resurs
to‘siqlariga duch kelmoqda. Birogq, bu to‘siqlarni bartaraf etishga garatilgan
tashabbuslar mavjud. 2015-yilda tashkil etilgan va BMT Bosh Assambleyasi
tomonidan ma’qullangan Birlashgan Millatlar Tashkilotining Hukumat ekspertlar
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guruhi (UNGGE) normalari kibermakonda davlatning mas‘uliyatli xatti-harakati
uchun asos yaratadi. Bundan tashqari, Buyuk Britaniyaning CyberFirst maktab
dasturlarida ko‘rsatilganidek, kiberxavfsizlik va onlayn xavfsizlikni asosiy ta’lim
o‘quv dasturlariga kiritish xabardorlikni oshirish va boshlang‘ich salohiyatni
oshirishga yordam beradi.

2.13 Yana bir muhim sa’y-harakatlar axborot xavfsizligini boshqgarish tizimlari
(ISMS) uchun ISO/IEC 27001 kabi global migyosda tan olingan standartlarni gqabul
qilishdir. Ushbu standart hajmi yoki sektoridan gat‘i nazar, tashkilotning AXBT
tizimini  yaratish, joriy etish, qo‘llab-quvvatlash va doimiy ravishda
takomillashtirishga tizimli yondashuvni ta’minlaydi. Ixtiyoriy bo‘lsa-da, uning keng
qo‘llanilishi amaliyotlarni uyg‘unlashtirishga yordam beradi va kiberxavfsizlik va
kiberjinoyatlarga garshi kurashda transchegaraviy hamkorlikni osonlashtiradi. Oxir
oqibat, xalqaro me‘yorlar, ta’lim tashabbuslari va e‘tirof etilgan standartlarga rioya
qilishni birlashtirgan ko‘p qirrali yondashuv tobora o‘zaro bog‘liq bo‘lgan dunyoda
Kiberjinoyat qonunchiligi va ijro etilishining murakkab manzarasini boshqarish
uchun juda muhimdir,

1. Amaliyotni takomillashtirish bo¢yicha ilmiy sharhlar va tavsiyalar

3.1 Xalgaro jinoiy sudning yurisdiktsiyasi kiberjinoyatlarni gamrab olish uchun
kengaytirilishi kerak, bu hugugbuzarliklar global xavfsizlik va shaxsiy daxlsizlikka
olib kelishi mumkin bo‘lgan og‘ir va keng qamrovli oqibatlarni e‘tirof etadi. Ushbu
qo‘shilish, geografik joylashuvidan gat‘t nazar, kiberjinoyatlar aybdorlariga
nisbatan izchil qonuniy choralar ko‘rishni ta’minlab, yanada mustahkam va
muvofiqlashtirilgan xalqaro javob choralarini ko‘rish imkonini beradi. Ushbu
jinoyatlarning transmilliy mohiyatini ko‘rib chiqish orqali ICC butun dunyo bo‘ylab
ragamli tizimlarning barqgarorligi va yaxlitligiga tahdid soladigan kiber-bog‘liq
jinoyatlarning oldini olishi va jinoiy javobgarlikka tortishi mumkin.

3.2 To‘lov Kkartalari sanoati ma’lumotlar xavfsizligi standarti (PCI-DSS)
kiberjinoyatlarni tekshirish samaradorligini oshirish uchun keng gamrovli huqugiy
choralar bilan to‘ldirilishi kerak. Kuchli huquqiy protokollarni integratsiyalashgan
holda, PCI-DSS barcha sohalar bo‘ylab nozik ma’lumotlarni himoya qila oladi va
barcha tomonlar gat‘iy xavfsizlik standartlariga rioya qilishlarini ta’minlaydi. Ushbu
integratsiya huquqni muhofaza qilish organlariga puxta tergov o‘tkazish, dalillar
to‘plash va to‘lov tizimlari va moliyaviy ma’lumotlarning yaxlitligini buzgan
Kiberjinoyatchilarni jinoiy javobgarlikka tortish uchun zarur huqugiy asoslar bilan
ta’minlaydi.

3.3 Birlashgan Millatlar Tashkilotining kiberjinoyatchilikka oid konventsiyasi
barcha mamlakatlarda huquqiy bazalarni uyg‘unlashtirishga ko‘maklashish uchun
kiberjinoyat nima ekanligini aniq va keng qamrovli ta’riflashi kerak. Ushbu muhim
gadam barcha mamlakatlarda ushbu huqugbuzarliklarning ko‘lami va tabiati haqida
yagona tushunchaga ega bo‘lishini ta’minlaydi, ularni tasniflash va hal qilishda
noaniqlik va nomuvofiqliklarni bartaraf etadi. Keng qamrovli ta’rif samarali xalgaro
hamkorlik va kiberjinoyatlar keltirib chigaradigan global tahdidga garshi kurashda
hamkorlik uchun asos yaratadi.

3.4 Kiberjinoyatlarning global tabiatini hisobga olgan holda, Birlashgan Millatlar
Tashkilotining taklif etilayotgan konventsiyasi ushbu huqugbuzarliklarni tergov
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qilish bo‘yicha yagona ko‘rsatmalarni o‘z ichiga olishi kerak. Ushbu ko‘rsatmalar
uzluksiz xalgaro hamkorlikni osonlashtiradi, tekshiruvlar samarali, adolatli va
raqamli dalillar va transchegaraviy yurisdiksiya muammolari bilan bog‘liq noyob
muammolarni hisobga olgan holda o‘tkazilishini ta’minlaydi. Yagona ko ‘rsatmalar,
shuningdek, ilg‘or tajriba almashishga yordam beradi va butun dunyo bo‘ylab
Kiberjinoyatlarni tekshirishning umumiy sifatini oshiradi.

3.5 Tekshiruv jarayonida izchillik va puxtalikni ta’minlash uchun Birlashgan
Millatlar Tashkilotining taklif etilayotgan konventsiyasi barcha a’zo davlatlar amal
qilishi kerak bo‘lgan kiberjinoyatlar uchun standart tergov protokolini yaratishi
kerak. Ushbu standartlashtirilgan yondashuv o‘rnatilgan ilg‘or tajribalarga rioya
qilgan holda va ragamli sud ekspertizasining eng so‘nggi texnologik yutuglaridan
foydalangan holda tergovning yuqori darajadagi qat‘iylik bilan o‘tkazilishini
ta’minlaydi. Yagona metodologiyani qo‘llab-quvvatlash orgali standart protokol
Kiberjinoyatlarni boshgarishning umumiy sifatini yaxshilaydi, bu esa yanada
samarali oldini olish, aniglash va jinoiy javobgarlikka tortish imkonini beradi.

3.6 Barcha a’zo davlatlar kiberjinoyatlarni tergov qilish chog‘ida Birlashgan
Millatlar Tashkilotining taklif gilingan konventsiyasida ko‘rsatilgan ko ‘rsatmalarga
rioya qilishlari muhim. Doimiy rioya gilish xalgaro huqugni muhofaza qilish
organlarining hamkorligini kuchaytirib, razvedka, dalillar va resurslarni chegaralar
orgali almashish imkonini beradi. Ushbu muvofiglashtirilgan yondashuv
kiberjinoyatlarni hal gilish bo‘yicha sa’y-harakatlar samaradorligini oshiradi, ushbu
huqugbuzarliklarning transmilliy xususiyatini ko‘rib chiqadi va yurisdiktsiyadagi
bo‘shliglar yoki qonunchilik bazasidagi nomuvofigliklardan foydalanishga
intilayotgan aybdorlarning oldini oladi.

3.7 Kiberjinoyatlarga qarshi kurashda o‘z imkoniyatlarini kuchaytirish uchun
a’zo davlatlar o‘z mamlakatlarida ushbu jinoyatlar ustidan keng qamrovli
yurisdiktsiyaga ega bo‘lgan ixtisoslashgan tergov idoralarini yaratishlari kerak.
Ushbu maxsus agentliklar kiber jinoyatlarning niianslar1 va murakkabliklariga
e‘tibor qaratadilar, kiberjinoyatlarning oldini olish va ta’qib qilishda yanada
magsadli va samarali yondashuvni ta’minlash uchun ekspertiza o‘tkazadilar va
moslashtirilgan strategiyalarni qabul qgiladilar. Resurs va sa’y-harakatlarni jamlash
orgali ushbu ixtisoslashgan agentliklar rivojlanayotgan kiber tahdidlardan oldinda
qgolish qgobiliyatini oshiradi.

3.8 Kiberjinoyatlar keltirib chigaradigan noyob muammolarni hal gilish uchun
barcha a’zo mamlakatlar ushbu ishlarni ko‘rib chiqishga bag‘ishlangan maxsus
sudlarni tashkil etishlari kerak. Onlayn rejimda ishlaydigan yoki ilg‘or ragamli
texnologiyalardan foydalanadigan ushbu ixtisoslashtirilgan sudlar
kiberjinoyatlarning murakkab texnik jihatlarini hal gilish uchun jihozlangan bo‘lar
edi. Ragamli landshaftni va kiber bilan bog‘liq huqugbuzarliklarning nuanslarini
chuqur anglagan holda, ushbu sudlar kiberjinoyatlar bo‘yicha ishlarni adolatli va
samarali ko‘rib chiqishni ta’minlaydigan soddalashtirilgan va texnologik jihatdan
moslashtirilgan sud jarayonini taklif giladi.

3.9 Birlashgan  Millatlar ~ Tashkiloti  rivojlanayotgan ~ mamlakatlarga
kiberjinoyatlarga garshi samarali kurashish qobiliyatini oshirish uchun resurslar,
o‘qitish va salohiyatni oshirish tashabbuslarini tagdim etish orqali yordam berishi
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kerak. Ushbu mamlakatlarda tajriba va infratuzilmani oshirish kibertahdidlarga
garshi mustahkam global mudofaani yaratish va kiberxavfsizlik resurslaridan
adolatli foydalanishni ta’minlash uchun juda muhimdir. Birlashgan Millatlar
Tashkiloti kiberbardoshli tizimlarni rivojlantirish uchun texnik yordam, bilimlarni
uzatish va qo‘llab-quvvatlashni taklif qilish orgali ushbu mamlakatlarga
Kiberjinoyatlarning ortib borayotgan muammosiga qarshi kurashish bo‘yicha global
sayi-harakatlarda faol ishtirok etish imkoniyatini berishi mumkin.
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INTRODUCTION (abstract of PhD thesis)

The actuality and relevance of the dissertation theme. The Fourth Industrial
Revolution marks an era where the digital and physical manufacturing systems work
together flexibly. This revolution builds upon the Third Industrial Revolution, also
known as the Digital Revolution, which introduced us to computers, various
electronics, and the internet.” It blends traditional and digital businesses through the
adoption of digital technologies and processes across different industries. This
revolution extends the capabilities of earlier inventions with four key disruptive
technologies: connectivity, data, computational power, and cloud computing
sensors, applicable throughout the value chain. Digital platforms based in the
"cloud" are critical components of this digital shift. The rise of the Platform
Economy has led to an increase in work moved to digital platforms, providing
significant and fair income opportunities.®

In 2023, the worldwide market for digital transformation was estimated at
$2.27 trillion. It is projected to expand from $2.71 trillion in 2024 to $12.35 trillion
by 2032, growing at an annual rate of 20.9%. By 2023, there were approximately
2.64 billion online shoppers globally, making up more than 33% of the world‘s
population (Statista). The rise in digitalization has also increased activities in the
financial sector, which includes banks, non-bank lenders, insurance companies,
securities markets, and investment funds. This sector also includes entities like
clearing counterparties, payment providers, central banks, and financial regulators
and supervisors. The financial systems are increasingly becoming digitalized,
supporting the growth of the global digital economy. The market for global cross-
border payments was valued at $181.9 trillion in 2022 and is expected to reach
$356.5 trillion by 2032, with a growth rate of 7.3% annually from 2023 to 2032
(Yahoo Finance).

Financial systems are becoming heavily digitalized, enabling global digital
economics. The rise of digital technology has also increased cybercrimes, which
pose a threat to economic stability. Cybercrimes in the financial sector involve
illegal activities aimed at monetary gains. This includes identity theft, ransomware
attacks, and various forms of internet and email fraud.” Criminals engage in activities
like stealing payment card details (carding), accessing financial accounts to make
unauthorized transactions, and extortion. For example, in May 2023, the LockBit
ransomware group attacked BSI, one of the largest banks in Indonesia. The bank
declined to pay the ransom demand of 20 million USD, leading the attackers to
release over 1.5 terabytes of confidential data online. This leaked information

° Raja Santhi, A., & Muthuswamy, P. (2023). Industry 5.0 or industry 4.0S? Introduction to industry 4.0 and a peek
into the prospective industry 5.0 technologies. International Journal of Interactive Design and Manufacturing, 17(3),
947-979. https://doi.org/10.1007/s12008-023-01217-8

6 Javaid, M., Haleem, A., Singh, R. P., & Sinha, A. K. (2024). Digital economy to improve the culture of industry 4.0:
A study on features, implementation and challenges. Green Technologies and Sustainability, 2(2), 100083.
https://doi.org/10.1016/j.grets.2024.100083

" Natalucci, F., Qureshi, M. S., & Suntheim, F. (2024, April 9). Rising cyber threats pose serious concerns for financial
stability. IMF Blog. https://www.imf.org/en/Blogs/Articles/2024/04/09/rising-cyber-threats-pose-serious-concerns-
for-financial-stability
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included the personal and financial details of approximately 15 million customers
and employees.®

The number of ransomware attacks on financial services has surged from 34%
in 2021 to 64% in 2023, with more than 20,000 cyberattacks reported over the past
two decade (IMF). To combat this, robust regulatory resilience is essential to prevent
such cyber incidents from causing systemic crises that could destabilize the economy
by eroding public confidence or disrupting critical services. Notable regulations
addressing financial data security include the Payment Card Industry Data Security
Standard (PCI DSS), the EU‘s General Data Protection Regulation (GDPR), and the
Payment Services Directive 2 (PSD2), which enhances competition and security in
banking. Additionally, institutions using SWIFT services must comply with the
SWIFT Customer Security Program (SWIFT CSP), and ISO/IEC 27001 provides a
framework for managing security risks in financial information handling.

In Uzbekistan, a series of regulations have been established to ensure financial
stability. These include the Law on Cybersecurity (No. ZRU-764) enacted on April
15, 2022, and the Criminal Code of Uzbekistan (No. 2012-X11) dated September 22,
1994, with its latest amendments on February 21, 2024. Similarly, the
Administrative Responsibility Code of Uzbekistan (No. 2015-XIl), also originating
from September 22, 1994, was revised on February 29, 2024. The Law on Personal
Data (No. ZRU-547) from July 2, 2019, and the Law on Bank Secrecy (No. 530-11)
from August 30, 2003, were amended last on November 28, 2023, and April 11,
2022, respectively. Other critical statutes include the Law on Banks and Banking
Activities (No. 216-1) from April 25, 1996, revised on February 21, 2024, the Law
on Payments and Payment Systems (No. ZRU-578) from November 1, 2019,
amended on February 7, 2024, and the Law on Countering the Legalization of
Income from Criminal Activity (No. 660-11) from August 26, 2004, updated last on
November 28, 2023. The Law on Insurance Activity (No. ZRU-730) was introduced
on November 23, 2021. Additional governance includes the Presidential Decree on
the Strategy for Reforming the Banking System of Uzbekistan for 2020-2025 (No.
UP-5992) dated May 12, 2020, with amendments as of July 12, 2023. Furthermore,
the Central Bank of Uzbekistan issued Resolution No. 3268 on June 30, 2020, to
regulate information security in payment systems, and Resolution No. 3/13 on
February 15, 2020, concerning electronic money regulations within the country.

The research presented in this dissertation align to the essence of the President
Decree No. PP-381 (November 30, 2023) “On measures to strengthen consumer
protection of digital products (services) and combat offenses committed through
digital technologies” highlight that the digital sector of the economy has expanded
rapidly, driven by e-commerce platforms, digital services, and financial technologies
that ensure the quality and security of transactions. Concurrently, a rise in bank card
theft and fraud highlights the lack of digital financial literacy among the population,
inadequate training of law enforcement, and the absence of modern systems to

8 Hasham, S., Joshi, S., & Mikkelsen, D. (2019, October). Risk Practice: Financial crime and fraud in the age of
cybersecurity. Mc Kinsey & Company.
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prevent legal violations in commercial banks, payment organizations, and among
payment system operators.

The dependence of the research on the priority areas of development of
science and technologies in the Republic. The Research‘s Relevance to the
Republics Prioritized Fields of Scientific and Technological Advancement, this
research hinges on the strategic sectors identified by the Presidential Decree of the
Republic of Uzbekistan (of January 15, 2024 No. UP-10), about measures for raising
on qualitatively new level of research activities in the field of ensuring public safety
and fight against crime.

The extent of study of the problem. Financial crime involves the use of
technology to commit illegal activities. The literature review part examines the
existing scholarly research and explore their finding as under. An assessment of the
effectiveness of these frameworks in different jurisdictions, as well as their
adaptability to the rapidly evolving nature of cyber threats, would be critical (Saeed
et al., 2023). The challenges and successes of international collaborations in
enhancing cyber resilience, such as the work by Fran (2022), which provides insights
into the legal challenges of cross-border cybercrime investigations (Fran Casino et
al., 2022). There should be a focus on the interoperability of legal systems and the
potential for a unified regulatory approach that could simplify the prosecution and
prevention of financial e-crimes (Spapens, Peters & Daele, 2015).

Research on the development and deployment of cybersecurity technologies,
including block-chain and artificial intelligence, should be analyzed for their
efficacy in preventing e-crimes (Ferrag, Maglaras, & Benbouzid, 2023).

Important references here might include works by (Bellasio et al., 2020), who
discuss the role of technology in both committing and combating cybercrime, and
(Lu, He, & Yan, 2022), who look at the implications of technology on financial
stability. The policy initiatives of various countries and international bodies are
detering financial e-crimes (McDowell & Novis, 2001).

For instance, the Financial Action Task Force (FATF) recommendations on
combating money laundering and terrorist financing might be reviewed to
understand their impact on curbing financial e-crimes (Schott, 2006). This would
involve studying reports from international financial institutions such as the
International Monetary Fund (IMF) and the World Bank, which analyze the
economic implications of cyber threats on global financial systems (Gulyas & Kiss,
2023).

A review of the relevant literature of scientists of the Republic of Uzbekistan
is considers of Said Gulyamov, I. Rustumbekov, Bobokulov I. I., Eshmatova Feruza
Farkhodovna, Safarov Nurbek Abdivalievich, Tillabaev Mirzatillo Alisherovich,
Umarkhanova D. Sh., Gafurova S. A., Tursunov Husan Mirzaevich, Shukurov
Holbek Nazarovich, D. Sh. Umarkhanova, Kadirkulov A.O., V. A. Artykova,
Mirzairova S. Z., A. A. Kasimova, Sh. Sh. Mirzaev, H. A. Kazakkhanov, Azimov
M. M., Kakharov S. R., 2004).

Despite the extensive coverage of technological advancements and
international legal frameworks in combating digital financial crime, the literature
reveals several notable gaps. Key among these is the insufficient exploration of how
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legal systems adapt to rapidly evolving technologies, particularly concerning the
adequacy of current laws to address new forms of cybercrime. Furthermore, while
the importance of international cooperation is recognized, there is a lack of detailed
analysis on the effectiveness of such collaborations across different jurisdictions and
their impact on financial stability. Additionally, the literature suggests a potential for
unified regulatory approaches but lacks depth in discussing their feasibility and
implementation, especially in a global context with diverse legal systems. These
gaps highlight a critical need for comprehensive research into the dynamic
interaction between technological innovations, legal adaptations, and international
regulatory efforts to effectively combat e-crimes in the digital economy.

Relation of the dissertation research with the research plans of the higher
educational institution where the dissertation is performed. The dissertation
research on regulatory strategies for combating financial e-crimes aligns seamlessly
with the research plans of Tashkent State University of Law, which is dedicated to
advancing legal frameworks and ensuring financial stability in the digital age.

The aim of the research is to identify regulatory strategies for combating
financial crimes and fostering stability for digital economics.

Research tasks

Analyze the digital connectivity, digital economy and the growth of
transnational cyber threats

Examine the impacts of e-crimes in financial system stability and development
of digital economy

Define the regulatory principles and approaches

Disclose the global institutional regulatory standards

Determine the tension in managing cyber risks in digital economy

Highlight the monitoring, investigation and prosecuting e-crimes across
borders

Explain the global standards of due process and prosecutions

Harmonizing national regulations and responses

Classify the role of partnership across public, private, and civil sectors

Insuring and compensating cybercrime impacts

Develop proposal and recommendations for improving legal frameworks and
enforcement practices.

The object of research is the identification and analysis of international
regulatory frameworks and their efficacy in mitigating e-financial crimes to bolster
the resilience of digital economies.

The subject of research is the delineation and analysis of the existing
measures, identify lacunae, and evaluate the effectiveness of current strategies
within the context of a rapidly evolving digital financial landscape.

Research methods of this research use qualitative research with a doctrinal
approach to thoroughly review legal documents and ground theory for analyzing
literature. The study‘s methodological framework incorporates a purposive sampling
strategy, targeting regulatory texts and scholarly articles relevant to financial e-
crimes in the digital economy. Data collection is Doctrinal Approach Analysis is
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conducted through Grounded Theory interpretation to identify regulatory gaps and
effective strategies.

The scientific novelty of the research incorporates the following;

Amendments have been made regarding administrative liability in the Republic
of Uzbekistan‘s Code on Administrative Responsibility for illegally modifying the
international mobile equipment identity code or the subscriber device identification
module, violating legislation in the field of circulation of crypto assets, and
conducting mining activities illegally. In particular, articles 155 (3) and 155 (a) of
the Code consider these under the scope of Law No. ZRU-899 dated January 19,
2024,

The scientifically substantiated proposal of this research on ‘creating the
necessary conditions for unhindered access to the global information network
Internet, ensuring cybersecurity in the national Internet space, and improving
citizens literacy in using the Internet* was used in the development of paragraph 96
of the ‘Uzbekistan — 2030° Strategy, approved by the Decree of the President of the
Republic of Uzbekistan ‘On the Strategy "Uzbekistan — 2030"* dated September 11,
2023, No. UP-158.

The authorized state body, within its competencies, participates in international
events in the field of cybersecurity of critical information infrastructure and
exchanges information on cybersecurity threats and incidents in accordance with
international treaties” was used in the development of clause 8 of the Regulation on
the Procedure for Ensuring Cybersecurity of Critical Information Infrastructure
Objects of the Republic of Uzbekistan, approved by the Decree of the President of
the Republic of Uzbekistan "On additional measures to improve the system of
ensuring cybersecurity of critical information infrastructure objects of the Republic
of Uzbekistan" dated May 31, 2023, NePP-167.

The proposals of this research on the necessity to "define the concept of
‘electronic (digital) evidence®, procedures for detecting, collecting, verifying,
examining, evaluating, recording, storing electronic evidence, as well as the rights
and obligations of the participants in these processes; establish a procedure for
conducting searches and inspections in cyberspace without the presence of
witnesses, using mandatory video recording for crimes committed using information
technologies; and also set specific requirements (types of information) for data
storage when storing digital fingerprints in information resources™ were used in
developing the implementation mechanism for item 8 of the "Roadmap™ for
improving the system to combat legal violations committed through digital
technologies and protecting the rights of consumers of digital products (services),
approved by the Decree of the President of the Republic of Uzbekistan "On measures
to strengthen the protection of the rights of consumers of digital products (services)
and combat legal violations committed through digital technologies” dated
November 30, 2023, No. PP-381.

Practical results of the research provide a roadmap for regulatory strategies
to combat e-financial crimes and enhance the resilience of digital economies.

The current definition states "cumulative offenses," which is vague. It could be
more specific by listing common types of cybercrimes, "for the purpose of
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occupancy by information, its changes, destruction or breaking of information
systems and resources." While these are common motives, cybercrimes can also be
committed for financial gain, espionage, or other malicious purposes. Many
cybercrimes have a transnational dimension, with perpetrators operating from
different countries than their victims. The definition could acknowledge this aspect
by stating that cybercrimes may involve offenses committed across national borders
or against computer systems located in different jurisdictions. The definition could
differentiate between cybercrimes that target specific individuals, organizations, or
systems (e.g., advanced persistent threats, targeted phishing campaigns) and those
that are more indiscriminate or opportunistic (e.g., widespread malware distribution,
automated attacks). Many cybercrimes involve the use of botnets (networks of
compromised devices) or hijacked computer systems to carry out attacks. The
definition could include a reference to the exploitation of compromised systems or
networks as part of cybercriminal activities Article 3 of the law on cybersecurity).

Establish mechanisms for cooperating with relevant authorities in other
countries to introduce requirements for real-time monitoring, information-sharing
and reporting of transactions by implementation of robots and secure digital identity
solution, such as biometrics to enhance customer due diligence and prevent identity
theft (Article 21 of the law on Payments and Payment Systems).

To Include financial data and banking information as a category of “Financial
Data” that requires heightened protection (Article 25 of the law on personal data). It
explicitly prohibits the processing of banking information by unauthorized third
party. Introduce severe penalties and fines for unauthorized access, misuse, or
unlawful dissemination of financial data and banking information (Article 33 of the
law on personal data). There should be regular audits and compliance checks for
financial institutions.

Incorporate provisions aligned with the FATF*s ‘Travel Rule‘ that requires the
collection and transfer of customer information during crypto-asset transactions to
share relevant originator and beneficiary information from virtual asset transactions
in the (President Decree dated July 3, 2018 No. RP-3832 “On measures to develop
the digital economy and the sphere of crypto-assets turnover in Republic of
Uzbekistan™).

Introduce a provision that requires insurance companies, across both life and
general insurance sectors, to implement robust cybersecurity measures and data
protection controls for their digital operations and electronic transactions. Introduce
specific requirements for cross-border insurance activities to be conducted through
secure electronic channels and platforms (Article 5 and 6 of the Law on Insurance
Activities)

To use Open-Source Intelligence (OSINT) for the collection, analysis, and
dissemination of information that is publicly available and legally accessible for the
monitory and investigating the illicit financial activity especially that are organizing
and conducting by non-banking channels (Article 21 of the law on Criminal
Procedure Code).

To adopt 1ISO 20022 in the bank means embracing a new global standard that
helps financial institutions and the businesses they transact with exchange
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information securely and efficiently. It provides a rich, structured, and global data
standard for financial information in the payments, foreign exchange (FX), trade
finance, and securities markets.

To adopt the NIST Cybersecurity framework (NIST 800-53R5) that offers a
comprehensive catalog of security and privacy controls. These controls are designed
for information systems and organizations to safeguard their operations, assets,
individuals, other organizations, and the nation from various threats and risks. These
risks include hostile attacks, human errors, natural disasters, and structural
vulnerabilities.

Reliability of research results is significantly enhanced by using data from
international regulations and scholarly articles by reputed authors, ensuring findings
are based on well-established principles and vetted information for consistent and
replicable outcomes in studying dynamic digital financial threats.

Scientific and practical significance of research results. The research
provides a substantial contribution to both theoretical and practical aspects of
cybercrime management in the digital economy.

Theoretically, it expands the academic discourse by identifying gaps within
international regulatory frameworks and emphasizing the need for a cohesive multi-
jurisdictional governance approach.

Practically, it offers actionable insights for policymakers and practitioners on
implementing effective policy and technological measures to combat Cybercrimes.

Implementation of research results, centered on the regulation of financial
cybercrimes to bolster digital economy stability, has profound real-world
applications. The results obtained based on the shown below;

Law of the Republic of Uzbekistan “On Introducing Amendments and
Additions to the Criminal, Criminal Procedure Codes of the Republic of Uzbekistan
and the Code of the Republic of Uzbekistan on Administrative Liability” Adopted
by the Legislative Chamber on September 19, 2023 and Approved by the Senate on
November 24, 2023

a. The study has led to significant amendments to the Code of the
Republic of Uzbekistan on administrative liability. Notably, Article 155. Addresses
the illegal modification of the international unique identification code of a mobile
device or identification module of a subscriber device.

b. The study has prompted changes and additions to the Criminal Code of
the Republic of Uzbekistan, particularly focusing on cybersecurity offenses.
Criminal liability is now established for actions such as extortion through the
destruction, alteration, or blocking of a victim*‘s information resources.

Decree of the President of the Republic of Uzbekistan, dated September 11,
2023, No. UP-158 ABOUT THE STRATEGY “UZBEKISTAN — 2030

a. The study has contributed to the improvement of standards and control
bases in the banking sector. The strategy emphasizes the introduction of
internationally recognized minimum standards and requirements in banks.

b. The research findings are reflected in the strategic plan, aiming to
consistent transformation and institutional reforms, creating a favorable investment
and business climate.
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Resolution of the President of the Republic of Uzbekistan of May 31, 2023 No.
PP-167 “About additional measures for enhancement of system of ensuring cyber
security of objects of critical information infrastructure of the Republic of
Uzbekistan™

a. These regulations encompass a comprehensive approach, including
legal, organizational, financial, and technical measures to prevent cyber-attacks,
identify threats, and protect against incidents.

Approbation of research results have been shared in guest lectures at
universities and national and international conferences.

Publication of research results have been published in the 2 national
conference and 5 International conference. Furthermore, the research has been
published in 2 monographs, 1 national journal and 19 international journals
(including 4 Scopus).

Structure and volume of the dissertation consist of an introduction, three
chapters, conclusion and bibliography. The volume of the research is consisted of
153 pages.

THE MAIN CONTENT OF THE DISSERTATION

In the introductory part of the dissertation (doctoral dissertation annotation)
the relevance and necessity of the research topic, the relevance of the research to the
main priorities of the development of science and technology, the degree of study of
the problem, the relevance of the dissertation to the research institution, goals and
objectives. object and subject, methods, scientific novelty and practical results of
research, reliability, scientific and practical significance of research results, their
introduction, approbation of research results, publication of results, scope and
structure of the dissertation.

The first chapter of the dissertation, entitled “Conceptualizing and optimally
regulating the risks of cross-border e-crime in the digital economy” delves into
the nature and scope of cross-border e-crimes, their potential impacts, and the legal
and regulatory frameworks required to combat them effectively. Drawing from the
transnational policy development theory, which recognizes the influence of
international agendas and non-state actors on national policies, this chapter explores
the interconnectedness of economic, socio-cultural, and political transnationalism in
the digital age.

The rapid growth of the digital economy, fueled by technological
advancements and global connectivity, has transformed the way businesses and
individuals conduct transactions across borders. However, this evolution has also
given rise to a new breed of transnational cyber threats, posing significant risks to
financial systems, consumer protection, and economic stability. Cross-border e-
crimes, such as identity theft, phishing, ransomware attacks, and hacking, exploit
vulnerabilities in digital infrastructures, transcending national boundaries and
jurisdictions.

Digital economy: The broad spectrum of economic and commercial activities
rooted in the utilization of digital technologies and electronic communications,
including e-commerce, digital marketing, and financial technologies.
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Cross-border e-crimes: |lllegal activities that exploit the internet and
networked computers to commit or facilitate crimes across national borders, such as
identity theft, industrial espionage, and credit card fraud.

Transnational policy development: The cross-border flow of ideas,
information, people, and resources, transcending traditional national boundaries and
shaping policies related to human and social development.

Borderless world theory: The diminishing importance of national boundaries
in an integrated global economy, facilitating the unrestricted flow of resources,
capital, labor, and technology across international borders.

Risk-based and adaptable regulatory approaches: Tailoring regulations to
local realities while promoting global standards, considering the diverse capacities
and unique financial landscapes of different nations.

First chapter draws from various sources, including reports from organizations
such as the Association of Chief Police Officers (ACPO) UK, the OECD, and the
World Bank, as well as academic literature on the digital economy, cybercrime, and
international cooperation frameworks. It examines the legal and regulatory
challenges posed by cross-border e-crimes, the role of emerging technologies in both
enabling and combating these threats, and the need for global standards and
harmonization of laws.

The second chapter of the dissertation, entitled “International legal
regulations of cross-border e-crimes” discusses the intricate realm of international
legal regulations and the challenges posed by cross-border e-crimes. It examines the
vital aspects of jurisdiction, investigation, prosecution, and the preservation of due
process in the digital age. The chapter draws upon various legal frameworks,
international treaties, and scholarly works to address the complexities arising from
the borderless nature of cyberspace.

Jurisdiction: The legal authority of a state or court to govern and adjudicate
cases within its territory or subject matter.

Complementarity: A principle that establishes the International Criminal
Court‘s (ICC) role as complementary to national judicial systems in prosecuting
international crimes (Rome Statute).

Due process: A fundamental legal principle that ensures fairness, impartiality,
and the protection of individual rights in legal proceedings.

Budapest convention on cybercrime: A pioneering international treaty aimed
at harmonizing national laws, fostering cooperation, and establishing legal
frameworks for combating cybercrime.

Extradition: The transfer of an accused or convicted individual from one
jurisdiction to another for legal proceedings or punishment.

The chapter draws upon various legal theories and principles, including the
concept of state sovereignty (Jean Bodin, Thomas Hobbes), the doctrine of
complementarity (Rome Statute), and the principles of due process (Magna Carta,
Edward I11°s statute). It also builds upon scholarly works on cybercrime jurisdiction
(Brenner, 2004; Clough, 2010) and the challenges posed by the borderless nature of
the internet (Goldsmith & Wu, 2006). The chapter references international treaties
and conventions, such as the Budapest Convention on Cybercrime (Council of
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Europe, 2001), the United Nations Convention against Transnational Organized
Crime (UNTOC), and regional agreements like the League of Arab States
Convention on Combating Information Technology Offences (2010).

The regulation of online payments, data privacy, and cybercrime jurisdiction is
a complex and multifaceted issue that requires a balanced approach to address the
competing interests of security, innovation, and individual rights. The chapter
emphasizes the need for international collaboration, the establishment of a unified
legal framework, and the prioritization of robust data security measures,
transparency, and user control over personal information.

The chapter also highlights the challenges faced by countries in combating
cybercrimes, such as resource constraints, jurisdictional complexities, training
deficits, and outdated legal frameworks. It underscores the importance of legislative
reforms, including strengthening international law enforcement cooperation,
investing in specialized training, and harmonizing legal frameworks to keep pace
with technological advancements. Furthermore, the chapter reaffirms the
significance of upholding due process, a fundamental legal principle that guarantees
fairness and impartiality in legal proceedings. It recognizes the challenges posed by
the increasing use of technology in law enforcement and judicial processes,
necessitating clear legal frameworks and protocols to ensure the respect of privacy
rights and proper procedures.

In the third chapter of the dissertation, entitled “Governance framework for
systemic resilience” in the realm of cybersecurity. It examines the various policies,
strategies, and frameworks established by governments, international organizations,
and the private sector to enhance cybersecurity and address the challenges posed by
cyber threats. The chapter explores three main aspects: harmonizing national
regulations and responses, fostering partnerships across public, private, and civil
sectors, and the role of insurance and compensation in mitigating the effects of
cybercrimes.

Cybersecurity: The application of technologies, processes, and controls to
protect systems, networks, programs, devices, and data from cyberattacks (Uzbek
law of Cybersecurity).

Confidentiality, integrity, availability, authenticity, and non-repudiation:
The five fundamental principles of cybersecurity (mentioned in the text).

National cyber-security strategy: A comprehensive approach to enhance a
nation‘s cyber-security, emphasizing governance, risk management, preparedness,
resilience, critical infrastructure protection, capability building, legal frameworks,
and international cooperation (National Cyber-security Strategy Good Practice).

Governance frameworks: Policies, strategies, and frameworks established to
enhance cybersecurity and address cyber threats.

The chapter draws upon several key theoretical frameworks and literature in
examining governance frameworks for systemic cyber resilience. It references the
National Cyber-security Strategy Good Practice which outlines a comprehensive
national approach, as well as the International Telecommunication Union‘s Guide
to Developing a National Cyber-security Strategy. The Civil Society Guide:
UNCAC and the Private Sector by UNCAC emphasizes the role of civil society in
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engaging the private sector on anti-corruption efforts. The Guide to Good
Governance in Cyber-security highlights applying security sector governance
principles to cyberspace. The UK government‘s Civil Society Strategy provides a
model for collaborating with civil society organizations. Microsoft‘s whitepaper
advocates for principled national cyber strategies.

The chapter concludes that securing the digital world requires a coordinated
approach from governments, international organizations, and industry across various
sectors. It emphasizes the importance of cyber-security principles, governance
frameworks, risk management, preparedness, resilience, and legal frameworks. The
chapter also highlights the role of international organizations in fostering global
cooperation, providing technical assistance, and developing policies to enhance
cyber-security resilience.

The chapter underscores the importance of partnerships across public, private,
and civil sectors in combating e-crimes, as well as the role of cyber insurance in
mitigating the financial impacts of cybercrimes. The chapter acknowledges the
challenges posed by disparate national standards, legal traditions, jurisdictional
complexities, and resource barriers in developing economies. It also recognizes the
need to address the widening legislative gaps due to rapid technological shifts in
fields like social media, cryptocurrency, and the Internet of Things (loT).

CONCLUSION

The digital revolution has transformed economies and societies globally,
ushering in an era of unprecedented connectivity, efficiency, and innovation. This
rapid digitization has also opened the doors to complex transnational cyber threats
that exploit the vulnerabilities of our interconnected world. Digital technologies
proliferate across critical infrastructure, cyber risks have evolved from isolated
events into systematic threats with dire implications for national security, economic
stability, and public safety.

I. Scientific and theoretical conclusion

1.1.  The digital economy is an economic system that is primarily driven by
digital connectivity refers to the ability to access and exchange information through
digital technologies, such as the internet, mobile networks, and other communication
channels. Network Society Theory proposed by Manuel Castells posits that modern
societies are structured around networks facilitated by digital communication
technologies. the global internet user penetration rate reached 63.5% by the end of
2022, with more than 5 billion people using the internet worldwide with estimates
ranging from 4.5% to 15.5% of global GDP, according to various reports.
Transnational cyber threats are malicious cyber activities that transcend national
borders and can originate from anywhere in the world. The 2022 SonicWall Cyber
Threat Report revealed a 105% increase in ransomware attacks globally in 2021,
The Center for Strategic and International Studies (CSIS) estimated that the global
cost of cybercrime reached $945 billion in 2020.

1.2.  In the Uzbek law of cybersecurity; cybercrime - cumulative offenses,
performed in cyberspace with use of the software and technical means, for the
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purpose of occupancy by information, its changes, destruction or breaking of
information systems and resources. Electronic crime (e-crime) means Identity theft,
industrial espionage, credit card fraud, phishing, ransom exploitation. the Home
Office of UK and the Serious and Organized Crime Agency (SOCA) led Cyber
Threat Reduction Board categorize e-crime into three distinct types: pure online
crimes targeting digital systems, traditional crimes amplified by the internet, and
internet-facilitated conventional crimes. Cybercrimes can cause financial losses and
disrupt the operations of financial institutions, eroding consumer trust and posing
systemic risks. These crimes also hinder the growth of digital businesses by
increasing costs and creating legal and regulatory challenges.

1.3.  The Financial Crime Compliance Principles are intended to cover
certain conduct risks in general including measures to counter money laundering,
terrorist financing, market abuse, corruption, fraud and the evasion of sanctions.
Combating financial crimes is a critical aspect of maintain the integrity and stability
of the financial system. The IMF‘s and World Bank‘s multi-year strategy to provide
cross-border payments technical assistance (TA) to meet the G20 cross-border
payments targets. Cryptocurrencies‘ anonymity and decentralized nature have made
them appealing to criminals for money laundering, terrorism financing, and other
illegal acts. Most jurisdictions have enacted Anti-Money Laundering (AML) and
Combating the Financing of Terrorism (CFT) laws and regulations that require
financial institutions to implement comprehensive.

1.4.  Institutional regulatory standards for financial e-crimes are designed to
help prevent, detect, and respond to various forms of electronic financial crimes.
Payment Card Industry Data Security Standard (PCI DSS) establishes requirements
for organizations that handle credit card transactions, including measures to protect
cardholder data from unauthorized access, use, or disclosure. The ISO/IEC 27001
standard enables organizations to establish an information security management
system and apply a risk management process that is adapted to their size and needs,
and scale it as necessary as these factors evolve. Financial Industry Regulatory
Authority (FINRA) provides rules and guidance for financial firms to ensure the
protection of customer data and the prevention of cybercrime, including measures
related to cybersecurity risk assessments, incident response plans, and data
encryption.

1.5.  Cyber risk management refer to the process of identifying, analyzing
and addressing potential cyber threat to protect the digital assets. There are various
international organizations and governments have developed regulations and policy
initiatives. SEPA (Single Euro Payments Area) and SWIFT (Society for Worldwide
Interbank Financial Telecommunication) facilitate secure and efficient cross-border
financial transactions by implementing security protocols, data encryption, and
authentication measures to protect against cyber threats and ensure the integrity of
financial messaging and transfers. The Commonwealth Cybercrime Initiative (CCl)
aims to strengthen cybersecurity capabilities and promote cooperation among
Commonwealth member countries in combating cybercrime, including through the
development of model laws, capacity-building programs, and information-sharing
mechanisms.
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1.6.  The investigation of crime is a systematic and methodical process
aimed at uncovering the truth about criminal activities. It begins with the recognition
of a crime, followed by the meticulous collection and documentation of evidence.
Investigative techniques are essential practices for conducting corporate
investigations, crucial for evidence collection and analysis to reach informed
conclusions. Domestic laws that incorporate universal jurisdiction allow national
courts to adjudicate crimes of international concern such as war crimes, crimes
against humanity, genocide, and torture, irrespective of where the crime was
committed or the nationalities of the perpetrators or victims. The International
Criminal Court (ICC) plays a significant role in enhancing national justice systems
under the principle of “complementarity." This principle, particularly through
"positive complementarity," involves the ICC Prosecutor‘s Office using its leverage
during preliminary examinations to encourage genuine national proceedings.

1.7.  Due process is a fundamental legal principle that mandates all legal
proceedings to be fair and impartial. It is a constitutional guarantee that ensures
individuals are treated equally under the law, with the right to a fair trial and an
opportunity to be heard. The concept of due process has been established by various
legal instruments such as the Magna Carta, the Universal Declaration of Human
Rights, the International Covenant on Civil and Political Rights (ICCPR), Article 6
of the European Convention on Human Rights, and the African Charter on Human
and Peoples‘ Rights. The Constitution of Pakistan enshrines the protection of
individual rights through Article 10A, guaranteeing the right to a fair trial and due
process. Similarly, the Constitution of the Republic of Uzbekistan firmly upholds
individual rights and freedoms as inviolable and protected by law. Chapter VII
delineates several fundamental rights, including the right to life, honor, and dignity,
explicitly prohibiting the death penalty and any form of inhumane treatment.

1.8.  The concept of harmonizing national regulations with international
efforts are based on the principles of international cooperation. There are Several
international organizations and frameworks have been established to promote
cooperation and harmonization likes The UNODC‘s Global Program on Cybercrime
provides technical assistance and capacity-building support, Council of Europe‘s
Budapest Convention on Cybercrime, ratified by over 60 countries, serves as a
framework for harmonizing national cybercrime laws, The FATF is an
intergovernmental organization that sets standards and promotes effective
implementation of legal, regulatory, and operational measures to combat money
laundering, terrorist financing, and other related threats. Europol‘s European
Cybercrime Centre (EC3) supports EU member states in building operational and
analytical capacities to combat cybercrime. INTERPOL ‘s Cyber Fusion Centre
provides operational support and expertise to INTERPOL member countries in
addressing cybercrime threats.

1.9.  The concept of multi-stakeholder partnerships in combating financial e-
crimes is rooted in the theory of collective action and collaborative governance. This
theory suggests that complex societal challenges often require the involvement and
coordination of multiple actors with diverse interests and resources. These are
several initiatives like National Cyber-Forensics and Training Alliance (NCFTA),
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Financial Services Information Sharing and Analysis Center (FS-ISAC),
Cybercrime Support Network (CSN), National Cyber Investigative Joint Task Force
(NCIJTF) established to facilitate partnerships across sectors in combating financial
e-crimes. To strengthen partnerships across sectors, establish secure and efficient
mechanisms for sharing threat intelligence, indicators of compromise, and best
practices. Encourage increased collaboration between law enforcement, regulatory
agencies, and private sector entities. Engage civil society organizations, including
non-profits, academic institutions, and consumer protection groups.

1.10. Insurance and compensation mechanisms aim to mitigate risks and
provide financial protection and remediation. Cybersecurity insurance is a type of
insurance policy designed to protect businesses and individuals from the financial
consequences of cybercrimes. This is a new concept which help to cover expenses
related to investigation, legal fees, customer notification, credit monitoring, and data
restoration. The global cyber insurance market size was valued at USD 16.66 billion
in 2023. The market is projected to grow from USD 20.88 billion in 2024. In some
states of US have victim compensation programs that provide financial assistance to
victims of violent crimes to cover expenses.

I1. Proposal and recommendations on the improvement of legislation

2.1 Legislatures should establish clear definitions and penalties for cross-
border e-crimes in criminal and administrative codes. This would facilitate efficient
legal proceedings and provide effective deterrents against financial cyber threats.
Amendments to regulate digital tokens should also be introduced to limit money-
laundering risks amid cryptocurrency proliferation.

2.2 Regulations governing payments systems, especially article 21 of the
Law "On Payments and Payment Systems"”, must be strengthened with additional
provisions promoting public-private information sharing on cyber threats. This
would enable preemptive responses against attacks on financial networks spanning
multiple borders. The Central Bank could establish industry forums facilitating such
collaboration.

2.3  Cybersecurity legislation, like the Law "On Cyber Security", should
incorporate expanded digital forensics and threat intelligence programs for law
enforcement. Advanced data mining tools and specialized training for officers in
mobile device forensics, network investigation methodologies, and data breach
remediation would significantly enhance response capacities against sophisticated
transnational cyber groups.

2.4  Revisions to the Law "On Operational Search Activity" should enable
smoother coordination in international cybercrime investigations in line with
INTERPOL protocols. This would necessitate cross-border collaboration procedures
for digital evidence collection/transfer and provisions to override local data privacy
regulations impeding criminal inquiries.

2.5  The applicability of the Law "On Personal Data" should be evaluated
to incorporate relevant provisions from international frameworks like the Budapest
Convention on cybercrime legislation facilitating foreign assistance requests.
Additional data harmonization with global norms would enable smooth evidence
sharing while retaining local protections.
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2.6 Sentencing guidelines should be established distinguishing penalties
based on the scale and complexity of e-crimes rather than relying solely on financial
losses, given the non-monetary consequences of incidents. Custodial terms should
account for transnational coordination, technical sophistication, infrastructure
disruption, and economic contagion risks from interconnected threats.

2.7 Legislators need to draft regulations mandating international firms
maintaining domestic user data or technology assets to comply with standardized
cyber-resilience obligations. Non-compliance should permit penalties akin to
corporate malpractice for negligence enabling fraud, money laundering or terrorism.

2.8 Laws should require regular stress-testing to validate the cyber-
preparedness of systemically important institutions like securities depositories,
payment systems or credit rating agencies under simulated crisis conditions.
Deficiencies should warrant legislative and supervisory intervention akin to
prudential oversight. Governments could establish multilateral information sharing
agreements that enable requesting countries access to financial.

2.9 Regulations to ease compliance burdens around international payment
reconciliations and data transfers would benefit consumers and payment processors.
Standardizing transaction formats, currency conversion disclosure norms, fees,
dispute settlement timeframes, and data erasure protocols internationally needs
public-private collaboration.

2.10 Laws mandating compensation funds financed via levies on financial
institutions to offset losses from catastrophic data breaches merit exploration as
enhancements to private insurance. Such pooled resources supervised by regulators
could fund trauma counseling, credit monitoring or identity theft remediation for
affected consumers.

2.11 Global accords around combating state-sponsored attacks against
banking systems similar to chemical weapons bans should be pursued at diplomatic
forums. They would enable collective sanctions against regimes fostering proxy
cyber militias targeting financial stability worldwide. Even symbolic consensus
declaring financial infrastructure off-limits for warfare would be progress.

2.12 The challenges in harmonizing cybercrime laws across nations are
significant, ranging from fundamental differences in legal traditions and
jurisdictional complexities to conflicting norms around privacy, data, and
surveillance. Developing economies face additional resource barriers in
implementing legislative reforms due to a lack of technical and legal expertise.
However, there are initiatives aimed at addressing these hurdles. The United Nations
Group of Governmental Experts (UNGGE) Norms, established in 2015 and
endorsed by the UN General Assembly, provide a framework for responsible state
behavior in cyberspace. Additionally, incorporating cybersecurity and online safety
into mainstream educational curricula, as seen in the UK‘s CyberFirst school
programs, can help raise awareness and build capacity from the ground up.

2.13  Another key effort is the adoption of globally recognized standards like
ISO/IEC 27001 for information security management systems (ISMS). This
standard provides a systematic approach to establishing, implementing, maintaining,
and continually improving an organization‘s ISMS, regardless of size or sector.
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While voluntary, its widespread adoption can help harmonize practices and facilitate
cross-border cooperation in cybersecurity and combating cybercrime. Ultimately, a
multi-pronged approach combining international norms, educational initiatives, and
adherence to recognized standards is crucial for navigating the complex landscape
of cybercrime legislation and enforcement in an increasingly interconnected world.

I11. Scientific comments and recommendation on improving the practice

3.1 The International Criminal Court‘s jurisdiction should be extended to
cover cybercrimes, recognizing the severe and far-reaching consequences these
offenses have on global security and individual privacy. This inclusion would enable
more robust and coordinated international responses, ensuring consistent legal
action against perpetrators of cybercrimes, irrespective of their geographic location.
By addressing the transnational nature of these crimes, the ICC can deter and
prosecuting cyber-related offenses that threaten the stability and integrity of digital
systems worldwide.

3.2 The Payment Card Industry Data Security Standard (PCI-DSS) must be
augmented with comprehensive legal measures to enhance the effectiveness of
cybercrime investigations. By integrating robust legal protocols, PCI-DSS can
safeguard sensitive information across industries, ensuring that all parties adhere to
stringent security standards. This integration would empower law enforcement
agencies with the necessary legal framework to conduct thorough investigations,
gather evidence, and prosecute cybercriminals who compromise the integrity of
payment systems and financial data.

3.3  To promote harmonization of legal frameworks across nations, the
United Nations® proposed convention on cybercrime should provide a clear and
comprehensive definition of what constitutes a cybercrime. This crucial step would
ensure that all countries have a unified understanding of the scope and nature of
these offenses, eliminating ambiguities and inconsistencies in how they are
classified and addressed. A comprehensive definition would lay the foundation for
effective international cooperation and collaboration in combating the global threat
posed by cybercrimes.

3.4 Given the inherently global nature of cybercrimes, the proposed United
Nations convention should include uniform guidelines for conducting investigations
into these offenses. These guidelines would facilitate seamless international
cooperation, ensuring that investigations are conducted efficiently, fairly, and with
due consideration for the unique challenges posed by digital evidence and cross-
border jurisdictional issues. Uniform guidelines would also promote the exchange
of best practices and enhance the overall quality of cybercrime investigations
worldwide.

3.5  To promote consistency and thoroughness in the investigation process,
the proposed United Nations convention needs to establish a standard investigation
protocol for cybercrimes that all member countries should follow. This standardized
approach would ensure that investigations are conducted with a high level of rigor,
adhering to established best practices and leveraging the latest technological
advancements in digital forensics. By fostering a uniform methodology, the standard
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protocol would enhance the overall quality of cybercrime management, enabling
more effective prevention, detection, and prosecution efforts.

3.6 It is important for all member countries to adhere to the guidelines
provided by the proposed United Nations convention during their cybercrime
investigations. Consistent adherence would strengthen international law
enforcement collaboration, enabling the sharing of intelligence, evidence, and
resources across borders. This coordinated approach would increase the
effectiveness of cybercrime resolution efforts, addressing the transnational nature of
these offenses and deterring perpetrators who seek to exploit jurisdictional gaps or
inconsistencies in legal frameworks.

3.7  To bolster their capabilities in combating cybercrimes, member states
should create specialized investigation agencies with comprehensive jurisdiction
over these offenses within their respective countries. These dedicated agencies
would focus on the nuances and complexities of cyber-related offenses, building
expertise and adopting tailored strategies to provide a more targeted and effective
approach to cybercrime prevention and prosecution. By concentrating resources and
efforts, these specialized agencies would enhance their ability to stay ahead of
evolving cyber threats.

3.8  To address the unique challenges posed by cybercrimes, all member
countries should establish special courts dedicated to handling these cases. These
specialized courts, ideally operating online or leveraging advanced digital
technologies, would be equipped to address the intricate technical aspects of
cybercrimes. With a deep understanding of the digital landscape and the nuances of
cyber-related offenses, these courts would offer a streamlined and technologically
adept judicial process, ensuring fair and efficient adjudication of cybercrime cases.

3.9  The United Nations should assist developing countries by providing
resources, training, and capacity-building initiatives to bolster their ability to combat
cybercrimes effectively. Enhancing expertise and infrastructure in these nations is
crucial for building a robust global defense against cyber threats and ensuring
equitable access to cybersecurity resources.
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BBEJAEHMUME (ABTopedepat auccepramuu goxkropa ¢punocopun (PhD))

Leabio uccieqoBaHusi SBISETCS OINpPEACNICHUE CTPATETUH pPETyJIMpPOBAHUS
JIs 00pbhOBI ¢ (PMHAHCOBBIMHM TPECTYIUICHUSIMU M OOECICUYEHHUS] CTaOUIIbHOCTU
M (HPOBOI IKOHOMHUKH.

O0beKkTOM HMCCIIeIOBAHUS SIBISIETCS BBISIBIICHUE U aHAIIW3 MEXKIYHApOIHON
HOPMATUBHO-TIPaBOBOW 0a3bl U €€ A(P(PEKTUBHOCTH B CMITYCHUH IOCIEACTBUN
AJIEKTPOHHBIX (PMHAHCOBBIX TMPECTYIUICHUN IS TIOBBIIICHUS yCTOWYUBOCTH
(G POBOH IKOHOMUKH.

HayuyHasi HOBH3HA HcCJIeI0BAHMSA 3aK/IIOYAETCS B CIEAYIOIIEM.

B Kopexkc aaMuUHUCTpaTHBHOM OTBETCTBEHHOCTH PecnyOnuku Y30ekucTtaH
BKJIFOUEHBI MPEIOKEHUS 110 TPUMEHEHUIO aIMUHUCTPATUBHOW OTBETCTBEHHOCTH
32 HE3aKOHHOE W3MEHEHUE MEXIYHAPOJHOIO0 HACHTHU(PUKALUOHHOTO KOJa
MOOWJIBHBIX ~YCTPOWCTB WM HJICHTU(PUKAITMOHHOTO MOJYJE aOOHEHTCKOTO
yCTpOICTBa, HAPYILIEHUE MTPABOBBIX JOKYMEHTOB B cepe KPUNTOAKTUBOB. 00OPOT
Y HE3aKOHHOE OCYIIECTBIIEHUE TOPHOA00BIBAIOIIEH ACSITEIbHOCTH;

«HeobxonuMocTh co31aHnsl HEOOXOIUMBIX YCIOBUM JIs1 O€CTIPENSITCTBEHHOT'O
Joctyna K Trio0anbHOW MHGpOpManuoHHON cetu HMHTtepHer, oOecnedeHus
KnOepOe30nacHOCTH B HAIlMOHAJIbHOM MHTEpHET-IPOCTpaHCTBE, a TaKXKe
YCTaHOBJICHHSI B 3aKOHO/IATEILCTBE HOPM I10 MOBBIIEHUIO TPAMOTHOCTH I'PaXK/1aH B
ucrnojs30BaHuu HTepHETa. 000CHOBAHHBIN;

BBeaenne HOpMbI 00 y4aCTUU KOMIETEHTHOTO IOCYAapCTBEHHOTO OpraHa B
MEXIYHAPOAHBIX MEpPONPUATHSIX B cdepe obecnieueHus KuOepOe30MacHOCTH
BAKHON HMH(POPMALMOHHON HHQPPACTPYKTYpbl B MpEAeNax €ro MOJHOMOYMHA Hu
oOmeHna wuHdopManmeit o0 yrpozax W HHIMACHTaAX KuUOepOE30MmacHOCTU B
COOTBETCTBHH C MEXKAYHAPOIHBIMU COTJIALICHUSIMU;

[TpennoxeHuss 0 HEOOXOAWMOCTH OIPENEICHHUsS] MOHATUS «DJIEKTPOHHBIE
(¢ poBbIe) T0KA3ATENHCTBAY, MOPSIIKA BBISIBICHUS, cOOpa, TPOBEPKH, TPOBEPKH,
OIICHKH, (PUKCAllMU, XpaHEHUsS DJIEKTPOHHBIX JIOKA3aTEIbCTB, a TAKXKE IpaB H
00513aHHOCTEM YYaCTHUKOB C MHCIIOJIb30BAaHMEM 0O0SA3aTENIbHOM BHIE03aIUCH
MPECTYIJICHUH, COBEPIICHHBIX C UCIOJIb30BaHMEM MH(POPMAIIMOHHBIX TEXHOJIOTHI
B 3TUX MpoIeccax 06e3 MPUCYTCTBUS MOHATHIX, HAYYHO 0OOCHOBAHBI MPEIOKEHUS
0  ONpEACNICHUIO  TMOpsAKa NPOBEIECHHUS  OOBICKOB M MPOBEPOK B
KHOEpIpPOCTPaHCTBE, a TaKXKe IO ONMPEJEICHUI0 KOHKPETHBIX TpeOOBaHUl (BUAOB
uH(pOpMAaIUK) K XPaHEHUIO IU(PPOBBIX OTIIEYATKOB MaJbIEB B UHPOPMALIUU.

BHenpenue pe3yabTaToB McceI0BaHUMH. Pe3ynbTarsl McclieoBaHus ObLIN
UCITIOJIb30BAHBI:

Buecensl u3menenus oB Kojexkc 00 aaMUHUCTPATHUBHOM OTBETCTBEHHOCTH
PecnyOnuku  Y30ekucraH 3a HE3aKOHHOE HM3MEHEHHE  MEXyHapOJIHOTO
UJACHTU(UKAIIMOHHOTO  KOJla  MOOWJIBHOTO  OOOpYIOBaHUS WU MOMYJS
uaeHTUGUKAIMN a00OHEHTCKOTO YCTPOWMCTBA, HApYIICHUE 3aKOHONATEIHCTBA B
cdhepe oOpaieHrs KPUINITOAKTUBOB, a TaKKE HE3aKOHHOE BEICHHE MaWHUHTOBOM
nestenbHOCTH. B wactHoctH, ctathu 155(3) u 155(a) Konekca otHocAT ux k cdepe
nevictBust 3akoHa Ne 3PY-899 ot 19 suBaps 2024 rona.
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HayuyHo 000CHOBaHHOE NpPEIJIOKEHUE HACTOSIIEr0 MCCIEAO0BAaHUSA O
«CO3JJaHUM HEOOXOJIUMBIX YCIOBHM Juis OECHpensTCTBEHHOTOo JOCTyma K
riobansHOM nHpOpMaoHHOM cetn HTepHeT, o0ecnieuenus kudepOe30macHOCTH
B HaIlMOHAJIBHOM HMHTEPHET-TIPOCTPAHCTBE, MOBBIMICHUSI TPAMOTHOCTH T'PpaXKIaH B
WCITOJIb30BaHUU ceTh MIHTEepHET» OBLIO MCIOJIB30BaHO TIPpH pa3paboTke myHKTa 96
HacTosmero uccineaopanua. Crpaterun «Y3oekucran — 2030», yTBep:KIeHHOU
VYkazom Ilpesuaenta Pecnybmuku VY36ekucran «O Crparerun «Y30€KuCTaH —
2030»» ot 11 centsa6ps 2023 romga Ne VII-158.

Y 10IHOMOYEHHBIN TOCYIapCTBEHHBIN OpraH B MPEJesiax CBOEH KOMIIETEHIUH
y4acTBYeT B MEXKIYHApPOJIHBIX MEPONPUATHUAX B oOjacTu KuOepOe30macHOCTH
KPUTHUYECKONH HMH(POPMALIMOHHON HHQPACTPYKTypbl M OCYLIECTBIIIET OOMEH
uHpopMalmeit 00 yrpo3ax M MHIMJEHTaX KHOepOe30MacHOCTH B COOTBETCTBHUM C
MEXIyHapOJAHBIMU JIOTOBOpPAMU» HCIOJNB30BAHO MpU pa3paboTke myHKTa 8
[Tonoxenuss o Ilopsnke mno oOecrneyeHUto KuOEpOE30MacCHOCTH OOBEKTOB
KpUTUYECKOM UH(OpPMAIIMOHHOW HWH(MpacTpykTypel PecnyOnuku VY30ekucraH,
yTBepKIeHHbIH  Ykazom  Ilpesunenta  PecnyOmuku — Y30ekuctan — «O
JIOTIONTHUTEIBHBIX ~MEpax 0 COBEPIICHCTBOBAHWIO CHCTEMBI OOECIEUEHHUs
K1OepOe30NacCHOCTH 0OBEKTOB KPUTHUYECKON MHPOPMALMOHHON HHPPACTPYKTYPHI
PecrryOmmku V36ekuctam» ot 31 mas 2023 1., NeIII1-167.

BrickazaHbl TpeIOKEHHS] HACTOSIIETO MCCIEAOBAaHUS O HEOOXOAMMOCTH
«ONIPEIENUTDh MOHATHE «IJIEKTPOHHBIE (LIUPPOBBIE) TOKA3aTENbCTBA», IPOLEAYPbI
oOHapy»keHusl, cOopa, POBEPKHU, UCCIIETOBAHUS, OLIEHKH, PErUCTPallu, XPaHEHHUSI
AJIEKTPOHHBIX JIOKA3aTENbCTB, a TAKXKE MpaBa U 0043aHHOCTH YYaCTHHMKOB. B 3THX
npoleccax yCTaHOBUTH TOPSIIOK TPOBEIACHHUS OOBICKOB M IPOBEPOK B
KHOEpIpOoCTpaHCTBE O0€3 MPUCYTCTBUS MOHATHIX, C UCIIOJIb30BaHUEM 00s3aTeIbHON
BUJICO3AIMCH IPECTYTICHUH, COBEPIIECHHBIX C MCIOJIb30BaHUEM UH(DOPMAIIMOHHBIX
TEXHOJIOTHI, a TAKXKE€ YCTAHOBUTh KOHKPETHBIE TpeOOBaHuUs (Bl HHPOPMALIUN) K
XpaHEHUIO TaHHBIX MPU XPaHEHUHU U(POBBIX OTIEYATKOB MAJbIEB B NUH()OPMALINY;
Pecypcer» ucmonbp3oBaHbl MpH pa3paboTKe MeXaHHW3Ma pealn3alud MyHKTa 8§
«/lopoxHO# KapTe» 1O COBEPIICHCTBOBAHUIO CHCTEMBI IPOTHUBOACHCTBHUS
MIPaBOHAPYIICHHUSIM, COBEPIIIAEMBIM C MCIIOJIB30BAaHUEM ITU(POBBIX TEXHOIOTHH, U
3alMTe MpaB noTpeduTeneil uM@poBbIX MOPOAYKTOB (YCIYT), YTBEPKACHHOU
VYkazom [lpesunenta Pecyonuku Kazaxcran. Pecniyonuku ¥Y30ekucrtan «O mepax
10 YCHJICHHUIO 3aIIUTHI TIPaB MoTpeduTenei mndpoBoit mpoaykiuu (yciayr) u 6opboe
C TMpaBOHAPYUICHUSMH, COBEPIIAEMBIMH C  HCHOJb30BAaHUEM  LU(PPOBBIX
texHosoruit» ot 30 HosOps 2023 roma Ne T111-381.

IIpakTHyeckne pe3yJbTaThl MCCIAEIOBAHUSL  TPEACTABISAIOT  CcO0Oi
JIOPOKHYIO KapTy Uil MEXIyHapOJHBIX CTpaTeruil peryjaupoBaHus 1mo 6oprde ¢
AIIEKTPOHHBIMU (PUHAHCOBBIMHU TMPECTYIJICHUSIMU U TOBBIIICHUIO yCTONYMBOCTH
U (HPOBOI IKOHOMHUKH.

OmnpaBnaHHO CO3/IaHUE MEXaHU3MOB COTPYAHHUYECTBA C COOTBETCTBYIOIIUMU
OpraHaMu JPYTUX CTPaH AJisl BHEIPEHHs TPEOOBAHMI IO MOHUTOPUHTY TPaH3aKITH
B peajbHOM BpEMEHH, OOMEHy MH(pOpMaluueldl U OTYETHOCTH IYTEM BHEAPEHUS
poOOTOB M 6€30macHOro pemieHus sl TUPPOBOM HISHTU(PUKAIMKU B IEISIX
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YCUJICHHS JIOJDKHOM OCMOTPUTEIBHOCTH KIMEHTOB M TMPEJOTBPAIICHUS KPaKd
JMYHBIX JaHHBIX;

duHaHCOBBIE JaHHBIE U OAHKOBCKUE JaHHBIC JOJDKHBI OBITH BKIIOYCHBI B
Kareropuro «OUHAHCOBBIE JNAHHBIE», TPEOYIOU[YI0 YCHUJIEHHOW 3alIUThl, YTOOBI
rapaHTUpoOBaTh, 4YTO 00pabOTKa OAaHKOBCKHX JAHHBIX HEYNOJTHOMOYEHHBIMU
TPETbUMHU JIMIIAMH, a TaKXKe HECAHKIMOHWPOBAHHBIN JOCTYN K (PUHAHCOBBIM
JAHHBIM M OAHKOBCKMM JIaHHBIM, BBEJICHHE. CEPbE3HbIX HAKa3aHUU 3a
HEIMpaBUJIbHOE UCITIOIb30BAHNUE UM HE3aKOHHOE PACIPOCTPAHEHHE OIPaBIaHo;

Hay4Ho 060cHOBaHO BKJIIOUEHHE MTpaBuiia 00 00s3aTeIbHOM cOope U Iiepeiaue
uH(pOpMaIMU O KIHMEHTax MpHU ONEpalMsIX C KPUIITOAKTHBAMHU B IEJISIX OOMEHa
aKTyanbHOW uWH(oOpMmanueir o0 oTmpaBuTeNe U MOJydareie oOlepanuid C
BUPTYaJIbHBIMU aKTUBaMU;

OmnpaBaHo BBeJEHUE NPaBWI, TPEOYIOIMIMX OT CTPAXOBBIX KOMIIAHUI B
CEKTOpaX CTPAXOBaHUS KXU3HU U MHOTO, YEM CTPAXOBAHUE >KU3HU, MOJIAEPKUBATH
HaJIe)KHbIE MEpbl KHOEPOE30NaCHOCTH U CPEACTBA KOHTPOJIS 3AIMTHI JAHHBIX JJIS
CBOMX LIM(PPOBBIX ONEpaInil U JIEKTPOHHBIX TPAH3AKIIMM.

Crpykrypa M 0o0bemM JauccepTalldM COCTOAT U3 BBEJCHUSA, TPEX TIJIaB,
3akiroueHus u ouonunorpadun. O0beM Hcciien0BaHus COCTaBWII 153 cTpaHUIIbI.
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