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CYBER CRIME IN LEGISLATION REPUBLIC OF UZBEKISTAN

A.U. Anorboev

General Legal Counsel, Legal Department, Ministry for the Development of
Information Technologies and Communications of the Republic of Uzbekistan;
independent applicant of the Military Technical Institute of the National Guard of

the Republic of Uzbekistan.
E-mail address: amirxan786 @ mail.ru

Abstract: The article analyzes the process of the author's research on the topic “Cyber-
crime: criminal law and criminological aspects”. This article is devoted to explaining the
essence and importance of effective ways and mechanisms of cybersecurity in Uzbekistan.
Article provides an analysis of effective methods and mechanisms of cybersecurity in
Uzbekistan, taking into account examples of existing problems.

Keywords: cybersecurity, cyberspace, cybercrime, cyber terrorism, crime, admin-
istrative offense, cohesion, unified management, strategy.

As you know, information rules the
world [1], and everyone can use this in-
formation in different ways, and this may
be a group of people who plan to realize
their evil intentions. In general, each
country is fighting cybercrime in order to
prevent the use of this information for
malicious purposes in the country trying
to create a secure cyberspace. The main
reason for the rapid growth of cyber ter-
rorism is, first of all, that it is a very eco-
nomic and effective method for terrorists,
for quick terrorist acts. For example, by
the end of 2018, the number of Internet
users of 22.8 million people [2], mobile
communications was compiled in Uz-
bekistan 22 million. 800 thousand [3];
also the total connection speed of interna-
tional networks with Uzbekistan is
104.1 Gbit / s [4].

Currently, many positive things are
being done in Uzbekistan to create cyber-
space. In particular, the implementation
of comprehensive measures to ensure cy-

bersecurity and the introduction of mod-
ern technologies for protecting networks,
software products, information systems
and resources, participation in regulating
the use of technologies for collecting, pro-
cessing and storage of personal and bio-
metric data [5], The State Inspectorate for
Control in the Field of Informatization
and Telecommunications of the Republic
of Uzbekistan is authorized to monitor,
survey, study and verify the status of im-
plementation and development of infor-
mation and communication technologies,
information and cybersecurity in state
and economic management bodies, local
government bodies, other organizations
and departments in the manner pre-
scribed by law [6], the University of Char-
da was established in Uzbekistan, which
provides training at the level of interna-
tional standards of highly qualified spe-
cialists in the field of cybersecurity in the
popular areas of education [7].
Cybercrime is considered perfect us-
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ing information technologies and com-
munications, a guilty socially dangerous
act (action or inaction) prohibited by the
Criminal Code of the Republic of Uzbeki-
stan under the threat of punishment,

When talking about cybercrime, some
scientists give an explanation that it de-
stroys the information system, creates
danger for human lives, as well as be-
comes cause for the serious material loss-
es or other socially dangerous conse-
quences (if they are aimed at violating
private social security, intimidation or
influence on decision-making by the au-
thorities), as well as an understanding of
the threats of such actions for these pur-
poses [8].

However, Uzbekistan does not have a
Law on Cybersecurity. In this regard, it is
advisable to adopt a separate law in this
matter.

Also, the Criminal Code of Uzbeki-
stan does not provide liability for cyber-
crime [9].

According to article 4 of the Criminal
Code of the Republic of Uzbekistan, crime,
the punishability of an act and other legal
consequences of its commission are deter-
mined only by the Criminal Code. No one
can be convicted of a crime and punished
otherwise than by a court verdict and in
accordance with the law [10].

Also, in accordance with Article 10 of
the Criminal Code, each person whose
conduct establishes the existence of a
crime shall be liable [11].

In accordance with article 11 of the
Code of Criminal Procedure of the Re-
public of Uzbekistan, a judge, prosecutor,
investigator, inquiry officer, defense

counsel, as well as all persons involved in
criminal proceedings, are required to
strictly observe and comply with the re-
quirements of the Constitution of the
Republic of Uzbekistan, this Code and
other legislative acts of the Republic Uz-
bekistan Any deviation from the exact
execution and observance of laws, what-
ever the reasons for it, is a violation of the
law in criminal proceedings and entails
an established liability,
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