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Abstract
The article analyzes the continuation of the author's research оп "суьеrсrimе: criminal andcriminological aspects". This article is devoted to explaining the .rr.n.. and significance ofeffective ways and mechanisms of суьеr security in uzbekistan.
This article analyzes the effective Ways and mechanisms of суЬеr security in Uzbekistan,taking into account examples of existing problems.
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Introduction. As it is known, information rules the world [1], and this information сап Ьеused differently Ьу еvеryопе, and it can Ье а grоuр of people who аrе planninj Ь realize their evilintentions.
In general, each соuпtrу is fighting суЬеrсrimо to рrечепt this information frоm being usedfог malicious рчrроsеs in а сочпtrу trying to create u ,."u.Ё суьеrsрасе.
The main rеаSоп for the rapid growth of суЬеrtсrrоrisЙ is primarily that it is а veryeconomic and effective method for terrorisis, for rapid iеrrоrist acts.
Fоr example, Ьу the end of 2018, Uzbekisian had 22.8 million Internet users[2] and mobilecommunications.
22 million 800 thousand [3], also the total connection speed of international networks withUzbekistan is 104.1 Gbit/s[a].
Сurrепtlу, the national domain zопе ''IJZ'' has mоrе than б6,000 active domains. In 20l7 inUzbekistan thеrе wеrе about 166,000 active domains.
53,000 active domains[5].
The availability of lnternet sеrчiсеs for each

суЬеr tеrrоrism.

. According to UZCERT Information Security Incident Prevention Services, their пumЬеrincreased in 2018.
Up to б5,000., a_lso during the monitoring of information security events.
54,95з,759 information security events were detected in tйе information systems ofgovernment agencies fоr 2018 and the first qчаrtеr of 20l9. Of these, 2,502,з5заrе high-risk events

I6].
Мапу positive developments аrе сurrепtlу being made in Uzbekistan to сrеаtе суЬеrsрасе.In particular, defined Ьу the majn taiks aid priority direction, oi tt. Ministry ofInformation Technologies апd Communications of the K"piriil" of Urb"kirtan the implementationof complex mеаsurеs to епsurе cybersecurity and the inйcuction of mоdеrп tесйпоtоgiеs fоr theProtection of networks, software Products, information ,уrЙ, and resources, participation in theregulation of the application of technologies for the collection, p.o..rring and storage of personaland Ьiоmеtriс data tJ], Ц" state Inspectorate fоr control in the field of information andtelecommunications of the Republics of uzbekistan.
In state and economic administration bodies, local government bodies, other organizationsand departments
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In the mаппеr prescribed Ьу law[8], the university of shаrd has been establishedIn Uzbekistan, which Р'ОulС.rffi;Йiь.',Ь"., огiпtеmаiiЪiчirtчпочrds of highlyqualified specialistsin the field оf .yb..r..urityIn ..l.uunt areas of education [9].The Council of Heads of StаtеоТthеЪhап;;;iё;р.rаtiоп 
organizaiion (SCo) was heldОП JuПе 14 this vеаr and adopted Б-Ь;rЬк.к о..йri'ri""]тr.п,у-,rйБ""ri]п,, 

nuu" been signedaimed at develoPing РП""'iЙlР i"Б""п the SCo ;;;Ь.. nations in various spheres, interactionbetween the SCo ЪПd oth,; i;;;-ational o;g;;;;;;"r, the Concept--of соореrаtiоп inDigitalization has been upprou"a u'Йр.ороsаl ofihe president of uzbekisъn.And information and ,o"uni.u'io" l..i*й;;; and the Г-g.ч.-" оп Development ofInterregional CooPeration u'ong ýаО Й;;Ъ;;;;'""r.r:'i"h.sе documeit, *liiruK. it possible tolaunch new аrеаs оf multilater.i;";;;tion withЙ,ь. iihrоl.However, суЬеrсrimе,.ruй, one of the ЫееЪrt рr"Ыеms fоr us.

.ount.i"JhliJJ;l1ЪHlliiff?;,Yl"ine, the tvеtЙtапjs, spain, д".i,iп Great Britain and other
Оп cybersecurity оr amendments and additions to legislation.Fоr example, China adopted the Law "On iiй^SЪсчritу'' оп Ol .o7.2Цls,the Law ''OnСуЬеr Security" оп01.0б.20rz, ibb iu*'On_Combating Теrrоrism'' in 201б.In accordance_with these laws, 

_Uzbekistan'ui."'.'n"чrчrеs to combat суЬеrсrimе [l l].Russian [l2], Ukrainian Il3], G.orgi* [i;l; п;;й fi;i;'Ё;;,,",ii r,б] laws аlrеаdусlеаrlУ define the rоlе of informatbii..b"oЙgi"r'un'j.oiiuni"utions 
in cybersecurity.Fоr examole, according to Article 1 oTLa;N". iйq-vlrl of 2l June 20l8 of Ukraine ''On

alij!":""'iPles 
of Bn'u'lng ё'УЬЪ'^s"""rlrу", .уь".t.оБ.й, i, а terrorist activity саrriеd out as

In суЬеrsрасе оr with its use [l7].

law on,ftlнx:"kistan 
has ПО СУЬеr SЁсчritу Law. тhеrеfоrе, it is advisable to adopt а separate

Also, the Uzbek Criminal Code doe_s not provide for_liability fоr суЬеrсгimеs Il8].Uпdеr article 4 of the Criminal,Code, ЪпуЪ. Ъrimiпаi с"JЁ c.ilres the crime, thePunishable nature Оf the act and oibbr-i.eur .опrЬqu.i...Ъiь .оrrьrйп. N;;". mау ье foundguiltY of а crime *9j:i''.!'Ол":'iоiРi а сочrt sentence and in u..o.dunb. *iiй iп. law[l9].Also, according to Articl; lr5 of ,ь. сriйiпЫ-ё"_Оо ечеrу реrSоп in whose act it isestablished that а crime йаs Ьееп *n",rj,,"a shall Ье |iable[2.].Under article l l of the Code of С.iriп;i'-Ё;;еdurе, 
.judges, рrосчrаtоrs, pretrialinvestigators, реrsопs conducting initiai inquiri", 

"iJ'J"г."""" counsel, чrЪ;ll urЪIl p".rons takingрагt in сrimiпаl proceedings, m'ust u..urui.ly obr.*.-und.omply with the requirements of theConstitution, this Code unj otb" Йеirl*i". ъсь oi йi.йuu". Апу derogation frоm the precise
;HJ:'.Ж, 

Ц_1 !Жil#:; lil1';[1;};; ;; ffi ffJ:, i, u u й t utЪ n' ;;. l aw i n .,m й ui
In addition, in accordance with паrаgrарh 2 ofthe first раrt оf the article.83 The Code оf Criminal р'о"йu..-с;.r;;;;;;;;; 

"", elements of а сrimе in its act: аsuspect, an accused реrSоп оr а defendant_is founJn"b.."i""d is subject to rehabilitation.. AccordinglY, in accordance with article 

'rr;ffi; 
Code Ьг criri""i Ьrосеdчrе, whenclгcumstances stipulated in artic|e 83, раrаgrарh 2, of the code аrе identified, ап official of thebodY conducting the Pre-investijЙ"inrp.ciion,-the ;;;" conducting the initial inquiry оr

ffiHil, JНr."i":i:Щ }'"f тrж1'.1М ;]*ffi ;,..*n 
g to institй й, inul р,.о.ъ.йп g,

In this rеааrd' we consider ii аРРrорriаtе io include the concept and mechanism ofСУЬеrtеrrОrism in th"e !:':lЙ.'Й;'j. biu)b.Kirtun оп-"уьеrsесчritу,i and we also considerit necessary to include the fоllоwiпg;;;;й in the Сrimiпаl code:First of all, w9leed to proiide йосеrп r."ь""i"еi";"чiс ,nutur" personnel.It would Ье advisable to rечiеw ihe following legislation in uzbekistan.
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In раrtiсulац Uzbekistan has not yet develoPed а strategy to protect against суЬеrtеrrоrism;at the same time, суЬеrсгimе is becoming. iп.r.чrйgiу Cung..ous in the wБrld, with mоrе than200,000 oPerations Per day[221, resultinglm tь.-i.ri'ъiаьБut soo biiiibo йсiчiduut, and legalentities, According to-a survby сопdчсtеdЪу Juniper RЙ:::п i: ?9rбrrji, on" 
"*un'ple 

is that ьу20l9 соmрutеr frаud losseS could rise to mоrе tьаЪ $z.t ЙlliопJz+1, witи ъась month's сrimе rates
;Ж*Н3lrJ.l]i#"j]:], 

it is 
'r"uitbut 

tu.ti";i;Й;; rч"ь u, strategy should ье developed and
At present, the entire document flow in the state роwеr and administration is саrriеd outusing the following information technologies.
With а view to strengthenins control очеr processing, execution and storage of documents,optimization of information flъws on-pup.' and olebtronic саrriеrs, creation of uniform informationsPace fОr inPut, Processing, the апафsi, una .ioru;; do.ur.ntr, ;;i;;;;".e оf security ofinformation exchange, есопоmу and rаtiолаr u* b?-ulap"., and also iпсrеаsе оf efficiency ofinteraction between The ЕхесutЙ оглсе оfltЙе ЪlБi"", of Minir;;;-]г ,rr" Republic ofuzbekistan and state and economic management bodies, local government authorities епsчrеd theintroduction of а single secure,-,nuii, i...Ъ riпgt. ,Ъ.uй .Ъrро.ut. e-mail, in the Executive Officeof the Cabinet Оf Ministers, state unJЁ.onorl. йчпuj.йЪiiьосi.r, local government authoritiesKE-Xat> and electronic document munug.r.nt systems, i.e. ''E-Hujat'' electronic

8:,ТЖlrЖt]Ё;:*'sYstems 
and, starting fЙ i;;;;;/i,zoiz,.l..t oni. iйrmаtiоп exchange

inгo.matiTn'i::f,T,ЁTJ,ili::Ц}TJi,1ffi;,:;;aifi:Ё:",management is саrriеd out using
In execution of the DесrеБ of the РrЪsidепt;f ,й;R.р"Ьliс of Uzbekistan dated Дчgust 8,20l8 No, UP-5505 "Оп approval of the.Coф;i'i;;r""ement оf поrmаtiче activity,,, theMinistry of Justice togethei with the Ministry foi С."ЙJrепt of information technologies andcommunications of the Republic of Uzbekistan and tb. ;'iin!b integratoioг.rЪ.ii"" and support ofstate information sYstems - UZINFocoЙ'iL; 

"Й"i'"iо since Jапuаrу l, 20l9 launched in а
lЪТ.,Н*:":,t Ё.ЪI::j".Y#Ь{" 

as а pilot op..uilon of the "sй;Ь 
"t.-.t.on;. 

system of
At the moment, all drafts of regulatory legal acts аrе subj_ect to placement Ьу organizationsdeveloPing Projects О.1 th.e 

|1ПiЛ9J io,,tut Ъf i-nteraciiu" рчБll" ,.*i"", oi the Republic ofUzbekistan, that is, оп the site "regulatiJn.gov.uz'' fоr public discussion. [28].In ассоrdапсе with а presidential decree l ---- -

No' R-50l7 of 9 August 2017 "ОП measures to introduce а Unified InterdepartmentalElectronic System for t|e ГЙlо,-Ьg Arts Disci|lin.i- *rur"d the connection of ministries,dePartments, local executive authoritie-s.and.other or&nиutions to tйе b;ii;brerdepartmentalElectronic System fоr the р.rьrmuп." Бir"iрliп. ,,й;;;;"', 
that is <e-ijro>[29].The national database of lеgislаtiопЪгiй. п.й""йi.ЪтUzьеkistап, thui ir, the site ,,lex.uz,,аrе the official sоurсеs of publicatioi'oii"guIuto.y I";;i;;i, bol.None of the_above рrоgrаms аrе lnterconnected.

This is considered the Бiggest system еrrоr.
It is because of this епойаt ali software can attack.

society 
"ff;J,;:it.of 

this attack, it сап cause significant dumug" to the interests of the individual,
Human destiny can change dramatically.
The reputation of the stй in the inteгnational аrепа mау fall.What is needed to prevent this рrоЬlеm?

d.u.lop.lnu;J;?i,:",:li.l|' "'u"gy 
and concept of cybersecurity in Uzbekistan should ье

Fоr ехаmпlе, in ассоrdапсе with the Dесrее of Ukraine dated Маrсh 15, 20lб No.96/20|6,the СуЬеr Security strategy огъiruiп. was approved [3l].
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Similar strategies have been adopted_in the USA [32], Estonia [ЗЗ], Lithuania [З4], Spain
[35], Gеrmапу [3б], Slovakia [37], Jараг[38], SwiиеПапС JЗЯ1, Шоrwау [40], New Zealand [4l],India [42], Australia [43], South Africa 

Ц+ф ianaca t+s], iinbnd [46], Austria [47], Romania [48],Poland [49], Frапсе [50], Czech Republb JSt1, ttetberruna, 1SZ1, ru*ЙЬоurj 1iз1 anc оthеr states.Looking at international practico iг the fiфt againSi суЬеrсrim;,ъ; see the followingexamples.
The onlY соuпtrУ that meets all the criteria fоr protection against hacker attacks isSingapore, The top 10 also includes the USA (2nd place), Malaysia (Зrd place), Оmап (4th place),Estonia (5th Place), Mauritius (6th place) and АustЙl ia (itb plabe). ё.оriiч und гrчп." shared the8th place. Canada was ranked 9th. The lбth place went to Russia[54].
Uzbekistan has not yet been defined as ап authorized state body to develop and implementstate policy to combat суЬеrсrimе.

This authority is exercised Ьу the Ministry of Defence in Australia, the Ministerial committee onSecurity in Belgium, the Information Security Committee in Brazil, the Canadian ComputerEmergency Rapid Response Сепtrе in canadъ, the Ministry of Economic дffаirs and
Communioations in Estonia, the Ministry of Transport and"Communications iп Finland, the GeneralSecretariat of National Defence within tire Prime Minister's Office and the Frепсh National Дgепсуfor Information Systems Security, Ьу the Federal Agency fоrIпfоrmаtiоп Security in Gеrmапу, theMinistry of Informatics and communications in Нчigаry, й National Information council inIndia, the Ministry of.the Interior in ltaly, the CabineiSecretariat in Japan, utt gou"-r"nt
organizations and their subsidiaries in the Republic of Коrеа, the office оf Modernization andpJanning Management in Malaysia, the Miniitry of the Iпtеriъr and kingdom Relations in theNetherlands, the centre for critical Iпfrаstruсturе protection in New zealand,the civil DefenceAdministration and the Crisis Plan, Управлением безопасности информационньtх сетей и связив СингапуРе, МинистерствоМ промышленности, туризма и торговли, The Ministry of PublicAdministration and the Ministry of the lпtеriоr in spain, the office of Суьеr security in the cabinetOffice in the United Kingdom, and а пчmЬеr ofdifbreп organizational units in ýwiИerland,Sweden аrе also dealing with cyberterrorism[55]. а

well, how do foreign countries fight суъеrсrimе?
Fоr example, in the Republic of Нuпgаrу, а public-private partnership fund епsurеs thesystematic allocation of funds fоr cybersecurity[sO1.
Also in ltaly, а postal police service was еЪtаЬlishеd and it oversees computer сrimе rapidrеsропsе centres at the national and regional levels. А, the Association of Italian Experts оп criticalIпfrаstrчсtчrе coordinates public and piivate cybersecurity t5r].
It should Ье noted that the time has сЬmе fоr Uzъекstап to establish ап authorized body tocombat суЬеrсrimе and develop specific measures in this regard.
опе of the most effective ways to alleviate the i'ifficulties of the сurrепt population ofuzbekistan is to improve the country's lbgislation througlrirrtъrnational standards.
In the frаmеwОrk of the iПtеrпitiопаl соuпtеi-tеrгоrism instruments,-ih. Conu.ntion опcYbercrime i9 of Пlt!Сulаr imРоrtапсе. The Convention was signed ьу the members of theEuropean Union on 23 Novembei zoot in Budapest. It consists of article 48 [5s].The rules of this convention аrе governed Ьу the following three main points:

iпгоrrчtiliПvеrgеПСе 
of the criminal iu* ur."r.ment oi сriЙеs in the'field of computer

сопvеrgепсе of national criminal рrосеdчrе measures aimed at ensuring the collection ofevidence in the investigation of such offences;
International cooperation in criminal proceedings aimed at the collection of evidence of thecommission of such offences abroad[59].
The Сопvепtiоп proposes to iпiоrроrаtе into the legislation of states parties uпifоrm ruleson сrimiпаl liability fоr суЬеrсrimе.
The object of суьеrсrimе, in ассоrdапсе with the convention, is а widerelations Protected ЬУ the rules of law arising frоm iпfоЙutiоп pro..sses rеlаtеd to
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collection, processing,
computer information,
аrе used.

Indeed, these crimes аrе transnational
These crimes do not choose а

recognized.[62].
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accum.ulation, storage, search, transmission, distribution and consumption ofas well as in оthеr areas whеrе computers, computer systems and networks

The objective side of cybercrime is characterized Ьу the distinction against theconfidentiality, integrity yd,avallibility of compute; й and systems related to the use ofcomputers, data content related to copyright and relateJ rijhis violations.
The subject of суьеrсrimе cin ЬБ any person who has committed the аьоче actions.All offences referred to in the Convention аrе punishable only if committedintentionally.[б0].

international crimes. [6 l ].
Ьоrdеr fоr which Staies аrе not internationally

СуЬеrсrimе mау directly ог indirectly affect the victim [63].Accordingly, the Convention рrоvidёs for а list oi indiviauh mеаSurеs fоr each State partyto combat these crimes.[6a].
This сrimе is characterized ЬУ its extensive and. rеmоtе management and significantdamage, and states must соореrаtе closeiy in internationuii.lutions to combat this сrimе.According to the head of .'Ч:. today it is important to pursue а coordinated policy toеПSurе securitY, to create fаvОrаЬlе conditions Йr sustаiпiБЙ c.u.topr.;;;iU;Ъekistan. 

[65].Еvеrуопе has the right to а social and iпtеrпаiiопuiъrоо in wbicb riй and freedoms сапЬе fully realized.
In the exercise of his rights. and freedoms, ечеryопе shall Ье subject only to suchlimitations aS аrе determined Ьу lай solely for 

'h" 
;й"; 

-of 
,..uring due recognition and respectfоr the rights and freedoms of others and bf meetilg iьЪlЪi rеqчirеmЪпts of mЙlitу, public оrdеrand the gепегаl welfare in а democratic society. t66i 

---- J-"-

Fаilurе to comply with this requirembni uпЪ"..niпеs humап rights and interests. Bearing inmind that addressing_the сопsеqu.п..rЪf .уЬеrtеrrоrism i, n...rrury not only for the future of theState, but also for individuals апd society.

countries?ll,Tr',11}:s;jjf"'jffi"}rЖJo combat суЬеrtеrrоrism is to cooperate with foreign

ечеп if itl};ЖЖ',}.1;#'can Ье vеrУ ЬrОаd, but суЬеrtеrrоrist tries to do everything he hates,

Accordingly, it is very important that the сrimiпаl law seems to Ье internationalcooperation of the сочпtrу.
The similarities аrе of course based оп international instruments.
In terms of implementation, the mandatory fulfilйеп' ог obligutions imposed оп the statedemonstrates the importance of implementation .tBTl.
ConcIusion

law. 
It was thеrеfоrе time to introduce the implementation of the convention in uzbek criminal
In this rеgаrd, the implementation of the aforementioned proposals can help protect оurpeople frоm суьеrсrimе, and this is а duty fоr each of us.
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