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Abstract: The article analyzes the process of the author’s research on the
topic “Cybercrime: criminal law and criminological aspects”. This article is devoted
to explaining the essence and importance of effective ways and mechanisms of
cybersecurity in Uzbekistan.

Article provides an analysis of effective methods and mechanisms of
cybersecurity in Uzbekistan, taking into account examples of existing problems,

Keywords: cybersecurity, cyberspace, cybercrime, cyber terrorism, crime,
administrative offense, cohesion, unified management, strategy.

As you know, information rules the world [1], and everyone can use this
information in different ways, and this may be a group of people who plan to realize

their evil intentions. In general, each country is fighting cybercrime in order to

b

Cybercrime is considered perfect using information technologies and
communications, a guilty socially dangerous act (action or inaction) prohibited by the
Criminal Code of the Republic of Uzbekistan under the threat of punishment.

106



Modern views and research — 2021
International scientific and practical Conference
ISBN 978-1-83853-487-5

destroys the information system, creates danger for human lives, as well as becomes
cause for the serious material losses or other socially dangerous consequences (if they
are aimed at violating private social security, intimidation or influence on decision-
making by the authorities) , as well as an understanding of the threats of such actions
for these purposes [8].

However, Uzbekistan does not have a Law on Cybersecurity. In this regard, it
is advisable to adopt a separate law in this matter.

Also, the Criminal Code of Uzbekistan does not provide liability for
cybercrime [9].

According to article 4 of the Criminal Code of the Republic of Uzbekistan,
crime, the punishability of an act and other legal consequences of its commission are
determined only by the Criminal Code. No one can be convicted of a crime and
punished otherwise than by a court verdict and in accordance with the law [ 10].

Also, in accordance with Article 10 of the Criminal Code, each person whose
conduct establishes the existence of a crime shall be liable [11].
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