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Problems of cyber security in the criminal legislation of the rерuЬIiс ofUzbeНstan

General Legal,Counr.l, l.выtУ;riН#ilп,rrо fоr the Development ofInformation Technologies Й co--uni.uБ, 
9f th. Rф;;й;f Uzbekistan;independent applicant оfihе Military T..rrni.uit*rlrur. of tйе National Guard of theRepublic of Uzbekistan; E-mail: аmirхап786 @;;ii;"

Abstract: The articl е analyzes the process of the author's research on thetopic "СуЬеrсrimе: criminal law and сrimiпia*й' aspects''. This article is devoted

Жlj:il|ff;Т;Ж;;.uПО 
imроrtапсе of effectiu. way. unj.".banisms of

Article provides an analysis of effective methods and mechanisms ofcybersecurity in Uzbekistan, taking into account examples of existing problems.Keywords: cybersecurity, cybe_rspac., 
"уi"r"rimе, cyber-7"rrorirr, crime,administrative offense, cohesion, unihed ;";;;ЙJпt, strategy.As You know, information rules the irоrld [1], and ечеryопе сап use thisinformation in different ways, and this -' Ь. ;*.Ъ"о of people who plan to realizetheir evil intentions_.tn g,,,eral, each .ountry Гr'ЛgЬriпg cybercrime in order toPrevent the use of this information. fo,'uri.ibu, purposes in the country trying tocreate а secure cyberspace, The main reason fь.;Ё rapid growth of суьеr terrorismis, first of all, that it is а very economic and effective method for terrorists, for quickterrorist acts, Fоr_ехаmрlе, Йу the end of 2018, й. пu-ь.r of Internet usеrs of 22.8million people [Z], mobil,-.o--urrications ** 
"o-piled in Uzbekistan 22 million,800 thousand [3], also the total connection speed of international networks withUzbekistan is 104.1 Gbit / s [а].

currently, mапу positive things аrе being done in uzbekistan to createСУЬеrsРаСе, In Particular, the implemeitation ;i;^"Ъ..hепsiче mеаsurеs to ensureсуЬеrsесuriф and the introductiЙ of modern technologies for protecting networks,software products, information systems and resources, participation in regulating theuse of technologies for collectin!, processing and storage of personal and biometricdata [5], The State InspectoratJ'b. СопtrБl i; ;. Field of Informatization andTelecommunicatioлs of the Republic of uzbekistan is authorized to йопitоr, surчеу,sfudy and verify th,e status of implementation anc- c.u.topment of information andcommunication technologies, information and .yb..r..urity in state and economicmanagement bodies, local gоvеrпmепt bodies, оtй.. o.gunizations and departments inthe mаппеr Prescribed .Ь/ taw Jo;, 1: U]ri;rjЫ 
", Charda was established inuzbekistan, which providbs training at the level of international standards of highlyqualified sPecialists in the field of 'ib..r..urir;;;; popular areas of education [7].CYbercrime is considered perfect 

".i"j 
-l"tirmation 

1.йotogl., andcommunications, а guilty socially dangerous act (аБtiоп or inaction) prohibited Ьу theCriminal Code of the Republic оiurьБкirtuп unj.. ihe threat of punishment.
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when talking about суьеrсrimе, some scientists give an explanation that itdestroys the informaiion sуstй, creates danger foT human lives, as well as becomescause fоr the serious material losses оr other socially dangerous .Ъ*.qu.псеs (if theyаrе aimed at violating private socral ,..u.ц-й'iriаuriоп or influence on decision-making Ьу the authorities) , as well as un unъb*iunoing of the threats of such actionsfor these purposes [8].
However, uzbekistan does not have а Law on cybersecuriф. In this regard, itis advisable to adopt а separate Iaw in this matter.

"уь.."r#iЪrlП' 
Criminal Code ОГ uzЬеКЙп does not provide Iiability for

According to article 4 of the Criminal Code of the Republic of Uzbekistan,crime, the punishability of an act and оthеr r.!ui.onr.qu.nces of its commission аrеdetermined only Ьу tЙе Criminal Code. N";;;.un ь. convicted of а crime andPunished ОthеrЙisе tban Ь/а СОЙ u.rclct and in accordance with the law [10].Also, in accordance with Article 10 of the ёrimiпаl code, each person whoseconduct establishes the existence of а crime ,huliъ; liable [11].In ассоrdапсе with article 11 
"r tb. ё"а. оr i.iйinut Рrосеdurе of theRePublic of Uzbekistan, а judge, prosecutor, investigator, inquiry officer, defensecounsel, as well as all p"ionJ involved ln'.ii-inul proceedingi, а.. required tostrictly observe and comply with the rеquir..й'оrthе Constit"t-i,r; of the Republicof Uzbekistan, this Code and other legislative acts of_th. K.pubii. t_lrb.ki.tan Дпуdeviation frоm the exact execution anJ observance of laws, whatever the reasons forit, is а violation of the law in criminal;lro...Olng, and entails an established liability,

1, Frоm the website о, |n'i'К#jffi"ý:.", Agency of uzbekistan:А,Саттаров, (ачонлардир башорат тарзида айтилган 'hунёни ахборотбошкаради", деган _.un Оу.ун хакицатга айланд п. http7luza.uzloz/programs/25-
Years/achonlardir-bashoraЪtbriida-aytilgan-dunr;;lakhborot-bosh__20 

_O2_2Ol8l.2, С сайта Министерства по р.звитию информационных техноло гий икоммуникаций Р еспублики Уз бек".ru", http : l / mitc.uz/ ru/ stat/ 7,з, Frоm the Internet site: http://uz.iй,io'i.u.2ol8/Ol/27/ozbekistonning-
mobil-aloqa-abonentlari-s oni-22 -mIn- 800-;i";;;-y"raY.4, Frоm the Internet site: bttplпZ.Ttbcom.uzJ2Ol8/0ll27/ozbekistonda_
interne_tdan-foydalanuvchi Iar-. onii O--i l I iondan- oshdi/.5. Указ Президента Республики Узбекистан от 19 феврал я 2018 годаJ\b УП-5349 (о мерах по дальнейшему совершенствованию сферыинформационных технологий и коммуникаций> // НационаJIьнаrI база данныхзаконодательства, 20,02,2о 18 г., Nэ об / i s / 5з 4g t о7i gz,6. (о
информац'о,",,**оu1",.#о.#*""'хшемv-Jfi 

;XTffi ;Y""'T."";*X'Jо Государственной инспекции по контролю в сфере информат изацииИ ТеЛеКОММУНИКаЦИЙ' 
УТВеРЖДеННОГО ПОСТаНОВЛеНИеМ Гiр.."д.rrа в..публикиУзбекистан от 21 

"о"бр"'zйЫ.ода J\b пп-4024 Республики Узбекист ан l/
1о7
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Национальная i

Ns 0711Sl4024l22О0.
база данных законодательства, 22.1t2018 г.,

7. По.з"9:ление Президента Республики Узбекистан от 10 апреля2019 года J\b пп-4278 кО сЪздании университета Шчрдu в Узбекистане> //Национапьная базаданных,u*о"одurельства, 11.04.2Ol9 г., j\&07 /Ig/4278/2g20.8, Кадиров Ф., {жаматов М.Х. КиЬерrерроризм ва киберэкстремизм

ilЪХr'ТJ"Ji"9Хfr]Х;rЖ" 
"Рансмиллий,Ъ*"о 

сифатидаги терроризмга

;; ip.: Ё l;;: 
атер и iLлл ар и - т : ýН::JХТЁ.'ff;, *Н"'rЪJ *К.НЖ:

9. Уголовный кодекс Украины от 5 апреля 2001 года J\! 2З41-III (сизмененИями И дополнеНиямИ по состоянию Еа 25.04.2lrq ..' //опубликован:кВедомости Верховr?й-|u4r Украины> от 29.06.2001 г. j\Ъ 25-2 6. - р.256.10. Расулев А.К. ПротиЪодействие кибертерроризму: международно-правовые и уголовно-правовые аспекты. -Т.: 
'ДЧY.ч;rрrеr", 

ЮЪrоr* фанларАхборотномаси илмий_--ам алийхукукий журн^ли, 2018, - р.95.11' УГОЛОВНЫЙ КОДеКС РЬСПУбли*"'У.О.пистан, 
утвержденный закономРесггублики Узбекистан от 22 сентября lgg4 года Ns 2012-ХII (ВедомостиВерховного СоветаРеспублики УзбекиЁru", lg,giг., Jф 1, ст, З;2Оl8 г,, J\& 1, ст.4, J\b 4, ст.ст. 2l8,224,Ns 7, ст. 4З0, .IYb 10, "i Blgi,

108
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