Tabmuna 1
Junamuka ypoBHe# cOpMUPOBAHHOCTH COLIMAIBHOTO OMbITA CTAPIIMX AOIIKOIEHUKOB
110 pe3yNIbTaTaM KOHCTATHPYIOIIETr0 M KOHTPOJILHOT'O ATAIOB OIBITHO-IKCISPUMEHTAIBbHOM PaboThI

OTaIbl ONBITHO-IKCTIEPUMEH- Yposuu (%)
TabHOM PaGoTEI Bricokuii Cpennuit Huskuit
or KI or KI' or KI
Koncratupyromuii 15% 20% 25% 25% 60% 55%
KoHTponpHbIi 35% 20% 35% 25% 30% 55%

W3 Tabmuirs! BUAHO, YTO HU3KUH ypoBeHb c(HOPMUPOBAHHOCTH COIMAIIBHOTO OMbITA AeMOHCTpUpPYIOT 30% aereit (6 ue-
JIOBEK), ISl KOTOPBIX XapaKTepHO ITOBEPXHOCTHOE MTOHIMAaHUE COIIMAIBHEIX HOPM, 3aTPYAHEHHS B aHAJIHM3€ CUTYAIMH H TIPOSIBIIE-
HuH SMratid. CpeHuH ypOBEHb Pa3BUTHS COIMAIBHOTO OMBITa 3aUKCHPOBaH y 35% MOIMIKOILHUKOB (7 4eIOBEK), YTO CBUJIE-
TEJILCTBYET O (POPMUPYIONIEMCS] TOHMMaHNH COLHATBEHBIX HOPM M CIIOCOOHOCTH K aHAIM3Y CHTYalHi, OTHAKO ¢ HEJOCTaTOYHOM
IITyONHOH M 0CO3HAHHOCTBIO. BBICOKMI ypOBEHB MPOAEMOHCTPUPOBAIH 35% BOCHHTAHHHUKOB (7 YENOBEK), OTIIMYAIONINECS pa3-
BUTOH CIIOCOOHOCTBIO K pe(pIIEKCHH, SIMIATHU, KPUTHUECKOMY MBIIITIEHHUIO U OCO3HAHHOMY ITIOHUMAHHUIO COILIMATBHBIX HOPM U MEX-
JTMYHOCTHBIX OTHOILIEHHUH.

B xoHTpoOnbHO# rpymie AeTeil He HabI0AAIOCh 3HAYMMON THHAMUKH B MOKa3aTeNsiX, CBA3AHHBIX ¢ ()OPMUpPOBAHUEM
COIHAIFHOTO OIIBITA.

Ha ocHoBaHMH IIpe/ICTaBIEHHBIX JAHHBIX MOXKHO CJIENIaTh BBIBOJ, YTO TeaTPAM30BaHHbIEC HTPHI OKAa3bIBAIOT CYIIECTBEH-
HOE BIMSHHE Ha ()OPMHPOBAHUE COIMAIBHOTO OIBITa AeTell. OHM CIIOCOOCTBYIOT aKTHBHOMY YCBOSHHIO COIIMANIBHBIX HOPM, pa3-
BUTHIO HaBBIKOB 3(P(heKTHBHOTO MEXIMYHOCTHOTO B3aMMOJICHCTBYS, a TaKKe 00ECIeUNBaIOT IMONNOHAIBHYIO BOBJICUYCHHOCTD
JOIIKOJBHUKOB U CTUMYJIUPYIOT HX TI03HABATEJILHYIO aKTHBHOCTb.
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POJIb KUBEPOKCIIEPTU3bI U IPYTUX BUJOB DKCIIEPTU3
B PACKPBITHUU JAEJI O KUBEPIIPECTYIIVIEHUAX

B oannoit cmamee asmop packpbuljii 60npocsl, C64A3AHHbLE C Ku6epnpecmynﬂeﬂuﬂmu, a makoice pojib U 3HaYerue IKcnep-
Mu3 no OAHHLIM 0elaM, 8 MOM HUCTEe CYOeOHO-KUOEPIKCNEPMU3bL U OPY2UX 6UA08 IKCHEPMUS3.

Aemop nokasza HeooxoouUMocmeo BHE()peHuﬂ 9KCnepmu3svl meﬂeko.m/zyﬂukauuouﬂoﬁ cemu, IKcnepmu3bl meieKoOMMYHU-
KAYUOHHOU UHGPACPYKIMYPbl, IKCREPMU3bl UHGOPMAYUOHHBIX CUCTEM U KOMNbIOMEPHOU UHGOpMayuu, SKCnepmu3sl NPo2pamm
u npoecpammno2o 0660}’16‘{6Hu}l, Kpunmoepaqbuweacoﬁ JKCnepmu3ol, SKCnepmu3bl NOKpvblmus U Kadecmed Ce6:3U, cyde6Ho-Ku-
6ep9kcnepmu3bl. Taxkoice 06031aUeHbL HEOOCMAMKU cywecmey}ou;eﬁ KOMnbiOmepHO-meXHuHeCKOZZ IKcnepmu3sol U HeobX00uUMoCmb
eé COBEPULEHCMBOBAHUSA, d MAKIICE 6HECEeHbl npedﬂoafceﬁuﬂ no Cco8epuLeHcmeo6aHuIo 3aKOHOO0AMENbCMEd.
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THE ROLE OF CYBER EXPERTISE AND OTHER TYPES OF EXAMINATIONS IN
SOLVING CYBERCRIME CASES

This article addresses the issues related to cybercrimes and highlights the role and significance of expert examinations
in such cases, including judicial cyber expertise and other types of forensic examinations.

The author emphasizes the necessity of introducing telecommunications network expertise, telecommunications infra-
structure expertise, information systems and computer data expertise, software and program expertise, cryptographic expertise,
coverage and communication quality expertise, as well as judicial cyber expertise. The article also points out the shortcomings of
the existing computer-technical expertise and the need for its improvement, along with proposals for enhancing the legislation.

Keywords: cybercrime, cybercrime cases, expertise, telecommunications network expertise, telecommunications infra-
structure expertise, information system and computer data expertise, software and program expertise, cryptographic expertise,
coverage and communication quality expertise, judicial cyber expertise, legislation, network, information system, software, en-
cryption.
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The development of information and communication technologies and their integration with other technologies have led
to the rapid digitalization of all sectors and industries today, including the field of forensic examinations related to cybercrimes.
The processes of appointing examinations, conducting them, and preparing expert conclusions are currently being gradually digi-
talized. In general, cybercrime and expertise are distinct concepts. Cybercrime refers to a culpable socially dangerous act (action
or inaction) committed in the cyber environment, including cyberspace, or by using information and communication technologies—
such as telecommunications, informatization, artificial intelligence, digitalization infrastructure, neural, bio, and cyber technolo-
gies, as well as other related technical means—that is prohibited by the criminal legislation of each state and entails the threat of
punishment. Expertise, on the other hand, is a procedural activity aimed at establishing the circumstances of a case, involving the
conduct of forensic examinations and the provision of conclusions by an expert based on special knowledge in the fields of science,
technology, art, or craft. Accordingly, expertise plays an important role in the detection and investigation of cybercrimes. It should
be emphasized that today large-scale efforts are being carried out in the Republic of Uzbekistan to digitalize the field of expertise.
In particular, 152 legislative documents related to expertise have been adopted, with attention being paid to the digitalization of
expertise in each area and to the appointment of expertise in relation to cybercrimes. During the past period, procedures have been
established for conducting expertise to assess the compliance of information systems and resources of cybersecurity entities, as
well as information systems included in the category of critical information infrastructure objects, and also project specifications
for the development of information systems and resources, with cybersecurity requirements [1], At the Academy of the Ministry
of Internal Affairs, the educational process in the field of “Combating Crimes in the Sphere of Digital Technologies” has been
organized within a dual education system, specializing in the prevention of offenses, operational-search activities, and forensic-
expert activities. Within the existing staffing structure of the Academy, a Faculty of Cybersecurity and Digital Forensics has been
established, which includes departments of Cyber Law, Exact Sciences, Digital Technologies and Information Security, as well as
Forensic Examinations [2], Along with identifying information on offenses related to crypto-assets by pre-investigation inquiry,
inquiry, and preliminary investigation bodies, the implementation of the following measures has been established:

examining the memory of information storage devices;

analyzing the distributed ledger of data based on the crypto-wallet address;

appointing a forensic computer-technical examination;

sending relevant inquiries to service providers in accordance with the procedure established by law;

submitting inquiries to obtain information related to banking secrecy [3].

Why is expertise necessary for cybercrimes?

Firstly, individuals serving as investigators, interrogators, prosecutors, and judges in the Republic of Uzbekistan may
have studied at different higher educational institutions; however, their main specialization is in law, and almost none of them
sufficiently understand or possess knowledge in the field of information and communication technologies;

Secondly, in the cyber environment created by information and communication technologies, including cyberspace or
by using it, there exists a risk of digital evidence related to cybercrimes being deleted, altered, or traces of the cybercrime being
lost. To eliminate this risk, the mandatory involvement of a specialist or an expert is required;

Thirdly, in order to provide a conclusion regarding where, when, and under what circumstances a cybercrime was com-
mitted in the cyber environment, including cyberspace or through its use, the participation of a specialist or an expert is required;

Fourthly, in accordance with Articles 238-240 of the current Criminal Code, a specialist is not warned, whereas an
expert is warned, and this, in turn, may serve as a factor that encourages the expert to provide a correct conclusion, realizing the
responsibility for the opinion given;

Fifthly, cybercrimes are international transnational crimes, and their commission in conjunction with other types of
crimes requires extensive knowledge and analytical thinking, for which the field of expertise is specifically specialized.

At present, cybercrime cases are usually examined through forensic computer-technical expertise; however, from a tech-
nical perspective, the limited scope of computer technology indicates the necessity of revising this type of expertise. In particular,
forensic computer-technical expertise is considered an examination that reviews computer information, that is, the conditions re-
lated to computer technology within information and computing systems [4], networks, and their components. However, it should
not be forgotten that computer information may also be connected to infrastructures related to other information and communication
technologies. For example, the telecommunications network and computer technology are considered different means. In a tele-
communications network, computer information is transmitted through telecommunications, that is, by means of a signal. However,
if the speed and quality of this signal do not affect the integrity and wholeness of the computer information, then in such a case it
would be incorrect to associate the conducted examination with forensic computer-technical expertise. The reason is that the main
function of telecommunications is the transmission, reception, and processing of information — whether in the form of text, image,
sound, video, or other types of signals — by using radio, optical, or other electromagnetic systems [5]. In this process, computer
information is transmitted not through computer technology, but through telecommunications networks, facilities, structures, and
devices. In practice, the “Electromagnetic Compatibility Center” State Unitary Enterprise, on the basis of the instructions and
cooperation of the Inspectorate for Control in the Field of Informatization and Telecommunications and its regional divisions,
measures mobile communication coverage. Insufficient mobile coverage constitutes an administrative offense provided for in Ar-
ticle 153 of the Code of Administrative Liability. However, at present, neither of these organizations uses the technology for fully
measuring communication quality. The reason is that this measuring equipment is very expensive, and since the fines imposed for
administrative offenses under Article 153 of the Code of Administrative Liability are very small and are transferred to the state
budget, sufficient reforms in this regard have not yet been implemented by the aforementioned organizations. At this point, it
should be emphasized that it is possible to measure the quality of mobile communication through the following equipment, devices,
and tools. In particular:

1) Drive Test. In this method, vehicles equipped with special measuring equipment move along cities and roads to meas-
ure the quality of mobile communication. For example: Rohde & Schwarz TSMEG6: This device is used to assess the quality of
LTE and 5G networks. It is integrated with GPS and measures parameters such as signal strength, quality, and interference [6].
PCTEL SeeGull IBflex®: This scanner operates in the range from 400 MHz to 2.7 GHz and is designed for small-cell and in
building testing [7];

2) Walk Test. The quality of communication is measured by walking on foot. This method is especially used in large
cities and crowded areas. For example, the Rohde & Schwarz TSMA Autonomous Mobile Network Scanner: this device connects
to smartphones via Wi-Fi or Bluetooth, collects data, and performs analysis [8];
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3) Mobile Device Testing. This method is used to measure communication quality through mobile phones. For example,
Samsung Galaxy S21+ 5G [9]: in tests conducted in Poland, these smartphones were used together with Rohde & Schwarz equip-
ment to evaluate communication quality;

4) MDT (Minimization of Drive Tests). In this method, mobile devices automatically measure the quality of the connec-
tion and send the data to the operator. This allows for the continuous collection of extensive and comprehensive information [10].

The technologies mentioned above themselves require cybersecurity, and only when the management system, network
encryption, web browser, and endpoint security are ensured can these technologies be fully utilized [11]. In 2016 in Poland [12],
2020 in the USA [13], 2021 in Canada [14], 2022 in Switzerland [15], 2023 in Iceland [16] and 2024 in Estonia [17], separate
studies were conducted to assess the quality of mobile communication networks. However, today, there are still several challenges
in this regard in the Republic of Uzbekistan. It should be noted that the quality of communication also contributes to cybersecurity,
as it allows for the rapid detection of issues, including cybercrimes committed in the cyber environment. However, in the Republic
of Uzbekistan, there is not even a specialized type of expertise for measuring mobile communication quality, and no personnel
training has been established in this field, so the relevant technology is not fully utilized. Meanwhile, the authority responsible for
monitoring mobile communication quality — the Inspection for Control in the Field of Informatization and Telecommunications —
received 1,191 appeals in the first quarter of 2025 alone, the majority of which concerned poor communication quality [18]. This,
in turn, necessitates the implementation of reforms in this field. Additionally, in the USA, the United Kingdom, Germany, and
other developed countries, the following types of expertise related to information and communication technologies are utilized:

The main types of expertise used in foreign countries for cybercrime by investigators, prosecutors, or courts are as fol-
lows:

1) Computer-Technical (Digital Forensic) Expertise. Purpose: To identify, recover, and analyze information and other
data from computers, laptops, and servers. Main Applications: It is primarily used to identify the source of a cyber-attack, analyze
cases of file deletion, encryption, and modification, and monitor activities through log files;

2) Mobile Device Expertise. Purpose: To examine information and other data stored on smartphones and tablets. Main
Applications: It is primarily used to analyze calls, SMS messages, applications, GPS data, social networks or messengers—includ-
ing WhatsApp, Telegram, and Messenger chats—as well as Internet activity and browser history;

3) Network (Network Forensic) Expertise. Purpose: To analyze cyber attacks or data flows carried out through networks.
Main Applications: It is primarily used to investigate DDoS attacks, identify IP addresses, and uncover attempts to hide activity
using VPNs or proxies;

4) Data Recovery Expertise. Purpose: To restore deleted, formatted, or damaged data. Main Applications: It is primarily
used to preserve reliable and necessary information in cases of cyber sabotage or cyber theft;

5) Malware Analysis Expertise. Purpose: To analyze programs used in cybercrime, including viruses, trojans, and ran-
somware. Main Applications: It is primarily used to identify the source of malicious software and study its operational mechanisms;

6) Email and Personal Communication Expertise. Purpose: To analyze information sent via email or personal communi-
cation channels. Main Applications: It is primarily used to detect threats, fraud, or cases of personal data theft related to information
transmitted through email or personal communication channels;

7) Cryptography Expertise. Purpose: To analyze encrypted data, passwords, and cryptocurrency transactions. Main Ap-
plications: It is primarily used to investigate crimes related to crypto currency and to analyze information concerning encrypted
files and programs;

8) Cyber Forensic Auditing. Purpose: To present technical evidence in legal proceedings. Main Applications: It is pri-
marily used to ensure that expert reports are accepted as legal evidence in court.

In the Republic of Uzbekistan, only the first type of expertise mentioned above is used more frequently, while most others
are not applied. Even when expertise is utilized, it is in the form or content of a court computer-technical (digital forensic) expertise.
However, in the practice and history of investigation, prosecution, and courts in Uzbekistan, cyber forensic auditing has never been
applied, and its nature is still unknown to them. It is known that, according to Article 81 of the Criminal Procedure Code, digital
evidence is included among the types of evidence. Article 95! of the CPC provides for the inadmissibility of evidence obtained
from unknown sources or from sources that cannot be identified during the investigation of a criminal case. In practice, almost all
physical items, objects, or the electronic (digital) data and digital evidence they contain are collected by an investigator, prosecutor,
or court report and then handed over to a specialist or expert. However, no expertise is conducted to determine whether procedural
or technical errors occurred during the collection of such evidence. This, in turn, can affect processes related to determining the
method, time, and circumstances of a cybercrime, as different information may arise regarding the source and creation history of
the data. For example, information in a computer system may have been created at a different time, copied to another device, or
recorded at a different time in the report, potentially showing a creation time that does not match the actual time of the cybercrime.
This poses a risk of disconnecting the cybercriminal from the timing of the offense. For this reason, assigning a cyber forensic
auditing (Cyber Forensic Auditing) is of critical importance. Furthermore, identifying processes related to artificial intelligence
requires extensive knowledge and reasoning. For this reason, it is appropriate to reconsider the specialization of court computer-
technical expertise and to establish a unified list of expertise conducted in the field of information and communication technologies,
taking into account the specific characteristics of this field. To accomplish this task, based on the unique features of the field and
its developing technologies, it is proposed to assign expertise for cybercrimes by dividing it into the following types:

1) Telecommunication Network Expertise

2) Telecommunication Infrastructure Expertise

3) Information Systems and Computer Data Expertise

4) Software and Application Expertise

5) Cryptographic Expertise

6) Communication Coverage and Quality Expertise

7) Cyber Forensic Auditing.

In this framework, Telecommunication Network Expertise is conducted for cybercrimes committed using or within tele-
communication or Internet networks, in accordance with the Criminal Code; Information Systems and Computer Data Expertise
focuses on information systems, including user servers, databases, devices, files, information, and other data, covering aspects such
as data recovery, creation time, purpose, functions, and tasks; Cryptographic Expertise deals with the encryption of computer data
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and software; Communication Coverage and Quality Expertise determines the coverage area and quality of wired or wireless com-
munications; Software and Application Expertise provides information about various software and applications, identifies the func-
tions of malicious viruses, and assesses the risk level of their execution; Telecommunication Infrastructure Expertise involves a
comprehensive study of all the above aspects. Cyber Forensic Expertise determines the admissibility of computer data and other
evidence related to cybercrimes; Computer-technical (digital forensic) expertise, mobile device expertise, network forensic exper-
tise, data recovery expertise, malware analysis, and email and personal communication expertise are considered as integral com-
ponents of the above-mentioned expertise.

Why is it appropriate to classify the types of expertise applied to cybercrimes as described above? The reason lies in the
technical nature of information and communication technologies. Negative events occurring within or between telecommunication
infrastructures today manifest as cybercrimes. A cybercrime cannot occur without telecommunication. Every cybercrime requires
some form of communication. For example, if a malicious program on a user’s device, such as a flash drive, connects to a computer
system, it can damage the system or its data. However, this crime occurs specifically because the malicious program enters the
computer system via telecommunication. Therefore, since a cybercrime is also a technical crime, and the telecommunication sector
constitutes the foundation of the information and communication field, classifying the types of expertise related to cybercrimes
based on this sector is technically justified.

It should be emphasized that, based on the specific characteristics of information and communication technologies, the
above-mentioned types of expertise could be further expanded. However, classifying them according to their specific attributes is
of crucial importance. Therefore, it is not an exaggeration to say that the time has come to classify the types of expertise related to
cybercrimes in this manner and to broaden the name and scope of judicial computer-technical expertise. This is because cybercrimes
are directly linked to the development of information and communication technologies.
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COILIAAJIBHBIA ITPOEKT MCUXOJIOTMYECKOM MOIJIEPKKHA BOEHHOCJTYKAIIHUX,

YYACTBYIOLIUX B CBO «IIOMOT'AEM IIOMOI'ATb» (HA TIPUMEPE KPACHOSAPCKOI'O KPAS)

Cmamwsi NOCBAUWEHA BONPOCAM OP2AHU3AYUY IPDEKMUBHOU NCUXOLO2UYECKOU NOOOEPICKU YUACMHUKOE CHEYUANbHOU 80~
ennou onepayuu (CBO). Akmyanvrocms membvl RCUXOJI02UHECKOU NHOOOEPIHCKU YUACMHUKOE CReYUAIbHOU 80EHHOU Onepayui onpe-
Oensemcst 6adNCHOCMbIO coyuaibHo2co COHpOGOJICOeHuﬂ u 6blcmp020 peazuposanus Ha nompe6Hocmu nocmpa()aemux. HeCMomp}z
Ha ycuius 2ocy0apcmGeHHbzx UHcmumymaoe, 60JIoHmepcKue UHUyuamuesl u Heeocy()apcmeennbze opeanuzayuu ueparom Kio4eeyo
POTIb 8 0DecneueHuy UHOUBUOYATbHOU NCUXOI02UYECKOl NOMOWU U NPasosoll noddepacku. Yuacmue HKO cnocobcmsyem nogul-
weHuIo 3P HeKmusHOCmU MepOnpUsMuULL N0 B0CCMAHOBIEHUIO 300p06ba U coyuaruzayuu yyacmuuxog CBO, nomozan um eep-
HYmMubCs K nOﬂHOué‘HHOiJ IHCUSHU U npeodoxzemb nocneocmeus mpaem.
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SOCIAL PROJECT OF PSYCHOLOGICAL SUPPORT FOR MILITARY PERSONNEL PARTICIPATING
IN THE SPECIAL OPERATION ""HELP TO HELP" (BASED ON THE KRASNOYARSK REGION)

The article focuses on the organization of effective psychological support for participants in the special military operation
(SMO). The relevance of the topic of psychological support for participants in the special military operation is determined by the
importance of social support and rapid response to the needs of the victims. Despite the efforts of government institutions, volunteer
initiatives and non-governmental organizations play a key role in providing individual psychological assistance and legal support.
The participation of NGOs contributes to improving the effectiveness of measures aimed at restoring the health and socialization
of participants in the special military operation, helping them to return to a full-fledged life and overcome the consequences of
their injuries.

Key words: contract servicemen, special military operation, psychological support, NGOs.

B HBIHEITHEM 06IIISCTBC NOAACPIKKA BOCHHOCIYKAIIUX 10 KOHTPAKTY ABJIACTCA BECbMa aKTyaJILHOﬁ u 06J1a;[aeT MHOXKC-
CTBOM acIieKToB. BoeHHas ciryx6a mpeacTaBiser coOOi He TOIBKO MPOQecCHOHATBHBIA BHIOOP, HO W MPEATIONATaeT BEICOKHMA
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