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Mavzu: Eset NOD32 Smart Security 6 dasturi yordamida OT himoyasini

ta’minlash
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5. Foydalanilgan adabiyotlar.



Kompyuter virusi - internet orgali suzib yuradigan, kompyuter programmalarini
yo'q qilib,ishlamay qolishiga sabab bo'ladigan programma. Hozirgi kunda bu
viruslarga qarshi Antiviruslar ishlab chigarilgan. Viruslar hagida dastlabki
ma’lumotlar amerikalik T. J. Raynning 1977-yilgi fantastik asarida uchraydi. Bu
asarda 7000 kompyuter virusdan zararlanganligi hagida so’z boradi. Virus ham
tuzilishiga ko’ra dastur, lekin zararli! Hozirda viruslar juda keng klassifikatsiya ega.
Ular keng gamrovda faoliyat olib bormogda. Masalan: Kasperskiy antivirusi 1,5
million virusni aniglay oladi (2009-yil ma’lumoti). Dunyodagi birinchi virus dasturi
1988-yili Karnell Universiteti aspiranti Robert Moris(kichik) tomonidan Internet
tarmog’iga joylashtirilgan. Bu virus o’z faoliyatini Unix operatsion tizimi xato-
kamchiliklaridan g’arazli maqgsadlarda foydalanish bilan amalga oshirgan. Robert
Moris tuzgan virus juda katta ko’lamli zarar keltirdi. Robert moris esa uzoq muddatli

gamoq jazosiga mahkum etildi, lekin uning nomi bir umrga tarixda goldi.

Kompyuter virusi - EHM ning xavfli "dasturi”. Kompyuter egasini ogoxlantirmay
va uning istagiga garshi uning dasturiga "joylashtiriladi" va zaryadlangan faylni
navbatdagi go‘yishda ko‘payadi. K. v. kompyuterning risoladagi ish me’yorini
buzadi, ma’lumotlarni o‘chirib yuboradi, displey (monitor) ekranidagi tasvirni
buzadi, hisoblash jarayonini sekinlashtiradi. K. v. dasturini ishlab chiquvchilar 20-
a. 80-y.lari boshida AKShda paydo bo‘ldi, keyin dunyoning barcha mamlakatlariga

targaldi. K.v.ga qgarshi kurashish uchun maxsus dasturlar ishlab chigiladi.


https://uz.wikipedia.org/w/index.php?title=Antiviruslar&action=edit&redlink=1

Virus nimaligini bilib oldik. Endi ularga garshi kurashning eng asosiy usuli
haqida so‘z yuritamiz. Har dardning davosi bo‘lganidek, viruslar uchun ham
«antibiotik»lar — antivirus dasturlar mavjud. Sizlarni ular bilan yagindan tanishishga
taklif etamiz.

Antivirus dasturlarini o‘zaro solishtirish, tagqoslashdan avval ularning ganday
ishlashi haqida qisqacha ma’lumot berib o‘tamiz. Qaysi antivirus dasturini olmaylik,
hammasining asosiy gqiladigan ishi, bajaradigan funksiyasi deyarli bir xil:

kompyuterning

tezkor va doimiy
xotirasini skanerlash  va
nazorat gilish.  Lekin
mana shu ikki ish turli
antivirus dasturlarda bir-
biridan biroz
farglanishi mumkin.




Zararli dasturlar, ya’ni viruslarning yozilish kodlarining ketma-ketligi mavjud

bo‘lib, antivirus dasturi mana shu ketma-ketlikka garab virusni tanib oladi.
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Ba’zi antiviruslar esa, shubhali ob’yektning o‘zini ajratib olib, uni diqqat bilan
tekshirib chigadi, kompleks usulda tahlil giladi. Bunday usulning yaxshi tarafi —
o‘zining shaklini oson o°zgartirib oladigan yoki uncha tanilmagan viruslarni ham
aniglash imkoni borligidir, yomon tarafi — antivirus dastur tez-tez yolg’on
chagiruvlarni amalga oshiradi. Chunki, aytganimizdek, antivirus aniq biror bir

virusni emas, balki shubhali ko‘ringan har ganday faylni tekshiraveradi.

Virusni aniglashning yana bir usuli — xotiradagi o‘zgarishlarni doimiy ravishda tahlil
qgilish, monitoring qilishdir. Bunda fayllarning axborot hajmlari, hosil gilingan
sanasi tekshirib turiladi. Agar fayl parametrlaridan birortasi o‘zgarib qolsa, antivirus
darrov mana shu o‘zgarishni o‘rganishga tushadi. Chunki, odatda viruslar

fayllarning parametrlarini o‘zgartirib qo‘yadi.

Antivirus dasturning eng muhim sifati zararli kodni aniglash hisoblanadi. Bundan
tashqari, ularning ishlash tezligi, xotirada egallaydigan joyining hajmi, kompyuter
resurslarining gancha gismidan faol foydalanishi ham muhim ahamiyatga egadir.

Chunki ba’zi antivirus dasturlar ishlayotganida kompyuter deyarli «qotib» qoladi.



Chet elda, xususan G‘arb davlatlarida o‘tkaziladigan «Virus Bulletin 100%»
xalgaro testda yetakchi antivirus hisoblanadi. Lekin u MDH da unchalik
ommalashmagan. Ishlab chigaruvchilarning aytishicha, fagat mana shu NOD32
antivirus dasturigina birorta ham zararli fayllarni «qo‘yib yubormagan». Biz
o‘tkazgan test natijalariga ko‘ra esa, yuqtirilgan 7 ta virusdan 6 tasini 5 dagiqa ichida

aniqladi. Oxirgi yettinchi virusga esa, «shubhali» deb tashxis qo‘ydi.

Testimizda, umumiy natijalarga ko‘ra, Dr.Web yetakchilikni o‘z qo‘liga oldi.

Yugorida sanab o‘tilgan antiviruslar nisbatan mashhurlari, xolos. Ulardan tashgari
Avira, Avast, BitDefender, Kerish Antivirus lardan ham foydalaniladi. Antivirus
dasturlarning bazilari pullik, ba’zilari esa bepul tarqatiladi. Bilingki, pullik
antiviruslar ro‘yxatdan o‘tgan bo‘ladi va kompyuteringizni ishonchliroq himoya
giladi, boshgacharoq aytsak, pullik antivirus mas'uliyatni his qiladi. Bepul
antiviruslar ham kompyuterni himoyalay oladi. Lekin jiddiy xavf-xatar vaqtida

pullik antiviruslarning litsenziyalangan versiyasigina yordam bera oladi.



Mutaxassislarning fikricha, bugungi kunda
mashhur bo‘lgan antivirus dasturlari ba’zi
ESET NOD32 SMART

holatlarda samarali ishlay olmay qoladi. Chunki SECURTTY 6

SMART
SECURITY 6

ularning ishlash algoritmlari uzoq vaqt o‘zgarmay
turadi, virus tuzuvchi «chaqqonlar» esa bu
algoritmlarni yaxshigina o‘zlashtirib oladilar va

antivirusga ko‘rinmaslikning ilojini topadilar. \
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Yangi chigayotgan antiviruslar shu jihatdan

avvalgilarga qaraganda foydaliroq bo‘lidi. Chunki

ularning ishlash algoritmlari ham yangilangan,

zamonaviy  viruslarni  topishlari ~ osonroq. v AHTUBMpYC
o o AHTHMBOD

Kompyuter  foydalanuvchilariga  maslahatimiz Y, AxTiwnon
Y AHTMCNEM

Yy USB-koHTponb

quyidagicha. Siz qgaysi antivirus dasturidan o e

foydalanmang, deylik, 2-3 oyda bir marta umuman
boshgacha antivirus o‘rnatib, kompyuteringizni, operatsion tizimni gaytadan
tekshirib ko‘ring. Chunki kompyuterda uzoq vaqt ishlagan eski antivirus vaqt o‘tishi

bilan yangi viruslarni topa olmagan bop’lishi mumkin.



Amaliy gism.
ESET NOD 32 Smart Security ni o’rnatish.

Buning uchun dasturni o’rnatuvchi faylga 2 marta chertiladi:

&CharTranslamr ENE 73728
€2 Directx ExE 27 466 854
(FEnglish test exe 1429 275
[® Eset(4in1)[TAS-IX.NET]6.0.316.3 exe 54 139 472
47 garmatFactory exe 40 651 157
#Internet.Du:u'n'nlu:uau:l.Manager.VG. 18.7_-_www.Onlayn.uz EXE 5 038 633
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Dastur turi tanlanadi:

¥Ycranoeka aHTweupyca ESET 6.0.316.3 %
i U Kakoll aHTMEMPYCHEIR NPOSYKT BBl XOTWTE YCTAHOBWTE AMA 33LLMTEl CEOEMD
KomMneroTepa?

MOD32 Antivirus = AHTHEMPYC + AHTWLLINWMOH (pEKCMEHAYETCA HAHUHARILLMM
NoABI0EATENAM)

Srnart Security = AHTHBMPYC + AHTULWINKMGOH + AHTUCNaM + MNepcoHaneHBIR
draliepecn (oNBITHBIM)

NOD32 Antivirus . Smart Security

Dastur o’rnatilyapti:

ESET Smart Security

- - | OTraeHa




Dastuning o’rnatilishi yakunlandi:
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; BurnAware Free
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; CheMax Rus

, Connectify e
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0 ESET SysRescue
JokymMeHTauma
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Q CkaHupoeaHue MK
@ OBHoBNRHME &
# Hactpoiika

% CyxeBHEle Nporpammel

0 Cnpaeka u Noaaepkka

4 COCTOAHKE 2aLLKTEI
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Dasturning bir gancha bo’limlar mavjud:
» SHaxsiy Kompyuternini tekshirish

Yangilanish

Sozlanmalar

Xizmat dasturlari

So’rov va yordam

YV V V V V

Himoya holati.

1. Kompyuterni tekshirishda undagi mavjud fayllarni ko’zdan kechiradi va zararli
bo’lganlarini aniqlab, ularni zararsizlantiradi:

® ESET Smart Security

ESET SMART SECURITY 6 v

CKkaHWpOBaHWe KoMnbioTepa

|=wda] B |

Q CkaHupoBaHue MK
Q CkaHvposanve Smart q BoibopouHoe ckaHWpoBaHWe
CKEHMPDBEHHEﬂOKEﬂthI)(,qMCKOB
@ Q6HoBNEHNE F'iy BriBop npoguaa u ofbekToe
CKaHWpOBaHNA
# HacTpofika
I(il CKaHMpOBaHWe CbeMHbIX Q MoeTopWTs NoCNeaHee
HOoCuTenemn & CKaHWpOBaHWe

R CnyxeGHele NPOrpaMmel

Crannposanmne USB-nakonutenei,
DVD-, KoMNaKT-ANCKDE M APYTHX

0 CnpaBka W NoAepKKa CBEMHBIX HOCUTENER

/E‘ CocToAHMe 3aLmThl
| KypHane: ckanuposarma

'#' HacTpoiika caHMpoBaHMA KOMMBHTERS...




Bu yerda - tezkor tekshiruv;
@ ESET Smart Security

CkaHupoeaHue TK L]
OBHOBNEHKE
Hactpoiika

ChyxeBHble NporpaMmbl

QX HECO

Cnpaeka W Nogdep:kKa

Tanlovli tekshiruv;
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CKaHWpoBaHWe KOMMNbLIOTEPA

Q CkaHvpoBaHwe Smart
L

Monesosatens: AXTAMION\AgrmuHncTpatop
O6HapyxeHo yrpos: 0
OuniieHo obbektos: 0
Mpockavnposado obbekTos: 0
Mpowno epemeni: 0:00:35 (Ckannpoeanne sanywyeno: 21:34:17)

Crkanwposanne: Onepatwenan namate > C:\Program Files\ESET\ESET 5. \ekrnEpfw.dll
OTKpbITE CKAHNPOBAHWE B HOBOM OKHE

@ He NPEANPHHUMETE HUK3KHX 4efcTEMA NOCNE BEINCNHEHWA BCEX CKAHWPOBAHWA ¥

Bu yerda kompyuterning istalgan gismini tekshirish mumkin.

Cranm PoEaHAS KOMNBRITEDE

BeiGopouHoe ckaHMpoBaHWe

OEBEKTEI CKAHWPOBaHMA:

Mpodne CKaHWMPOBaHWA:

[ﬂoKaanble ANCKK

"

[CKEHHFIOBEHME Smart

-] (Eacrpoiva..]

=-Hi&% KomneoTep
OnepaTHEHaA NaMATE
; 3arpysodHbIA CEKTOp
c:\

DY

.. E:)
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EEI"@_' CeTb
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CKaHWPOBATE DES OUMCTHM
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ESETSMART SECURITY 6 v/




Qo’shimcha xotira qurilmalarni tekshirish;

|=la| 52 |

@ ESET Smart Security

ESETSMART SECURITY 6 v/

CKaHWpoBaHWe KOMMNbLIOTEPA

I
Q ChemHble HOCUTENK
2

Monesosatens: AXTAMION\AgrmuHncTpatop

O6HapyxeHo yrpos: 0

OuniieHo obbektos: 0

Mpockannposano obbekTos: 78

Mpowno epemeni: 0:00:55 (Ckannpoeanne sanywyeno: 21:37:49)
Crkanuposanne: G:

OTKpbITE CKAHNPOBAHWE B HOBOM OKHE

x ChyxeBHble NporpaMmbl

@ He NPEANPHHUMETE HUK3KHX 4efcTEMA NOCNE BEINCNHEHWA BCEX CKAHWPOBAHWA ¥

o Cnpaeka W Nogdep:kKa

So’nggi tekshiruvni amalga oshirish.
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@ ESET Smart Security

ESETSMART SECURITY 6

CKaHWpOBaHWE KOMMNLIOTEPA

CkaHwpoeaHwe Smart q BribopouHoe ckaHMpoBaHue
CKEHHPOBEHHE NOKaNeHBIX ANCKOB

Bribop npodwuna n obbekTos
CKAHWPOBAHWA

ai

CKaH.ﬂpOBaHa’Ie ChEMHBIX

I'Ios‘ropwrb nocneaHee

&K

HOCHMTENEN CKaHWMpPOEBaHWE
% CnyxebHele nporpanimel Cranmposanue USB-HakonuTenei, [ata w Bpema nocnejHero

DVD-, KoMN3KT-AMCKDE W ApYTHX CKAHMPOBAHWA:
e CNpaBka M NoAAepkKa CBEMHBIN HOCHTENEN 01.06.2015 21:39:19 ‘\

~
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Shuningdek, tekshiruv jurnali va kompyuterni tekshirishning sozlanmasi:

@ ESET Smart Security

ESET SMART SECURITY 6
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CkaHMpoBaHWe KOMNbIOTEPa

x CnyxeBHble Nporpammel

e Cnpaeka u nogaepxka

4 COCTOAHWE 3aLLKThl

CkaHwposanme Smart
CKEHHpOBEHHE NOKaneHeX JUCKOE

Q

CKaHdeBaHde CheMHbBIX

HOoCUTenek

Crkannposanne USB-HakonuTenei,
DVD-, KemnakT-ancKos u ApyTi
CBEMHBIX HOCUTENEN

a &K

[k
& yprans: ckanmposanma

'#' HacTpoiika cKaHWPOBAHNA KOMMNBIOTERA. .,

BoibopouHoe ckaHMpoBaHWe

BriGop npodwna n obbekToB
CKAHUPOBAHKA

ﬂOBTOpa’ITb nocnejHee
CKaHWpOBaHWe
[ata v BpemMA NocneaHero

CKAHWPOBaHMA:
01.06.2015 21:39:19




Yangilanishda antivirus dasturini bazasi dastur aktivligini yo’qotib qo’ymasligi uchun yangilanib
turiladi:

| |
@ ESET Smart Security ela| =%

ESETSMART SECURITY 6

I

O6HOoBNEHNE

CkaHuposaHwe TTK
baza AaHHBIX CMIHATYD BUPYCOB aKTyanbHa

OBHosneHne He TpeByeTcA — Ba3a JaHHbIX CUIHATYP BMPYCOE akTyaneHa,
OBHOENEHNE

Mocneanee yonelHoe oBHOBAEHNE: 01.06.2015 21:18:43

Bepcua Gaskl AaHHEX CUTHATYP BUPYCOB: 8193 (20130404)

CBHOBUTE cefuac

Hactpoiika

CnyxebHele NporpaMmel

PA O O

P e ba

Sozlanmalar bo’limida dastur ish faoliyatini sozlash imkoniyati mavjud:

@ ESET Smart Security

Hactpoiika
Q CkaHnpoeaHue MK
B Kowmnurotep
— 3awnta Gainoeoi CHCTEMEI B pEXKUME ®  Bkn ~
@ OBHoBNEHNE PEANBHOTO BEEMEHN
3aLUTa JOKYMEHTOB Otkn, ~
# H . 33T CHEMHBIX HOCUTEMNEH Oren, =
acTpoiika HIPS ® Bn. -
Antueop Oren, =
% CnyxebHele nporpammel Wrposoii pexiam Omen, ~
Zawwra Anti-Stealth @  Bkn ~
0 Cnpaeka u Nogaepxka
A lj- Cets
COCTOAHWE 2aLUuThI MepconaneHeii daiiepson ® Bkn. -

. MHTEpHET M 3NeKTPOHHaRA NouTa

3awmra goctyna 8 Vintepher @® Bkn ~

3alKUTa NOYTOBOrD KANEHTE @® Bkn ~

3awuTa oT cnama @®  Ben -

3awuTa oT GULLIMHTE @® Bkn ~
ﬁ POAMTENLCKWMIA KOHTRONL

PoanTenscknii KoHTpoE Orin,

@ Axrusaunn nporpammel...
1t WMuanopr u 3kcnopt napamerpos...

'#- MepefTi K pacLUMpEHHEIM NaPAMETRAM. .




Xizmatchi dasturlarda esa antivirus dasturiga oid bir gancha qo’shimcha dasturlar mavjud:

® ESET Smart Security

CkaHupoeanne MK

-

OBHOENEHNE

Hactpolika

CnyxebHele NporpamMmbl
m

Cnpaeka W NoAnepskka

COoCTOAHWE 3aLLKTEl

2QXHC O

©
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ESET SMART SECURITY 6

Cny»e6Hble nporpaMmbl

MAaHMpOBLKWEK
Konnuecteo 33aNAaHWPCoEIHHBIX 33434 [

Dainsl xypHana
MocneaHas zanuce: 01.06.2015 21:39:19

CTaTMCTMKa CUCTEMBI 3aLLMThI ﬂ KapaHTvH

CTaTneTuea yrpoa WU cnama Konuuecteo MNoMELEHHBIX B KapaHTHH
obtekToe: 1

MoHWTOpMHT o ESET SysInspector

ﬂ)aﬁnoaan CWCTEMAE, CETEEAA BKTUEHOCTE KOJ'IHLIECI'EO CHUMEKOE COCTOAHWA

komnetoTepa: 0

CeTeBble NOAKAHYEHWA
Cnucok CETEBLIX NOAKIHIHEHUIA

OTnpaeuTe ©ain aAnA aHanmza + ESET SysRescue
AHanwz B naGoparopun ESET =" Co3paTe KOMNAKT-ZMCK aBapuiiHoro
BOCCTAHOBNEHWA

ESET Social Media Scanner

3awwra Bawueii yuetHoii 3anncn Facebook

So’rov va yrdam bo’limida mijoz uchun yordamlar va so’zovlar joylashgan. Bndan tashqari
dasturning litsenziyasini o’zgartirish ham mavjud.

@ ESET Smart Security

CraHuwposaHue MK

OGHOENEHNE

Hacrpoiika

ChyxeBHble NporpaMmMel

Cnpaeka u noAgepsxa

2QXHEC O

CoCToOAHWE 2aLLUTHI
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ESET SMART SECURITY 6 v/

CnpaBKa U NoAAepXKa

Cnpaeka

OTKpRITE CpaBky

Haiiti BeicTpoe pelueHne
Mowck B Gaze sHanmid ESET

AKTMBALIMA NporpaMmbl
Mporpamma aKkTMBNpOBaHa.

KizmeHuTe
AHULUEHZNHY

Cnyxba NognepxKA KIMEHTOB

PekoMEHAYETCA CTNPAENATE 33NPOCk] HA NONYHEHWE NOALEPHKN, NCNONB3YA CNELYHOLME GOPMEL
3anpoc B cny:By NOAJERHKKN KNWMEHTCE (peKoMeHayeTca)..
3anpoc B cnyBy nojaepwkn KnuedTos (Be6-dopma)

MocneaHue ceegeHna; www.esetnod32.ru

[ononHMTeNsHbIE CBEAEHWA
Ceeaetina o ESET Smart Security 6
MpoBEpHTE AEHCTBHTENEHOCTE NMLEHIHI
SHUMKNONEANA YTPo3

www.esetnod32.ru




Himoya holati bo’limida esa dastur kompyuterning himoya holati hagida axborot beradi:

® ESET Smart Security

ESET SMART SECURITY 6

e
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MakcumaneHas 3alynTa l
@ OBHOENEHNE o

# Hactpolika
Komnbrotep v MakcumanoHan sawmTa

x CnyxebHele NporpamMmel —_—

o Cnpaeka W NoAnepskka

I/E‘I CocToAHNE 3aLLTI

KonnyecTee npockanmposadHbix obsexTos: 4768

(es[=ly

Bundan tashqari oynaning o’ng-yuqori burchagidagi tugmada bir gancha xizmatlar joylashgan:

‘ @ ESET Smart Security = | & 5
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MakcumanbHas 2awWuTa

MakcumanbsHasn 3alnTa
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Megyne ESET AnTueop AocTyned

@ OBHOBNEHNE =+ Brarounte ESET Antneep
= [JonoAHWTENBHEIE CBEAEHNSA

# HacTpoiika
Komnerotep + MakcimansHan 3awmTa @ Bnokuposate ceTe

x CnyxeGHbIe NPOTpaMMel @ BpemMeHHT oTKAKYMTE ZaLLYMTY
@ BpemenHo oTkaoquTe daliepeon

JonoaHnTensHEIE HACTPORKA...
Cnpaeka U NoAmepkKa
Daiinel #ypHana

I/;‘I COCTOAHWE 3aLLNTEI .
=1 CBpocuTs HACTPOMKM MAKETa OKHA

KonnuyecTeo npeckaHmposadtbi obeexTos: 3508 O nporpamme




Dasturning sozlanmalarni ochish uchun F5 tugmasi bosiladi:

CnywebHEIE NPOrpaMMe!

Pazaen CnyxwebHblie NporpaMMbl No3B0NAST BeCTH dalink #yPHANOS, HaCTpaKMsaTs ESET

@ VIHTEpHET W 3NEKTPOHHES NOYTa Live Grid u gpyrme cnywebHbie nporpamMMb.
[ PonuTensckui KoHTpOnb .
(&) OBrosnetie BribepuTe B CNCKE CNEBa 3NEMEHT, KOTOPEIA HEoBX0AMMO KOHGMI YPUPOBATH.

[+-- B8 MHTepdeic

), Mowex I '@'OK H OTHEHE ][I‘Iomonuano

=

Bularni birma-bir ko’rib chigamiz:

Viruslar va josus dasturlardan himoya, va yana Anti-Stealth nomli operatsion tizimdagi xavfli
dasturlarni berkitadigan dastur.

— A
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JononHuTenbHbIE HACTPOWKH
- KomnsioTep 3aUMTE OT BUPYCOE W LINMOHCKIX NPOrPEMH
3aluMTa 0T BMPYCOB M WNMOHCKHK Npc MapaMeTpel MOAYNA CKAHWPOBAHIA
ChEMHEIE HOTHTENM BRAOHMTE 0BHAPYHEHHE NOTEHLMANEHD HEMENETENbHBIX MDHICHEHMA
HIPS
G-I Ces BRMOHMTE 0BHAPYHEHHE NOTEHLMANEHD ONACcHEIX NPUACHEHIR
-4 VIHTEPHET 1 3NEKTPOHHAR NoUTa BKNOUMTE 0BHEPYKEHHE NOTEHLMENEHD NOA0IPMTENEHEIX MDHACHKEHMI
(- PoavTensail KoHTpons
[H-5) OBHOBNEHNE Anti-Stealth
K C”W‘EEHTE MparparHel TexHonorua Anti-Stealth AENRETCA cnosmHoi cicTeMoi, ofecneqMBaKowLER oBHapReHe
(- HTepdeiic ONACHEIX NPOrPEMM, TEKWK KK PYTKITEL, KOTOPRIE MOFYT CKPBIBATHCA 0T ONEpaLMoHHGH
CMCTEMEI.
BrNtouMTE TEXHONOrMD Anti-Stealth
4 3
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Qo’shimcha xotira qurilmalari: bunda ularni tekshirish va qulflash imkoniyati mavjud:
| R (SR

JononHuTenbHbIE HACTPOWKH

[E-Hl KomnstoTep CMEHHKIE HOCUTENM

[LeicTENE, KOTOPOE CNELYET MNPEANPUHATE MOCHE BCTEEKM ChEMHBIN HOCUTENEN

W WMAOHCKKMX NP

HIPS

WHTEPHET M INEKTPOHHAA NOYTa

[I‘Io&asa'rb NEPEMETPEI CKEHWPOBEHMA -

BRoKMpoBaHKe CheMHbIX HoouTened

Mpasuna BRoKMPOBaHMS ChEMHEIX HOCHTENEN

PoOAMTENLCKMIA KOHTPOME
OBHoENEHME

MpaBuna...

IE oK

Q) Momcx [ OTMEHE ] [ Mo yMonHaHuD

Tarmoq bo’limi.

Shaxsiy fayervol: bunda filtrlash tartibi va fayervol foydalanuvchilari profile joylashgan bo’ladi.
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JononHuTenbHbIE HACTPOWKH

[#-Hl KomnetoTep

'! CeTb

b MepcoHansHeN dafepson
OTobpameHe NogKMIgHEHHIA
@ VHTEPHET 1 3NeKTPOHHAR NOYTa
¢ PoOAMTENBCKKA KOHTPONL

() OBHoEnEHWE

-9 CrywefiHbie NporpamMMel

[+ W8 WHTepdeic

Q) Momcx

MepcoHansHbLIR daliepson

Pesim hnbTpaLum

ABTOMSTHYECKMIA DEHMM - |
ABTOMATHIECKMIA DEHIM

ABTOMATHHECKMIA PEHIM C MOTHOHEHNAMK (PEBMNE, ONPEAENEHHEIE NONE30BATENEM)
MHTEPaK TMEHEIA PEHIMM

PEMXIM Ha OCHOBE NMOAMTHKM
Peniam oby-eHIa

Mpodiind None30BaTENeR dallepsona

MNapaMeTpel paboTel NepcoHansHoro GanepsoIa MOXHO ONepaTHEHO M3MEHWTE C
noMoWwL Mpodunei, K onpegeneHHsM NpodunsamM MOXKHO NPUMEHUTE NONE30BaTENECKME
npasuna.

BrIGpaHHER npodink:
[I'IpodJm'lb OTCYTCTEYET

7] (st

'@'DK [ OTmeHa ][I‘Iomonanwo




Ulanishlarni ko’rsatish:
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Ol T[S

fJononHnTenbHLIE HACTPORKK Coer
- KomnstoTep HacTpoiika 0TobpaMeHNA NOAKIOHEHWIA
CeTo Pa3pELaTE MMEHE KOMMHOTEPOS
NepcoHansHeiR dafiepson
:orpoo thavieps o MokasbiBaTE TONEKO CoearHeHKA no TCP
VHTEPHET 1 SMERTPOFHAR NouTa MoKa3bIBATE CORAMHEHWA MO OTKPLITEIM MOPTEM, HA KOTOPLIX KOMMLIOTED OfMAZET
h COEANHEHNS
POAMTENLCKWIA KOHTPOML
(& Obrosnerme MoKa3bIBATE BHYTPEHHUE COEAWHEHWS
-3 CrykefiHble MPorpaMHel
[+l WHTepdelic
4, Nowmcx I I@OI{ l [ OTMeHa l [ Mo YMONYEHAD

Internet va elektron pochta: bu bo’limda quyidagi parameterlar sozlanadi:

- Veb-mijoz himoyasi va manzilni boshgarish;

- Pochta mijoz himoyasi va spamdan himoyalash;
- Internet va elektron pochtadan foydalanish;

- Tarmog protokollaridan himoyalash versiyasi.
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AononHNTeNEHBIE HACTPOWKKW CHer

Bl KoMmnetoTep
c B paspene HHTEpPHET W 3NEKTPOHHAA NOUTA MOKHD KOHOWM YDUPOBATE CNELPOLLME
I cers

napaMeTpbi:
B VIHTEpHET W 3NEKTPOHHEA NOHTA
[ PoanTenscanit KoHTpons - 33lMTa BEG-KIMEHTE M YIPEBNEHWE 3APECEMH;
@ OfHOBREHIE - 38lLWTAE NOYTOBOr0 KIMEHTE M 33ILMTa 0T CaMa; .
- COOTEETCTEWOLLME CETEERIE NPOTOKOMB], NCNOMb3YEMBIE ANA MHTEPHETE 1 ANEKTPOHHOR
3 CnywelHbie nporpamMs! nOHTS
(- W8 MHTepdeic - ZAWMLLEHHEIE BEDCAM CETEBLIX MPOTOKOM0E, MONONB3YEMEIX ANA MHTEPHETE 1 3NEKTPoHHOM
noqThl

Q) Nomcx [ '@DK ]'5 Otmera | | Mo ymonsaHmo




Ota-ona nazorati bo’limida foydalanuvchilarga cheklov qo’yish mumkin.
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HazHa4wTe ponb Y4ETHOW 3aNKoun

YueTHaR sanuce

BospacT:
0 5
KoOWpoBaTE KATEMopkK M3 \

| ) A

JononHUTeNbHBIE HACTPOWKN
B KomnstaTep YYETHbIE 3EMMCH
=
! Cete Brmtod...  MmA nonbsosat...  JdomeH Bospact LobasuTs
@8 VHTEDHET W 3NeKTPOHHERA No4Ta w
POOWTENBCKMIA KOHTPOmE
-+ YueTHble 3anMc

(& OBHoBneHme
9 CnypxebHele nporpatMs!

[+-- B8 WHTepdeic

Q, Mowac | Bok ] [ OTMEHa ] [I‘Io YMOMHEHHIO

H] &2 Beibop: "Moassoeateas” wan "Tpynna"

Brigepure TN ofbekTa:

"MonesoeaTens"

B coenyowen mecte:

TNkl ofbEKTOE...

AXTAMION

BBequTe MMeHa BEIGMpastabl: OfberTos | I

Pasmewerue. .

(Bromrenes. )

MNpoEepuTE HreHa

0K

|[ OTreHa ]

~
N
Beibop: "Moassoeatens” wan “Tpynna" —Ed—bl \\\

BriGepume TN ofbekTa:

1 S

"Monezosarens"

B cneayiowem mecTe:

Tunel OffEERTOE. .

AxTabION

Ofwme sanpoce!

Ha4YHHIeTCA 1 ™ | |
QI'IHCGHMB: H34YHH3ETCA 1+ | |

] DT MfYERHEIE YHETHEIE SEMMCH

Hraa:

[ MapoaM & HEorpEHHYEHHEIM CROKON [ EHCTEMA

HHCJ‘ID AHEl CO BREMEHH NOCABIHErD BXO0A B CHCTEMY: E

Pazmewene. ..

| Natick h
~

~
£ N

[ 0k, ] [ OtreHa ]
PesyneTarsl noucka:
Hraa [RDN] B nanke
2. HomeGroupll.. AXTAMION
R Updatusliser  AXTAMION
fLzer ATaMION * B
E)AELMHHHCTpaT... ATAMION ~
2arocre AXTAMION ~
~
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S
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Yoshi tanlanadi va OK tugmasi bosiladi.

HazHauwTe poak yYETHOR 3anucK

¥Y4yeTHan zanuce

user BrifpaTh

BoszpacT:
o 5

[|KonMposaTh KaTeropi us:

OK OTHeHa

Cheklov natijasi:

L ‘-)\ o % KomnsioTep b (D¢) NokansHeid guck b = X | Mouck (D) floxanskHeid Buck L

¥nopagounte il OTKpHITE [A0BAEUTE B BUEANDTERY T OBWNiA gocyn * 3anucaTe Ha ONTMUECKWI guck » 4= - Eﬂ @
,"-? U36paHHoe Wma [Jata nzmeHeHua Tun Pazmep

4 3arpyskn A chipitey 15.05.2015 21:04 Manka ¢ dhaiinamu

(Ve 8

=l HepasHne mecra “ Darslik 02.06.2015 13:12 Manka ¢ daiinamu

B Pasounii cron @o. n20c anscanan m——  paiinaum
} . Gan| Game @ ¢ dainamu

EwGanoTern

e & Pho A " @ ¢ daiinamu

B sueo o l! Bam oTkasaHo B AOCTYNe K 3TON Nanke. B

@ LlokymenTa Vidg @ ¢ parnamu

Ana noay4eHnA 4oCTyna K 3Tof nanke ciedyeT nepeiitn
] Mzotpaxernna Ha Bknaaky “besonacHocrel
Jﬁ Mysbika

& Jomawnan rpynna

qlg KoMnewTep

? CeTe

Yangilanish bo’limi:

Bu yerda antivirus bazasini yangilash uchun sozlanmalar keltirigan: profil, bazani yangilash
uchun havola, o’zgartirish tugmasidan havolani 0’zgartirish mumkin.
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JononHnTeIbHbIE HACTPOKN
KomnbtoTep BrifipaHHsiit npoduns:
- CeTb [Moﬁ npodins VI [ Mpodmnd. .. ]

WHTEPHET 1 3NEKTPOHHAA NoYTa

. OfHOBMTE HACTPOIKKM BbifpaHHoro npodmna
- PomuTensckuMi KoHTpons

(& o6 Cepsep obHoENEHMI:
i [hth:l:ﬂupdahe.tas-ix.netj vl [M;MeHMTb... ]
- Henonrurensto WnA nonbsosaTens: Mapons:
-3 CnywebHele MporpaMMel
8 WHTepdelic
(@ PerynapHoe ofHosnerwe () TecTosoe ofHosneHMe

JoNoAHMTENbHBIE HACT PO 0BHOBNEHIA: HacTpoiika. ..
O4MCTHTD K3 0BHOBREHNA: OUMCTTE

He oTobpawaTe yEeqomneHne of yonewHoM oBHoBNEHM

Q, Momax [ ok H OTHMEHa HI‘Io YMOMHEHWIO




Xizmatchi dasturlar: bu bo’lim jurnal fayllarini ishlashiga ruxsat beradi, Eset Live Grid va
boshga xizmatchi dasturlarni ishlashiga ruxsat beradi.
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JAononHUTeNbHbIE HACTPONKK Her

-8 KomnsioTep CnysebHbie NporpamMsl

Paznen CnywebHbie nporpaMmel NosB0NAET BECTW Nl MYDHANDE, HACTPAWBaTE ESET
. WHTEPHET M INEKTPOHHARA NOYTS Live Grid 1 apyrue cnyxedHeie nporpammel.

- PoauTensoil KoHTpons

-@- OBHOBNEHME

=% (CmpkebHble NporpamMbl;

----- DNk HypHana

..... Mpokou-cepeep

----- KapaHTHH

----- ESET Live Grid

----- OBHOBNEHMA CUCTEMBI

----- AHarHocTika

----- MpeaynpexasH1A W YBeLoMNEHHA
----- NrugHzMM

----- 3aElMTE AOCTYNE K CETH

----- ¥OaneHHoe agMUHUCT PUPOBaHKE
----- MnaHupoBLLIK.

----- DBHapyHeHWE B COCTOAHMM NPOCToA
-l WHTepdeic

BrIGEpUTE B CMCKE CNEBa 3NEMEHT, KOTOPEIA HEOBXDAMMO KOHbWUYDUPOBaTE.

Q) Momcx '@'DK [ OTMEHE l [ Mo yMonHaHuD l

Interfeys bo’limi dastur foydalanuvchilariga grafik interfeys elementlari ish holatini nazorat qgilib
turadi, izohlar chiqgarish, animatsiya, ogohlantirishlar va bildirishlar. Dastur parameterlariga
ruxsatni chegaralab qo’yishi, parol yordamida qulflab qo’yishi mumkin.
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JononHnTeneHbIE HACTPOWKK Her

Bl KomnbloTe =
i n B pazaene HuTepdieic MomHO KOHDMMYPMPOBaTE NOBEAEHWE 3NEMEHTOE Mpadu-eckoro

t1-- 1 -

& Ceo MHTEpdEica NoNL30BaTENA NPOrPaMMEl, TAK0E Kak 0TobpameHne NoACKa30K, aHUMALMN,
(-8 WHTEPHET W 3NEKTPOHHANA NOYTa NpEAYIPEXAEHWA 1M YBEA0MNEHMA, MO¥HO OrPAHMYMTE LOCTYN K NapaMeTpaM NporpamMMel,
[ PoauTensckuil KoHTponE YCTEHOBME BNOKMPOBKY C NOMOLLEHD NEPanA. TAKHE MOXHO KOHDWMYDMPOBATE MHTEMDALMKD B
'@ OFHOBNEHME KOHTEKCTHOE MeHKo Windows,
w-% Cn

MporpamMMel

paduka
MpeaynpexasH1A W YBeLoMNEHHA
CKPEITEIE OKHA YBEAOMNEHWA
HacTpoiika gocTyna
KOoHTEKCTHOE MEHID

- rpoBali pesxtim

Q) Momek I @OK ][ OTHEHa HI‘Iomonanwo




Xulosa.

Hozirgi zamon axborot texnologiyalar sohasida axborot xavfsizligi birinchi o’rinda
turadi. Chunki axborotni butunligi, ishonchliligi va xatarlardan xoliligi uning
giymatini belgilaydi.

Aborot xavfsizligini ta’minlashning usullari ko’p: himoya dasturlari, antiviruslar,
Anti-Trojan dasturi, Anti-Spam va boshgalardir.

Men bu mustaqil ishimni bajarishda Eset NOD32 Smart Security 6 antivirus
dasturidan foydalandim. Bu dastur orgali kompyuterda xavfsizlikni ta’minlashda
uning qo’shimcha xizmat dasturlari, kompyuterning ish holatini nazorat gilishni,
unda nazorat o’rnatishi va shunga o’xshash keng imkoniyatlari haqida bilim va
ko’nikmalarga ega bo’ldim.
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Foydalanilgan adabiyotlar.

Fanmes C.K., Kapumop M.M. XucoOjiam1 TH3UMJIApU Ba TAapMOKJapuaa
axoopor xumosicu: Oumii YKYB HOPT.TaJald. y4yH YKYB KYJJIAHMA.-
TomkeHT KaBJaT TeXHMKA YyHUBepcuTeTH, 2003. 77 6.

A.R.Esayan va boshqalar. «Informatika». — Moskva. «Prosvemienie», 1991 yil.

G’ulomov S. S. va boshqalar. Axborot tizimlari va texnologiyalari: Oliy o‘kuv
yurti talabalari uchun darslik Akademik S. S. G’ulomovning umumiy
taxriri ostida.—T.: «Sharqg», 2000.
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