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PaduOTCXHUKH U CPCACTB CBA3H

AHHOTAIIYSI MATUCTEPCKOH JUCCEPTALIMU

Hcnonb3yemMplii COBpPEMEHHBIMU PaJUOTEXHUUYECKUMH YCTPOHCTBAMU U
CUCTEMaMH 4YaCTOTHBIM CIEKTp KpailHe MIUPOK — OT OYEeHb BBICOKUX JIO
TUIEPBBICOKMX  4acToT. HauOosnee CuiabHO  BOCTpeOOBaHBI  JHAMA30HBI
YJIBTPABBICOKUX M CBEPXBBICOKMX YacTOT (JCHUMETPOBBIE M CAHTUMETPOBBIE
BOJIHBI). [IpakTuyecku Bce cucTeMbl MOOMIIBHOW CBSI3U, O€CIIPOBOJHOTO AOCTYNA K
cetu MHTEepHET, cucteMbl HUGPOBOTO TEJIEBELIAHUS padOTalOT B 3TUX JUANa30HAX.
Kpome Toro, B »9Tux JAuama3zoHax (YyHKIIMOHUPYIOT MHOTOYHCIICHHBIC
AIIEKTPOHHBIE MPUOOPHI, OBITOBOTO M XO3SIICTBEHHOTO Ha3HadeHHUA. [10CKOIbKY
BCE€ 3TU CUCTEMBbl W NPUOOPHI SBIAIOTCS HMCTOUYHUKAMU 3JIEKTPOMArHUTHOTO
W3ITyYeHUs], TO KpaifHe Ba)KHO 3HATh, KaK CUJILHO OHHU BIUSIOT JIPYT Ha Apyra v Ha
OKpyXatomiee mpocTpaHcTBO. (OCOOEHHO OSTO BaXHO C TOYKH 3PCHUSA
AJIEKTPOMArHUTHOW COBMECTHUMOCTH.

O10 00ycClOBIEHO TeM, 4YTO cdepa MNPUMEHEHUS PATUOYCTPOUCTB U
AJIEKTPOHHBIX TPUOOPOB B PA3TMUYHBIX OOJIACTAX YETOBEUYECKOW NEATEIbHOCTH
CTPEMHUTENBHO pacmmpsieTcsi. HachleHHOCTh MPOCTPAHCTBA  PA3TUYHBIMU
AIIEKTPOMArHUTHBIMU H3JTyYEHUSIMU HACTOJBKO YBEIMYMUJIACh, YTO, HECMOTPS Ha

BCC IIOIIBITKH PCrilaMCHTAIIUHU pazmocny;xG, IMPOBOJAUMBIMH MCKIAYHAPOIAHBIMH U
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HAallMOHAJIBHBIMM ~ OPTaHM3alMsIMU, YPOBEHb IIOMEX  OKAa3bIBA€TCS  CTOJb
MHTEHCHUBHBIM, UYTO 3aMETHO YXY/IIAE€T KAYECTBO PaOOThI PalOCUCTEM.

Marucrepckasi aucceprauus «AHaIW3 OCOOEHHOCTEH 3JIEKTPOMATHUTHOTO
m3nydyenust paguocucteM YBY m CBY nuama3oHOB» MOCBSIIEHA H3YyYEHHUIO
OCOOEHHOCTEN COBPEMEHHOI'O YAaCTOTHOTO CIIEKTPa, OLIEHKE BKJIaJa, BHOCUMOTO B
HEro pa3jMYHbIMU BUIAMHU PAJUOCHCTEM, YCTPOMCTB M 3JIEKTPOHHBIX MPUOOPOB,
aHaJIM3y MpoOJeM UX BJIEKTPOMAarHUTHONM COBMECTHUMOCTH, (OPMYJIUPOBKE
MPEJIOKEHUN MO yIyUIICHUIO 3JCKTPOMAarHUTHOM OOCTAaHOBKM B YCIIOBHUSX HX
MacCOBOI'0 IPUMEHEHHS.

Pesynbrarel uccienoBaHMii  OOCYXAaluCh Ha CEeMUHapax Kadenpsl
PAaANOTEXHUYECKHUE YCTPOMCTBA U CUCTEMBI CBSA3M, Ha PecnyOiIMKaHCKUX HAay4dHO-

TCXHHNYICCKHUX KOH(bepeHI_[I/IHX.
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SUMMARY OF MASTER’S DISSERTATION

Use of modern radio engineering devices and systems frequency spectrum is
very wide - from very high to hyper-high frequency. The strongest demand for
ultra-high ranges and ultra-high frequency (UHF and microwaves). Virtually all of
the mobile communication system, wireless access to the Internet, digital
broadcasting system operating in these ranges. Furthermore, these operating ranges
are numerous electronic devices and household goods. Since all of these systems
and devices are sources of electromagnetic radiation, it is extremely important to
know how much they affect each other and the surrounding area. This is especially
important in terms of electromagnetic compatibility.

This is due to the fact that the scope of radio and electronic devices in various
fields of human activity is rapidly expanding. Saturation space various
electromagnetic emissions increased so that, in spite of all attempts to regulate
radio services, conducted by international and national organizations, the noise
level is so intense that significantly degrades the performance of radio.

Master's Dissertation "Analysis of the characteristics of the electromagnetic
radiation of radio VHF and UHF bands," examines the characteristics of a modern
frequency spectrum estimate the contribution made to it by various kinds of radio

systems, devices, and electronic devices, the analysis of problems of
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electromagnetic compatibility, the formulation of proposals to improve the
electromagnetic environment in terms of their mass application.
The research results were discussed at the seminar of the wireless devices and

communication systems on the Republican scientific-technical conferences.

Scientific director of

Master of
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Beenenue

O0ocHOoBaHMe TeMbl ANCCEPTALIMA M AaKTyaJdbHOCTh. B Pecnybnuke
VY30ekucTan co3aHa COBpEMEHHash M MOIIHAs 3aKoHOAaTenbHas 0aza B cdepe
MHPOKOMMYHUKALIMOHHBIX TexHojoruil [1-4]. B pecnyOnuke npenycMOTpPEHBI
IIPOBEJICHUE MOJEPHU3ALNH, TEXHUYECKOTO u TEXHOJIOTUYECKOTO
NEPEBOOPYKEHUS MPEANPUATHH, HIMPOKOE BHEAPEHUE COBPEMEHHBIX TMOKHX
TexHoJiornidi. CTaBUTCS 3aJada YCKOPEHUS peali3allid NPUHATBIX OTPACIIEBBIX
IIPOTPaMM MOJEPHHU3ALNH, TEXHHYECKOTO U TEXHOJIOTUYECKOTO NIEPEBOOPYKEHHUS
npousBoacTBa [7]. OOHOM M3 BaXHEHIIMX 3a/1ad, KOTOpas CTOWUT IEpe] HaIUM
0OIIECTBOM, SBJISIETCS OOECIEYEHHE MOCTYNMATEIbHOIO U YCTOMYMBOIO Pa3BUTHS
ctpanbl [8]. B IlocranoBnenuu Ilpesunenta Pecriyonuku Y36ekucran «O Mepax
N0 JalbHEWIIEMY BHEIPEHUIO U PAa3BUTHIO COBPEMEHHBIX HH(GOPMALMOHHBIX
TexHonorum» npuHATra «lIporpamMma pampHEMIIErO0 BHEAPEHUS W PA3BUTHUS
MH(POPMAIIMOHHO-KOMMYHUKAIIMOHHBIX TexHoJoruil B PecnyOnuku Y36ekucrtan
Ha 2013-2014 romp», B KOTOpOH OOJbIIOE BHUMAHUE YACNSIETCS PA3BUTHIO
MH(DPaCTPYKTYpPHI UH()OPMAIMOHHO-KOMMYHHUKAIIUOHHBIX ~ TEXHOJOTUH, B
YaCTHOCTH, pa3pabOTKe U peaan3alii TEXHUYECKUX MPOEKTOB, HAMPABICHHBIX Ha
oOecrieueHre MPEeAOCTABICHUS HACEJIEHUIO YCIYT IIMPOKOMOJIOCHOTO A0CTyNa
[5,6].

B npoueccsl MOaepHU3aUMU U TEXHUYECKOTO NEPEBOOPYKEHUS BXOIAT U
pa3paboTKa U BHEAPEHHUE HOBBIX TEXHOJIOTHI, KOTOPBIE MO3BOJISUIN Obl pACILIUPUTH
UX (YHKIIMOHAJIbHBIEC U CEPBUCHBIE BO3MOKHOCTH, YMEHBIIUTh MaccorabapuTHbIE
MOKa3aTeyld, YBEJIUYUTh HAAEKHOCTh MX pabOThl U TMOBBICUTh SKOHOMUYECKUN
addekr.

[TosTomy 3ajmaua aHaiuM3a OCOOEHHOCTEH 3JIEKTPOMArHUTHOTO H3IIyYEHUs
pamuocuctem YBY u CBY nuamna3oHoB siBisieTcs 11 Y30€KHMCTaHa aKTyaabHOM.

O0bexkT M npeaMer ucceaoBaHuil. OOBEKTOM HCCIACAOBAHUM SBIISTIOTCS
OCOOEHHOCTH 3JEKTPOMArHUTHOrO u3NydyeHus paguocucteM YBY u CBY

auana3oHoB. IIpeamer uccnenoBanuii — GopMyJIMpOBaHUE HAYYHO OOOCHOBAHHBIX



peKoMeHauui Mo 00ecrneyeHnI0 KayeCTBEHHON 3JIEKTPOMAarHUTHON 00CTaHOBKHU
B YBY u CBY guanazonax B PecryOnuku Y30eKkucTaH.

Heab u 3axaua uccaenoBanuii. Llensio quccepTaiinoHHON pabOTHI SIBISIETCA
MIPOBEICHHE KOMIUJIEKCHBIX HCCJEI0BAHUA OCOOEHHOCTEH 3IIEKTPOMAarHUTHOIO
u3nyuenus paguocucteM YBY nu CBY nuana3oHOB.

JUIst TOCTH>KEHUS TAaHHOW LEMN HEOOXOUMO PELIUTh CIAEAYIOLINE 3a/1a4uu:

- MPOBECTH CUCTEMATU3UPOBAHHBIN aHAIN3 0€CIPOBOIHBIX TeXHOJoTHi Y BY
n CBY nuana3oHOB;

- paccMOTpeTh pa3BuTue OecnpoBojaHbix TexHosorud YBU u CBY
JIMana30HOB, MPUMEHHUTENbHO K PecryOnuke Y30ekucraH.

I'mnore3a  uccaemoBanmii. Ilpu  npoBeneHnn  1aHHOW — pabOTHI
IpeanojaraeTcsa, 4YTo pe3yibTaThl HCCIAEAOBAHHN MOTYT OBITh HCIOJIb30BaHbBI
MPAKTUYECKU I YJIY4IIEHUs AJIeKTpoMarHuTHOW obctanoBku B YBY u CBY
Jara3oHax.

Kparknii gurepatrypHblii 0030p mo Teme auccepranum. B HacTosiiee
BpeMs BO BCEMHpPHON HAy4yHOH JMTepaType OOJbIIOE BHUMAHUE YIEISAETCS
npobsieMe 3(G(HEKTUBHOTO UCIMOIb30BaHUSL  AJIECKTPOMArHUTHOTO  M3JTyYCHHS
paguocuctem YBY u CBY guanazonoB. Bonpocamu uccienoBaHusi U pa3BUTHS
AJIEKTPOMAarHUTHOM OOCTAHOBKM B JAaHHBIX JUala30HaX 3aHUMAJIUCh BEIyIIUE
CHEIUATNCTBl M Yy4YeHble B o0nactT  WH()OPMAIMOHHO-KOMMYHHUKAITMOHHBIX
TEXHOJIOTUM BCEro Mupa. Pe3ynbTaTbl HCCIEAOBAHUM IIUPOKO OCBELICHBI B
MHPOBOM HAyYHOU JIUTEPATYPE, HHTEPHETE.

Metoabl muccjenoBanuil. B pabore HCMOIB30BaHBI METO/BI aHAJIN3a,
CHUHTE3a, WHAYKIWHU, ACAYKIIMU TOJYYEHHBIX PE3YyJbTaTOB HCCIEAOBAHUS
ANEKTPOMArHUTHOTO u3iayuyeHus paguocucteM YBY u CBY nnamna3oHOB, a Takxke
AIIEKTPOMATrHUTHON OOCTAaHOBKH B JIAaHHBIX JTMAIIa30HAX.

Teopernueckassi M NPaKTHYECKAsE  3HAYUMOCTb  MOJIyYE€HHBIX
pe3yJabTATOB 3aKJIIOYAETCS B TOM, YTO IMOJYYEHHBIE PE3yJIbTaThl MOTYT OBITh
WCIIOIb30BaHbl MPAKTUYECKU ISl YIYUIICHUS AJEKTPOMAarHUTHOM OOCTaHOBKH B

VYBY u CBY pguana3onax.



Hayuynass HoBHM3HA  mucciaegoBanuil. Ha  ocHOBe  mpoBeIEHHBIX
UCCIIEAOBAHUN MOTYyYEHBI CIEAYIOIINE HAYYHBIE PE3YIIbTATHI:

- BBINOJIHEH 0030p M aHanmu3 OecrnpoBOoAHBIX TexHojoruii B YBY u CBY
Jaras3oHax;

- yiyd4llIeHue 3JieKTpoMarHuTHoi oOctaHoBkd B YBY u CBY mmamazonax
SBJISICTCSI  UPE3BBIYAMHO BAKHBIM KpUTEpHEeM (YHKIIMOHUPOBAHUS JIHOOOH
CUCTEMbI CBSI3U, HAIlEJICHHOE Ha YyBedudeHue IPGEKTUBHOCTH pPabOThI
paJMOKaHAJIOB B JIaHHBIX JIMAMa30HaXx.

Crpykrypa auccepraumu. J(uiccepTanus COCTOUT U3 BBEJICHUSI, TPEX TJIaB,
3aKJIIOYEHUSI U CIUCcKa JuTepaTypbl. OCHOBHOM TEKCT JUCCEpPTAllMU 3aHUMAeT 2
ctpanwni. Pabota congepxxut 17 pucyHkoB, BKItouas rpaduku, 8 Tabmmil, a Takxke

CITUCOK JIUTEPATyphbl U3 27 HAUMEHOBAHUIA.



I'masa |. OCHOBHBIE NHCTOYHUKHU PAIMON3JIIYYEHHUSA YBY N
CBY /IMAITA3OHOB

1. Paguousiy4yeHue cucrem uudposoro reneBuaeHus cranaapra DVB

DVB wm Digital Video Broadcasting - 3Tto ceMelcTBO CTaHIapTOB
nmudpoBoro - TeieBUICHUs,  pa3paboraHHoe  KoHcopimymom  DVB  wm
CTaHAAPTU3UPOBaHHOE EBpONEHCKMM WHCTUTYTOM TEJIEKOMMYHHUKAITMOHHBIX
craggaptoB (ETSI). Hawmbomee pacmpocTpaHEeHHBIMH CTaHIApTaMU JaHHOTO
ceMeiicTBa sBisitores ctanaapTel DVB-S, DVB-T u DVB-C.

B crangapre DVB-S nmnepenaua KOMIpPECCHPOBAaHHOIO C  IMOMOIIBIO
cranaaptoB MPEG-2 nunu MPEG-4 Buneo u ay/ino mOTOKOB, a TaKXKe KaKo-1100
JOTIOJTHUTENbHOW ~ MHGOPMAIIMM  OCYIIECTBISIETCS  MOCPEACTBOM  CITyTHUKA-
peTpaHCsATOpa, PacloJIOKEHHOI0 Ha Ie0CTallMOHAPHON OpOuTe, HaXomsIIencs B
IUIOCKOCTHA JKBAaTOpa W HMMEIONIEH HYJIEBOE HAKJIOHEHHWE KPYroBOM OpOUTHI ¢
paguycom 35785 kM. Takoi COyTHHK COBEpIIaeT OJUH OOOPOT BOKPYT 3eMiu
TOYHO 32 OJHH 3€MHBIC CYTKH, MpeObIBast (haKTUUIECCKU B HEMOABIYKHOM COCTOSTHUU
OTHOCUTEJILHO €€ TOBEPXHOCTH. J[aHHOE OOCTOSTENbCTBO BJIEUET 3a COOOM
OTCYTCTBHE HEOOXOAMMOCTH B NMPOCKTUPOBAHWUU M YCTAHOBKE CIIOKHBIX CHCTEM
HABEJICHUS W COMPOBOXK/ICHUS B AHTEHHAX CITyTHUKOBBIX CUCTEM TEJIEBU3MOHHOTO
BEIIAHUA.

Takoe Bemanue ObUIO M OCTACTCS CaMbIM HAJEKHBIM W DKOHOMHYHBIM C
TOYKH 3PEHUS M0aUM TEJIECBU3MOHHOTO CUTHAJIA BHICOKOT'O Ka4eCTBa MPAKTUUYECKU
B JIIO0YI0 TOUKY 3€MJIU.

OpHako NIl CITyTHUKOBBIX CHCTEM TEJICBU3MOHHOTO BEIIAHMS CYIIECTBYIOT
HEKOTOpPbIE OTPAaHUYCHHUS TO PadOYUM YacTOTaM, CBSI3aHHBIE C OCOOCHHOCTBHIO
pacipoCTpaHEHHUs] PagUOBOJIH B arMmocdepe 3eMiIN M XapakTepoOM YacTOTHOTO
pacmpenenieHrsT €CTECTBEHHBIX ITYMOB, a TaKXe C TEM, YTO K TEPHUOJy Hadasa
UCIIOJIb30BAHUS CHUCTEM CITYTHUKOBOTO TEICBU3MOHHOTO BEIIaHUS OOJBIITHHCTBO

JacTOT YK€ UCII0JIb30BAJIOCh HA3CMHBIMHA CJ'Iy>I<6aMI/I.
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Hwuxnss rpanuna pabodnx 4acToT OOyCIOBJIEHA TEM, YTO PaJUOBOJHBI J0
OIpEENEHHBIX KPUTUYECKUX 3HAYEHUI 4acTOT JIMOO MOJHOCTBIO OTPAXKAKOTCS OT
noHocepsl, TUOO0 MOTTOMAIOTCA B HE. DTH YacTOTHI JIEKaT B AUANA30HE HUXKE
100 MI'm B 3aBUCUMOCTH OT reorpauyeckoid MUPOTHI TPACChl, COJHEYHOU
AKTUBHOCTH U BPEMEHH I'0J1a.

Bepxwsist rpanuia pabounx 4yacToT 00yClIOBI€HA BO3pAaCTaHUEM MOTJIOMICHHUS
PaZMoOBOJIH 3a CUET aTMOC(EPHBIX OCATAKOB U ra3oB U JEXKUT B npenenax ot 10 go
100 I'Tm.

OnTuManpHbIM =~ JHAMA30HOM  YacTOT Il  CHUCTEM  CIYTHHKOBOIO
TEJIEBU3MOHHOTO BEIIAHUA C TOYKM 3PEHUS MHUHUMAJIBHOIO 3aTyXaHWUs B
aTMoc(epe cuuTaeTcs AuanazoH 4acToT B npeaenax ot 1 1o 20 I'T' [9].

CornacHo, Pernamenty panuocsssu [10] Bcst TOBEpXHOCTH 3eMiu pa3ouTa Ha
Tpu PalioHa, I KaXX10ro U3 KOTOPBIX BBIJIEIEHBI OIPEACIICHHBIE MTOJIOCHI YacTOT,
npu 3ToM Y30ekuctad u npyrue crpanbl CHI' Bxonsar B Paiton Nel, B koTopom
JUISL CUCTEM CIIyTHHKOBOI'O TEJIEBU3MOHHOI'O BEIAHUS BBIIEIEHBI MTOJIOCHI YacToT,
npuBeneHHbIe B Tabmie 1.1 [9].

JUist mepefady TENEBU3UOHHBIX MPOrPaMM B OCHOBHOM HcHoyb3ytoTcs C u
K. nuanazonsl, K, u K nuana3onsl noka He HallUIM IMIMPOKOTO MPUMEHEHUS U3-32
BBICOKOM CTOMMOCTH MPUEMHOW amnmaparypbl, a TaKXe H3-3a TOr0, YTO B 3TUX
JUarna3oHax CJIOKHO O0O€CleYuTh OXBaT BEUIAHMEM JOCTaTOYHO OOJbIION
TEPPUTOPHH C IIOMOILBIO OJTHOT'O JIy4a NEPENAroIIe aHTEHHBI.

Crangaprom DVB-S npenycMoTpeHO HCIoNIb30BaHNE Harboiee OCBOSHHOTO
ygactka Ky-gumanazona ¢ gactoramu 11,7...12,5 ITmn, rme momyckaercs
NOBBIIIEHHAS MJIOTHOCTh MOTOKA MOUTHOCTH C MCKYCCTBEHHOI'O CITyTHUKA 3€MJIH,
YTO SIBJSIETCS BECbMA BECOMBIM IPEUMYILIECTBOM IE€pe] APYTMMHU YaCTOTAMH 10
[IPUYMHE OrPAHUYEHHOCTH  HDHEPreTUYECKOro  IMOTEHUMalda  CIYTHUKOBOIO
peTpaHcIATOpa, B CUIIYy KOTOPOH BO3PACTAE€T UYBCTBUTEIBHOCTh K BO3JIEUCTBUIO
IITyMOB U UHTEP(HEPEHITMOHHBIX TTOMEX [24].

B cranmapre DVB-T nepemaua KoOMHOpecCUpPOBAHHOTO C  IMOMOIIbIO

crangaptoB MPEG-2 unu MPEG-4 Buaeo u aymo moTokoB, a TakKe KaKo-1mbo
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JOTIOJIHUTENBHON ~ MH(POpPMAIMKM, OCYUIECTBIAECTCA 4Yepe3 CETH Ha3eMHOIo

3(UPHOTO TEJIEBUICHUS.

Ta6nuna 1.1 I[Tonockl 4acTOT, BBIACICHHBIE 1JI1 CUCTEM CITyTHUKOBOTO

TEJIEBU3UOHHOTO BelllaHus Ha Tepputopun Pecyonuku ¥Y30ekucran

Ha3Banue nuamna3ona JIlnana3zon yacror, I'T'x
L-nuana3on 1,452...1,550m1 1,610...1,710
S-uanas3oH 1,930...2,700
C-nuanazon 3,400...5,250 u 5,725...7,075
X-nuarna3oH 7,250...8,400
Ky-auanazon 10,700...12,750 u 12,750...14,800
Ka.-nuanaszon 15,400...26,500 u 27,000...50,200
K-nuanazon 84,000...86,000

VYuuteiBass HEOOXOAUMOCTb COONIOACHUS MpPSIMOW BHUIUMOCTU B Cllydae
pacnpocTpaHeHUsl paAMOCUTHaNA B CETAX JAHHOTO THUIA, HOKPHITHE a0OHEHTCKOTO
OPOCTPAHCTBA OPTraHHU30BBIBAETCS AHANOTMYHO CETSM COTOBOM CBSI3H, IO
MPUHIUITY «COTOBOIO» PpPAa3rpaHUYEHUs, OTBOJAS Ha KAXKIYI SYEHKYy CTpOro
ONPEEIICHHBIN 3a11aC YaCTOT, UMEHYEMBIN MTOJIOCOU.

Taxoe Belanue sBIsSETCS HAUMEHEE HA/IEKHBIM, OBICTPBIM U SKOHOMUYHBIM
C TOYKHM 3pEHUs Iepefadyd TEJIEBHU3MOHHOTO CUTHAJa B CHIIy BBICOKOTO YpPOBHS
NOTEPh 3@ CYET pPACCEMBAHUS SHEPIMM PpaJUOCUTHAIA Ha HEPOBHOCTSX
MOBEPXHOCTU  3€MJIM, MHTEP()EPEHUNOHHBIX MOTEPb, PA3JIUYHBIX IOMEX
€CTECTBEHHOT'O U UCKYCCTBEHHOI'O MTPOUCXO0KICHUS U MHOTOTO JIPYTOTO.

Hcnonp3oBaHne ceTell HAa3eMHOrO TENEBUACHHUS OOYCIIOBICHO pSAIOM
(hakTOpOB:

- pa3BUTHE CITyTHUKOBOM CBSI3U, B OCOOEHHOCTH 3a MOCJEIHEE ECATUIIETHE,
MpUBEJIO K TOMY, YTO HAa TE€OCTAIMOHAPHOW OpOUTE CTAl0 OYEeHb "TeCHO"
BO3HUKJIM MPOOJEMBI C pa3MEIIEHUEM HOBBIX KOCMHYECKHX armapaToB. [laHHoe
OOCTOSITENTLCTBO CBA3AaHHO C TEM, YTO B COOTBETCTBMU C CYIIECTBYIOIIMMHU
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MEXIyHAPOAHBIMA HOPMaMH OPOUTAIBHBIM PA3HOC MEXKIY TeOCTAIIMOHAPHBIMHU
KOCMHUYECKUMH armapaTaMu JIOJDKEH COCTaBIIATh HE MeHee 1°. DTo o3Haydaer, uTo
Ha opouTe MOXKHO pazMecTuTh He Oonee 360 cnyTHHUKOB. COKpallleHue yriioBOro
pa3HOca MEXIy TOYKaMH CTOSIHHS KOCMHYECKHX armapaToB Ha opoOwWTe, Ha
COBPEMEHHOM YPOBHE pPa3BUTHUSI TEXHUKHM HEBO3MOXKHO HM3-3a B3aWMHBIX MOMEX.
CymiecTByeT SIBHOE€ OTpaHUYEHHUE KOJIMYECTBA BO3MOXKHBIX IOJIb30BATENCH
CIIyTHUKOBBIMHU CUCTEMaMU TEJIEBU3MOHHOTO BEIIAHMUS;

- 30Ha OXBaTa I'€OCTAI[MOHAPHBIX KOCMUYECKHUX anmapaToB HE BKIIOYACT B
ce0s1 BRICOKOIIMPOTHBIE PalOHKI (BhImE 76,5° C.II. W 10.111.), T. €. JEHCTBUTEIHHO
riobanbHOE 00CTy)KMBaHUE HE rapaHTupyeTcs. JlaHHbii gakTop Bieder 3a coOoi
HEOOXOJIUMOCTh B HCIIOJIb30BAHHE AJIbTEPHATUBHBIX CHCTEM TEJIEBU3UOHHOTO
BEIIAHUS;

- HCIOJIb30BaHUE KaOENIbHBIX CHUCTEM TEJIEBU3MOHHOIO BEIaHUsI TpedyeT
MPOKJIAJILIBAHUE IOPOTOCTOSIIErO Kadesl.

Hcnonb3oBanue ceTedl Ha3zeMHOTo J(GUPHOrO TEJIEBUICHUS Haumbosee
BBIFTOJIHO € HKOHOMHMYECKONW TOUYKH 3pPEHUSI U BO3MOXKHOCTH Pa3MEICHUS
BEIIATEJIbHBIX CTAHIMN (PaKTUUECKH B JIFOOOW TOUKE IJIAHETHI, 0OECIIeYnBasl TEM
CaMbIM YBEPEHHBIH JOCTYM JJisi OOJBITUHCTBA MOJIH30BATENICH.

AHQJIOTUYHO CHUCTEMaM CITyTHUKOBOTO TEJIEBU3MOHHOTO BEILIAHUS, IS
HazeMHbIX cucteM B Paifone Nel BbIfeneHBI ONpEAENIeHHbIE MOJIOCHI YacToT,
npuBecHHbIe B Tabamie 1.2 [11].

B cranmapre DVB-C nepemaua komMOpecCHpOBaHHOTO € MOMOIIbIO
cranaaptoB MPEG-2 nnu MPEG-4 Buaeo u ay/ino mOTOKOB, a TaKXKe KaKOH-I1100
JOTIOJIHUTEJIbHOW MH(GOPMAIIUU OCYIIECTBISETCS M0 KaOeto.

Hcnonp3oBaHre MPOBOAHBIX TEXHOJIOTHI oOecreunBaeT Haubosee BHICOKOE
OTHOIIEHUE CUTHAJI/IIIYM B TIpOIlecce Mepeaadn pajruocurHania oT 000pya0BaHMsI,
pabotaromiero B crangapre DVB-C no cpaBuenuto co crangapramu DVB-S u
DVB-T. YmMmensbliaercs BEPOSITHOCTh BOSHUKHOBEHUSI BHEITHUX MOMEX, OJIHAKO B
CUJIy HEOOXOJMMOCTH HCIOJIb30BaHUS KBAJAPATYpHOH aMIUTUTYAHON MOMYJISIIUU

QAM Bce-Taku HaONIOJAETCS] YYBCTBUTEIBHOCTh K aMIUIMTYJIHBIM U OCOOEHHO
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($a30BBIM MCKa)XXEHUSAM B TPAKTE, IO3TOMY BOIPOCHI COTJIACOBAHUSI U KOPPEKIIHH

XapaKTEPUCTUK OCTAIOTCS JOCTATOYHO OCTPhIMU [25].

Tabmmma 1.2 Ilosmockl 4YacTOT, BBIOEICHHBIE IS CHCTEM HA3E€MHOTO

TEJIEBU3UOHHOTO BellaHus Ha Tepputopun Pecryonrku Y30ekucran

Ha3Banue ANamnma3soHa I[nana30H 4acToT

48,5...66,0 MI'u(1 u 2 TeneBU3NOHHbBIC KaHAJIbI);
76,0...100,0 MI'11 (3—5 TeneBU3MOHHBIC KaHAJIbI);
148,0...174,0 MI'11 (citykeOHbIE U ClIEIUATIbHbBIC
VHF-aunama3on KaHaJbl, Ceiiuac YaCTUIHO UCTIOIb3yeMbIC B CETIX
Ka0eIbHOTO TEJICBUICHMUS);

174,0...230,0 MI'n1 (6-12 TeneBU3UOHHBIC

TEJICKaHAJIbI).

470,0...582,0 MI'1 (21-34 TeneBU3NOHHbBIC
TeJeKaHabl);

582,0...790,0 MI't (35-60 TeneBU3MOHHBIE

UHF-gunanason

TeJICKaHAJIbI).
Ky-auama3on 10,7...12,75I'To
K.-nmnana3on 27,5..2951TTun40,5..42,51T
K-nmuanazon 84,0...86,0 I'T1x

Hanbonee 3HaummpIM HemocTtaTkoMm ucnoiib3oBanus DVB-C crangapra
SIBJISIFOTCS] BBICOKAsl CTOMMOCTh CaMOT0 KaOeJsi U €ro MpOKJIaJIKH.

AHQJIOTUYHO CHUCTEMaM CIIyTHUKOBOTO M HA3€MHOIO TEJIIEBU3HOHHOTO
BEIIaHMs, I8 KaOelabHbIX cucTeM B PaiioHe Nel BbIeNICHBI ONpeICIICHHBIC
TIOJIOCKI YaCTOT, MpUBeIeHHbIC B Tabmumue 1.3 [12].

N3 npuBeneHHOM WHGOpPMAIMM, MOXKHO CJeJaTh BBIBOJ, YTO KaXKIbIH W3
TEJICBU3MOHHBIX CTAHAAPTOB UMEET Psifi CBOMX MPEUMYIIIECTB U HEIOCTATKOB, YTO,

KaK TpaBUJIO, BJIEYET 3a CO0OM HEOOXOAMMOCTh HCIIOJIB30BAHUSI BCEX ATUX
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CTaHAapTOB B HauoOoee XapaKTCPHBIX U MOAXOAAIUX I HUX YCJIOBHUAX, YTO U

OCYUIECTBJIsIeTCsl HA TeppuTopun PecnyOnuku Y30ekucTaH.

Tabmmma 1.3 Ilomocel 4YacToT, BBIAEIEHHBIE [UIA CHCTEM KaOEIHLHOTO

TEJIEBU3UOHHOTO BellaHus Ha Tepputopun Pecryonrku Y30ekucran

Ha3Bauue nuamnaszona JImama3oH 4yacToT
VHF-nuamnazon 70-130 MI't
UHF-guanason 300-862 MI'1

2. PagnousiyyeHue cucTeM MOOMJIbHON CBS3HU

B ornuume OT JUIMHHBIX BOJH, CIIOCOOHBIX OrMOaTh 36MHOM Iap 3a CyeT
OTpa)X€HUsI B CJOSIX HOHOC(Epbl, MUKPOBOJHBI, PACHPOCTPAHSIOMIMECS BJIOJb
MMOBEPXHOCTU 3€MJIM, OTpaHUYEHBbI JIMHUEH TOpPU30HTA, MOTOMY KakK MOJA00HO
CBETOBOMY JIy4y PaclpOCTPAHSIOTCS B 30HE MPSIMON BUTUMOCTH.

Takoe CBOWCTBO MUKPOBOJIHOBOT'O JMAna3oHa HAILIO MIMPOKOE MPUMEHEHUE
B CHCTEMax COTOBOM CBSA3M, B CHWJIy OTPAHUYECHHOCTH JAIbHOCTU H3IYUYCHHS
0a30BOi1 CTaHIIMM JIMHUEHW TOPU30HTA, 0OeCcTIeunBasi BOZMOXHOCTh pa3MEIICHHS Ha
HEKOTOPOM PAaCCTOSTHUU CIIEAYIOLIEH CTaHIINK, paboTaroIIel Ha TOH Ke 4acToTe.

Kak mpaBuiio, paanousinydeHre CUCTEM MOOWIBHOM CBS3HM, MPOUCXOAUT B
YCJIOBUSX TIUIOTHOM TOPOJICKOM 3aCTpOWMKH, KOTOpas TMPEeACTaBIsIeT CcOOOi
HEOJHOPOJHOE MPOCTPAHCTBO, 3aMlOJIHEHHOE XAOTHYECKH PAaCIOI0KEHHBIMU
MOJIYITPOBOJISAIIUMU  TIPEIATCTBUAMH. JlaHHOE OOCTOSTENHCTBO MPUBOIAUT K
3aTyXaHUIO PaJUOBOJIH HA HEOJTHOPOIHOCTSIX CPE/bl pACIPOCTPAHEHHUS], a TAKKE K
s dexTy MHOTOITydeBOM UHTEP(DEPEHITUH.

Oddext MHOTOITYUEBOI MHTEPHEPEHITNU CUTHAA 3aKTI0YAeTCs B TOM, YTO B
pe3yJbTaTe MHOTOKPATHBIX OTPAXKEHUIN CUTHAJA OT €CTECTBEHHBIX IMpEerpaja OIuH
M TOT K€ CHTHaJ MONajacT B MPUEMHHK pa3IWYHbIMH TyTsiMu. Ho momoOHbIe

ITyTHU paClpoCTpaHCHUA UMCIOT U PA3HLIC JJIMHEBI, a IIOTOMY JJIA Pa3JIMYHBIX HYT€I>'I
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pacnpocTpaHeHHs ocilabiieHne curHana OyaeT HeoanHakoBbIM. CienoBaTeNbHO, B
TOUKE IpUEMa PEe3yIbTUPYIOIIUNA CHUTHAJI MPEACTABISET COOOW CyNeprno3ULUI0
(uHTEephEPEHIINI0) MHOTHX CHUTHAJIOB, HMEIOLIUX PAa3JM4YHble aMIUTUTYIbl |
CMEUIEHHBIX JpPYyTr OTHOCHUTEIBHO Jpyra IO BpPEMEHH, 4YTO SKBUBAJIEHTHO
CJIOKEHHIO CUTHAJIOB C pa3HbIMH (a3zaMu.

CnenctBueM  MHOTONy4€BOM  HMHTEpPPEPEHIMU  SBIACTCA  HCKaKCHHE
NPUHUMAEMOTro cUrHaia. MHorosy4deBast HHTep(depeHIns npucyuia JirooomMy TUITY
CUTHAQJIOB, HO OCOOEHHO HETaTMBHO OHA CKAa3bIBAETCS HAa LIMPOKOIOJIOCHBIX
curHasiax. B MOOMJIBHBIX CHCTEMax Ha MIMPOKOIIOJIOCHOM CHOCO0€ mepenayu
CUTHaja Oa3UpyIOTCS CHUCTEMBbl, OCHOBAHHBIE HA METOJIE MHOKECTBEHHOIO
nocryna CDMA, cetn 3-T0 1 4-TomoOKaJICHA.

Jleno B TOM, 4YTO IPU HCIIOJIB30BAaHWM IIHPOKONOJOCHOIO CUTHAJIA B
pe3ynpraTe UHTep(EepeHLUN ONpEeeIEHHbIE YaCTOThl CKIIAIbIBAIOTCS CHUH(}A3HO,
YTO MPUBOJUT K YBEIUUYEHUIO CUTHAJIA, & HEKOTOPbIE, HA00OPOT, - MPOTUBO(A3HO,
BbI3bIBasi OCIa0JIeHNE CUTHAJIA HA JTAHHOW 4acToTe.

['oBopss 0 MHOTrONYy4YeBOM HMHTEp(PEepeHUNH, BO3HUKAIOLIEH MpU Tepenaye
CUTHAJIOB, Pa3IMYaloT JBa KpallHuUX ciydas. B mepBoMm ciydae MakcHUMallbHas
3aepKKa MEXKIY pa3IMYHbIMM CUTHAJAMU HE IPEBOCXOAUT BPEMEHHU
JUTUTEJIbHOCTH OJTHOTO CUMBOJIA, U UHTEep(dEpPEHIUSI BOSHUKAET B IIPeiesiaX OJHOrO
[epe1aBaeMoro CHMBOJia. Bo BTOpOM cilyda€ MakcUMaibHas 3aJ€piKKa MEXIy
pa3IMYHBIMHU CUTHAIaMM OOJIbLIE JJIUTEIBHOCTH OJTHOTO CUMBOJIA, @ B PE3YJIbTaTe
MHTEpPEPEHIIUN CKJIaIbIBAIOTCS CUTHAJIBI, TPEACTABIISIIOLUIME pa3Hble CUMBOJIBI, U
BO3HUKAET TaK Ha3blBaeMasi MEKCUMBOJIbHAsA HHTEp(EpEHIHS.

Haubonee  oTpumaresbHO Ha  MCKQXEHUW  CHUTHAjda  CKa3bIBaeTCs
MeXCHUMBOJIbHAsT uHTepdepeHiusa. IlockoiabKy CHMBOJI - 3TO JUCKPETHOE
COCTOSIHHE CHIHaja, XapaKTEPU3YIOIIEeCs] 3HAYEHUSAMHM YacTOThl HECYLIEH,
aMIUTUTYbI U (Da3bl, TO IS pa3IMYHBIX CUMBOJIOB MEHSIOTCS aMIUIUTYAa U (a3a
CUTHaja, MO3TOMY BOCCTAaHOBUTH HMCXOJHBIM CHUTHAJI KpaifHe ci0xkHO. YToObI
n30exarb, a TOYHEE, YaCTUYHO KOMIIEHCHUPOBaTh A(PPEKT MHOTOIYyUEeBOTO

pacrpoCTpaHeHHs], MCIOJIB3YIOTCS YaCTOTHBIC 3KBaJIal3ephl, OJHAKO, MO Mepe
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pocTa CKOpPOCTH TMepeladyd AaHHBIX JUOO0 3a CU€T YBEIMYEHUS CHUMBOJIBHOMN
CKOpPOCTH, JMOO 3a CUET YCJIOKHEHUS CXEMbl KOIUPOBaHMS, 3PGHEKTUBHOCTD
WCMOJIb30BaHUs YKBAJIAN3EPOB IMa1ACT.

B crangaprax 4-ro nmokosienuss MoomibHOM cBsizu LTE u Mobile Wi-Max ¢
MaKCHUMaJIbHOW CKOPOCTBIO Tnepenaun JaHHbIX Oonee 300 MOuT/c xommneHcanus
MEXCHUMBOJIbHOM uHTepdepeHuu nmyreM ucnonb3oBanus CCK-komxoB 1 QDPSK-
KOJMPOBAHMS YK€ HE CIPABIISIETCS C BO3JIOKEHHOW Ha HUX 3amadeil. [loaromy
WCIIONIb3YETCSl MPUHIUIUAIBHO HHOW METOJ KOAMPOBAHHS JAHHBIX, KOTOPBIN
COCTOMT B TOM, YTO TMOTOK T€pPeJaBaeMbIX JaHHBIX paclpenessieTcss IIo
MHO>KECTBY YaCTOTHBIX MOJKAHAJIOB U Tepe/iaya BEAETCS MapajijieIbHO Ha BCEX
ATUX moakaHanax. [Ipu 3ToM BBICOKas CKOPOCTH MEpEeAadu JOCTUTACTCS MMEHHO
3a CcuéT OJHOBPEMEHHOH NepeJaud JaHHBIX [0 BCEM KaHajaM, a CKOpPOCTb
nepeJadu B OTAEIbHOM MOJIKaHAJIE MOXKET ObITh U HE BBICOKOIA.

[TockonmbKy B KaXJIOM M3 YaCTOTHBIX IIOJIKAHAJIOB CKOPOCTh Tepeaadu
JaHHBIX MOKHO CZEJIaTh HE CIIMIIKOM BBICOKOM, 3TO CO3/aeT MPEANOCHUIKUA IS
3¢ (PEKTUBHOTO MOAABICHHS MEXXCUMBOJIBHON UHTEP(PEPEHIIUH.

[Ipy YacTOTHOM pa3JeleHUH KaHAJIOB HEOOXOJUMO, YTOOBI IIMpPUHA
OTIETPHOTO KaHajma ObUla, C OJHOW CTOPOHBI, JOCTAaTOYHO Y3KOW JIS
MUHHUMH3ALMU UCKAXEHUSI CUTHAJIA B MPEeiax OTAEIbHOIO KaHala, a ¢ JPYrou -
JOCTaTOYHO MIMPOKON A obecrieyeHus: TpedyeMoil ckopoctu nepenayn. Kpome
TOT0, /Ul SKOHOMHOI'O HCIOJIb30BaHUSl BCEH MOJOCHI KaHala, pa3JeisieMoro Ha
MOJIKAHAJbI, ENIaTeJIbHO KAaK MOXHO 0oJiee IUIOTHO PaCHOJIONKUTh YaCTOTHBIE
MOJKaHAJIBI, HO TPHU ATOM H30eKaTh MEKKaHAJIbHOW HHTEep(EepeHINH, YTOObI
00ecCreunTh MOJIHYI0 HE3aBUCHMOCTh KaHAJIOB JIPYT OT JApyra. YacTOTHBIE KaHAIIHI,
YIOBJIETBOPSIOLIHE EPEYUCICHHBIM TpeOOBaHUSM, HA3bIBAIOTCS
opToroHanpbHeIMU. Hecyline curHasibl BCe€X YaCTOTHBIX MOJKAHAIOB (a TOYHEE,
(YHKIIMH, OTIMCHIBAIOIIUE 3T CUTHAJIBI) OPTOTOHATIBHBI APYT APYTY.

BaxxHo, 4YTro XOTd camMM 4YacCTOTHBIE TOJKAHAJIbl MOTYT YacCTUYHO

NEPEKPBIBATh JIPYr JApPyra, OPTOTOHAJIBHOCTH HECYIIMX CUTHAJIOB TapaHTHUPYET

17



YaCTOTHYIO HE3aBHUCHUMOCTh KaHAJIOB Jpyr OT Jpyra, a, CJEJ0BAaTEIbHO, M
OTCYTCTBHE MEKKaHaJIbHOW MHTEP(EPEHIIUH.

PaccmoTpeHHblid  crmoco0  edeHUsT  IIMPOKOIIOJIOCHOTO — KaHajla  Ha
OpPTOTOHAJIBHBIE YACTOTHBIE MOJKAaHAJIbl HA3bIBAETCS OPTOrOHAJIBHBIM YaCTOTHBIM
paznenenueM ¢ MynbtumiekcupoBanuem (OFDM). Opnum U3 KIIIOYEBBIX
npeumyiiects Meroga OFDM sBisieTcst coueTaHne BBICOKOM CKOPOCTH MEpeaadu
¢ 3(Q(}EeKTUBHBIM TNPOTUBOCTOSIHUEM MHOTOJyYE€BOMY paclpocTpaHeHuo. Eciu
rOBOPUTh TOYHEe, TO cama 1o cebe TtexHonoruss OFDM we ycrpanser
MHOT'OJTy4€BOI'0 PACHpOCTPAHEHUs, HO CO3/1aeT MPEANOCHUIKK I YCTPAHEHUS
spdeKkTa MEeKCUMBOIBHON HHTepepeHuuu. Jleno B TOM, 4TO HEOThEMIEMOM
yacteio TexHonorun OFDM siBnsiercst oxpanusiii natepsan (Guard Interval, Gl) -
OUKJIMYECKOE IIOBTOPEHHE OKOHYAaHWsA CHUMBOJIA, NPUCTPAaUBAEMOE B Hayale
CUMBOJIA.

OxpaHHBIN UHTEPBAN SABISAETCSA N30BITOYHON MH(OPMAIIUEN U B ’TOM CMBICTIE
CHIDKAET MOJIE3HYI0 (MHQOPMAIMOHHYI0) CKOPOCTh Mepenayd, HO HUMEHHO OH
CIIY)KUT 3alllUTOM OT BO3HMKHOBEHHUS MEXCHMBOJIBHOW HHTEepdepeHunu. ITa
n30bITOuHas uHGpopMmanus J00aBiIsSeTCs K IMEpellaBaéMOMY CHMBOIY B
nepenaTyvke U oTOpachiBaeTCsl Ipy IpUEeMe CUMBOJIAa B TPUEMHHUKE.

Hanuune oXxpaHHOTO MHTEpBalla CO3[A€T BPEMEHHBIE TMay3bl MEXIy
OTIEIBHBIMM CHMBOJIAMH, M €CIM JUIMTEIBHOCTH OXPAHHOIO HWHTEpBaia
OPEBBIIACT MAKCUMAaJbHOE BpeMs 33JE€pKKM CUTHaJIa B pe3ysbTaTe
MHOT'OJIy4€BOI'O0 PAcCHpOCTPaHEHUsI, TO MEXCUMBOJIBHOM HHTEp(EpEeHIMn He
BO3HHKAET.

[Ipu wucnons3oBanuu TexHosoruu OFDM  nnutenbHOCTH  OXpaHHOTO
MHTEpBaja COCTABIISIET OJIHY YETBEPTYHO IMTEIBHOCTH caMoro cumpona. Ilpum
3TOM CaM CHMBOJ UMEET JIUTEILHOCTD 3,2 MKC, a OXpaHHBIM nHTEepBai - 0,8 MKC.
Takum 00pa3oM, UIMTEIBHOCTh CHUMBOJA BMECTE€ C OXPaHHBIM HHTEPBAJIOM

coctasiset 4 Mkc [13].
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Uro ’xe Kacaercs 3aTyXaHHs pPAJHOBOJIH HAa HEOJHOPOJHOCTAX CpEAbI
pacnpoCTpaHEHUs] CUTHajJa B MOOWJIBHOH CBs3M, TO B Tabnuue 1.4 mpuBeneHsl
OCHOBHBIE MPETISTCTBUS ¥ 3aBUCAIINE OT HUX YPOBHHU 3aTyxaHus curHana [14].

W3 mnpuBeaenHoit uHGOpMAIMU, MOXHO CJelaTh BBIBOJ O TOM, YTO
paiuoOu3IyyeHUEe  CHUCTEM  MOOWJIBHOM  CBA3M  3aBUCUT  OT  YCJIOBUH
pacnpoCTpaHEHHs] CUTHANla U HauboJiee 3aTPYJHUTEIBHO B YCIOBUAX TOPOJCKOM
3aCTPOMKH, B IPUCYTCTBUE pAJa 3aTyXawoUX (AKTOPOB U TAKOTO SBJICHUS, KaK

MHOTOJTy4eBasi HHTep(epeHIIHS.

Tabnuna 1.4 3aBUCUMOCTD YPOBHS 3aTyXaHUs PaIMOBOJIH OT CPEJIbl

pacrpoCTpaHeHHs CUTHAIA

HaumenoBanue Enuaunna nsMepenusi  3Ha4YEHUE
OKHO B KUPIIUYHOU CTEHE nb 2
CTexJIo B METaJUTMIECKOU pame nb 6
OducHas cTeHa nb 6
XKenesnas nBepb B 0PUCHOM CTEHE b 7
JKenesHas n1Bepb B KUPIIMYHOW CTEHE b 12,4
Crekno nb 3...20
Jlox1b 1 TyMaH 1nb/xkm 0,02...0,05
JlepeBbs nb/m 0,35

3. Pagnounsnydenne cucrem u ycrpoiictB ISM-anana3zona

B ISM-nnanazonax MmoMHMO OCHOBHOTO HCIIOJIB30BaHMSI B MEIUIIMHCKUX,
UHAYCTPUAIBHBIX M HAYYHBIX  IIEJSIX  CYUIECTBYET  BO3MOKHOCTh
HEJIMILIEH3UPYEMOI'0 HCIIOJIb30BaHUS B OECIPOBOJHBIX paauoTexXHOJOrusX. Bce
CYIIECTBYIOIIME Ha JaHHBIM MOMEHT mokojieHus Bluetooth Brutote 1o Bepcuu 4.0,
a taxxe ctangaptel Wi-Fi  QyHKIIMOHUPYIOT KIMEHHO B STHUX HEIHUIICH3UPYEMBIX

ara3oHax.
19



Hcnonp3oBanne |ISM-anama3ona B MEAMIMHCKUX, WHIYCTPHAIBHBIX H
Hay4YHBIX LEIIX OOYyCIIOBIEHO crenupuueckumMu (akTopaMu, BIEKYIIHMHU 3a
co00i1 HeOOXOMMOCTh MCIOJB30BaHUSI CTPOTO OIMpPENETICHHbIX 4YacToT. Tak s
MUKpPOBOJHOBBIX meueil dactora 2,45 I'T'n BbiOpaHa BBHUIY TOTO, YTO JaHHAs
4acToTa SIBJSIETCSI YaCTOTOM PE30HAHCHOTO MOTJIOUIEHMS AJII MOJIEKYJ BOJBI, a
ITOCKOJIbKY BO BCE€ NPOJYKTHI MUTAHHUS BXOAMT BOAA C 3TOM YacCTOTOM MOKHO
2 PeKTUBHO HArpeBaTh OO0 MTPOIYKT.

Hcnons3oBanue ISM-nuanazona  OecpOBOJHBIMH ~ TEXHOJIOTHUSAMH,
00yCIIOBJIEHO MHBIMU (haKTOPAMHU:

- B IEPBYIO OYEpEeb, OTCYTCTBUEM HEOOXOJUMOCTH B JIMIICH3UPOBAHUE
0o00OpyZ0OBaHUsl HUCIOJIb3YyEMOI0 B paccMaTpuBaeMoOM Juarnas3oHe. JlanHoe
OOCTOSITENLCTBO ~ MPUBEIO K  OUIYTUMOMY  YBEJIWYEHUIO  MAacCOBOCTH
IPOU3BOJMMOIO TOBapa U B CIEACTBUM ITOHM)KEHHUIO €T0 CTOMMOCTH, JieJias TOBap
HanOoJjiee JOCTYINHBIM [UIsl IIUPOKOTO Kpyra MOTpeOUTeNield Bce CUIIbHEE
YBEJINYMBAs PbIHOK COBITA;

- BO BTOPYIO O4Y€pEllb, B CPAaBHEHHWU C WHBIMHU [HMANMA30HAMH HA JIAHHBIX
yacToTax oOecreunBaeTcsl HaubosIee ONTHUMAIbHOE COOTHOLIEHHE pajauyca
3¢ (HEKTUBHOTO MOKPHITHS M KOJTMYECTBA BOZMOXKHBIX YACTOTHBIX KaHAJIOB.

HckimounTeIbHO BakHAsT 0coOeHHOCTh |SM-nuarma3oHoB, 3akiiodaeTcs B
pacupoCTpaHEHUH IEKTPOMATHUTHOM BOJIHBI B 30HE NpsIMOM BUAMMOCTH. CTOJIB
CEpbE3HOE OrPaHMYEHHE BO3HUKAET B pE3yJIbTaTe€ HECIOCOOHOCTU PaJUOBOIH
MUKpPOBOJHOBOI'O JUana3oHa orudath npenarctBus. HbIMU clloBaMH, B cilydae
BO3HMKHOBEHUS HMCKYCCTBEHHOM WM €CTECTBEHHOW IIperpajsl Ha IyTH
pacnpoCTpaHEHUsi  DJIGKTPOMAarHUTHOM  BOJHBI ~ MPOMCXOAMUT  OCialJeHUE
[IEPEAABAEMOI0 CHUTHaNA, CBSA3aHHOE C pPACCEMBAHUMEM WM IOIVIOUIEHUEM
AJIIEKTPOMArHUTHOW BOJIHBI, MPEMSATCTBYIOIIUM OOBEKTOM, IMpPHUYEM, YEM BBIIIE
4acToTa MepeaBaeMoOil BOJIHBI, TEM BBIIIE CTENEHb OCJa0ieHus. A y4YUThIBas
cnelupuKy 00OpydOBaHHSA, 33JCHCTBOBAHHOTO B JaHHOM JMara3oHe,
pacnpocTpaHEHUE HSJIEKTPOMAarHUTHOW BOJIHBI, Kak MpPaBUJIO, MPOUCXOIUT B

npeAenax omnpeaesieHHoro nomenieHus. Ilo stoi mpuumHe B Tabmmme 1.5
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MPUBEJCHBI YPOBHU OCTA0JICHUS 3JIEKTPOMArHUTHOTO W3TYyYEHUS HEKOTOPHIMHU
CTPOUTEJIbHBIMU MaTepuanamu [15].
CootBeTcTBeHHO pamuyc 3GHEKTUBHOTO TOKPBHITAS  OECIPOBOTHOTO
000pyZIOBaHUS B CEPHbE3HON CTEIICHH 3aBUCUT OT KOJMYECTBA MPETSATCTBYIOITUX
O0OBEKTOB M IUIOTHOCTH MX pasMemnleHusa. [lo 95Tol mnpuyMHE aHTEHHBI
0ecrpoBOTHOTO 000PYAOBAHUS YCIIOBHO Pa3eisIIOT Ha J]Ba Kjacca:

-aHTCHHBI JUIsl Hapy>KHOTO (0UtdOOr) mpuMeHEHus;

-aHTEHHBI JUIsl BHyTpeHHeTo (INd00r)npuMeHeHuUS.

Tabnuua 1.5 Ocnabienue 37IeKTPOMarHuTHOTO U3ITy4YEeHHsI HEKOTOPBIMU

CTPOUTCIIbHBIMU MaTCpHaIaMHU

CxkBO3HOE
HaunmMeHnoBanue Marepuaia uiu 3aTyxaHue
Tonmuna, cM
KOHCTPYKIIUU (nb) Ha yacTore:
241T1

Kupnunu 12 15
MeTannu3npoBaHHbIA CTEKIISTHHBIN
KUPIUY - %
[rykaTypka 1,8 -
Crexino 0,28 -
danepa 0,4 -
JIpeBecHOCTpYyKeUHas! IInuTa 1,8 3,2
[IInakoGeToHHAs CTeHA 46 14,5
KamuransHast cTeHa 31aHus 70 16
OwmrykaTypeHHasi CTeHa 15 8
MexaTakHasi meperopojika 80 20
OKHO € IBOMHBIMHM pamMaMu . 7
OKHO ¢ OIMHAapHOM pamoit - 4,5
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[Tomumo paanyca 3¢p(GEKTUBHOTO MOKPHITUS, 3TH AHTEHHBI OTIMYAIOTCS
FEPMETUYHOCTBIO M YCTOMYMBOCTBIO K BHEIIHUM BO3ICHCTBUAM OKPYXKAIOLIEH
cpenpl. AHTEHHBI JUIs Hapy»KHOTO HKCIIONb30BaHUS OOJbIIE O pa3MepaM H
MpelyCMaTpUBAIOT KpeIUJIeHHEe JMOO K CTeHE J0Ma, JUOO0 K BEPTUKAIHLHOMY
cToJly.

B cBow ouepenp o00a Kiacca  JENATCS  HA  BCEHANPABIICHHBIE
(HeHamnpaBJICHHbIE) U HAMPABIICHHBIE AHTEHHBI, YTO TaKXKE OKA3bIBACT BIUSHUE HA
30HY 3¢} ()EKTUBHOTO MOKPHITUSI OECIIPOBOAHBIM 000PYI0BAHUEM.

BcenamnpaBiieHHBIE AaHTEHHBI - O3TO AHTEHHBI C KPYrOBOW JUArpamMmou
HampaBJIeHHOCTU.  TakWe  aHTeHHbl  MPEJCTABISAIOT  COOOM  IITHIPD,
YCTaHaBJIMBAEMbId BEPTUKAJIBHO. OTOT IITHIPh PACIPOCTPAHAET CHUTHAI B
IUIOCKOCTH, NMEPIEHANKYIISIPHON CBOEH OCH, TAKUMH AHTEHHAMH KOMIUIEKTYOTCS
oecripoBoubie IP Wi-FiI kamepbl KOMHATHOTO HCIOJHECHHS, TOYKH JOCTYIa
KOMHATHOT'O UCIIOJIHEHHMS U T.1.

Hcnonb30BaHnE BCEHANPABICHHBIX AHTEHH OTPAaHUYEHO, KaK IMPAaBHIO, UX
MPUMEHSIOT TOJBKO B IMOMEUIEHUSX W JIMIIb B HMCKIIOYUTENBHBIX CIIydasX Ha
yIUIE PU PACCTOSIHUM 10 OecnpoBOaHBIX kKaMmep He O6omee 300...500 meTpos, Tak
KAaK U3-3a KPYyroBOW JuarpamMMbl HalmpaBJIECHHOCTH OHM HE TOJBKO H3JIY4arT BO
BCE CTOPOHBI, HO U «COOMPAIOT MOMEXMU» CO BCEX CTOPOH.

Cnenyer OTMETUTBH, 4YTO BCEHAIIPABICHHBIE AHTEHHBI HMMEKOT KpPYTOBYIO
JyarpaMMy HallpaBJICHHOCTH JIMIIb B TOPU3OHTAIBHOW IUIOCKOCTH. K mpumepy,
yJIM4YHAas BCEHANpaBlICHHAs aHTEHHa ¢ ycujeHueM 8 b uMeer auarpammy
HaIlPaBJIICHHOCTH B TOPHU30HTaIbHOM Tuiockoctu 360° um  Bcero 60° B
BepTUKaNbHON. MHBIMM croBaMu, Bce OECHpPOBOJHBIE YCTPOMCTBA JOJIKHBI
HaXOJIUThCA HA TAKOW BBICOTE, YTOOKI MonaaaTh B cTBOp 60° maHHOW aHTEHHBI. A
BCCHAIpaBJ€HHAss aHTeHHAa ¢ ycwieHueM 15 b wumeer auarpammy
HAMpaBJIE€HHOCTH B TOPU3OHTAIBHOM T1IockocTtd 360° um  Bcero 10° B
BepTUKaNbHOU. T.e. B TaHHOM ciydae Bce OECIPOBOJHBIE YCTPONCTBA JOJIKHBI

HaxXOJIUThCS HA TaKOW BBICOTE, YTOOBI momaaaTh B cTBOp 10° nMaHHOW aHTEHHBI,
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YTO HEBO3MOXHO, HANPUMEpP, TPH pPa3MENIEHWW TaHHOW AHTCHHBI Ha KPBHIIIe
BBICOTHOTO 3/1aHus, a OecripoBoaubiXx Wi-Fi kamep Ha cTo0ax.

HampaBneHnHbie aHTEHHBI B OTJIMYME OT BCEHAMPABIICHHBIX aHTEHH 00Ja1at0T
BBIPOKCHHBIMU HAIPABJIECHHBIMU CBOMCTBAMHU, YTO HEOOXOIMMO IJISi YBEITHUCHHUSI
JTATbHOCTH JIEUCTBUS aHTEHHbI. OHM HMCHOJIB3YIOTCS B TaKMX THIAX CBSI3U, KakK
«Touxka-Touka» nmn «Touka - MHOroTOuYKa» [26].

Takum  oOpa3zoMm,  OecnmpoBojgHOE  O0OpyJOBaHWE,  MCIOJIB3YIOIIEe
HEJTUIEH3UPYyeMbIe 9acTOThl |SM-1rama3zoHoB, TOMIUMO CEPhE3HBIX MPEUMYIIIECTB
UMCIOT PSII  OTPAaHWYEHUW  CBSI3aHHBIX C  JAJBHOCTHIO  3(PHEKTHBHOTO

PacipoCTpaHCHUA BHCKTPOMaFHHTHOﬁ BOJIHBI.

BriBoabl k riase |

B nepmoit rmaBe caemaH o0030p H  PacCMOTPEHbl  OCOOCHHOCTH
paavou3nydeHus: HauOoyiee pacnpocTpaHeHHbIX TexHojorud B YBU um CBY
IMana3oHax, TAKUX Kak cemercTBo mudposoro TeneBuaeHus DVB, pasnuunbie
MOKOJIEHUs] COTOBOM CBSI3U BIUIOTH A0 4-TO, TEXHOJOTHUH, HCIOIb3YIOLINE

HeJHUIeH3UpYyeMbld quana3zon ISM.
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Iaasa |l. OCOBEHHOCTH NEPEJIAYHA CUTHAJIOB MO
PAJIMOKAHAJIAM

1. OcobennocTn PACIIPOCTPAHCHHUSA CUT'HAJO0B B Pa3/IMYHBIX Cpe€lax

VYcnoBus pacrpocTpaHeHHUsT PaJMOBOJH OT TMEpEAaroliero yCTPOMCTBa K
NPUEMHOMY OKa3bIBaIOT CYIIECTBEHHOE BIUSIHUME Ha pabOTy BCeW pajMoOIMHUU B
nenoM. K mpumepy, oHa M3 OCHOBHBIX XapaKTEPHUCTUK JIOO0N paAHOIMHHUU -
JAbHOCTh €€ JEWCTBUA - 3aBUCUT HE TOJBKO OT TEXHUYECKHX JIAaHHBIX
nepenaTyruka U MpUEeMHUKA, HO U OT YCIIOBUM PacpOCTpaHEHUs! PaiMOBOJIH.

['oBOpst 00 yCIOBHSIX pacTpoCTpaHEHHs PaIHUOBOIH, MPEXKE BCETO, CIETYET
yIeNUTh BHUMAaHHE Cpejie, HaxoNdIlelcs Ha MyTH WX pacnpocTtpaHeHus. Eciu
rpy00 KBanuUUIKUPOBATh CPENIbl, TO TAKOBBIMU OYAYT SIBISATHCS 3emiisi, atMocdepa
3eMJTA U MEXITAHETHOE TPOCTPAHCTRBO.

3emnss  00najaeT  ONPENCIIEHHBIMM  JTUAJNIEKTPUYECKOM M MarHUTHOM
MPOHUIIAEMOCTAMHU, a TaKKe€ KOHEYHON MPOBOJUMOCTBIO. ODTHU JJIEKTPUUYECCKHUE
napaMeTpbl MEHSIOTCS KaK M0 MOBEPXHOCTH 3€MIIM, TaK M Mo riayouHe. HbIMH
CJIOBaMH, B 3eMJI€ TOXKE MOXKET UMETh MECTO PacCHpOCTPaHEHUE PATUOBOJIH, HO TaK
KaK B MOJABJIAIONIEM OOJIBITMHCTBE CIIy4aeB Mepearonias u MprueMHasi aHTCHHBI
HaxoAsTcs Haja 3emiiell, TO B OCHOBHOM MHTEPECYIOTCA pacHpOCTpaHEHUEM
pPaZvoOBOJIH, MPOUCXOSALIMM HaJl €€ MOBEPXHOCThIO. M yuuThiBas TOT (hakT, 4To
ocnablieHWe CUTHaJla TMOJ 3eMJied OYeHb BENMKO, a JadbHOCTh €ro
pacnpocTpaHeHusT 4Ype3BbUAHO Mayia, 00 d3(PGEeKTUBHOM pacnpoCTpaHEHUU
CUTHaJa TOBOPUTH He nmpuxonutcs [16].

Yro xe KacaeTcsl pacnpOCTpaHEHHs! PaJMOBOJIH HaJl MOBEPXHOCTHIO 3eMIIH,
OOJIBIIMHCTBO ~ PAJMOBOJIH  METPOBOTO, JEIIMMETPOBOTO M  CAHTUMETPOBOIO
JIMana30HOB HAIIN [IMPOKOE TPHIMEHEHNE B HA3EMHBIX CHCTEMaX CBSI3U U BEIIAHUS.
HckmoueHne coCTaBWIM JIMIIIb JIMHUW CBSI3W, paOOTAIOIME HAa BOJTHAX, PACCESTHHBIX B

Tporocdepe u noHochepe.
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B nmaHHBIX 4YaCTOTHBIX JWama3oHaxX yCTOWYHMBas padoTa PpaJaWOIMHUAN
OTpaHUYEHA PACCTOSIHUEM MPSIMOW BUIMMOCTH, a TaKXKe psIoM ApYrux (pakTtopos
CBSI3aHHBIX C HEOJHOPOTHOCTBIO IIOBEPXHOCTH 3EMITHL.

Oco0oe BHMMaHUE B YCIOBHSX PACIPOCTPAHEHUS DPATUOBOIH HAJ 3€MHOMN
MOBEPXHOCTHIO, CIEAYET YIACIUTh OCOOEHHOCTSIM PacIpOCTpaHEHUsl PaauoOBOJH B
TOPOJICKOM MECTHOCTH.

[lo cpaBHeHHMIO C  pacHpoCTpaHEHHEM pPAJUOBOIH  HaJl  TJAJKON
MOBEPXHOCTHIO 3eMJIHM, pPacHpOCTpaHEHUE PAJUWOBOJIH B TOpoJe HMeeT Ooee
CIIOXHBIM XapakTep. ['opojackas 3acTpoiika TpenCTaBlIsIeT COOOW HEOIHOPOIHOE
IPOCTPAHCTBO, 3aMOJIHEHHOE XA0TUYECKHU PACMOJIONKEHHBIMU TOTYNPOBOISIIIMU
npensaTcTBusMH. Kak mpaBmwio, B TOYKYy IpHeMa IOMaaaeT He OJHa BOJHA, a
HECKOJIBKO - 3@ CYET OTPAKEHUU OT OKPYKAIONIMX 3[JaHUW U JAUPPAKIUU Ha
KpBILLIAX 31aHUN.

JleTepMHUHUPOBAHO YYeCTh (Pa3bl W aMIUIUTYABI 3THX BOJIH YPE3BBIYAKHHO
TPYJIHO U MOATOMY OCOOBIN MHTEPEC MPEICTABISIIOT IKCIIEPUMEHTATIBHBIC JAHHBIE.

B monaBmwkHO# CBs3U TepemaBacMbIe CHTHAJIBI ITOABEPIKCHBI TAK)KE BIIMSTHHIO
PasIUYHBIX SBJICHHWHA, CBS3aHHBIX C MHOTOJIYYEBBIM DPACIPOCTPAHCHHEM U
paccessHUEeM PaJMOBOJIH Ha HEOJAHOPOJHOCTSAX CpEAbl paclpoCTpaHeHUs. ITU
SBJICHHMSI TIPUBOMAT K 3aMHUPAHMSIM PAJIUOCUTHAIOB. 3aMUpaHUs JElATCS Ha
ObICTpple U MEJJICHHBIC,  OTJIMYAIOIIMECS  CBOUMH  CTaTUCTUYECKUMHU
xapaktepuctukamu. Ecnum mnpueMHas aHTEHHAa YCTaHOBJIEHA CTAIl[MOHApHO, TO
OyayT HaOmIOAaThCS MEJUICHHBIE 3aMHUpaHUs, OOYCIOBICHHBIE H3MEHEHHEM
rpajgveHTa uHjekca koddduimenta npenomiienus: Tponocdepsl. 3apurcupoBaTh
9TH 3aMHUPAHUS MOXKHO TOJBKO TIPH ITOMOIIM H3MEPHUTEIIS HAMPsHKEHHOCTH 1071, B
cilydae mpuema B JBI)KCHHH, HapuMep B aBTOMOOWIIC, MEJJICHHBIC 3aMHUPAHUS
OOBIYHO OOYCIJIOBIIEHBI OTHOCHUTEILHO HEOONBIIUMH HW3MEHEHUSIMU pelnbeda
MECTHOCTH Ha TIyTH JBWXKCHUS OOBEKTa. bBBICTpBIC 3aMUpaHUs BBI3BAHBI
OTPaXEHUSIMHU CUTHAJIOB, KaK OT HEMOJBI)KHBIX, TAK U OT MOJBUKHBIX OOBEKTOB,

HX HA3bIBAIOT MHOT'OJIYYCBBIMHU 3aMUPAHUAMMU.
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XapakTepUCTUKH PACIPOCTPAHEHUS CUTHAIOB MEXAY MOABHKHBIM O0BEKTOM
u 0a30BOM cTaHUMEH, B OCHOBHOM, 3aBHUCAT HUMEHHO OT MHOTOJIyYEBbIX
3amupaHuid. MHOromy4eBoCTb, TNOMMMO 3aMHUPAHUM, BbI3BIBAET  SIBJICHUE
"pacmmpenue 3anepKku" (WM yliMpeHue uMIyJibea''), KOTOpPO€ BBI3BIBAETCS
HAJIOKEHUEM CIBHUHYTBIX BO BPEMEHH NEPEOTPAKEHHBIX UMITYJIBCOB.

MHorosy4eBoe  pacupoCTpaHEHHME  IPUBOJUT  TaKXKE K  SABJICHUIO
JENOJIIPU3ALNY, KOTAA 3a CUET HAIOKEHUS OTPAKECHHBIX PaJUOBOJIH, U3MEHSETCS
IUIOCKOCTh MOJIIPU3alMA CUTHAJIA M TOSBIKIETCS CHUTHAJl OPTOTOHAJIBHOMN
MOJISAPU3ALNH.

Ha kadecTBO mnpreMa CHUTHaJIOB B TOPOACKHX YCIOBHAX 3HAYMTEIIBHOE
BIIMSHUE  OKa3bIBAIOT  HMHAYCTpHaJbHble noMmexu. Haubonpmmii  BKIajg
HaAOJMI0JaeTCsl OT CUCTEM 3aXuraHus asromoOuseil. [lo3ToMy MHHMMAaJIbHBIHN
YPOBEHB MOJIsI HEOOXOAUMBIH /1711 KAYECTBEHHOT'O IIpUeéMa B TOpOJiax BhIIIIE.

Ycnosus npuema curHasioB B YBY u CBY auana3zoHax CyleCTBEHHO 3aBUCAT
OT pACIIOJIOKEHHUsS TNPUEMHOM AaHTEHHBI OTHOCUTENIBHO OKPYXKAIOIIUX €€
peaMeToB. B TOpPOACKMX YCIOBUSX TakKMMHM IIPEIMETAaMHU SBJSIFOTCS 3IaHUS,
JIepEBbS, 3aBOJCKHE TPYObl, MaYThl M TaK Jajiee. bIM3KO pacronoKEeHHbIE 3AaHUs
MOI'YyT, B 3aBUCHUMOCTH OT UX PACHOJIOKEHHUs, OKa3aTbCs 3aTCHAIOLIUMU
MPENATCTBUSMUA WJIM HWCTOYHUKAMH MECTHBIX OTPAKEHHBIX BOJIH. 3aTEHSIOLIEE
JEHCTBUAE OTAEIIBHOIO NPEMATCTBUSA IPUBOJUT K TOMY, YTO I10JIE€ 3a IPENATCTBUEM
HOSIBJIAETCS B PE3YJIbTATE JBYX MPOLIECCOB - AU(PPAKIUKU U TPOHUKHOBEHUS Yepe3
npenarcTue. Judpakuuss B paccMarpuBaeMOM JMana3oHE BOJH MPOTEKAET C
OoabpmMu notepsiMu. [IpOHMKHOBEHHME CKBO3b MPEMATCTBUS TUIA CTEH 3[aHUMN
TaKKe COMPOBOXKIAETCS OOJBIIMMHU MOTEPSMHU 3a CYET mnorjoieHus. M3mepenus
ITIOKA3bIBAIOT, 4YTO HANPSHKEHHOCTH IIOJS 32 OTHAEIBHO CTOSAIIMM KUPIUYHBIM
s3nanueM Ha 20...30 nb HibKe, 4Yem mepes HUM, a 3a JKeIe300€TOHHBIM CTPOCHUEM
ypoBenb curHana najgaet Ha 30...40 nb. B nenom BHyTpH ropojackoi 3acTpoMKu
MMEIOTCSI MHOTOYHMCIIEHHBbIE TE€HEBBIE 30HBI, IJIe CUTHAJI 3HAUYUTEIBHO OCHa0JIeH.
JlelicTBue  OKpyXaroIIUMX 30aHUM, KAaK HCTOYHUKOB OTPAXKEHHBIX BOJIH,

IMPOABIIACTCA, KaK B BHUJAC HCPABHOMCPHOI'O pacClpcACiIiCHHUA aMIUIMTYAbl IIOJIS B
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MPOCTPAHCTBE U3-3a MHTEPPEPEHIIMH MHOTOUMCIIEHHBIX OTPAYKEHHBIX BOJH, TAaK U B
CBO€OOPA3HOM IOJCBEYMBAHUN TEHEBBIX 30H. B cilyuae BepTHKaIbHON MOIApU3ALIUN
NEPBUYHOTO TOJSI  OTpaKeHUs HamboJee HHTEHCUBHBI OT  TPEAMETOB,
MPOTSDKEHHBIX [0 BEPTHKAIM (CTEHBI 3HaHUil, JaepeBbs). bomblnoe BiusHHE
OKPYXXaroIMX IMPEIMETOB Ha YCIOBHA IIPHEMa BEPTUKAIBHO-IIOJIIPU30BAHHOIO
IoJIsL  SIBJSIETCSL  OJHOM M3 NPUYMH  IIPEMMYLIECTBEHHOTO  IIPUMEHEHHS
TOPHU30HTAJIBHOM MOISPU3ALUN B CUCTEMAX TEJIIEBU3NOHHOTO BEILIAHHUS.

CnoXHOCTh ~ YCIIOBUWA  paclpoOCTPAHEHHs] B TOpPOJAE  OINpPEHENsieT
CTaTUCTUYECKUM XapakKTep, KaK TEOPETHYECKHUX, TaK M OKCIEPUMEHTAIbHBIX
uccienoBanuii. Ilosromy BaxkHbl JIOOBIE  JAaHHBIE  SKCIIEPUMEHTAJIBHBIX
HCCIIETOBAHUM, ITOJTYYEHHBIE B TOPOJACKUX YCIOBHUSIX.

B VYBY u CBY paumanazonHax KpymHbIE M KEI€300€TOHHBIE CTPOCHUS
OpaKTUYECKU  paauoHenpo3paunbl. Kazamocb  Obl, B oOsactu  TEHH
HEIMOCPE/ICTBEHHO 3a 3JaHUEM YpPOBEHb MOJIS JOJDKEH OBITh €Ile HHXKE, OJHAKO
COIJIACHO OIIBITY, IIOJy4EHHOMY Ha OCHOBE JKCIIEPUMEHTAJIBHBIX UCCIEIOBAHUM,
9TO HE Bcerga Tak. [I[pyumHONM TOMY - BOJHBI, OTPAaXEHHBIE OT APYIUX 3JaHHM,
KOTOpBIE «IOJCBEYMBAIOTY TEHEBbIE O0JACTH M CO3/AI0T B HUX HAIPSKEHHOCTb
II0JIs1, 3HAYMTEIBHO IPEBBIIAOIIYI0O HAIPSHKEHHOCTh MPOUISAIEH Yepe3 31aHue
BOJIHBI.

CreHsbl 30aHU, pa3Mepbl KOTOPBIX BO MHOT'O pa3 MPEBBIIAIOT JUIMHY BOJIHBI,
CO3JAaI0T MHTCHCUBHBIE OTPAXCHUsA, NPUIAIOLIHME IPOLECCY PACIHPOCTPAHECHUS
paAMoOBOJIH B TrOpoJe MHOroiyueBoil xapakrtep. CroxxkHas KOHQUTypaius
OTpaXXKaIOIIKX MOBEPXHOCTEN (OKOHHBIE MMPOEMBI, OANKOHBI, JIOJKUH U TaK Jajiee)
NOPOYKIAET PACCEIHUE PAJMOBOJIH B IIMPOKOM CEKTOpE YrioB. Bmecte ¢ Tem B
HAIIPaBJICHUAX, COOTBETCTBYIOIIMX 3€PKAIBHOMY OTPAXXEHUIO, WUHTEHCHUBHOCTH
W3JIy4YEHHUs] 3HAYNUTEIIbHO BO3PACTAET.

B psine MCTOYHMKOB OTMEYAETCA 3HAUYMTENIBHOE BIIMSIHUE TUIAHUPOBKHU YJIWIL
TOPOJICKOTO palloHa Ha BEJIMYMHY OcjialJeHHs] paauoBOJIH. Tak Ha MPOAOIbHBIX

YIWLAX CUTHAJ JIy4dllle PACTIPOCTPAHSIETCS BAOJb IIMPOKUX VYIHI, YEM BJOJb
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y3KUX, OCJIa0JieHHe Ha TIOMepeyHbIX ynuiax Ha 3...8 nb Oosbiie, yem Ha
npoAoJIbHBIX [17].

ATtmocdepa 3emiMm 1O CBOMM  JJIGKTPUYECKUM  XapaKTEPUCTHUKAM
MPEJCTABIACT CIOXHYIO Cpely, MNPUHATYIO ACIUTh Ha TPU OCHOBHBIX CJIOS:
Tponocdepy, crparochepy u nonochepy.

Tponochepa — camplif HIDKHUN CIIOM aTMOCQepbl, MPOCTUPAIOIIUNCI B
cpenieM 10 BbicoThl 10...12 kM. Ilpencrabmsier coOoif HEOTHOPOIHYIO B
AIEKTPUYECKOM OTHOUIEHUH CPEIy, MO TOW MPUYMHE, YTO IUIOTHOCTH BO3/yXa C
BBICOTOM MAJAET, B CBSI3U C U3MEHEHUEM TEMIIEPATYPhI U BJIAKHOCTH.

Baxxnoit ocoGeHHOCTBbIO Tpormocdepbl  SBIAIOTCS  METEOPOJIOTHUYECKUE
nporecchl (OpMUPYIOIIUE TIOTOY, MPOUCXOJAIIME MO OOJbIIeH YacTH B €€
npeaenax.

Crtpatocdepa - 310 cioit aTMochepbl, MPOCTUPAIOIIMICI B Tpeaenax oT
10...12 nmo 60 kM. Otminnyaercs oOT Tponochepsl 3HAYUTEIBHO MEHbLIEH
IJIOTHOCTBIO BO3/AyXa, Tak Kak Ha BbicoTax 10-50 kM HaxomguTcs cioil 030HAa,
KOTOPBIM CHJIBHO TOTJIONIAET YJIbTPa(UOIETOBOE COJHEYHOE HU3JIyYEHHUE, 4TO U
MPUBOJIUT K BO3PACTAHUIO TEMIIEPATYPhI HA 3TUX BBHICOTAX.

Tpomocdhepa u crpatocepa cuUTAIOTCS HEMOHU3UPOBAHHBIMHU CJIOSIMU
BO3/1yXa, XOTS 3TO HE COBCEM TOYHO, TaK KaK MUMEETCS HEKOTOpas KOHIEHTpaIlUs
5JIEKTPOHOB TIOPSAIKA HECKOIBKHX JECATKOB U Aaxe cored Ha 1 cm®. OmHako 310
KOHIICHTPAIMSl MO CPAaBHEHUIO C KOHLIEHTPALIMEH HEUTpaJbHBIX MOJIEKYJ Trasa
HUYTOKHO Majia, IO3TOMY Ha MPOIIECC PACIPOCTPAHEHUS PAJUOBOJIH HE BIUSIET.

HNonocdepa - 3T0 camblii BEpXHHM, MOHU3UPOBAHHBIN CIIOH aTMOCHEpHI,
npoctuparomuiics B npeaenax ot 60 7o 15000...20000 kM.

Nonuzammst atMmochepsl 371€Ch BHI3BIBACTCS YIBTPA(PHOIECTOBBIM U3ITyICHUEM
ConHua ¥ MOTOKaMU YacTHI, UCMOJb3yeMbiX COJHIIEM, a TakKe KOCMHYECKUX
YaCTHUIl MPUXOAIIUX U3 TIyOUH KocMoca. B pe3ynbrare nonusaiuu B HOHOCPeEpe
MOSIBIISIIOTCST  KaK  CBOOOJHBIC DJJIGKTPOHBI, TaK ¥ TOJIOKHUTEIHHBIC HOHBI.
KonrenTpaiuss HMOHOB pacTeT C BBICOTOM M JOCTUTaeT MPU HEKOTOPOM €€

3HaueHnu Makcumyma nopsaka 10° sn/cm®) a 3atem HaunHaeT yOBIBaTS.
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Bepxusisi rpaHunia moHOC(epbl HAXOAUTCS HA TOW HEYETKO 00O03HAYECHHOU
BBICOTE, TIJ/Ie KOHIIEHTpAlUs DJIEKTPOHOB CTAaHOBUTCS TakoOW ke, Kak U B
MEKIUIAHETHOM HpocTpaHcTse [16].

PacnipocTpaneHne paMoOBOIH B TAKOM CPEJE COMPOBOKIAAETCS CIEIAYIOLIUMU
(bu3HMUEeCKUMU TIPOLIECCAMU:

- PEIOMIIEHUEM BOJIH, 00yCIJIOBJIEHHBIM MIPOCTPAHCTBEHHOM
HEOJHOPOJHOCTBIO aTMOC(EpPBI; MPOLECC MPETOMIICHHS OCIOXKHAETCS JIBONHBIM
JTy4YenpenoMICHUEM B aHU30TPOITHOM HoHOC]epe;

- paccestTHHEM I10JI Ha JIOKAJIbHBIX HEOAHOPOJHOCTAX aTMOC(EPHI;

- ociabJieHueM HaIpsiKEHHOCTH TOJIs B Ta3ax Tponoc@epsl, B ocajkax THUIA
JO/]Is, TYMaHa U MHOTOT'O IPyroro;

- IOTJIOLEHUEM, 00YCIIOBICHHBIM KOHEUHOM MPOBOUMOCTBIO HOHOC(]EPHI;

- W3MEHEHHMEM IOJIIpU3allMu BOJIHBI B AaHM30TPOIHOM HOHOcdepe u
JETOIAPU3aIEN B OCATKAX;

- PEryJISApHBIMH U CIyYalHBIMH (IYKTyalMsIMU HANps>KEHHOCTH  TOJIS,
CBA3aHHBIMH C U3MEHEHUSIMH 3JIEKTPUUECKUX MAPAMETPOB aTMOC(EPHI;

-  HUCKaXEHUsSMH TMepelaBaeMod HMHPOpPMalLMU H3-32  MHOTOJIY4YEBOMI
CTPYKTYpbI IPUHUMAEMOTO 10JIs U gucnepcuu [17].

Uro kacaeTcsi MEXIUIAHETHOTO MPOCTPAHCTBA, TO OHO 3alOJHEHO Ta3oM
ype3BblYaitHO cnaboil koHueHTpauuu. CocTaB 3TOro rasa, Kak U KOHIEHTpalUuH B
HEM €lIe HE TOYHO ONPEIEIICHBI.

B nureparype mpuBOIATCS pa3Hble BETUYMHBI KOHIEHTPALMH 3JIEKTPOHOB,
OTJIMYAroIuMecss Apyr OoT Jpyra Ha fABa nopsjaka. CpeaHee 3HaY€HHE IO HTUM
JaHHBIM - HECKOJNBKO JECATKOB DIEKTPOHOB Ha CM°. JTO pa3peKeHHBIH
MEXIUIAaHETHBIA Ta3 U TMPEACTaBIseT COOOM MEXIJIaHETHYIO Cpeay, KOTopas BO
MHOTHX CIy4asx MOXKET pacCMaTPHUBAThLCS KaKk CBOOOHOE MPOCTPaHCTBO [16].

Takum o0pa3om, nenas BBIBOJ U3 PACCMOTPEHHOM B JaHHOM pasjene
uH(pOpMallMK, JIETKO 3aMETHTh pa3JIMdusl B YCJIOBHUAX pacHpOCTpaHEHUS

paaruoBOJIH B IMPHUBCACHHBIX cpeaax, a TAaKXKCE OTMCTHUTH Ba*XHOCTb

29



MPeBAPUTENLHOTO pacuyeTa JalbHOCTH 3((HEKTUBHOTO PATUO MOKPHITUS B HUX, C

y4eTOM BCeX CHelU(pUIHBIX OCOOEHHOCTEH.

2. DaKTOpPHI, BJAUSIONINE HA KAUEeCTBO Nepeaadu paJuoCUrHAIOB

Jliis 110001 CUCTEMBI CBSA3M CIIPABEUIMBO YTBEPKACHUE, YTO IMPUHUMAEMBIN
CUTHaJ OTJIMYAaeTCcsl OT mepeaaHHoro. Jlanueii 3¢h@deKT sBisercs CIeICTBUEM
Pa3IMYHBIX MCKAXKEHWI BO3HMKAIOIIMX B MpoLEcce Mepeaayr curana. Tak, mpu
nepesade aHajJoroBOr0 CUTHAJIA HCKaKEHUS NPUBOMAT K €ro CilydyaHOMY
M3MEHEHUIO, TE€M CaMbIM yXyjllag KadyecTBO CBs3U. B ciyyae mnepenayu
OU(PPOBBIX JAHHBIX, MCKAKEHUS NPUBOASAT K MOSIBICHUIO JBOUYHBIX OIIMOOK,
peoOpazoBbIBasi IBOMYHYIO €UHUILY B HYJIb WJIK HA00OPOT.

MoXHO omucaTh UENbld pPsA  pa3iMyHbIX HCKKEHHM, 00JaJaromux
OCOOEHHOH CTENEHbI0 BO3/IECUCTBUS Ha MPOMYCKHYIO CIIOCOOHOCTh KaHAJIOB CBA3H,
OJIHAKO YYHUTHIBasi HEOOXOAMMOCTb COOJIOJEHUS TMpsSMOM BHIMMOCTH B
nuarnazoHax YBY n CBY, paccmaTpuBaeMbIX B paMKax JaHHOW AUCCEPTAMOHHOMN
paboThl, HarOoJiee BaXXHBIMU U3 HUX SBIISIOTCS:

- 3aTyXaHUe WIH aMIUIUTYAHOE UCKaKEHHE CUTHAaJa;

- IOTEpU B CBOOOIHOM MPOCTPAHCTBE;

- IIyM;

- aTMoc(hepHOE MOTJIOUICHHE.

[Tpu nepenaue curHana B Jt000M cpefe ero MHTEHCUBHOCTh YMEHBIIIAETCS C
paccrosuremM. Takoe ocnabjeHue, WM 3aTyXaHWe, B OOIIeM ciy4ae
jJorapuMHUUECKd 3aBUCUT OT paccrossHus. Kak mnpaBuiio, 3aTyxaHHE MOKHO
BBIPA3UTh KaK MOCTOSHHYIO MOTEPI0 MHTEHCUBHOCTH (B Jenubenax) Ha €QUHUILY
muiHbL. [ToMrUMO 3TOro paccMmarpuBasi ypoBEHb 3aTyXaHMsI CUTHAJIA YpE3BbIYANHO
BaXXHO YYWUTHIBaTh TpU (HPaKTOpa BO3HMKAIOIIMX B PE3yJIbTAaTE PACIPOCTPAHEHUS

PaIUOBOITHBI:
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- TIOJTyYEHHBIA CUTHAN JOJKEH 00J1aaTh MOIIHOCTBIO, TOCTaTOUYHOM I €ro
0oOHapy>KEeHMsI U UHTEPIIPETALIUU IPUEMHHUKOM;

- MpH TOJXYYEHHH JOJKHBI OTCYTCTBOBAaTh OIIMOKH, MOILIHOCTH CHUTHaja
NOJKHA IMOAJEPKUBATHCS HA YPOBHE, B JOCTATOYHOM MEpE NMPEBBIIAIOIIEM LIIYM;

- [IPY TOBBILIEHUN YaCTOThl CUI'HAJIA 3aTyXaHUE BO3PACTAECT, YTO IPUBOIUT K
HCKaXXEHHUIO.

[lepBbie nBa (hakTOpa CBA3aHBI C 3aTyXaHUEM HMHTCHCHUBHOCTH CHTHaja U
WCIIOJIb30BAaHUEM YCWIMTENEN WM PETPAHCIATOPOB. [ IBYyXTOYEHYHOro KaHaja
CBSA3M MOIIHOCTh CHUTHaJla MepelaTyrKa JOJKHA OBbITh IOCTATOYHOM JJI YETKOIrO
npuema. B To ke BpeMsi MHTEHCHUBHOCTb CHUTHaja HE JOJKHA ObITh CIMIIKOM
OOJIBIION, TaK KaK B 3TOM CIy4yae KOHTYpPBI MEpeJaTUMKa WU MPUEMHUKA MOTYT
OKa3aTbCs IEPETPYKEHHBIMU, YTO TAKXKE MPUBEIET K UCKAKCHUIO curHana. Ecim
pacCTOssHUE MEXIYy NPUEMHUKOM M NEPEAATYMKOM IIPEBBIIAET OIPEACICHHYIO
IIOCTOSTHHYIO, CBBIIIE KOTOPOM 3aTyXaHWE CTAHOBUTCS HEIPUEMIIEMO BBICOKHM,
JUIl YCWJIEHMs CUTHQJIA B 3aJaHHBIX TOYKaxX IIPOCTPAHCTBA PACIOJIAraroTCs
PETPAHCIATOPBl WIM YCWIMTENM. 3aJada YCWICHMS CHUTHAJIA 3HAYUTEIIBHO
YCIIOXKHSETCA, €CJIM CYLIECTBYET MHOXXECTBO NPHEMHHKOB, OCOOECHHO €Cliu
PaCCTOSTHUE MEXy HUMH U NIEPEIAIOIIECH CTAHIMEN HEIOCTOSHHO.

Tpertnii pakTop cucka U3BECTEH KaK aMIUIMTYIHOE UCKakeHue. Benencraue
TOTO, YTO 3aTyXaHue sBIAETCA (PYHKIMEH YacTOThI, MOJYyUYEHHBIH CHIHal
MCKaXXaeTCs 110 CPAaBHEHHUIO C MEPEJAaHHBIM, YTO CHHUKAET YETKOCTh Ipuema. i
YCTpaHEHHS 3TOM MPOOIEMbI UCIOJIB3YIOTCSI METO/Ibl BEIPABHUBAHUS UCKAXKEHUSI B
ornpezaeneHHoW mnojoce yacTtoT. OIHUM M3 BO3MOXKHBIX MOJIXOJOB MOXKET OBITh
UCIIOJIb30BAaHUE YCTPOMCTB, YCHJIMBAIOUIMX BBICOKHE YAaCTOTHI B OOJbIIEH Mepe,
YEeM HU3KHE.

Jiist mo6oro Trma 6ecIpoBOIHOM CBS3M NEPeiaBacMblil CUTHAJ PaCCEHBACTCS
0 MEpe €ro pacnpocTpaHeHuss B NIpocTpaHcTBe. (ClenoBaTeNbHO, MOIIHOCTH
CUTHaja, MPUHUMAEMOIr0 aHTEeHHOM, Oy/JeT yMEHbBIIAThCS MO Mepe YIaJeHUs OT
nepename aHTeHHbl. [ CyTHUKOBOM CBSI3M YNOMSAHYTBIN 3 (eKT sBisieTcs

OCHOBHOM HpI/I‘II/IHOI‘/’I CHMKCHUA HMHTCHCHUBHOCTH  CHUI'HAJIA. 21a>1<e €Clin
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MIPEAMOIOXKUTD, YTO BCE MPOYHE MPUUNHBI 3aTyXaHUs B OCIA0JIEHUS OTCYTCTBYIOT,
nepelaHHbli CUTHANI OYJET 3aTyXaTh IO MEpe PACHPOCTPAHEHHS B MPOCTPAHCTBE.
[IpruunHa 3TOrO - pacIpoCTpaHEHUE CUTHANA IO BCE OOJIbILIECH ITONIAIN.

Tak xak i r000W mepenadn JaHHBIX CIPABEIJIUBO YTBEP)KICHHUE, UYTO
MOJIYYCHHBIA CHUTHAJ COCTOUT W3 TEPENaHHOIO CHUrHaja, MOAUQPHUIIMPOBAHHOIO
Pa3IMYHBIMH HMCKAXEHHUSIMH, KOTOPBIE BHOCSTCS CaMOM CHCTEMOW MEpefayu, a
TaKX€ W3 JOMOJIHUTEIIbHBIX HEXKEIATEIbHBIX CUTHAJIOB, B3aUMOJCHCTBYIOIIUX C
HWCXOJHOW BOJHOM BO BpPEMS €€ PACHpPOCTPAHEHUS OT TOYKH IEpPEIadyd K TOUKE
MIPUEMA, 3TH HEXKEIATEIbHBIE CUTHAJIBI IPUHATO HA3bIBaTh IIyMOM. LIlyM sBiseTcs
OCHOBHBIM (DAKTOPOM, OFPAHUUMBAIOIIUM MPOU3BOIUTETLHOCTH CUCTEM CBSI3H.

[ITymMbI MOKHO pa3leINTh HA YETHIPE KATETOPHUU:

- TEIJIOBOU LIIYM;

- IHTEPMOIYISIIUOHHBIE ITyMBI;

- IEPEKPECTHBIE TIOMEXH;

- UMITYJIbCHBIE TIOMEXH.

TeroBo mIyM SABISETCS PE3YJIbTATOM TEIJIOBOIO JIBUKECHUS 3JIEKTPOHOB.
JIaHHBIN TUI TOMEX OKa3bIBACT BIUSHUE HA BCE DJIEKTPUUECKUE MPUOOPHI, a TAKKE
Ha cpely Nepenadu JIEKTPOMATrHUTHBIX CUTHAJIOB.

Ecnu curnansl pa3HOM 4acTOTHI MEPENAIOTCS B OJHOM Cpele, MOXKET UMETh
MECTO WHTEPMOAYJALMOHHBIA IIyM. MHTEPMOAYISUMOHHBIM LIYMOM SIBJISIFOTCS
NOMEXH, BO3HHUKAIOIIME HAa YacTOTaX, KOTOpbIE MPEICTABISIOT COOOH CymMy,
Pa3sHOCTh WJIM TPOU3BEAECHHUE 4YACTOT JIBYX HCXOJHBIX curHaioB. Hampumep,
CMEIIMBaHKE JIBYX CUTHAJIOB, IepeaaBacMbIX Ha yactoTax fi u f, cooTBeTCTBEHHO,
MOJKET NMPHUBECTH K mepefade sHepruu Ha yactore f; + f,. IIpu sToM maHHBIM
Mapa3uTHBIN CUTHAJ MOXET UHTep(EPUPOBATh C CUTHAJIOM CBSI3H, TIEPEIaBAEMbIM
Ha gacrtote fi + fy.

C nepekpecTHbIMU TOMEXAaMH CTAJKUBAJICS KaXIbld, KTO BO BpeMs
WCIIOJIh30BaHUs TeleOHA MEPEMEHHO CIBIIMIAT Pa3rOBOP MOCTOPOHHUX JIOJEH.
JlaHHBI THUI TIOMEX BO3HMKAET BCJICJCTBUE HEXKENIATEIHLHOTO OOBEIUHEHUS

TPaKkTOB Iepeauyd CUTHaJIOB. Takoe OObeAMHEHHE MOXKET OBbITh BBI3BAHO
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CIIETVIEHUEM OJIM3KO PACIIOJIIOKEHHBIX BHUTBIX Map, MO KOTOPBIM IEpPEeaaroTCs
MHO’KECTBEHHbIE CUTHalbl. [lepekpecTHble OMEXU MOTYT BO3HUKATH BO BpEMs
IpUeéMa TMOCTOPOHHHUX CHUTHAJIOB aHTeHHamu. HecMoTps Ha TO, 4YTO IS
YKa3aHHOTO THUIA CBSI3U HCIOJIb3YIOT BBICOKOTOUYHBIE HAIIpPaBICHHBIE AHTECHHBI,
OTEPh MOLIHOCTUM CHUTHaja BO BpEMs pacHpOCTpaHEHHUs H30ekaTb BCE Ke
HEBO3MOKHO. Kak mpaBuiio, MOIIHOCTh MEPEKPECTHBIX MMOMEX paBHA MO MOPSAKY
(WM HMKE) MOIIHOCTH TEIUIOBOTrO Iyma. Bce yka3zaHHbIE BbIIIE THIBI MOMEX
ABJISIFOTCS TPEJICKa3yeMbIMH W XapaKTEPU3YIOTCS OTHOCUTENIBHO MOCTOSHHBIM
YpOBHEM MOIIHOCTU. Takum o0O0pa3oMm, BIIOJIHE BO3MOXHO CIIPOEKTHUPOBATH
CUCTEMY IIepellaud CHUTHaja, KOoTopas Obula Obl YCTOWYMBOM K YyKa3aHHBIM
MIOMEXAaM.

OnHako KpOMe€ BBILICIIEPEYUCIICHHBIX THUIIOB IIOMEX CYLIECTBYIOT TakK
HAa3bIBAEMBIC HMITYJIbCHBIE IIOMEXH, KOTOPBIE II0 CBOEW HPHUPOJE SBISAIOTCS
MPEPBIBUCTBIMU U COCTOSIT U3 HEPETYJSPHBIX MUMITYJIbCOB MM KPATKOBPEMEHHBIX
IIYMOBBIX IIAKETOB C OTHOCHUTEIBHO BBICOKOW aMIuutynou. IlpuumnH
BO3HMKHOBEHHUS HMITYJIbCHBIX ITOMEX MOXET OBITh MHOXECTBO, B TOM YHUCIE
BHEILIHUE AJIEKTPOMArHUTHBIE BO3JECUCTBUS (HAPUMEP, MOJIHUHM) WU J1€(PEKTHI
(TIOJIOMKH) CaMO CUCTEMBI CBSI3H.

[IpyuriHOW  JOMOJHUTENBHBIX  MOTEPh  MOILIHOCTH  CHUTHajga  MEXIy
nepearouiel 1 NpuHUMarolled aHTEHHAMHU SIBJISIETCSL aTMOC(EPHOE MOTJIOIIECHHUE,
OpU 3TOM OCHOBHOM BKJaJ B OCJIA0JIEHME CHUTHAla BHOCST BOJHBIE Mapbl U
kuciopod. Joxknb W TymaH (Kamid BOJbI, HaxoJsIIMECs BO B3BELIEHHOM
COCTOSIHUH B BO3AYX€E) MPUBOJAAT K PACCEMBAHUIO PAJMOBOJIH U B KOHEYHOM CYETE
K OCJIa0JICHHIO CUTHaNa. YKa3aHHbIe (haKTOpPhl MOTYT OBITh OCHOBHOW MPUYUHOM
noTepp MOINHOCTH curHana. CregoBareiabHO, B 00JIACTAX, IS KOTOPBIX
XapaKTepHO 3HAYUTEIbHOE BBIMAJEHUE OCAJKOB, HEOOXOAMMO JIMOO COKpauaTh
pacCTOsTHUE MEXAY MPUEMHHUKOM U MEPEAATUUKOM, JINOO UCIIOJIb30BaTh ISl CBA3U
OoJiee HM3KKE 9acTOTHI [13].

N3 paccMmoTpenHoi mH(pOpMaIMM, ONMUCAHHON B paslenie, MOXKHO CHeNaTh

BBIBOJIbI, YTO B IMPOLECCCE MNEpcaadn CUrdajia €ro KaudcCTBO 6y):[eT yXyauaTbCAa 110
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psAny OOBEKTHBHBIX TPHUYMH W HA TMPUEME MOXKET TPUUTH YPE3BBIYANHO
UCKQ)XEHHBI CHUTHAJI, KOTOPBIM HEBO3MOXKHO OyJeT BOCCTaHOBUThL. [lo sToit
MPUYMHE HEOOXOIWMO YUYUTHIBATH (DAKTOPHI, BIAMSIONIME HAa KA4E€CTBO IMEpEIaqH

pPaaruOCHUIHAJIOB IJIsA n30eKaHus NN IIOo4aBJICHU A TaKOBBIX.

3. Yrpo3bl 6e301aCHOCTH U pesKkMMaM padoThl paAHOCHCTEM

YuuTheiBasg TJIABHOE OTJIMYHE MEXIYy IMPOBOJHBIMH W OECIPOBOJIHBIMU
CeTSIMH, CBSI3aHHOE C a0COJIIOTHO HEKOHTPOJIHUPYEMOH 00JacTbio  MEXIy
KOHEYHBIMH TOYKaMH CETH, CJIEIyeT pPacCMaTPUBATh XapaKTEPHBIE TOJIBKO IS
OeCTIpOBOJHBIX CHCTEM YIpo3bl  0€30macHOCTH, OO0OpyIOBaHHE, KOTOPOE
UCIIOJIb3YeTCS MpPU aTakax, MpoOJieMbl, BO3ZHUKAIOIIUE MPU POYMHUHIE OT OJHOU
COTBHl K JpYyrod B MOOWIJIbHOW CBSI3M, YKPBITHS 1Jisi OCCIPOBOIHBIX KaHAJOB U
KpUTITOTpaUUIECKyI0 3alUuTy OTKPBITHIX KOMMYHHUKamuid. Tak Kak I TOTO,
9TOOBI C€O37aTh Oe30MmacHoe OecpoBOJHOE MPUJIOKEHHE, HA/IO0 BBIIBUTH BCE
BO3MOYKHBIE HAMPABIICHUS, TTO0 KOTOPHIM OYAYT UATH OCCIIPOBOIHBIC «aTaKM.

Hwxke mnpuBenensl Hambojee XapaKTepHBIE Yyrpo3bl O€30MaCHOCTH IS
OecripoBoiHoOM ceTr [18].

lloocnywusanue. Haubonee pacmpocTpaHeHHas mpoOieMa B TaKHUX
OTKPBITHIX U HEYIPaBISIEMbIX Cpelax, Kak OeCIpPOBOJHBIE CETH, — BO3MOXKHOCTh
AHOHUMHBIX aTaK. AHOHUMHBIC BPEIUTEIN MOTYT MEPEXBaThIBATh PAIUOCUTHAT U
pacmmdpoBbIBaTh TiepeaaBaeMbie jgaHHble. OOOpyaOBaHHE, HCTIOIB3yeMOEe st
MOJICTYIIUBAHUS B CETU, MOXKET OBITh HE CIIOKHEE TOTO, KOTOPOE HCIOJIb3YeTCS
JUTsT OOBIYHOTO JIOCTYyTa K 3TOW CETH, M MHOTJA MTPAKTUYECKH OCCIIIATHO BBIACTCS
Mpy aKTUBAIMM MOOWUIBHOTO TenedoHa. B mo6om OGecipoBOAHOM YCTPOWCTBE
€CTh KOMIIOHEHTHI, TTPETHA3HAYCHHBIC JIJIs1 OTIIPABKH U MOTYYEHUST O€CIIPOBOIHBIX
curHayioB. C HEOOJBIIMMH W3MCHCHHSIMHU WM Jake 0e3 HUX 3TH YCTPOWCTBA
MOHO TPHUCIIOCOOUTh K MPHUEMY BCEX CHUTHAJIOB B OMNPENEICHHOM KaHajie CETH
WM Ha OTIpeIeJICHHOM YacToTe. YTOOBI MepexBaTUTh Mepeaady, 3J0yMbIILICHHUK

JOJDKEH HaXOAUTbLCA BOIM3H OT nepcaaTuyuka. HGp@XBaTBI TaKkoro THIIa
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MPAKTUYECKH HEBO3MOXXHO 3apEeTrUCTPUPOBATH, M €Ille TPyJHEE UM MOMENIaTh.
Hcnonb3oBaHWe aHTEHH W YCWIHMTENEH HAaeT 3J0YMBIILIEHHUKY BO3MOKHOCTh
HaXOJUTHCSA HA 3HAYUTEIHLHOM yAQJICHUU OT 1IeJIM B IIPOLIECCE TIEPEXBaTa.

[TogcnymmBanue BeayT misg cOopa WHGOpPMANMK B CETH, KOTOPYIO
BIIOCJICICTBUM TIpEAIoiaraeTcsa arakoBaTh. [lepBuuHas 11elib 3J10yMBIIIJICHHUKA -
MOHATh, KTO WCIOJIB3yeT CEeTh, Kakas WH(OpMaius B HEW JOCTyIHA, KaKOBHI
BO3MOXHOCTH CETEBOTO O0OpYAOBaHMS, B KAaKHME€ MOMEHTBI €r0 SKCILUIyaTUPYIOT
HanOosiee ¥ HAaMMEHEE MHTEHCUBHO M KAKOBAa TEPPUTOPHUSI Pa3BEPTHIBAHMS CETH.
Bce sto mpurommtcs s Toro, 4yTtoObl OPraHW30BaTh aTaky Ha ceTh. MHorHe
0OIIEJOCTYITHBIE CETEBbIE MPOTOKOJIBI MEPEIAl0T TaKyl BAXKHYIO MH(POPMAILIUIO,
KaK WM TIOJIB30BATENsl W TAPOJIb, OTKPBITHIM TEKCTOM. llepexBaTuymk MOXKET
UCIIOJIb30BaTh JIOOBITHIE JTaHHBIE JJISi TOTO, YTOOBI MOJYYUTh JOCTYH K CETEBBIM
pecypcam. J[laxxe ecnau mepemaBaeMas uHpopManusg 3amu@poBaHa, B PpyKax
3JIOYMBIIJICHHUKA OKa3bIBAE€TCSA TEKCT, KOTOPBIM MOKHO 3allOMHUTH, a TTIOTOM YK€
PacCKOIUPOBATD.

Hpyroii cnoco® MOACTYIIMBAaHUSA - MOAKIIOUUTHCA K OECIPOBOJHON CETH.
AKTUBHOE TOJCIyIIMBaHUE B JokaiabHOU OecnpoBogHoil cetu (LAN) oObraHO
OCHOBAaHO Ha HEMPABWUJIBHOM HCIMOJb30BaHuM mpoTokosa Address Resolution
Protocol (ARP). W3nawanpHO »3Ta TEXHOJOrMsS ObUla  CcO3[JaHa  JIA
«IIPOCIYLIMBAaHUS» CETH. B JNEUCTBUTENBHOCTH MBI UMEEM JIEJIO C aTaKOM THUNA
«man in the middle» (MITM - «4enoBek B cepeiHE») HA YPOBHE CBSI3U JaHHBIX.
ATtakytomuid noceutaeT ARP-0TBeThI, Ha KOTOpbIE HE OBLIO 3ampoca, K IeJIeBOM
craniuu LAN, xoTopasi oTmpaBiisieT eMy BeCh IMPOXOMSIIUNA depe3 Hee Tpaduk.
3aTeM 3J0YMBIIIJICHHUK OyAET OTChUIaTh MAaKeThl YKa3aHHBIM ajpecaTaM. Takum
oOpazoM, OecrnpoBOJHAs CTaHIUA MOXKET TepexBaThiBaTh TpaduK IPYyroro
OecTpOBOAHOTO KJIMEHTA (MU TIPOBOJHOTO KIMEHTA B JIOKAJILHON CETH).

I ywenue. I'myuieHue B CETSIX MPOUCXOAMUT TOTAA, KOrAa NMpeaHaMEpPEHHAas
WM HeTpeTHaMepeHHass HHTEPPEPECHIIHS MPEBBIIIAET BOZMOKHOCTA OTIPABUTEIIS
WM TIOJTy4aTtesis B KaHaje CBSI3M, TAKMM 00pa30M, BBIBOJIS 3TOT KaHall U3 CTPOS.

ATaKyoIuii MOXET UCIIOJIb30BaTh PA3JIMYHbIE CIIOCOOBI TITYILIEHHUS.
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[TosHyr0 Mapanm3aryio CeTH MOXET BbI3BaTh ataka tmrma DOS (Denial of
Service - otka3 B oOcnyxuBaHuH). Bo Bceil ceT, BKiItodasi 0a30BbIe CTaHIMH U
KJIIMEHTCKUE TEPMHUHAIIBI, BOSHUKAET TaKasi CUIbHAsI MHTEP(HEPEHITUS, YTO CTAHIINH
HE MOTYT CBSI3BIBATHCS APYT C APYToM. ITa aTaka BBHIKIIOYAET BCE KOMMYHUKAITIH
B ompenesieHHOM paiione. Eciau oHa mpoBoAUTCS B JOCTATOYHO IIMPOKOH 00J1aCTH,
TO MOJKET MOTPeOOBaTh 3HAYMTEIILHBIX MOIITHOCTEH. ATaky DOS Ha GecipoBoHBIC
CEeTH TPYIHO MPEAOTBPATUTHh WA OCTAaHOBUTH. BOJIBIIMHCTBO O€CpPOBOIHBIX
CETEBBIX TEXHOJIOTHI MCTOIB3YET HEIUIICH3UPOBAHHBIC YaCTOTHI - CIICOBATEIIBHO,
JOIyCTUMA UHTEPHEPEHITUS OT LEJIOTO PsI/ia AIEKTPOHHBIX YCTPOUCTB.

['nynienye KJIMEHTCKON CTaHIIMU AaeT BO3MOKHOCTb MOIIEHHUKY MOJICTaBUTh
ce0s HAa MECTO 3arIyIICHHOTO KJIWEHTAa. TakXe TIYIICHHE MOTYT HMCIOJIb30BaTh
JUIsl OTKa3a B OOCTY>KMBaHMM KIHMEHTA, YTOOBl €My HE YAaBaJOCh pPEaM30BaTh
coenuHeHue. boyiee U3ONIPEHHBIE aTaKu MPEPHIBAIOT COEAMHEHUE ¢ 0a30BOM
CTaHITMEH, 9TOOBI 3aTeM OHa OblIa MPHUCOSANHEHA K CTAHIIUN 3JT0YMBITIUICHHHUKA.

['mymienrie 0a30BOM CTAaHIMK MPEIOCTABISET BO3MOXHOCTh TMOJMEHUTH €€
aTaKylolle CcTaHnuerd. Takoe TIIyIIEHHWE JIMIIAeT MOJb30BaTeNIe JocTyna K
yciIyraMm, a TeJIEKOMMYHHUKAITMOHHBIC KOMITAHUH! - UX MPUOBLICH.

Kak otmewanocs Bbilie, OOJBITMHCTBO OECTIPOBOAHBIX CETEBBIX TEXHOJIOTHI
WCITONIB3yEeT HETUIEH3UPOBAHHBIE YacTOTHL. [lo3TOMy MHOTHE YCTpOWCTBA -
paanoTrenedOoHbl, CACTEMBI CJICKEHUSI U MUKPOBOJHOBBIE TIEYH — MOTYT BJIMSThH Ha
paboTy OECHpOBOAHBIX CETEH M TIIYHIUTh OECHpPOBOAHOE coeauHeHHe. UToObI
MPEAOTBPATUTh TaKHE CIIy4aud HEMPEAHAMEPECHHOTO TJYIIEHUs, MPEeXAe UYeM
MOKyMaTh JOPOrocTosiiee OecrnpoBogHOE OOOpyIOBaHWE, HAAO0 TINATEIHHO
POAHAIM3UPOBATh MECTO €0 YCTAaHOBKU. Tako aHAJIU3 MOMOXKET YOeIuThCs B
TOM, YTO JPYTHE YCTPOWCTBA HUKAK HE TMOMEIIAIOT KOMMYHHKAIUSM, a TaKXe
YAEPKUT Bac OT OECCMBICTICHHBIX TpaT.

Bmopoicenue u moougpuxayus oaumnvix. BTOpKeHUE MNPOUCXOIUT, KOTIIA
3JIOYMBIITUICHHUK J00aBisieT MHGOPMAIMIO K CYMIECTBYIONMIEMY MOTOKY JaHHBIX,
YTOOBI MMEPEXBATUTH COCAMHEHHUE WIIH MTEPEChIIATh JaHHBIC INOO KOMaH/Ibl B CBOUX

IEIAX. ATaKYIOH_II/Iﬁ MOXCT MAaHUIIYJIUPOBATH YIIPABIIAIONIMMH KOMaHAAMH U
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MOTOKaMU MH(POpPMAINH, OTChUIas MaKeThl WJIK KOMaH/Ibl Ha 0a30BYI0 CTAHLHUIO, U
HaoOopoT. [lomaBas ympaBistonive KOMAaHIbl B HYXKHBIM KaHaJl yIpaBJICHUS,
MO>KHO JIOOUTHCSA OTCOEAMHEHHUS MOJIb30BaTENEH OT CETH.

BropxeHne MOXKET UCHONIB30BAaThCSA [JJIsI OTKa3a B  OOCIY>KMBaHHH.
ATakyromuil MepenojgHseT TOYKY JOCTyla B CE€Th KOMaHAaMHM COEIWHEHUS,
«0OMaHyB» €€ MpEBbIIIEHHEM MaKCHUMyMa BO3MOXKHBIX OOpallleHu#, - TaKuM
o0Opa3oM, APyruM MOJIb30BaTENsIM OyJeT oTka3aHo B jpoctyne. [lomoOHble aTtaku
BO3MOXXHBI TakKXKe€, €CJIIH TPOTOKOJBI BEPXHETO YPOBHA  HE 00OECHedYMBarOT
MPOBEPKHU MOTOKA JAHHBIX Ha IEJIOCTHOCThH B peajJbHOM BPEMEHH.

Amaxa «man in the middley. Ataku tima MITM (man in the middle -
«YEJIOBEK B Cepe/lMHe) aHAIOTUYHBI BBIIIE - OMMCAHHBIM BTOpKEHUsAM. OHU MOTYT
OpPUHUMATh  pa3iauuHble (OPMbl U HUCHOJB3YIOTCA IS pa3pyLICHHs
KOH(PHUIACHIIMAIBHOCTY U IEJIOCTHOCTH ceaHca cBsi3u. Ataku MITM 6Gomee
CIIOKHBI, 4YeM OONBIIMHCTBO JAPYTUX aTak: Ui HX TMPOBEIEHUs TpedyeTcs
noapoOHast uHGpoOpMalus O CETU. 3JIOYMBIIUIEHHUK OOBIYHO TMOJMEHSET
UACHTU(DUKAITNIO OJTHOTO U3 CETEBBIX pecypcoB. Korma xxepTBa aTaku HHUITUUPYET
COEMHEHHNE, MOIICHHUK IMEPEXBATHIBAET €r0 M 3aTEM 3aBEPINACT COCTUHEHHE C
TpeOyeMbIM pEeCcypcoM, a TOTOM IPOIYCKAeT BCE COEAMHEHHUS C 3TUM PECYPCOM
yepe3 CBOKW cTaHuuio. IIpu 3TOM aTakyromuii MOXKET MochUlaTh MHGOpPMALHIO,
U3MEHATh TOCIAHHYIO WM MOJCIYIINBAaTh BCE IMEPETrOBOPhl, a IMOTOM
pactrppoBHIBATH UX.

Abonenm-mouwtennuk. Ilocne TaTenbHOro U3y4yeHus padoThl A0OHEHTa CETH
aTaKyIOIIUNA MOXET «IPUTBOPUTHCS» MM WIM KJIOHUPOBATH €ro KIMEHTCKHM
npoduiib, 4TOOBI MOMBITATHCSA MOMYYUTh JOCTYH K Ce€TH M ee yciayram. Kpome
TOr0, JIOCTATOYHO YKPAacTh YCTPOMCTBO [UIsl JAOCTYIa, 4YTOOBI BOHTH B CETh.
ObecrieueHne 0€30MaCHOCTH BCEX OECHPOBOJIHBIX YCTPOMCTB - JAENO0 OYEHb
HEMPOCTOE, MOCKOJIBKY OHM HAaMEPEHHO eNaroTCsl HEeOOJBIMMH JUIS yI00CTBa
nepenBKeHus:  monb3oBarens. Camplii  oOmmii  MexaHu3M — oOecreueHUs

0€30MacHOCTH - YIpaBlIEHHE JOCTYIIOM K pecypcaM Ha BTOPOM YpOBHE. DTOT
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MEXaHM3M JaBaj cOOHM, KOrJa COTOBBIE ONEPATOPbhI C €ro MOMOINBIO MBITAIHChH
OrpaHUYHUTh JIOCTYI K Tene(oHHBIM HOMepaM, ucroib3ys Electronic Secure

Number (ESN — mocnieioBaTeIbHBIN 2JISKTPOHHBIH HOMEp). 3aTeM elie o Ha
Heymada KocHysnach cranmapta 6ecnpoBomabix LAN 802.11 ¢ ucmonp3oBaHueM
Media Access Controls (MAC - ynpaieHHe AOCTYIIOM K cpelie), KOTOPOE JIETKO
yIaBaJIOCh OOOUTH OTIBITHBIM aTaKYIOIIHM.

Jlooxcnvle mouku Oocmyna 6 cemob. OIbBITHBIM aTaKyIOIUNA MOXET
OpraHU30BaTh JIOKHYK0 TOYKY JOCTya C HWMHUTAlUEld CETEBBIX PECYPCOB.
AOGOHEHTBI, HUYETO HE MOA03peBasi, OOpaIIar0TCs K 3TOH JOKHOM TOUKE OCTYIA
COOOIIAIOT €l CBOM Ba)XHbIE PEKBU3UTHI, HAMPUMEDP ayTEHTU(UKAIIMOHHYIO
nHopMaIuoo. DTOT THI aTaKk WHOTJA MPUMEHSIOT B COYECTAHHH C TIPSIMBIM
[IIYHICHUEM, YTOOBI «3arIyIINTh) UCTUHHYIO TOUKY JIOCTYTIA B CETh.

[Tonb3oBaTeny, HUMEIOIIME JOCTYNl K TMPOBOJHON CETH, MOTYT TaKke
CIIOCOOCTBOBATh YCTAHOBJICHUIO JIOKHBIX TOUEK JOCTYyIA, HECHAMEPEHHO OTKPBIBAs
ceTh I HamajaeHuit. UHoraa moiap30BaTens yCTaHaBIMBAET OSCIIPOBOIHYIO TOUKY
J0CTyIa, CTPEMACHh K yJI0OCTBaM, KOTOPbIE MPEIOCTaBIsAET OECIPOBOIHAS CBSI3b,
HO HE€ 3aJyMbIBasich O mpobiemax OezonacHocTH. CeroaHs oO0OpyIOBaHHE IS
TOYEK JOCTyNa MOXHO KyMHUTh B JIFOOOM MarasuHe JJIEKTPOHUKUA. DTH TOUYKH
MOTYT OKa3aTbCsS «UYEPHBIM XOJOM» JJII TMPOHUKHOBEHHUS B IPOBOJHYIO CETh,
MIOCKOJIbKY OOBIYHO OHU YCTaHABIMBAIOTCS B TaKOW KOH(MUTypaluu, KOTOpas
MOJIBEp’)KEHA  BCEBO3MOXKHBIM  aTakaMm.  ATakyloIIHe  MOTyT  3alpocTo
MOICOSUHATHCS K TOJIb30BATEIIHCKUM TOYKaM JOCTyIa U BXOJIUTH B TIPOBOIHYIO
CeTh MOJOOHO OOBIYHBIM €€ MOCETHTENsIM. BOJBIIMHCTBO ceTell MmoJyiararoTcs Ha
3amuty MexcereBoro skpana (firewall), obecnieunBaroniero HeMPUKOCHOBEHHOCTh
MepuMeTpa, HO COBEPIICHHO HE MOATOTOBJICHBI K OTPAKEHHUIO aTaKh, UCXOMISIICH
W3HYTpPH.

AHnonumnocms amaxk. becnipoBOAHOM JOCTyn OO0ECIEUHMBAET MOJHYIO
AHOHMUMHOCTh aTaku. be3 COOTBETCTByIOIIEr0 OOOpYyAOBaHUS B  CETH,
MO3BOJISIIOLLETO  ONPEAENSITh MECTONOJIOKEHUE, aTaKyIOIIUA MOXKET JIETKO

COXpaHATh AHOHUMHOCTb M TPATATHCA T/A€ YFOJAHO HA TEPPUTOPUM JEUCTBHUS
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OecrpoBoHOM ceTu. B TakoMm ciyyae 3710yMBIIUIEHHUKA TPYJIHO MOMMAaTh U elle
CJIO)KHEE TIepeaTh Je0 B CY/.

War driving. War driving («BeaeHue BOWHBI») - 3TO TPOIECC IOHWCKA
oecnpoBogHoii LAN mocpenctBoM OiyXmaaHWs B ONPEACICHHONW 0O0JacTH.
Ha3panuwe BO3HHKJIO IO aHajlormk ¢ TepMuHoM «war dialing», koTopsiM
0003HaYEHAa O/IHA U3 CTAPBIX aTaK, CyTh KOTOPOIl B TOBTOPHOM HAabOpe pa3InyHbIX
HOMEPOB JIsl IOKMCKa MOJIEMOB U APYTHX TOYEK BXOJA B CETh.

BaxxHO OTMETHTH, YTO MHOTHE MOIIEHHUKH U3YYalOT CETH HE IS aTak Ha UX
BHYTPEHHHUE PECYpChl, a ISl MOJIydeHHs OecIIaTHOrO aHOHHMHOTO JIOCTyIa B
Internet, mpukpbiBasicb KOTOPHIM OHU aTakyloT Apyrue cetu. Eciau omepaTopsl
CBS3W HE TNPHHUMAIOT MEp TPEIOCTOPOKHOCTH TMPOTHB TAaKUX HAMAACHHUH, TO
OynyT OTBeuaThb 3a BpeJll, NPUUMHAEMBIA MPHU HCIOJIB30BAHUM HMX JOCTyINa K
Internet npyrum cetsim.

Amaxu muna «kauenm-kauenmy. lIpakTuyeck Bce aOOHEHTHI CETH MOTYT
ObITh aTakoBaHbl. [lociie mepBoro ycnexa arakyronui mojay4yaeT MnpaBo Ha JAOCTYM
K KOPHOPAaTUBHOM WM TEJICKOMMYHUKAIIMOHHOM CETH. DBOJBIIMHCTBO CETEBBIX
aJIMMHHACTPATOPOB HE YAENsSeT JODKHOTO BHHUMAHHUS Y)KECTOUEHHUIO pEeXHMa
0€30MacHOCTH WJIM YCTaHOBKE MEPCOHAIBHBIX MexceTeBbIX 3kpaHoB (firewalls).
[ToaToMy ycmenmHple aTakkh Ha KIUEHTOB OECTPOBOAHOW CETH MOTYT OTKPBITH
3JIOYMBIIIUICHHUKAM HMMEHa TOJb30BaTelied W WX Mapojii, a CJeI0BaTelbHO, U
JIOCTYTI K IPYTUM CETEBBIM pecypcam.

Amaxku Ha cemesoe o06Oopyoosanue. HenpaBWIbHO CKOH(UTYpUPOBAHHOE
o0opy0BaHuE — TMepBas MPUMaHKa JIJIsl aTaKyIOUUX: TOYHO OHO OTKPBIBAET MYTh
U TATBbHEWUINEro MPOHUKHOBEHUS B CETh (MHOTZIA 3/1eCh MCIOIB3YIOT MeTadopy
«KaMENIKHA JUIsl TIepexo/ia 4epe3 peKy»). DTOT MyTh MOTYT H30paTh IJsi TOTO,
9TOOBl 000MTH KOHTPOJb JOCTYyMA. I JaBHbIE OOBEKTHI aTak Ha 00OpyAOBaHUE -
TaKWe CETEBbIC YCTPOWMCTBA, KaK MAPIIPyTU3ATOPHI, IEPEKITFOYATEIH, CEPBEPHI IS
XpaHEHHsI apXMBOB W CEpBEphl JocTyna. MHOTHE CeTeBble aIMUHUCTPATOPHI
MOJIaraloTCsl Ha MEXaHW3MBbl 0€30MacHOCTH BTOPOTO YpPOBHS, HANpUMEp

suptyansHbie LAN (Virtual local area networks, VLAN), aro0Obl OecripoBOIHBIE
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CeTH ObUIM OTHENEHbl OT MPOBOAHBIX. OJHAKO €CTh HEMaJo MPUMEPOB aTak,
ycnemHo obxonsmux cucrtembl Oe3zonmacHocth VLAN. Muorue Tumbl arak
3aBHCHUT OT TUIIa NEpeKIItouaTeseld. 31ech MOKHO BBIIACIUTH TP OONbIINE Kilacca:
aTaku Ha nepekiovarelib, ataku MAC 1 aTaku Ha MapuIpyTU3aTop.

ATaky Ha mepeKIoYaTeNid 04eHb pa3HooOpa3Hbl. HekoTopeie mpeanoaararot
neperpy3ky MAC - unu ARP-tabnuip B mepekirouaresie M MOCIEAYIONee HX
OTKpbITHE. B 3TOM ciiydae ycmnex 370yMBIIUICHHUKOB Yalle BCEro 00YCIOBJIECH
HEOPEKHOCTHIO aIMUHUCTPATOPA, BEIOPABIIIETO AJISi CETH MEPEKIII0YaTeNIb HU3KOTO
KadecTBa. Jlpyrue araku moJpazyMEBAaIOT MaHUIYJSLHUIO HMPOTOKOJIOM, KOTOPBIM
NEepeKIoYaTeN b UCHOJIb3YeT IJii KOMMYHHUKAlUA: W3BECTEH, HampUMep, TaKOu
MpUeM, Kak «paspacrawoiieecs aepeBo». MAC-BTOpKEHHs] BKIIOYAIOT U 00XO[
ARP, u araku Ha JApyruxX YpOBHSX, «OOMAaHBIBAIOIINE» CETEBBIE YCTPOMCTBA,
OpUHYXKJas WX TepechliaTh JaHHbIE HE TEeM IMOJydaTessiM, KOTOPbIM OHH
MpeAHa3HAYEHBI.

ATakiu Ha MapuUIpyTH3aTOpPhl OYEHb CIOXHBI M OOBIYHO TpPeOYIOT
BMeIIaTeNIbcTBA B Takue mpoTokoibl, kak OSPF (Open Shortest Path First -
«IIEepPBBIM OTKpbIBaeTCs Kpatdaimmid mytb») wim EIGRP (Enhanced Interior
Gateway Routing Protocol - npoaBuHYTBHI BHYTPEHHHH MPOTOKOJ ILTHO3a
MapuIpyTH3aTopa), YT0Obl UBMEHUTH TpadUK JIsl OTKa3a B 0OCTY>KUBAHUU WA TaK
Ha3bIBaeMOTro CHH(pdHUHTA.

MuHuManeHblii HaOOp 000pYIOBaHMSA AaTaKyIOIIETOo BKIIOYAeT B ce0s
uHTepdeic 6ecnpoBOJHON ceTH. DTO MOXKET ObITh JIMOO KapTouka MHTepdeiica
Internet ais 6ecripoBoanoit cetu (NIC), GPRS- nin CDPD-tepMuHa a1 COTOBOM
Tene(OHUM, CBS3aHHBIA C KommbloTepoM, Jubo kaprouka PCMCIA wunu unble
cpenctBa cBsiu. OTNBITHBIM aTaKyIOMIMK J00aBUT K O3TOMY TJIYIIUTEIh WIH
CHelHalbHOe MporpaMmHoe oOecriedeHne. MOIIEHHUKY CHayala  HaJjo
OOHapy>XUTh CETh W OIpPEACNIUTh €€ TPaHUIIbl, YTOObl BHIOPATH HAWIYYILYIO
MO3UIMIO JJIi aTaku. B 3TOM cMbIcie MpeArnoyYTeHHe OTIAETCS €CTECTBEHHBIM
IPUPOHBIM YKPBITHAM, TUXUM YTOJKaM B COCEIHHUX JOMax WU JIOOOMY MeECTy,

OTKYJ1a MOXHO OBICTPO U 6€30macHO OTCTYNUTh. OObIYHbIE CPENCTBA ONPEACICHUS

40



rpaHul cetu - HOyTOyk, GPS-ycTpoiicTBo, antenna, ycunutens u kaprouka NIC
anst  OecnpoBomHoii  Ethernet-ceszu.  UroObl  MpOM3BOOUTH  UIMTEIBHOE
oOcienoBaHue, MOTpeOyeTcs MOMOTHUTEIbHBIA HCTOYHUK SHEPTrUU, HampuMmep
KOHBEpTEP sl TIpeoOpa3oBaHUs 12 B mocrosanHoro Hampsokenus B 120 B
INEPEMEHHOTO0 HANpsDKEHUs, — TakuM oOpa3oM OyaeT oOecrnedyeHO MUTaHue
HOYTOYKa U OCTaJIbHOTO 000PYI0BaHUS (TIIYIIMTENS, HU3KO IIYMSIIETO YCUITUTENS
U TaKk Jajiee), €cld TaKoBO€ HCIoyb3yeTcs. HekoTopsle «mpodeccruoHanb»
BCTaBJSIOT KOHBEpPTEp Ha NPUOOPHYIO JOCKY CBOETO aBTOMOOWIISI BMECTO
MIPUKYpHUBATENsl, YTOOBI MCTOYHUK HANpsUKEHHsI Bceraa Obul moxa pykou. I[locne
TOTO KaK TEPPUTOPUS CETH YCTAHOBJIEHA, ATaKyIOIIMH, WCIIOJIb3Yys pa3Iu4HbIE
AHTEHHBIE YCTPOKCTBA, ONPEIEIAET JIYUILYIO MO3UIIMIO JJI1 Hayala aTaky.

JUis Hayajia aTakyd 3JOYMBILUIEHHUKH HCHOJb3YIOT AHTEHHBI Pa3IMYHbIX
TUIIOB B 3aBUCUMOCTHM OT CHUTyallun U kenaemoro 3¢ddexra. AHTEHHBI
KJIaCCU(PUIUPYIOTCS OOBIYHO MO CTENEHU YCWICHHS [MOJYYEHHOTO WJIU
[I€peIaBacMoOro CUTHaJIa ¥ 10 MIMPUHE IIyYKa, B KOTOPOM 3TOT CUTHAJI IIEPEAECTCS.
[IIupuHa ri1aBHOTO JIEMIECTKAa IUarpaMMbl HAPABJICHHOCTH aHTEHHBI YKa3bIBAa€T Ha
TO, KaK M3JIydaeTcs 3JEKTPOMArHUTHOE u3iaydyeHue. Tpu HamOoJee MOIMmysipHBIX
TUIIA QHTEHH:

— M3JIy4darouias MO BCEM HANPABJIEHUSAM, CUMMETPUYHBIM WM IUTBIPEBOU
uznydarenu (Puc. 2.1);

— HampaBlieHHas, Y na-SIru, wim BoaHoBo# kaHai (Puc. 2.2);

— nmapaboaudeckas (Puc. 2.3).

AHTEHHa IIMPOKOIro pajaumyca JOEHCTBUS, UM «BCEHAIIPaBJICHHAS», MOAeT
CUTHAJI BO BCE CTOPOHBI M OOBIYHO MCHOJB3YeTCA [JIsl YJIaBIUBaHUS JIMOO
IIYIIEHUS] CUTHAJIOB HAa IIMPOKOW TEPPUTOPUHU. DJIEKTPOMArHUTHOE W3IIy4ECHHE
MPUXOJUT CO BCEX CTOPOH, W €CIM HE HCIIONb30BaTh CIELUUAIbHBIA KOMIUIEKC
OPUEMHBIX AHTEHH, TO MPU TOMOILIM OAHOW CTAHIMU CO «BCEHAINPABICHHOI»
AHTEHHOW HEBO3MOYKHO OIPEACIINTh HAIpaBJICHUE CHUTHAjla Ha U3JIyYarollylo

AHTCHHY. KpOMe TOI'0, aHTCHHBI HIMPOKOI'O paanyca ,Z[GﬁCTBPISI HE Jar0T HUKAKOI'O
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YCUIICHUSI CUTHaJIa, C€CJIM HC COCAMHUTL HUX C KOJUIMHCAPHBIM MAaCCUBOM, I'JIC

YCUJIEHHUE MOXET JocTurath 8 nb.

ari=R ;A0-50°
o)L~ 025,850

Q552,40 94"

Puc. 2.1. CummeTpudHbIi BUOPATOP ¥ HECKOIBKO BO3MOKHBIX BapHAIIUN

AuarpaMmbl HAITPABJIICHHOCTHU B 3aBUCHUMOCTH OT CI'0 (I)I/ISHLIGCKI/IX XapaKTCPHUCTUK
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Puc. 2.2. Aatenna Yna-fru u ee quarpaMMa HarpaBJIEHHOCTH
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Puc 2.3 [Tapabonuueckast aHTEHHA U €€ JuarpaMMa HarpaBJIeHHOCTH

m»

AntenHa Yyagi (HampaBicHHas) o0JamaeT ocoObIM CBOMCTBOM: OHA
(poKycHupyeT 3JEKTPOMarHUTHOE H3JIyY€HHE OT IMPUCOECTUHEHHOIO 3JIEMEHTa B
ONpEJEICHHOM HANpaBJIE€HUU. AHTEHHAa TaKOro THIA OOBIYHO (OpMHUpPYET
auarpaMmy HarpasieHHOCTH mupuHoi 10...20 ¢ ycunenunem 10...18 a1b. O0br4HO
yagi UCIoJIb3yeTcs, KOTJIa He yJIAeTCs OXBaTHTh BCE TpeOyeMoe MpPOCTPaHCTBO
U3JYYCHUEM «BCEHANPABJICHHOW» aHTEeHHBbI. Kpome Toro, yagi TpUMEHSIOT B
LEeNIAX TIYIIEHHWs ONPENEICHHOIO0 YCTPOMCTBA WM TIPyHIbl  YCTPOMUCTB,
reorpaUyecky pacrlojOKEHHBIX HeAaleKko Apyr oT apyra. Vcmonbs3zoBaHue
TPEHOXKHUKA JUIS TEJIeKaMephbl WM TEJIECKOIa MOMOTAeT HAIlleJIUTh aHTeHHY Yagi
Ha OOBEKT.

VY mapabonuyeckoil aHTEHHBI, caMblid Y3KUN My4OK u3nydeHus - ot 4 go 10
IpaaycoB. DTOT THI aHTEHHBI UCIIOIb3YETCS, KOTJA aTAKYIOIIEMY HAJ0 3aTauThCs
u pabortath ¢ Oosblioro paccrosiHus. C Hell TpyaHO YHpaBIsATHCS M3-3a y30CTH
IJIaBHOTO JIETIECTKA JMarpaMMbl HANpaBJIEHHOCTH, HO Ojarojapsi 3TOMY MOKHO
TOYHEE OMPEENATh MECTONOJI0XKeHe 00bekTa. [lapabonnueckasl aHTEeHHA Tak»Ke
MOAXOAMT JJIS TIIYIICHUS WM MPOBEJEHUSI HAIpPABICHHBIX aTaK, a B HEKOTOPbIX

CiIydasix W JiJIsl TOTr0, YTOObI M30€KaTh OOHAPYKEHUS.
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[IporpammHoe obecrieueHrne, KOTOpoe OO0ECredrMBaeT aHalu3 TOJYYCHHBIX
MAaKEeTOB, PACCOPTUPOBAHHBIX MO MIMPOTE U JOIATOTE, OOBIYHO UCIOJIb3YIOT, YTOOBI
0003HAYUTh TEPPUTOPHUIO U TPAHUIIBI HEU3BECTHOW OecrpoBOAHOM cetu Internet.
Mupotry u npomrory mnomoraer yctaHoBuTh GPS-mpuemuuk. Pa3BeprhiBanue
OecrpoBOAHON CETH OMPEIEISIIOT, HAHOCS TOYKU Ha KapTy.

Tatinvle OecnposooHvle kananvl. EcTh eme oauH (PakTop, KOTOPBIH
MO0JIb30BaTeIM  OECHPOBOJHBIX CHUCTEM JOJDKHBI TPUHUMATh BO BHHUMAaHMHE,
co3gaBas WM oOuLeHuBass ceTb. [lOCKOJIBKY CTOMMOCTH TOYEK OECIpPOBOIHOTO
J0CTyIla HA3Ka U CO3/1aTh TOYKY JOCTYIIa HA OCHOBE MPOIPAMMHOI0 O0ECIICUEHMS,
crangaptHoro HoytOyka U NIC-kapTtel 1711 OGecrnpoBOAHON CBSI3U  JTIOBOJIBHO
poCTO, TpeOyeTcss OAUTENBHO OTCIEKUBATH HEKOPPEKTHO CKOH(UTYpHUPOBAHHOE
WIA HENpPOAYMaHHO pa3BEpHYTOE OECHpoOBOJHOE OOOPYAOBaHHE B MPOBOJHOU
ceTh. OTO OOOpyJOBaHHME MOXKET NPOAENaTh OYEHb 3aMETHBIE «JABIPbD» B
MPOBOAHON MH(PPACTPYKTYpPE, Ky/la MOTYT HAIIPABUTHCS aTaKYIOIIUE C PACCTOSHUS
B HECKOJIBKO KUJIOMETPOB OT CETH.

[Ipu momoIy aHAJIOTMYHON KOHCTPYKIHUU MOKHO MPOJIOKUTH CBOEOOPa3HbIN
«0ecpoBOTHON MOCTHK» W BBIKAQUMBATh JAaHHBIE W3 CETH BHE 3alIUIIEHHOTO
31aHus, O0pa3oBaB LEAYyI0 Lenb To4yeK aocTymna. [logoOHBI mpueM MOXKET
YBEJIMYUTH TEPPUTOPHIO, TJI€ Pa3BEPHYTa CETh, HA MHOTO MUJIb.

Ilpobnemovr  poymunea. Emie o0AHO BaXHOE OTIMYME TPOBOJHBIX U
OecrpOBOJHBIX TEXHOJOTMM  3aK/IIo4yaeTcsi B  CIHOCOOHOCTH  IOJIb30BAaTEls
NepeIBUTAThCS, TOAIEPKUBAsI CBSI3b C CeThI0. KOHIENIHS pOyMUHTa MPAKTUIECKU
OJIMHAKOBAa B pa3jM4HBIX cTaHaapTax OecmpoBomHoit cBs3u - CDMA (Code
Division Multiple Access), GSM (Global System for Mobile Communications) u
o6ecnpoBogHom Internet. Muorue ceressie npunoxkenust TCP/IP tpeOytor, 4T0oObBI
IP-anpeca cepBepa U KJIMEHTa OCTAaBAJUCh HEM3MEHHBIMHU, OJHAKO B IpOLECCe
pOyMHHTa B CeTH aOOHEHT 00s3aTellbHO OyAeT MOKWUIATh OJHU €€ Y4YacTKu U
NpUCOEANHAThCS K ApyruM. Ha sToM TpeOoBaHHMM OCHOBAHO HCHOJIb30BAaHUE

MOOMIIbHBIX |P-agpecoB U Ipyrux MEXaHu3MOB POYMHHIA B OECIIPOBOIHBIX CETSIX.
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I'maBHass unes MoOwnbHOM |P-CcBSI3M - peructpanusi MECTOHAXOXKICHHS
M0JIb30BaTENsl ¥ MepeHanpaniieHue Tpaduka. Anpec, He 3aBUCUMBII OT TOro, /e
HaxoAuTcs aOoHeHT, mpeaHasHaueH g nogaepxku TCP/IP-coenunenus, a
BPEMEHHBIM  aJpeC, 3aBUCAIIMHA OT  MECTOHAXOXKICHUSA  I0JIb30BATEI,
o0OecreunBaeT COEAMHEHUE C pecypcamu JOKalbHOW cetu. st MoOuiIbHOM
cuctemsl IP ecTb Tpu AOMONHUTENBHBIX PETYIUPYIONINX TPEOOBAHUSA: MOOMIIbHBIHI
y3ell, JOMallHUM areHT W HWHOCTPAaHHBIM areHT. MOOWIBHBIM y3el - 3TO
OecrpoBOJHOE  YCTPOMCTBO TMOJIb30BaTeNsl, JOMAIIHMA areHT - CepBep,
PacMoJOKEHHBIH B JOMAITHEH CeTH MOOWUIIBHOTO y371a, a MHOCTPAHHBIA areHr -
CepBep, paCIoIOKEHHBIN B CETH, Kya moiiaet, poyMuHr. Korna MoOMiIbHBIN y3ei
MEePEXOAUT B HOBYIO CE€Th, OH MOJy4yaeT BpemeHHbI |P-ampec, 3aBucsammii ot
MECTOIOJIOKEHHUSI, U PETUCTPUPYETCS B HHOCTPAHHBIA areHT. 3aTeM MHOCTPaHHBIN
areHT CBSA3BIBAETCS C JIOMAIIHUM areHTOM, YBEIOMJISS €ro, YTO MOOMJIBHBIN y3en
IIPUCOEIMHEH K HEMY M BCE IMAKEThI JOJDKHBI C 3TOIO MOMEHTA MEPEHAIIPABIIATHCS
4yepe3 pOyMUHI THOCTPAHHOT'O areHTa Ha JOMAIIHUN areHT.

JUist TakoW cXeMbl OYEBUJHBI HEKOTOpbIE MpoOsieMbl. OTBETHBIE aTakud Ha
MPOLIECC PETUCTPALIMK MOTYT OBITh OCYIIECTBJIEHBI C JIO)KHOW CTAHLIMM B JIPYrou
gueiike C TIedbl0  TepexBaTa Tpaduka, wucxomsAmiero u3 cetd. Ecnum
3JIOYMBIIUICHHUK UMUTHPYET PEATIbHYIO CTAHLNIO, OH ITOJIYYUT HE3AKOHHOE ITPABO
II0JIb30BAHMS CETEBBIMU YCIIyTaMH.

Takum o0Opa3oM, MOHMMaHHE yrpo3 0€30MacHOCTH OECIPOBOAHBIX CETEH -
nepBblii mar B oOecrneyeHMH uUX 3aumThl. [IpemmyiecTBa HMCMOIB30BAHUS
OecrpoOBOJHBIX TEXHOJIOTUH HACTOJBKO OUYEBHUIHBI, YTO CEPbE3HBIE YIPO3bI
0€30MacHOCTH HE JIOJKHBI CTaTh PErpaaoi Juisl pacpoCTpaHeHust 0eCIpPOBOIHbBIX
npwioxenuit. Ilpocreimme Mepsl OpeAOCTOPOKHOCTH MOTYT MHHUMH3HPOBATH

yiiep0 OT MHOTHX PaclpOCTpaHEHHBIX aTak.
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BriBoawbI k raase ||

Bo Bropoil TrnmaBe caenaH 0030p M PACCMOTPEHbl  OCOOEHHOCTH
pacnpoCTpaHEHHUsS] CUTHAJIOB B PA3JIMYHBIX CPEAax, BOSHUKAIOUINE B CBSI3U C 3TUM
po0ieMbl, (haKTOPhI, BIAMSIONINE HA KAUeCTBO Nepenaun paguocursanoB. Ocodoe
BHUMAHHUE YJEJIEHO MNpodjemMaM yYrpo3 O0€30lacHOCTH B paguoCHUCTEMax, HUX

MOSIBJIEHUIO, ITPOSIBIICHUIO U ClIOCO0amM OOPBOBI C HUMHU.
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Taasa |11. 9JIEKTPOMAT'HUTHOE U3JIYYEHUE PAIMOCUCTEM
YBY U CBY IUAITA30HOB

1. IIpo0JieMbl B3aHMHOI0 BJMSIHUS PAANOYCTPOMCTB

Pacnpoctpanenue curnanoB B cuctemax YBY n CBY nuana3oHOB cepbe3HO
OTpaHUYEeHHO TmpolieMaMu B OOJACTH DSJIECKTPOMArHUTHOM COBMECTUMOCTH.
JlanHoe 0OCTOSITENbCTBO HE OBLIO OBl CTOJNBH 3aMETHO, €ClAH Obl Ha OCHOBE
OecTpOBOHBIX TEXHOJOTUM, pabOTAIOIIMX B pacCMaTpUBAEMbIX IHANa30HAX, B
OCOOEHHOCTH B HEJNMIIEH3UPYEMbIX nuara3onax ISM (mo mpuyuHe ClI0KHOCTU
KOHTPOJIMPOBAHHWSI W COTJIAaCOBAaHMS  HENMIEH3UPYEMBIX  CIyxk0), He
NPOU3BOAWINCH M OKCIUTyaTUPOBAIUCH TaKue OBITOBBIE YCTPOMCTBA, Kak
O6ecrnpoBoaHbie BHuaeokamepbl Wi-Fi, nerckue pamuo-usnu, agantepbl Wi-Fi u
Bluetooth B HOyTOyKax, coBpeMeHHBbIE MTPOBBIC MPHUCTABKH, MOACPKUBAIOIINE
CETEBbIE PEXKUMBI IO OECTIPOBOAHOMY KaHaly, O€CpOBOAHAS ayAHOaIapaTypa u
MHoroe npyroe. Cnemyer OTMETUTh, YTO c(epa NPUMEHEHHS OJHHMX TOJBKO
OecnpoBOAHBIX BHJEOKaMep M Touek goctyna Wi-Fi ypes3BbuaitHO oOmmpHa u
Hallla TpUMEHEHWE B pa3IUYHbIX Oapax W kKade, oducax, OaHKax, Ha
M30MpaTeNbHBIX yYacTKaX, aBTOCTOSHKAX, B JIOMAalTHUX YCJIOBHSAX M BO MHOTHX
JIPYTUX MECTax, 4TO CEPbE3HO 3aCTaBIISIET 3aAyMaThCsi 00 OUYEBUIHBIX MPoOIEeMax
3JIEKTPOMArHUTHOM COBMECTUMOCTH B UCTIOJIb3YEMbIX rana3onax [21].

Ha ocHoBanmm nanubix mnpoOiem B 2010 roay kommanuen «Miercomy Obui
chOpMHpPOBAaH OTYET KacaTeJIbHO pEe3yJbTAaTOB Ja0OPATOPHOTO TECTUPOBAHMS
OTHOCHUTEIIFHO ypPOBHEH BHOCHUMBIX TIOMEX pAa3IUYHBIM  O0OpYyIOBaHUEM,
paborarormum B nuarnazonax ISM 24ITm u 5 I'Tp Ha OecripoBOAHBIE TOYKH
noctyma Wi-Fi.

KnuenToM B ucciieioBaHue SIBISIICS MOPTATUBHBIN KOMITBIOTED C aaanTepoM
crangapta 802.11n, toukoir moctynma ¢upmber «Cisco» cepuu 3500. HMcxomnas

IPOIYCKHAsI CIOCOOHOCTh 000pynoBanus Ha yactore 2,4 I'T'1 Oblna u3mepeHa B
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cBOOOJHOM OT IIOMEX Juala3oHe Ha KaHamax 1, 6 um 11, m cocraBuia
88,849 Mout/c.

[Tocne BritoueHust rapuuTypsl Bluetooth B HemocpencTBenHol 0mM30C¢TH OT
UCIBITYEMOr0 000pYyIOBaHMs MPOMYCKHAs CIOCOOHOCTHh ymama no 76 Mowurt/c.
Crnenyer oTMeTUTh, 4TO ycrpoiicTBo Bluetooth mpencrasisier coboit Tum momex,
BBI3BIBAIOIINX CKAYKOOOpa3HbIC N3MEHEHUS YaCTOTHI.

Takoke 4TOOBI 3aMKCUPOBATH BIUSHUE CKAYKOOOPAa3HOW CMEHBI YaCTOTHI Ha
CUTHAJI, MCIOJIb30BAINCHh OeCrpoBOJHBIC TelaehOHBI, padoTaronue Ha YacToTe
2,4 ITu. Ucnmonws3oBanmuck Tpu TenedoHA: JBA B PEXKUME pa3roBopa U OJUH,
HaXOJSIIIMICA Ha 0a30BOM CTaHIMHU, TMOJKIIOUYEHHOM K Ha3eMHOM IMPOBOJIHOMN
nuHuM. Bo BpeMs UCIONb30BaHUS BCEX TeJIEPOHOB MPOIMYCKHAs CIOCOOHOCTH
ynana 0 57 Mowut/c.

Uro ke Kacaercss MHKPOBOJHOBOM I€UH, €l CO3MAaI0TCAd IOMEXU
IUKIMYECKOTO0 THUIMA, OKa3bIBAIOIIME BO3JCHCTBUE HA KaHalIbl BEPXHEW 4YacTH
yactoThl 2,4 I'T1, ¢ 6 mo 11 kaHan B 3aBUCUMOCTU OT Mojenu. [Ipyu BKIFOYEHHOM
Ha JIB€ MUHYTHI B PEKUME BBICOKOW MOIIIHOCTH MUKPOBOJHOBOM €YU MPOIMyCKHAS
criocoOHOCTEL cHU3MUIACh 10 50 Mowut/c.

[Tocne BxiIrOYeHWs OECHPOBOJHON KamMepbl BUICOHAOIIO/EHUS Oblia
OTMEYCHA HyJIeBas MPOIyCKHas criocoOHocTh (Puc. 3.1).

Ha wactore 5 ITn xJIMEHTOM B HCCIEIOBAaHHUE SIBISUICS MNOPTATHUBHBIN
KOMITbIOTEp ¢ amantepoMm cranaaptra 802.11n, toukoit moctyna ¢upmbl «CiSCO»
cepun 3500. MicxoaHast mponyckHas ClOCOOHOCTh 000pyA0BaHMs ObLIa M3MEPEHA
B CBOOOJHOM OT IOMEX JAHaIia3oHe Ha kaHaje 153 u cocraBuna 164,8 Mout/c.

[Tocne BKIIOYEHUS KaMmephl BHUACOHAONIOACHUS paboTarolieil B TOM IKe
nuanazoHe Ha 153 kaHane curHai ObUT MOJABJIEH HEMPEPHIBHBIMH BOJHOBBIMH
nmoMexamM, ¥ TOJKIIOUCHHE KIMEeHTa oOopBaiock. Bo Bpemsi paboThl
BUJICOKaMEPhI MPOMYCKHasi CIOCOOHOCTH B ceTH coctaBuiia 0%.

UtoObl 3adUKCHUpPOBATh BIMSHUE CKAYKOOOpa3HON CMEHBI 4YacTOThI Ha
CUTHaJ, HCMoJb3oBaIuch OecnpoBoanbie Tenehonsl DECT, paboraromue Ha

gactote 5 I'T1. beun ucnonb3oBansl Tpu TenedoHa: Ba B peKUME pa3roBopa u
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OJVH, HaxXxoJsdIuiics Ha 0a30BOM CTAHIMH, IOJAKIIOYEHHOM K Ha3eMHOH
poBOAHON nuHUU. Bo BpeMs paboThl Bcex Tele(OHOB MPOMYCKHAsI CIIOCOOHOCTh
B cetu ymana mo 102 MoOwut/c, a xauyecTBO OECIPOBOJHON CBS3HM, U3MEPEHHOE

TOYKOH mocTyma, coctaBmiio 86% u3 Bo3mMoxubIX 100% (Puc. 3.2) [19].

100.0
90.0
80.0
70.0
60.0 -
50.0
40.0
30.0
20.0
10.0 5

0.0 -

Bazosbifi yposeHb Bluetooth becnposogHoin MukposonHoeas Bugeokamepa
ana24Ilmy TenegoH nevb

0.0

MponyckHas cnocobHocTb TCP (M6uTt/cek)

Puc. 3.1 CpaBHEeHHE UCXOAHON MPOMYCKHON CIOCOOHOCTH O0ECITPOBOHOTO
obopynosanus Wi-Fi paboraroriero Ha yacrore 2.4 I'T'1; ¢ mponmyckHOi#
CTIIOCOOHOCTBIO TIOJ] BO3JIEHCTBHEM IOMEX OT paboThl yerpoiicTs Bluetooth,

6ecnpoBoHbIX TenedorHoB DECT, MUKPOBOIHOBOM NeUr U BUACOKAMEPHI
175.0

150.0

125.0 1

100.0 1

TCP (Mbps)

75.0

50.0

25.0
0.0

T 1
5 GHz becnpoeoaHon Buagnokamepa
TenedpoH

Puc. 3.2 CpaBHEHHE HCXOTHOW MPOITYCKHON CITOCOOHOCTH OECIIPOBOIHOTO

0.0 -

obopynosauus Wi-Fi paboraroriero Ha yactote 5 I'T1[ ¢ mpomyckHO#
CITOCOOHOCTBIO MO/ BO3ICUCTBHEM IMTOMEX OT pabOThl OECIIPOBOIHBIX

tenedonoB DECT u BugeokaMepsl
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Takum  00pazom, OUYEBHAHO, UTO MPOOJIEMBI  AJIEKTPOMATHUTHOU
COBMECTUMOCTH B pacCMaTpPUBAEMbIX IHMAINA30HAX BO3HMKAIOIIUE I10 IPUYUHE
CHJIBHOM 3arpy’K€HHOCTH 3aHHUMAaEMbIX YacTOT TPEOYIOT JETAJbHOTO M3YYECHHS C
LEeNbI0 TaJTbHEHUIIIEero YCTpaHeHUs WM, TI0 KpailHell Mepe, yMEHbIIEHUs! mpolaemM

BBI3BIBACMBIX JaHHBIMHA 00CTOSTEIIECTBAMH.

2. Crioco0bl BbISIBJIEHUS HCTOYHHKOB PaAIANON3JIyYCHUS

OtrankuBasich OT HWH(OpMAIMH, IMOJYYCHHOM B MPEIbIAYIIUX pas3jeiax
JUCCEePTALIMOHHONW PabOThl, MOXKHO C(HOPMYIHpPOBaTH MPOOJIEMbl, BOSHUKAIOIINE
npu paboTte GecrpoBOAHBIX cucTeM nepeaaun naHHbpIX B Y BY u CBY guamna3onax.

Bo-niepBbIX, HECMOTpST Ha BeChbMa JIETAJbHYI0 HM3YyYEHHOCTh OCOOEHHOCTEH
pacnpoCTpaHEHHS] CUTHAJIOB B PA3JIMYHBIX CpPElaX, BOSHUKAIOIIUX B CBA3U C ITUM
npobieM u (PaKTOpOB, BIUAIONIMX HA KAa4yeCTBO TMEpeaadd pajuOCHUTHAJIOB,
MOSBJICHUE HOBBIX PAJAUOICKTPOHHBIX CPEJICTB M BBICOKOYACTOTHBIX YCTPOMCTB
MPaKTUYECKU BCET/1a O0YCIOBICHO MOSBICHUEM HOBBIX ITPOOJIEM.

Bo-BTOpBIX, Yalie BCEro MNPOU3BOAMUTENSIMHU YUHUTBHIBAETCS BO3JACUCTBUE
HCKJTIOYUTELHO HOBOTO OOOpYyJOBaHUS Ha CHUCTEMbI, pa0OTalOlIUEe B CMEKHOM
JMana3oHe 4acToT, 0e3 ydyera u3Hoca. JlaHHOe O0OCTOsITENhCTBO BiI€UET 3a cOOOM
BEChbMa CEpbe3HOE UCKAKEHUE (PaKTOB.

Tak, manpumep, paccmatpuBas auamnazoH ISM 2,4 I'Tu, na padory Wi-Fi
000pyZIOBaHUSI OKa3bIBAIOT BO3JCHCTBHE MHUKPOBONHOBBIE Tieun. C  OJHOM
CTOPOHBI, UX MPOU3BOJIUTENN TAPAHTUPYIOT OTCYTCTBUE BHEIIHETO MAPA3UTHOTO
W3JIy4EHUs, C APYTrOM CTOPOHBI SKCIIEPUMEHTAIBHBIE UCCIIEIOBAHUS MIOKA3bIBAIOT,
YTO IIPU HEKOTOPBIX YCJIOBHSX MHKPOBOJHOBBIE MEYU SBJISIOTCA JTOCTATOYHO
CEpPbE3HBIM UCTOUYHUKOM M3JIYUYEHUS, KOTOPOE SIBISECTCS MOTEHINATLHON TOMEXO0H
JUTsl pabOTHI YCTPOIMCTB NIEpenauu JaHHBIX.

HUcxonsa u3 3TOTO, BeCbMa aKTyaJbHOM 3azauei SIBIISIETCSA

OKCIICPUMCHTAJIbHOC HCCICAOBAHHUC CIICKTpa JJICKTPOMAarHuTHOTO H3JIYUCHUSA
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CHUCTEM Tiepelayd JaHHBIX M TOTEHIMAILHOTO HCTOYHHUKA TOMEX, a TaKXKe
POBEICHUE DSKCIEPUMEHTOB MO M3YYECHHIO CTENEHU BIUSHUS U3ITyYECHHUS
MUKpPOBOJHOBOM Neun Ha paboty cereii ctanaapta IEEE 802.11.

B mpenpinymeM pasgene OMUCHIBAIOCh, YTO CYIIECTBYIOT € JIPYTHE
YCTPOMCTBA, SIBJSIONIMECS CUIBHBIMA UCTOYHUKAMU MoMex B Auanaszone 2,4 ',
Takue Kak OecrpoBOAHBIE KaMepbl BUACOHAOMIOIEHNUS, OeCIIPOBOAHBIC Tele(OHBI
DECT, a Taxke oOopynoBanue Bluetooth, oamako B pamkax JaHHOU
JTUCCEPTAIIMOHHON PabOThl TUTAHHPOBAJIOCH IPOBEACHHUE SKCIEPUMEHTATHHBIX
MCCJICIOBAHUI UCKITIOUUTEITLHO IO CTETICHW BO3JEHCTBHUS MUKPOBOJHOBBIX ITeUEH
Ha paboTy cUCTeM mepeaaun JaHHbIX cTangapta 802.11g.

UccnepoBanus npoogmnch B I'YII IOMC Ha obopynoBanuu (pupMbl
Rohde & Schwarz ¢ momydenuem chnekTporpaMM H TpadUKOB IMPOMYCKHOM
CIIOCOOHOCTH CHCTEM Iepeiaun JJaHHBIX.

JIJIsl CHATHSI CTIEKTPATBHBIX XapaKTEPUCTUK OBLT MCITOJIH30BaH TOPTATUBHBIN
ananmu3atop crektpa Rohde & Schwarz ® FSH3 (Puc.3.3). B xauecTBe aHTEHHBI
WCII0JIb30BajIach aKTHBHAs HanpaBjicHHas anTeHHa R&S&HE300CE (Puc. 3.4).

AxtuBHas HampaBieHHas aHTeHHa R&SSHE300CE mnpennaznauena s
MOMCKA pauoIepeJaTINKOB M UICTOUHUKOB TToMeX, B auama3zoHe oT 500 MI'm o
7,5 I'Tu. bnarogapsi BO3MOXXHOCTH HCIOJIb30BaHUSI PEXUMOB «llaccuBHBIN» 1
«AKTUBHBIN» JTaHHAsl aHTEHHA UMEET IUPOKUN JUHAMUYECKUM auana3oH. Macca
aHTeHHBI OKoJI0 1 kr. BO3MOXHO HCMONb30BaHNE, KaK I BEPTUKAIBHOM, TaK U
JUTSI TOPU30HTATBHOMN TIOJIIPU3ALIHH.

Ananuzarop cnektpa R&SSFSH3 obnanaet cinenyomummMu n3MepuTeIbHBIMU
(YHKIMSAMMU:

- I3MEPEHHE 3aHUMAEeMOM TI0JIOCHI YaCTOT;

- U3BMEPEHUE, MOTJIOMIAEMOM, TPOXOAIIECH U OTPAKEHHON MOIIIHOCTH;

- I3MEPCHHE HAMPSHKEHHOCTH TIOJIS;

-U3MEpPEHNE MOIIIHOCTH B KaHAJe;

- I3MEPECHHE YPOBHS PAIUONIOMEX B PEXKUME TPUEMHUKA K MHOT'O€ JIPYTOE.

Texandeckue xapakrepucTuku npuBeneHbl R&SSFSH3 B Tabmmme 3.1.
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Jlist  TecTMpoBaHUS CHCTEMBI Tiepenadd maHHbIX craHmapta 802.11g
HCTIOIB30BAJIOCH CIIEAYIOIIee 000pyI0BaHUE:

-mapmpytuzarop D-Link DIR-615, noxnepxuBaromuii ctangapter 802.11b,
802.11g n 802.11n;

-HOYyTOYK IIOJ yIpaBlieHHe ¢ amamnrepoMm OecrpoBogHoii cetu  WIi-Fi
Intel® PRO, Wireless 3945ABG Network Connection;

-aganTep OecrnpoBoaHoi cetu Edimax EW-7811Un na 6a3e uuncera Ralink
3070.

Hcnonp30Banoch cienyroliee mporpaMMHOe 00ecrieueHue:

-HOyTOYK o1 yrpasiieauem OC Microsoft® Windows® 7 Home Extended ¢
MOCJIEAHUMHU OOHOBJIEHUSIMH

-cTallMOHapHBIA KoMIbioTep moj yrnpasieHuemM OC Microsoft® Windows®
7 JlomamnHsst 6a30oBasi ¢ MakeToM OOHOBJICHUS 1,

-porpammHoe obecriedenue Intel® PRO Wireless Wi-Fi Bepcun 13.5.0.0.
Hpaiiep amantepa Wi-Fi Intel® PRO/Wireless 3945ABG Network Connection
Bepcun 13.4.0.139;

-6ecnipoBoHOM Mapmpytuzarop D-Link DIR-615 mox ympasnennem DD-
WRT v24-sp2 build 17084M NEWT ot 17 mas 2011 rona.

JIns  TecTUpOBaHUSI MPOMYCKHOM CHOCOOHOCTH CETEBOTO COEAMHEHUS
UCIOJIb30BaIach CBOOOIHO pacHpocTpaHsieMas KpoccraaThopMeHHasi KOHCOIbHAs
nporpamma iperf Bepcum 2.0.5 mox Windows. B kadectBe rpadudeckoro
unTepdeiica ms iperf ucnons3zoBanacek odonouka jperf epcun 2.0.2.

B kadecTBe HCTOYHWKA SJICKTPOMArHHTHOTO H3IYYCHHS HCIIOIh30BAIACH
ObITOBass MUKpoBOIHOBas neub Samsung G2739NR. Cpox skcrmyaranuu neuu 4
rojia. MomHocTs u3nydenus Ha yactore 2450 MI'1 coctasnsier 1100 Br.

OneIT HavaJics ¢ aHajgW3a CIEKTpa CHTHAJIA TOYKH JOCTyNa CTaHIapTa
802.119. K anamuzatopy cnekrpa R&SSFSH3 Obuia mnoaxmtoueHa aHTeHHa
R&S&HE300CE. K Touke nocryna DIR-615 moaxmroueHa mratHas aHTEHHa C
ycusenueM 2 nbu. B Hactpolikax Touku moctyna BeiOpaH 11 kanan (2462 MI'n).

MorHocTh Ha Beixojie nepeaaTunka 35 MBT (15 1bm) (Puc. 3.5).
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Puc. 3.3 Ananmuzarop criektpa R&SSFSH3

Puc. 3.4 AxruBHas HanpaBieHHas aHTeHHa R&SSHE300CE
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Tabnuna 3.1 Texuuueckue xapakrepucTukn R&S&FSH3

Jlmama3oH 9acToT oT 100 k' mo 3 I'T1x
[Tonoca pa3zpernieHus ot 100 't mo 1 MI'g
[Tonoca BuneodunbTpa or 10 't ;o 1 MI'1
Cpennuii ypoBeHb COOCTBEHHBIX tut. -135 nbwm (B monoce
IITyMOB 100 I'm)
Touka mepeceyecHus 1o
UHTEPMOTYJISIIAOHHBIM COCTABJISTFOIITAM tun. 13 nbm

tpetbero mopsaka (TOI)

dazosbiii mrym SSB <-100 abu (1 I'm)
OTCYETOB, MMKOBBIN (MakKc,
Tunel neTeKTOpOB MUH. ), aBTOITMKOBBIH.
CpEaHEKBaAPATUYHBIN
[lorpemHOCTh U3MEPEHUS YPOBHS <1,5 nb. tun. 0,5 nb
OnopHbI YpOBEHB ot -80 1o +20 nbm
170 mm x 120 MM x 270
["aGapuTsl
MM
Macca 2,5 kr

B ananumzarope crnexTpa ObulM 3aJaHbl CIEAYIOLINE MapaMeTpbl: HayalabHAs
yactoTa 2400 MTI', koneuynas yacrora 2500 MI'm.

PaccTosiHre OT aHTEHHBI aHaJIM3aTOpa CHEKTpa 10 aHTEHHBI TOUKH JOCTYTIA -
1m. JlanHBIC HE TIEpemaBaMCh. ToYKa JOCTyIa mepeaaBaia Tojabko cBoii BSSID.
Ha »skpane ananmzaTopa CHekTpa OTOOpa)alucCh €CTECTBEHHBIC IIyMbI B KaHalle
(Puc. 3.6).

Cxema, MO KOTOpOH MPOBOAWIOCH TECTHPOBAHHE KOMITBIOTEPHOW CETH,
npencraBieHa Ha Puc. 3.7. B pgaHHOM ceTeBOM COEAMHEHHMM TOYKa JIOCTyMa
MOJAKIIOYEHAa K KOMITbIOTEPY ceTeBbiM Kabermem cranmapta 100BASE-TX Fast
Ethernet. CkopocTh coelMHEHHsSI «TOYKa JIOCTYMA-KOMIIBIOTEP» COCTABJIACT
100MOuT/c, 4To MOYTH B 2 pasa MPEBBILIAET MPOMYCKHYIO CIIOCOOHOCTH ceTei
802.119 u mo3BOJSET MOJTHOCTHIO YCTPAHUTH BIMSHUE 3TOTO CErMEHTa CETEBOI0O

COEIMHEHMSI HA PE3YJIbTaThl TECTA.
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Mapwpyrnsarop WAN LAN VWLAHN 3arpysKa cerei

BECNPOBOQHEN CETh

Craryc bacnporogHOit caTH

MAC-appec 00:20:4C:C0:00:03

Paanc Peoyvo srmrceso

Tun Tows oocTyns

Cetp Toroxo G

551D WLAN

Kanan 11

VMoWHocTE NEPSaaTUIKS 35 mW

Cxopccrp 54 Mbops

Lippozsanie - MrTeahsie wi Brrsouenn, VWPA2 Personal
Cratyc FPT? OTrnoYero

Puc. 3.5 Hacrpoiiku Touku nocrymna Wi-Fi

Puc. 3.6 CriekTp 3JeKTpOMarHMTHOTO U3Iy4YeHUS B Auana3one 2,4...2,5 ['Tn
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3amyckaeM Ha Kommblotepe iperf B pexkuMe cepBepa, Ha HOYTOyKe - B
peKUME KIMEHTa. AHAJIM3aTOp CIIEKTpa OTOOpakaeT MOSBUBIIEECS M3IyUYECHUE OT

touku nocryna (Puc. 3.8).

{ )
: H WiFi

1- xoMmEBIOTED
2- TOUKa JOCTyna
3- BoyTOYK

Puc. 3.7 Cxema ceTeBbIX COCTUHEHHI SKCIIEPUMEHTA

Puc. 3.8 CrexTp 31eKTpOMarHuTHOTO U3Iy4eHus B Auana3one 2,4...2,5 ['Tn
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VYBenuunBaeM paspelieHHe aHalu3aTopa CIEKTpa: HayalbHas dacToTa
2450 MI'u, xoHeunas dvactota 2474 MI'nm. Ha skpaHe aHaim3aTopa CIEKTpa
oToOpakaercs madyka Hecymux - noguecymme OFDM cranmapra |IEEE 802.11g
(Puc. 3.9). KonudecTBo MOJHECYIIMX W MX YPOBEHb H3MCHSIOTCS BO BPEMCHH
(Puc. 3.10).

WTOTOBBINI  CHEKTp OSJACKTPOMArHWUTHOTO W3JIYYCHHS TOYKHA JOCTyma
cranaaprta |[EEE 802.11g, paGotatomieit Ha 11 kaHane, 3arMcaHHbIi aHAIU3ATOPOM
CIEKTpa B PEKHUME PETUCTpAIlM MaKCUMaJIbHBIX YPOBHEW CHUTHAlIa 3a BpeMs

3aMucy paBHOE OJTHOM MHUHYTE, MpeacTasieH Ha Puc. 3.11.

|
l

5
L

—aton .

TRALCE
wimuny DETECTOR oot

Puc. 3.9 Cnextp 371eKTpOMarHMTHOTO M3TYYCHHUS TOUKH JIOCTYIIa CTaHaapTa
IEEE 802.119, paGoTaromieit Ha 11 kanane (nenTpanpHas gactora 2462 M1,
mupuHa-24 MI'm)
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Kakx roBopuiochk Beiie, JUisi aHaiM3a CHEKTPa AJICKTPOMATHUTHOTO
U3NTy4YeHUsT B KauecTBE €ro HCTOYHMKA Oblla UCIOJIb30BaHA OBITOBas
MuKkpoBoJiHOBas medb Samsung G2739NR. Cpok skcrutyararuu neuud 4 roga.
MomrocTs usnmydenust Ha 9actore 2450 MI'1p cocraBnser 1100 Bt. B teuenue
ATOr0 CPOKa MeYb UCIOJIb30BATACh MUHUMYM 1 pa3 B CyTKHU.

Ha anamm3aTope crmekTpa BBICTaBIEHBI CICAYIONIME MapaMeTphl: HadaabHas
yactota 2400 MIn, xoneunas yactora 2500 MI'n. Paccrosnue ot
MUKpPOBOJIHOBOM I€YM [0 NPUEMHOM aHTEHHBbI OKOJO 3 METpoB. AHTEHHA
HaIpaBJieHa TEPIICHINKYIISIPHO IBEPIIE TICUH.

Bo Bpems usmepenus neusb padotana 1 MuHyTy. MoOIIHOCTH neud ObLia
BBICTaBJICHA Ha MAaKCHUMAaJbHOE BO3MOXKHOE 3HaueHue. BHyTpu meuu Haxojuics
CTEKJITHHBIM TOJICTOCTEHHBIM CTaKaH eMKOCTBIO 250 M. HAIIOJIHEHHBIN BOIOU M3-
0] KpaHa.

[TomydeHHBIA CIEKTP DJICKTPOMArHUTHOTO WM3JIy4YCHHUS TIPUBEIACH Ha
Puc. 3.12.

W3 rpaduka BUIHO, YTO MUK U3ITYYCHUS MPUXOAUTCA HA YacToTy 2474 MI'n
¥ HaXOJUTCs Ha rpaHwmiie mosiockl 11 kanana Wi-Fi u Ha 1ieHTpanbHO# yactoTe 13
kanaja Wi-Fi. YpoBeHb u3aydeHus Ha 3Tol yacTore coctaBiser -25,11 nbm. Tak
ke Ha Tpaduke oTMedYeHBI MUKW Ha dactorax 2437 MIm m 2414 MI'n, uro
COOTBETCTBYET YacToTaM 6 M 1 kaHajma COOTBETCTBEHHO. YPOBEHBb M3IIYUYCHHS Ha
ATUX YaCTOTaX ropaszio HUXKe.

Takum o0Opa3oM, N0 3aBEPIICHUIO BCEX MPEIBAPUTEIBHBIX MPOLEayp ObLI
MOCTABJIEH OJKCHEPUMEHT 1O aHajlu3y B3aUMHOTO BJIUSHUS  YCTPOWCTB
SJIEKTPOMArHUTHOTO M3JAy4deHHs: OecmpoBoaHoro obopynoBanus Wi-Fi u
OBITOBOI MUKPOBOJIHOBOH TEYH.

B oTtoM »sKkcmepuMeHTe OBLIO MPOAHATM3UPOBAHO BIUSHUC W3IIYYCHUS
OBITOBOM MUKPOBOJIHOBOM IME€YM Ha CKOPOCTh Mepenaud naHHbIX 1o cetu Wi-Fi
crangapta 802.11g.

Pacnonoxxenue odopynoBanus npuseneHo Ha Puc. 3.13.
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Paccrosinue mexy Toukoi goctymna (2) u Hoyroykom (5) paBHO pacCTOSIHUIO
MEXIY TOYKOH JOCTyIa U MHKPOBOJIHOBOI meubto (4). DTo paccTosiHHe paBHO 3
MeTpaM. PaccTosiHrue MKy MUKPOBOJHOBO# meubio (4) u HoyTOykoMm (5) paBHO 2
meTpam. Tonmuaa cTensl (3) 0KoyIo 5 ¢cM. MaTepual - JepeBsHHas paMa, OOIIuTast
TUTICOKaPTOHHOM 8 MM.

MHUKpPOBOJIHOBASI TI€Yh PA3BEPHYTA IUIOCKOCTHIO JIBEPIbI MEPICHIUKYISIPHO
HOyTOYKYy. HOoyTOyK pa3BepHYT IUIOCKOCTBIO JKpaHa MEPHEHIUKYISPHO TOYKE
JOCTyma - B OTOM HAIMpPaBICHUU OO0CCICUUBACTCS HAMOOJNBIICE YCUICHHUC
antenHoir Wi-Fi B kpeimke HOyTOyKe. PaccrostHus oOycioBIeHBI rabaputaMu

KBapTHUPBHI.

| '~’ |

bore mewoe ‘es -

i 'll'ﬂ” jj“nl; 'i ':"f!

. = TRACT
TRACE znum DETECTOR o7 )

Puc. 3.10 CriekTp 37€KTpOMAarHUTHOTO U3ITyUYEHUs TOYKHU JOCTYIa CTaHAapTa
IEEE 802.119, pa6oTaromieit Ha 11 kanane (meHTpanbHas yactora 2462 MI 1,
mupuHa -24 MI'm)
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Ha xommerotepe (1) ycranosnena komus I10 iperf. ckorndurypupoBannas Ha
paboty B pe:xume cepBepa. Touka J0CTymma COSNUHEHA ¢ KOMIIBIOTEPOM CETEBBIM
kabenem cranmapra 100BASE-TX Fast Ethernet. Ckopocth coennHeHUs] «TOUYKa
JOCTyIa-KOMITbIOTEp» cocTaBisier 100MOuUT/c, 94TO MOYTH B 2 pa3a IPEBBIIIACT
MPOITYCKHYIO crocoOHOCTh cereir 802.110 W MO3BOJIIET MOJHOCTBHIO YCTPAHUTH
BJIMSHHE 3TOTO CErMEHTa CETEBOIO COCIMHEHHs Ha pe3yabTaThl TecTa. B camoii
TOYKE JOCTYMa OTKJIFOYCHBI BCE CHCTEMBI 3alUThI M IMU(PPOBAHUS TpaduKa s
MHUHUMU3AIMN BIMSHUS HA CKOPOCTh Mepenavn AaHHbIX. HOyTOyK MOKITIOUEeH K
Touke nocryna. Ha HoyTOyke ycraHoBineHa komus [1O iperf ¢ rpaduueckoit

obomoukoii jperf. [1O HacTpoeHO Ha pabOTy B pexKMME KIHCHTA.

dBm  Ref
Ref Of

|
/ "J'-..'-l l-e."".‘:'L_..'hk\JH.V.-,I{L.,."_ '\v’nlll""l".lf‘-.‘rILJ '|||’\\'u'\,-L“'u‘l,u'l,"-f' M

Y

Y

Start Freque GHz Stop Frequency
Analyzer Center Frequ GHz Span

Puc. 3.11 CriekTp 2IeKTpOMarHuTHOTO U3IyYEHUs TOUYKH JOCTyTa CTaHAapTa
IEEE 802.119, paGoTaromieii Ha 11 kanane (nentpanpHas gactora 2462 M,

peanbHas mupuHa nouockl — 16 n1bm paBna 18 MI'n)

W3mepenust MpoBOAUINCH HA KaXKJIOM U3 JOCTynmHBIX 13 kaHamoB. Kaxmoe

U3MEPEHUEe MPOBOAWIOCH 3 pa3a MPHU BHIKIIOUEHHONM MHUKPOBOJIHOBOW mMedyu U 3
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pasa mOpu BKIIOYEHHOM MUKPOBOJIHOBOM IIe4d. BpemMs OZHOrO H3MEpEeHHus
cocraBisieT 30 cekyH[. 3aTeM pe3yJbTaThl U3MEPEHUN YCPEIHSINCh, U CTPOUIICS
rpauK MPOMYCKHOW CHOCOOHOCTM KaHaida Ha KaxaoMmM u3 13 kaHamoB mpu

BKJIIOYEHHOU U BBIKIOYEHHONM MUKPOBOJIHOBOU IIEYH.

dBm
00de

Time

Instrument

; 25GHz
Analyzer Cent eque 5 GHz 00 MHz

Puc. 3.12 CnekTp 37eKTpOMAarHUTHOTO U3ITyYeHUsT OBITOBOM
MHUKPOBOJIHOBOM reun. Mapkepsl: M - 2474 MTI'n, -25.11 nbm; My - 2437 MI'.
-48.16 nbm; M; - 2414 MTI', -54.36 n1bm

Tpaduk nepenasaiics no nporokoiay TCP B HampaBieHUU OT KOMIIBIOTEpPA K
HOYTOYKYy Kak HaubOojee pacrnpoCTpaHEHHBIM BapuWaHT B peaJbHBIX YCIOBUSIX
AKCIUTyaTaluu.

B MUKPOBOJIHOBOM m€YM BO BpeMs HU3MEPEHUS HAXOAMWJIICS CTEKJISTHHBIU
crakaH eMKkocThio 200 MIT ¢ 0OBIYHOM BOJIOIIPOBOTHOM BOJIOM.

Tak ke ObUT M3MEPEH YypOBEHb CHUTHAJIA, MNPUHUMAEMOIro aJanTepoM
HOYTOyKa Ha KaxaoM u3 13 KkaHaJoB B MECTE €ro YCTaHOBKH, YKa3aHHOM Ha
Puc. 3.13. Pabota MUKpPOBOJIHOBOH €YM HUKAKOTO BJIHMSHUS HA YPOBEHb CUTHAJA
HE OKazaja, IMO3TOMY OTOOpaXeH YCPEIHEHHBI ypOBEHb CUTHaJa Ha Ka)O0M

KaHayie. 3HaUeHHUs YPOBHS CUTHAJIa IpUBEACHBI B Tabmuie 3.2. YpoBeHb CUTHAJIA
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B NPAMOM BHIMMOCTHM TOYKM JOCTyIla Ha pacCTOSIHMM 1 M Ha BCceX KaHalax

coCTaBJisieT -22 nbM.

[To 3aBepuieHUIO OmbITa OBUIMA MOJIyYEHBbI PE3yJbTaThl aHaTN3a MPOMYCKHON

cocoonoctr Wi-Fi coenuHenus, nmpuBeaeHHbIe B Tadbmuie 3.3 1 Ha Puc. 3.14, mo

KOTOPBIM JICTKO OIIPCACINTL U3MCHCHUSA COCTOAHUSA 6CCHpOBOI[HOFO kanana Wi-Fi

10| BO3JICUCTBUEM MUKPOBOJIHOBOU MEYH.

Puc. 3.13 Cxema pacnosnoxxeHus 000py10BaHUs BO BpeMs POBEACHUS TeCTa

Tabnuma 3.2 YpoBeHb CUTHAIA TOYKH JOCTYIA, IPUHUMAEMBIN a1aliTepoM

Wi-Fi

Howmep kanana IlenTpanbHas yacrora. MI'm |YpoBeHb curnana. 1bm
1 2412 -64
2 2417 -71
3 2422 -72
4 2427 -55
5 2432 -52
6 2437 -53
7 2442 -51
8 2447 -56
9 2452 -57
10 2457 -55
11 2462 -55
12 2467 -56
13 2472 -54
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Tabnuna 3.3 Ckopoctu nepenaun mo 6ecripoBognomy kaxamy Wi-Fi mis

BBIKIIFOYCHHOM U BKJIFOYEHHOW MUKPOBOJIHOBOM €YU

Cxopoctb nepenaun | CKOpOCTh nepeaayu npu
Howmep | LleHTpanbHas | IIpy BBIKIFOYEHHOU BKJIFOUEHHOM
KaHaia | yacrtora. MI't | MUKPOBOJIHOBOM MHKPOBOJIHOBOU II€YH,
reuu, KOuT/c KOHUT/C

1 2412 21439 5241

2 2417 20165 7736

3 2422 21292 12035

4 2427 21364 13712

5 2432 21290 15597

6 2437 21293 16594

7 2442 20620 15566

8 2447 20480 15356

9 2452 20745 15213

10 2457 21438 17759

11 2462 21551 18889

12 2467 21813 8963

13 2472 21404 6905

Ileds BRIKTIOUEHA
Ileds BKTIO9EHA ™

Kbut/c

20000 kbuTt/c
15000 k6uTt/c
10000 k6uT/c
5000 kbut/c -

=

e

=

=

<

o~

2422 vry - [

-8
—
=
o
™
<
~

Puc. 3.14 3aBUCUMOCTb CKOPOCTH TE€peayu JaHHBIX OT KaHajla U COCTOSIHUS

2007 v, -

2407 MIry
2412 My,
2427 Mly, -
2437 My, -
2442 My,
2452 MIry
2457 My,
2462 My, -
2467 My,
2472 My, -
2477 My,

HNCTOYHHKA IIOMEXH
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3. MeToabl NOBbIIEHHS IOMEX03AMUIIIEHHOCTH M JIEKTPOMATHUTHOM

COBMECTHMOCTH PAHOCUCTEM U PAJMOYCTPOICTB

Pa3BuTHe  pagMOTEXHUYECKHMX  CHUCTEM  pa3JIMYHOTO  Ha3HAYCHUS
CONPOBOXKIAETCSI KaK OCBOCHHMEM HOBBIX JIMAlla30HOB 4YacTOT, TaK M
IPEIOCTAaBICHUEM OJHOM TMOJOCHl YacTOT HECKOJbKUM paauociyxbam. B
pe3yabTaTe OCHOBHBIE CHEKTPBI, M3JIy4aeMble U NPUHHUMAEMBbIE OTIEIbHBIMU
paguocpeICTBAMM, OKa3bIBAOTCSA YaCTUYHO WIH HOJIHOCTBIO
NEPEKPHIBAIOIIMMHUCS, YTO MPUBOAUT K YBEIUYCHUIO 4YHCIA MEHIAIoIUX
CUTHAJOB (HEYMBIIUICHHBIX MOMEX) U CHH)KEHHUIO OTHOIIEHMS curHai/mym. Ha
IPAKTUKE HEYMBIIUICHHBIE IIOMEXU pa3leisII0T Ha NOMEXH, NMPOHUKAIOIINAE B
PaZMOTEXHUYECKYIO CHCTEMY 4epe3 aHTEHHY, U IIOMEXHU, OOYyCIIOBJICHHbBIE, B
OCHOBHOM, 3JI€KTPOMArHUTHBIMH CBSI3SIMU MEXAY PA3JIUYHBIMU Y3JIaMH JTAHHOU
CUCTEMBbl WJIM MEXAY JJIEMEHTaMHU JBYX WM OOJee CHCTEM, pa3MEUICHHBIX
BONMM3M aApyr ot apyra. Kak mnpaBwio, mnpoOjieMy 3JIEKTPOMArHUTHOMN
COBMECTUMOCTH B PaMKaX KOHKPETHON paAMOTEXHUYECKOW CUCTEMBbI PEIIAIOT
JIBYMS Ty TSIMU:

— pa3pabaTbIBalOT 00JIee MOMEXO03AIHMILIEHHbBIE PATUOTEXHUUECKHE CUCTEMBI;

— TOpPOBOIAT HX ONTHMAJIBHOE MPOEKTUPOBAHUE C TOYKH 3PEHHS
YMEHBIIECHUS CO3/1aBa€MbIX MU TIOMEX.

[Tomumo BHenpeHusi Bce Oosiee 3(PPEKTUBHBIX METOAOB pPACIIUPEHUS
CHEKTpa M MOIYJALUNA, KOHTPOJIS HaJ COOJIOJEHHEM pa3pelIeHHOTO 3HAYEHUS
YPOBHSI HANPSDKEHHOCTU  AJIEKTPUYECKOTO TOJII M MOIIHOCTH, a TakKxke
IIOMEXOYCTOMYNBOIO KOJUPOBAaHUS JUTS obecrnieueHus BBICOKOM
MTOMEXO3AIINIIEHHOCTH PaJHUOTEXHUYECKUX CHUCTEM KOHCTPYHUPYIOTCS HOBBIE
Kjacchl aHTeHH. K OJHUM U3 MOCHEeIHUX MOKHO OTHECTH TaK Ha3bIBaeMbIe
aJalTUBHBIE AHTEHHBIE CUCTEMBI, NO3BOJISIIOIIME MPOU3BOINUTH MOJACTPOMKY IOJ
JTAHHYIO TIOMEXOBYIO 0OCTaHOBKY TaKMM O0pa3oM, YTOOBI CBECTH BIUSHHE MTOMEX

K MHUHUMYMY. Takxe B paac CiiydacB JIA  YIIYUYIICHUSA BHGKTpOMaFHHTHOﬁ
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COBMECTUMOCTA  MOPUMEHSIETCS  pa3Bsi3ka  aHTEHH [0  MOJsApU3aluu
ANEKTpOMarHuTHoro mnois. I[lpm 3TomM ABe aHTeHHBI paldoTalOT € MOJSMH,
MOJISIPU30BAHHBIMU  B3aMMHO  TEPICHIUKYJIAPHO, 00, €CIM aHTEHHBI C
BpAIlAIONICHCA NOJSIPU3alMEN TOJIA, HAINpaBJIICHUS BpaLICHUsS BEKTOPOB
AIIEKTPOMArHUTHOIO MOJISl y 00X aHTEHH POTUBOIIOIOKHBI.

Boo6mie roBOps, HACKOJABKO BEJIUMKA pPOJb AaHTEHH B OO0ECIeUYeHUU
AIEKTPOMArHUTHOW COBMECTUMOCTH, MOKHO CYIUTh MO ToMy (akty, 4yTo u3 30
OCHOBHBIX TapaMETPOB PaJUOIIECKTPOHHOTO OOOpPYAOBaHUS, BIUSAIONIMX Ha
AIEKTPOMArHUTHYI0 COBMECTHUMOCTb, 12 mapaMeTpoB ONPEAENSIIOTCS aHTEHHOMN
cucteMoil. B  pspe ciywaeB TpeboBaHHMA K MOMEXO3alIUIICHHOCTH
pa3pabaThiBa€MbIX aHTEHH OKAa3bIBAIOTCS CTOJb JKECTKUMHM, YTO UX BBINOJHEHHUE
COTMPOBOXKIAETCSI ~ HEKOTOPBIM  CHIDKEHHEM  Kod(duimeHta  yCHICHHUS,
YXYIIIEHUEM COTJIACOBaHUs, CYKEHHEM paboyvero Auana3oHa 4acToT U Tak Jlajiee
[27].

Uto »xe Kkacaercs HauOoJiee ONTUMAJIBLHOTO TPOEKTUPOBAHUS BBICOKA
MOTPEOHOCTh B IIMPOKOMOJIOCHBIX, BBICOKOI(P(EKTUBHBIX, TEXHOJIOTHYHBIX U
yAOOHBIX B AKCIUTYaTAllMU SKPAHUPYIOIIUX U PAJUOTOTIONIAIOIIUX MAaTEPUAJIOB.

Tak mnpu pa3paboTKe KOHCTPYKIIMH OSKPaHOB WJIM TOTJIOTUTETEH
AJIEKTPOMArHUTHBIX BOJIH UCIIOJB3YIOTCSl pa3jIM4HbIE MaTepualibl, 00JaJaroliue
CIIOCOOHOCTBIO OTpaXaTh WM TOTJIOMIATh DJIEKTPOMAarHUTHOE W3IyYeHUE B
OTpeIeTICHHOM JIharna3oHne 4yacToT. Boobiie roBopsi, B Mpupojie HE CYIIECTBYET HU
UJICaIbHO OTPAXKAIONIUX, HU  HWACAIHHO TMOTJIOMAKIIUX SJIEKTPOMArHUTHYIO
SHEPrUI0 MaTEepHasioB, IMO3TOMY IOAABJIEHUE BJIEKTPOMATHUTHBIX W3IIYYEHUN
yaiie Bcero o0ecrneynBaercs 3a cueT 000uX MpOIECCOB.

[lornomieHne  3JIEKTPOMAarHUTHOM  SHEPTMM  MNPOMCXOJHMT  3a  CUET
JTUAJIEKTPUYECKUX, MAarHUTHBIX TMOTEPh U MOTEPh HA MPOBOJUMOCTb, KOTOPbIC
MBITAIOTCS MAaKCUMM3UPOBATh IS JOCTIKEHHUS MaKCUMalbHOU 3()PEeKTUBHOCTH
sKkpaHupoBaHus. OTpakeHUE IJICKTPOMATHUTHBIX BOJIH MPOUCXOIUT HA JTFOOBIX
HEOJHOPOJHOCTSX B MaTepualie, a Mpu KOHCTPYUPOBAHUU IKPAHOB OMPECIIICTCS

pa3IMurEeM BOJHOBBIX CONTPOTUBIIEHUN CPEBI PACIIPOCTPAHEHHUS BOJIHBI U SKPAHA.
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K panunootpaxaromuM maTepuaiaM OTHOCSTCS pas3jinyHble MeTauibl. Yamne
BCEr0 MCIIOJIB3YIOTCA JKEIe30, CTallb, MElb, JaTyHb, aJIOMUHUN. MeTtaimdeckue
SKpaHbl HM3BECTHBI YK€ JIaBHO M LIMPOKO MCHOJB3YIOTCS. OHU OTIMYAOTCS
BBICOKOW 3(()EKTHUBHOCTHIO Ha PaJMOYacTOTaX, KOTOpas YBEIUYHMBACTCS NpHU
NOBBIIICHUHA  YacTOThl  IAJAIOIIET0  JJEKTPOMATHUTHOTO  M3Iy4Y€HHUsd, U
TEXHOJOTHUECKH BBIMOJIHIIOTCS B BUJIE CIUIONIHBIX U NEPPOPHUPOBAHHBIX JTUCTOB,
CETOK, PEUIeTOK, TPYOOK M MOTYT OBITh HaHECEHbl B BUJE TOHKOIIJIEHOYHBIX
ITOKPBITUH.

OKpaHHPYIOUIME CBOMCTBA JUCTOBOIO METAJLJIA BBIIIE, YEM CETKH, CETKa e
yl1oOHee B KOHCTPYKTMBHOM OTHOIIEHHH, OCOOEHHO IIpU SKPAaHUPOBAHUU
CMOTPOBBIX M BEHTWJISILIMOHHBIX OTBEPCTHH, OKOH, JBEpEe M Tak Jajee.
3alUTHBIE CBOMCTBA CETKM 3aBUCAT OT BEJIWYUHBI SYEHKHM W TOJIIUHBI
IIPOBOJIOKHM: YEM MEHBIIIEC BEJIUYHMHA SYEEK, YEM TOJILIE IPOBOJIOKA, TEM BBIILIE €€
3aIUTHBIE CBOMCTBA.

OpHako MeTa/NIM4eCKUe HSKpaHbl O00JIaJal0T OJHUM  CYILIECTBEHHBIM
HEJJOCTATKOM, CBSI3aHHBIM C HMX BBICOKOW 3JIEKTPOIMPOBOJHOCTBIO: BBICOKHM
KO3 PUIIMEHTOM OTpa)ke€Husl, 00YCIOBICHHBIM OOJBIIUM Pa3JIMYUEM BOJHOBOTO
COTIPOTUBIIEHUS]  CBOOOJHOrO  MPOCTpaHCTBA MW  dKpaHa. Kpome Toro,
3((PEKTUBHOCTh TaKMX JKPAaHOB OYEHb CHJIBHO 3aBUCUT OT KadyecTBa U
HAJE)KHOCTU MOHTaXa JJIEKTPUUYECKUX KOHTAKTOB, NPH HAPYIIEHWH KOTOPBIX
HOSIBJIAIOTCS  00JIaCTH TEpPEeu3yyeHUs] JJIEKTPOMArHUTHBIX BOJH. B  cBoro
ouepenb, dPPeKkTUBHOCTh NMEPHOPUPOBAHHBIX U CETYATHIX DKPAHOB MAJaeT C
HOBBIIIEHUEM YaCTOThI, UTO TAK)KE OTPaHUUMBAET 00J1aCTh UX IPUMEHEHHUS.

Jnst  3KpaHUpOBAHMSI DJIEKTPOMArHUTHBIX TMIOJIEM 3a CYET OTpaKEHUs
ANEKTPOMATHUTHBIX BOJIH MOTYT HPUMEHATBCA M APYTHE IPOBOISLINE
ANEKTPUYECKUI TOK MaTepUalIbl, TaKWE, KaK YIJIEPOJAHBIE BOJIOKHA, MPOBOJISILINE
noJIMMEpHI U T.1. HeocTaTku Takux SKpaHOB aHAJIOTMYHBI HEJOCTATKAM SKPAHOB,
M3TOTOBJICHHBIX M3 METAJVIOB U CILUIABOB.

SBneHue OTpaKeHUs JIEKTPOMATHUTHOTO HM3JIYYEHHs TMPH HKCIOIb30BaHUU

IMPOBOJAIIMX OJSKPAHOB AOBOJIBHO YaCTO OKa3bIBACT OTPHULATCIIBHOC BJIMAHHC,
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CBsI3aHHOE C (POPMUPOBAHUEM MEPEOTPAKEHHOW BOJIHBI, KOTOpas BO3ACUCTBYET
Ha DOKpaHUPYEMbI OOBEKT, BbI3bIBAS H3MEHEHHME €ro IapamMeTpoB. OITO
00yCIIOBIMBAET HEOOXOAUMOCTh YYUTHIBATh MapaMEeTPhbl IKpaHa Mpu pa3paboTke
PaAMOAJIEKTPOHHBIX YCTPOMCTB, a TaKXe IMPUHUMATH CIELUAIBHBIE MEPHI IO
3amuTe Ouosormyeckux oOBeKkTOB. [loaToMy oco0oe BHUMaHHE yaAEIAETCS
pa3paboTKe SKPaHOB M MOKPBITHH, 3PPEKTUBHOCTh KOTOPHIX JOCTUTAETCS 3a CUET
HOTJIOIICHUS 3IEKTPOMArHUTHOTO U3JIy4YEHHUS.

B KOHCTpYKLMSX NOTJIOMIAIOMINX 3JIEKTPOMATHUTHOE HU3IYyYEHHE SKPAHOB U
MOKPBITHUI KCIONB3YIOTCSA SIBJICHUS PACCEUBAHUS DBJIEKTPOMArHUTHBIX BOJH
HOTEPU HA MPOBOAUMOCTh IPHU HCIOJIB30BAHUM MPOBOISILIMX MAaTEpUANIOB, a
TAaK)K€ MarHUTHbIE M JIUAJIEKTpUYECKUE MoTepu B cpeae. Jid mosydeHUs
HOTJIOTUTENEH 3JIEKTPOMAarHUTHBIX BOJIH UCIOJIb3YIOTCS beppuTsl,
(eppoMarHuTHBIE MaTepuadbl M JAWINEKTpUKH. Takke BenyTcs pa3pabOTKH
HOBBIX PaJMONOIJIOMAIOIINX HOKPBHITUNA HA OCHOBE CETHETOAIEKTPHUKOB, OJHAKO
uX 3((HEKTUBHOCTh HEBBICOKAs, M OHU JAJIEKU OT MPAKTUUECKOI0 UCIOIb30BaHUS.

B cBf3M ¢ pa3BUTHEM TEXHOJOTHHM TOJYYEHHUS] KOMITO3ULIMOHHBIX
MaTepuaioB, CBOMCTBA KOTOPBIX MOTYT BapbHpPOBAThCA B IIMPOKHX MpeEAenax
nyTeM moja0opa Marepuana CBS3YIOIIEr0 W HaNOJHUTENs, 0co00e BHUMaHHE
YAENAETCS] T€TePOTreHHBIM PaIuONOTIOIAIOIIUM CPEAAM.

Martepuanbl A1 NOTJIOTUTENEH AIEKTPOMArHUTHOTO M3IYUYEHHs MOTydaroT
METOJaMH TOPOILIKOBOM METAIypIMM U C HCIOJIb30BAHUEM TEXHOJOTUHU
KOMITO3MIIMOHHBIX MaTepuaioB. B KadyecTBe MCXOAHOIO ChIPbsl MPUMEHSIOTCS
HEOPraHWYECKUE TOPOIIKH U BOJIOKHA, 3aKPEIUICHHBIE B CBS3YIOLIEM Ha OCHOBE
HEOpPraHUYeCKUX (OKCUAOB AJIIOMUHUS, TUTAHA U JIP.) WK OPTaHUYECKHUX (CMOJIBI,
MOJIMMEPBI, TIACTMACCHI, MapaduHbl) MaTepralioB. Takue MaTepHuaibl 00IaJaloT
KaK BBICOKOW 3(P(HEKTHBHOCTHIO DKPAHUPOBAHUS, TaK M OOJBIIUM 3HAYCHUEM
kod(ddulieHTa TOTJIONIEHUS! 3JIEKTPOMAarHUTHBIX BOJIH, OJIHAKO 4YacTO HUX
MPUMEHEHHE OTPAHUYEHO Y3KUM YaCTOTHBIM JTMANa30HOM.

[locnennue wuccnenoBanuss B 00JacTH pa3pabOTKM  KOMIO3ULIMOHHBIX

MaTepUuaIOB HaIrpaBJICHBI Ha pacopeHuC qaCTOTHOT' O Juaria3oHa
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AIIEKTPOMArHUTHBIX ~ 3KPaHOB W MOJY4YeHHE  MHOTO(YHKIMOHAJIBHBIX
KOHCTPYKIMH. [crnonp30BaHME JUCHEPCHBIX PACTBOPOB C  YIIPaBIsSEMbIMU
MarHATHBIMM CBOWCTBAMH TAK)K€ IPEACTABIACTCS MEPCIEKTUBHBIM, OJHAKO €IIE
JAJEKO OT MPAKTUYECKOTrO NPUMEHEHHs] M3-3a CJIOKHOCTH CHHTE3a, HU3KOU
TEXHOJIOTMYHOCTH, OTHOCHUTEIBHO HEBBICOKOM CTAOMIBHOCTH WJIM TOKCHUYHOCTH
CYIIECTBYIOIIUX MarHUTHBIX kuAKocTen [20].

N3 paccMOTpeHHO B pa3zesie HHPOpMaUK CIAEAYET, YTO AJis 00ecreueHus
KAueCTBEHHOW AJIEKTpOMarHuTHO oOctaHoBkn B YBU m CBY numanaszonax
HeoOXoauMo paspabarbiBaTh Bce Oonee u  Oojiee  MOMEXO3aUUIIEHHBIC
PAaAMOTEXHUYECKAE CHCTEMBI B CHJIy IOBBIIIECHUS MX 3arpy’KEHHOCTH, a TaKKe
o0ecreynBaTh ONTUMAJIbHOE MPOEKTUPOBAHUE C TOYKHU 3PEHUS YMEHBIICHUS

CO31aBaCMBbIX NMH ITOMCX.

BriBoabl k riaase |11

B TpeTrbeil miaBe caenaH 0030p U PacCMOTPEHBI OCOOCHHOCTH MPOOJieM
B3aMMHOTO BIIMSHUAS PATAOYCTPOMCTB C TOYKH 3PEHUS DICKTPOMArHUTHOU
COBMECTUMOCTH, MPOBEJEHBI SKCIIEPUMEHTHI 110 OMPEICTCHUIO CTCTICHU BIIHSHUS
HMCTOYHHKOB AIIEKTPOMArHUTHOTO U3ITY9ICHUS Ha OecrpoBOAHBIC
TEJICKOMMYHHUKAIIMOHHBIE CUCTEMBI, & TAKXKE PACCMOTPEHBI METObI MOBBIIICHUS
MOMEXO3AMUIIEHHOCTH U 3JIEKTPOMArHUTHOW COBMECTUMOCTH PAAHOCUCTEM U

PaIuOyCTPONMCTB.
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3akJIroueHue

C kaxapiM gHEM cdepa NPUMEHEHHs] PaguoOyCTPOMCTB M 3JIEKTPOHHBIX
npuOOpPOB B PA3TMYHBIX OOJACTSIX UYETIOBEUECKON IEATEIBHOCTH CTPEMUTEIHHO
pacmupsiercs. HachIeHHOCTh MPOCTPAHCTBA PA3IUYHBIMU AJIEKTPOMArHUTHBIMU
M3JIyYEHUSIMU HACTOJBKO yBEIWYMIACh, 4YTO, HECMOTPSA HA BCE IONBITKU
periiaMeHTalluld  PauoCIiyx0, IPOBOJAMMBIMU MEKyHApPOIHBIMU U
HAallMOHAJIBHBIMM ~ OpraHU3alMsIMM, YPOBEHb IIOMEX OKa3bIBAa€TCAd  CTOJIb
MHTEHCUBHBIM, YTO 3aMETHO YXYAIIAET KAa4e€CTBO PabOThl paJUOCHCTEM.

B cBsi3UM ¢ 3TUM aKTyanbHOM 3a/a4eil sBIseTCs UCCleI0BaHne 0COOCHHOCTEN
ANEKTPOMAarHuTHOro u3nydenus paauocucreM Y BU n CBY nuana3oHoB.

B  nmaHHOW  guccepTaliMOHHOM  pa0oTe  pacCMOTPEHbI  OCOOEHHOCTH
paauouszydeHus: HauOoisiee pacrpocTpaHeHHbIXx TexHonoruii B YBY u CBY
JMana3oHax, TAKUX Kak cemeicTBo mudposoro teneBujaeHus DVB, paznuunbie
IIOKOJICHHSI COTOBOM CBSI3M BIUIOTH JO 4-r0, TEXHOJIOTMM, HCIIOIb3YIOLINE
HEJTUIICH3UPYEeMbIi nuamna3on ISM.

[IpuBeneHbl 0COOEHHOCTH PAaCIPOCTPAHEHUSI CUTHAJIOB B PA3JIMYHBIX CpPEAaXx,
BO3HUKAIOIIME B CBA3M C 3TUM MpoOJeMbl, (PAKTOPHI, BIUSIOLIME HAa KAa4€CTBO
Nepeaadr pajuoCUrHANIOB, & TAKXKE YIpo3bl 0€30MACHOCTH B PaJIMOCUCTEMAX.

HccnenoBansl 0COOEHHOCTH MPOOJIEM B3aMMHOTO BIHSHUS PaJUOyCTPONCTB
C TOYKHU 3PEHUSA DJIEKTPOMArHUTHOW COBMECTUMOCTH, IPOBEIEHBI IKCIIEPUMEHTHI
10 ONPENEIICHUIO CTENEHN BIMSHUSA UCTOYHUKOB 3JIEKTPOMATHUTHOTO M3JTy4YEHUS
Ha OecrnpoOBOJHBIE TEIEKOMMYHUKAIIMOHHBIE CHCTEMbI, a TaKXK€ PacCMOTPEHbI
METOLBI MTOBBILIEHUS MTOMEXO03aINIIEHHOCTH 17} AIEKTPOMAarHuTHOM
COBMECTUMOCTH PaAUOCUCTEM U PAAUOYCTPOMCTB.

3HAYUMOCTh IOJIYYEHHBIX PE3YJIbTATOB 3aKIIOYaeTCd B BO3MOXXHOCTHU
OPOBEAECHUA JAJIBHEHIIMX HMCCICAOBAHWUM W HAa UX OCHOBE YIIyYIICHUS

anekTpoMarautHoi ooctanoBku B YBY 1 CBY nuanasonax.
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