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BBenenue

OnHolt M3 BaXKHEHIIMX COCTaBHBIX YacTel HaIlMOHAJIbHON O€30MacHOCTH JIIO-
0o0i1 cTpaHbl, B TOM uncie U PecnyOauku Y30ekucraH, B HACTOSIIEE BpeMs Ha3bIBAIOT
ee nHPOpMaIIMOHHYIO OE30ITaCHOCTb.

[IpoGiembr obecrniedeHuss MHMOPMAIIMOHHOW OE€30MMaCHOCTH CTAHOBSTCS BCE
OoJiee CIIOKHBIMA M KOHIIENTYaJbHO 3HAYMMBIMH B CBSI3U C MAaCCOBBIM IEPEXO0JI0M
WH()OPMAITMOHHO-KOMMYHHUKAITMOHHBIX TEXHOJIOTUH B YIIPABJICHUH Ha 6€30yMakHYIO
aBTOMATU3UPOBAHHYIO OCHOBY. PoxgaeTcss HOBasi COBpEMEHHAsi TEXHOJIOTUSI — TeX-
HOJIOTHS 3aIUThl WHPOPMAIMA B KOMITBIOTEPHBIX WH()OPMAITMOHHBIX CHCTEMaxX H
CUCTeMax Iepelayu JaHHBIX.

OOBEKTUBHBIMU (PaKTOPAMU MOBBIIMIEHHOIO UHTEpEca K JAaHHOW MpodiieMe mo-
CIYKWJIA TAKXKE€ BBICOKHUE TEMIIbl POCTAa BBIYMCIUTEIBHONM M KOMMYHUKAITMOHHOM
TEXHUKH, paclIipeHue obsacteil ucnosb3oBanus IBM, Bbicokas cTeneHb KOHIICH-
Tpanuu UHPOPMALIUUA B BEIYUCIUTEIBHBIX CUCTEMAaX U CETIX, KAYECTBEHHOE U KOJIHU-
YECTBEHHOE COBEPLICHCTBOBAHUE METOAOB U CPEICTB JOCTYIA MOJIb30BATENEH K UH-
(hOpMaIIMOHHBIM U BBIYUCIUTENBHBIM pecypcaMm. Kpome Toro, mosiBieHue nporpaMmm-
HBIX 3JI0YMOTPEOJICHUH, CIy>KaluX OCHOBOM KOMITBIOTEPHBIX MPECTYIJICHUH, 3HAYU-
TEJIHbHO TOBBICWIIO TpeOOBaHMsS K HMH(OpPMAIMOHHOW O€30MacCHOCTH, MOTPeOOBaJIO
HalpaBUTh YCUJIUS Ha Pa3pabOTKy CHUCTEM IO MPEIOTBPALICHUI0 HECAHKIIMOHHUPO-
BAHHOTO JIOCTYIA K HH(pOpMaLIIH.

[Ipu Bcelt mPOrpecCUBHOCTH ATOTO SIBJICHHUS OJHOBPEMEHHO CYIIECTBEHHO
PaCIIUPSIOTCS U COAEPKATEIBbHO OOHOBJISIIOTCS KOMILJIEKC OpPraHU3aIlMOHHBIX, TE€X-
HUYECKUX U TEXHOJIOTHYECKHUX MPpoOJieM (TpyaHOCTEN) B MPEIOTBPAILICHUH MPECTYII-
HOT'O U JIOCTaTOYHO MPOCTOr0 BMENIATEIhCTBA B MH(POPMAIITMOHHBIE PECYPCHI, KOTO-
pBI€ CTaJK JIETKOW JOOBIYEH MOCTOPOHHUX JIHII.

Tepmun «uHbOpMaIIMOHHAsS 0€30MACHOCTb» MUMEET Pa3IMYHbIC OMpPEIeTICHHUS,
0O0IIIEero WM YacTHOTO CBOMCTBA, OJTHAKO OHH BCE CBS3BIBAIOT 0€30M1aCHOCTH UMEHHO
C €€ 3aIlUTOMN, YTO B ONPEJEICHHON CTEIEHU CY>KAeT COJAEPKAaHUE ATOTO MOHATHUS U
HE OTpa)kaeT €€ riI00aJbHOTO 3HAYEHUSI B COBPEMEHHOM YITPaBJICHUHU.

B o6mieit TpakToBKEe TOA «MH(DOPMAIIMOHHOM OE€301MaCHOCTHIO» TMOHUMACTCS
3aIUIEHHOCTh UHPOPMAIIMU Ha JIFOOBIX HOCUTENSIX OT CIy4YailHBIX U MpeaHaMEpeH-
HBIX BO3JEHUCTBUN €CTECTBEHHOTO WJIA UCKYCCTBEHHOTO CBOMCTBA, HAIIPABICHHOTO HA
YHUYTOXKEHUE TE€X WM WHBIX JIaHHBIX, U3MEHEHHUE CTENEeHU JOCTYIMHOCTH IEHHBIX
CBEIECHUM.

Ecnu panbIlie onacHOCTb COCTOsIa B OCHOBHOM B Kpake (BOPOBCTBE, KOITUPO-
BaHWU) CEKPETHBIX WJIN KOHPUICHIIUAIBHBIX CBEICHUM U JOKYMEHTOB, TO B HACTOSI-
1ee BpeMs MOJTyYusIo0 pa3BUTHE HE3aKOHHOE ONEPUPOBAHME KOMIBIOTEPHBIMHU Oa3a-
MU JaHHBIX (06€3 (haKTHYeCKOW Kpaku), HE3aKOHHOE HCIOJIb30BAHUE DJICKTPOHHBIX
MacCHUBOB 0€3 CcoTJiachs MX COOCTBEHHUKA WM BJIJEIblIa WM JIaXKe W3BJICUCHHUE Ma-
TEPUAIIbHON BBITOJIbI U3 TAKUX JCUCTBUU.

[TpobGnembr nHDOpPMAITMOHHON 0G€30MaCHOCTH TIOCTOSIHHO YCYTYOJISIOTCS MPO-
1[eccaMy TPOHUKHOBEHUS TIPAKTUYECKU BO BCE C(ephl MeaTeTbHOCTH 001IecTBa TeX-
HUYECKUX CPEJCTB 00OpabOTKM U TIEPEeNayu TaHHBIX U, MPEKIE BCETO, BRIUNCITUTEb-
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HBIX cucTteM. OOBEKTaMH MOCITaTeIbCTB MOTYT OBITh CAMHM TEXHHYECKHE CPEICTBA
(xommprOTEpHl U Tiepudepusi) Kak MaTepuaibHble OOBEKTHI, a TaKXKE MPOrPaMMHOE
oOecrieueHre 1 6a3bl JaHHBIX, JIJIST KOTOPBIX TEXHUYECKUE CPEJICTBA SBISIOTCS OKPY-
KEHHEM|.

Kaxnprii cooii padOThl KOMITBIOTEPHOM CETH 3TO HE TOJBKO ''MOpPAIbHBIN"
yiep6 s paOOTHUKOB MPEANPUATHS U CETEBBIX aIMUHUCTpaTopoB. Ilo mepe pas-
BUTHSI TEXHOJIOTHH TUIATEKEH AJIEKTPOHHBIX, "0€30yMaKHOTO" JOKYyMEHTOO00POTa U
TIPYTHX, CEPhE3HBINA COOM JIOKATIBHBIX CETEH MOXKET MPOCTO Mapain30BaTh paboTy 1ie-
JBIX KOPIHOpalui ¥ OAHKOB, YTO MPUBOIUT K OLIYTHUMBIM MaTepUAJIbHBIM MOTEPSIM.
He cny4aitHo, 4TO 3amuTa JaHHBIX B KOMIIBIOTEPHBIX CETSIX CTAHOBHUTCS OJHOU U3
CaMbIX OCTPBIX MPOOIEM B COBPEMEHHON HH(POPMATHUKE.

Ha ceroansimnuii g1edsb chopmyaupoBaHo JiBa 0a30BbIX MpUHIIUINA UHGOpMa-
IIMOHHOM 0€3011aCHOCTH, KOTOpasi 10JKHA 00eCIeunBaTh:

® [[EJIOCTHOCTh JAHHBIX - 3aIIUTY OT cOOEB, BEAYIIUX K MoTepe HHMOPMAIIIH,
a TaK)K€ HEaBTOPU30BAHHOIO CO3/IAHMS I YHUUYTOXKECHUS JTAHHBIX.

e KOH(pUACHIMAIBHOCTh MH(OPMAIMU U, OJHOBPEMEHHO, €€ JOCTYIMHOCTh
JUIS1 BCEX aBTOPH30BAaHHBIX MOJIb30BATEIIECH.

Crnenyet TakKe OTMETUTb, YTO OTACIbHBIC Chephl ACATEIBHOCTH (OAaHKOBCKHE
1 (UHAHCOBBIE MHCTUTYTHI, HH()OPMAIMOHHBIE CETH, CUCTEMBbI T'OCYIapCTBEHHOTO
yIpaBJieHUsl, 0OOPOHHBIE U CIICIHAIbHBIE CTPYKTYpPbl) TPEOYIOT CHEIUATbHBIX MEp
0€30MacHOCTH JaHHBIX W TMPEAbSBISIIOT MOBBIIIEHHBIE TPEOOBAaHUS K HAJCKHOCTU
(GYHKIMOHUPOBAHUST MHPOPMAIIMOHHBIX CHUCTEM, B COOTBETCTBHHU C XapaKTepOM U
BAXKHOCTBIO PEIIAEMBIX MU 33/1a4.

1. 3amura nndgopmanumn u uHGopMmannoHHass 0€30MaCHOCTb

KonuenrtyajabHoe coaep:kanue 3amuThl nHPopManuu. 3anmra uapopma-
UM B KOHIENTYyaJIbHOM IMMOHUMAaHUU MPEJCTABISIET COOOM KECTKO perjaMeHTHUPO-
BAaHHBIA M JUHAMUYECKUU TEXHOJIOTHUYECKHUM MPOUECC, MPEAYyNPEXAAONMNA Hapy-
IIIEHUE 1[E€JIOCTHOCTH, JOCTOBEPHOCTH, JOCTYIMHOCTH U KOH(PHUIACHIUATHHOCTU IICH-
HBIX UH(QOPMAIIMOHHBIX PECYPCOB OpraHU3AIMK M, B KOHEYHOM cueTe, 0OecreynBa-
IOIMNA peabHyl0 WHOOPMAIMOHHYIO 0€30MacHOCTh YIPaBICHYECKOW M MPOU3BO/I-
CTBEHHOU JI€SITEIIbHOCTH.

Konnenuus HaxoguT NpakTUYECKOE BBIPAKEHHE B MEXaHU3ME (CUCTEME) 3a-
IUTHl UHPOPMAIUKA. DTa CUCTEMA BCETJa MMEET B OCHOBE MEPCOHAIBHYIO OTBET-
CTBEHHOCTh PYKOBOJUTEJICH Pa3IMYHOTO YPOBHS B COOTBETCTBHH C (PYHKITMOHAIb-
HBIMHU 00SI3aHHOCTSIMU.

BaxkHo, 4TO apXuTEKTypa 3alllUThl JOJDKHA OXBAThIBATh HE TOJIBKO KOMIIbIO-
TepHbIE (DJIEKTPOHHBIC) NH(GOPMAIIMOHHBIE CUCTEMBI, a BECh YIIPaBICHUECKUN KOM-
IJIEKC OpraHu3alliu B €AUHCTBE €r0 pealibHbIX ()YHKIIMOHAIBHBIX, CTPYKTYPHBIX U
TPaIUIIUOHHBIX JIOKYMEHTAIMOHHBIX TpoiieccoB. OTKa3aTbCsl OT OyMa)KHBIX JIOKY-
MEHTOB U, YaCTO PYTHUHHOM, CJIOKUBIIECHCA B OPTaHU3ALMU YIIPABICHYECKON TEXHO-
JIOTHH HE BCETrJa MPEACTaBISETCS BO3MOKHBIM.



OcHOBHbIC MOHATHUS U ONpeJdeJeHHUs. YUUTHIBAS, YTO MPEAMETOM HAaHHOU
paboThI SBIAIOTCS OpraHu3alus O0e30MacHOCTH B 00JIACTH 3alUThl MHOOpPMAIUU
npex/ie He0OXOAUMO JaTh PsiJi OCHOBHBIX MOHATHI TaHHOU cephl eITeTbHOCTH.

3awuma ungopmayuu - KOMIUIEKC MEPOINPUSTUH, MPOBOJUMBIX C LEJBIO
NPEeIOTBPAIICHUS] YTEUKU, XMILIECHUS, YTPaThl, HECAHKIIMOHUPOBAHHOTO YHHUYTOXE-
HUS1, UCKKEHUS, MOAUUKAIINK (TIO/ICJIKH ), HECAHKIIMOHUPOBAHHOTO KOMTMPOBAHMUSI,
0JIOKMpOBaHUs UH(POPMAITUH U T.II.

Cpeocmesa s3awumvl uHopmayuy - TEXHUYECKUE, KpUNTOrpapuueckue, mpo-
rpaMMHBIC U APYTHE CPEACTBA, MPeIHA3HAUYCHHBIC IS 3aIIUThl HHPOPMAIINH, CPEI-
CTBa, B KOTOPBIX OHU PEANTM30BaHBI, a TAK)KE CPEACTBAa KOHTPOJS 3(PPeKTUBHOCTH
3amuTHl HTHGOPMAIIHH.

dppexmusnocme 3auumst uHgopmayuu - CTETIICHbH COOTBETCTBUS JOCTHTHY-
TBIX PE3YNHTATOB JICHCTBHI 1O 3aMUTe WHGOPMAITIH TIOCTABIICHHOH IIEJIH 3aIUTHI.

Koumpons 3¢pghexmusnocmu 3awyumer unghopmayuu - npoBepka COOTBETCTBUS
3¢ ()EKTUBHOCTU MEPOINPUATUN TIO 3alIUTe WH(POpPMAIMU YCTaHOBIEHHBIM TpeOoBa-
HUSAM UM HOpMaM 3()PEKTUBHOCTHU 3aIUTHI.

bezonacnocme ungpopmayuu (ungpopmayuonnas 6e3onacrocms) - COCTOSTHUE
uHdopmaiuu, THYOPMAITMOHHBIX PECYPCOB U MH(MOPMAIIMOHHBIX U TEIEKOMMYHUKA-
IIMOHHBIX CHUCTEM, B KOTOPOH ¢ TpeOyemoil BEpPOATHOCTHIO OOeCreuynBaeTCs 3aluTa
uHpopmaIuu.

Tpebosanus no b6ezonacnocmu ungopmayuy - pyKOBOISIIINE TOKYMEHTHI, pe-
TJIAMCHTHPYIONTHE KaYECTBEHHBIE M KOJMYECTBEHHBIE KPUTEPUH O€30MMaCHOCTH WH-
dhopmaniuu 1 HOpMbl 3HPEKTUBHOCTHU €€ 3AIIUTHI.

Kpunmoepaguuecxas 3awuma - 3amuTa JaHHBIX TPUA TTOMOIIX KpUnTorpadu-
YEeCKOro npeoOpa3oBaHus JaHHbIX.

Kpunmoepaguueckoe npeobpaszosanue - npeoOpazoBaHue JaHHBIX NMPU TOMO-
1 mudpoBanus U (MIM) BHIPAOOTKH UMUTOBCTABKH.

Hean 3ammuTsl uHGOpMAUMU. 3aIUTE TOMICKUT JII00ast TOKYMEHTHPOBAH-
Hasg uH(OpMaIKs, HEMPAaBOMEPHOE OOpallleHne ¢ KOTOPOW MOXKET HaHECTH yIiepo
ero cOOCTBEHHUKY, BJIAJICTIbILy, MMOJIH30BATEII0 U HHOMY JuIly. LlensimMu 3amuThl sB-
TISTFOTCSL:

® [IpeAOTBpAIEHUE YTEUKH, XUIICHHS, yTPaThl, UCKAKECHUS, TMOJJCIKU WH-
bopmanuu;

® TIpeIoTBpalleHHe Yyrpo3 0€30MacHOCTH JIMYHOCTH, OOIIECTBA, TOCYIapCTRA;

® TMIpeAOTBpAIlCHUE HECAHKIIMOHUPOBAHHBIX JECHCTBUNA TO YHHUYTOXXCHHIO,
MoAU(UKAINH, UCKKCHHUIO, KOMUPOBAHUIO, OJIOKUPOBAHUIO UH(POPMAITUH;

® [peAoTBpalieHue Apyrux GopM HE3aKOHHOTO BMEIIATEeNIbCTBA B MH(POpMa-
IIMOHHBIC CUCTEMBI,

e oOecricueHHE MPABOBOTO pPEXUMa JOKYMEHTUPOBAHHOW HH(POpPMAIUHA Kak
00BEKTa COOCTBEHHOCTH,

® 3aIKUTa KOHCTUTYIMOHHBIX MPaB IPakJaH Ha COXpaHEHUE JTMYHON TalHbBI U
KOH(DHICHIIMATBHOCTH TIEPCOHATBHBIX JAHHBIX, WUMCIOIIMXCA B HH(POPMAIMOHHBIX
CUCTEMAX;



® COXpaHEHHE TrOCYIapCTBEHHOW TailHbl, KOH()UIECHIIMAIBHOCTH JOKYMEHTH-
pPOBaHHOM MH(POPMALIMK B COOTBETCTBUU C 3aKOHOIATEIBCTBOM;

e oOecriedyeHue MpaB CyObEKTOB B MH(MOPMAIIMOHHBIX MpOIEccax U MpU pas-
paboTKe, MPOU3BOACTBE U MPUMEHEHHH WH()DOPMAIIMOHHBIX CHCTEM, TEXHOJOTHUH H
CpPEeACTB UX 00eCTIECUCHUSI.

Cucrema 3ammutsl uHpopmanuu. Cucrema 3amutel uHbopMmanuu (C3N)
MPEACTABISIET COOOM KOMIUIEKC OPraHU3alMOHHBIX, TEXHUYECKHUX, TEXHOIOTUYECKUX
Y MHBIX CPEJCTB, METOJIOB U MEp, CHUKAIOIINX YS3BUMOCTh HHPOPMAIIMH U MPETSIT-
CTBYIOIIMX HECAHKIIMOHWPOBAHHOMY (HE3aKOHHOMY) JOCTyNmy K HH(popmaiuu, ee
yTE€UKe U yTpare.

CoOCTBEHHUKHN COOTBETCTBYIOIIEH MH(OpMAIMU, B TOM YHCIE COOTBETCTBY-
IOL[ME TOCYAAPCTBEHHbIE OpraHbl, JUYHO OMNPEACISIOT HEOOXOJUMYIO CTEIEHb €€
3aIUIIEHHOCTH U TUI CUCTEMBI, CIIOCOOBI M CPEJCTBA 3aILUThI, UCXOJI U3 LIEHHOCTH
uHpopMaluu, pazmepa yuiep0a OT ee yTpaTbl WM YT€YKH U CTOUMOCTHU 3aIlIUTHOTO
MexaHu3Ma. LleHHocTs nHopmanuu u TpedyeMas HaJIeKHOCTh €€ 3alUThl HaXOIsT-
Csl B IPSAMOM 3aBUCUMOCTH.

Cucrema 3amuThl “HGOPMAIIMK JTOJKHA OBITh HEMIPEPHIBHOM, MIJIAHOBOM, IIEH-
TPaJu30BaHHOM, LIEJICHANIPABICHHON, KOHKPETHOM, aKTUBHOW, HAJECKHOM, KOMILIEKC-
HOM, JIETKO COBEPIICHCTBYEMOW U OBICTPO BUAOU3IMEHsIEMOM. OHa NOJIKHA OBITh (-
(bEKTUBHOI KaK B OOBIYHBIX YCIOBHSIX, TAK U B SKCTPEMAJIbHBIX CUTYalUsX.

B mpouecce pa3zpaboTku cucteM 3amuThl HH(GOPMAIMU BbIPAOOTAIUCh HEKO-
TOpble o0IIKe npaBuia, KoTopsie 0btu chopmynupoBansl XK. Conmepom u M. lpe-
nepom (CILLA):

1.  Ilpocmoma mexanuzma 3awumvl. Tak Kak CpeliCTBA 3allUThl YCIOXKHSI-
I0T U 0€3 TOro CJIOXHbIE IPOrpaMMHBIE U allapaTHbIE CPEJICTBA, OOECIeUnBAIOIINE
00paboTKy naHHbIX B OBM, ecTecTBEHHO CTpEeMJIEHHE YIPOCTUTh 3TH JOMOJHUTEIb-
Hble cpeAcTBa. Uem Jiydlre CcOBMAaaeT NpeICTABICHHUE MTOJIb30BATENS O CUCTEME 3a-
HIUTHI C €€ (PAKTUUECKUMU BO3MOXKHOCTSMHU, TEM MEHbIIE OIIMOOK BO3HUKAET B MPO-
1ecce padoThI.

2.  Paspewenus oondcuvt npeobradamv nao 3anpemamu. HopmanbHBIM
PEXKUMOM pabOThl CUMTAETCA OTCYTCTBHE JOCTYIA, & MEXAHWU3M 3allMUThl JOJHKEH
OBITh OCHOBAaH Ha YCIOBUSIX, TP KOTOPBIX JOCTYI pazpemiaercs. Jlomyck maercs
JUIIb TEM MOJb30BATENSAM, KOTOPBIM OH HEOOXOANM.

3. Ilposepka noanomouuti 1106020 obpawenus K 10o60Mmy 06veKkmy uH@op-
Mayuu. DTO 03HAYAET, YTO 3aIMTa BHIHOCUTCS Ha OOIIECUCTEMHBIN YPOBEHb U Mpe-
noJiaraeT abCOJIIOTHO HAJEKHOE OIpeIeIeHNE HCTOYHUKA JTIF000ro oOpalieHusl.

4, Pazoenenue nonnomouuti 3akirogacTcss B OMpeIeICHUH IS JIFOO0M TIpo-
rpaMMbI 1 JIFOO0TO MOJIb30BATENS B CHCTEME MUHUMAJIBHOTO Kpyra IMOJTHOMOYHNA. JTO
MO3BOJIAET YMEHBIIUTH yIIepO OT cO0EB M CIy4yallHbIX HAPYLIEHUN U COKPaTUTh Be-
POATHOCTH NMPEAHAMEPEHHOTO WIIH OIIMOOYHOTO IPUMEHEHHSI TIOJTHOMOYHH.

S. Tpyooemxocmo nponukHogenus 6 cucmemy. DaKTOp TPYAOEMKOCTH 3a-
BHUCHUT OT KOJIMYECTBA MPOO, KOTOPBIE HYKHO CAENaTh JJIsl YCIEIIHOTO TPOHUKHOBE-
Husa. Meton npsiMoro nepedbopa BapHaHTOB MOXET JaTh PE3yJbTaT, €CJIM JJIsl aHAIU3a
rcnoJibdyercs cama OBM.



6.  Peeucmpayus nponuknogenuti 6 cucmemy. VIHOrIa CUMTAIOT, YTO BbI-
rOJIHEE PETUCTPUPOBATH CIy4Yaud IPOHUKHOBEHHS, YEM CTPOUTH CJIOKHBIE CUCTEMBI
3AIIUTHI.

3amura nHpopManKuu B HeOOJIBIINX OPraHU3auusaX. B HEKPYIIHBIX Opra”u-
3alMAX ¢ HeOOJbIIMM 00beMOM MH(pOpMaluy, NOJIeKalle 3amure, Hanbosee 1e-
aecoo0OpasHbl U 3 (PEKTUBHBI MPOCTEUILINE METO/IbI €€ 3auThl. Hanpumep: Bbiaene-
HHUE B OTJENbHYIO IPYIIy U MapKUPOBAHUE LIEHHBIX OYMa)KHbIX MAIllMHOYUTAEMBIX U
AIIEKTPOHHBIX JIOKYMEHTOB, Ha3HaYCHHE M OOyUYEHHUE CIy)Kallero, paboTaromero c
STUMH JTOKyMEHTaMU, OpTaHM3aIMsl OXPaHbl 37aHMs, BBEACHHE 00s3aTENbCTBA IS
COTPYAHUKOB O HEpasIJall€HUN LIEHHBIX CBEIACHUN, KOHTPOJb 34 ITOCETUTEISIMH,
MPOBEJCHUE MPOCTEUINX AeUCTBUU Mo 3amute OBM, BeleHHe aHATUTUYECKOU U
KOHTPOJIbHOM paboThl U Apyrue meroisl. Kak mpaBuiio, mpUMeHEHHE MpPOCTEHIINX
METO/IOB 3aIMTHI JA€T 3HAUUTEIbHBIN dP(DEKT.

3amura nHpOpMANMHU B KPYNIHBIX OPraHu3aluaXx. B KpynHeIX opranusanu-
AX CO CJOXHOU CTPYKTYypOH, MHOKECTBOM MH(OPMALIMOHHBIX CUCTEM M 3HAUUTEIb-
HbIMH 0Obe€MaMHu MH(pOpMaLMH, TOoIeKaIIe 3amuTe, GOPMUPYIOTCS KOMILIEKCHbIE
CUCTEMBI 3alllUThl MH()OpPMALMH, XapaKTEPU3YIOLIHUECS] MHOTOYPOBHEBBIM IOCTpOE-
HUEM U HEPApXHUECKUM JOCTYNoM K HMHpopmauuu. OJHAKO 3TU CUCTEMBI, KaK U
IIPOCTENIINE METOBI 3aIIUThl, HE JOJDKHBI CO3/1aBaTh COTPYAHUKAM CEPHE3HBIE HE-
yn00cTBa B padore.

2. KoMImJj1eKCHOCTh CHCTEMbI 3alllUThI I/IH(l)OpMaIII/II/I

DJJIeMEHTbl KOMILUIEKCHON cucTeMbl 3amuThl MHPopmanuu. Kommekc-
HOCTh CUCTEMBbI 3alIUThl MH(POPMALIMKM JTOCTUTAETCS HAJIMYMEM B HEH psiaa o0s3a-
TEJIbHBIX JJIEMEHTOB — MPABOBBIX, OPTraHU3alUOHHBIX, WHKEHEPHO-TEXHUYECKUX H
nporpaMMHO-MateMaTuiyeckux. COOTHOIIEHHE 3JIEMEHTOB M UX CofepxaHue obec-
NEYUBAIOT UHIMBUIYAJTbHOCTh CUCTEMBI 3alllUThl HH(OPMALUK OpraHU3alu, U ra-
PAHTHUPYET €€ HENTOBTOPUMOCTb U TPYIHOCTh IPEOI0JICHUS.

CTpyKTypa KOMIUIEKCHOW CHCTEMbI 3allUThl MHQOpPMAIMKM NpeICTaBiIeHa Ha
puc 1.

KoHKpeTHyl0 cucTeMy MOKHO MpPEACTaBUTh U3 MHOXECTBA pPa3HOOOpa3HBIX
aneMeHTOB. CoaepkaHue IEMEHTOB CUCTEMBI OIIPENEIIAET HE TOIBKO €€ MHIAUBUIY-
aJIbHOCTh, HO U KOHKPETHBIN 3a/laHHBIA YPOBEHb 3AIIMUTHI C Y4€TOM LIEHHOCTH HH-
(dbopmal 1 CTOMMOCTH CUCTEMBI.

JJIeMEHT NPAaBOBOM 3aIUThl MHPOPMALMH. OJIEMEHT MPABOBOUM 3AIIUTHI
nH(pOpMaUK MpeAnoIaraeT IPUANIECKOe 3aKperIieHue B3aMMOOTHOIIICHU OpraHu-
34U U TOCYAApCTBa I10 MTOBOAY MPABOMEPHOCTH 3AIIMTHBIX MEPOIIPUATHIM, a TAKKE
OpraHu3alliy U MepcoHaia Mo MOBOAY OOS3aHHOCTHU MepcoHana co0Jt01aTh MOPSI0K
3alUTHl [ICHHON MH(OpMAalMK OpTaHu3alid U OTBETCTBEHHOCTH 3a HapyIIeHHE 3TO-
ro mopsjaka. DJIeMEHT BKJIIOYAET:

® HajguM4he B OPraHMU3alMOHHBIX JOKYMEHTAaX OpPraHh3aluy, IpaBUiIax BHYT-
PEHHETO TPYAOBOIO pAaCIOpsi/iKa, KOHTPAKTAX, 3aKIIOYAEMBIX C COTPYIHMKAMU, U B
JOJKHOCTHBIX MHCTPYKIUSX TOJIOXKEHUN U 0053aTeNbCTB MO 3aIUTE LIEHHOW WH-
(dopMaruu OpraHu3aluy;



® Da3bICHEHUs JUIaM, MPUHUMAeMbIM Ha paboTy, CBSI3aHHYIO C 3alluiiae-
Moii mHpopManmel GUPMbI, 0 TOOPOBOIHHOCTH IPUHUMAEMbIX MU Ha ce0sl OrpaHu-
YeHH, 00YCIOBIIEHHBIX COOJIFOJICHUEM TMPaBUJI JOMYCKa, MOCTyNa K Takol HMHQOp-
MaIliH U, €€ UCIIOJIb30BaHNUS;

e (hopMyJIHpPOBAHKE U JOBEICHUS IO CBEJCHHS BCEX COTPYIHUKOB OpTraHU3a-
1My (B TOM YHCJIE HE CBS3aHHBIX B CBOCH paboTe ¢ 3amuiaeMoi nHpopmaruei) o
MIPaBOBOM OTBETCTBEHHOCTH 3a pasrjallleHue, YHUUYTOXKEHHE WU (aabCU(UKAIMIO
uH(bOpMaInu.

Cuctemsl 3amuTs HHGOpMAIIH

DneMeHT Ipa- DIIeMEeHT Op- DIIEeMEHT UH- DJIEMEHT Tpo-
BOBOM 3aIlIUTHI raHU3aloH- JKEHEPHO- IrpaMMHO-

nHpopMaUN HOM 3aILUThI TEXHUYECKON MaTemMaTuye-

nHpopmanuu 3aIlUTHI UH- CKOM 3aIlUThI

dbopmaruu uH(popmManuu

Puc 1. CtpykTypa KOMIUIEKCHOW CHUCTEMBI 3aITUThI HH(OPMAIIUH.

DJIeMeHT OPraHu3alMOHHOM 3alUThl HHGoOPMaUKu. DIIEMEHT OpraHu3aIlu-
OHHOM 3aIIUThl UHPOPMAITUU COACPKUT MEPHI YIIPABIECHYECKOTO U OTPaHUYUTEIHHO-
ro XapakTepa, YCTaHABIMBAIOIIETO TEXHOJIOTHIO 3alTUTHI U, MOOYXIAIOIIETr0 Mepco-
HajJ coOJII0aTh TPaBWIA 3aIUTHI IEHHON WH(OpPMAIMU OpraHu3aluu. DJIEMEHT
BKJIFOYAET B ceOs:

e (hopMUpOBaHKUE U PETJIAMEHTAIMIO JEATeIbHOCTH CIY:KObl 0€30MacHOCTH
opraHuzanuu (WiM MEHeIKepa Mo 0e30MacHOCTH), 00ECIeUeHHe ITOU CIIYKObI HOP-
MAaTHBHO-METOJIMYECCKUMHU JOKYMEHTAMH IO OPTraHW3allil M TEXHOJOTHH 3allUThI
uH(popmanuuy;

® pEerJaMEHTAIlMI0O M DPEryJIIpHOE OOHOBIIGHHE COCTaBa (MEepeyHs, CIMCKa,
MaTpPHIIhI) IEHHON WHGOPMAITMN OpraHU3allu, MTOJIeKAIICH 3alUTe, COCTABIICHUE U
BeJICHUS MepeyHs (omucH) OyMa)KHBIX, MAITMHHO-UYNTAEMbIX M DJIEKTPOHHBIX IIEHHBIX
JIOKyMEHTOB OpPTaHHU3aINN;

® pEerJiaMEeHTAIMI0 CUCTEMBI (MEpapXUUeCKOM CXEeMbl) pa3rpaHuyYeHUs JOCTY-
Ta rnepcoHasa K leHHo nHdopMaluu;

® perjiaMeHTaIMI0 METOJ0B 0TOOpa MepcoHasna Jjisi padoThl ¢ 3aKPHITOM WH-
dbopmarireit, MeTouKe 00ydeHUsT U HHCTPYKTUPOBAHUS COTPYAHUKOB;

® perJaMEHTAIMI0 TEXHOJIOTHH 3aITUThI U 00pa0OTKN OYMa’KHBIX, MAIITMHHO-
YUTAEMBIX U DJICKTPOHHBIX JOKYMEHTOB OpTaHM3aIuu (JeI0NpPOr3BOICTBEHHOM, aB-
TOMATU3UPOBAHHON M CMEIIAHHOW TEXHOJIOTUN);



® pErJIaMEHTAIMIO TOPSAKA 3aIIUTHl EHHOW MH(GOpPMAIlMU OpPraHu3alud OT
CJIy4aiHbIX WJIM YMBIIUICHHBIX HECAHKIIMOHUPOBAHHBIX JIEHCTBUN IIEPCOHAIIA;

® pErJIaMEHTAIMIO MOPsIIKa 3alUThl HTHPOPMALMH [IPU IIPOBEJECHUH COBEIla-
HUM, 3aceJaHui, IPOBEICHUS MEPErOBOPOB, NMIPUEME TOCETUTENEH, paboTe ¢ Ipen-
CTaBUTEIISIMU CPEJICTB MAacCOBOM HH(OpMAIIHH;

® pEerjJaMEHTalUI0 AaHAIUTUYECKOW palOoThl MO BBISBICHUIO yIrpo3 LEHHON
MH(POpPMaIMHU U KaHAJIOB pa3riallieHus, yTeUKd HHPOpMaIHH;

e 000pYy/IOBaHUE U ATTECTALMIO MOMEUIEHUH M padOuyuX 30H, BBIJIEIEHHBIX
g paboThl ¢ IIEHHOM MH(poOpManueil, JTUIEH3UPOBAHUE TEXHUYECKUX CPENCTB U
CPEICTB 3allluThl MHPOpPMAIMU U OXpaHbl, CEPTUPUKALNIO MHPOPMAIMOHHBIX CH-
CTeM, MpeIHa3HAUYCHHBIX IJIs1 pabOThI C 3aKPHITON MH(pOpMaLIUEH;

® perjJaMeHTaluI0 MPOIYCKHOTO peXUMa Ha TEPPUTOPUH, B 3JaHUSAX U IO-
MELIEHUSAX OpraHu3aluu, UACHTH(PUKALIMS IOCETUTENEH U epCOHAa;

® perjJaMeHTalUI0 CUCTEMbI OXpaHbl TEPPUTOPUH, 3/1aHUS, TIOMEUIEHUH, 000-
pPYIOBaHHUs, TPAHCIIOPTA U IIEPCOHAJIA OPraHU3aLUN;

® PErJaMEHTAMI0 OPTraHU3AlMOHHBIX BOIIPOCOB AKCILTyaTallMM TEXHUYECKHUX
CPEIICTB 3alIMThl HH(OPMAIIMU U OXPAHBI;

® pEerjJaMEeHTalMi0 OPraHU3alMOHHBIX BOMPOCOB 3aLUTHI IEPCOHAIBHBIX
KOMITBIOTEPOB, HH(POPMALIMOHHBIX CUCTEM, JIOKAJIBHBIX CETEH;

® perjJaMeHTaluI0 JEeHCTBUM Cy>KObl 0€30MMaCHOCTU U MEepCOHaNa OPraHu3a-
LMY B SKCTPEMAJIBHBIX CUTYyalUsX;

® peryIaMeHTaIUIo padOoThI MO YNPABICHUIO CUCTEMOM 3aIlUThl HH(OpMAILHY;

® perjJaMeHTalMI0 KPUTEPUEB U TOpAJIKa MPOBEIECHUS ONEPATUBHBIX MEPO-
MPUSATUN MO YCTAHOBJIEHUIO CTENEeHU A(P(HEKTUBHOCTH CHCTEMbI 3alIUTHI MH(pOpMa-
U,

DNeMEeHT OpraHU3allMOHHOM 3aIlUThI SBJISETCS CTEPKHEM, KOTOPBIA CBS3BIBACT
B €JIMHYIO CUCTEMY BCE Apyrue 3ieMeHThl. [1o MHeHHIO OOJBIIMHCTBA CIIEUAIMCTOB,
Mephbl OpPraHU3allMOHHOW 3amuThl WHMOpMarmu coctaBisitor 50-60% B cTpyKType
OOJBIITMHCTBA CUCTEM 3alTUTHI HHGOPMAIIMH. ITO CBA3AHO C PSAOM (HaKTOPOB U TaK-
KE TEeM, YTO BaKHOW CTOPOHOW OpPraHU3AIMOHHOMN 3alIUThl HHGOPMAIUHN SBIISICTCS
no00p, paccTaHOBKa M OOy4eHHE MepCOHasla, KOTOPBIM OyIyT OCYIIECTBIATH HA
IIPaKTHUKE MPUHLHUIIBI 1 METO/IbI 3AIUTHI.

Opranu3anMoHHbIE METO/IbI 3aIUTHI MH()OPMAIUU OTPAKAIOTCSI B HOPMATHUB-
HO-METOJUYECKUX JOKYMEHTaX CIIy>KObl 0€30MacHOCTH opraHu3auuu. B 3Toil cBsi3u
4acTO MCHOJB3YETCS €IMHOE HAa3BaHUE JIBYX PACCMOTPEHHBIX BBIIIE 3JIEMEHTOB CH-
CTEMBbI 3allUThl MH(OpPMAIMU — DJIEMEHT OPraHU3alMOHHO-TIPABOBOM 3aIUThl MH-
dhopmanuu.

JJIEeMEHT HHKEHEPHO — TEeXHMYECKOM 3amMTbl MHGOpMANMH. ODIJIEMEHT
MHXEHEPHO — TeXHUYECKOH 3aiuThl HHGOPMAIUU NMpeaHa3HAuYEH AJIsl TACCUBHOTO U
aKTUBHOTO NMPOTHUBOACHCTBUS CpPEeICTBAM TEXHUYECKOW pa3Beqkd M (POPMHUPOBAHUSA
pyOexeil oXpaHbl TEPPUTOPHUH, 3JaHUM, TOMELIEHUS U 000pYAOBaHUS C MMOMOIIBIO
KOMIUIEKCOB TeXHHUYeCcKuX cpelacTB. [Ipu 3amure nHOOpPMALMOHHBIX CHCTEM 3TOT
AJIEMEHT MMEET BaXKHOE 3HAYEHHE, XOTS CTOMMOCTbH CPEICTB TEXHUYECKOW 3aIUTHI
uH(pOpPMaLIMU U OXpaHbl OYEHb BEJTUKA. DJIEMEHT BKIIIOUAET B CeOs:
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® CcoopyXeHHe (U3MUECKOW 3aIUTHl OT MPOHUKHOBEHUS MMOCTOPOHHUX JIUI
Ha TEPPUTOPHUIO, B 3JaHUsI, TOMEIICHHS U T.I. (3a00pbl, PEIIETKH, CTAJbHbIE JIBEPH,
ceridrl u 1p.);

® Cpe/ACTBa 3alIUThl TEXHUYECKUX CPEACTB YTeUKH MH(OpMaIMU, BO3ZHUKAIO-
mux npu pabore OBM, cpencTB CBs3U, KONMMPOBAJIBHBIX alllapaToB, MPUHTEPOB,
(hakcoB, Ipyrux mMpuOOpoB U OPUCHOTO 0OOPYIOBAHUS;

® CpEACTBA 3aIIUTHI TOMEIICHUH OT BU3YaJIbHBIX M aKYCTHYECKUX CITIOCOOOB
TEXHUYECKOU pa3BENIKU;

® cpeAcTBa 00eCIeYeHHs] OXpaHbl TEPPUTOPUH, 3AaHUN U TOMelleHu (cpe-
CTBa HAOJIOJIEHHUS, OMOBEUIECHUS, CUTHATU3ANKU, THHOPMHUPOBAHUSA U UICHTU(UKA-
HH);

® CpeJICTBA MPOTUBOMOKAPHON OXPAHBIL;

e cpeacTBa OOHAapyXEHHsI NPHUOOPOB M YCTPOMCTB TEXHMYECKOW pa3BEAKU
(MOJCTYMIMBAIOIINX U MEPEAaloNuX YCTPONUCTB, TAHO YCTAHOBJIEHHON 3BYKO3aIlu-
CBIBAIOIIEH U TEJICBU3MOHHOM armapaTypsl U T.I1.);

® TEXHHYECKHE CPEJCTBA KOHTPOJIA, MPEAOTBPALIAIONINE BRIHOC MEPCOHAIOM
CIIEMAIBHO MAPKUPOBAHHBIX MPEIMETOB, IOKYMEHTOB, IUCKET, KHUT U T.II.

JJIeMEeHT NMPOrpaMMHO-MATEeMATHYECKOH 3aIUTHI MHPOPMALUHU. DIICMEHT
MPOTPpaMMHO-MaTEMAaTUUECKON 3alMThl WH(POpMAIIMK TMpeIHa3HAYEH [JIs 3allUThI
1IeHHOU nHdopMalnu, o0padaThIBAEMOM U XpaHSAILIEHCS B KOMITbIOTEPAX, JTOKATbHBIX
CETAX U PA3IMYHBIX UHPOPMAIMOHHBIX cucTeMax. OHaKo (parMeHThl STON 3aIUTHI
MOTYT MPUMEHSATHCS KaK COMYTCTBYIOIIUE CPEJCTBA B MHXKEHEPHO- TEXHUYECKOU U
OpraHU3aIMOHHOM 3auTe. JIEMEHT BKIIOYAeT B ceOsl:

® peErjiaMeHTalluI0 JOoCTymna K 0a3aMm JTaHHBIX, (aijgaM, SJIEKTPOHHBIM JOKY-
MEHTaM TIEPCOHATBLHBIMU MAPOJIIMH, UACHTU(PUIIUPYIOIMUMHI KOMAaHIaMUA U JAPYTUMHU
METOJIaMHU;

® perjaMeHTAaIHIO CIeHHUABHBIX CPEACTB U MPOIYKTOB MPOTPAMMHOMN 3al1-
THI;

® perjaMeHTalulo Kpuntorpaduyeckux METOJIOB 3alluThl HHQPOpMAIUU B
OBM wu cersx, kpunrorpadgupoBanue (mu@poBaHus) TEKCTa JOKYMEHTOB IPHU Mepe-
Ja4e UX Mo KaHajiaMm OOBIYHOM M (PaKCUMMIIBHOM CBSI3H, MPU MEPECHLIKE MOYTOM.

3. UndopmMannoHHbIE pecypChl OTPAHUYEHHOT0 PACIIPOCTPAHEHUS U
yIpo3bl pecypcam

Nudopmanuonnsie pecypesl. [Ipenverom nHpopManmoHHOM 6€30MaCHOCTH
B €JMHCTBE CPOPMHUPOBAHHOMN MOJUTHUKE OE30MaCHOCTH U 0OECIIEYMBAIOIIEH KOM-
MJIEKCHOM CUCTEMBI 3alUThl HHPOPMALIUU paccCMaTpUBAIOTCA MH(DOPMAIIMOHHBIE pe-
cypchl opranuzanuu. MHpopMalmoHHble pecypchbl BKIKOYAIOT B ce0s OTIIEIbHBIE J0-
KYMEHTBI U OTJICIIbHBIE MACCUBBI JOKYMEHTOB, TOKYMEHTHI 1 MACCUBBI TOKYMEHTOB B
nH(pOpMaIMOHHBIX cucTeMax (OubiamoTekax, apxuBax, (oHIax, OaHKAa JaHHBIX, Y-
T'UX WHPOPMAITMOHHBIX CHCTEMAX).

NudopmarimonHsie pecypchl SBISIFOTCS OOBEKTaMH OTHOIICHUN (DU3UYECKUX,
IOPUIMYECKUX JIMII, TOCYAApCTBa, COCTABIISIOT MH(POPMAIIMOHHBIE PECYPChI CTPaHbI U
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3aIUIIAIOTCS 3aKOHOM HapsAay ¢ ApyruMu pecypcamu. [IpaBoBoil pexxum nHpopma-
UOHHBIX PECYPCOB ONPEAEIIAIOTCA HOPMaMH, YCTaHABINBAOIIUMU:

® OPSIOK TIOKYMEHTHUPOBaHUsS UHGOPMAIIHH;

® [1paBO COOCTBEHHOCTH Ha JIOKYMEHTBHI U1 MAaCCUBBI JIOKYMEHTOB;

® KaTeropuio MHGOPMAIUH 110 YPOBHIO IOCTYIA K HEH;

® TIOPSZOK MPABOBOM 3aIUTHI HH(GOPMAIIUH.

JoxkymenTupoBanue uH@opmanuu. J[okyMeHTupoBanue uHdopmanuu (co-
31aHie O(PUIIMAIBHOTO JOKYMEHTA) SIBISIETCSl 00s13aTE€IbHBIM YCIOBUEM BKIIIOUECHHE
uHpopmaluu B uHPopMalmoHHbie pecypcbl. [Ipu 3TOM THN MCHOJIB3yeMOW TEXHO-
JIOTUYECKOM CUCTEMBbI CO3JaHusl, 00pabOTKU W XpaHEHHUs JOKYMEHTOB (JeJIOmpou3-
BOJICTBEHHAs1, Py4YHasl UJIM aBTOMaTU3UPOBAaHHAS JIOKAJIbHAs, KOMIUJIEKCHAs) HE UMEET
HUKAKOTO 3Ha4eHUs. JIOKyMEHT, TOJy4YeHHBI M3 aBTOMATH3WPOBaHHOW WH(pOpMa-
LIMOHHOM CUCTEMBI, MPUOOPETAET IOPUAUYECKYIO CUITY MOCTIE €ro MOAMUCAHUS IO K-
HOCTHBIM JIMIIOM B YCTAHOBJIEHHOM IOPSIKE.

C ToOukM 3peHus 3alUThl MHPOPMALMHM MPOLECC €€ JOKYMEHTUPOBAHUS
peaycMaTpuBaeT 0OBbEKTUBHOE PACTIPOCTPAHEHHE MH(OPMALIMK BO BPEMEHHU U TMPO-
CTPaHCTBE M COOTBETCTBYIOILIEE BO3PACTAHMS YHMCJA OMACHBIX MCTOYHHUKOB €€ pas-
IJIANIeHMs], TIOAJIeKAIUX yUeTy U KOHTpoito. CaM (akT 3ameyaTyieHus: LIeHHOW WH-
¢dbopMaluu Ha KakOM-JIMOO HOCUTENE MpEAroaraeT HajJuuue 3allUTHBIX MEp B OT-
HOILIEHUU UH(POPMAIMK U HOCUTENS OT Pa3InYHbIX PUCKOB.

IIpaBo coOCTBEHHOCTH HA JOKYMEHTBI 1 MAaCCHBBI JOKYMeHTOB. Ilo mpu-
HAJJIEKHOCTU K TOMY WJIM MHOMY BUAY COOCTBEHHOCTH MH(OPMALIMOHHBIMU PECyp-
Cbl MOTYT OBITh TOCYJapPCTBEHHBIMU WJIM HErOCYJIAapCTBEHHBIMU U KaK 3JIEMEHT CO-
CTaBa MMYLIECTBA HAXOAMUTCS B COOCTBEHHOCTH I'Pa)KJaH, OPraHOB MECTHOTO CaMo-
VIPABJICHUS], OPraHU3alMU U 00IIECTBEHHbIX 00beauHEeHUN. CyObeKThI, MPEIOCTaB-
JSIOIIKME B 00513aTEIbHOM MOPSIKE JOKYMEHTUPOBAHHYIO MH(GOPMAIMI0 B OpPraHbI
roCyJJapCTBEHHOM BJIACTH U OPTAHU3ALMH, HE YTPAYUBAIOT CBOUX IIPaB HA 3TH JOKY-
MEHThI ¥ Ha UCTIOJIb30BaHKE MH(DOPMALIMH, COIEPKAILIMUXCS B HUX.

I'ocynapcrBennbie mH(popmManuoHHbie pecypebl. opMupoBanue rocynap-
CTBEHHBIX MH()OPMAIMOHHBIX PECYPCOB OCYILECTBISIOTCS TpakJIaHAMH, OpraHaMH
roCy/1apCTBEHHOM BIJIACTH, OPraHaMU CaMOYIIPaBJICHMsI, OpPraHU3alUsIMHU U OOIIe-
CTBEHHBIMU OOBEAMHEHUSMH.

IlepconanbHublie nanHble. MHpopmanus o rpaxinaHax (IepcoHaIbHbIE J1aH-
HBIE) TaKXXe BKJIIOYAIOTCS B COCTaB MH(OpPMALMOHHBIX pecypcoB. [lox mepconanb-
HBIMHU JTaHHBIMHM TIOHMMAlOTCSA CBEIEHHUS O (pakTax, COOBITHSIX U OOCTOSITENBCTBAX
’KU3HU TPaKJIaHUHA, TO3BOJISIIOIINE UACHTU(PHUIIMPOBATH €T0 JTUYHOCTD.

YpoBens aocryna k uHgopmauuu. B cooTBeTCTBUU ¢ MHTEpecaMu obecrie-
YeHUs! HAI[MOHAJIbHOM O€30MAaCHOCTU M CTENEHM LEHHOCTH ISl TOCYIapCcTBa, TOCY-
JApCTBEHHOTO YUPEKJICHUS, OpTraHu3alui WIA NpeanpusTis HHHOPMALIMOHHBIE pe-
cypcbl (nHpopMaIus, TOKyMEHThI) MOTYT OBITh:

® OTKPBITBIMH, T.€. OOIIETOCTYNHBIMU (MTyOJIMKYyEeMbI€ B CPEJCTBAX MACCOBOM
uH(pOpMallMY, OTJIAIIEHHBIMH Ha KOH(EpEeHIMSIX, B BBICTYIUICHUSX, WHTEPBBIO U
T.IL.);

® OIPaHUYEHHOIO JOCTYMA, T.€. 3aU[UIIAEMbIMH, OXPaHIEMBIMH.
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CnenoBaTtenbHO, UH()OPMALIMOHHBIE PECYPCHI MPHU 000N TEXHOJIOTUYECKOM
CUCTEME MX JOKYMEHTHUPOBAHMS, 00OpaOOTKM U XpaHEeHUs (TpaJULIMOHHON WM aBTO-
MaTU3UPOBAHHON) OOBEKTUBHO MOPA3ACIAIOTCS HAa JBA CAMOCTOSTEIBHBIX (aBTO-
HOMHBIX) MH(OPMAIIMOHHBIX OaHKOB: OaHK 0OIeIOCTymHON HH(pOpMAIMU M OaHK
3aluIaeMol nHpopMaluu peraaMmeHTupoBaHHoOro jpocryna. Oanako, o0a W3 yka-
3aHHBIX O0AHKOB MH(OpPMAIMU MOCTOSHHO MOABEPraioTcsi OOBEKTHUBHBIM U CyOBEK-
THUBHBIM yTPO3aM pa3pylleHUs HOCUTENS WK caMOi MHGOpMAIIHH.

Yrpoza uam omacHoctb paspyweHus uHpopmaummu. [lox yrposon wim
OMACHOCTBIO TOHHMMAETCS] MOTEHLHAIBHO BO3MOXHOE WIIM PEANbHOE HApYyIICHHUE
HOPMAaJIBHOTO MCIIOJIb30BaHMSI HH(POPMAIIMOHHBIX PECYpCOB, MX COOTBETCTBHE IIEJISIM
U 3a1a4aM 3P QPEKTUBHOTO yIpaBieHus. PUCK yrpo3sl J100bIM HH(OOPMALIMOHHBIM pe-
cypcaM CO3/1al0T CTUXHITHbIE O€CTBUSA, SKCTPEMAJIBHBIE CUTYallUH, aBAPUU TEXHUYE-
CKHUX CPEJCTB U JIMHUM CBS3H, JPYIMe OObEKTUBHBIE OOCTOSITENILCTBA, @ TAKXKE 3aUH-
TEPECOBAHHOE U HE3aMHTEPECOBAHHOE B BO3HUKHOBEHMHU yrpo3bl Jinna. Croga OTHO-
CATCSl TAaKXKe: KPakM WM YHUUYTOXKEHUE JTIOKYMEHTOB, yracaHue (CTapeHHE) TEeKCTa
WM N300pakeHus, MOAMEHA WK U3bIATHE TOKYMEHTOB, (pambcuukaius TeKCTa Win
€ro 4aCTH U MHOT'O€ JIPYToe€.

Juana3zoH yrpo3 ajs JOKYMEHTOB OIPaHUYEHHOT'O JOCTYIA 3HAYUTENIBHO IIIU-
pe, 4TO CBSI3aHO, NPEXKJE BCEro, € TEM, YTO K 3TUM JOKYMEHTaM IPOSIBISIOTCS I10-
BBIIICHHBIN UHTEPEC CO CTOPOHBI MHOCTPAHHBIX CIIELCIYX O, KPUMUHAIBHBIX CTPYK-
TYp, OTAEIBHBIX MPECTYMHBIX 3JIEMEHTOB, YaCTO HE3aKOHHBIX JE€TEKTUBHBIX OpPraHu-
3allK, KOTOPbIE B COBOKYITHOCTH UMEHYIOTCS 3J10YMBIILIEHHUKAMHU.

HecankuuonupoBanubiii goctyn. OCHOBHOW yrpo3od O€30MacHOCTH HH-
(hopMaIIMOHHBIM peCypcaM OIPaHUYEHHOTO PACIPOCTPAHEHHUS, PE3KO MOBBIIIAIOIINM
UX YSA3BUMOCTb, SIBJISIETCS HECAHKIIMOHUPOBAHHBINA (HE3aKOHHBIN) JTOCTYI MOCTOPOH-
Hero jauna (Miau paboTaroulero B OpraHU3alyy 3JIOYMBIIUICHHHKA) K 3alMIIaeMOi
JOKYMEHTUPOBAHHOW MH(OpMaLMU, U KaK pe3ysIbTaT 3TOro — OBJIaJieHUEe UH(OpMa-
uell U IpOTHBOINpPABHOE €€ HcIosb3oBaHue. OO0s3aTeNbHBIM YCIOBUEM AJI OCY-
IIECTBJICHUS TIONBITKH HECAHKIIMOHUPOBAHHOTO JIOCTyIa K 3TOM MH(OpMaLuu sBIIs-
€TCSl MHTEPEC K Heil CO CTOPOHBI OMpPENENECHHBIX JHI], CIy:KO W opranuzaruii. Pe-
3yJIbTaTOM HECAaHKLHMOHUPOBAHHOTO JOCTYIA K 3allMiiaeMod HH(OPMAaLUU MOXKET
OBITh HE TOJIKO BJIAJICHUE LIEHHBIMH CBEJCHHUSIMH U UX HCIOJb30BAaHUE, HO U UX BU-
JOM3MEHEHNE, YHUUTOKEHHUE, IOMEHA U T.II.

OCHOBHBIM BHMHOBHMKOM HECAaHKUIMOHUPOBAHHOTO JOCTyNa K LIEHHOW JOKY-
MEHTHUPOBaHHOW WH(pOpMAIMU SABISETCS, KaK MPaBUJIO, MEepcoHaj, padoTarolui ¢
APYTrUMU JTOKyMEHTaMu U 0a3amu naHHbIX. [Ipu 3TOM cienyeT uMeTrh B BHUIY, UYTO
yTparta (yrepsl) LeHHOH MH(POPMALIMU TPOUCXOAUT B OOJBIIMHCTBE CIy4yaeB HE B pe-
3yJbTaTe MpPeJHAMEPEHHBIX JACHCTBUH, a U3 HEBHUMATEIBHOCTH U O€30TBETCTBEHHO-
CTH TIepCcoHaa.

Buabl yrpo3s 3amuiiaeMbiM uH(popMannoHHbIM pecypcam. Hanbonee yacto
BCTPEUAIOTCA CIEIYIOIINE YTPO3bl 3aLIUIIAEMbIM HHPOPMAIIMOHHBIM peECypcam:

e Kpaxa (XHILEHHE), yTepsi JOKYMEHTA WA OTACIbHBIX €ro 4acteil (JIMCTOB,
NPUIOXKEHUH, cxeM, (oTorpaduii, TMCKET, ayAHMO U BUICOKACCET U JIp.), HOCUTEIS
uHpopmanuu.;
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® KONUPOBaHUE OYMa)KHBIX U DJIEKTPOHHBIX TOKYMEHTOB, 0a3 JaHHBIX, (OTO,
BUJICO, ayAHOJJOKYMEHTOB, COO0IIeHHE MH(DOPMAIIMU WIH NMPOUYTEHUE JOKYMEHTa IO
JIUHUSIM CBSI3U;

® [I0JMEHAa JOKYMEHTOB, HOCUTEJIEH U OTIENbHBIX YacTe JTOKyMEHTa C Ilie-
710 X (panbCUpUKALNU WIH COKPBITUS (aKTa YTEepH, XUILECHUS;

e paboTa B YyXHUX DJIEKTPOHHBIX 0a3 JMaHHBIX, C YYKUMHU KOMIIBIOTEpaMH,
TallHOE O3HAKOMJICHHE C JOKYMEHTaMH U 0a3aMu JaHHBIX, [IePEe3aruch WU 3alIOMHU-
HaHue uHdOpMaINY;

® JIMCTAaHIMOHHBIA MPOCMOTP JOKYMEHTOB U U300pAKEHUN AUCILIES C TIOMO-
IbI0 TEXHUYECKUX CPEACTB PA3BEIKH;

e OomKOOYHbIC (YMBIIIJICHHBIC WIH CIy4YalHbIC) IEUCTBUS NIEpcoHaNa Mpu pa-
00Te ¢ TOKyMEeHTaMH (pa3pylieHUuE pa3pelnTeIbHON CUCTEMBI JOCTYTA, MPaBUi 00-
palieHus ¢ T0KyMEHTaMU, TEXHOJIOTUU UX 00pabOTKU U XpaHEHUS);

e CIy4yallHO€ WM YMBIIUJIEHHOE YHUUYTOXEHUE LEHHBIX JTOKYMEHTOB M 0a3
JAHHBIX, UX HECAHKIIMOHUPOBAHHASI MOU(DUKAIS, UCKaKEHUE U (aTbCcuUKaIs;

® CYUTHIBAHUE JIAHHBIX B Uy)KMX MAacCHUBAX 3a CYET MCIIOJIb30BAHUS OCTATOY-
HOI MH(pOpPMALIMK HA KOIMPOBAJIBHOM JIEHTE, OyMare, TUCKax U JUCKETKaX;

e yTeuyka MHPOpPMaLUU MO TEXHUYECKUM KaHajdaMm IMpU OOCYKIEHUU U JUK-
TOBKE TEKCTa JOKYMEHTa, paboTe ¢ KOMIIBIOTEPOM U APYTOM OPUCHON TEXHUKOU.

¥Yrpo3bl HHPOPMALMOHHBIM pecypcaM B KOMIBIOTEPHBIX cucrtemax. Oco-
OCHHO OIacHBI YTrpo3bl I AJNEKTPOHHBIX JIOKYMEHTOB, TaK KakK ONpEeAeNnuTh (akT
Kpaki HH(OpMAaILIUK 4aCTO HEBO3MOXKHO.

B oTHOIeHNN MHGOPMAIIMOHHBIX PECYPCOB, 00padaTHIBAEMbIX U XPAHSIIUXCS
B KOMITbIOTEPAX M JOKAJIBHBIX CETAX, YIPO3bl KJIACCUPHUIIMPYIOTCS MO CTENEHH pHUCKa
CICAYIOIIMM 00pa3oMm:

e HenpeJHaMEpPEHHbIE OIMOKU MOJB30BaTENEH, ONepaTopoB, CUCTEMHBIX a/l-
MUHHCTPATOPOB M APYTrUX JIHI, OOCTY>KUBAIOUIMX WH(OPMAIIMOHHbIE CHUCTEMBI (Ca-
Mast yacTasi U 00JIblliasi ONMaCHOCTH);

® KpaXXy U NOJJIOTH UH(pOpMAIUK;

® VYIPO3bl, UCXOASAIINE OT CTUXUHWHBIX CUTyaIlMid BHEIITHEW CPEIbL;

® YIpO3bI 3apAXKECHUS BUPYCAMH.

YcaoBus yrpatbl HHPOPMALMOHHBIX PeCypPcoB. YTpaThl WINA Pa3TiIalliCHUE
(yTeuka) nH(MOPMAIMOHHBIX PECYPCOB OIPAaHUYEHHOTO JOCTYIIa MOTYT HACTYIHUTD:

® [IpU HAJIMYUU ONPENENICHHBIX UHTEPECOB ONPEICICHHBIX YUPEKICHUN WU
JIUI] K KOHKPETHOU nH(MOpMaIny;

® [IpY BO3HUKHOBEHHMH PUCKA YTPO3bl, OPraHU30BaHHOM 3JI0YMBIIIIEHHUKOM
WJIY CITyYalHOW;

® [IpU HAIMYMU YCJIOBHM, MO3BOJIIOLIETO 3JOYMBIIUIEHHUKY OCYIIECTBUTH
HEO0OXOIUMbIC ICUCTBUS U OBJIAJIETh HHPOpMaITUEH.

OTHU yCIIOBUS MOTYT BKJIIOYATh:

® OTCYTCTBHE CHCTEMbl aHATMUTHUYECKOW PabOThI MO BBISBICHUIO U U3YYEHUIO
yrpo3, KaHaJIOB M CTENEHU pHUCKa HapylIeHUI 0e30macHOCTH MHPOPMAIMOHHBIX pe-
CypCOB;
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e Hed(DPEeKTUBHYIO CHCTEMY 3aIlIUThl MH(GOPMAIMK WX OTCYTCTBUE 3TOW CH-
CTEMBI;

® HEYMOPSIOYCHHBIN MOA00p MIEPCOHANA U TEKYUECTh KaJApOB;

® CJIOKHBIN TICUXOJOTUIECKUNA KIIUMAT B KOJIJICKTUBE;

e crnaOple 3HAHUS COTPYIHUKAMHU OPTAaHU3AIMH TOPSAKA W MPABUIT 3aIUTHI
MHPOpPMAIIUU OTPAHUYEHHOTO JTOCTyINa WM HEMOHMMaHHWE HEOOXOTUMOCTH UX CO-
OJIIOIEHUS;

® OTCYTCTBHE MapKUPOBKH (rpudupoBaHus) HHPOpMAIIMK U JOKYMEHTOB (B
TOM YHCJIC Ha TEXHHYECKUX HOCUTEISIX ) OTPAHUICHHOTO JIOCTYTIA;

® OTCYTCTBHE KOHTPOJIS CO CTOPOHBI a[IMUHUCTPAITUHU 32 COOJIFOICHHIE TIEPCO-
HaJIOM TpeOOBaHW HOPMATHUBHBIX TOKYMEHTOB IO paboTe ¢ MHPOPMAIMOHHBIMU pe-
CypcaMu OTpaHUYEHHOTO JOCTYTIA;

® (OECKOHTPOJBHOE MOCEUIEHUE YUPEKICHUS TOCTOPOHHUMU JIUIAMHU.

Crnenyer y4uThIBaTh, YTO PUCK yrpo3bl MHGOPMAIUU TOSBISETCS Cpaszy ke
P BO3HUKHOBEHUU HEOOXOJUMOCTH (M JaK€ MBICIH) €€ JOKyMEHTHpoBaHus. B
CBS3U C OTUM CHCTEMa 3alllUThl JIOJDKHA HAaYyMHATh (QYHKIMOHUPOBATH 3a0yaroBpe-
MEHHO.

[Tpu 3apoxaeHNH MOTPEOHOCTH B CO3/JaHWM JOKYMEHTA TIEPBOHAYAILHO Clle-
IyeT pelIuTh: SIBJISETCS JU JaHHAs WH(POpMAIMs OTPaHWYCHHOTO JOCTYIA H, €CIIN
SIBJISICTCSI, TO KaKas CTETICHb €€ 3aKPhITOCTH.

4. Kanajbl yre4yku mHpOpManuu

VYTpo3bl LIETOCTHOCTH M COXPAaHHOCTH MH(POPMAIIMOHHBIX PECYPCOB OrpaHU-
YEHHOI'0 JIOCTyNa MPAaKTUYECKU PEaTU3yIOTCsl Yepe3 pUCK 0O0pa3oBaHUsl HECAHKLHUO-
HUPOBAHHOTO TMOJYYeHUSI KeM-TO (JOOBIBAaHUS) WM YTpaThl 3aluiaeMoi nHpopma-
MM U JJOKYMEHTOB. JTH KaHaJIbl 0003HAYAIOTCS, KaK MPaBUIIO, TEPMUHOM «KAHAJIBI
yTeuku uHopmanuny. Kaxxnas koHKpeTHasi opranuzaiiys 00jiagjaeT cBOUM Habopom
KAHAJIOB YTEUKH, 3aBUCAIIUM OT MHOKECTBA OOBEKTUBHBIX M CYOBEKTUBHBIX (DaKTO-
poB (mpoduiist neaTenbHOCTH, 00BEMOB 3amuiiaeMoi wHdopMaluu, mpodeccuo-
HaJLHOTO YPOBHS MIEPCOHAIIA, MECTOIOJIOKEHUS 3/JaHHsI OPraHU3aLUHU U T.1.).

Pasrnamenue (orsnacka) ungopmanuu. B ToM ciiydae, koraa pedb UaET 00
yTpare uH(GOpPMAIMU [0 BHUHE IEpPCOHANA, HCIOJb3YEeTCS TEPMHUH»pa3rialleHue
(ornacka) uH@opmarn». YenoBek MOXKET pasriamiath HHPOPMAIUIO YCTHO, MHUCh-
MEHHO, C TTOMOIIBIO KECTOB, MUMHKH, YCIOBHBIX CUTHAJIOB, TMYHO, Y€pe3 MOCPETHU-
KOB, 10 KaHajlaM CBSI3HU U T.]I.

YT1euka nundgopmanun. TepMuH «yTeuka nHOOPMAITUN) OTHOCUTCS K yTpaTe
uH(pOpPMaIIMK 3a CUET ee IepexBaTa ¢ MOMOIIBI0 TEXHUYECKUX CPEACTB, IO TEXHUYE-
CKHUM KaHaJaM.

Pasrnamenue, yreuka uHGOpMAIMK XapaKTEPU3YETCs TBYMS MOMEHTAMU: Q)
uHpOpMallUsl MEPEXOJUT HEMOCPEICTBEHHO K 3aMHTEPECOBAHHOMY JIMILy — 3J10-
YMBINIJICHHUKY U 0) K TpeTbeMy Jully. [log TpeTbuM IUIoM B JaHHOM CiTy4ae MOHU-
Maetcs Jito0ble Juia (KOJUIeTH Mo padoTe, MOCETUTENH, TEXHUYECKHU nepcoHan op-
raHu3aluy, pabOTHUKHU CIIYkO SKCTPEMaJbHOW MOMOIIM M T.I.), TIOJYYHUBIIHE HH-
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dbopMaruio BO BIaJIeHHE B CUIIY OOCTOSATENBCTB, HO HE 00Ja/1a01IKe MPaBOM Bliajie-
HUS €10 U, YTO OYEHb BaXKHO — HE 3aMHTEpECOBaHHbIE B 3TOW MH(popmaru. O1HaKO
OT TPETHEro JuIa HHPOPMALIHS MOKET NEPEHTH K 37T0YMBIIIICHHUKY.

[lepexon undopmal K TpETheMY JIUILY MOKHO Ha3BaTh HEMPETHAMEPEHHBIM,
CTUXUUHBIM, CIIy4ailHBIM, XOTS MPHU 3TOM (aKT yTEUKH, pa3riauieHus nHhopmalu,
HapyluieHus: 6€30MacHOCTH UMeeT MecTo. HenmpennamepeHHblit iepexo; nHbopMaiuu
K TPEThEMY JIMIlY BO3HUKAET B pe3yJIbTaTe:

e yTepH WIH HEMPAaBUILHOTO YHUUYTOXKEHUS JOKYMEHTOB, MTAKeTa C IOKyMEH-
TaMH;

® HE3HaHWE, UTHOPUPOBAHUE WIIM YMBIIIJICHHOTO BHITIOJHEHHUS COTPYAHUKOM
TpeOOBaHMIl MO 3ammuTe HHHOPMAIUY;

® UB3JIUIIHEH Pa3roBOPUYUBOCTH COTPYIHUKOB MPU OTCYTCTBUU 3JI0YMBIIUICH-
HUKa (C KoJJIeraMmu 1o padoTe, Ipy3bsIMU, UHBIMU JIUIIAMU B MECTaxX OOIIETO MOJIb30-
BaHMsI, B TPAHCIIOPTE U T.I1.);

® pPabOTHI C JOKYMEHTAMH OIPAaHUYECHHOTO JOCTYIIA TP MOCTOPOHHUX JIUIIAX,
HECaHKIIMOHUPOBAHHOH Tepeiaun UX JPyroMy COTPYAHHKY;

® JCIOJIb30BAHWE CBEIACHUW OTPAHMYECHHOTO JIOCTyNla B OTKPBITOW IIE€YaTH,
JUYHBIX 3aMUCAX, THEBHUKAX U T.IL.;

® HajguYHe B JIOKYMEHTaX M3JIUIIHEH HHPOpMALUU OTPAHUYEHHOTO I0CTYTIA;

® CaMOBOJIBHOTO KOMIMPOBAHUS COTPYTHUKOM JOKYMEHTOB B CITY>KEOHBIX WIIH
KOJUICKIIMOHHBIX IIETISX.

B oTimume ot TpeTbero auIa 3J0yMBIIUICHHUK IIeJICHAIPAaBICHHO OXOTHTCS 32
KOHKPETHON MH(pOpManuei u MpeaHaMEPEeHHO, TAWHO CO3/1aeT KaHaJbl YTEUKH WIH
pasriamenust nHopmaruu. Takue KaHaJbl BHIPAOATHIBAIOTCS 3JI0YMBINIJIEHHUKAMU
B 3aBHCHUMOCTU OT KOHKPETHBIX OOCTOSITENIbCTB U OTIMYAIOTCS OOJIBIIUM pa3zHOOOpa-
3M€M BUJIOB U UX COUYETAHUMH.

Kanainbr yrpats! 110061x HHGOOPMAITMOHHBIX PECYPCOB, 0OCOOCHHO HH(pOPMAITIH
OTPaHUYEHHOTO JIOCTYIIAa, MOTYT OBITh OPTaHU3AIIMOHHBIMU WJIH TEXHUYECKUMHU.

Opranu3annoHHble KaHAJbI pasrjamenus uHgopmamuu. OpraHu3anyoH-
HBbIC KaHaJbl pasriameHus nHQOopMali OCHOBAaHBI HA YCTaHOBIIEHHU Pa3HOOOpa3-
HBIX, B T.4. 3aKOHHBIX B3aUMOOTHOIIEHHUH 3JIOYMBIIIJICHHUKA C OpraHu3aluel Win
COTPYIHUKOM JUIS TIOCTEAYIONIETO HeCAaHKIIMOHUPOBAHHOTO JOCTYINa K MHTEPECYIO-
e 31MoyMbIuieHHuKa nHpopMainreid. OCHOBHBIMH BHIaMH OpTaHU3aIMOHHBIX Ka-
HAJIOB MOTYT OBITh!

® TIOCTYIUICHHE 3JI0YMBIIUICHHWKA Ha pa0OTy B OpPTaHU3AIMIO, KaK MPaBHUIIO,
Ha TEXHUYECKYIO WJIM BCIOMOTATENbHYIO JOJDKHOCTH (omepatopom OBM, nBopHu-
KOM, TI0(pepoM U T.11.);

® YCTAaHOBJICHHE 3JIOYMBIITUICHHUKOM JOBEPUTEIBHBIX B3aUMOOTHOIICHHUI C
COTPYJIHUKAMU OpTaHU3AIUU WIH MOCETUTENIEM, COTPYTHUKOM JAPYTOi OpraHu3aIuy,
MMEIOIIETO JTOCTYI B JAHHYIO OPTaHU3AIIHIO;

e aHanMM3 OMYyOJMKOBAaHHBIX MaTepuajoB 00 OpraHM3alMH, WHTEPBHIO CO-
TPYJTHUKOB, CTAaTeH KYPHAIUCTOB, Y9aCTHE B OTKPBHITHIX KOH(PEPECHIIUIX, COBEIIaHU-
X U T.IL;

e pabora B MHPOPMAIITMOHHBIX CETHX;
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® CHCTEMAaTHU3alMs U AaHAJIU3 OTKPBITHIX TOKYMEHTOB OpraHu3aliu, BblICIICH-
HBIX JUISl YHUYTOXEHUS U HAXOAAIIMXCA B JOCTYIIHBIX MECTaX, HallpUMeEp, B IIYHKTAX
BTOPUYHOTO CBIPbSI, HA CBAJIKaxX M T.IL.;

® KPUMUHAJIbHBIN, CHIOBOM AOCTYN K MHPOpMAIUH, T.€. Kpaka JTOKYMEHTOB,
IUCKET, KOMIIBIOTEPOB, MIAHTAX MEPCOHAIA, THCUEHUPOBAHUE IKCTPEMATIBHBIX CHTY-
aryu U T.11.;

® [I0JyYEHHUE HY’KHON MH(POPMALIMH OT TPETHETO (CIy4aiHOI0) JIMIIA.

TexHnuyeckue KaHaJbI yTe4KH HHPopMannu. TeXHUUECKUE KaHAJIBl YTEUKU
MH(POpMAIMU BO3HUKAIOT TPU HCIOJIB30BAHUU 3JI0YMBIIUIEHHUKOM CHEIHaIbHBIX
TEXHUUYECKUX CPENICTB Pa3BEAKH, NO3BOJIIOILYIO MMOIYYUTh 3alUIIAEMYI0 HHPOpMa-
110 6€3 KOHTaKTa C MEePCOHAJIOM OpPraHM3alui. DTHU KaHaJlbl BOZHUKAIOT IPU UCCIIe-
JOBAHUU 3JIOYMBIIUIEHHUKOM (PM3MUYECKUX TOJIEW U M3JIyY€HHUH, BO3ZHUKAIOIIHUX B
npouecce padoTel OPUCHON TEXHUKU U MepexBaTa MH(OpManuy, UMEIOIIeH akyCcTH-
YECKYI0, BU3YaJIbHYIO WU UHYIO (opMy.

JItobast ynpaBieHYecKas AESTENbHOCTh CBA3aHa ¢ OOCYXJIEHHEM LIEHHOW HH-
dbopman B KaOMHETaX WIM 1O JIMHHSM CBSI3U, MPOBEACHUEM PAcyeToOB M aHalu3a
cuTyauuu Ha DBM, neyatanueM W pa3MHOKEHHEM JOKYMEHTOB M T.I. Bce aTo oT-
KpbIBa€T OOUIMPHBIE TEXHUYECKHE BO3MOXKHOCTH JUJISl 3JI0YMBIIIJIEHHUKA B IMOJyYe-
HUU ONPEJIETEHHBIX HEOOXOAUMBIX €My CBEJICHU.

Pe3yibTaThl HCIOJIB30BAHMA KAHAJIOB yTe4KH nHGopManuu. B pesynbrare
MCIIOJIb30BaHUs pa3HOOOpa3HbIX METOAOB U TBOPUECKOIO COYETAHUS KaHAJOB JTOObI-
BaHUs MH(GOPMALMU OTPAaHUYEHHOTO JOCTYIIA 3JI0YMBIIIJIEHHUK MOJIYYaeT:

® OJUIMHHUK WM OPUTHHAJIBHYIO KOIHUIO JOKYMEHTa (0yMa)KHOTo, MallluHO-
YUTAEMOT0, 3JIEKTPOHHOT0) COAEPKAIIEro HHPOPMALIMIO OTPAHUYEHHOTO JTOCTYMa;

® HECAaHKI[MOHMPOBAHHO C/EJIAHHYIO KOIHIO 3TOr0 JOKYMEHTa (PyKOIMHUCHYIO
WM M3TOTOBJIEHHYIO C MOMOIIBIO KONUPOBAJIBHOIO ammnapara, GOTOTEXHUKH, KOM-
NbIOTEPA U T.J.), IMKTO(QOHHYIO, MArHUTO(POHHYIO, BUACOKACCETY € 3alUCAMU TEKCTa
JOKYMEHTa, IEPErOBOPOB, COBEILIAHNIA;

® [IMCBMEHHOE WJIM YCTHOE M3JI0)KEHHE 3a MpeJejaMu OpraHUu3alud COAEp-
’KaHUE JIOKYMEHTA, 0O3HAKOMJIEHHE C KOTOPBIM OCYIIECTBISUIOCH CAaHKIIMOHUPOBAHO
WY TalHO;

® VYCTHOE H3JIOKEHUE TEKCTa JOKyMEHTa MO TelepoHy, NEPEroBOPHOMY
YCTPOMUCTBY, CHENHAIBHON PAUOCBSI3H U T.IL.;

® aHaJOr JIOKYMEHTa, MPEJAHHOTO MO0 (PaKCUMHIBHON CBSI3U WM AJIEKTPOH-
HOM I10YTE;

® pPCYEBYI0 WIM BHU3YaJbHYIO 3allMUCh TEKCTa JOKYMEHTA, BBIIOJHEHHYIO C
MOMOUIBI0 TEXHUUECKHUX CPEACTB pa3BelKu (paJno3aKiiajoK, BCTPOEHHBIX MUKpPO(O-
HOB M BHUCOKaMep, MukpodoToarnmaparos, ¢hotorpapupoBaHus ¢ 0OJIBIIOTO PaccTo-
STHUSA).

IHouck u 00HapyKeHHe KAaHAJI0B yTe4KH MHpopmanuu. B ocHOBe noucka u
OoOHapyXeHUsI KaHAJOB pa3rJialieHus (yTEUKH) 3allMINaeMol HH(POpMAIUU JICKUT
KJ1accu(uKanysa 1 MOCTOSIHHOE U3yYeHHE UCTOUYHUKOB, BIaACIONIMX UH(OpMaLuen 1
€CTECTBEHHBIX, 00bEKTUBHBIX KAHAJIIOB PaCHpOCTPaHEHUs 3TOM HH(OPMaLIUU.
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OAHOBpPEMEHHO BEAETCS y4eT, aHAIN3 U KOHTPOJIb MOTEHIUATBHBIX YTPO3 WH-
(dopMaruy, BO3MOKHBIX KaHAJIOB €€ yTpaThl U CTENEHU PUCKA BO3HMKAIOIIMX OIac-
HOcTel Uil MHPOPMAIIMOHHBIX pecypcoB. OCyIIEeCTBISETCS MOUCK PEabHBIX KaHa-
J0B pasriameHus (yreuku) MHQOpMaliy, OLEHKa CTENEHU UX OMAaCHOCTU U IMOJaB-
JeHUe JEHCTBYIOIMX ONACHBIX Yrpo3 (arak). Yrpo3bl, KaHajbl U PUCKU SIBISIOTCA
OJIHUM M3 BaXXHEWUIIUX MPEIMETOB AHATUTHUUECKON pabdOThl, KOTOpask HOCUT MPEBEH-
TUBHBIN XapakTtep. Ha stane oOHapyxkeHus, MCCIEA0BaHUsA, U3YUYEHUS U UIEHTUPU-
Kallud Yrpo3bl MOXKET OBITh OMpEeJeieHa OMacHOCTh MH(POPMAIMOHHBIM pecypcam
WM KOHKPETHOW MH(OPMALMK M BKIIIOYEHBI JOTIOJHUTEIbHBIC 3alUTHBIC MEXaHU3-
MBI.

CrnenoBatenbHO, OOHApYKEHHE KaHala pasriamieHus (yTeuku) UHQOpMaIuu
WIH TIPEIOTBPAILEHUE €TO MOSBICHHUS BO3MOXKHO TOJIBKO MPH HAJUYUU MOCTOSHHOM
KOHTPOJIbHON U aHAJMTHYECKOW CHUCTEMBbI 0€30MacHOCTH MH(OPMALMOHHBIX pecyp-
COB B UCTOYHHMKE M KaHaje paclHpoCTpaHEHUs HHGOpMALUU. YSA3BUMBIM SIBIISETCS
000 3JIEMEHT MH(POPMALMOHHBIX PECYPCOB U MH(POPMAIIMOHHBIX cUcTeM. [lpyrue
IyTH HOCAT CIy4yalHBIA XapakTep OXKUAAHUS OIUMOKHU B JIEUCTBUAX 3JI0YMBIIIJICHHU-
Ka, TaK KaK peajbHble KaHaJbl pa3riamieHus (yTeuku) UHpOpMaIu Bceraa siBIsIOTCS
TaHOM ATOTrO JIULIA.

Pexomenayemblie 1eMCTBUA 10 OTHOLICHUI0 K UCTOYHUKAM HMH(opManunu.
PekomMeHnayeTcst B EIsIX KOHTPOJIS CIEAYIONINE aHAIUTUYECKUE NEUCTBUA 110 OTHO-
[ICHUIO K UCTOYHUKaM (TIEpCOHANy, JOKYMEHTaM, KOMIBIOTEPHBIM CHCTEMaM | Jp.),
KOTOpBIC 001a4aI0T WK MOTYT 00J1aaTh 3aluiaeMor nHhopMaIue:

e Kiaccuukanys MHPpOpMAUMU OrPAHMYEHHOIO JOCTyNa U €€ paclpejelie-
HUE CPeH MepCoHaja pa3IuYHbIX KaTeropHil;

® yYyeT U MOCTOSHHAs aKTyaJIu3alsl 3HAHUS COCTaBa MMEIOIMUXCS U BO3MOXK-
HBIX UICTOYHHUKOB (B TOM YHUCJIE CIIyYalHbIX) HEHHOW MH(pOpMaIuy;

® YyYeT U CONOCTaBJIEHUE COCTaBa LIEHHOM MH(OpMalMu, KOTOpor obiagaer
K&Kl UCTOYHUK, T.€. 3HAHUE YPOBHSI PEabHOM, MEPCOHATFHON OCBEIOMICHHOCTH
HCTOYHUKA;

e HaOJIOJEHUE 3a CTENEHbIO 3PPEKTUBHOCTH MPUMEHAEMON CUCTEMBI pa3ou-
€HUSI MEX/1y UCTOYHMKAMH Ha HEKOHCTPYKTUBHBIE - YaCTH MUMHU 3HAHUS LIEHHOW MH-
dbopmaruu;

® yyeT U COOJIOJCHUE BapUallii BHYTPEHHUX U BHEIIHUX, TOTEHIIMAIBHBIX U
peasibHbIX (MTAaCCUBHBIX M aKTUBHBIX) yIrpO3 UCTOYHHKY, BBIABICHUE Ipoliecca (pop-
MHUpPOBaHUS KaHaJla pa3riiaiieHus (yTeuku) LIeHHOU nHpopmanuu;

e HaOMIOJEHUE 3a JCHCTBEHHOCTHIO 3AIMTHBIX MEp MO OTHOIICHUIO K KaX-
JIOMY UCTOYHHKY, 3a0JIarOBpEMEHHOE MMPOTUBOICHCTBHE 3JI0YMBINIJICHHUKY.

Kanans! pasrimamenus (yredku) nHGOpPMAIIUU BCET/1a MHAUBUIYaTIbHBI U 3aBH-
CST OT KOHKPETHBIX 3a/lay, CTOSALIUX Mepe] 3JI0yMbIIUIEHHUKOM. OOBIYHBIM U MPO-
(eccruoHaIbHO TPAMOTHBIM SIBJISIETCSl COUETAHUE B JCHCTBUSIX 3JI0YMBIIUICHHUKA Ka-
HAJIOB Pa3JIMYHOIO TUIIOB: OPTaHMU3AIMOHHBIX KaHAJIOB (HApHUMep, HIaHTaX COTPYI-
HUKa) U TEXHUYECKHX KaHAJIOB (HampuMep, nepexBaT nH(OpMallUY 10 KaHalaM CBS-
31U OpPraHU3allMyd C MOMOUIBIO 3TOro coTpyaHuka). M3o0peraTenbHOCTh mpodeccuo-

17



HAJHLHOTO 3JI0YMBIIIVICHHUKA HE UMEET Tpejiesia, TO3TOMY PUCK yTpaThl HHPOPMAITHH
B ATOM CJIy4ae JOCTaTOYHO BEJIHK.

OpnHako cienyeT UMEeTh B BUAY, YTO TEXHUYECKUE KaHAIbI (HAlIpUMED, aKyCTH-
YECKHUE, IIEKTPOHHBIE, JIEKTPOMAarHUTHBIE U JIP.), B TOM YUCJIE TEXHUYECKHE KaHaJIbI
noJiydeHusi HGOPMAaIMK U3 KOMIIbIOTEPA U MO KaHaJlaM CBSI3M HOCAT CTaHIAPTHBIN
XapaKkTep U MEePEKPHIBAIOTCA CTAaHJAPTHBIMU CPEACTBAMU IIPOTUBOICHCTBHS.

Haubonee cinoxHbIMH JUisi OOHAPYKEHUS SBJISIIOTCS OpraHU3allMOHHbBIE KaHa-
JIbI, CBSI3aHHBIE C TaK HAa3bIBa€MBIM dYesoBeuecknM daktopom. Hampumep, TpymaHO
O0OHAPY>KUTh MHUITHATUBHOE COTPYAHUYECTBO 3JI0YMBINIICHHUKA C COTPYIHUKOM Op-
ranu3anuu (cekperapem, pedepenrom, sxcrnepTom, oneparopom OBM u T1.71.). Bax-
HBIM CPEACTBOM oOOecreueHuss 0e30MacHOCTH SIBJIAETCS MEXaHU3M MOJOTUYETHOCTHU
(TIPOTOKOJIMPOBAHUS) BCEX HECAHKIIMOHUPOBAHHBIX OMEpAIlUid C TOKYMEHTAMU U WH-
dbopmanueil. Benenne npoTOKOI0B JOKHO JIOMOTHATHCS ayJIUTOM — aHAJIM30M 3ape-
TUCTPUPOBAHHON HH(POPMAIIUH.

5. Conep:xanue ciy:ke0HOM TailHbI 1 KOHPUICHIUAIBHOCTh HHPOPMALIMHT

Nudopmarmonnsie pecypcbl (0QUIIMaIbHO JOKYMEHTUPOBaHHASI HHGOpMAITHs,
JIOKYMEHTBI) OTPaHUYEHHOTO JOCTyIa (paclpOCTpaHEHUsI) JEISATCS Ha CEKpPETHBIC
(xoHbUaEHIIMATBHBIE) U HEeceKpeTHbIe. O0s3aTeNbHBIM MMPU3HAKOM (KPUTEPHUEM TIPU-
HAJIJICKHOCTH) CEKPETHOTO JJOKYMEHTA SIBJIICTCSl HAJIMYME B HEM CBEJICHUM, OTHECEH-
HBIX K TOCYJapCTBEHHOW TallHE.

Taiina. Ilox TailHOM MOHUMAETCA HEUYTO COKPBITOE, HEM3BECTHOE, HEMO3HAH-
HOE€ WJIA U3BECTHOE TOJBKO OINpENEIeHHOMY Kpyry jaull. CHHOHMMOM TaKOW TalHbI
SABJISIETCSL CEKPET, XOTS MPH TIIATEIBHOM aHAJNU3€ ITUX MOHATHI MOXHO TOBOPUTH O
TOM, YTO MOHSITHE TaliHbI 00JIee MIUPOKOE, HECYIIEE KOHIETTYaIbHbINA CMBICI.

B HayuyHOM 000pOTE YETKO BBIACNACTCS TallHBbI MPUPOBI (TallHBI OO BEKTHUBHO-
ro CBOWCTBA) M TaWHBI JIIOJIEH, XapaKTepusyeMble CYObEKTUBHBIMU KPUTEPHUSIMU U
4acTO HEOOBSICHUMBIMU WHTEJUICKTYalbHBIMU TMOTpeOHOCTsIMU. Hampumep, nudnas
TalHa YE€JI0BEKA, TaAlHA UCKYCCTBA, CEKPEThI MOJIOAOCTH, TAWHBI MACTEPCTBA U T.J.

TaitHbl, ceKpeThl Beeraa ObLIU, €CTh U OyIyT 0053aTeIbHBIM aTpuOYTOM TOCy-
JApCTBEHHOTO YTpaBlieHUs Ha JIIOOOM ero ypoBHe. OIHOBPEMEHHO IMOCTOSHHBIMH
SBJISIFOTCS JKEJIAHUE OJHUX JIFOJIEW WM OPraHU3alluM y3HAThb CEKPETHI, a IPYIUX CO-
XPaHUTh UX 3AIUTUTH OT pa3ryIalleHus .

TaliHa Bcerga J0JDKHA HaXOJWUThCS B O€30MACHOCTH, JIOJDKHA OBITh yBEpEH-
HOCTb B ee Oe3omacHocTH. [lepxkaTh 4To-1M00 B TaliHe, CEKPEeTe — 3HAUUT 3alUTUTh
CBEJICHMS O 4eM, 3anmiiath nHdopmairo. Ho mpoTUBONoNIoKHasE CTOpOHA (MPOTH B-
HUK, 3JIOYMBIIUICHHUK, KOHKYPEHT, COMNEPHUK, MPECTYNMHHUK) Bcerga OyaeT cTpe-
MHUTHCSI HAPYIIUTh 0€30MaCHOCTh TalWHBI, Pa3pPYyLIUTh CUCTEMY 3aIlUThl U JOOUTH 3a-
[IUIIaeMy0 HHPOpMAIK0. DTU TPOOJIEMBI U SIBJICHHUS MOXXHO Ha3BaTh BEYHBIMU, HE
3aBUCSIIETO OT TEXHUYECKOTO M MHTEJUICKTYaJIbHOTO COCTOSHUSI OOIIEeCTBa M Hayd-
HO-TEXHUYECKOr0 IMporpecca udenoBeuectBa. OAHAKO CIEAyEeT MOMHHUThH, YTO €CIU
YTO-TO Ha3bIBAETCSA TAHHOM, TO 3TO JOKHO OBITh B JIEHCTBUTEIBHOCTH.
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Yc0BUSI BOSHMKHOBEHMS TaifHbl. TaiiHaMu MOTYT OBITh: (PaKThl, COOBITHSA,
onpe/eieHHbIe CBeIeHMs], 0a3bl TaHHBIX, (PU3HUECKHUE TOJIA, U3IyYeHus U T.1. Bce
ATO MOXET CTaTh TAMHOW MPU COOIIOJCHUU CIEIYIOUIUX YCIOBUM:

e uH(popMalMsg HE JOJDKHA OTpa)kaTh HETaTHBHBIE CTOPOHBI ACSITEIBHOCTU
OpraHMu3alydyd WIM KOHKPETHOTO JIMIA, HAPYUIEHUS 3aKOHOJIATENbCTBA U JIPYTHE IO-
100HBIE (HaKThI, CKPBIBATh MPECTYTICHUS;

e uH(pOpMaIUs HE JOJKHA OBITH OOIIEAOCTYITHOM WIIM OOIIEN3BECTHOM;

® BO3HMKHOBEHHUE WIH MOJy4YeHHEe MHPOpPMAIUU JOHKHO OBITH 3aKOHHBIM U
CBSI3aHO C PaCXOJIOBAHUEM MHTEIUJIEKTYaJIbHOIO MOTEHIMAa OpraHu3aluu;

® [IepCOHAJI OpraHU3allMU JOHKEH 3HAaTh O IIEHHOCTU Takoil uHopManuu, u
oOy4eH mpaBuiiaM pabOThI ¢ HEH;

e OpraHu3anus J0HKHA BBINOJIHUTH BCE HEOOXOAMMBIE JEHCTBUSA IO 3aIUTE
3TOW MH(POPMaLIUH.

Buab! Taiin. TaitHa MoXeT ObITh: TOCYJapCTBEHHOM, C1y>kKeOHOM, mpodeccuo-
HaJbHOM, 0AHKOBCKOM, KOMMEpUECKOU (MpeAnpUHUMATENIbCKOW) U Tu4yHoi. B opra-
HU3alUAX, B 3aBUCUMOCTU OT BHJIa €r0 AESATEIbHOCTH, UMEIOT MECTO TE€ WIIM HHBIE
BUJIBI TalH.

T'ocyoapcmeennasa maiina. 1lon rocynapcTBEHHON TalHOM MOHUMAIOTCS 3a-
IIMIAEMbIE TOCYIapCTBOM CBEJIEHHUS B OO0JIACTH €r0 BOEHHOW, BHEIIHENOJIUTUYE-
CKOW, PJKOHOMHYECKOM, pa3Be/IbIBATEIIbHOW, KOHTPAPA3BEIbIBATEIbCKON U ONEPATHUB-
HO-PO3BICKHOM NI€ATEIbHOCTH, PACHPOCTPAHEHUE KOTOPOH MOXKET HaHECTH yuiepO
rocyJapcTBy.

Caysceonaa maina. Ilon ciyxeOHON TallHON MOHUMAETCS HECEKPETHBIE CBE-
JI€HUSI OTPAHUYEHHOI'O PACHPOCTPAHECHMSI, CBSI3aHHBIE C BJIAJIEHUEM U PACIIOPSIKEHU-
€M HHTEJUICKTYyaJIbHOM COOCTBEHHOCTH Ha WH(OpPMAlMOHHBIE pecypchl B cdepe
yIpaBICHYECKUX (JCTOBBIX OTHOIICHUH) B rOCYJapCTBEHHBIX YUPESKICHUAX, yTpaTa
(pa3rnanieHue, yreuka, yHUYTOXKEHUE) KOTOPBIX MOXKET HAHECTH yIIepO ero uHTepe-
cam u npodeccruonanbHOMy npecTuxky. CinykeOHasi TallHa — He KOMMepYecKas TaitHa
BEJIOMCTBA, YUYPEXKICHHUs, ammnapara YNpPaBJICHUS OpPraHHu3alMil, KOTOpas IOJHKHA
OBITH M3BECTHA CTPOTO OMPEICTCHHOMY KPYTY JOKHOCTHBIX JIHII.

[lenTpanbHOU MPOOIEMON MPU CO3TAHUN CHUCTEMbI 3alIUThI MHPOpPMAIIUU, CO-
CTaBJISIONIMHN JTI0OO0W BHUJI TaHBI, B TOM YHCIIE CIY>KEOHOMH, siBNIseTcS (OpMHUPOBAHKE
pa3penIuTeIbHON CHUCTEMBbI JOCTyla TepcoHajda K HMH(POPMAIMOHHBIM pecypcam,
KOH()HICHIIMAIBHBIM CBEACHUSAM, TOKYMEHTaM, 0a3aM JaHHBIX U WHPOPMAITMOHHBIM
CUCTEMaM, KOTOpasl JIEKUT B OCHOBE OOECHeueHMs] peKMMa KOH(PUIECHUIMUATLHOCTH
MPOBOJIMMBIX palOT. BaXkHO 4EeTKO M OJHO3HAYHO ONPENETUTh: KTO, KOTO, K KaKUM
CBEJICHUSIM, KOT/Ia U KaK JOIYCKAaeT.

Joctyn k uHopMannu B BbIYHCIUTEIBHBIX cucTtemax. [Ipu pabore co-
TPYAHUKOB OpraHU3aluu ¢ HHOOPMAIIMOHHBIMH CUCTEMaMH, SJIEKTPOHHBIMH MaCCH-
BaMU KOH(UICHIIMAIBHON JOKYMEHTOB, KOMIIbIOTEPHBIMU 0a3aMU JaHHBIX MpoOJie-
MBI pa3rpaHUYeHus JO0CTyna K WH(POpMaIMi CTAHOBUTCS TJIABHBIM HANPABICHHEM B
obecrieueHUN MHPOPMAITMOHHON 6€30TTaCHOCTH.
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JlocTyn K 37€KTPOHHBIM 0a3aM JaHHBIX JUISI COTPYJHUKOB OpraHU3aIllMd BCE-
rna sBISETCS MHOTOCTYIEHYAThIM. BBIIENsioTcs cienyromue TJIaBHbIE COCTaBHBIC
YacTH JIOCTYTIA:

® JIOCTYI K NEPCOHAIIbHOMY KOMITBIOTEPY, CEPBEPY WK TePMUHAITY;

® JIOCTYIl K MAIIMHHBIM HOCUTEJSM UH(OpMAaLNH, XpaHsaumxcs BHe OBM,;

® HEMOCPEACTBEHHBIN TOCTYN K 0a3aM JTaHHBIX U (aiinam.

Kaxnas cocraBHas yacTb UMEIOT CBOM MPUHIIMITBEI OPTaHU3AINH, TIPaBUIIa, Me-
TOJIBI IOCTYIIA M CUCTEMBI KOHTPOJIS.

6. MeTo/bI M CpeACTBA 3aIUUTHI HHPoOpMauu B MHPOPMAIMOHHBIX CHCTEMAX

[Ipu pa3paboTke HHPOPMAIIMOHHOM CHCTEMBI BO3ZHUKAIOT IPOOJIEMBI 10 pellie-
HUIO BOIPOCOB 0€30MacHOCTU MH(OPMAIH, COCTABISIOMNX KOMMEPUYECKYIO TailHy,
a Takxe 0e30MacHOCTH CaMbIX HH(POPMALIMOHHBIX CUCTEM.

Ipusnaku uHpopmannoHHbix cucreM. CoBpeMeHHbIE HH(POPMALMOHHBIE
CUCTEMBI 00JIaJIal0T CAEAYIOIMMHU OCHOBHBIMU TPU3HAKAMMU:

® HajguyueM UHPOPMALMK PA3JIMYHON CTETIEHH KOHPUACHIIMAIbHOCTH;

e HEOOXOJUMOCTBIO KpUIITOrpapuuecKor 3aluThl HHGOPMaLUU PA3IUYHON
CTENEHU KOH(UICHIMAIBHOCTY IPU NIepeiade JaHHbBIX;

® UEPapXUYHOCTHIO MOJIHOMOYHUI CyOBEKTOB AOCTyNa U mporpamm k APM,
(aitn-cepBepaM, KaHaJlaM CBSI3M U MHGOPMAIMU CUCTEMbI, HEOOXOAUMOCTBIO U3Me-
HEHUS 3TUX MMOJTHOMOYUH;

e opraHuzaiuei o0padoTku MH(OPMALMK B MAKETHOM PEKUME, B JUAJIOTO-
BOM PEXHMME, B PEKUME PA3JACICHNUS BPEMEHU MEXY IOJIb30BATEISIMU U B PEKHUME
peabHOTO BPEMEHH, B PEKUME TEIe00padOTKY;

e 00s3aTEeBHBIM YIPABICHUEM MOTOKAMH WH(OOpPMAIMU KaK B JIOKAJIbHBIX,
PErHMOHANIBHBIX U II100aJbHBIX CETAX, TaK U MPU MepeAade JaHHbIX 10 KaHAJIaM CBS3H
Ha JaJIeKue PaCCTOSHUS;

® HEOOXOAMMOCTbh PETUCTPALMM U y4YeTa IMOMBITOK HECAaHKIIMOHWPOBAHHOTO
J0CTyMa, COOBITUIA B CUCTEME U JOKYMEHTOB, BBIBOJUMBIX Ha I1€4YaTh;

e 00s13aTeTBLHBIM O0ECIIEYEHUEM IIEJIOCTHOCTH TPOrPAMMHOTO O0eCrieYeHus U
uHdopmaIuu B "HOOPMAITMOHHON CUCTEME;

® HAJIUYUEM CPEACTB BOCCTAHOBIIEHUE CHCTEMBI 3aIIUThI HH(pOpMaLINH;

e 00s13aTeIbHBIM YYETOM MArHUTHBIX HOCUTENEH;

e HanuyueM (PU3NYECKON OXpaHbl CPEACTB BBIYMCIUTEIBHON U KOMMYHHUKA-
LMOHHOMN TEXHUKHU.

Opranu3anMoHHbIe MEPONPUATHS M Npouexypbl. OpraHu3alMOHHbIE MEPO-
IOPUSTUS U TIPOLIETYPHI, UCIOJIB3YEMBIE ISl petieHus mpoOaemMbl 6€30MacHOCTH HH-
dbopMaruu, peniaroTcsl Ha BCeX dTanax MpoeKTUPOBAHMS U B MPOIIECCE IKCILTyaTalluu
MH()OPMAITMOHHOW CUCTEMBI.

CyuiecTBeHHOE 3HaUYE€HHUE MPU MPOESKTHUPOBAHUU MPUIAETCSA MPEATPOCKTHOMY
o0cieqoBaHni0 00bekTa. Ha »Toii ctaanu:
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® YCTaHABJIMBACTCSA HAMYNE CEKPETHOW (KOH(PUACHIIMATBHON) WHMOpPMAIIUN
B pa3pabarbiBaemoit C, orieHnBaeTcst ypoBeHb KOH(MOUIEHIIMATBHOCTH U 0O BEMBI;

® ONpENENSIOTCS PeKUMbI 00padOTKM MHGOPMAIIMH, COCTAaB KOMILIEKCA TeX-
HUYECKUX CPENICTB, OOIIECUCTEMHBIC TPOTPAMMHBIC CPEACTBA U T.1I.;

® AHATU3HUPYETCS BO3MOXHOCTH MCTIOJIB30BAHMS UMEIONINXCS HA PBIHKE Cep-
TU(DHUIMPOBAHHBIX CPEACTB 3aIUTHI HHPOPMAITNK;

® OmpeleNsieTcs CTENeHb YYacTusi NepcoHana, (PYHKIMOHAIBHBIX CITYXKO,
CHEIUAINCTOB M BCIIOMOTaTENbHBIX pPaOOTHUKOB OOBEKTa aBTOMAaTHU3allMu B oOpa-
0oTke mH(]OpMaIMK, XapaKTep B3aUMOJICUCTBUS MEXIYy COOOH U CO CIyx00i 0e3-
OMAaCHOCTH;

® ONPENETSAIOTCS MEPONPUITHS 10 OOCCICUCHHUIO PEKHMMa CEKPETHOCTH Ha
CTaIusAX pa3pabOTKH.

Cpenu opraHU3aIMOHHBIX MEPONPHUATHH 0 oOecrieueHnio 0€30MacHOCTH WH-
dbopMaluu Ba)KHOE MECTO 3aHUMAET OXpaHa 00BEKTa, Ha KOTOPOU PACIIOIOKEHA 3a-
nuiaemMas “HQPOpMalMOHHAsE cUcTeMa (TEPPUTOPHS 3AaHUs, MMOMEIICHUS, XpaHHu-
numia uHGOpMaIMOHHBIX HocuTenei). [lpu 3ToM ycTaHaBIMBaIOTCS COOTBETCTBYIO-
IIME MOCThI OXPaHbl, TEXHUYECKUE CPEICTBA, MPEAOTBPALIAIONINE WA CYIIECTBEHHO
3aTPYAHSIONINE XUIIEHUE CPEJICTB BBIUMCIUTEIBHOW TEXHUKH, UHGOPMAIMOHHBIX
HOCHUTEJICH, a TaK)Ke UCKITI0YAIOIMe HeCaHKITMOHUPOBaHHbIN goctyn kK MC u nuHusM
CBS3H.

OYHKIITMOHUPOBAHUE CUCTEMBI 3aIIUTHI UHPOPMAIIMKU OT HECAHKIIMOHUPOBAH-
HOTO JIOCTYIIa, KaK KOMITJIEKCA TIPOTPaMMHO-TEXHUYECKUX CPEICTB U OPTaHU3aAIlHOH-
HBIX (MPOLETYPHBIX) PEIICHUIN TIPETYyCMATPUBAET:

e ydeT, XpaHEHWE W BbIJAAUy IOJIH30BATEIAM HH(POPMAIIMOHHBIX HOCHTEIEH,
MapoJIen, KITI0UEeH;

® BeleHUE CIy)KeOHOUW mH(opMaiuu (TeHepaius napojei, KIrdei, conpo-
BOXJICHHE MPABWJI Pa3rpaHUUCHUS JOCTYTIA);

® OIEPATUBHBIA KOHTPOJIb 32 (YHKIIMOHUPOBAHUEM CHCTEM 3aIUThI CEKPET-
HOI UH(pOpMaLINH;

® KOHTPOJIb COOTBETCTBUS OOIIECHCTEMHOMN MPOTPAaMMHON CPEIbI ATAIIOHY;

e mpueMKy Bkirodaembix B UC HOBBIX MPOrPaMMHBIX CPEJICTB;

® KOHTPOJIb 32 XOJIOM TEXHOJOTUYECKOTO Tpoliecca o0paboTku nHbopmManuu
IyTEM PETUCTPALMU AEUCTBUM MOJIB30BATEIIEH;

® CHTHAJM3AIIHIO OMACHBIX COOBITHH.

Crnenyer OTMETHTD, 4yTO 0€3 HaJIe)KaIel OpraHu3aliMOHHON MTOATOTOBKH IPO-
IPaMMHO-TEXHUYECKUX CPEJICTB 3allUThl MHPOPMAIMK OT HECAHKIIMOHUPOBAHHOTO
JI0CTyIIa ¥ TOYHOTO BBITIOJHEHUS, TTPETYCMOTPEHHBIX MPOEKTHO-TEXHUYECKON JTOKY-
MEHTaIlUU MPOIIEAYP, B IOJDKHON Mepe He pentuTh mpobiemy obecrieuenus Oe3omac-
HOCTH MH(OpMAIu, KAKUMH COBPEMEHHBIMH 3TH MPOTPAMMHO-TEXHUYECKUE CPEI-
CTBa HE OBLIH.

IIpuHnunsl co3ganue 6a30Boi cucTemMbl 3aUTHI HHGopmanuu. Co3gaHue
06a30Boi1 cuctembl 3ammThl HHGopManuu B MIC ocHOBaHO Ha CIEAYIOMUX MPUHITH-
nax:
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Komnnekchwiti no0xo0 K MOCTPOEHUIO CHCTEMBI 3allUTHI MPH BEAYyLIEH pOJU
OpraHU3alMOHHBIX MEPOINPUATUNA, O3HAYAIONIEH ONTUMAJIbHOE COYETAHHE MPOrpam-
MHO-TEXHUYECKUX CPEJICTB U OPTaHU3AIIMOHHBIX MEP 3aIUTHI.

Pazoenenue u munumuzayus noanomouuti no docmyny K oopadaTbIBaeMOU HH-
dbopmanu U npoueaypaMm oOpabOTKH, T.€. MPEAOCTaBICHUE MOJIb30BATENISIM MUHU-
MyMa CTPOTO OINpPEACIICHHBIX OJHOMOYHM, JIOCTATOYHOTO ISl YCTICIIHOTO BBIMOIHE-
HUSL UMU CBOUX CIY>KEOHBIX OOSI3aHHOCTEH C TOUKH 3pEHUS aBTOMATU3UPOBAHHOU
00pabOTKHU TOCTYITHON UM KOH(MUICHIIMATEHOW HH()OPMALIUH.

Ilonnoma xoumpons u pecucmpayus NONbLIMOK HECAHKIIMOHUPOBAHHOTO J0-
CTyTIa, T.€. HEOOXOAMMOCTh TOYHOTO YCTAaHOBJICHUS HUICHTUYHOCTH KaXKIAOTO MOJIb30-
BaTeNsl M MPOTOKOJIUPOBAHUS €r0 JEHCTBUI AJIsl IPOBEICHUSI BOZMOKHOTO Pacclieso-
BaHUs, a TaK)Ke HEBO3MOXXHOCTh COBEpIIEHUS J1I000# omnepannu 06padoTku uHpop-
Manuu B IC 6e3 ee npeaBapuTeabHOM PEruCTpaliu.

Obecneuenue HAOeHCHOCMU CUCMEMbL 3aWumbl, T.€. HEBO3MOKHOCTh CHIKECHHUSI
YPOBHS HaJIe)KHOCTHU IPU BOZHUKHOBEHUHU B cUcTeMe cOOEB, OTKa30B, MIPEIHAMEPEH-
HBIX JCHCTBUN HApYIIUTENS WM HETpPeIHAMEPEHHBIX OLMIMOOK MOJIb30BaTee u 00-
CJIy>KMBAIOIIETO IepCOHAaA.

Obecneuenue KOHMPOJIA 34 PYHKYUOHUPOBAHUEM CUCHEMbl 3auyumbl, T.€. CO-
3JTaHUE CPEACTB U METOJI0B KOHTPOJII pa0OTOCIIOCOOHOCTH MEXAHU3MOB 3aIIUTHI.

IIpo3paunocms cucmemvl 3auumol uHgopmayuu sl OOIIETO, MPUKIATHOTO
porpaMmmMHoOro ooecrneuenus nosp3onateneit MC.

DKoHOMUYeCKAsi YenecooOpazHOCmy WCTIONb30BAHUSI CHUCTEMBl 3aIUTHl HH-
dbopMmarnu, BIpaXKarolas B TOM, YTO CTOMMOCTh Pa3pa0OO0TKH U SKCIUTyaTallud CH-
CTEeM 3alIUThl HH(GOPMALIMU JOJHKHA OBITh MEHBIIIE CTOMMOCTH BO3MOXKHOTO yIIepoa,
HaHOCHUMOTO OOBEKTY B ciiydae pa3paOoTku U 3kcrutyaTanuu MC 6e3 3amuThl cCucTe-
MbI UTH(OPMALIHH.

[IpoGnema co3maHus CUCTEMBI 3alUThl MHGOPMAIIMK BKJIIOYAEeT B ceOs JIBE
B3aMMHO JIOTOJHSIOMIMX 3a7add: pa3padoTKa CHUCTEMBbI 3aIuThl MHGOpMauK (ee
CUHTE3); OIICHKa pPa3pabOoTaHHOM CHUCTEMbI 3alIUThl HHHOPMAIIUH.

Bropas 3agada pemiaercs myTeM aHajin3a TEXHUYECKHX XapaKTEPUCTUK pa3pa-
OOTaHHOW CHCTEMBbI 3allUThl UHGOPMALIMU C IIEJIbI0 YCTAHOBJICHHUS, YJOBIETBOPSET
JM OHA KOMIUIEKCY TpeOOBaHUH K TakuM cucteMaM. Takas 3ajada B HacToslIee Bpe-
Msl pEIIaeTcss UCKIIOYUTENBHO SKCHEPTHBIM IyTEM C IOMOIIbIO CepTU(UKAIIU
CPEICTB 3alIUTHl M aTTECTAIlMM CUCTEMBI 3alIUTHl HHPOPMAIIUU B MPOIIECC €€ BHE-
pEHUSL.

MeTtoas! u cpeacTBa odecneyeHnst 0e30MacHOCTH MHPopmauuu. MeToabl U
cpencTBa obecnieueHus: 6€30MacHOCTH UH(GOPMAIUU TPEICTABIEHO HA PUC 2.

K ocnoenvim memooam obecneuenvst 6€301MacHOCTH UHPOPMAITUH, UCTIONb3Y-
€MBIM IS CO3JIaHMsI MEXaHU3Ma 3alIUThl, OTHOCSITCS CIEAYIONTHUE:

Ipunamcmeuss — METOA (PU3NUECKOTO MPUHYNKACHUS IMyTH 3J0YMBIIUICHHUKY
(x anmapatype, HOCUTEesIM HH(DOPMAITUH | T.11.).

Vnpasenenue oocmynom — MeToj 3auiuThl UHPOPMAIIMKM PETYIUPOBAHUEM HC-
MOJIb30BAaHUSI BCEX PECYpCOB MHPOPMAIIMOHHOM CHUCTEMBI (3JIEMEHTOB 0a3 JaHHBIX,
IPOrPaMMHBIX M TEXHMUYECKUX CPEACTB). YIpaBJICHUE AOCTYNIOM BKJIIOYAET CIEIy-
formye QyHKIUY 3aIUThI:
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e yAcHTU(UKAIMIO TOJb30BaTENEH, IEpPCOHANIa U PECYPCOB CUCTEMBI (IIPH-
CBOCHHUE KaXKIOMY 00BEKTY MEPCOHAIILHOTO UAECHTU(UKATOPA);

e ono3HaHuE (YCTAaHOBJICHHE TOJJIMHHOCTH) OOBEKTa WU CYOBEKTa IO
MIPEABSIBICHHOMY UM UACHTH(PUKATOPY;

® [IPOBEPKY MOJHOMOYHUM (POBEPKA COOTBETCTBUS JIHA HEAEIN, BPEMEHHU CY-
TOK, 3aIpalliBa€MbIX PECYPCOB U MPOLEIYP YCTAHOBICHHOMY PETJIAMEHTY);

® paspenieHue U CO3JaHue YCIOBHM pabOThl B IIpejiesiax yCTAHOBIEHHOTO pe-
rJIaMEHTa;

® peructpaunuio (MpoTOKOJUPOBAHKE) OOpalIEHUH K 3alllUIAEMbIM pecypcam;

e pearupoBaHue (CHUTHAIM3AIMs, OTKIIOUEHHUE, 3a7epxkKa paboT, OTKa3 B 3a-
MpOoCe) NpH MOMbITKAX HECAHKIIMOHUPOBAHHBIX JICUCTBUMH.

Mackuposka — MeTOl 3alIUTHl MH(OPMALIUK ITyTEM €€ KpUNTOTrpaduvdecKoro
3aKPBITUA. DTOT METO]I 3aKPBITHS ITUPOKO MPUMEHSIETCS 32 pyOeKoM, Kak mpu oOpa-
00TKe, Tak U npu Xpanenuu uHdopmaruu. [Ipu nepenaye nupopmaluu Mo KaHaiIam
CBSI3U OOJIBIION MPOTSIKEHHOCTH 3TOT METO/I SIBJISIETCS] € IMHCTBEHHO HAJICKHBIM.

Metonsl
[Tpu- Ynpas- Mac- Perna- [Ipu- ITo-
IT- JeHUe KHPOB- MEHTa HYXJe- Oyxne-
CTBUSA J0CTY- Ka s HUE HUe
IOM
CpenctBa
duzu- Amnmna- IIpo- Opra- 3ako- Mopais-
YecKHe paTHbIe rpamMM- HU3a- HOJIa- HO-
OTHYC-
HBIE LIMOH- TeJb-
CKHUEC
HbIE HbIE
TexHnunueckue Hedopmanbhbie
dopmabHbIE

Puc 2. Metozst u cpenctBa obecriedeHus: 6e30macHOCTH UH(POPMAITUH.

23



Pecnamenmayusa — meron 3ammThl ©HGOPMAIIUH, CO3AIOIMINN TaKUE YCIOBHUSA
aBTOMATHU3MPOBAHHOW 00paOOTKH, XpaHEHHsI W Tepenadyd 3amuiraeMoi nHhopma-
UM, TIPH KOTOPOM BO3MOYKHOCTH HECAHKITHOHUPOBAHHOTO JOCTYIIA K HEW CBOJMIIUCH
Obl K MUHUMYMY.

Ipunyscoenue — TaKo METOJ 3alTUTHl HH(OPMAIIUHU, TIPH KOTOPOM I0JIb30Ba-
TEeJb W MIEPCOHAJ CUCTEMBI BBIHYKJICHBI COOJIIOIaTh MTpaBmiia 00paboTKH, IepeIayu 1
MCTIONB30BaHUS 3allUINaeMoi MH(pOpMAIMK MO Yrpo30i MaTepHaTbHOU, aIMHHH-
CTPAaTUBHOW WJIA YTOJIOBHOW OTBETCTBEHHOCTH.

Ilobyscoenue — Tako METON 3alUTHl WH(OpPMAIUU, KOTOPHIH MOOYX)IaeT
MOJIb30BATENs U MEPCOHAT CHCTEMBI HE pa3pyllaTh YCTAHOBJICHHBIC TIOPSIKU 3a CUET
COOJTIOICHUS CIIOKHBIIUXCS MOPAJIBHBIX U ATHUECKUX HOPM (KakK perIaMeHTHPOBAH-
HBIX, TaK U HEMTMCAHHBIX ).

PaccmoTpennbie MeTonibl oOecrieueHus: 6€30MacHOCTH pean3yeTcsl Ha Mpak-
TUKE 3a CUET NPHUMEHEHUs Pa3jIMYHBIX CPEJCTB 3aIUThl, TAKUE KaK TEXHUYECKHE,
IIPOrpaMMHbIE, OpraHU3al[IOHHBIE, 3aKOHOAATEIbHbIE U MOPAJIbHO-3TUYECKUE.

K ocnoenvim cpedcmeam 3ammthl, UCTIONB3YEMBIM JJISl CO3AHUS MEXaHU3Ma
3aIUThI, OTHOCSITCS CIEAYIOLIHE:

Texnuueckue cpeocmea pealu3yloTCsl B BUAE IJIEKTPUUECKUX, dJIEKTpoMexa-
HUYECKUX U DJIEKTPOHHBIX YCTPOMCTB. BCSi COBOKYNMHOCTh TEXHUYECKHX CPE/ICTB
NOJIpa3elsoTCs Ha annapaTHble U (U3HYECKUE.

[lon ammapaTHBIMH TEXHUYECKHUMH CpPEACTBAMH MPHUHSATO MOHUMATh YCTPOM-
CTBa, BCTpaMBaeMble HETOCPEICTBEHHO B BBIYHCIHUTEIBHYIO TEXHHUKY WU yCTPOii-
CTBa, KOTOPBIE COMPATaIOTCs C OI0OHOM anmapaTypoi Mo CTaHAAPTHOMY HUHTEpQei-
cy.

du3uveckue CpelcTBa pealn3yloTcs B BHJIEC aBTOHOMHBIX YCTPOWCTB U CH-
cteMm. Hampumep, 3aMku Ha ABepsx, T pa3MellleHa anmnaparypa, peieTkd Ha OKHax,
AJIEKTPOHHO-MEXaHUYECKOE 000PYIOBaHUE OXPAHHON CUTHATU3ALUH.

Ilpoepammnoe obecneuenue TPEACTABISAIOT COOOM MporpaMMHOE obOecreue-
HUE, CIeNUAIBLHO MPEeIHA3HAYCHHOE JIJIsi BHIMOJHEHUS! (DYHKIIMU 3amuThl HHMOpMa-
WY,

Opeanuzayuonnvle cpedcmea 3alluThl THPOPMALIUHU MIPEICTABISAIOT CO00M op-
raHU3aIMOHHO-TEXHUYECKUE W OPraHMU3allMOHHO-TIPABOBBIE MEPONPUATHUSA, OCY-
IIECTBIIIEMbIE B MPOIIECCE CO3/IaHUs U AKCIUTyaTalliy BBIYUCIUTENbHON U KOMMYHH-
KallMOHHOW TEeXHUKHW I obecriedeHust 3amuThl nHopManuu. OpraHu3aloHHbIC
MEPOIPHSTHSI OXBATHIBAIOT BCE CTPYKTYPHBIC DJIEMEHTHI 00OPYOBaHMs HA BCEX dTa-
nax >KU3HEHHOTO ITUKJIa (CTPOUTETHCTBO MOMEIICHHIA, TPOSKTUPOBaHHE HHPOPMAITH-
OHHOU CHCTEMBbI, MOHTAX, HaJIaJKa 000pyI0BaHUs, UCTIBITAHUS, SKCIUTyaTalluu ).

Mopanvno-smuyeckue cpedcmea 3alIATHI PEATU3YIOTCS B BUJIE BCEBO3MOYKHBIX
bopM, KOTOpBIE CIOXKHIINCH TPATUIIMOHHO UM CKJIABIBACTCS MO MEpE pacrpocTpa-
HEHUS BBIYMCIUTEIBHON U KOMMYHUKAIIMOHHON TEXHUKHU B O0IIECTBE. DT HOPMBI B
00JIBIIION YaCTH HE SIBJSIIOTCS 00s3aTeNbHBIMU KaK 3aKOHOAATEIbHBIE MEPbI, OJHAKO
HECOOJII0ICHHE UX OOBIYHO BEET K MOTepe aBTOPUTETA U MPECTHKA YETIOBEKa.

3axonodamenvhvie cpedcmea 3alUTHI OMPEACIIAIOTCS 3aKOHOAATEIbHBIMU aK-
TaMH, KOTOPBIMU PErflaMEHTHPYIOTCS MTpaBHIIa MOJIb30BaHUsI, 00pabOTKH U Tepeiadn
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uH(pOpPMaLMK OTPAHUYEHHOTO JIOCTYIA M YCTAaHABJIMBAIOTCS MEPHI OTBETCTBEHHOCTH
3a HapyIICHUS TUX TIPABUIIL.

Bce paccMoTpeHHble CpelicTBa 3alllMThl MOJPA3JCISIOTCS Ha ghopmanvHbie
(BBIMOJHSIONINE 3alIMTHBIE (DYHKIIMHU CTPOTO IO 3apaHee MPeayCMOTPEHHOM Mpolie-
nype 0e3 HEeNmoCpPEeJICTBEHHOIO Y4acTHs 4YeJlOBeKa) U Heghopmanvhvie (ONPEAEIsIeTCs
[eJICHANPABICHHON JIEATEeNbHOCTHIO YeNIOBEKa, JIMOO PEriiaMeHTUPYET ATY JesSITellb-
HOCTB ).

Mexann3mbl mudpoBanus. /s peannsanuu Mep 0€30MaCHOCTH HUCIIONb3Y-
I0TCSl Pa3IMYHbIE MEXaHU3MBbI IUPPOBAHUS (KpUIITOTpAPHH).

Kpunrtorpagus — 310 Hayka 00 oOecrieueHUu CEKPETHOCTU M / WU ayTeH-
TUYHOCTH (MTOJAJIMHHOCTH) MEPE1aBa€MbIX COOOIICHUH.

CymHocTh KpunTorpaduuecKnuxX METOIOB 3aKII0YaeTCs B CleayromeM. [ oTo-
BbIE K Ilepeaue cooOlieHus, Oyab TO JaHHbIE, peUb WU Ipapuueckoe n300paxxeHue
TOTO WJIM MHOTO JOKYMEHTa, OOBIYHO HA3bIBACTCSI OTKPBITHIM, WJIM HE3AIUIICHHBIM,
TEKCTOM WM cooliieHueM. B mporecce nepenaun Takoro cooOIIEHUS MO0 He3allu-
IIICHHBIM KaHajlaM CBSI3H, OHO MOYKET OBITh JIETKO MEPEXBAUEHO WM OTCIIEKEHO MOJI-
CIIyLIMBAIOIIEM JMIOM ITOCPEICTBOM €TI0 YMBIIUICHHBIX WM HEYMBIIIJIECHHBIX ACH-
cTBUH. /{11 mpenoTBpallieHuss HECAaHKIIMOHUPOBAHHOTO JOCTYIIA K 3TOMY COOOILIEHUIO
OHO 3aIIM(POBBIBAETCS U TEM CaMbIM INpeoOpasyercs B MU(POrpaMMy WM 3aKpbl-
Tl TekcT. Korna ke caHKIIMOHUPOBAaHHBIN MOJIb30BaTENb MOJYYaeT COOOIIEHNE, OH
IeMHUPPUPYET WIH PACKPBIBAET €0 MOCPEACTBOM 00PAaTHOTO MPeoOpa30BaHUs KPHUII-
TOIPaMMBbI, BCJIEICTBUE YETO MOITYYAETCS UCXOIHBINA OTKPBITHIA TEKCT.

Merony npeoOpa3oBaHusl B KpUITOIPAPUUIECKON CUCTEME COOTBETCTBYET HC-
MOJIb30BAHUE CNeyuaibHo2o aneopumma. JIeicTBUe Takoro aJropuTMa 3amycKaeTcs
YHUKAJIbHBIM YHUCJIOM WJIM OMTOBOM MOCIEIOBATENIbHOCTHIO, OOBIYHO HA3bIBAEMBIM
wugpyrowum Kao4om.

Kaxxnprii ucnosib3yeMblil KIIF0U4 MOKET MPOU3BOJIUTH Pa3indHble MHGPOBaH-
HbI€ COOOIIEHMS, ONpeiesieMble TOJNIBKO 3TUM KIIIOUOM. {11 GONBIIMHCTBA CHCTEM
3aKpBITUSA CXeMa TeHepaTropa KJto4a MOMKET MPEeACTaBIsATh co00i ymbo Habop WH-
CTPYKLIMM KOMaH]I, JIU0O YacTh, y3ein ammaparypsl (hardware) imbo KOMIbIOTEPHYEO
nporpammy (software), 6o Bce 3TO BMecTe, HO B JIFOOOM cilydae mporecc mudpo-
BaHMs / AemU(PpOBaHUS €TUHCTBEHHBIM 00Pa30M OMpeaeNsieTcs BEHIOPaHHBIM CHICIHU-
aJbHBIM KIIFOUOM.

Hapsiny ¢ mmdpoBannem, Takke UCIONb3YIOTCS APYyTHe MEXaHU3Mbl Oe3omnac-
HOCTH MH(popManuu: nudpoas (JIEKTPOHHAs) MOANUCH, KOHTPOJIb AOCTyna, odec-
MeYEHUE LEIOCTHOCTH JAHHBIX, O0eCreYeHNE ayTeHTU(PUKALIUY, @ TAK)KE ITOCTAHOBKA
rpaduka, yrnpapjieHue MapuipyTHU3alue, apOuTpax Wik OCBUIETEIbCTBOBAHHUE.

/. Kpunrorpagpuueckue MeToabl 00padoTku uHGopManum
Obecnieuenne 3amuUThl UHPOPMAIMKM OT HECAHKIIMOHUPOBAHHOTO JOCTyMHa —
JeJI0 CIOXKHOE, TpeOyroliee MIMPOKOTO MPOBEACHUS TEOPETUUECKUX U IKCIIEPUMEH-

TAJIBHBIX UCCJIEAOBAHMUM MO BOIPOCAM CUCTEMHOTO ITpOeKTUpoBanus. Hapsany ¢ npu-
MEHEHHEM PAa3HbIX ITPUOPUTETHBIX PEKHUMOB U CUCTEM pA3rpaHUUYCHUS JOCTyNa pas-
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paboTuuKy MHPOPMAIIMOHHBIX CHCTEM YACNSAIOT BHUMAaHHE PAa3IMYHBIM KPUIITOTpa-
dbudeckuM MeTo1aM 00paboTKu nHpOopMaITIH.

Kpunmoepaguueckue memoowvr MOXHO pa30UTh Ha JBa Kjacca:

1) ob6paboTka MH(pOPMAIUH IYTEM 3aMEHbI M MEepPEMEIeHUs OYKB, MPU KOTO-

poM 00beM JTaHHBIX HEe MeHseTcs (mrdpoBaHue);

2) cxatue MH(GOPMAIMK C TIOMOIINBIO 3aMEHBI OTACIBHBIX COYETAHHH OYKB,

cioB M ¢pa3 (KOJIUPOBAHHUE).

[To crocolOy peanu3anuu KpunTorpagpuueckue METO bl BO3MOXKHBI B ammnapar-
HOM U MIPOTPaMMHOM HCTIOJTHEHHH.

JI7i 3a1MTHl TEKCTOBOW MH(OpPMAIIMK TPU Mepeaadax Ha y/lajieHHbIE CTAaHIIUU
TEJIEeKOMMYHUKAIIMOHHON CETH MCIIOJIb3YIOTCS amlmnapaTHbie criocoObl MH(PPOBAHUS U
kogupoBanus. [ oomeHa nHbopmanueit mexxay I9BM 1o TenekoMMyHUKAITMOHHOM
CEeTH, a TaKXKe I pabOTHI C JIOKaJIbHBIMA a00OHEHTaMU BO3MOKHBI KaK ammapaTHBIE,
TaKk U MporpaMMHbIe criocoObl. [{s XxpaneHnus uHdopMaIuu Ha MAarHUTHBIX HOCUTE-
JSIX IPUMEHSIFOTCS] IPOTpaMMHbIE CLIOCOOBI MN(POBaHUS U KOJUPOBaHUSI.

AccuMeTpUYHbIe AJITOPUTMBbI M@poBaHus. Pa3BuTue OCHOBHBIX THUIIOB
KpUNTOrpapuuecKux MPOTOKOJIOB (KJIIOUEBOM OOMEH, 3JIEKTPOHHO-IM(pOBas MOJ-
nuck (DIII), ayrenTudukanus u ap.) ObU10 O HEBO3MOXKHO 0€3 CO3MaHUS OTKPbI-
THIX KJIIOYEW M MOCTPOCHHBIX Ha UX OCHOBE aCCHUMETPHUUHBIX MPOTOKOJIOB IK(ppPOBa-
HUSL.

OcHoBHas ujesi aCHMMETPUYHBIX KPUIITOAITOPUTMOB COCTOUT B TOM, 4YTO
Ul IM(POBaHUSL COOOIICHHS] MCHOJIB3YETCS OJMH KIIIOY, a MpHU JAemu(poBaHun —
npyroii. Kpome Toro, npoueaypa mudpoBaHusi BeIOpaHa Tak, 4TO OHa HeOOpaTuMa
Jake MO0 M3BECTHOMY K4y MM(GPOBAaHUS — 3TO BTOPOE HEOOXOIUMOE YCIOBHE
acuMMeTpu4HOU Kpunrorpadguu. To ecTh, 3Has K04 MHUGPPOBaHUSA U 3aIUppOBaH-
HBI TEKCT, HEBO3MOXKHO BOCCTAHOBHUTH UCXOJAHOE COOOIICHHE — MPOYECTh €ro MOXK-
HO TOJIBKO C TIOMOIIIbIO BTOPOTO KJIt0Ua — KItoua AemudpoBaHus. A pa3 Tak, TO KIH0Y
G poBaHUs JJIsl OTIPABKU MUCEM KaKOMY-JTHOO JIUIY MOXHO BOOOIIE HE CKPHIBATH
— 3Has €ro BCe paBHO HEBO3MOKHO MPOUYECTh 3alndpoBaHHOe coobmieHue. [loatomy,
KJTIIOU MM (PpOBaHUS HA3bIBAIOT B ACHMMETPUYHBIX CUCTEMaX "OTKPBITHIM KITIOUOM", a
BOT KJIIOU JIeU(POBAHUS MMOTYUYATETI0 COOOMIEHUN HEOOXOIUMO IEPKATh B CEKPETE
— OH Ha3bIBAEeTCS ""3aKPBITHIM KIHOUOM".

Takum 00pa3om, H30aBIAIOTCS OT HEOOXOJUMOCTH peliaTh CIOKHYIO 3a7ady
0oOMeHa CEKPETHBIMU KITFOUaAMH.

HanpammBaercs Bompoc: "[loueMy, 3Hast OTKPBITBIN KJIFOY, HENNb3S BBIYUCIIATH
3aKpBITBIN KIt04Y?" — 3TO TpeThe HEOOXOIUMOE YCIOBHE ACUMMETPUYHON KpHUIITO-
rpaguu — aIropuT™Mbl MKU(PPOBaHUS U ACMIUPPOBAHUS CO3AIOTCS TaK, YTOOBI, 3HAS
OTKPBITHIN KJTF0Y, HEBO3MOXKHO BBIUYMCIIUTD 3aKPBITHINA KITHOY.

B nenom cucrema mepenucKky MpH KUCMOJIb30BAHUN ACUMMETPUYIHOTO MIH(PO-
BaHUs BBITTISIUT clieAyromuM oOpa3om. s kaxaoro 3 N aOOHEHTOB, BeIyIIUX T1e-
penucky, BbIOpaHa cBos mapa kimroueid: "oTkpeIThiit" Ej u "3akperteiit"  Dj, rae j — HoO-
Mep aboHeHTa. Bce OTKphIThIE KITFOUM W3BECTHBI BCEM MOJIb30BATENISIM CETH, KayKIbIN
3aKpBITHIN KITI0Y, HA00OPOT, XPAaHUTCA TOJIBKO y TOro a0OHEHTa, KOTOPOMY OH MpH-
HajuiexkuT. Ecnm aboHeHT, ckakeM 1o HoMepoM 7, coOupaeTcs nepeaaTh nHpopma-
1y abOHEHTY Mo HOMepoM 9, oH mmdpyeT AaHHbIE KiIouoM MH@poBaHus Eg u

26



oTmpanisier ee aboHeHTy 9. HecMmoTpst Ha TO, 4TO BCE MOJB30BATENH CETU 3HAIOT
kit04 Eg ¥, BO3MOKHO, UMEIOT JIOCTYTI K KaHally, 10 KOTOPOMY HJAET 3aiiu(ppOBaHHOE
MOCJIaHKEe, OHU HE MOTYT MPOYECTh MCXOJIHBIN TEKCT, TaK Kak mpoleaypa mudpona-
HUSl HeOOpaTUMa Mo OTKphITOMY Kitouy. U Tonbko aboHeHT Ne9, nony4yuB nociaHue,
NPOU3BOJUT HAJl HUM MPeoOpa30BaHUE C MOMOIIbIO U3BECTHOTO TOJBKO €My KJIroua
Dy 1 BoCCTaHABIMBAET TEKCT MOCIAHUS. 3aMEThTE, YTO €CJIM COOOIIEHUE HYKHO OT-
NPaBUThH B IIPOTUBOIOJIOKHOM HampaBieHuH (0T aboHeHTa 9 k aboHEeHTY 7), TO HYX-
HO OyZeT HCHOJb30BaTh YK€ JIPYryto mapy kimtoueil (s mudpoBanus kiaod Ez, a
i nemudpoBaHus — K09 D7),

Kak MbI BUIuM, BO-TIEPBBIX, B aCUMMETPUYHBIX CHUCTEMAX KOJMYECTBO CyLIe-
CTBYIOIIMX KIFOYEH CBA3aHO C KOJMYECTBOM aOOHEHTOB JIMHEHHO (B cucteme u3 N
noJib30BaTesei ucnonp3ytorces 2*N kimoueit), a He KBaJpaTUYHO, KaK B CUMMETpUY-
HBbIX cucTteMax. Bo-BTOpBIX, IpH HapylleHHH KOH(PUAeHIHAIbHOCTH k-0 paboueit
CTaHLIMU 3JIOYMBILIUICHHUK Y3HAET TOJIBKO K04 Dy : 3TO MO3BOJISET €My YUTaTh BCE
cooO1eHus, mpuxoaaie aboHeHTy k, HO He O3BOJIET BbIIaBaTh ce0s 3a HETO MpU
OTIIPABKE ITUCEM.

Cranpgapr accummerpuuHoro mmudposanuss RSA. CambiM pacmpoctpa-
HEHHBIM AJITOPUTMOM aCCUMETPUYHOro mmudpoBanus spisercs anroputM RSA. On
ObUT TpeUIOKEH TpeMsi HccefoBaTensiMu-mMaTeMatukamu Ponanmpaom Pusectom
(R.Rivest) , Anu [llamupom (A.Shamir) u Jleonapnom Amnemanom (L.Adleman) B
1977-78 romax. Pa3paboTdumkaM JaHHOTO aaTrOpUTMa ynaaoch 3G(HEKTUBHO BOILIO-
TUTh UJICI0 OJHOCTOPOHHUX (hyHKIMI ¢ cekperoM. Ctoiikocth RSA Ga3zupyercs Ha
CJIIO)KHOCTH (pakTopu3auu O0osbiux 1enasix yucena. B 1993 rogy meton RSA Obun
oOHaponoBaH 1 npuHAT B kKauecTBe ctangapta (PKCS #1: RSA Encryption standart).
RSA MoxHO mpuMeHsTh Kak i1 mu(ppoBanust/paciinppoBanus, Tak U JJisl TeHepa-
LUU/TIPOBEPKHU AJIEKTPOHHO-IIU(POBOM MOAIUCH.

I'enepauus kiaroveil. IlepBeiM Tanom 000r0 aCUMMETPUYHOTO JITOPUTMA
ABJISIETCS] CO3JJaHUE TTaphI KIIFOYEH : OTKPBITOrO U 3aKPBITOrO U PaCIpOCTPaHEHUE OT-
KpBITOTO Kitoua "mo Bcemy mupy". st anropurma RSA sTtan co3nanus KIiro4eil co-
CTOUT U3 CIEAYIOIINX ONEPaALAN:

-BBIOMpAIOTCA J1Ba MPOCTHIX (1) uncna p u q

BBIUUCIIACTCS UX MPou3BeacHue n = (P*Q)

-BBIOMpAETCs MPOU3BOJIbHOE YHciio € (e<n), Takoe, uro HOJI(e,(p-1)(g-1))=1,
TO €CTh € JIOJDKHO OBITh B3aMMHO TIPOCTHIM ¢ unciioM (p-1)(g-1).

metonoM EBkmuma permaercs B nenbix umcnax (!) ypasaenue e*d+(p-1)(Q-
1)*y=1. 3necb HEU3BECTHBIMU SIBISIOTCA nepeMeHHble d u y — meton EBkiamaa kak
pa3 1 HaXOAUT MHOKecTBO Map (d,y), Kaxkaas U3 KOTOPBIX SBIIAETCS PELICHUEM ypaB-
HEHUS B LIEJIBIX YUCIIAX.

JIBa yncna (e,n) — MyOJIMKYIOTCS KaK OTKPBITBIN KITHOY.

Yucno d xpaHUTCS B CTPOKAUIIEM CEKPETE — 3TO U €CTh 3aKPBITHIN KITHOY, KO-
TOPBIM MO3BOJIUT YUTATh BCE MOCIAHUS, 3alIU(POBAHHBIE C MOMOULIBIO MAPhl YHCET
(e,n).

MudpoBanne/pacmudpoBanue. Kak xe mpou3BOAUTCS COOCTBEHHO MIU(]-
POBaHUE C MOMOUIBIO 3TUX YHCEIT:
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OtnpaButens pa3dbuBaeT cBoe cooOIeHne Ha 0yioku, paBHbie k=[log(n)] OuT,
r7ie KBaJpaTHble CKOOKM 0003HAYAIOT B3SITHE 1I€JI0 YacTh OT IpOOHOr0 YKcia.

[TogoOHBIN OJIOK MOKET OBITh MHTEPIPETUPOBAH KaK YKMCIO U3 JIMara3oHa
(0;2%-1). Jlns Kakmoro Takoro ymcia (Ha30BEM €ro m;) BBIYHCIAETCS BhIPAKEHHE
¢i=((m;)*)mod n. bioku ¢; 1 ecTh 3arMPpPoBaHHOE COOOIICHHE, K UX MOXHO CITOKOH-
HO TepeaaBaTh 0 OTKPHITOMY KaHaly, TOCKOJIbKY OmNepalys BO3BEJCHUS B CTEIECHb
10 MOJIYJIIO TIPOCTOTO YMCHIA, SIBIISETCA HEOOpaTUMOi MaTeMaTh4eckoi 3agayeit. O6-
paTHas el 3aja4a HOCUT Ha3BaHHE 'JIorapu(pMupoBaHUE B KOHEUHOM ITOyie" U SIBIS-
€TCsl Ha HECKOJIbKO TMOPSJIKOB Ooiiee CIOXHOW 3amaueil. To ecTh gaxke eciau 370-
YMBINIJIEHHUK 3HAET YHCIIa € U N, TO TI0 Cj MPOYECTh UCXOIHBIE COOOIIEHUS M OH HE
MOKET HHKaK, KpOME KaK TOJHBIM IIepe0opoM m;.

A BOT Ha MPUEMHOW CTOPOHE MpoIecC ACMM(PPOBAHMS BCE KE BO3MOXKCH, H
MIOMOXET HaM B 3TOM XpaHuUMoe B cekpere uucio d. Jfocrarouno naBHO Oblia JOKa-
3aHa Teopema Dilliepa, YaCTHBIM Ciydall KOTOpPOMl yTBEp)KaeT, YTO €CJIM YHUCIO n
MIPEACTABUMO B BUJIE JBYX MPOCTHIX YHUCET P U (, TO JJIs TIOOOr0 X UMEET MECTO pa-
BeHcTBO (XP DO VYmod n = 1. Jlna nemudposanus RSA-coobimenuii Bocrnonb3yemcs
3TOM POpMYIIONt.

Bo3sBenieM 00e ee yactu B creness (-y) : (XVEDEDy mod n =1 =1,

Teneps yMHOKHM 00€ ee yacTh Ha X © (XYP-DEDH) mod n = 1*x = x.

A Temeph BCIIOMHUM KaK MbI CO3/IaBalld OTKPBITBINA U 3aKPBITHIN KItOYU. MbI
noxoupanu ¢ momoimeto anroputMa EBkimaa d Takoe, uro e*d+(p-1)(g-1)*y=1, To
ectb e*d=(-y)(p-1)(q-1)+1. A crenoBaTeabHO B IMOCIICTHEM BBIPAKCHHH MPEABLTYIIIC-
ro a63ama Mbl MOXEM 3aMEHHUTh IOKazarenib cTerneHu Ha uucho (e*d). Ilomyyaem
(x**Ymod n = x. To ecTh A1 TOro 4TobsI MpoyecTs coodbuienue ¢;=((M;)*)mod n mo-
CTaTOYHO BO3BECTH €r0 B cTeNeHb d 1Mo MOAYII0 m:

((c)mod n = ((m;)*") mod n = m;.

Ha camom nene onepaiiiiyi BO3BEICHHS B CTETIEHb OOJBIINX YKCEI TOCTATOYHO
TPYJIOEMKH JIJII COBPEMEHHBIX MPOIECCOPOB, JTaXKe €CIU OHU MPOU3BOISTCS IO OTI-
THUMHU3UPOBAHHBIM IO BPEMEHH airopuT™MaM. [103ToMy 0OBIUHO BeCh TEKCT COOOIIIe-
HUS KOAUPYETCS OOBIYHBIM OJIOYHBIM MU(POM (HaMHOTO O0siee OBICTPBIM), HO C HC-
MOJIb30BAaHUEM KJIFOYA CeaHca, a BOT caM KIII0Y ceaHca MMQPyeTcs: Kak pa3 aCuMMeT-
PUYHBIM QJITOPUTMOM C MOMOIIBIO OTKPBITOTO KJIFOYa TOJydaTesiss U MOMEIIAeTCs B
HayaJo ¢aina.

Aaroputm dasl'amans. Kpunrorpadsl co cBoeil cTOpoHbI BeJIM MOUCKHU 00-
nee 3(pPeKTUBHBIX CUCTEM OTKpbITOro mudpoanus u B 1985 rony T.Onb-I'amans
(CHIA) npenyioxxui CaeayroIyr0 CXeMy Ha OCHOBE BO3BEJICHUS B CTENEHb 1O MOJY-
JIE0 00JIBIIIOTO MIPOCTOTO qucia P.
3agaerca Oonbinoe npocroe yuciao P u menoe uucio A, 1 <A <P. CoobuieHus
MIPECTABIIAIOTCA 1eJIbIMU uynciiaMu M u3 untepBasia 1 <M < P.

HIughposanue cooouwenunr. Ilporokon mepenaun cooOmenuss M BBITISIAT
CJIEIYIOLTUM 00pa3oM.

a0oHeHTHI 3HatoT uncia A u P;

aO0OHEHTHI TCHEPUPYIOT HE3aBUCHMO JIPYT OT Apyra ciaydainsie uyncia Ka, Kb,
yAoBAETBOPstOMHKX ycioButo 1 < K <P
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MoJy4yaresib BBIYUCISIET U mepenaéT OTHpaBUTENIO yucio B, ompenensemoe
nocienoBaTebHOCTEI0 B = A “P mod(P)

OTIpaBUTEINb MUDPYET coodiieHrne M u OTHpaBIIsieT MOTYyUYEHHYIO MOCIeA0Ba-
TeapHOCTH nonydatemo C = M * B X2 mod(P)

MoJTy4aTesIb paciiu(ppOBBIBAET MOJYICHHOE COOOIICHUE D=(AK)"
Kb mod(P), M = C * D mod(P)

B s10li cucteme OTKphITOro MU(pPOBAHUS Ta KE CTENEHb 3allUThI, YTO JJIS ajl-
roputMa RSA ¢ moaynem N u3 200 3nakoB, mocturaetcs yxe mpu moayie P u3 150
3HAKOB. JTO MO3BOJIIET B 5-7 pa3 YBEIUYHUTh CKOPOCTb 0OpabOTKH HH(pOpMAIUH.
OpnHako, B TaKOM BapHaHTE OTKPHITOTO MM(PPOBAHMS HET MOATBEPKIACHUS TOJINH-
HOCTHU COOOIIIEHU.

Iloomeepoicoenue nooarunnocmu omnpagumensn. JIjis Toro, 9rodsl obecrie-
YUTh NPU OTKPHITOM MIU(POBAHUM IO MOJYJIIO MTPOCTOTO uncia P Takxe u mporeay-
py TMOATBEPAKIACHUSA MOMJIMHHOCTU OTIpaButens T.2nblamanb Mpeaioxkuil Clenyro-
IIUI TPOTOKOJI MIepeIaur MOAMUCAaHHOTO coolieHus M:

a0OHeHTHI 3HatoT uncia A u P;

OTHPABUTEIb TEHEPUPYET ciiydailHoe ynciao Ka yaoBIeTBOPSIONIEE YCIOBUIO
1 < Ka < P u xpaHuT €ro B cekpere:

BBIYUCIISIET M Tepenaér moiyyaTenro 4yucio B, ompenensiemMoe mocienoBa-
TenHbocThI0 B = A %@ mod(P)

s coobmenns M (1 < M < P) Brioupaet ciyuaitnoe unciio L (1 <L <P),
ynosjieTBopstomiee yenosuto (L, P-1)=1

Beumcisier uncsio R = A - mod(P)

pemaet otHocuTenbHo S M = Ka* R + L * S mod(P)

nepenaét noanucanHoe coodmenue [ M, R, S|

nojyvyaresb MpoBepseT MPaBUWIBHOCTh MOTUCH
AM=(BR)* (R®%) mod(P)

B »T0i1 cucteMe CeKpeTHBIM KITIOUOM JUTsl TTOAMKUCHIBAHKS COOOIIECHUH SIBIISIET-
cs1 uncyio X, @ OTKPBITBIM KJIFOUOM JJI1 IPOBEPKU JOCTOBEPHOCTH MOAMMUCH Yncio B.
[Ipouienypa npoBepKy MOANMUCH CIY>KUT TaKXK€ U JJIA MIPOBEPKHU MPABMWIBHOCTU pac-
mupoBaHUS, €CIIM COOOIIEHUS MUPPYIOTCS.

Auaroputm Ilamupa. Enie oguH UHTEPECHBIN IPUMEP UCIIOJIB30BAHHS BO3BE-
JICHUSI B CTEMEHb MO MOAYIIO OOJBIIOro mpocTtoro yucia P mis otkpeitoro mudpo-
BaHMs npeanoxun A.Shamir (oaus u3 aBTopoB RSA). Kak u B cucteme Dbl amans
cooO1eHust M mpeacTaBistoTCs 1EeIbIMU YUciaMu U3 uHTepBaiga 1 <M <P,

Ilepeoaua cooouwenui. Ilepenaya cooOIIEHUS TTPOUCXOIUT CIEAYIOIIUM 00-
pazom:

a0OHEHTHI 3HAIOT uKcia P;

a0OHEHTBI TCHEPUPYIOT HE3aBUCUMO JIPYT OT Apyra ciaydaiinsie uyncia Ka, Kb,
yAoBIEeTBOpsOMKX yciouto 1 < K <P

OTIIPABUTENb BEIYUCISET 3HaYeHUE U nepenaét nonyuaremo C = M K@ mod(P)

MoJy4yarellb BBIYUCISET U MepenaéT OTHpaBUTENIO 4yucio B, ompenensemoe
nocaenosarensHocThio D = C P mod(P)

OTMPABUTEIb AHHYJIUPYET CBOU MU(p U OTMPABIAET MOTYUYEHHYIO IMOCIEA0BA-
TenbHOCTH nonydareno E=D*Y mod(P) E = D P mod(P), rae Fa = Ka -1
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oJTy4aTenb paciuppoBbIBAET MoTydeHHoe coodmenne M = E ™ mod(P), rae
Fb=Kb-1

Ilpumep ucnonvzoeanusa. Ita npouenypa OLI MoxeT ObITH KCIONIB30BAHA,
HampUMep, I TaKuX "PK30THYECKUX'" 1eJeil Kak urpa B KapThl no Tenedony. Jlei-
CTBUTEJIBHO, €CJI UTPOK A xenaeT "ciath" urpoky B, ckakem, 5 kapT u3 52 Kak npu
Urpe B MOKEP, OH 3air(poBbIBaeT 0003HAUEHHUS BCEX KapT U MEpeaaeT ux Urpoky B:

Ca = Ma ¥ mod(P), rze 1=1,2,..,52

Urpox B BrIOupaer u3 Hux 5, 3amudpoBbIBaeT CBOMM KIIOYOM 22 U BO3Bpa-
maet urpoky A Da = Ca “’? mod(P), rne 1=1,2...,5

Urpox A cHuUMaeT ¢ 3TUX 5 KapT CBOM mM@p W BbAAET UX WUIPOKy B.
Urpok B pacumdpossiBaet nonydennsie kaptel Ma = Ea ™ mod (P)

[Tpu sToM ocTaBmiasics yacTth Kojoabl C(6)...C(52) Teneps HAXOIUTCS Y UTPOKA
B, HO OH He MOXET PacKpbIThb 3TU KapThbl, T.K. OHHU 3alIM(PPOBAHBI HA KIIOUE €ro
naptHepa A. OcranabHbIe POLEAYPBI UTPHI IPOJEIBIBAIOTCS aHATOTHYHO.

KpunrocucreMbl Ha 0CHOBE JUIMINTHYECKHUX YPABHEHHMH. DJUIMIITHYECKUE
KpPUBBIE - MAaTEMATUYECKUN OOBEKT, KOTOPBIM MOXKET OIpeAesieH HaJl JIFOObIM MOJIEM
(KOHEYHBIM, JCHCTBUTEIBHBIM, PAIMOHAIBHBIM WM KOMIUIEKCHBIM). B kpuntorpa-
¢uu 0OBIYHO HCMONB3YIOTCSI KOHEUHBIE MOJIsl. DIUIMNTUYECKas KpUBasi €CTh MHOXe-
CTBO TOYEK (X,Y), YZIOBJICTBOPSIOIIEE CICAYIOIIEMY YPABHEHHIO:

y2=x3+ax + b,

a Tak)ke 0ECKOHEYHO yAaJIeHHas TouKa. [{1s Touek Ha KpUBOM JOBOJIBHO JIETKO
BBOJIUTCS ONEpalvs CIOKEHUs, KOTOpasi UTPAET Ty K€ POJib, UTO U ONepaluus yMHO-
eHus B kpunrocucremax RSA u Dnp-I"amans.

B peanpHBIX KpunrocucteMax Ha 0asze 3JUIMNTHYECKUX YPaBHEHUN HCIOJb3Y-
€TCsl ypaBHEHHE

y?2 = x3+ ax + b mod p,

IZI€ p - IPOCTOE.

[IpoGnema muckpeTHOro jorapupMa Ha DIUTUNTHYECKON KPUBOM COCTOUT B
clenyromeM: naHa Touka G Ha 3JUIMNTUYECKON KpUBOW MOpsAJKA I (KOJIUYECTBO TO-
YeK Ha KpUBOW) U pyras Touka Y Ha 3Toil ke KpuBoil. Hy)KHO HaliTh €IMHCTBEHHYIO
TOYKY X TaKyro, uto Y = XG, TO ecTh Y ecTb x-s1 creneHs G.

8. JaexkTpoHHO-U(pOBasi NOANNCH

OO0mmue nosio:xkenus. I[Ipu BeneHUM NEN0BOM MEPENUCKH, MPU 3aKIIOUCHUU
KOHTPAKTOB MOJITMCh OTBETCTBEHHOTO JIUIA SBJISICTCS HEMIPEMEHHBIM aTpuOyTOM J10-
KYMEHTA, IPECIEAYIOIINM HECKOIBKO LIEJIEH:

® TapaHTHUPOBAHME UCTUHHOCTU MUCHbMA IMYTEM CIMYEHUS MOAINCHU C UMEIO-
IUMCs 00pasIioMm;

® TrapaHTUPOBAHME aBTOPCTBA JOKYMEHTA (C IOPUANYECKON TOUKH 3PECHHUS)

BrinosHenre naHHBIX TPeOOBaHWM OCHOBBIBAETCS Ha CIEAYIOIIUX CBOMCTBAX
MOJIITHUCH:

® [OANWCH AyTEHTHYHA, TO €CTh C €€ MOMOULIBI0 IOJYy4aTear0 JOKYMEHTA
MOJKHO JIOKa3aTh, YTO OHA IPUHAJICKUT NOANUCHIBAIOLIEMY;
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® [IOANKUCH HEMOJAEIIBIBAEMA; TO €CTh CIIYKUT J10Ka3aTeIbCTBOM, YTO TOJBKO
TOT YeJIOBEK, Yel aBTorpad CTOUT Ha IOKYMEHTE, MOT MOANUCATh JaHHBIA JOKYMEHT,
Y HUKTO UHOU.

® [OJHUCH HEMEPEHOCUMA, TO €CTh SIBIIECTCS YAaCThIO JTIOKYMEHTA U MO3TOMY
MIEPEHECTH €€ Ha IPYroil TOKYMEHT HEBO3MOXKHO.

® JJOKYMEHT C MOJIHUCHIO SIBJISIETCS HEU3MEHSIEMBIM.

® [OJNKUCh HEOCTIOPHUMA.

e J1000€ JIHIIO, BIAJCIONee 00pa3IioM MOJMUCH MOXET yIOCTOBEPUTCS, YTO
JOKYMEHT MOJIUCAH BIaAENIbLIEM ITOJIUCH.

Pa3Butre coBpeMeHHBIX cpeACTB 0€30yMakHOTO JOKYMEHTO000pOTa, CPEACTB
AJNIEKTPOHHBIX IUIATEKEW HEMBICIUMO 0€3 pa3BUTHUSL CPEICTB JI0KAa3aTENbCTBA IMOM-
JMHHOCTH M UEJIOCTHOCTU JTOKyMEHTa. TakuM CpeIcTBOM SBIISETCS AJIEKTPOHHO-
uupposas noanuck (D), koTopasi coxpaHuiia OCHOBHbIE CBOMCTBA OOBIYHOM IMO/I-
MIHUCH.

CymecTByeT HECKOJIBKO MeTo0B noctpoenus DI, a umeHHo:

e 1mudpoBaHUE IIEKTPOHHOrO JOKyMeHTa (D]]) Ha OCHOBE CUMMETPUYHBIX
anropuT™MoB. JlaHHas cxeMa MpeayCMaTPUBAECT HAINYHUE B CUCTEME TPETHETrO JUA —
apOuTpa, MOJb3YIOIIErocs JOBEpHUEM O0EHX CTOPOH. ABTOpH3alUed OKyMEHTa B
JIaHOM cxeme siBiigeTca caM (pakT 3amudpoBanus IJ[ CEeKpeTHBIM KIIIOUEM U Nepea-
4a ero apouTpy.

® UCIOJb30BaHUE ACCUMETPHUYHBIX aJITOpUTMOB IH(poBanus. DakTom noa-
MMCaHUA JOKYMEHTA SIBJII€TCA 3allM(pOBAHUE €r0 Ha CEKPETHOM KIIFOU€ OTIPaBHUTE-
TS

® pa3BUTHEM MPEIBIIYIICH Ullen cTana Hanbosee paclpocTpaHEeHHAs cXxeMa
OUII — 3ammdpoBaHre OKOHYATEIBHOTO pe3yibTata 00padoTku D] xenr-dpyHkimen
MIPU TOMOIIN aCCUMETPUYHOTO aliITOPUTMA.

Kpome nepeuncieHHbIX, CYHMIECTBYIOT U JPYTUE€ METO/Abl MOCTPOEHUSI CXEM
OUII: rpynnosas moanuch, HeocnapuBaeMasi MOANMUCH, JOBEPEHHAS NOANMUCH U [Ip.
[losiBneHue 3TUX pa3HOBUIHOCTEN O0YCIIOBIEHO pa3HOOOpa3ueM 3a1ad, pelaeMbIX C
MOMOILBIO JIEKTPOHHBIX TEXHOJIOTMI mepenadyd U oOpaOdOTKHU 3JIEKTPOHHBIX JOKY-
MEHTOB.

Aaroputm DSA. B 1991 r. B CIIIA 6511 ony0ukoBaH NpoekT deepaaibHOro
crangapta uudponoit noanucu - DSS (Digital Signature Standard, [DSS91], onucsi-
Barommii cuctemy 1udposoit nmoamucu DSA (Digital Signature Algorithm). Onaum
M3 OCHOBHBIX KPUTEPHUEB MIPH CO3/IaHUH MPOCKTA ObIJIa €r0 MaTeHTHAs YHCTOTA.

IIpennaraemsiii anroputM DSA, umeet, kak 1 RSA, TeopeTnko-4nuciIoBo# Xa-
pakTep, ¥ OCHOBaH Ha Kpunrtorpadudeckon cucreme Jib-I"amans B Bapuanrte [1IHop-
pa. Ero Hage:XHOCTh OCHOBaHA HA MPAKTHYECKOW HEPa3peIMMOCTH OINPEAEIEHHOrO
YaCTHOTO CIJIydasi 3aJja4¥l BBIUMCIICHUS JUCKpeTHOro yorapudma. CoBpeMeHHBIE Me-
TOJABI PEIICHUs 3TON 3aa4l UMEIOT MPUOIUZUTENBHO Ty ke 3PPEKTUBHOCTH, UTO U
METO/Ibl peUIeHUs 3a/aun (PaKTOpHU3alUU; B CBSI3U C 3TUM IpeajiaraeTcsi UCIojb30-
BaTh KJItOUM IJIUHOM OT 512 10 1024 GuT ¢ TeMHu K€ XapaKTepUCTUKaMHU HaJIeKHOCTH,
yto U B cucteMe RSA. JInuna nmoanucu B cucteme DSA menbiie, yuem B RSA, u co-
ctasisieT 320 Our.
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C MoMeHTa OIyOJIMKOBAHUSI TPOEKT MOJYYHJI MHOTO KPUTHYECKUX OT3BIBOB,
MHOTHE U3 KOTOPBIX ObUIM YUYTEHBI MpHU ero nopadoTke. ONHUM U3 TJIaBHBIX apry-
MEHTOB MpoTUB DSA sBisieTcss TO, 4yTO, B OTIMYME OT OOIIEH 3a7a4yd BbIYUCICHUS
JUCKPETHOTO Jiorapudma, ee 4acTHBIM Cilydail, UCIOJIb30BAHHBIA B JAHHOU CXEME,
Majo0 M3y4€H M, BO3MOXKHO, UMEET CYIIECTBEHHO MEHBIIYIO CIIOKHOCTh BCKPBITHSI.
Kpome Toro, crangapt He cnenuduIMpyeT CHoco0 MOMy4YeHHS ICEeBAOCTYYalHBIX
YKCell, UCIOJIb3YeMbIX NMpU (GOPpMHUPOBAHUHU ITUGPOBOM MOANKUCH, U HE YKa3bIBACT HA
TO, YTO ATOT JIEMEHT AJTOPUTMA SIBJISIETCSI OJJHUM U3 CAMbIX KPUTUYHBIX MO KPUIITO-
rpaguUIecKoi CTOWKOCTH.

Oynkuuu DSA orpanuueHsl TOJIBKO UGPOBOI MOAMKUCHIO, CUCTEMA MPUHIU-
MUaNIbHO HE MpeaHa3HaueHa A mudpoBanus naHHbIX. [1o ObICTpoAelicTBHIO CUCTe-
ma DSA cpaBuuma ¢ RSA npu ¢popmupoBanuu noanucu, Ho cymiectBeHHO (B 10-40
pa3) ycTymnaer ei nIpH NpoBEpKE MOIHUCH.

Bwmecte ¢ mpoektom DSS ony6nukoBan npoekt ctanaaprta SHS (Secure Hash
Standard), onuckiBaronuii ogHOHanpaBieHHy0 x3mi-QyHkiuio SHA (Secure Hash
Algorithm), pekomeH0BaHHYIO JJI1 KCOAB30BaHus BMecTe ¢ DSA. Xomi-QyHKius
SHA sBasiercss monudukanueit anropurma MD4, XopoI1io u3BECTHOTO B KpUITOrpa-
(buueckoi nuTeparype.

I'enepayusa JIII. 1lpu renepanuu Ol ucnons3yrOTCs mapaMeTpbl Tpex
TPYIIIL:

- 0011Ke napameTpsl;

- CEKPETHBIN KIIIOY;

- OTKPBITBIN KITFOU.

OO6mue nmapameTpsl HEOOXOAUMBI I (PYHKLIMOHUPOBAHUSI CUCTEMBI B LIEJIOM.
CekpeTHblil K104 Hcnodb3yercs A popmupoBanus DLII, a OTKpeITBIA — 11 TIpO-
Bepku OLII. OOmmmu mapameTpamM CHCTEMbI SBISIIOTCS MPOCTHIE LENbIe YUCa
P,q,d, YAOBJICTBOPAIOUIUEC CICAYIOIINUM YCIIOBHUAM:

p: 27511<p<27512

q: MPOCTOM JAenuTeNb yucia (p-1), KOTOPhI YIOBIETBOPSET YCIOBUIO

2"159<q<2"160

g: TaK Ha3bIBa€MbI T€HEPATOP,yAOBIETBOPSIOINN PABEHCTBY

g=h"((p-1)/g)mod p >1.

[TapapameTps! p,d,g myOJIUKYIOTCS J1 BceX ydacTHUKOB oOmena D] ¢ DIII.

CexpeTHbIN KITIOY X CIydallHO BbIOMpaeTcs W3 nuana3oHa [1,q] u pepkurcs B
CEeKperTe.

OTKpBITHIN KITIOY BhUUCIsACTCS: Y=0/ X mod p.

Takke Tpu OMUCAHUU JAHHOW CXEMbl OYIyT HCIOJb30BaThCS CIEAYIOIIUE
0003HAaYEHUs U JOMOJHUTENIbHBIE MapaMeTpbl: M — BXOJHOE COOOIIEHHE MOJIb30Ba-
tens s cxembl ¢ OIII; k - ciywaliHOe 4uCO, YIOBJIETBOPSIOIIEE YCIOBHIO
0<k<q, xpaHsieecs B CEKpeTe M MEHSIOIIEECs OT OJHOW MOoAmuch K apyroi; H —
X3MI-(QOyHKIHS, h — X31I-KOT COOOIICHUSI.

ITpouecc renepanuu DI cocTOUT M3 HECKOJBKUX ATAIOB:

1.Beraucsiercs xair-koa coodmerust m h=H(m)

2.3 nuanasona [1,q] ciy4yaitHeiM oOpa3oM BbIOMpaeTCs 3HaueHue Kk 1 BbIYwC-
asercs r= (9K mod p) mod q
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3. Beraucnsercs S= (k”-1(h+xr)) mod q, roe k-1 yaoBieTBopsieT yCI0BHIO
(k™-1*k) mod g =1

3nauenus 1,s saBistores DI coobiienns M U nepenaroTcsi BMECTE ¢ HUM IO
KaHaJlaM CBSI3H.

Ilposepka II]II. Tlycts npunsaTo coobmenre ml u ero noamucsh sl,rl. Ipo-
Bepka DI npoucxoaut cienyrommm o0pa3om:

npoBepsieTcs BeInoJiHeHUH ycioBuil 0<rl<q, 0<sl<q, u ecnu XoTs Obl OAHO U3
HUX HapyIIEHO, MOJIUCH OTBEPraeTcs.

BBIYUCIISIIOTCS 3HAUCHUS:

w=s1™-1 mod q

ul = (H(m1l)w) mod q

u2 = ((rl/w) mod q

v = ((g”uly”u2) mod p ) mod g

IPOBEPSIETCA PAaBEHCTBO V =11

Ecnu nmocneaHee paBeHCTBO BBINOJIHSETCS, TO NOANKUCH TpUHUMaeTcs. B nan-
HOM CTaHJapTe cHeruuIUpyeTcs TakKe MpoIleaypa TeHepallud OCHOBHBIX Tapa-
METPOB CHCTEMBI U MPOBOJUTCA JOKA3aTEIbCTBO TOTO, YTO €ciau v=rl, To ml=m,
ri=r, sl=s.

Cranaapt Ha npoueaypsi DIII T'OCT P 34.10-94. Poccuiickum cranuap-
TOM Ha nporeaypsl BeipaboTku u npoBepku DI asnsercs TOCT P 34.10-94. Cxe-
ma DLII, npeanoxxeHHas B TaHHOM CTaHJapTe, BO MHOTOM HAllOMUHAET MOIKCH B
DSA.

[udpoBas noanuck nNpeacTaBisieT coO0M JBa OOJBIINUX LENBIX MPOCTHIX YHC-
na. ObmenoctynHeie napamerpsl cxembl DI (p,q,a) AOMKHBI yIOBIETBOPSTH Clie-
IOYIOIIMM YCIOBHSIM:

p: 2°501<p<27512 wmm 2°1020<p<2°1020
q: mpocTtoi genutens 4ucia (p-1), KOTOPBIA  yAOBIETBOPSIET YCIOBHIO:
2"\254<q<2"256

a: l<a<p-1, a™g(mod p) =1

CexpeTHbIN KITIOY X CIIy4alHO BBIOMpaeTcsl U3 Auana3oHa [1,q] u gepxurcs B
CEeKperTe.

OTKpBITHIH KITFOY BRIYHCIsACTCS: Y=a”*Xx mod p.

T'enepauyusa II]II. TTpouecc renepanuu LT coCTOUT U3 HECKOIBKUX ATAIOB:

1.Beraucnsiercs xami-koA coodmienrs m h=H(m)

(xo1I-(pyHKIMS, UCTIONB3yeMasi B TAHHOM CTaHAapTe B COOTBETCTBHHU C

I'OCT P 34.10-94), ecau h(m)(mod p) = 0, To h(m) npucBaeBaercs 3Haye-
Hue 0...02551

2.3 ananazona [1,q] ciayuaiineiM oOpa3om BbIOMpaeTcsi 3HaueHue k

3. Beruucnsercs = (a”k mod p) , ri=r(mod p); eciu r1=0, cnexyet Bep-
HYTBCS K TIPEABIAYIIEMY 3Taly U BEIpabOTaTh APyroe 3HaUYeHue K.

4. Berancisiercs S= (xrl+kh(m))(mod p); eciau s=0, To He0OXOAMMO BBIpa-
6oTaTh pyroe 3HaueHue k.

3nauenus rl,sl sBustores DI cooOmienns M U mepeaaroTcss BMECTE ¢ HUM
10 KaHaJiaM CBS3HU.
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ITposepka ILII. [Tposepka DI mporcxoauT crieayrommm oOpa3om:

- mpoBepsieTcs BhIMogHeHH ycioBuil 0<r<q, 0<s<q, u ecnu XoTsi ObI OJTHO
U3 HUX HapylIeHO, MOAMKUCH OTBEPraeTcsl.

- BBIUMCIIICTCS XAII-KoA AaHHOTO coobmieHuss h=H(m); Eciau h(m)(mod p) =
0, To 6uToBoe npeactariaeHue h(m): 0...02551
Beruncnsercs 3uauenne V=_(h(m))”g-2(mod p).

Beruncnsercs suauenns z1=sv(mod p); z2=(g-r1)v(mod p).
Breraucnsiercs 3nauenue U=(a”*z1y”*z2(mod p))(mod q)
[TpoBepsiercs paBencTBo U = rl

Ecnu nocnennee paBeHCTBO BBIMOJIHSAETCS, TO MOJNUCH MPUHUMACTCS.

HudpoBble MoANNCH, OCHOBAHHbIE HA CHMMETPUYHBIX KPHITOCHCTEMAX.
Ha mepBbliii B3rJIs/1, caMa 3Ta Ues MOXKET MoKa3zaThCs adcypaoM. JlefcTBUTENBHO,
00111eU3BECTHO, UTO TaK Ha3bIBaeMasi «COBPEMEHHAs», OHA € JBYXKJIOUEBask KPUII-
Torpadusi BO3HUKIIA U cTajia ObICTPO Pa3BUBATHCA B MOCIEIHUE ACCATUIICTUS UMEHHO
MOTOMY, YTO PSJi HOBBIX KpUNTOTpaduuecKux MPOTOKOJIOB THUIIA MPOTOKOIA HU(po-
BOM MOJAMKCH HE YJAI0Ch 3(PPEKTUBHO peann30oBaTh Ha 0a3e TPaTUIIMOHHBIX KPUIITO-
rpaguUecKux aJrOpuTMOB, IMUPOKO M3BECTHBIX U XOPOIIO M3YUYEHHBIX K TOMY Bpe-
MeHU. TeM He MeHee, 3TO BO3MOXKHO. W mepBbIMHU, KTO 0OpaTHil Ha 3TO BHUMAaHHUE,
OBLIIM POJIOHAYANIEHUKH KpUTiTorpaduu ¢ oTKpbIThIM KitouoM Y. Judbdu u M. Xemnn-
MaH, OIMyOJIMKOBABIINE OMUCAHUE IMOAXO0/a, TMO3BOJSIONIETO BHIMOIHATE MPOLEAYPY
U poBOM MOAMUCU OJJHOTO OUTa ¢ MOMOIILI0 O10ouHoro mudpa. [Ipexae yem uzino-
KUTb 3Ty UJACIO, ClIeJIaéM HECKOJIbKO 3aMEYaHUil O CyTH U pealn3anusx mudpoBoin
TIOITUCH.

CTOMKOCTh KaKOW-IMOO CXEeMbI MOAMUCH JOKa3bIBAETCS OOBIYHO YCTaHOBIIE-
HUEM PaBHOCWIHBHOCTH COOTBETCTBYIOIIECH 3a7a4dl BCKPBITHUS CXEMbI KaKou-1100
IPYroM, 0 KOTOPOM M3BECTHO, YTO OHA BBIYMCIUTEIBHO HepaspemmumMa. [Ipaktnueckn
BCE COBpeMEeHHbIe alropuTMbl DIIIT OCHOBaHBI Ha TaK Ha3bIBAEMBIX «CJIOKHBIX Ma-
TEMaTUYECKHUX 3aJja4axy» TUMa (HaKTOPU3AIMK OOJBIITUX YUCEN WM JorapudMupoBa-
HUS B JUCKPETHBIX MOJIAX.

OpHako J0Ka3aTeIbCTBO HEBO3MOXKHOCTH d(PPEKTUBHOTO BBIYUCIUTEIHHOTO
pEIIeHUs 3TUX 337a4 OTCYTCTBYET, M HET HUKAKUX T'apaHTUH, UTO OHU HE OyIyT pe-
IIeHbl B OnrpkaifiieM OyylieM, a COOTBETCTBYIOIIME CXEMbI B3JIOMaHbl — KaK 3TO
MIPOU3OIILIO C «PAHIIEBOI» cxeMol udpoBoil nmoanucu. bonee Toro, ¢ OypHBIM Mpo-
IPECCOM CPEJICTB BHIYMCIUTEIbHBIX TEXHUKU «TPAHULIBI HAZACKHOCTHY» METOJI0OB OTO-
JIBUTAIOTCSI B 00J1aCTh BCE OOJIBIIMX pa3MepoB OJI0Ka.

Bcero napy necstunetuii Ha3all, Ha 3ape KPUNITOTpapuu ¢ OTKPBITHIM KIHOYOM
CUMTAJIOCh, UTO I peanu3anuu cxembl moamucu RSA gocratouno naxe 128-
ouToBbIX uncen. Ceituac sTa rpaHuia otoaBuHyTa 10 1024-6MTOBBIX YKCeN — MpaK-
TUYECKHU Ha TIOPSIIOK, — M ATO JAJIEKO eIlle He Tpeaesi. ITO MPUBOJIUT K HEOOXOIUMO-
CTHU TMEPENUCHIBATh PEATU3YIONINE CXEMY MPOTPAMMBI, U 3a4aCTYI0 NEPENPOEKTUPO-
BaTh anmnaparypy.

Hwudero mogoOHoro He HaOII01aeTCS B 001aCTH KIIACCHISCKUX OJOYHBIX U (-
POB, €CJIM HE CUMTATh M3HAYAIBHO YIIEPOHOTO M HEMOHSATHOTO PEIICHUS KOMUTETa
no ctanaaptam CIIA orpannuuth pasmep kiroda anroputma DES 56-10 Ouramu, To-
r71a KaKk emie BO BpeMs OOCYKIICHUS aJITOPUTMA MPEJIarajioch UCIOIb30BaTh KITHOY
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Oompiiero pasmepa. CxeMbl TOMANKWCH, OCHOBAaHHBIE HA KIACCUYECKHUX OJIOYHBIX
mudpax, CBOOOHBI OT YKa3aHHBIX HEJOCTATKOB:

- BO-TIEPBBIX, UX CTOMKOCTH K MOMBITKAM B3JIOMa BBITEKAET U3 CTOMKOCTH
UCIOJIb30BAaHHOTO OJI0OYHOTO MHdpa, MOCKOIbKY KIACCHYECKHEe METO/bl MH(ppOoBa-
HUSL U3YYEHBI TOpa3fo OOJbIIE, a UX HAJEKHOCTh 000CHOBAHA HAMHOTO Jy4Ille, YeM
HAJEKHOCTh ACHMMETPUYHBIX KPUNITOTpahUUECKUX CUCTEM;

- BO-BTOPBIX, JAXKE €CIU CTOMKOCTh MUCHOJIB30BAHHOTO B CXE€ME MOAMUCH
muQpa OKaXeTcsl HeTOCTATOYHON B CBETE MPOTPecca BHIYUCIUTEIBHON TEXHUKH, €TO
JIETKO MOKHO Oy/IeT 3aMEHHUTb Ha APYTroil, 0ojiee YCTOMUMBEINM, C TEM K€ pa3MepoM
OJI0Ka JaHHBIX U KiIo4ya, 0€3 HE0OXOJUMOCTH MEHSATHh OCHOBHBIC XapaKTEPUCTUKU
BCEH CXEMBI — 3TO MOTPEOyeT TOJPKO MUHUMAIBHON MOIM(UKAIMK MPOTPAMMHOTO
oOecIieucHMS,

Urak, BepHemcs k cxeme Auddu n Xemimana noamnucu ogHoro oura cooouie-
HUSl C TIOMOIIbIO QJITOpUTMa, 0a3HPYIOIIETocs Ha JIOOOM KJIaCCHUYECKOM OJIOUHOM
mudpe. [Ipenmnonoxkum, B HallIeM pacoOPsKEHUU €CTh aIrOpUTM 3amudpoBanus Ek,
OTIEpUPYIOLIHI OJ0KaMH JaHHBIX X pa3Mepa N U UCHOJB3YIOLINM KoY pa3MepoM Nk:
|X|=n, |K|=nk. CTpykTypa Kit04eBoii HHOOPMAIIMK B CXEME CIICAYIOIIast: CEKPeT-
HBIA KIt0Y moanucu Ks evibupaemcs Kak MpOM3BOJIbHAS (ClydaiiHas) mapa KIrouei
Ko, K1 mctiosp3yemoro 6;104HOrO IHdpa:

ks = (Ko,k1);

Takum 00pa3oM, pazMep KiI0o4a MOJNUCH PaBEH YABOCHHOMY pa3Mepy Kilroda
HCIIOJB30BaHHOTO 0J104HOTO mudpa:

|Ks| = 2|K| = 2nk.

Kitou mpoBepku npeacraBisieT co0oil pe3ynbTaT mudpoBaHus ABYX OJIOKOB
tekcta Xo 1 X1 ¢ kirouamu Ko 1 K1 cooTBeTCTBEHHO:

kv = (Co, C1) = (Ex, (Xo). Ex (X1))

/i€ SBJSIOIIKECS NapaMeTPOM CXEMbl OJIOKU JTaHHBIX HECEKPETHBI U U3BECTHBI
MPOBEPSIONIEH MOANKUCH CTOpOHE. TakuM 00pa3oMm, pazMep Kiltoua MpOBEPKH MOANU-
CH paBEH YJBOEHHOMY pa3Mepy 0JI0Ka UCIIOIb30BAHHOTO 0JIOYHOTO Mmudpa:

[kv| = 2|X| = 2n.

Aunroputm Sig BeipaboTku nmppoBoit moxmucu i outa t (t e {0,1}) 3akimo-
YaeTcsl MPOCTO B BBIOOPE COOTBETCTBYIOLIEH MOJIOBMHBI M3 TMapbl, COCTABISIOUICH
CEKPETHBIN KJIFOY MOIHUCH:

S= S(t) = kt.

Anroputm Ver mnpoBEepKHM TNOAMUCH COCTOMT B TMPOBEPKE YpPaBHEHUS
Ei(X:) = Ct, xoTOpOE, 04EBUIHO, JOJKHO BBIMONHATHCS As Hamrero t. [Tomywaremto
M3BECTHBI BCE UCMOIb3YEMbIE MPU STOM BEJIMYUHBI.

Takum oOpazom, GyHKIIMS TPOBEPKU MOAMUCH OYACT CICAYIONICH:

V(t,s,K.)= {]’ EstX)=G1

0, E¢(X,)=C,

[TokaxkeM, 4yTO JaHHas cxeMa paboTOCMOCOOHA, JIJIsl YEro MPOBEPUM BBINIOJIHE-
HUE HEOOXOIUMBIX CBOMCTB CXEMBI IIU(POBOY MOATHUCH:

1. HeBO3MOXHOCTH TOAIKCATh OHUT 1, €ClIM HEM3BECTEH KIIFOY MOAIUCH. Jleii-
CTBUTEJIBHO, ISl BBIIIOJIHEHUSI ATOTO 3JI0YMBIIIIEHHUKY MOTPEeOOBaoCh Obl PEIIUTh
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ypaBHeHHEe Es(X:) = C; OTHOCHTEIBHO S, UTO IKBUBAJICHTHO OMPEICIICHUIO KITFOYa IS
U3BECTHBIX OJIOKOB IIM(PPOBAHHOTO M COOTBETCTBYIOIIETO €My OTKPBITOIO TEKCTa,
YTO BBIYMCIIUTENIHHO HEBO3MOKHO B CHITY MCIIOJIB30BAHMS CTOMKOTO MU dpa.

2. HeBo3MoOkHOCTBH mof00paTh Apyroe 3HadeHue 6uta t, KoTopoe MoaX0IUiI0
OBl 101 33JJaHHYIO MOJNKCH, OYEBUIHA: YUCIIO BO3MOXKHBIX 3HAYEHHUM OUTa BCEro JiBa
U BEPOSITHOCTH BBIMIOJIHEHMS JIBYX CJIEAYIOIIUX YCIOBHUI OJHOBPEMEHHO IMpeHeOpe-
’KUMO MaJia B MPOCTO B CUJTY UCIIOIB30BAHUS KPUIITOCTOMKOTO alrOpUTMa:

ES(XQ) = Co, ES(Xl) = Cl.

Taxum obpazom, npemnoxennas Juddu n Xenamanom cxema 1udpoBoit moa-
MMMCH Ha OCHOBE KJIACCUYECKOTO OJI0YHOTO mu(pa 00IaaaeT TaKon Ke CTOHKOCTHIO,
YTO U JISXKAIINA B €€ OCHOBE OJIOUHBIN MUGp, ¥ TIPH 3TOM BechbMa npocta. OgHako, y
HEee eCTh JIBa CYIECTBCHHBIX HEIOCTATKA.

[TepBbIil HEAOCTATOK 3aKIIOYACTCS B TOM, YTO JTaHHAsS CXEMa ITO3BOJISET IOJI-
MYcaTh JUIIb OJuH OUT MHbopmarmu. B Gioke Oosbllero pasmepa MmpuaeTcs OT-
JIEBHO MOJMUCHIBATh KaXK/IBIH OUT, TO3TOMY JaKe C YUETOM XJIIMPOBAHUS COOOIIIe-
HUS BCE KOMITOHEHTHI MOJITUCU — CEKPETHBIN KIII0Y, MPOBEpOYHAsT KOMOWHAIUA U
COOCTBEHHO MOMUCH MOJIYHYAIOTCS JOBOJIBHO OOJIBITMMU TI0 pa3Mepy U 0ojiee ueMm Ha
JIBa TIOpsAJIKA MPEBOCXOAT pa3Mep moamnuchiBaemoro Oioka. [Ipeamonoxum, 4to B
CXeMe UCIOJIb3yeTcs KpunTorpadudeckuid anroput™ Ex ¢ pazmepom 010ka U Kitoya,
COOTBETCTBEHHO N U Nk. [Ipennonoxkum Takke, 4To UCHOIB3YeTCs (PYHKITUS XIIIUPO-
BaHMsSI C pPa3MEepOM BBIXOAHOTO Oji0ka Ny. Torma pasmepsl OCHOBHBIX pabodux OJ10-
KOB OyIyT CJICTyIONTUMHU:

pasMep Kiroua MOAMKCH: Ngs = 2NH-Nk.

pasMep Kirroua MPOBEPKH MOIMUCH: Ne = 2NyN.

pa3Mep moanmucu: Ns = Ny -Nk.

Ecnu, Hanpumep, B KayecTBE OCHOBBI B JIAHHOW cxeMme OyNeT HCIOJIb30BaH
mdp 'OCT 2814789 ¢ pazmepom 6110ka N = 64 Outa U pa3MepoM Kiroua Nk = 256
OuT, 1 JUI BIPAOOTKHM XAII—OJIOKOB OYJIE€T MCIOJIB30BaH TOT JK€ CaMblid MU(P B pe-
KUME BBIPAOOTKM UMHUTOBCTABKH, YTO JACT pazMep XdII—0Joka Ny = 64 TO pazMepsl
pabouux OJOKOB OYIYT CIAEAYIOIIMMHU:

pasmep KJIroua MoAauch: Nys = 2Ny-Nk = 2-64.256 6ut= 4096 Gaiit;

pasMep KJroua MpoBEpKH MOAMUCH: Ne = 2Nyn = 2.64.64 6ut = 1024 Gaiita.

pasmep NoAmucH: Ns = Ny -Nk = 64256 6ut = 2048 Gair.

BTopoit HegocTaTok JaHHOW CXEMbI, OBITh MOXET, MEHEE 3aMETEeH, HO CTOJIb
Xe cepbe3eH. [[eno B ToM, 4TO mapa KIodel BRIPAaOOTKH MOAIMKUCH U TIPOBEPKH IT0/I-
MMACH MOTYT OBITH HCITOJIB30BaHbI TOJBKO OJWH pa3. JIeHCTBUTENBHO, BBITIOJTHCHUE
MIPOIIETYPHI MOAMKMCH OWTa COOOIICHUS MPUBOIUT K PACKPBITHIO TIOJIOBUHBI CEKPET-
HOTO KJIFOYa, IOCJIE YeTO OH YK€ HE SBJISCTCS TOJHOCTHIO CEKPETHBIM M HE MOXKET
OBITH WCIOJIE30BaH MOBTOPHO. [103TOMY ISl KQXKI0TO TTOANMMCHIBAEMOTO COOOIIICHHUS
HEOOXOJMM CBOW KOMIUICKT KJIFOUEH MOAMHCH M TPOBEPKHU. DTO MPAKTUYECKH HC-
KJIF0YaeT BO3MOKHOCTh UCIIOJIb30BAaHUS PACCMOTPEHHON cxeMbl Juddu—Xemimana B
MePBOHAYAIILHO TIPEIJIOKEHHOM BapuaHTe B peasibHbIX cuctemax JIIII.

Opnnako, HeCKOJIbKO JieT Hazaa bepesud u JlopomikeBUY MPEAsIONRIIA MOTH-
¢dukarmto cxembl {udpu—Xennmana, pakTuuecku yCTPAHSIONIYIO €€ HETOCTATKH.
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[{eHTpabHBIM B 3TOM MOJXOE SABJISCTCS AJITOPUTM «OJTHOCTOPOHHEH KPHUIITO-
rpaduyecKoil MPOKPYTKU», KOTOPBIA B HEKOTOPOM POJAE MOXKET CIY)KUTh aHaJIOTOM
oriepariy BO3BeJeHHs B cTeneHb. Kak 00bIYHO, PEIOI0KUM, YTO B HAIIIEM Pacro-
PSOUKCHHH MMeeTCsl KpunTorpadgudeckuii anroput™ Ex ¢ pasmepom 00ka ITaHHBIX H
KJTIF09a COOTBETCTBEHHO N M Nk OUT, mpudem N <Nk.

[TycTh B HalleM pacnopsDKCHHH Tak)Ke MMEeTCsl HeKoTopas (yHKIUSI 0ToOpa-
KeHUsI N—OUTOBBIX OJOKOB JaHHBIX B Nk—OuTOBBIE Y = Py n((X), [X|=n, [Y|=nk.
OmnpenenuM peKypcUBHYIO (YHKIUIO Rk «0THOCTOpOHHEH MPOKPYTKH» OJoKa JaH-
HBIX T pazmepom n out K pa3 (K > 0) npu momomy cieayrommeid (opMyIbL:

T,k=0,

R.(T)= (X), k>0,

Py (R 1(T)
rae X — MpOU3BOJIbHBIN HECEKPETHBII N-OMTOBBIN OJIOK TaHHBIX, SIBJISIOIIMICS
napamMeTpoM MPoLEeypbl IPOKPYTKH.
Ilo cBoeil uaee QPyHKIUS OAHOCTOPOHHEH MPOKPYTKH YPE3BBIYANHO MPOCTA,
HAJI0 BCETO JIUIIb HYXXKHOE KOJIU4eCTBO Pa3 (K) BBHIMOIHUTH CIEAYIOIINE ICHCTBUS:
paciupuTh N-OUTOBBIA OJIOK AaHHBIX | 0 pa3Mepa KJloua UCIOJb30BaHHOTO ajro-
putMa mudpoBaHus (Nk), Ha MOJTYYEHHOM pacIIUPEHHOM OJIOKE KaK Ha KIIoue 3a-
mUQpoBaTh OJIOK AAHHBIX X, pe3yibTaT 3alIM(PPOBAHUS 3aHECTH HA MECTO UCXOJHO-
ro 6oka nauHbix (T). [To onpenenenuto onepamus Ry(T) oOiagaetr A1ByMs BaXKHbI-
MU J1JIs1 HAC CBOWCTBaMU:
1. AiMTUBHOCTD U KOMMYTAaTUBHOCTb 10 YUCITY IPOKPYUYHUBAHUM:

Rk (T) = Re(Ru(T)) = RYRk(T)).

2. OTHOCTOPOHHOCTD WJIM HEOOPATUMOCTh MPOKPYTKHU: €CITU U3BECTHO TOJb-
K0 HekoTopoe 3HaueHue GyHKIUH Ry(T), TO BEIYMCIUTEIBEHO HEBO3MOKHO HAWTH
sHauenne Ry (T) mmst moboro K'<k — eciau Obl 3TO OBUIO BO3MOKHO, B HAIllEM
pacnopsbKeHUH ObLT Obl CIOCOO OMPENENUTh KU MH(PPOBAHUS MO U3BECTHOMY
BXOJTHOMY M BBIXOJHOMY OJIOKY anropuTtMma Ek. 94TO mMpOTHBOpEUUT MpeAroioxKe-
HUIO O CTOMKOCTH mudpa.
Tenepsr mokakem, Kak yKa3aHHYIO OTEpaIldI0 MOKHO HCIOJIb30BaTh JJIs MO~
nvcu 0j1oka T, cocTosIiero u3 Ny OUTOB.
CekpeTHBIH KoY TOANMHCH Ks BRIOMpaeTCs Kak Mpou3BOJIbHAs mapa 0J10K0B Ko,
K1, IMErOIIMX pa3Mep O0J0Ka JaHHBIX HCIIOJIB3YEeMOIo OJ0YHOro Iudpa, T.e. pa3Mep
KJIF0Ua BBIPAOOTKH TIOJIITMCH PaBEH yIBOCHHOMY pa3Mepy OJioKa JaHHBIX HCIOJIb30-
BaHHOTO Os0uHOTO 1M dpa: |Ks| = 2n;
Kitou mpoBepky MOAMKMCH BBIYUCISAETCSA KakK mapa OJIOKOB, MMEIOIINX pa3Mep
OJIOKOB JJaHHBIX HUCITOJIB30BAHHOTO aJITOPUTMA T10 CIIEIYIONTUM (opMyIam:

kc = (Co,Cl) = (RgnT,l(Ko), RgnT,l(Kl)).

B 5TuX BBIYHCICHHUAX TaKKe HCIIOJIB3YIOTCS HECEKPETHBIE OJIOKHM JaHHBIX Xo U
X1, SABISIONIMECS TMapamMeTpamMu (GYHKIIMU «OTHOCTOPOHHEH MPOKPYTKW», OHU 00si3a-
TEJIHO JIOJDKHBI OBITh Pa3inYHbIMU. TakuM 00pazom, pa3Mep KiIroya MPOBEPKH TO/I-
MIUCH TAKXKE PaBEH YJBOCHHOMY pa3Mepy OJIOKa JaHHBIX MCIIOJIb30BAHHOTO OJIOYHOTO
umdpa: [Ke| = 2n.

Beruncnenne u npoepka DI OyxyT BBITIISAACTH CIEAYIOIUM 00pa3oM:
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Asroput™ Signr BBIpaOOTKM HUGPOBON MoamuMcH uis Nr-OutoBoro Oioka T

3aKJIFOYACTCS B BBITIOJIHCHUH «OJHOCTOPOHHEH MPOKPYTKM» OOCHX MOJOBUH KITIOYa
noxnuck T u 2"—1-T pa3 cCOOTBETCTBEHHO:

S = Sign7(T) = (S0,51) = Rr (ko) Ropr 4 1 (ky) -

AnroputM Verp; HpoBEpKH MOAMUCH COCTOUT B IMPOBEPKE UCTUHHOCTH COOT-
HOLIEHUH Ry, - (So) =Co, Ry (s1) =Cy, KOTOPBIE, OUEBUIHO, JOJDKHBI BBIIOIHATHCS JJIS
[MOUIMHHOTO OJIOKA JaHHBIX | .

Ro"T_1-1(S0) = Ro"_1-1(Rt(Ko)) = Ro"T_y_1+7(Ko) = Ra_1(ko) = Co,

Rr(S1) = Rr(Ro"17(K1)) = Rr+2"T1-1(K1) = Ran1(ky) = Ca.

Takum 06pa3om, PyHKITHS IPOBEPKH IMOAITUCH OYIET CIICTYIOIICH:
LR,  (s)=C, & R,(s)=C,
V(T,S,KC): 2T 1T \"0 0 T\*1 1
(s))#=C, | Ry(s)#C,.

0, R2

[ToxaxkeM, 9TO JIsl TAHHOW CXEMBI BBITOTHSIIOTCS HEOOXOIUMBIC YCIOBHS pa-
00TOCIIOCOOHOCTH CXEMBI MMOAITHCH:

[Ipeamnonoxxum, 9TO B PaCHOPSOKEHUU 3JI0YMBINIICHHUKA €CTh Nr-OWTOBBIMA
omok T, ero moanuck S = (Sp,S1), u kaod mpoBepku  Ke = (Co,C1). TTonp3yschk aToi
uH(pOopManyeH, 3J0YMBIIUICHHUK MBITACTCS HAWTH MPaBMIIBHYIO MOAMHUCH S' = (Sp,S1)
JUIsL Ipyroro Nr-6uTtoBoro 6soka T'. [[st aTOro eMy Hajo penIuTh CIEAYIONINE ypaB-
HEHHUS OTHOCHUTEIBHO S U S1.

Ro1T_1-1+(S0) = Co,

Rr(s1) = C;.

B pacnopspkeHnH 370YMBINUIGHHHKA €CTh OJIOK JAaHHBIX 1 C IOJIIMHUCHIO
S = (Sp,S1), YTO MO3BOJISICT €My BBIYMCIUTH OJHO M3 3HAUCHUH Sp,S1, TaXKe HE BIazes
KJIFOUOM TIO/ITTHCH

(@) ecmu T <T', 10 S0 = Rr (ko) = Rr-7(Rr(ko)) = Rr'-1(S0),
(b) ecan | > T', TO S] = RznT_l_T'(kl) = RT_T'(RznT_l_T (kl)) = RT_T'(Sl).
OpnHako Jy1sl HaXOXKIEHUsI BTOPOI MOJIOBUHBI MOAMKUCH (S1 U S B Cllydasix (a) u

(b) cOOTBETCTBEHHO) €My HEOOXOUMO BBITIOJHUTH MMPOKPYTKY B OOPaTHYIO CTOPOHY,
T.¢. Haiith Ry(X), pacmonarast TOJbKO 3HaYCHHEM U1 OOJIBIIETO K, YTO SBIISIETCS BBI-
YUCJIUTEIFHO HEBO3MOXKHBIM. TakuM 00pa3oMm, 3JI0yMBIIUICHHUK HE MOXET TOJie-
JaTh TOJIMUCH IO COOOIIEHUEM, €CIM HEe PACIoiaraeT CEKPETHBIM KITFOYOM IOIU-
CH.

"T _|-T

Bropoe TpeboBanme Takke BBIMOIHSIETCS: BEPOSITHOCTh MOA00paTh OJIOK JaH-
HbIX T', oTIIMuHBIA OT Ojoka T, HO OOJafarOMMi TakoM ke HUQPPOBOUM MOMUCHIO,
YpEe3BhIYAHO MaJila U MOXKET HE IPUHUMAThCS BO BHUMaHKE. J[eHCTBUTEIBHO, ITyCTh
nudposas noanuck 6gokoB T u T' coBnagaer. Toraa noanucu o6oux GJI0KOB OYIyT
PaBHBI COOTBETCTBEHHO:

$ = Snr(T) = (S0,81) = (Rr(ko),

RonT_1-7(K1)),
s' = Spp(T") = (s0,51) = (Rr(Ko), Ram 1 1(Ky)),
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HO S=S', clIe10BaTEILHO:

Rr(ko) = Ry (ko) 1 RonT_11(K1) = RonT_q1(K1).

[Tonoxum miis onpeneneHHocty T <T', Torjaa crpaBeaJiuBO ClEAYIONIEee:
RT'—T(kg) = ko, RT‘—T(kD = ki, tme ko = Ry (Ko), ki = RonT_1 1 (Ky)

[locnenHee ycinoBHe O3HAYAET, YTO MPOKPYUHMBAHHUE JABYX Pa3IUUYHBIX OJIOKOB
JAHHBIX OJHO M TO € YHUCJO pa3 OCTABJISET MX 3HAYCHHs] HEM3MEHHBIMH. Bepost-
HOCTb TaKOTO COOBITHS YpE3BbIUAHO MaJla U MOXKET HE IPUHUMATHCS BO BHUMAaHUE.

Taxum obpazom paccmoTrpeHHast Mmoaupukanus cxembl Judppu—Xennmana ae-
JaeT BO3MOXHBIM MOJMUCH HE OAHOTO OWTa, a 1eJI0i OUTOBOM TpyMIbl. DTO MO3BO-
JSI€T B HECKOJIBKO pa3 YMEHBIIUTh pa3Mep MOANNCH U KIIOYEH MOANUCH/TIPOBEPKU
OaHHOM cxembl. OHaKO Ha/l0 NOHUMATh, YTO YBEIMUEHUE pa3Mepa MOIMUChIBAEMbIX
OMTOBBIX TPYIII MPUBOAUT K SKCIIOHEHIIMAIBHOMY POCTY 00beMa HEOOXOIUMBIX BbI-
YUCJICHUI U HauuMHasi ¢ HEKOTOPOro 3HA4YEHMs JesaeT pabdoTy CXEMbl TAaKKe Hedd-
¢dexTuBHOM. ['paHuna «pa3yMHOTo pa3Mepa» MOINMCHIBAEMO TI'pyNIbl HaXOAUTCA
IJIe-TO OKOJIO JIeCATH OUT, U OJOKH OOJBIIEro pa3Mepa BCe paBHO HEOOXOIMMO MO~
MUCBIBATD II0 YACTAM.

Tenepp Haiinem pa3Mepbl KJIIOYEH W MOINUCH, a TaKKE 00BEM HEOOXOIUMBIX
JUISL peanu3aiuy cXxembl BeruuciaeHui. [lycts pasmep xam—0J10ka 1 0J10Ka UCTIOIb3Y-
€MOro mu@pa OIWHAKOBBI U PaBHBI N, a pa3Mep MOANUCHIBAEMBIX OUTOBBIX TPy
paBeH Nr. [IpeAnonoxum Takke, 4TO €ClU MOCIEAHSS PpyIa COACPKUT MEHbIIEE
4yucio OMTOB, 00OpadaThIBaeTCA OHA BCE PABHO KAk MoJiHasg Nt-OuToBas rpynna. Torga
pa3Mephbl KIIIoUel MOAMUCH/TIPOBEPKU U CaMOU MOANKMCH COBNAAAIOT U PaBHBI CIIEAy-
IOIIIEN BEJIMYHNHE:

T

2
n n

K=K |=|s|=2nl =]~ 2—| owur,
n n,

riae [X] o6o3HayaeT OKpyrieHUe yucia X J0 OJMKaiIiero 1ejaoro B CTOPOHY
Bo3pactanus. Yucno omepaumii mudpoBanus Ex(X), Tpebyemoe mns peamusaiuu
MIPOIIETYP CXEMBI, OMIPENEIIAIOTCS HUKECICTYIOITUMU COOTHOIICHUSIMU:

IpY BBIPAOOTKE KITIOYEBOM MHGOPMAIIMK OHO PABHO:

2”1 +1 n

w,=2-2" -1 L]~

nT nT
P BBIPAOOTKE U MPOBEPKE MOITUCH OHO BJIBOE MEHBIIIE:

W =W, =" 1) ]2

ny ny

Pazmep kiroua mTOAMMCH W TIPOBEPKH TMOANMUCH MOXKHO JOMOJHUTEIHHO
YMEHBIIINUTH CICAYIOIIUMHU MTPUEMaMHU:

1. Her HeoOXOAMMOCTH XpaHUTh KIIOYH TMOIINUCH OTIEIBHBIX OHTOBBIX

IPYI, UX MOXXHO JMHAMUYECKH BBIpA0aThIBaTh B HYXKHBIH MOMEHT BPEMEHHU C

MOMOIIIBIO T€HEepaTOpa KPUMITOCTOMKON raMMbl. KiltouoM MOJMUCH B 3TOM Cllydyae

OyleT SBIATHCS OOBIYHBIM KJIHOYU HCIIOJIB30BAaHHOTO B CXEME MOJMKUCH OJIOYHOTO
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mmdpa. Hanpumep, ecau cxema noanucu OyaeT noctpoeHa Ha anroputme 'OCT
28147-89, To pa3mep Kiro4Ya MOAMMUCH OyIeT paBeH 256 outam.

2. AHanOrUYyHO, HET HEOOXOAMMOCTU XPAHUTh MACCHB KIIIOYEH MPOBEPKH
MNOJMUCHU OTJEIBHBIX OUTOBBIX IpyMI OJIOKA, TOCTATOYHO XPAHUTh €r0 3HAUCHHE
X3MI-(QYHKIMK 3TOro MaccuBa. [Ipy 3TOM aaropuT™ BeIpaOOTKH KJTt04Ya MOAMUCH U
QITOPUTM MPOBEPKU MOIIMUCU OYIyT IOMOJIHEHBI €IIe OJJHUM IIaroM — BBIYHUCIIE-
HUEM XdUI-QYHKIMKA MAacCHMBa MPOBEPOYHBIX KOMOWHAIMMA OTAEIbHBIX OUTOBBIX
TpYIIII.

Takum o0pazoMm, mpobrema pa3Mepa KItOUeH M TONIMUCU pelieHa, OJIHAaKOo,
BTOPOW HEIOCTATOK CXEMBI — OJJHOPA30BOCTh KIIFOUEH — HE MPEOJIOJIEH, TTOCKOJIbKY
ATO HEBO3MOJXKHO B pamkax noaxona {udhdu—Xemnnmmana.

JIns IpakTUYECKOrO MCIIOIB30BAHMS TAKOM CXEMBbI, PACCUNTAHHOW Ha MOANUCH
N cooOuieHuii, OTIpaBUTEN0 HEOOXOAMMO XpaHUTh N KIIOUel moanucu, a mojyda-
tento — N Kitouelt IpoBEpKH, UTO JOCTATOUHO HEYA0OHO. JTa mpobdiieMa MOKET ObITh
pelieHa B TOYHOCTH TakK ke, Kak Obljia perieHa mpodsaemMa KIIo4en 1Ji1 MHOKECTBEH-
HBIX OMTOBBIX IPYIII — FreHepanuei kiouyeil noanucu At Bcex N cooOiieHuit us oj-
HOTO MacTep-KJtoua U CBEPThIBAHUE BCEX MPOBEPOUYHBIX KOMOMHAIUMI B OJIHY KOH-
TPOJIbHYIO KOMOMHAIIUIO C TIOMOIMIBIO aJITOPUTMa BEIUUCICHUS XAMI-(DYHKIIUH.

Tako#t nmoxxon pemusa Obl TpoOIeMy pazMepa XpaHUMBIX KIIIOUEH, HO MPUBEI
Obl K HEOOXOAMMOCTH BMECTE IMOANUCHIO KaXJA0ro COOOUICHMs BBICHUIATH HEOCTA-
omure N-1 mpoBepodHBIX KOMOUHAIMK, HEOOXOAMMBIX ISl BBIYUCICHHS XOII-
(yHKLIMH MaccuBa BCEX KOHTPOJIbHBIX KOMOMHAIMN OTAENBbHBIX COOOIIeHH. SIcHO,
YTO TaKOW BApUAHT HE 00JIaJaeT NPEUMYIIECTBAMU IO CPABHEHUIO C UCXOIHBIM.

YHOMSHYTBIMU BBIILIE aBTOpaMU ObUT MPEMAJIOKEH MEXaHU3M, MO3BOJISIOLIMIA
3HAYUTEIBHO CHHU3UTh OCTPOTY MpoOsieMbl. Ero OCHOBHas maess — BBIYUCIATh KOH-
TPOJIbHYI0 KOMOMHAIUIO (KJII0Y MPOBEPKU MOJINKUCH) HE KaK X3UI-(QYHKLIHIO OT JIU-
HEWHOTO MacCHBa MPOBEPOYHBIX KOMOWHAIIUNA BCEX COOOIIEHUH, a MOMapHO — C MO-
MoOIIbI0 OMHapHOro JepeBa. Ha kaxxqoMm ypoBHE mpoBepouHas KOMOMHAIIMS BbIUKC-
JseTcs Kak XdoU-QYHKIMS OT KOHKATEHAIMU JBYX IPOBEPOYHBIX KOMOMHAIIMIA
MJIaJIIero ypoBHA. YeM BhIllle ypoBEeHbh KOMOUHAIIMM, TEM OOJIbIIE OTACIBHBIX KITIO-
Yyell MpoBEPKHU "yUUTHIBAETCA' B HEM.

[Ipeanonokum, 4To HaIla cXeMa paccunmTana Ha 2% cooOmennit. OGo3HAUNM
uyepe3 ¢ i-ryro komOuHanmioo |-toro yposHsa. Eciu Hymepanmioo KoMOMHAIUM U

ypOBHeil HauMHATh C HYJsA, TO CIIpaBeINBO cienyromee ycaosue: 0 < i < 24 a i-as
npoBepoyHas KoMouHanus |-Toro yposHs paccunrtana Ha 2' coobLIeHuii ¢ HOMepaMu
or i2' o (i+1)-2'-1 BkmounTensHo. Uncno KOMOMHAIUI HUAKHETO, HYJIEBOTO YPOB-
Hs paBHO 2-, a camoro BepxHero, L-Toro ypoBHs — 0[jHa, OHA U SBJIAETCS KOHTPOJIb-
HOM KoMOuHanumel Becex 21 cooOuiennii, Ha KOTOPhIE PACCUUTaHA CXEMA.

Ha kaxmoM ypoBHE, HaYMHAs C TIEPBOTO, MPOBEPOUHBIC KOMOUHAIIUN PACCUH-

THIBAIOTCSI 1O cieayromen hopmyre:
¢! =HER IC5),

rie depe3 A|| B 0003HaueH pe3ysIbTaT KOHKATeHAIMH BYX OJIOKOB JaHHBIX A U
B, a yepe3 H(X) — mpoueaypa BbaucieHus Xa1-QyHKIuA 0J10Ka JaHHBIX X.
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[Ipu ucmonb30BaHUM YKa3aHHOTO IMOAXO0Jla BMECTE C IMOMAMUCHI0 COOOLICHHUS
HeoOxomumo mepenath He N—1, kak B MCXOJHOM BapuaHTe, a Toyibko l0goN koH-
TpoJIbHbIX KoMOuHanumii. [lepegaBarbes JOJKHBI KOMOMHAIIMM, COOTBETCTBYIOIIHE
CMEKHBIM BETBSIM JIEPEBA HA TyTH OT KOHEYHOM BEPIIMHBI, COOTBETCTBYIOLIEH HOME-
Py UCIOJIb30BAHHOM MOJIUCH, K KOPHIO.

[Ipumep opranu3zanyy MpoOBEPOYHBIX KOMOMHAIIUMHN B BUJIE JBOMYHOIO JIEPEBA B
CXeMe Ha BOCEMb COOOIIeHHI MpuBeeHa Ha pucyHke 4.1. Tak, npu nepenaye cooo-
mieHust No 5 (KOHTpOJIbHasi KOMOWHAITUS BBIJIETIEHA PAMKOW) BMECTE C €T0 MOAHUCHIO

JIOJKHBI OBITh MEepe/laHbl KOHTPOJIbHAsE KoMOuHaIust cooOmenust Ne 4 (Cio)), oO1mast
U1t cooOrennii NeNe 6—7 (Cél)) n obmast 11 cooOmrennit NeNe 0—3 (Céz)), BCE OHH
BBIJICJICHBI HA PUCYHKE IPYTUM (DOHOM.

YpoBeHb

3: ct

, @ /\C(z)
A -

Puc. 4.1. Isonunoe nepeso s cxembl DI Ha 8 cooOmeHmit
IIpn mpoBepke nmoanucu

3HAYEHUE C5(O) OyJeT BBIYMCIICHO U3 COOOIICHUS W €ro MOJMHUCH, a UTOroBas KOH-
TpoJibHAsE KOMOWHAIMsA, TOJJIeXallas CPaBHEHHIO C ATaJOHHOM, MO cleayromien
dhopmyie:
- B ) ©) 1 ©) 1)
C=Cp” =H(Cy" HH(C, ICs ) 1C57)).

Heo06xoaumMocTh OTIPaBIATh BMECTE C MOJMUCHI0 COOOUIEHUS JOTOJHUTEb-
HYI0 HH(pOpPMAIUIO, HYXHYIO JJIsi TTPOBEPKU MOIINUCH, HA CaMOM JieJie¢ HE OYCHb
oOpeMenuTenbHa. JlelicTBurensHo, B cucteme Ha 1024=20 mogmuceii BMecTe ¢ co-
OOIIIEHHEM M €T0 TMOJANKUCHI0 HE0OXO0IUMO JTOTOJHUTENBHO TiepeaaBath 10 KOHTPOJIb-
HBIX KOMOUHanuii, a B cucreme Ha 1048576 = 22° noanuceit — Bcero 20 KOMOMHAIHIA.
Onnako, mpu OOJIBIIIOM YHCIIE TOAMUCEH, HA KOTOPhIE pacCUMTaHa CHCTEMa, BO3HU-
KaeT apyras mpoliemMa — XpaHeHHE JOTOJHUTEIBHBIX KOMOWHAIMH, €ClIM OHHU pac-
CUMTAHBI IIPEABAPUTEIHHO, HIIM UX BEIPA0OTKAa B MOMEHT (DOPMUPOBAHHMS TIOIMKCH.

JlonoJIHUTEIbHBIE KOHTPOJIbHBIE KOMOWHAITNH, KOTOPBIE TIEPEAAIOTCS BMECTE C
MOJIMKCHIO U UCTIOJIB3YIOTCS TIPH €€ MMPOBEPKE, BIPAOATHIBAIOTCS NMPU (HOPMUPOBAHHUH
KJIFOYa MPOBEPKHU MO KUY HOAMUCH U MOTYT XPaHUTHCS B CHUCTEME M HCIOJIb30-
BaThCsl B MOMEHT (hOPMHUPOBAHUSI MOINUCH, JIMOO BBIYUCIISITHECS 3aHOBO B ATOT MO-
MECHT.

[TepBrIif OAXO MpEAIoNaraeT 3aTparbl JUCKOBOM MaMsTH, TaK KaKk HEOO0XO-
numo xpaHuTh 212 3pauenmii xom-QyHKIME Bcex ypoBHEH, a BTOPOil TpeOyerT
00JbIIOr0 00beMa BBIUMUCICHHI B MOMEHT (popMHUpOBaHUS TOAMUCU. MOXKHO HC-
II0JIb30BaTh ¥ KOMIIPOMHMCCHBIHN ITOJIX0JT — XPaHUTh BCE XAII-KOMOMHAIIUA HAYUHAS C
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HEKOTOPOro ypoBHsi |, a KOMOMHAIIMY MEHBIIErO YPOBHS BEIYUCIATHL IPU (GOPMHUPO-
BaHUM NOJAMUCH.

B paccMoTpeHHO# BbIlIe cxeMe MOJNUCH Ha 8 COOOILIEHUH MOXKHO XPaHUTh
Bce 14 KOHTPOJIbHBIX KOMOMHAIIMM, UCIIONIB3YyEMBIX TP MPOBEPKHU (Bcero ux 15, HO
camasi BEpXHsisi HE MCHOJIb3YyeTCsl), TOr/ia MPU MPOBEPKE MOJIMUCH UX HE HAJ0 OyneT

. 1) A~
BBIYUCIIATh 3aHOBO. MOKHO XpaHUTh 6 KOMOWHAIIMK HAaYWHas C YPOBHS 1 (C(() ) C§ )

Cél), Cgl), C(Z), ng)), TOT/Ia TIPY TPOBEpKe MmoAmucu cooOdmieHuss Ne 5 HeoOX0IuMo

0 2) ~L
OyZeT 3aHOBO BBIYMCIMTH KOMOHHAIUIO Cf1 ), a ocranbHbIe (Cé ),Cé )) B35t M3 TaG-

JULBL, ¥ T.J.. YKa3aHHBIN MOJX0/]1 MO3BOISET JOCTUYh KOMIIPOMHKCCA MEKY OBICTPO-
JeicTBUEM 1 TpeOOBaHUSIM K 3aHUMAEMOMY KOJIMYECTBY JUCKOBOTO MTPOCTPAHCTBA.

OTMeTuM, 4TO OTKa3 OT XpaHEHUsI KOMOWHAIMI OJHOTO YPOBHS MPUBOJUT K
SKOHOMMH TIaMSITH U POCTY BBIUUCIMTENIBHBIX 3aTpaT MPUMEPHO BJIBOE, TO €CTh 3aBH-
CUMOCTb HOCUT SKCITOHEHIIMAIBHBIA XapaKTep.

Ataku Ha DIIII. Croitkocth 60abiuHCcTBa cXeM DLIII 3aBUCUT OT CTOMKOCTH
ACCUMETPHUYHBIX AITOPUTMOB MIUGPOBAHUS U XAII-YHKIIUAH.

CymiecTByeT cneyronias kiaaccudukaius atak Ha cxembl DI

® aTaka C U3BECTHBIM OTKPBITHIM KIIFOUEM.

® araka Y U3BECTHHIMU MOJMUCAHHBIMU COOOIICHUSIMU — MPOTUBHUK, KPOME
OTKPBITOTO KJIF0Ya UMEET U HAOOP MOJMMCAHHBIX COOOIEHUN.

® [pocCTas araka ¢ BHIOOPOM MOJMUCAHHBIX COOOIIEHUN — MPOTUBHUK UMEET
BO3MOKHOCTh BBIOMPATh COOOIIECHHUS, IIPYU 3TOM OTKPBITHIN KIIFOU OH MOJIY4aeT MocCiie
BBIOOpA COOOIICHMUS.

e HampaBJieHHas aTaka ¢ BLIOOPOM COOOIICHHS

® aJlanTUBHAs aTaka ¢ BLIOOPOM COOOIIIEHUS.

Kaxnas araka mpeciieyeT onpeaeieHHYI0 1ejib, KOTOPhIE MOXXHO Pa3eIuTh
Ha HECKOJIbKO KJIACCOB:

® T[I0JIHOE pacKpbITHE. [[pOTUBHUK HAXOUT CEKPETHBIN KITIOU MOJIh30BaTENs

e yHUBepcalbHas Tojienka. I[IpOTHBHHMK HAXOIUT aJroput™M, (YHKIIHO-
HaJIbHO aHAJIOTMYHBIA anroputMy renepanuu D111

e ceiekTuBHAs noanenka. [loanenka moAnucy moja BbIOpaHHBIM COOOIIECHHU-
eM.

® OK3WUCTeHIMalbHas nonnenka. [lognenka moamucu XOTs ObI JJIi OJHOTO
CJIy4aiilHO BBIOPAHHOTO COOOIIEHMUS.

Ha npaktuke npumenenue OLIII mo3BosiseT BBISIBUTH WM MPEIOTBPATUTH
CIEeAYIOIIUE AEHCTBUS HAPYIIUTEIIS:

® OTKa3 OJJHOTO M3 YYACTHUKOB aBTOPCTBA JOKYMEHTA.

e Moau(UKAIUS IPUHATOTO JIEKTPOHHOTO JTOKYMEHTA.

® [IOJIJIeTKA JIOKYMEHTA.

® HaBs3bIBaHHE COOOIICHUH B MpOIlecce Tepeiavyu — MPOTUBHUK MEePEXBaAThI-
BaeT 0OMEH COOOIIECHUSIMU ¥ MOTUDUITUPYET HX.

® UMUTAlUS TIEpeaaduu COOOIICHUSI.

Tak ke CyIeCTBYIOT HapyIIeHUs, OT KOTOPHIX HEBO3MOKHO OTPaJUTh CUCTEMY
oOMeHa COOOIIEeHUSIMU — 3TO TIOBTOP Mepenadn cooOIeHus u panbcuduxanus Bpe-
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MEHU OTHpaBiieHuss coodmenus. [IpoTuBomelicTBIE MaHHBIM HAPYIICHUSM MOXKET
OCHOBBIBATHCSI HA MCIOJIb30BAHUM BPEMEHHBIX BCTABOK M CTPOIOM YYET€ BXOISIINX
COOOIIEHU.

Hexortopsie cpeacrBa padorsl ¢ JIII. B nacTosimee BpeMs cyliecTByeT
0OJIBIIIOE KOJIMYECTBO KOMIUIEKCOB JUIsl pabOThl C 3JEKTPOHHON MOMANUCHIO, WIH HC-
noJib3yromue ee. [IpuBeneM HEKOTOpbIE U3 HUX:

PGP. HaubGonee wuszBectHbii - 310 maker PGP (Pretty Good Privacy) —
(Www.pgpi.org), 6e3 COMHEHHWH SBIISIONIUICS Ha CETOJHS CaMbIM PacIpOCTPaHCH-
HBIM MPOTPAMMHBIM MPOAYKTOM, TO3BOJSIONIUM HCMOJIb30BaTh COBPEMEHHBIE
HaJEKHBIC KPUMNTOTpaPUIECKUE aJTOPUTMBI IIJIS 3aIIUTHl WHGOPMAIMK B TEPCO-
HaJIbHBIX KOMITBIOTEpAX.

K 0CHOBHBIM NpenMyIIECTBAM JAHHOTO MMAKETa, BBIICISAIOIINM €r0 CPEAU ApY-
I'MX aHAJOTUYHBIX IPOYKTOB CIEIYET OTHECTHU CIEAYIOLIHE:

1. Omkpoimocms. Vicxonausiii koa Bcex Bepcuil nporpamm PGP pgoctynen B
OTKpPBITOM BUJIe. JIt000# sKCIIepT MOKET YOSIUThCSI B TOM, YTO B mporpaMmme 3P dex-
THBHO pEaIn30BaHbl KPUINITOAITOPUTMBI. Tak Kak caM CIocO0 peanu3aiy HU3BECT-
HBIX aJTOPUTMOB OBLI JOCTYIIEH CIEIUATNCTaM, TO OTKPBITOCTh MOBJIEKIIA 32 COOOU
U Ipyroe MpeuMyLIECTBO - 3PPEKTUBHOCTH IPOTPAMMHOI0 KOJA.

2. Cmoutkocms. J151a peanu3ai OCHOBHBIX (DYHKIIMM MCTOIB30BaHbI JIYUIIINAE
(mo xpaiinet mepe Ha Havyaso 90-X) U3 U3BECTHBIX AJTOPUTMOB, MIPU ITOM JIOMYCKast
MCIIOJIb30BAaHUE JOCTATOYHO OOJBIION JTMHBI KIIFOYA JUIsl HA/I€KHOM 3aIUThI TaHHBIX

3. becnnamnocms. I'otoBeie 6a30BbIe TPoayKThl PGP (paBHO Kak u MCXogHBIC
TEKCTBI MPOrpaMM) AOCTYNHBI B MHTEpHETE B YAaCTHOCTH Ha O(PUIMAIBLHOM cailTe
PGP Inc.

( www.pgpi.org ).

4. Ilooodepicka Kak yeHmpanuzoeanHou (Uepe3 cepBephl KIOUe) TaK U de-
UeHmpanu308anHou (4epe3 «CeTb JOBEpPUS») MoOdeau PACIpereseHUs] OTKPBIThIX
KJIFOYEH.

5. Yooocmeo npocpammnozo unmepgheiica. PGP wu3zHavanpHO co3mpaBajiach
KaK MPOAYKT JJIsl IIMPOKOTO Kpyra IMOJb30BaTEeNe, MO3TOMY OCBOCHHE OCHOBHBIX
MPUEMOB pabOThl OTHUMAET BCEr0 HECKOJIBKO YacoB

GNU Privacy Guard (GnuPG). GnuPG (www.gnupg.org ) - moJyiHasi ¥ CBO-
0011HO pacripocTpaHseMas 3aMmeHa i makera PGP. DToT maker He MCHoNb3yeT ma-
TeHTOBaHbIil anroput™ IDEA, m mo3romy MoXeT OBbITh HCHOJB30BaH 0€3 KaKuX-
HuOyab orpannuenuit. GnuPG cootBetcByeT ctangapty RFC2440 (OpenPGP).

Texymas Bepcus — 1.0.4, mmatdopmbr — Unices, Windows 9x/NT

Kpunron. Ilaker nporpamm KPUIITOH®IIoanucs

(http://www.ancud.ru/crypto/crpodpis.htm) npenHasHadeH sl KCIOJb30BAHHUS
anekTpoHHOM 1 poBoit noanucu (DLI1) 351eKTpOHHBIX JOKYMEHTOB.

[Tporpammer nakera KPUIITOH®Iloanuch GyHKIIMOHUPYIOT HA KOMITBIOTEPE,
YIOBJIETBOPSIOLIEM CIEAYIOIUM TPeOOBaHUSIM:

o Hamuume omnepanuoHHoi cucteMbl Windows-95/98 wim Windows NT 4.0;

o namnure YK3/[ cepuu KPUIITOH c cooTBEeTCTBYIOIIUMM JpaiiBEpoM st
Windows-95/98/NT wunm ero mporpaMMHOTO JpaiiBepa-smyisitopa st Windows -
Crypton Emulator Bepcuwn 1.3 v BbIIIIe.
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o wHammuue Crypton APl nins Windows Bepcuu 2.2 unu BeIe (BXOIUT B TI0-
craBky YK3Jl cepun KPUIITOH wu comepxuT Takxke apaliBep MOCTABISIEMOTO
YK3/D);

e HAJIWYME MAHUMYJISITOPA "MBIIIL".

B cranmapTHO#l nmoctaBke JUisl XpaHeHus (PaillioB OTKPBHITHIX KITIOYEH HCIOJNb-
3ytorcs nucketsl. [Tomumo aucket, makeT KPUITTOH®IIoanuce gaet BO3MOXKHOCTD
UCIIOJIb30BAHUSI BCEX TUIIOB KJIIOYEBBIX HOCUTENEH (CMapT-KapT, SJEKTPOHHBIX Tal-
netok Touch Memory u ap.), moaaepXuBaeMbIX TEKyIleHd Bepcuei mHTEpdeiica
SCApi, Bxonsiiero B noctaBky Crypton APl v2.2 u Beie.

Bep6aO - cucrema xkpunrtorpadguyeckoin 3ammurel mHGpopmanuu. CK3U1U
"Bep6a-O" mpenctasiger coboil MporpaMMHBIA KOMIUIEKC, MpeIHA3HAYCHHBIN s
3amuThl MH)OpPMAIMK MPU €€ XPaHCHWH Ha JUCKaxX W (WIKM) mepeaade Mo KaHaiam
cesi3u. CK3U "Bep0Oa - O" pemraeT cienyroue 3a1aqu:

« mudpoBanue/pacumppoBanue HHGOPMAIIMKU HA YPOBHE (PailyioB;

¢ TEHEepaIuIo AEKTPOHHOM 1 poBoit noanucu (DLI1);

« mnposepky DOUII;

o OOHapyXeHUE UCKAKEHUIN, BHOCUMBIX 3JI0YMBIILICHHUKAMU WK BUPYCAMHU
B 3allIUIIAEMYI0 HHPOPMAIIHUIO.

CK3U "Bepba - O" B paznuuHbix MoaudUKAIUAX QYHKIIMOHUPYET MO/ yIpaB-
acHueM omnepanuoHubix cucreM MS DOS v5.0 u Beimie, Windows 95, Windows NT,
UNIX (HP UX) na nepconansubix 9BM, coBmectumbix ¢ IBM PC/ AT. TpeOyemsbrit
o0beM onepaTuBHOMN namsATu He Oosiee 155 Koaitt. Kpome Toro, Heo6xoaumM HaKonu-
Telb Ha THOKOM MarauutHoM aucke (HI'MJ).
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