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AHHOTAITUS

Juccepranuss MaB3yCHHUHT ACOCJIAHMIIM Ba YHUHT 10J13apOJuru.

bytyH kaxoHnga cYHITH WWiiapia axO0opoT TEXHOJOTHUSJIAPUHUHT >Kaaal
cypbariiap OujiaH PHUBOXJIAHMO OOpUIIM HaTHWXKacujaa axOopoT xaB(Cu3IUru
MyaMMOCH Y30eKHCTOH PecryOmukacu yd4yH XaMm A0J3ap6 MyaMMOTra ailaHjid.
AXO0pOT-KOMMYHHKAIUsI TU3UMHJIa MAbIyMOTJIapHUA Maxduil €ku KOHPUASHIIHAI
aNMalllyB )apacHu yuyH Kpunrorpaduk TU3UMIIap sipaTuill OusiaH Oup KaTopza 1Ly
TU3UM/JIa OapJONUIA KaJuTiaap SpaTUIl MacaJlaCMHU WIIOHWIM XaJl 3TUII MYXUM
VpuH TyTaau. Maskyp MaruCTpJIMK JUCCEPTAIHS UIH KpunTorpaduk 6ap omTuru
IOKOpU OYJTaH KaJWTJIApHU TEeHEepalus KWIHI aJIrOPUTMIIAPUHUHT TaxJIMJIA Ba
TaIKUKUTA KapaTWITAHJINTY YHUHT JOJI3apOIMINTHAAH 1aioyiaT Oepaau

TagkukoT Makcaau Ba Basudaiapu.

HocumMMeTpuk KpUNITOTH3UMIIAPTa AaCOCJIAHTAaH KaJTUTJIApHU TeHepalus
KWINII QITOPUTMIIAPUHUHT TAJKUKWATA acOCIaHTaH XO0JiJla KPUIITOOApIOILTUINTH
IOKOpHU OYJIraH TAaKOMWJUIAIITAaH aJITOPUTM TakiIu@ STUIIIaH HOoparT.

TaagkukoT 00beKTH BA NPEAMETHHUHT 0eJIrMJIAHUIIH.

TagkuKOT 00bEKTU OVIMO KaJWTIApHU TeHEpallvs KWJIWII —aJropuTMIIapu
XU3MAaT KWIAJIH.

TagkukoT mnpeaMeTH cudaTuja TeHepalus KUJIWHAIUraH COHJIapHU

Ty6J'II/IKKa CHHall aMaJlJlapu XUu3MaT KHUJIaJau.

TaakukoTAa KYJJIAHWITAH YCJIYyOJAPpHUHT KHCKaYa TaBcudu.

AxOopoTHM  Kpunrorpaduk — XuMosUlall — THU3UMIIAPU  Ha3apusCH,
uHpopmMaTHKa Ba MaTeMaTHKa acocjiapu, COHJIAp HA3apUACH, MOIYJb
apu(pMeTUKacH, TUCKpeET Jorapudmiamiaan GoigaiaHuiIraH.

TagKUKOTHUHI WJIMHN STHTWJINTH.

bappoummnury 1okopu 6yarad TyO COHJIapHU TeHepalvs KUJIUII arOpUTMU
uniad YMKWIAM Ba YHH HOCUMMETPUK KPUIITOTHM3UMIApAa KyJall acocujia
OapIONUTHUIINTH FOKOpU OYITaH, TAKOMIUIAIITUPUIITAH aJTOPUTM HILIA0 YUKHIIIN
Ba JIaCTYPH SPATUIIIN.

TagkuKoT HATHKAJTAPUHUHT HA3APHUIl Ba aMaJINi aXaMUSITH.

Nmma®  yukwiran — 0apIonuid — KadWTIApHU — TeHepamus — KUAJTUII
aNropuTMiapAaH  MWUIMA ~ DJIGKTPOH  XYXOKAaT —— allaHWIl — TU3UMIIapU]ia
KYJUTaHUJTMIIN MYMKUHJIUTA OWJIaH aMaliuid axaMusITra rajgup.

JAuccepranus TApKUOMHUHT KUCKaYa TaBcudu.

Ymby auccepranus WIOM KAPUII KUCMHU, 3 Ta OynuMm, XyJoca,
dolinananuiarad anabuérnap pyiixaru Ba uioBagaH ubopaT. Ymly TaaKUKOT
umuaa 3 Ta kanasai, 8 Ta pacmaaH ubopart. Unmuil TaAKMKOT UIIMHUHT YMYyMUH
xaxMu 83 caxudaHu TAIIKUI TN,

Maructpnuk quccepTaius uiu Oyitnya 2 Ta T€3Uc YOIl STUIITaH.

XyJioca Ba TakJIM(IapHu KHCKAa4Ya YMyMJIAIUTHPUITaH udoaacu



Bapmommm TyO coHNapHM TeHepanus KWIHIN, TYOJIWMKKA TECTIAITHHHT
KOMJIGKC YCyNMu Takiug KWIMHUO, mapameTpiau anreOpanaH doiinaaanud
HOCCUMETPHUK KPHUIITOTU3UMIIAP YIYH JACTyp SPATHIIH.
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KHUPUII

JAuccepranmsi MIIMHUHT 10Ja3ap0Jauru. byTyH jkaxoHJa CYHITH Wusuiapaa
ax0opOT TEXHOJIOTUAJIAPUHUHT XKaJal cypbaTiap OWIaH pPUBOXKIAHUO OopHIIN
HATIKACHIA aX60pOT XaBCH3IUIH MyaMMOCH Y30eKHcToH PecryGmukacH yayH
XaMm Jon3apd MyamMmora aWigaHad. XO3Upru KyHAa axO0opoT xaB(CHU3IUTHHU
TabMHUHJIALIA SHT HWUIOHWIM BOCUTaNapAaH Oupu axOOpOTHH KpHUIITOTpapuK
XUMOsI Kuiuil Bocutaapu xucoOnanamu. Illy Ooumc PecnyOnukamuzma Oy
WyHamuI >xajgan cypbamiap OwinaH puBoxiaanMmokia. Ilpesunentumuszuunar 2007
fiun 3 ampenma kabyn KuiraH «Y30eKkHCTOH Pecry6imkacuga axGOpOTHHHT
KpUNTOrpauK XUMOSCHHU TAaIlIKWJ ATHUII 4yopa-Tanbupnapu tyrpucuaarm» [1K-

614—coH Kapopu 1ryiap sxymiacugasaup[2].

AXOOpOT-KOMMYHHUKAIMST ~ TH3UMHJA MabIyMOTIapHU Maxpuil  Eku
KOH(UICHIMAI aJMaIllyB XKapa€Hu yuyH Kpunrorpaduk TU3UMIIAp SpaTHUIl OWIaH
Oup KaTopza 1y TU3UMIa OApAOILIN KAIUTIAP SIPATHII MacaJaCHHU WIIOHYIN XaJl
ATUII MYXUM YpHUH TyTaaud. UyHKH TaHJaHTaH KPHUITOTU3UM MYypakka® Ba
UOIOHWIM OYynumM  yHJIaH amainga ¢oiinananum >xkapa€Hiapu OapAouuId
KaJIUTIapHU FeHepalys KUIUII Macajacu OuiiaH OOFIHUKIUD.

Maskyp muccepTauus MM Y30ekucTon Pecrny6imkacu IIpesumeHTHHHHT
[1K-614—con Kapopu WXPOCHHH TabMHHJIAIl Hynauna Oaxapuiaa€rraH WIMMIA-
TaAKUKOT HIUTapuaaH Oupu xucobnaHaau [2]. Kpunrtorpadusga Oapaonum
KaJUTIapHU TeHepaluus KWIMII JOMMO AacoCui MyaMmmojapiaH Oupu Oyiaud
KeraH. XopykKuil Aapnatnapaa Oy coxaaa KaTop WIMHUHN M3JIaHUIIIap KWIWHTaH Ba
KpUNTOTpaduK aaropuTMiIap spaTUiraH.

Ma3zkyp MarucTpiuk JUccepTanus Ui KpUunTorpaduk 0apIoluTuru I0KOpU
Oynra" KanuTIapHU FeHepalysl KWIMII alrOPUTMIAPUHUHT TaXJIUIU Ba TaJAKUKUTa

KApaTUITAHJITH YHUHT JOJ3apOMIMTUAAH 1alojiaT Oepaiu.



JAucceprannsi MIIMHUHT O0BEKTH Ba MNPEAMETHHUHI OeJTrMJIaHUIIH.
Ymby Maructpiauk auccepTaiusi HIIWIa TaJKUKOT OOBEKTU OVIHO KaauTIapHU
reHepanus KUl aJIfCOPUTMIIAPH XU3MAT KWIIA/IN.

Taakukor mnpenmern cudaruma TeHepanus KWIMHAAWTAH COHJIAPHU
TyOJIMKKA CHHAII aMaJJlapy XU3MaT KUJIaau.

Juccepranms MIIMHMHI MaKcaau Ba Basudanapu.YmlOy MarucTpiivk
JTUCCepTalMsl  WIMMHW  OaXapulgaH  Ky3JaHTaH  MakcaJl  HOCHMMETPHUK
KPUINITOTU3UMIIApAA KAJIWTIAPHU T€HEepalrsl KWIWII aJrOPUTMIIAPUHHUHT TaXJIUIIU
Ba TQJAKUKUHU aMalira OUIMPUII XamJa KPUIITOOApAOUUIMINIH IOKOpU OVYiran
KaJMTIapHU T€HEpALMsUIAIl aITOPUTMUHY UIILIA0 YMKUILIIAH HOoparT.

Ky3naHnran makcaaHu amMajira OIIMPUII YYYH MAaruCTPJIUK JIUCCEpPTaLUs
UITUHYU OakapuIaa Kyluaara Basudanap KyHumjam:

- KaJUTJIapHU FeHepanus KWiIUIl OYinya MapxyJ ajJrOpUTMIIAPHUA TaJKUK
KWIWII Ba KUECUN TaXJIJI STHILL,

- KAJUTJIAQpHU TEeHepauus KWIMII aJrOpUTMIIApUHUA  MabiayM Oeiruiap
acocuia TacHuan;

- TyO0 COHJApHW TEHEpalus KWINIl aIrOPUTMIIAPU TAJAKUKH Ba KUECHU
TaxJIUJIN;

- COHJIAQPHM TEHepalusl KWIWIIAA YJIapHH TYOJIMKKA CHHAII ajJrOpUTMIIapU
TaxXJIWIH,

- KpUNTOOApAOUUIMIY IOKOpU OViIraH KaJWTIapHU TeHepauus KWIMII
ANTOPUTMIIAPUHU UTIIA0 YHKHUIIT;

- KpUNTOOApAOUUIMIY IOKOpU OVIraH KaJWTIapHU TeHepalus KWIMII
ANTOPUTMIIAPUHU JACTYPUHU SPATUILL,

Namuii TAaIKUKOTHUHI acocuii Macajajapu Ba ¢apasiapu. AxO6opoT-
KOMMYHUKAIIMOH THU3UMIJIApUJia axO00poT XaBPCUBIUIMHU TabMUHIAIIIA OYMK
KUIUTIM KPUNTOTU3UMIIAPHU TAAKUK OTUII, VYIAPHU KpUOTOOAPIONUIUTUHU

Oaxonam Ba ymoOy Tanabnap acocuaa Kpunrtorpaguk — OapAONLId KaJIUTIIAp
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reHepanusl KWIMII aITOPUTMUHHU Ba JNAaCTypUHHU SpaTHII Macajalapd €4HMMHra
SPUIINIIL.

Mag3y 0yiinya KucKada agaduétTap Taxjaujam. X03Upru KyHaa axoopoT
XaB(CU3IUTUHN TabMHHJAIIA SHT HIIOHWIM BOCUTANapAaH Oupu axOOpOTHU
KpUNTOTrpauK XUMOS KHIJIUII BOCUTAIAPH XUCOOIaHaau. AXOOpOT-KOMMYHHKAIIHS
TU3UMHUJIA MABJIYMOTIApHU Maxpuil €ku KOH(UICHIMA aIMaIlyB jKapaHu yUyH
KpunTorpaduk TU3UMIIap spaTUIl OuiaaH OUp KaTopja Iy TU3UMJIa KPUIITOTpaQUK
OapJoIUIM KanuTiap sSpaTUll MAacalaCUHU MIIOHWIM Xaj 3TUIl MyXUM YpHUH
TyTaJIu.

HoccumeTrpuk kpunroTusumiapaa Tacoaupuil KaluT TeHEepaTopIapH,
COHJIapHU TYOJHMKKa CHUHAII anroputmiapu O6opacuaa Padou-Mumep, I1.Depwma,
H.Cakcene, M.Arpasan, Y. luddu, llleanon K.E. Tomonmman ommub OGopuiraxn
TaJAKUKOTIAPHU KEITUPHUII MyMKHH. YOy onu® OopwiraH TaaKUKOTIAp IIYHH
KYpCaTOAUKA HOCCUMETPHK KPUOTOTHU3UMIAapja Kaiautiap TyO coHiapra
acociaHraH, OapAONUIM KaJIUTIapHU TeHepalus KWIMIAA yIapHU TyOJIHKKa
CHHAIl TecTHIaH VyTkazum Tanad kuinuHagu. [ymapam xucoOra  onud
KpunTorpaguk TU3UMIIApAa KpUITOOAPAONUIM KAJIWTIAPHU SPATHII MakKcaaua
KaJIUT TeHEepaTopIIapy aIrOpuTMIIAPU SIPATUIIIH.

By coxana Y36ekucToH PecryGiukach ONMMIApH TOMOHHIAH XaM eTapii
TAIKUKOT WIUIapu oJaud Oopuiamorna, Oynra XacanoB I[1.d., Apumos M.M.,
KapumoB M.M., Akb6apos JI.E., Fanuer C.K., XacanoB X.II., Axmenoa O.II.
TOMOHUJIaH SPHUILNJITaH HaTHKaJapHU KEITHUPUIIT MyMKHUH.

Kpunrorpadgux Ttuzumiapra Kyiuiarad tamnabnapra acocaH, XO3HpPrH 3aMOH
Kpunrorpagusicuga KaaUTIApPHUHT OapAOULIMIMTUHU TabMHUHJIAIAA YJIAPHUHT
taconupuil TaHJAHUIIKA OuilaH TyO COHJapJaH TAUIKWJI TONTAHJIUTHHU XUcCOOra
OJIraH XOJIZa, HOCCUMETPHK KPUIITOTU3UMIIAD Y4yH TyO COHJIApHH TeHepauus
KWJIYBUM QJITOPUTMIIAPHU XYCYCHSITIApU Ba CaMapaJopiUTHHU YYyKyp TaXJIHiI

KWIMHUILY Ba €TapJid Japakaia ypraHuinId Kepak.



Namuii TaaKUKOT HIIMAA KYJUIAHWITAH YCIYOJAPHUHT KHCKada
TaBcupu. Ymly nauccepranus ummaa axOOpOTHU KpUNTOrpaduk XuMOsIalll
TU3UMJIApU Hazapusicu, HUH(OpMaTMKa Ba MaTeMaTHKa acocjiapu, COHJap
Ha3apusICH, MOAYJb apupMETHKACH, TUCKPET JIorapudmitangad GpoiganiaHuiras.

TaagKUKOT HATHKAJTAPUHMHI HA3apPUUA Ba aMaJiuil axamusaATH. MaBxyz
OYMK  KAJIWUTIM  KPUNTOTU3UMIIApAA  KaJuTIapHU  TEeHepaluss  KWJIUII
ANTOPUTMIIAPUHU  TaxXJIWJI OTHUI, YyJApHU KypUIl YCYJUIAPUHHM  YpraHWIIL,
KpUINITOOAPIONTUTMHY 0axoJianl Ba OapJOlUIM KadWTIApHU TeHepalus KUJIHII
QITOPUTMIIADUHU UNUIA0 YUKUII MAruCTPIUK TUCCEPTAIMSCUHUHT Ha3zapuil
aXaMHATH XUCOOIaHAIH.

Maructpiauk JUCCEPTALMSICUHUHT aMajiuid axaMuATH — MarucTpJIUK
JTUCCEPTANMSICH HWINUAA UWNUIA0 YUKWITAH ajlrOpUTMIIApAaH MUJUIMA JJIEKTPOH
XYKKaT ailIaHuIl TU3UMIIapuaa GpoiianaHuil MyMKHUH.

JAuccepranms MWIMMHUHI WIMHA SHCWJIMICA.  Maskyp MarucTpiuk
JTUCCEepPTALMICH HaTHXacuja OapJONUIMIUTKA IOKOpU OYiraH TyO COHJIaApHH
reHepanus KWIWIl aJTOpUTMH  HUIIad YMKWIIW Ba YHU HOCHMMETPHK
KpUNTOTH3UMJIapJa KYyJUlalll  acocHja OapIONLTMINTA  FOKOpH  OynraH,
TaKOMUJUTAIITUPUIITAH aJITOPUTM HIILIA0 YMKUJIIU Ba ACTYPH SPaATUIIIH.

JAuccepranmsi MINMHUHT TY3UJIMACH Ba Xa:KMHU.

Ymlby pauccepranus WA KAPUIN KUCMHU, 3 Ta OymmMm, XyJoca,
dolinananunran anabuérnap pyixaTd Ba wWioBajgaH uoOopar. Ymly TaaKUKOT
umuaa 3 Ta xansai, 9 ta pacmaaH nbopart. Unmuilt TaqKMKOT UIIMHUHT YMYyMUH

xaxmu 83 caxudaHu TAIIKUI TN,



| 600. HocuMMeTpUK KPUITOTH3MMJIAP Ba YIAPHUHT TAXJIWJIN
1. HocumMeTpuk mudpaam ajJropuTMJIapu TaXJWIU

CUMMETpUK  KpUNTOAITOPUTMIIAD aCOCHAA  SIpaTWITraH  KPUIITOTU3UM
axOOpOT-KOMMYHHKaIMsl ~ TapMOKJIapHAa  MabIyMOTJIAp  aJIMAllWHYyBUHHHT
Myxo(a3aCMHU TabMHUHJIAIl MacajalapuHU  €YMIJIa KAHYaJUK HIIOHWIN
OoynmmacuH, OapuOup yHmaH amanga (oigamaHuil xapaCHUma alpuM KyIMya
XaB(CU3TUKHU TabMUHJIAII Macajalapy KeJud 4uKuO, yJTapHUHT €UUIIUIIN Tanal
srunanu. llynnait macananapaan Ovpu KaUTIapHU THU3UM (polanaHyBUMIapUra
TapkaTuil Macanacuaup. Wmma® uyukuiaran OapAouuid KadWTIapHU TU3UM
¢doitgananyBumiapura €Tkasuil XaBQCU3IUTH KadojaTh TabMUHJIAHTaH OYJIWIIN
tana® »STwiagu. bByHMHr ydyH 53ca KymuMmM4a Xoijga sHa Oupop Oomika
KpUNTOTU3UM/IaH (poiJanaHuiIra TyFpu Kenaad. by macaia ednMUHUHT KyIIMMua
KpUNTOTU3UM/IaH (hoM1allaHMail Xaa STUJIMIIN KJIACCHK Ba 3aMOHABMM anredpaja
OJIMHTaH WJIMUHN HaTWXaJlap acoCUa ApaTHIITaH OYUK KATUMAU (OUKOpA KATumiu,
HOCUMMEMPUK)  KpUNMOMU3UMIIADHUHT ~ BYXKYJra KeJaulu OujaH amajra
omupuiaan [5].

Hocummerpuk kpuntormsumiuap OyHman 1976 #mn mykammam  AKIII
omumiapu Y. ludbdu Ba M. Xommman[10-11] tomonugan karig stuiaran 0yiauo,
ylap KaTTa COHJIM YeKIM Tymiamjapia Oup ToMOHJIama (YyHKIMsUIapAaH
doitmananumra acocnanrat. Y. {uddu Ba M. Xommmanauar 1976 viunga 6ocunuod
yukkaH ‘“Kpunronorusia sSHru HyHamuuouiap”® MaKOJacHuIa WIrapyu CypWITaH
“mMax(uil KaJMTHU Y3aTULIHU Tanad 3TMaiaurad amanuid Oapaouuin Maxduit
TU3UMJIQPHUA TY3WII MYMKWH’ JeraH (QUKPU KPUOTOJOTUSAAa HOCHUMMETPHK
KPUNTOTU3UMIIAPHUHT 03ara KeJIUINA XaMJa YJIapHUHT PUBOXKJIAHMIN TaBPUHUHT
Oomnuanummra cababd oyiau.

HocuMmMmeTpuk  KpUNTOTH3UMIIADHUHT  [03ara  KeJIUIIH  CHUMMETPHUK

TU3UMIIApJAa €YMSIMaid KoJraH Maxuil mmdpian KaauTIapuHA TapKaTUII Ba
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AIIEKTPOH pakaMIM HUM30 TH3UMIIAPUHHM SpaTHII XaMja KaTop 3aMOHaBUM
MacaJlaJJapHU €4MII UMKOHUSATHUHH OepIu.

HocuMmMeTpuk KpuUNTOTH3UMIIAD CUMMETPUK KPUNTOTH3MMIapra HucOaTaH
VHmab Mapta karra y3yHnukgaru (512, 1024, 2048, 4096 Outin) KamuTiapaaH
doiinananaau Ba mry cabad r0371a0 Mapra CEeKMHPOK wuiuiaiau. HocummeTpux
KPUNTOTU3UMJIAPHUHT MaTeMaTHK acocuaa OUp TOMOHJIaMa OCOH XMCOOJIaHauraH
¢yHkusiap (MOAyiab OViMYa TUCKpEeT Japakara OMIMPUIN (DYHKUMSICH, STPU
YU3UKIU JUIMOTHK (QyHKIMS Ba mL.K.) €raau. HocummeTrpuk KpunToTU3umIiap
ax0opoT xaB(CHU3IUTMHMHT Oapya MyamMMoOJapuHU e4ubd Oepuiira Koaup
XUCOOJIaHa M.

OuMK KaJdUTIW KPUOTOTU3UM MOXMATH Xap Oup ¢oiinanaHyBun ydyH
OvpuHU OWUITaH XOJ/1a UKKUHYMCHUHU TOMUII, SYHJIMIIN Mypakkab OyiraH macana
OuaH OOFIMK KaauTiap Ky(QTIUruHM sipatuiiaad uoopar. by Ky TIUKHN TalTKu
ATYBYM KaJlWTIapAaH OupU OYMK (OIIKOpa), MKKMHYUCH Maxduil (maxcuii) aed
9BJIOH KWIMHAIU. OUUK KaJUT OLIKOPA IBJIOH KWIMHAIU, Max(ui KaauT ¢akar
YHHUHT dTacUraruHa MabiyMm Oynmaau. bupop ¢oiinanaHyBUMHUHT OYUK KaJIUTHHU
Owiran Xosijga YHUHT Max(uil KaJIUTUHU TOMMIIHUHT aMaJlui KUXATIaH MyMKUH
OMACJIUTH, CYUJIHUINA Mypakkad OYnraH MacaJaHWUHT Xad OSTUJIUIIMHA Tajab
Kuauiy o6unan kadonariaHaad. QUMK MabIyMoOT, Iy MabIyMOTHHU OJHUINN Kepak
Oynran ¢oiinagaHyBUMHUHT OYMK KalWTH OuiaH mudpraHu® yHra y3aTuJIajiu.
[udpnanran MabIyMOTHH oJiraH (oiganaHnyBuu (akaT yHUHT Y3Ura MabliyM
Oynran max@uii kanut Ounad yHu aemudpaad, ouuK MabymMoTra ara Oyiaau.

O4MK KaIWTIM KPUNTOTU3UMIIAP aITOPUTMIIAPH YIAPHUHT ACOCUHU TAIIKHII
ATyBYM OUp TOMOHJHM (PyHKUMsIap OwiaH (dapkiaHaau. AMMO Xap KaHJai Oup
TOMOHJIM (QYHKIUS XaM OYMK KaJTUTJIA KPUNITOTU3UMIIAP SpaTHUIll YUYH Ba ylapaaH
amangaru axoopornap TU3MMUJAa Maxpuil  ajoka XW3MaTUHU  YpHATHUII

AITOPUTMHUHM KypHULI YUYH KyJIanuIuK TYyFAUPManIu.

10



bup TomMoHNM QYyHKIMSIApHU aHUKIAHWII Tabpuduaa Ha3apuil >KUXaTAaH
TeCKapucHu MaBxXyj Oynmaran (yHKIusiap smac Oanku, OepuiraH (QyHKIHSITA
Teckapu OyiraH (QyHKUMSHMHI KUHMaTJIIapUHU XucoOiall amMaluid >KUXaTAaH
Makcaara MyBoQHUK Oynmaran QyHkumsuiap TymuHuwiagd. LlyHusr yayH
MabJIyMOTHUHI ~ MIIOHYWIM  MyXo(a3aCMHM TAabMHHJIOBYM OYMK  KaJUTIU
KPUNTOTH3UMIIApra MyXuM OVIIran Kyiunarna tanadnap Kyimnaan[S]:

1. Mactnabku OYMK MabIyMOTHU IMHU(PPMABIyMOT KYPUHHILIUTA YTKA3ZUII
OMPTOMOHJIM >kapa€H Ba mmU@pianl KaIMTH OuilaH MUPPMABIYMOTHH OYMIII-
aemurdpian MyMKUH 3Mac, S’IbHU MK QpIIanl KaTUTUHA OUIUII H(QPMabIyMOTHU
Aemudpa yqyyH eTapiu smac.

2. O4uK KaJUTHUHT MabIyMJIUTHra acociaHuO, Maxpuil KaJIuTHU
3aMOHaBUH (haH Ba TEXHHUKA IOTYKJIapu €pAaMua aHUKJIAIl yayH Oynaauran capg-
Xapaxatjap xamJa BaKT Makcaara MyBoQuK smac. byHna, mmpHM ouMIil y4yH
OaxapwIMIIKM Kepak OYJIaguraH 3HI KaM MHUKIOpAAard aMajulap COHHMHHM aHHKJAIl
MYXUMIUP.

Ounk KanmuTau wWwUdpaam anropuTMIapUiad  axOoopoTiap TU3UMHIA
MaBJIYMOTJIAPHUHT MaX(UATUTUHUA TabMHHJAIA 3aMOHABUM WIFOp ycioyO
cuparuaa doiimananu® kKeauHMoKAa. OYUK KaIUTIM  KPUNTOTU3UMIIAPHU
apaTUIIHUHT RSA anroputMu xaxoH cTraHgaptd cudatuga KaOyn KWIMHTaH.
YMyMaH oJiIraH/1a 3aMOHABUM OYUWK KaJUTIW KPUIITOTH3UMIIAP KyWHAArud TUIAAru
MacajaJlapHd EUYUIIHUHT KYI BakT Tajad KWIMIIM Ba XHCOO-KUTOOJAp y4yH
XUcoOJan KypuiMajiapuaa KarTa XaXmaard XOTHPaHW Tajiald STUIUIIM OwiiaH
OoFnMK OYiran MypakkaOiukiapra tasHaau[4]:

1. Etapnu xatTa COHJIapHU TYO KynauTyBUYMIapra EMulil.

2. XapaKTepUCTUKACHU €Tapyik KaTTa OyJIraH 4eKIN MaiaoHiapia AUCKPET
JorapudmaapHu XucoOJall.

3. Erapnmu xarra TaptuOparu anreOpamk TEHTJIaMallap CHCTEMACHHUHT

WIAN3JIAPUHU YEKJIM MailJoHIap/ia Xuco0Jall.
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4. DIIUNTUK OSTPU  YW3UKIApAa palroHal KOOpPJIWHATAIU HyKTaJapHH
TONUII, YIAPHU KYIIUII XaMJla TApTUOUHU aHUKJIAIll KaOu.

RSA mudppaam anropurmu. {uddu Ba Xenman kputorpadus coxacuma
sHTUYa SHAANMNINTHA TapFuld KO, OYMK KAJIWUTIM KPUNTOTH3UMIIAPHHUHT Oapua
Tanabiaapura )kaBoO Oepajuran Kpuntorpaduk aaropuT™M spatuil Takiudu Ouian
yukAu. bupuHumnapgan 6ynu0O Oynra »xaBoOan 1978 #un Pon Paiierc (Ron
Rivest), Anu [llamup (Adi Shamir) Ba Jlen Agnmen (Len Adlmen)nap nry BakTraua
TaH OJIMHTaH Ba aMaJMil KEHI KYJUIAaHHO KEJIMHraH OYHMK KaJIWTIM Mmudpramn
JITOPUTM CXEMACHUHU TakiauQ KUiau Ba Oy aJlfOPUTM yJApHUHT HOMHM miapadura
RSA anroputmMu ne6 arammu. RSA anroputmu Qakropnam MypakkaOIUTrura
acocjaHraH ImmdpIan arropuTMu xucobdmanaau[6].

PaitBect, Illamup Ba AyiMEH TOMOHHJAH SIpaTWITraH CXeMa Japaxa
KypcaTkuuura acociaanrad. Q4K MatH OJokjapra axpatuinub mudpiaaHaam, Xap
Oup Oyiok Oab3u OepwiraH N COHUJAH KUYWK OYJIraH MKKWIMK KAWMATra sra

Oynanu. byHaan kenm® yukaaukud OJIOK y3yHIUTH l0g,(Mm)aaH KUYUK €KW TEHT
GyIMIIM Kepak. YMyMaH OJraHia aManuéTia OJOK y3yHIurd 2%ra TeHr ne6
ommHazy, Oy epaa 2% < n < 251 Oupk mate M Gnoku Ba umdpianran mata C
Osioku yuyH mmdpraam Ba Aemmdpriam Kyhduaaru dopmysia OwiaH XucoOJiarl
MYMKHH.
M = M*modn,
M = C%modn = (M?)%*modn = M**modn.

KyunaryBun xam, KaOyn KHJIYBKA XaM N HU KUMMAaTUHU OWIMIIN Kepak.
XyHaTtyBun € HM KUWMATHHM, KaOyn KwiyBud dca (akar d HM KHWMATHHU
Ownumiagu. Ymoy cXema OYMK KaluTIM IMH(piam airopuTMu XucoOJaHaIH,
KU={e,n}- ounk kaymt Ba KR={d,n}-mMaxdwuii xamur xucobianamu.by amroputm
OYMK KaJauT €pjaMuja MUGpIaHUIIN Y4YyH, KyWuaaru Tanabiap OakapuiviIv
kepak|[7, 8].

12



1. ynnmaii €, d Ba N KuiiMaTiap Mapxyn OYIUII Kepakku, Oapua M < n
yuyn M®? = Mmodn teHrimk Ypurm GYIIMIIHN Kepax.

2. bapua M < n yuyn M¢ Ba C%Hu xuco6uaii ocoH GYIIMIIH Kepak.

3. AManuii )KuxatjaaH € Ba N Hu Ouiamacaad TypuO d HU KUAMAaTHHU OMITUIII
MYMKHUH OYJIMacIUTry Kepax.

bupuHun maptra 6MHOaH KyHuaaru MyHOcabaTHU TOIHUII KEpaK

M#? = Mmodn.

Duinep QyHKIUACHTA acOCaH: Xap KaHmal WKKWTa P Ba (] TyO COH Ba xap
KaH/1aii N Ba M OyTyH coHyap yuyH, N=pq Ba 0 < m < n, Ba uxtuépuii K OyTyH coH
yUyH KylHuara MyHocabaT Oaxapuiaiu.

kpnl+1l _ klp-1)g-1)+1 = mmodn,

m
By epna @(n) Diinep ¢ynkuusicu 0ynubd, N 1aH KWYUK Ba N OuiiaH y3apo TyO
Oyiran mycbar OyTyH coH. Ditnep dyHkuuscu @(n) Ounan y3apo TyO Oyiran e
COH TaHJa0 OJMHAIW Ba Tayad KUIMHAETTaH MyHOcabaT KyWuJard mapT acocuia
OakapuIaam.
ed = ke(n) + 1.
By Kyinnaru myHocabaT OuiaH SKBUBAJICHT:
ed = 1 mode(n),
d = e *mode(n),
e Ba d, ¢(n) Mmoayn Oyinua y3apo TecKapu COH, IbHH
gcd(e(n),e) = 1.
FOxopuma kentupwiran mapamerpiap acocuga RSA cxemacuHu Kyimmaru
TabCHU(IAI MyMKUH:
e pBa(-Tyb6 cornap (Maxduii, TaHI1a0 OTMHAIN);
e N=p( (ouuK, XUcoOIaHAH);
e mmyHpaii €, gcd(e(n),e) =1, 1 < e, @(n) (ouuk, Tanaabd oJHUHAIN);
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e d = e ‘mode(n) (Maxduii, xucobnanaau).
Maxduit kanut {d,n} naH, oYMK KajauT 3ca {e,n} gax ubopar Oynanu. dapas
KiIaimuk A ¢oiiananyBur OYMK KaJTUTHHU AJIOH KWiny Ba B doiinananyBuun yHra

M  xabapuu xyHatMokuu. BdorinananyBun € = M?(modn) xucobmadb C Hu

xyHatanu. llludpnanran wmatHHM  KaOyn kuiaran A QoiigaianyBun
M = C%(modn) Epnamuaa nemmdprad qactiadbku ounK MaTHra sra oynamu[9].

Kyiinna xentupwiran wmuconga RSA  anmroputMu  amamuil  Kysuiam

KYpCaTWJITaH.

1. Ukkuta Ty6 con Tanmab ommuaanu, p=7 Ba q=17.

2. N=p*g=7*17 xucobaaHaIy.

3. Diinep ynkusicu xucodnanamu @(n) = (p— 1)(g— 1) = 96.

4. Diinep ¢yukuusicu @(n) = 96 Owian y3apo TyO OyiraH Ba yHIAH KUYKHHA
OynHar e Tannad onuHaau; Oy Mucosaa e=>o.

5. de=1mod 96 Bad<96maptHu KaHoaTiaHTHPyBuM dcoHM TommiIagu. 0=77,
77*5=385=4*96+1.

Hatmwxkana ounk kamut KU={5,119} Ba &énuk kamutr KR={77,119} xocun
Oynanu. bu wmuconma ounk MatH Kuiimath M=19 onunran. Hudpram
dbopmMmynacura Kypa 04K MaTH KHAMATH OYMK KAJIUT KUAMaTu EpaamMuia gapaxara
KyTapuiub, N Moayn Oyinya KuMMaTd OJUHAAW, SbHU 19 coHM 5 papaxkara
KyTapuianu, Hatixkana 2476099 xocun 6ynaau. Hatmwkanu 119 ra 6yncak, KoJauk

66 ra Tenr 6ymagu. 19° = 66 mod 119 a myHHHT y4yH XaM MUQpPIAHTaH MaTH

66 ra tenr Oynanu. [emudpaam ydyH sca mmdpiiaHraH MaTH KUWMaTu MaxQuit
KauT KuiMatu EpaaMuja Japaxara Kytapwinb, N monayn Oyiinua KuilMatu
onmuHaau, SpHH667" = 19 mod 119 amanHu xucoOnaiMHu3 Ba JACTIIA0KH OYHMK
MaTH KuiMartura sra 0yiTHaau sibHU 19 ra.

Kanuraapau xucoOsam. O4uK KaduTIM KPUOTOTU3UMIIApra KaJWTIApHH

reHepanuTa KUINII MYXUM aXaMHAT KacoO oTaau. Xap 6I/Ip TOMOH HMKKUTaAaH KaJlUuT
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reHepanusl KWy kepak Oymanu. ByHu amanra ommpuin ydyH 3ca KyWujgaru
BazudaiapHu Oakapuil Kepak oyaau:

- HUKKHUTa P Ba ( 1aH ubopat TyO COH aHMKJIa0 OJIMHMIIL,

-  UKKUHYMACHHU XpcoOmanr yuyH, € €ku d coHmapuaan OUpHHN TaHJIAI.

bupunun O6Ynu6 P Ba  HM TaHJaIl NpOLEIypacHHU KypuO yuKcak. N=pPQq
KHIMaTH XaMMa MabJIyMJIUTHHH WHOOATra oJiraH XOJAa, P Ba (| HU KUWMAaTUHU
OJlINI epedop ycyiiaa TONUII UMKOHUATUTA Y KYHMacIuK yuyH, Oy TyO coHiap
eTapiM Japaxkana karra Oymuimu kepak. Illy Owran Oup katopja karta TyO
COHJIADHU TOMHWII METOAM aMalWi J>KUXATAaH YHYMJIU OYJIUIIM  Kepak.

XO03Upru KyHjaradya camapaJopjurd sxXmy OYyiraH, UXTUEpUN KaTTa
coHmaru TyO COHHM XHCOOJaml MeToau uIuiad YukuiaMmarad. by metommapna
KYTIPOK TaXMWHAH WCTAJITAaH Y3YHJIMKIArd Ba aHUKJIWKIArd, TaHIa0 OJIMHTaH TOK
COHHHU TYOJIMKKa TEKIIMPHII Hpoleaypacu €raau. Arap TaHiad OJMHraH COH TyO
O0ynu0 umkmaca, KeWuMHTH TyO0 COH TaHia0 OJMHAAM TOKU TyO COH TaHiIa0
onmuHMaryHda. CoHjapHM TyOJIMKKa TEKIIMPYBUM OUpP KaTOp TECTIap MaBXKy/[
0ynu0, Oy TeCTIapUHUHT Jieapiu O0apyacu SXTUMOJUIMK XapakTepura sra. SAbHu
TeCTJIalll HaTHXKacu OepwiraH OyTYH COHHM AXTUMOJIMH TyOJUTMHU aHUKJIANIN.
Tynuk umoH4 OYaMaciaurura KapamaciaH, OyHJal TeCTIapHUHT Oa’KapUJIWIIU,
UITOHWIMJIUTY TAbMUHIIAHTAHIMTH SXTUMOJIHU Oupra sikue 0yaanu[9, 12].

Pab6u-Mumniep Ba akcapusT IIyHra YXImami ajaropuTmiiapia, OepuiiraH
OyTyH N COHHM TyOJIMKKA CHHAIl MpoleaypacH, Tacoauduil TaHmad OJWHraH
OyTyH COH a Ba N HINTUPOKUAArW OUp KaTOp XucoOJanuiapHu OakapwIlgaH
nbopat. Arap n OyHaai Tectiamnuiapra kapob Oepa osca, y xoiaa N Ty0 coH 0yinb
YUKaJM, akC Xojjaa TyO smac. Arap N xap Xxui Tacoauduil TaHJAHTaH a HUHT
KUiMaTiiapuaa,0up KaTop MIyHAall cUHOBIApaAaH MyBaddakugariu yrca, N HUHT
TyO COH SKAHJIUTHHUHT HIIOHWIMIIUTH Japa’kacu OPTaIu.

Xynoca Kuiau0® IIyHM aWTUII MYMKUHKH, TyO COHHM TaHjaad OJMII

MpOLEIYPACUHU KyWHJAaru KYpUHUIIIA KypcaTUIl MyMKHH.
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1. Tox Oynran OyTyH N COHHM KaHIaWAWp TacoAu(Hil paBuIllga TaHIa0
oJini(MacaiaH nceBaoTacoAuuil reHepaTop OpKayn).

2. Tacomudwuii paBuiaa a<n 6yaran OyTyH a COH TaH1a0 OJIUIIL.

3. Tanna® onMHraH COHHU TYOJHMKKa CHHAIl TECTUAAH YTKa3uil. Arap N COHH

TECT/IaH yTa oJiMaca, KeHWHTH Tacoau(uil paBHIAa TaHJIA0 OJMHTAH COHHH

Ty KeTMa-KeTIHK/a OaKapuIll KEpak.

4. Arap n erapiauya Kaiita TectiapaaH myBaddakusTiu yTca, N KUWMaTHU

MYHOCHO J1e0 OJIHII Kepak, akc XoJia 2 Kajamra YTHII Kepax.

Mynn scmaH YMKapMaciuK Kepakku, Oy >kapa€H (akaT, KauyOHKH SIHTH
kammiaap xyprauruan (KU,KR) spatum Tana® KuiauHcarmHa Oakapuiajiu.
Connap HazapuscW XaKuJard TeopeMajapuaaH Oupu, TyO COHJap XaKuaaru
Teopema myHu Tacaukimananku, N raga 6ynran Oyryn connapnad In(N) tacu ty6
Oyaumn MyMkuH. byHnan kenu0 umkaauku TyO conuu Tomumn yuyd, IN(N) raua
Oynran OyTyH COHJapHU TyOJMKKa CHHAIITA TYFpU Kenaau, OyHra sca ¥y3-y3unuaH
Ky BaKT XaMJa Cylep 3aMOHaBHi XHMcoOjam mamuHacu kepak Oymamu. Kydt
COHJIapHU 4YuKapuO Tanuiacak comyap Taptuou IN(N)/2 Tara eragu. Macanan Ty0
cOHHM y3yHuuru taptuou 27°%° 6ynran opanukna msnaiiguran Oyuacak, Ty6 COHHU
rormmt yayH IN(N)/2=70 ra sxkuH ypuHHII Kepak Oyimaau. P Ba ( TyO COHHHU
aHWKJIaraHjaH KeiuH, € KuiMmartHh Tamiad d Hm xucoOmam &k Teckapw, d
KHMMaTHU TaHyiad € Hu XucoOjam OujaH KaduTJIapHh XucoOjamn >kapaéHu
Tyraiiau. bupuHum HaBOaTAa € HU MIyHJAld TaHJIUII KepaKKH, y Dilnep QyHKIUICH
Oounan y3apo TyO0 Oynwmmum kepak sipHEM gCd(@(n), e)=1, myHmaH cyHr € ra y3apo
Teckapu Oynran d tomunamu d = e~ ‘mode(n). Byngail y3apo Ty0 coHmapHH
Tonuil EBKIMIHUHT yMyMIIalral anropuT™Mu Oyitnda TONMIIaau, SHHHA TpoIeaypa

myHJIaH uOopaTku Taconuuil paBuIla TeHEepalMsUlaHTaH COHHHU @(n) OwuiaH

¥3apo TyO OynmaryHua TakkociaaHaaw. TaHmad OJWMHTAH COHJIAPHUHT TyO OYmur
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sxtumonu 0.6 ra TeHr 6Ynuo0, TYFpu KeinaauraH KUMMaTHUA TOMHUII Y4yH OUp Heua
TEKIIMPUILIAP €Tapiau OYIaau.

RSA ajJropuTMUHMHI XHUMOSITAHTAHJAMIH. RSA anropuTMuUHMHT yd XWi
MYMKUH OYJraH KpUOTOTUXJIWI YyCylId MaBxkyJ OYynu0, ynmap Kylunarumiapaax
noopar[12]:

- Opnuii  Tannmam ycynu. bynpma Oapua MyMKuH Oynaran wmaxduid

KaJTUTJIApHU TEKIIUPHII TaKIU( KAITHHAIH.

- Marematuk ananu3. byHpmait Oup Hedra ycymwiap MaBxkyna OViauo,
YIapHUHT XaMMacHu UKKHUTA TYO COHIIU KYyITaUTMaHUHT
KYTIaNTyBYMJIAPUHY TOTIMII MOXUATH OViiNYa SKBUBAJICHTIUP.

- Bakr capdu 6¥itnua ananmuz. [ludpnam anropuMuHUHT OakKapUIIHILIUTA
KETraH BaKTHHU aHAJIU3 KUJIUIIra KapaTUJraH.

Opnuit Tannam ycyinura kapmu xumoss RSA na xam, Konran Oapua
KPUNTOTU3UMIIAPIAruIeK KaTTa XaXMJAard KaluTIapHU HIDaTUIaup. byHnai
¢umammimaa € Ba d kKaHwya kaTta OuTAaH mOopar Oyica myHdYa sxmm. JIexuH
KaJUTJIApHU TEHEepauus KWIMIIAa Mypakkad XucoOjallJapHH MIUIATHLI XamJa
mudpaany/ emudpuanm KaauTIapUHUHT Y3YHJIUTHHUHT KaTTa OYIUIIN THU3UMHU
CEKMH MIJIAIINATra 010 KeIaau.

RSA kpunrtoraxiawimaa 3 Xujl MaTeMaTHK €HAAIIYBHU aXpaTud KypcaThiln
MYMKUH.

- N HU UKKHTa TyO0 KymaiTyBumiapra axpatuul. by ¥3 HapOaTtuaa
@n) = (p— 1)(g — 1) xucobnammm, Oy sca d = e *(mode(n)) nu
aHUKJ1a0 OJTUII MMKOHWUHU Oepasu.

- Onauaaan p Ba ( HU XxucoOnamaciaH TypuO, TYFpulaH TYFpu @(mn)
aHUKJIALL.

- Onguepman @(n) HE aHUKIaMacAaH TypuO, TyrpumaHn Tyrpu d HuU

AHUKJIAII.
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Kyn xomnapna RSA mmdpu kpuntoraxiwimuna N KUMMAaTHA HKKUTA TyO
KYTIaUTyBUMIa aXpaTHIl Macajlach Myxokama KuiuHaaud. bepwiran n Oyiinua

@(n) HU aHUKIAIl Macajacu OWjaH N HU KYyHmauTyBUMJIApra aXpaTHIl Macajacu

OWJIaH SKBUBAJIEHT XUCOOJIaHa . X03UPry KyHJaru MabiyM alropuTMiapia € Ba
N opkamu d HY aHWKJIAII MyaMMOCHUTA KETaJUTaH BaKT OWJIaH, KYNMauTyBYmIapra
aXpaTulll MyaMMOCHTa KeTafauran BakT Oup xwi. Lllynnait skan kynaityBuniapra
QXpaTUIl MacaJlaCMHU EUMINra KeTaJuraH BakKTHU RSA HHM XUMOSJIAHTaHJIUHU
Oaxoumnarmira capai MyMKHH.

JI-TAMAJI mudppaam  aaroputmu. Onp-l'aman  anroputmuga
KPUTITOTU3UMHHHT Xap Oup i-hoiganmanyBurcura TyO MOIYJb p Ba XOCHJI KITYyBYU

(rerepatop) g MabIyM xXucoOnaHadu Ba i-(hoilalaHyBUMd yUyH IIaXCHUH KaJUTHU
uoaanoBuM X,-COH OYyiimua xucobnaHagurad Y, =a" modp- oymk KaauT
reHepaius KWinHaau Ba y Oapuara omkop »Twianu[5,29]. Arapma maHa mry i-
doitnananyBun Ouian Oupop Oomika j-¢oiimanaHyBYM OYMK MabIyMOoT M HU

mu@pMaTHra Yrupuirad Xojjaa axoopoT alMallyBUHHM amalira OIUPMOKYH Oyrica,

y xonga j-(hoiigamaHyBud p COHHJAH KHUYMK OyaraH Oupop K -coHumHu Ttaniab

0o

k
y;=9¢ (modp) sa y,=(M /yk)(mOd p),

connapunu xucoOnaiinu. Cynrpa j-QoinananyBun (Yi;Y2) MabIyMOTJIApUHU |-

doiiananyBunra xyHaTamd. Y3 HaBb6aTHaa i-(oiinanaHyBud Oy IIHQpIaHraH

MabJIyMOTHU KaOyJ KMJIMO, Kyiinaaruya

X —
(y; -y,)modp=M
XucoOJiam OniIaH OYUK MabJIYMOTHH THUKJIAWIH.
Onp ['aman KpuUnToaqropuTMHra acociaHral KpUNTOTU3MMHUHT Xap Oup i-

dolinananysuncu yuyH (y,,%,) - Kanuriaap KyQTIurd Kylujaruda spaTdIMIId

XaM MyMKHH: OMpop Pp,-TyO COHU Ba @; < p, - TEHICU3JIMKHUA KAaHOATJIAHTUPYBUH (¢,
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(boiimananyBumiap TYpyXd y4yH yYMYMHHA ~ pBa ¢ < p TCHTCHU3JIMKHU
KAHOQTJIaHTUPYBUM g )  COHJIApU  TaHJaHagu. YOy X, < p, TCHTCU3JIMKHU
KaHOATIAHTUPYBUM Maxduii OynraH X,- coHMm Oyinya oOuHWK 11e0 9IBJIOH
KUJIMHAAUTaH Y,-COHU ymly Qopmyna y, = gX (mod p;,) (¢doitnananyBunnap
TYPYXH YUYH X, < p Xamzaa Y, = g” mod p ) opkanu xucobnanaau. Hlynnait kumuo,
Onp Taman xpurotmsumuga (p;,q;,Y,)— ywmk (polimananyBumnap rypyxu y4yH

pBa g ymymuii 6ymu0, (p,g,y,)) — YWIMK ) OUMK KaJIUT, X, - 5ca Maxduii (maxcuii)
KQJIAT €0 OJMHAIH.

[llynnan cyHr i-goiganmanyBunaad j- QoinasanyBunra mudpiaHrad
MabJIyMOTHH >KYHaTUII KyHUAarnda aMaira OlHpUiIaIn:

1. Iludpaam kompacu: ymby undoma a,=g;modp;, b, =yiMmodp,
(boiimananyBumiaap Typyxd ydyH pBa g yMmymumid Oyiaranga: a=g“modp,
b=y,“Mmod p) xucobmaHamu, Gy epaa M - OYMK MabIyMOT, K- MabIyMOTHH
mpprab KYHATYBYM TOMOHMIAH TaHJIAHTaH Tacoau(uii con 0ymmob, y (p;-1) —

conu Ouman Y3apo Ty6, (a,,b,)=C (pBa g ymymmuit 6ynramma (a,b)=C-

177
mudpIaHrad MabJIyMoT);

2. Jemmdppaam Kouaacu: b, " modp, =M (pBa gymymuil Gynranja:

j

x;k
%Xj mod p=M ), XaKUKaTaH XaM, %J_ mod p; = 9i %x. mod p; =M (pBa g
i i

Kk xjk
yMyMul  Oyiranja: %xj mod p = Y I\Vaxj mod p = g %Xj modp =M modp=M,

qyHKH M < p).
KpunToTH3UMHUHT Xap Oup i-QoijanaHyBYiMCH Y4yH OYMK Ba MaxQwuii
KaIUTJapHU  X,- COHM MabiayM OVyiranma y, =g’ modp, (¢olgamanyBuniap

TYPYXH YUyH X; < p Xamzaa Y, =g mod p ) TeHIJIHK Oyilua reHepanusi KUJIuHaIH.
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AMMO X;- COHHM (QoliJanaHyBUMJIapra HOMAabIyM OYNraHga, OYHK KaJUTHU
udoaanoBun y, =g mod p, TEHIJIUKIaH X;=log, y;(modp;) - COHMHM TOIHII,
YEeKJIM MalIOH XapaKTEPUCTUKACH P, €TapiM KaTTa Oyiranaa, Mypakkadiamaam Ba
OyryHrn KyHJa 4YeKJIM MaljoHjapaa Jjorapudmiant wmacaiaCh CYUMHUHUHT
camapaiu ycyJulapu MaBxKyJ 3Mac.
2. HocuMMeTpHK 3JIEKTPOH PAaKaMJIM HM30 aJTOPUTMJIAPH TAXJINWJIN

RSA o4uk xagutiau mudpaam aaropurvu acocuaaru IPU. TusumMHuHT
xap Oup i- Qoiigananysuncu (e, d,) - KaauTaap XyQTIMTUHA sSpaTagd. ByHuUHT
y4yH eTapiii KaTta OyiraH pBa ¢ - TyO coHysapu oiauHUO (O0y conyap maxduii
TyTWIIaau), N= pq- COHU Ba Dinep QyHKuuscuHuHT KuiMatu ¢(n)=(p-1)q-1)
xucobnanaau (0y con xam Maxduil Tyrtunamm). Cyurpa, (e,¢(n))=1 maprau
KaHOATJIIAHTUPYBYH, SbHU ¢(n) -COHM OuiaH y3apo TyO OyiraH e, -coH Oyiinua d, -
conn ymby ed, =imodg(n) dopMyna opkamu xucobmamaau. By (e ;d,) —

KyPTIUKAA €, - OUMK KaIUT Ba d,- MaxPuil KaauT 1e0 YbJIOH KUITMHAIY.

[llynnan cyHr i- QoipanmanyBunman j- QoinananyBunra mudpiianrad
MabJIyMOTHU UM30JIaraH X0JIJ1a )KYHATUIIM KyHuJarnda aMajiara OLIMpUsIaIu:

1. lIndpaam Kougacu: M modn=C, Oy epaa M - ouuk Mmabaymor, C —
mudpiaaHrad MabiIyMoT;

2. lemndpaam kougacu:  Cmodn=M*‘ " modn=M ;

3. OPU uu xucodam: H(M)" modn="P,
Oy epaa i- GpoiigananyBYHHUHT P,- UM30CH M - MabIyMOTHUHT H(M)- xer
dbyHKIMA KuiiMat OViinda XucoOJIaHraH;

4. OPU Hu TeKmupumI:

(P)* modn=H(M)* modn=H(M), arap H(M)=H(M,) 6ynca (6y epna M, -
Jemu@piiairad MabIyMOT), Y XOJJa 3JIEKTPOH XYXXKaT XaKUKHM, aKkc XoJjjaa
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XaKUKUAN dMac, YyHKHU X311 QYyHKIUS Xoccacura kypa M = M, Oyrca ylnapHUHT X3l

KHMaTIIapu XaM TeHT OYaau.

5. MabaymoTnu Max¢uii y3aTuill NPOTOKOJIH:
[M uH(M)d‘]e‘ modn=[M UPJ" modn=C;

6. Maxduii y3aTWITaH MabJIyYMOTHH Ka0yJ1 KHJIMII MPOTOKOJIN:

Cmodn=[M UPP*modn=M UP, yMymMaH Kaparanga  JacTIaOKu
MabIyMOT Y3rapTUPUITaH OYJIULIM MyMKHH, IIyHUHT ydyH C% modn= M, UP,
O0ynmub,  HarTwxkama, Xem  KuWMaT  uM30  Oyimua  ymOy — udona
(P)* modn=H(M)* modn=H(M) Gunan xucoOnaHagy Ba KaOyJl KMJIUO OJMHIAH
MabJIyMOTHUHI Xeml KuiimMatn H(M,) 6¥ica, y xomma H(M)=H(M,) Oyaranma
ANIEKTPOH XYKKAT XaKUKHM, akCuHYa 0yIica Kambaku XucoOIaHa Iu.

da-I'amaj oYMK KaJduTIau mudpaam aaropurMmu acocugaru IPU. On-
["aman oYK KaauTiau mudpram arropuTMHUra acocjiaHraH KPUNTOTU3UMHUHT Xap
Ooup i- ¢oilnamaHyBUYUCH YyYyH OUYMK Ba Max(duil KaluTiap TeHepaluscu

Kylujaruya amaira OLIMPWIA/M, OYUK IBJIOH KIMHAJAWTaH p,- TyO0 coH (E€ku
dolinananyBumiIap rypyxyd y9yH yMyMHUH OyiraH p- TyO COH) TaHJaHaIu, ymiOy
g, < p; (éxu doigananyBunIap rypyxu yuyH ¢ < p ) IIAPTHUA KAaHOATJIIAHTUPYBYH ¢,
(éxu (oimananyBunIap rypyx y4yH ¢ ) COHM TaHJaHaaH, ymlOy y, =g modp, (p-
yMyMui Oynranga y,=g“modp, X, <p ) dopmyna Ounan X, - Maxpuil Kaaut
Oyiimua vy, couu xucobmanamu. Ilymmaii kw0, (p,,g;,y,)-napameTpiaap
Oupukmacu (yMymuii p Ba g yuyH (p,g,y,)- mapaMerpiaap OMPHKMAcU OYHK
KaJIMTHYU TAIIKWI 3Taau, MaXduii kaaut x;, xucoOnanaau[5].

Tuzumna i- doilgananyBungad  j- QoiimananyBuura mudpiaaHrad

MAabJIIYMOTHHHI' UM30JIaHT'aH XOJ1aa }KyHaTI/IJII/IHH/I Kyﬁm{arnqa amMalira OmupHuIaan:
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1. Ilndpaam koupacu: a, =g;modp,, b, =y{Mmodp, (ymymuii pu g
nap ydyH a=g“modp, b;=y;Mmodp), Oy epma k-Tacomuduii con O6ymmd
MabIyMOTHH MM30JI0BYM TOMOHHUJAH TaHJaHag, Oy coH (p;-1) coHu Ounan
Y3apo Ty6 DKVYB(K, J ~1)=1(pBa g ymymuii 6¥aranna DKYB(k,p-1)=1), M -
OYMK MabJIyMOT, IM(PJIaHraH MabIyMoT (a b j)z C ( pBa gymymuii Oynranna,

(ab,)=C).

2. Nemudpiaam KOUIAACH: %; modp; =M (pBa g ymymuii Oynranna
j

;K
%xj mod p=M ), XakKMKaTaH XaM %J- mod p; = 9 %xi modp,=M  (pBa ¢
i j

Kk xjk
yMyMul OYirasia %Xi mod p = i %J_ mod p = g %Xj modp =Mmodp=M,

Tak Kak M < p);

=g,“modp,, b,

3. OPU wHu xucodam KOUIACH: a. COHH Dca

M = (x,a, + kb, )mod(p, —1) €k H(M) = (x,a, +kb,)mod(p, —1) TeHIIamMazaH TONMJIAMIN,
apHd b, =(M —a,x, )k *mod(p, -1) €éxkum b, =(H(M)-ax k*mod(p,-1) (pBa g
yMyMmuii Oyaranga a=g*modp, b comum sca M =(xa+kb)mod(p-1) éku
H(M)=(xa+kb)mod(p-1) TeHrnamaman Tomwiaau, sbHU b =(M —ax, k™ mod(p 1)
éku b=(H(M)-ax k*mod(p-1), IKVB(k,p-1)=1 ) H(M)-MabIyMOTHHHT X3II
KUMMaTH, X,-Maxuil Kamut, uM30 cudaruga aBa b xypmumk, seHu (a,,b )=P,
(pBa g ymymuii 6yiaranaa(a,b)) um3o ne6 Kabys KMUIHHAIN.

4. UM30HM TeKmIMpHID Kouaacu: Arap y*a’”modp, =g" modp, éku
y*a’ mod p, = /'™ mod p, 6Yica, y X0/ JIEKTPOH XY’HIKAT XaKUKHUH, aKC XO0J1a
Kasi0aku xucobganaau. YyHkw,

y, =g modp, Ba a, =g, mod p,

TeHTruKIap ypuniau 0ynu6, depma TeopeMacura Kypa ymoy ailHUST YpUHIH:
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y,“a” mod p, = (g;")" (g,")" mod p, = g,**"* mod p, =g,"" ™" mod p,=
= g,"™?Yg," mod p,=(g,""™)" mod p, - g," mod p, (mod p, )=
= 1°mod p, - g," mod p,(mod p,) = g," mod p,;
5. MabaymoTnu Max¢uii y3aTuill NPOTOKOJIH:
a; =g modp,, b, =y‘M modp, =y,“ [M UR] modp;, (a;,b;)=C -

mupMabIyMoT,

6. Maxduii y3aTWIran MabJIyMOTHH Ka0yJ1 KMJIUII TPOTOKOJIHU:
b, o modp; =M = MUP,

j

yMyMaH Kaparasja, 1acT/Ia0Ki MabJIyMOT y3rapTUPUITaH OYIUIIN MyMKUH,

%; modp, =M = M, UP,
j

0ymu6, H(M,) - xom KuiimMat xucoGnanaau. Arap y*a’ modp, =g modp, &xu

IIYHUHT YYyH

H(M) mod p, 6yica, y Xoiaa 3JeKTPOH XYXIKAT XaKUKUM, akC X0Jjaa

y*a) mod p; = g
KaJ10axku XucoOaHaau.

OHAM WM30HM XHcoOlam Ba YyHM TeKmMpuiura acocianran OPU
anroputmiapu DSA Ba 'OCT P 34.10-94 crannapnapu Ownan tanummnanu. by
ANTOPUTMIIAPHUHT acoCKUHU Di-I"amain mmdpai anropuTMH TallKWI STaiu.

DSA I9PU cranpapru. 1991 iunna NIST (National Institute of Standard
and Technology) Tomonuman DSA (Digital Signature Algorithm) anroputmura
acocinanran DSS (Digital Signature Standard) OPUW crangapTUHUHT JIOHUXacH
MyXoKamara KyWuwiand. Ymly airoputM OapAOUUIMINIK €Tapiu KaTra TyO
XapakTepucTHKara osra OyJaraH 4Yekid MaiJoHJa JUCKpeT Jorapudmiaiil
MacCaJIACHHUHT MypakkaOiurura acocianras [5, 20]. Kyiinaa aroputm Kagamiapu

KE€TMa-KCTJIUIHY KCITUPHUIITaH.

NM30HM IIAKJIAHTHPHULI
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1. MabnyMoT xyHaTyBuM M -MabayMOTHM Ba KyWHJard napameTpiapHH
KEHT JIoMpajaru TU3uM (oiiiaJaHyBUMIapUIa OYUK dbJIOH KUJIalu:

512
2

p — TyO COH, < p < 2% Gur y3ynmuru 64 ra kappaiu;

159 160
2 2

q - Ty0 coH, <qg< , P-1 HuHT OyyBUKCH;

g = h®Y¥mod p, 6y epaa h ymby 0 < h < p Ba h**mod p >1 waprnapuu
KaHOATJIAHTUPYBUYU OYTYH COH;

Yy — ourK KanuT 6y, Yy = ¢ mod p ¢popmyna opkanu anukaaHagu. by epna
X — maxduit kaut 6ynuo, 0<X<Q opaJuKiaH OJWHTaH Ba (paKaT MMO30JIOBUMHHUHT
Y3UTarnHa MabJIyM;

H(M) — M wmawsnymotnan [1;q] opanukmaru OyTyH COHHHM TIeHEparus
KWJTYBYH XeTI-()yHKITHSL.

2. Mawnymor xyHatyBun 0 < Kk < ( opamuknan tacomupuit K coHHH
TaHJIaWau, YHH Maxuil TyTagu Ba HMM30 TEHEpalMsSICHAAH KEWHWH JapXoi
UYKOTaIN.

3. MabaymMoOT XKYHATYyBUM I' BA S KMMMATIIApHU KyWUAard KOHYHUAT OpPKaJIu
XUCOOIanau:

r = g*mod p mod g,
s = k*(xr + H(M)) mod q.

M - MabiymMOTIa KyWniaran um3o (I, S) corap )y Tiuruaan noopar.

Nm3onu Ttexkmmpum. Kadyn kumyBun M’ mabiaymotHu Ba (I’, S’) UM30HU
KaOyn kuiu6 omagu. Y M Ba M’ MabiIyMOTIapHUHT MOC KEJIMIIMHHU TEKITUPUIIH
703uM. ByHUHT y4yH y KylHujara Kaaamiiap KeTMa-KeTIMTHHU Oakapau:

1.0<s <qgéxu 0 <r’ < (q wapriapaad Oupopracu OaxkapuimMaca, UM30
Kayi0aku J1e0 XucoOJaHaaIu Ba UM30HU TEKIITUPUII TyTaTHUIaIH.

2. v=(s’)*(mod q) Tommnazmm.

3. zz=H(M’)vmodq,z,=r"vmod q xucobiaHaau.

4. Keitma U =g"y” mod p mod g xucoOianaau.
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5. Arap I’ = U TeHMNMK YypuHIH Oyica, y xoiaa um30 xakukuii Ba M = M’
TEHIJIMK TYFPH.
AJropuTMHUHT TYFpuiuru. M = M’, s> =sBa r’ = r 6yncun. Y xonga r =
U TEHTTUK YpUHIN OYIUIIN KYpCcaTUiIaiu.
Jemaxk, v = (s’) mod g, z, = H(M”) v mod g, z, = r’ v mod q skaunuruzas,
KYWHJIaruHu €3UIll MyMKHUH:

H(M)s-1 . xrs-1

u= g* y* modpmodq=g g mod p mod q =
= gL HM) mod p mod g = g mod p mod g = r.

Bbynpgan xypumr MymkuHKH, ' = U TeHrnuk ypunnu. Llyngait xkummo,
QITOPUTM TYFPUIIUTH HCOOTIAHIN.

I'OCT P 34.10-94 sjexTpoH pakamiiu um3ocu. YmoOy Oynumama 2000
nunrada Poccus crammaptu xucobnanran ['OCT P 34.10-94 OPU anroputmu
Kapa® uwmkuiaamd. by amroputM DSA anropurtmura yxmam Ba KyWuaard
OolUTaHFUY OYMK MapaMeTpiapAan (poigananaim:

1) V3ywnurum L Oynran katrrta p TyO COH TaHjaHaau, Oy epaa L con 509
outnan 512 6utrava €ku 1020 6utnan 1024 OGurraya opaaukiaaH TaHJIaHAIU, SHHU
2% < p<2° €km 2" < p <2,

2) VY3ywmurm L, 6ynran katta q TyO COH TaHnaHanau, Oy epna L, con 254
outnan 256 OuTrada opalMKIaH TaHJIAHAIU, SIBHU 27 < p < 2%,

3) 9" modp=1 IMAPTHU KAHOATIAHTUPYBYH 0< g < p-1 OpaIMKIArH § COH
TaHJIaHAIH.

4) y=g*modp JaH y- OYMK KaJgUT XHcoOyaHaaw, Oy epma 0<x<(q
OpaJUKJIaH OJIMHTAH X -MaX(wil KaauT.

5) H(M) - xom-pyskuus Oepwirad M - MabIyMoT OVyitrua XuCOOJaHraH
OyTyH coH Oynub, 1 gaH q raya opajuKaard KAWMaTIapHU KaOysl Kujiaaiau, S’bHU

1<H(M)<q.
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Nm30HM reHepanusi KMJIUHII aJropurmu. bommanrud mabiymoTiap: M -
MabJIIyMOT, Oepuirad napameTpiap Ba maxuit kanut. Hatmxka: um3o -(r,s) .

1) 1<k <q wuHTepBaygaH Tacoauduii Kk COHM OJMHAAM, y Maxduii
CaKJIaHaJ Ba UM30 KYWWJITaHIaH KEWUH JapX0Jl HWYKOTHIAIH.

2) r = (g* mod p)(modq) xucoOmaHamy.

3) Kynatwimaétran M - MablIyMOTHUHT e:=H(M) - X3l KUHMaTu
XUCOoOJIaHaIH.

4)  Arap r=0 éku H(M)modq=0 O¥aca, y xonga 1- kamamra yTuimo,
Oomka k TaHJIaHAIH.

5) s=(xr+kH(M))modq xucoOnaHaau, Oy epaa Maxduii KaauT X Qakar
UM30 KYIOBUMHHUHT Y3UraruiHa MabiyM.

6) Arap s=0 OVyica, y xonaa 1-kajgamra OOpHiIaIm.

7) M MabIyMOT UM30CH - (r,s) Ky(TIurumaan uoopar.

NM30HM TeKmMMpHUII AJrOpUTMH. boumanruy Mabiaymotiap: M
MabJIyMOT, OEpHIraH napameTpiiap, MM30HU TEKIIWPUII KaJUTH Ba M MabiIyMOT
uM3ocu. Hatrmxa: nM30 XaKUKUIITUTH €KU KAJIOAKUIUTY XaKUark Tac UK.

1) Arap 1<r,s<n-1 mapt Oakapuimaca, y X0JJ1a UM30 Kaja0aku Ba HIM30HHU
TEKIIUPHII AJFOPUTMHM TyraTuiaad. By mapriap Oakapuica KEHHHIHM Kagamra
YTUIAU.

2) e:=h(m) xucobOIaHaIH.

3) w:=H(M)“? modq xucobaaHaIm.

4) u =swmodq XHCOOJIAHAIH.

5 u,=(q-r)wmodgq XuCOOIaHATH.

6) u:=(g"y" mod p)(modq) XucoOaaHAIH.

7) Arap u=r mapt Oaxapuica, y X0JJa UM30 XaKUKHH, aKC XOJJa MM30

Kaﬂ6aKI/I Ba MM30HH TCKIIHWPHUII aJITOPUTMHU TyraTujaaiu.
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I'OCT P 34.10-94 um3o anroputmuHunr Tyrpuauru. ['OCT P 34.10-94
AIIEKTPOH PaKaMJIM MM30 TEHEpPAIlUsCH aJrOPUTMHJIAH OJMHTaH I MapaMeTpPHUHT
KAAMATMHU HMM30HU TEKIIUPHII alropuTMUAard U mapamerp KuiiMatu OuiaH
TEHTJIMTUHU KYPCATULIUMHU3 Kepax.

sw mod q ' gX(Q'r)W mod q mod p mod q

XakukaTad, U= (g“y" mod p)( mod q) =g
= EHEOWmOdd od h mod = gEFKHMBXEONMOdd o mod g =
= gAMWW mOdd o 5 mod g =
= g™ ™% mod p . (g*mod p)* ™ (mod q) =

=/(g"mod p)=1 maprra xypa, (g°mod p)*" ™49 (mod q)=1 Tenrimk ypuHIH

= giMWmeda g p (mod q) = / w=H(M)%? mod q , 0<H(M)<q (q -Ty6) waprra
Ba Diinepa — Pepma Teopemacura kypa HM)@? mod q= H(M)™ skammmrn kemm6
upkangy, myHra xypa § Huar gapaxacuam KH(M)w=kH(M)H(M)*’mod q=
kH(M)H(M) =k ka6u npomanam mymxur / = g*mod p (mod q) = r. Ulynzaii

KO Tanald KWJIMHTAH MapT KypCaTHIIIH.
3. HocuMMeTpHK aJIrOPUTMJIAPHUHT KPUNTOOAPIOUIJIMTH TAXJIUIH

Oxopunaru Oynumiapaa ¢axkrtopiam Ba JAUCKPET Jorapudpmiaiil
Myammocura acocianran RSA Ba On-I'aman mmdpnam tuszumiuapu Ba OPU
anroputiapu kypub uukungu. Kyiuga ymlOy anaropuTmiapHUHT TaxJIuiau
KEJITUPUJIITaH.

Ty6 maiimonna nuckper jorapudmiiam yuyH OUPHUHUM CYO3KCIOHEHLIHANT
anroput™m Jleonapa Ajyieman TOMOHUJAH Takiud stwirad. bupok amanuérna Oy
AITOPUTM €TapiM Japaxkana camapanu Oynu6 uywmkmaran. Jlon Kommepemur,
Ouaprwo Ommwkko Ba Puuapn lpenmens auckper norapudmiam yuyn “COS”
HOMM OCTHJIa CyOAKCIIOHEHIIMAJ aIrOPUTMHUHT Y3 pPyCyMIapUHU Takaud dTauiap.
OmuBep Illupokayp ToMOHMIAH Takiu( OSTUITaH COHJM MailIoH FaJBUPU

0'° 6yaramza COS anropuTMHUHHHT Gapya MOIUMUKAIMSIAPHTa

anroput™Mu p>1
Hucbaran camapanupok unuiaiau [20, 28]. Connu MaiiioH ymyMmJjamirad rajiBUp
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yeyauauar  mypaxkabmurn  C=O(exp(c(In p)*® (In In p)®®)) aman Guian
Oaxonanaam, Oy epna c¢~1,92 [29-30].

®dapa3 kunuHCUHKH, G - MyIbTHIIMKATUB AOenb rpynmacu OViacuH. a
acoc Oyimua muckpet yiorapudm b HE xXucoOmamn, myHmaail XeG HU TomuUIITa
KenTupunaauky, a =b Oymcun. J{ucKpeT norapupMHUHI XOCCANapu XaKUKHMI
COHJIap MaWIOHUIArd oJaTAaru Jjorapudm xoccamapura Kym >KAXaTiapiaH
yxmam. Macanas,

loga (h%)= loga (h)+ 10ga (j) (mod | G|)

KYpUHHMILJIaTK alHUAT Kydra sra, Oy epna |G | - TpYNMNaHUHT TapTuOH, a -
XOCHUJI KWJIYyBYM (FE€HEPaToP).

Nupexkcan xucoOuam yCyJTMHUHT acOCHM FOSCH IIYHIAKW, arap 4YeKJIH

Maia0H Z, HUHT 0ab3U 3JIEMEHTIApU yUyH

Oynca, ynaa
Y "iz1l0g axi=Y."j=110g ay; mod (p-1).

Oxupru TakkocjiaManapjaaH Oup KaHYaCHHM XOCWJI KwinHrad, 10g ,X; Ba
1109 .y; HOMabmymiapra HucOaTaH dermpmangap Xajukacu Zp.i Aa yHYa KyII
HOMabJiymyiapra 3ra OyjMmaraH TeHIJamajap CUCTEMACHHHM TY3WII Ba XaJl THII
MyMkuH. [llyHM yHYTMaciavK Kepakkd, OXHPTH TaKKociIaMaaa, xed OyiMaraxjia
00,0 kuitMaTH MabiIyM OYiaraH OMTTA 3JIEMEHT (J KATHAIIUIIH IIapT.

Oxupru TaKKoCIaMaHU TeHepalus KUIUIIHUHT HT OCOH yCyJin, Oy Oupop
g €Z, uu tannam, U=a’ (mod p) xucoGians Ba KeTMa-KeT TAHIAII yCYIU/Ia

u=[1=1p" |

MyHOCA0aTHH KAHOATJAHTUPYBYM COHJAPHHM TOMHUIIAWAP. By epma p; - B nau
KAYUK TyO coHjap. Arap HIyHJail COHJIApHU TONMMINHUHT WJIOXHU OYyica, yHaa U

CUJUIMKJIMK Yerapacu B ra sra Oyirad CUJIMK 3JE€MEHTINP.
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Juckper norapudmiiam anropuTMuia XaMm (akTtopiam ajaropuTMura
yXmanm KK O0CKHY Ky3Ta TallJaHaau:
- OupuHYH, Ta€piaHuIll O0CKUUUIa OUpop uerapa B TaHnaHaau Ba pakTop
0a3acu Ba Oy 0asa acocuja TeHTJIaMajap CUCTeMACH MaKIIaHTUPUIIA]IH;
- UKKUHYY OOCKHUY/Ia TEHTJIaMallap CUCTEMAaCUHUHT €UMMHU TOTTUIIA/IH.
Mynnaii kuaub, AUCKpPET JIorapuMIAIIHUHT Oapya yCyJjulapd XaM OXHpP
OKMOAaTJa TeHIIaMalap CUCTEMACHHU XaJl KWIIUIITa KeITHPUIIa Iu.
dakropyall MyaMMOCHHUHI MYpPakKaOJUTUIa acoCliaHraH HOCUMMETPHUK
KPUNITOTU3UMIIAPHUHT ~ KpunToTaxmmim. DakTtopiam MyaMMOCHHUHT — fo3ara
KEJIMIIM aHTHK JaBpJiapra, IpaToc(eH siaraH JaBpjapra, TAXMUHAH, d)paMHU3rada
284-202 i#wmnnmapra TYFpU  Kelagu, MYaMMOHUHT YHJAH KEWHMHTH TapHuXu
®ub66anoun (taxmuuan 1180-1250 iiit.), @epma (1601-1665 iiii.), Dinep (1707-
1783 i), Jlexannp (1752-1833 iiit.), T'aycc (1777-1855 i) kabu yayr
MaTeMaTUKJIap HOMU Ouian Oorianrad [5, 31].
dakTopia MyaMMOCHHH XaJl 3TUIlTa Oarunuianrad agaouétnap [29, 30] na

KEJITUPWIraH. N MOAYJIHHU (akTopiialll MacallaCUHU €4MIlja OMpUHYM HaBOaTAa

Xaénra Kenagurad ycyin, 6y +/n maH ommaiigurad Ty6 COHJIApHHM TaHaa0 yiaapra
o0ymu6 xypumaup. bomka Ttanmam ycynmun ®depmara Terunumm Oyaub, N HU
KBaJlpatiap aiupMacu KypruHHIIKIA udoaiamra acoclaHTaH:
n=a*-b’=(a+b)(a-b).

depma sHr karra ymymuii OymyBum - EKUB(n, a-b) uu, seHm N Hubr
HOTpUBHANT OVIYyBUMCHHHM TOMHWINTA XapakaT KWIMIIHA Xamja OyHra WMKOH
OepyBUM yCYJIHM XaM Takiu( 3Trad. Arap N HUHT KynalTyBumiapu Oup-Oupunax
kKarTa papk KuiaMmaca, Oy ycys OJIui TaHall ycyJura HucOaTaH Te3 e4uM Oepaau
Ba YHMHT Mypakka6auru O(+/n) kypuHMIMIa ndoaanaHagm, aMMoO X03UPIU KyH/a
KpunTorpadguk TUzUMIapaa aMaina GoiJaTaHuIaAUral Xoulap Y9yH axamMHsTra

sra sMac. Jlexanap Maskyp éuaamysaa a°=b’ (Mod Nn) ra sra GYIHII TO3MMIAIUTa
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pTHOOP KapaTtraH. AMMO, KEITHPUJITAH TaKKOCJIaMa Xap KaHAail N y4yH eTapiu
AMACIUTMHA XaM KypcaTraH Ba KY3JaHraH Makcajra SpUIIUII Y4YH Y3JIYKCHU3
KacpJyiapjaH (oiiananuil WYIuHN Takiaudg TraH.

Kommprotepmap acpuma pactmabku 1970 #wnmapaa Ttaxmmd STuira
dakropaamn anroputviapuaan oupu (p-1) Ilommapa anroputmu OyiraH. YHIaH
cyar (p+1) Buiaepsamc amroputmu Ba DDUnmapman (oiimanaHuiira acocjaaHTaH
Jlernctpa amroputmu unurad umkwiny. Keimauanwk (p-1) Ilommapa anroputvu
(p+1) IMommapxa anmroputmu cudaruaa, [lomrapa r -, A - yCyau HOMIIAPH OCTHIA
TakoMwIamTupunau. ¢ - A - Ilomnapa ycynuHMHr MypakkaOuuru |p,= Vagl4
aman OunaH OenruiaHaav. XO3UPrd KyHra kenuO, (akropiaml MyaMMOCHHHHT
SHT TE3KOp ycyJuiapu OViu0, YM3UKIU FaIBUP, KBAAPATUK FAJIBUP, COHJIU MaloH
FAJIBUPH, YMyMJIAIITaH COHJIM MalJIOH FAJIBUPH yCyJiiapu TaH oiuwHraH [ 30].

Xo3Upru KyHIa OHHI caMapalyd KPUNTOTaXJUJ  alrOpUTMIIAPUHUHT
MYpPaKKaOJIUTH 3KCIIOHEHIIMA AMac, OAJIKK CYOIKCIIOHEHIIMA MypaKKaOIUKKa 3ra.

ANTOPUTM DKCIIOHEHITMAT MYpaKKaOJMKKa dSra JeWWiagu, arapia YHUHT
MYypaKkKaOIUTy KWMMaTUHUHT TapTHOU O(tf(n)) oynca [7].

ANTOPUTM TOJMHOMHANT MYypakKaOJWKKa dra AevWiaad, arapjia YHUHT
MypaKKaOIury KuAMaTUHMHT Taptubu O(n™) 6ynca. CyGdKcroHEeHIMAam
MypakkaOJIMKKa 3ra OYyJraH ajaropuT™M MYypakKaOJIurd KUWMATHHUHT TapTHOU
Om™ Ba O(f™) opacuna 6y1amm.

dakrTopyam MyaMMOCH acoc Kuiaub onmHran RSA  anropuTMHHUHT
myarmmudnapugad oupu Ponampn PaiiBect 1977 imnmpma 125 paspsgimm coHHU
dakTopnam yuyH 40 KBaApaTWUIMOH WU Kepak Oymamu aed “Oamopar” KuiraH
aau. AMmo, 1994 itmnnack 129 YHau XoHam coH pakTopiaHu.

DJUIMNOTHK OTPU  YU3HKJIApra acOCIaHTaH HOCUMMETPHUK aJTOpUTMIIap
xo3upaa OPU  anroputminapuza Ba  mmdpiam  anropuTMiIapuia  KeHT
KyJanwicaga, xo3upaa RSA Ba DOn-I'aman anroputmiiapura acociaHraH, S’bHU

dakTopiamra Ba AUCKPET JIoTapudmiIanl MyaMMOCHTa aCOCJIAHTaH aJrOpPUTMIIAP
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XaM HOCUMMCTPUK TU3UMJIAP UUNd MYXUM dAXaMHUAT KacO oTagu. yHI[aFI/I MaBXyn

KaMUuJIuK cudatuja 3ca KaauTiap Y3yHJIUTHHU OpTHO Oopmiuinud Ba Oy OpKaiu

mudpanga Ba aemudpaaniia KeTaaurad BAaKTHA OPTUIIMHYI OJIMIITUMU3 MYMKHH.

Macanan, xo3upaa RSA anropurmuauHT 2048 6UT KamuT Ouan xam (oigamanuI

JaBjlaT axaMHsATUTa 3ra OViraH TallKWIoT/Iapra Maciaxar Oepuiamanau. Yoy

KaMUYWIMK ajbarra XO3upJa LIaXCUW KOMIbIOTEPJIAPHUHT PHUBOXKIAHUIIU OWIIaH

Oaprapad »TuimanTu. l-kagBanra ymly WKKH aJrOPUTMHUHT KHECHUN TaxJIMIU

Oepuiras.
1-xanBan
RSA Ba Dn-I"aman anroputmiapu XyCyCUsATIapH
XycycusiTiaapu RSA mmdpaam Ba Qua-TI'amana mudpiaam Ba
PN OPU
Myammo Typu dakTopJianl JluckpeT norapudmiari
MYyaMMOCH (pakropiam myammocura
Kaparasja MypakkaOpoK)
Kpunrtodapaoumuiu 1300 6uT yuyH 1300 6ur yuayn 2.7¥10%°
ru 2.7%10%
Kanur y3ynauru 4096 6utraua 4096 6utraua
IPUna nm3so - 1.5 mapTa y3yHpOK
Y3YHJIUTH
Maxduii Q,Pmad X mapamerp
napamMerpJiap napameTpiap
XucodJamra 2 mapra Kam -
KeTaJuraH ['amasnra Kaparanja -
KyBBaT (14.5%)
HIndpaamra 1000 mapTa KympoK -

KeTaJAUIraH BaKT
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| 600 Oyiimua xyJocanap

Ymby Oynumaa daktopianm Ba JUCKpET Jjorapudmuiamira acocjiaHTaH
HOCUMMETPHUK aJIFOpUTMIIAp Ba ynap acocuparu DPU anroputMiapu TaxJidiu
kypuO yrunau. YmlOy MyMMO Typura acociaHTaH ajlropuTMiIap XO3UpAa KEeHT
doiigananunMacaga, aMMO HOCUMMETPHUK THU3UMIIApJa MYXHM axamHsT KacO
sTaau. Ymoy OynuMaa Kydnuaaria HaTrKa Ba XyJiocanap OJIMH]IN.

1. HocnMmmeTpuk  anropuTMiIapHUHI  MaTeMaTHMK  acochra  Kypa
TaxJIWJIIap  acocuja JUCKpeT  Jorapudmiam  MyaMMOCHHUA  (pakToprard
MyaMMOCHUTa Kypa 0apAoIui SKaHIUTY Ba OyHHU Xaj KWIMII YYyH KYI KyBBaT Ba
BakT capd HsTwianu. by XycycusaT sca ymOy anropuTMHUHT  (oianaHuIn
Japa)KaCUHU KypcaTaJIu.

2. Ymly anroputmiap Oup XWI KalduT Y3yHIUTUAAa Oup Xuil
KpUINITOOAPONIIMKKA 3ra 3KaHauru, Oy xonna ¢dakar mudpramra KeTraH BakT
Oyiinua On-I'aman TH3MMH SXIIMPOK HATIKAara dra OSKAHIWTH aHUKJIaH]IH.
Kpunrobapaouuuru yaaaru Maxgui KaauTiap COHM OWIaH Xxam OeNTrvJIaHUIIuHU
xucobra ojcak, yuaa RSA anropurmu 2 Ta maxduii kamutiap (g, p Ba d) opkaim,
On-T'aman aca dakar (x mapaMmeTp) acocuia TAbMUHIAHUIIIA aHUKJTAH]IH.

3. [ynunrpex ymly OYaMmaa, JUCKpET Jiorapudmiiail MyaMMOCHTa
acocyianrad OPU anroputmiapu KypuO YHKUIIH.

By myammo Typnapu anbarta X03upAa 3aMOHaBHIl KOMIBIOTEPIAPHUHT
PUBOMUIIAHMIIKM ~ OWJIaH Xad KWIMHKO KeJIMHMOKAa. Ymly MyaMMOHHUHT
MYypakkaOIUK JapakaCMHU OpPTUPUII yYyH KYIIMMYa TapaMeTpiIapHUHT
KUPUTWIMIIM  (mapaMeTpiu  airedpa MyamMMOCHIa acOCJaHraH) yJapjaru
KPUNITOOAPJOUUIMIMKHU ~ OopTHpaau. by Xycycuma »5sca  yuyuHuu  Oynumpia

KENTUPUIUO YTHIITaH.
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I1 606. KasnTiiapau resepanusi KAJIMII AJTOPUTMIIAPH TAAKHUKH
1. Ty0 coHJIapHHU reHepalus KWJINII AJIrOPUTMJIAPHU

Ty0 connap kpuntorpa@uk cxemajapja Vy30K BakTJId MapameTp
XUCOONaHuIM OuiiaH, KpUnTorpauk TU3MMIIapAa MyXUM axaMusT KacO STaju.
O4MK KaJIUTIW KPUNTOTH3UMIIAp/a TyO COHJIApHM TeHepalus KWW Ba yJIapHU
TyOJIMKKA TEKIIUPUIT MyXuM XucoOmanaau[19].

Conyap HazapuscH Ba KpUNTOTpapUSHUHT KYTU1ad Macaiaiapuaa Oepuiran
y3YHJIUKAAru TyO COHJIApHU T'eHepalus KWW 3apypaTu Tyruiaau. TyO coHnapHu
APATUILHUHT SIXIIM yCyJulapuiaH OupH, KaHmaigup (yHKuus €paaMuia XOCHII
K - ycynuaap. Mucon cudaruga JL.Odnep Takiaud KuaraH KYIIXaaHU
Kapaiauran 0yiacak

p(x) = x% + x + 41,
KYTIXaIHU KUUMaTIapuHUHT gactiadoku 40 xaau Ty0 conaan nuobopar 0yiaam.
bupok Opuit MarusiceBuu OyHOaHAa SXIIMPOK HATHXKA — OJIMII
MYMKUHJIUTUTH ~ UCOOTHanu, SbHU  OyTyH KO3pduieHtnin Oup  Hedra
y3rapyBuMiap/iaH TallKWJI TONTaH Ky XaJ MaBXKyJKH, YHUHT Oapuya KuiMaTiapu
TyO coHman ubopar 6ynaam.

F(a,b,c,d,e f,g,hi,j k1, mmnop,qrstuv,wxyz)=((k+2)(1-
(wz+h+j—q)—C2n+p+qg+z—e) —(a’y*—y*+1—-x7)"—

((e*+2e3)(a+1)? —02)" — (16(k + 1)3(k+ 2)(n+ 1)2+ 1 — f2)2 —
(((a+u* —uta)? — D(n+4dy)?+1— (x—|—r:u]2)2— (ai+k+1—-1—i*—
((gk+2g+k+1)(h+j)+h—2)> —(16r*y*(a* —1)+1—u?)*—
(p—m+la—n—1)+bQ2an+2a—n?>—2n— 2])2 —(z—pm+pla—p?l+

t(2ap — p* —1))2—(q—x—ky[a—p—l]—!—s(Zap—k 2a—p2—2p—2])2—
(@ —1PP+1—mr)>— (n+1+v—v)%)

Sna myHu tabkuiam kepakku, FO.MatusiceBuu ymoy kymxaa €paamuaa

['un6eptHunr wmamxyp 10-myamMMocuHHM, AuadaHT TEHIVIaMaJapUHUHT €YUMU
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OyTyH cOHIaH MOOpaT OYIUIIMHM aHUKIANAUTaH YMyMHH alrOpUTM HYKIUTUHU
ucOoTaraH XxoJija €uuIIra »>pullid. by HaTWka MaTeMaTUKAHUHT TypJu

HYHaIUIIapuIard eduIMaral MacajalapHu euuIira Xxu3mar Kuiau[15,17].

IIOKJIMHITOH TeCTHra ACOCJAAHTaH TY0 COHJIAPHM TreHepauus KHJIMII

aaropurmu. [loknmunemon Teopemacu: n = pR + 10¥ncun Ba R KynalTyBYMHUHT

TYIUK aXpaTuirad Ty0 kynaiTyBuminapu mabiaym Oynaau. Kauonku arap Oab3u

Oup a<n yuyH Kylujary mapriap 6axkapuica:
1) a® ! = 1modn,

2) bapua R ra 0ynunyBuu q nap yuyH q|R, HOﬂ(ﬂﬂ_lf{ a,n) # 16yca, y xonma n
COHUHU UXTUEpUH OynyBuncuHu 1 Ounan R Moy OViinya CoNMMIITHpaMU3.
Kanmaitnup ty6 con 6epuiran 0yicuH p:
1. Taconuduit paBumna p < R < 4p + 2 opanukna €ryBun XypT coH R Hu
TaHnaiiMu3 Ba N=pPR+1 aHukmaimus.
2. N HU TyO KymaWTyBumjapra axparu0, KUYMK TyO OYmyBUMCH HYKIUTUTA
TEKITUPAMU3.
3. Xap xun kuhMatiapaa a<p yuyH, Pabou-Mwiep tectu €paamuia N COHHA
TyOJMKKa TEKIIUPAMHU3.
by ycynausr 3¢ddexTuBanru, Ty0 COHHUHT TYIHMK TaKCUMJIAHTAHJIWTUTA Ba
UKKUTa KYIIHU Ty0 COHHMHTI opacuaard wmacodacura OOFIUK. ACHMMETPHUK
KpunTorpaduk anropuTMiIapAa 3JEKTPOH paKkaMiId WM30HHW MIAKIUIAHTHPHUII Ba
TEKIUPHII kapaéHuaa TyO COHapHHU XOCw Kuiuiiaa [ToKIHHTTOH TeopeMacura
acociaHaau[16].
SlHa mryHpgail kaTtta COHAAIM TyO COHJIAPHU XOCHJI KWIHII YCyJJapu
MaBXKYIKH, Hadakat n-1 TYO OYIyBUMIIapUHH, Oanku
n+1n? + 1,n* + n + lconnapuuuur TyO OYIyBYUMJIAPUHM WILIATraH  X0Jja

XI/ICO6J'I8,IH MYMKUH.
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p-1 HM MabJayM OyJakjgapra apaTuil OpPKaJIM Ty0 COHJIapHH
SIPATHIIHUHT peKypcuB ajaroputmu. by anroput™ 1994 iun [lpen Muxanycky
TOMOHHU/JIaH TaKIu( KUIMHTaH OYIuO, TyO COHJIApHU XOCHJ KUJIUIIAA apu(dMETHK
nporpeccusiiad oiganaHwIaad, SHHU TyO COHJApHH apuPMETHUK MPOTPECCHUs
opacuJaH Kuaupaaud. Tannanrad P COHHU TyO 3KaHWHU MCOOTIAI YYyH KyWH1aru
KeTMa KeTJIMKHU Oaxxapmiaau[16,22]:

Teopema 1. (Pabun, 1980). Lllynoaii m mox mMypakkab cOH MONUICUHKU,

HOJ[(6, m)=1 wapm 6adxcapuncun. m-1=2"q menenuxnu KaHoamiaHmupysdu n, q
oymyn con mamnab oaunaou éa ugooa S € Z, myniamea meuwuiiu 0eb aumuid

MYMKUH OY1a0U KAYOHKU KyUuodasu UKKU wapmoat oupu baxcapuica

1. a? = 1(mod m),
2. q2*a = —1(mod m)6up neuma Kyuyn, 0 < k < n.
lllynoa S myniamuune Kysamu ? 0an owmatiou.

1. p coHHun KM4YMK TyO cCOHTa OVIMHUIIIMHNA TEKITUPUIIAIH.

2. Karra Ty0 OynmyBunnapra sra OyJraH MypakkaOd COHJIApHU a)KpaTHUO OJIUIII
yuyH Pab6ou-Mwuiep tectu Oaxapuiiaau.

3. pconnu TtyOnuruHu wucbornam yuyH Jlamep, (meopema 2) TeopeMacu
UILTATHIAIH.

Teopema 2. (Jlamep, 1927). m = 0 mox con bepunean d6yicun. Aeap m conu

3-meopema wapmuu Kanoamaanmupca éa f* =+m 6ynca, y xonda m- myé con

b6ynaou.

Teopema 3. (Ilokmunarton, 1918). Illynoati m mox namypan con bepunean
oyacun, f COHHUHSKYnaumysuuiapu mapxuouea xupyeyu oOapua myO COHIAD
qr, k= 1,..nyuyn, 6avzu bup m nap 6uran yzapo myo 6ynean wyHoau a; OymyH

m—1

COH monuauo, ap~t =1 (moed m) Ba HOJ| (a;k — 1,m) = 1 wapmaap
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baxcapunca xamoap cowum HuUHe uxmuéputi my6 Oynyeuucu Oyica, y Xoa0a
p = 1(mod f)oynaou. Hcoom: Arap 3-teopema maptiapu Oaxkapuica, y Xojjaa
M HUHT UXTHEPUI TyO OYiayBuncu P yuyHP=1+kf mraprt Gaxkapumamu, Oup KaH4ya
ke  yuyn [lynmait  3kaH  UXTHEPHI p Ty0  OynyBuun
yayap = 1+ kf = 1+ +ym > vm mapr Gaxapunamu, 6y sca 1-Jlemmara 3un.
Kenu6 unkka# 3uaausaT 3ca NICOOTHH TACTUKIIANTH.

1-Jlemma.n>1 oOynean mypakkab COHHUHZ 3HZ KUYUK MYO Oyaysuucup,
p < \nwapmnu xanoamnanmupaou.

1-Jlemma ucoomu. n=pm Oyncun, Oy epaa P, N COHHUHT IHT KUYUK TyO
OynyBuMcH, y XolAa n > m >p > 16Ynamu. Arap p >+/n ne6 xucobnanca, y
XO0lIa KyHuIard TeHICHINK Oaxapuiamgd n = pm > p? > (\n)? =n, 6y nca
SUIIVSITHA KENTUPUO YnMKapaan Ba Oy JeMMaHH TaCAUKIAlIH.

Mucon-1. m = 156+ 5292 + 1 xon yuyn xapaiimus. DXM nan ¢oiigananuod
KyWUUJaruHA TOTIAMHU3.

13™ = 1 (mod m)sa HOZ(13%565"" m) =1,

IIyHJal HSKkaH M  HUHT Xap KaHmad P TyO  OYiayBUHMCH  y4yH
p = 1+ k52°? xypunnmra era 6ynamu. Mogomuxu 52°2 = \/m 6¥nca, y xonmza m
TyO coH OYynasu.

Kentupunran Oy amroputmaap = kq+ 1 kypunummgaru TyO COH

tonuiaau, Oy epaa (, q = ﬁ TEHICU3JIMKHH KaHOATIAHTUPYBYM TYO COH, K

uxtu€puii OytyH Xy(pT coH. By amropurmua ukkuta OepuiraH HaTypal COH
opacujard Ty0 COH TONMJIAAU, SbHU MIyHAaUKKUTa A,B HaTypan con Oepunaauku

B>A+1, xkyiiugaru TeHrCU3JIMKHU KAHOATJIAHTUPYBYH [ TyO COH TONUIIAAH

A<p<B. (1)
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1-Tenrcusnukaan  Ba K Hu 6axosiant MyMKuH OYynaan. MojgoMuku (,q = \/3_9

MIAPTHU KAHOATIAHTUPYBUM OYTyH COH Oyica, y Xojiaa |-TeHrcusiukaaH (

YCTHAAH Kyiiuaaru 6axosiaml KeITHpTIaaxn

q = [VB]> /P
Qa = [x@] ne6 OenrunaHagu Ba ( TyO COHM IOKOpUAAH yerapajaHaiu, SbHU
uXTUEPUN XaKUKWid « > 1coH ydyHq, = q < @q, nAe0 omamm3, y xonaa K ydyH
Kyiaaru 6axomnai 6axapuiaau.

B—-1
Arap k < l?l Oynca, y Xonaa Kyiuaaru oaxapuiaan
A

+1=-B

pr=kqg+1=kaq,+1<aq,

g,

Ba P YUyH IOKOpHIaH Oaxomaml TyFpu Oynaau.

A
Xyoau myHaaiug, arap k = [q—] Oyiica, y Xoaa Kyiuaara oaxapuiaau
A

p=kq+1>kq>kq, >q.> = A
A

Ba P Y4yH KyiumaH Oaxonam Tyrpu Oynamu. byrnan K kuiimar yuyH opaiuk Oy

OynMaciuru kenubd 4YuKaau, arapaMeTrp KMiMMaTd ycTuaaH OaxoJsaml HKOpUIaH

A BE-1 . .
OJIMHAaAWu. XaKI/IKaT,Z[aH [—l = l—ITCHFCHBHHKﬂaH Kynpgarura sra 6y.lIaMI/13, (4
a4 Edqy

B-1 .
FOKOPHIaH — — KHHMAT OwJIaH IOKOPHIaH YerapajaHraH, SbHU KyHuaaru OpajinKka

TETUILTN OYaau

1<a<Z=(2)

B—1 . .
MogoMuku - > Imuknop, mynnaii AB kuiimatiap yuyn B>A+1 oskan,

BE+4-1
24

KypcaTWIraH opaiukK Oym OynMaiau. AnroputMmaa « KUAMaTHU o =

KYPVHHILNIA WIIIATATIATH.
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Mynnait kumub® TyO6 coH apudmeTuk mnporpeccus p;, = kq + lopacunan
TONMWIaau, Oepwiran opamukiaa ky(dT K mapunHu capanmarad xoina Ba K Hu
KUMMaTHUHU K€TMa-KeT UKKUTa Oupuod Oopuiaiu.

Ymlby Oaxxkapuiaran TapTHOHM ONTHMAJUIAIITHPUIN YUyH, KyhAugara Qaxrtra
acocyianagu. @apa3 KUJIMHCUH P COHU KMYUK TyO consapra di, ..., d,aXpaTuicuH
Ba myHmai O, 0,0yaunuiapaaH  KOJIMKIapHU Tomwiaub p = 46, (mod d,,)
TeHrHK Oaxkapmnanu. dapas kunuHcuH Konuk §; = 0 (mod d;) ra Tedr 6ynaam,
1 <i<mn,yxonnap conu d,ra O6ynMHaau Ba Mypakkad COH XHCOOIaHaIN.

Kefinaru coHHM Tekmmpuin yuyH, p + 2 = &8, + 2 (mod d;) xentupamms
Oapua | map yuyH, i =i <mn. lly Tap3ma KEWHWHI'M COHHHM KaTTa COHJApra

aXpaTMaclaH KHYUK TyO COHJIapra axparn0d KOJJAWKHUA TOMHINUMH3 MYMKHH.
Amamuérna nN=10 ne6 onumHagM Ba P COHM Kyhumgarm TyO OymyBumiapra
Oynuuummra tekmupud xypunamua 3,5,7,11,13,17,19,23,29 Ba 31 ra. 2 coHuHu

yuKapuO TamiaHaau cabadu, MOJOMUKH P COHU Xap AOUM TOK COH.

Aaropurm-1 (Ty0 coHIapHM X0CHJI KWIYBYH AJITOPUTM):
Kupum: A+1<B rtenrcusnukaum kanoarnantupyBum InyHpgaid AB  Harypan

COHJIap.
Yuxum: 24 < p < 2Popanukka Tymrysun p Ty6 coH.
1. Arap B < 2'%0¥nca, y xonga p TyGCcOHHHM Tacoauduil paBumiga Ty0

COHJIAp aJIBaUAaH TaHi1a0 onub, xapa€HHU TYTaTHII Kepak.

N _ B+a-1
2. Y3rapyBUHJIapHU aHUKJ1a0 OJIUTIT Ga = [1# | Ba

kl—[ lk Eq:].

3. k,, = k,anuknam. Xyand 1y — anropuTMIaH — QoiganaHuiuo,
G4 < q < |aq,] TCHrCU3IMKHA KAaHOATIAHTHUPYBUYU ( TYO COH XOCHJI

KWJIMHAIH.
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4. k, < k < k,opanukka TynryB4M Tacogudan K coH TaHnald oiMHAIM.
Arap K Tok Oyica, y xonnga k = k — 1 ne6 Oenrmnanamu. k., = k,,,.
k,, = kunu Ba OyTyH con p=kgq+1 aHukiaa0 oJMHAIH.

5.d;, =3, .. d;p=31ty0 coHmap Yy4yH, P COHHH TYyO
dy,...,d;oCOHNApra OynraHaaru KOJIUKG;, ..., 0;,aHUKIAHAAN, SBHU
6, =p(modd;), 1 =<i<10.

6. bapua i YUyH, 1=i< 10, k=k+2,p=p+2qgBa
o; = 6; + 2 (mod d;) nap xucobnaHaau.

7. Arap k = k. Oynca 4-kagamra KauTuul kepaxk 0ynasu.

8. Arap unzaekc i,1 < i < 10 anuknanu6 xamaa &; = 0 Gyica, y xonna
6-Kamamra KaluTHIl Kepak Oyiau.

9. p conu yuyn Pabbu-Mwumiep Tectu OGaxapuiaau. Arap TecTlaH yTa
oliMaca, y XoJija 6-Kagamra KauTuin kepak Oyimaau.

10. Xucobaarnd N=10 KuliMaTHHU aHUKJIAII.

11. Tacomuduii OyTyH a Ba N=Nn-1 conn XxucoOIaHaIu.

12.Arap HOZ(a* — 1, p) = 1 Ba a®? * =1 (;mod p)6yuca, y xomma p
COH TyOJUTWHU OMIAUPUO aTOPUTMHHU AKYpJIall Kepak Oyiaau.

13. Arap n=0 6¥nca, y xonga 6-kajgamMra KalTHIl Kepak, OoIlKa XoJjaa
11-xagamra KauTHUII Kepak OyIiaau.

Kyuian Ty0 COHIapHM XOCHJI KMJIMII ajaropurtMu. Kymunivk wioBanapaa
KymmMua Tmapmiap  €paamuga  TyO0 COHJIAPHM — XOCWJ  KWJIMIN  3apypaTru
tyrunann[25,40].

Tapud 1. buz p mox myb6 connukyumu my6 0eb6 amauws MyMKUH KAYOHKU,
azap wiyHoau mox my6 couaap q, s 8a r Y4y

p=1(modq), p=-1(mods), g =1 (modr), (3)

MeHeIUK baxcapuica, xamoa Kyuuoazu meHamana 6unan mene Kyuau 6yica
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p=kqg+1,
p=is—1,
q=jr+1,

oup neuma mox connap yuyn i,j, k.

MopoMuku 0KOpUIa KeITUPWITaH 1-aroput™ P TyO COHHU XOCHJI KHJIUII
UMKOHMHHU Oepcana, (3) TeHrnukaard (akar OMpUHYM Xamja YYUHYH IIapTHU
KaroaTJaHTUPaJH, ITyHUHT YYyH Ky4WId Ty0 COHHHM XOCHJI KWJIMII y4yH OUp MyHUa
y3rapTUpHILIaApHU YTKA3UII Kepak Oynau.

1979 #iunga Bunesam Ba Imuar (H.C. Williams & B. Schmid)nap kyitnna
KEJITUPAJANTaH aJTOPUTMHU TaKIU( KATUIIIIH.

dapa3 KUITUHCUH UKKUTA TyO COHM I, S XOCHJ KWJIMHIM Ba KOJTaH UKKHUTA
TyO COHJApHU PBa ( HU XOCWJ KWIUII Kepak OViaau (3)-TEHIJIMK IapTiapu

OaxxapunuiuK yuyyH. ByHuHr yuyn a = 1 6ynran coH oau0, uryHaai X OyTyH COHU

(1+a)

TOIMHJIAJNKH, X=—-

("mod S)TeHIrIMKHN KAHOATJIAHTUPAIN xamzaa
ar

apu(pMETUK MPOTPECCUS OpacuiaH ( TyO COHU TOMHIIATN
q=(ks+x)r+1, E=0,1,..

[lynnaii J COHHM TONHMII Yy4YyH l-ajropuTmra yxmam capajianl
anropuTMaaH ¢origaranuim MyMKuH. Kauonku, arap p = 2aq + 1conu ty6 6ica,
n3IaHaéTral Kywin TyO COHM KyWuIard TeHTIaMa aH TOTHIIa/IH.
p=2aq+1= 2a((ks—|—x]r—|— 1)—|— 1+ 1 =2aksr +2arx+ (2a+1) =

= —1 (mod s).
Arap 1 = \/E6}”/Hca, y xonga Jlamep TeopemacumaH QoiinanaHuiand ( HU

TYOJIMTMHHU UCOOTIIaraH/IeK, P HA XaM TYOJIMTMHHU UCOOTIIall MyMKUH OYJaIu.
Arap a=16ynaca, y xomma Pryd coH p=2g+1 TEHIJUKHU
KaHOATJIaHTUPaau. By TEHITMKHU KaHOATJIaHTUPYBYM P Ba (] TyO COHJIap SrU3aK-
TyO coH ne0 aTamagu Ba KaMJaH-Kam XoJsatiapia yupaiau. lIyHuHTr yuyH,
amanuéraa xucoOaml )kapaéHuIa & HA eTapiinya KaTTa KUiIuo OJMHAIH.
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Kyumun Ty0 P COHHM XOCWJI KWJIWII aJTOPUTMHUHHU KEJITUPHUIIIAH OJIIUH,
napaMmeTpiap yCcTHJIaH KyHuJaH Ba IOKOpPHAAH OaxoJaml KeATHPUIagu, KalCUKU
AHUKJAHWIUIIK JI03uM Oynrad. Kylugaru TEHTCU3IMKHU KAHOAMAAHMUPYEUUP

TyO COHHU XOCHUJT KHMJTUHATU

B-1

?J = Qg OVnanu,

A < p << B Oynca, y xonaa g, = —l =q
Oup Heutra OytyH wmyHnaih A, Bcon yuyn, B< A + 2abaxapunamu. Jlamep
TeopeMacuaard PHU TYOJUTHHU UCOOTIIOBYM IIAPT OaKapWIWIIHM Y49yH, > \/3_:!

mapti 6axxapunuiny jJo3uM. [llynmait kumub a yetuaad :oKopu1aH 0axoiaHIaan
B—1 p—l
zf

Enan, Xyaau IOKopuaaruzaek, I yctupgaH Oaxonam osuHagu. Jlamep

= d.

TeopeMacu OakapWIMIIM Y4YyH Ba (| HM TYyOJUrMHU HCOOTIAIl Y4YyH, KyHUIaru

OenruiaaHaau

r=[/qa]=r1a,

y X0JI1a Oup HeuTa XaKuikuii @ = 1 mapametp yuyH |ar,] = r = r,06ymamu.

-1
Arap ks +x = EBTJ Oyiica, y XoJ1a I0KOpUIaH 0axosal 0akapuiiaau
A

gs — 1
ary,

q=(ks+x)r+1< ar, +1 < gqj.

Xynou myHzai, arap ks+x = [?l@"fnca, y Xojija KyduaaH —OaxoJiarn
A

Oakaputaau

q=(ks+x)r+1 }Q_ATA+1 > Q-
Ta
Hlynmaii Tap3aa, capaianaérrad K mapamMerp ycTuaaH KyWH/IaH Ba FOKOPHIAH

yerapaiap OJHHAJIH.

lqs_ll =(ks+x) = [ff] (4)

ET¥g
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Capanana€tran wHTEpBaJI OyII OYIMacIurugaH KenuOd YWKKAH XOJia, o

napaMeTp YCTHUJAH IOKOpuJaH Oaxojamra odra OynuHaagu. XaKUKaTIaH

ag—1 BE-2a

a < - < Oynaranga KypcaTWwiran opaiuk Oym Oynmaiinu. Amanuéria
A
. o gp+da— 1 o
XHucoOanuiap amanra omupaérrania @ HA KUAMaTu @ = T oynamu.
94

(4)-Tenrcu3nuknan kenm6 yukuo, K yayH 6axomamra sra OymuHaau

-1
95 J—x:_:’k?_?&—x,
QST STy

ITYHUHTJEK S YCTHAAH FOKOpHIaH Oaxosamra 3ra OynuHaau. MOAOMHUKU KypHIII
naBomuaa S > x >0 Ba k=1 Oynca, y Xoiga KyHuJard TEHICHU3JIMKKa 3Tra

OynuHaau

gs — 1 IQB_l

= JE(k—l—ljs}ks—i—x,
ar, ar,

-1

oy o
6YHI[aH g < Lar I= & 4 TCHI'CU3JIUK Kenno YuKaau, KauCHUKHU S HHU IOKOpHUIaH

Ta
Oaxonam y4yH HMuulaTanyBud.  Kyiimpan Oaxomam yayH [y/s,] KuiimMaru
UIUTATUIIA/IN.

Aaropurm-2 tacHupu(Kyuinm Ty0 COHJaApHM XOCHJ KWIyBYH
aJITOPUTM):
Kupum: A + 2 << B TeHrcH3NMKHU KaHOATJIaHTUpyBuM InyHaaid AB  Harypan
COHJIAp.

Yukum:A < p < BTeHICU3IUKHU KaroaTJIaHTUPYBUMKYWIN P TyO COH.
B-1 .
l.1=a<= lﬁ] TEHICU3JIMKHH  KAHOATJIAHTUPYBYH,  Tacoauduit
N

aHaTypaJl COHHU XI/ICO6JIaHa,III/I.

2. G4 = ﬂl, qg = li—all, T, = [@], q =ET9a7 1.,

2a QQA

gg—1
4= l JJ’IapHI/I AHUKJIaHaIH.
2ary
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3. l-anropurmuan dorinananuno,r, < r < |ar,|TeHrcu3nmkHNn
KaHOATJIAHTUPYBYU I TyO COHU XMCOOJIaHAIH.
4, l-anroputmaaH doiinananuo, [+/54] < § < s TeHrCH3TUKHU

KAHOATIAHTUPYBYU S TyO COHU XMCOOJIaHAIH.

— _(+a)
5. x = (mod s)TeHrIaMaHW KaHOATJIAHTHPYBYM KUYHUK MycOaT
ar

OYTYH XCOHU XHCOOTaHAIH.

gg—1 a4
6. k, = I —xpak, = [—l — X aHUWKJIAHAJH.
ﬂSTA S‘TA

7. Taconudwuii con Kau xucobmam, k; < k < k,.

8. Arap X Ba k-xydrt Oyica, y xonna K uu k=k+11e6 Oenrunanamu 10-
KaJamMra yTujiaju.

9. Arap X Ba k-tox 0yica, y xonaa Kk uu k=k+1 n1e0 Oenruianca.

10.q = (ks+ x)r+ 1Bap = 2aq+ 1 anukmaHaaw.

11 k=k+2,q=q+ 2srBap = p + 4asr xucodsaHaay.

12. Arap k = k,0¥nca, y xonaa 3-KajaMra KauTUIaau.

13.9 conu yuyn Pabom-Mwuinep TecTu yTkaswimaau, arap TeCTIaH yTa
osmaca, y xosuaa 11-kagamra Kautunaau.

14.p conu yuyn PabOu-Mwuiep TecTH YTKazwiajaud, arap TeCTIaH yTa
osmaca, y xosuaa 11-kagamra Kautunaau.

15.Xuco6narny N=10 KkuiiMaTy aHUKJIAaHA]IH.

16.Tacoauduit 6yTyH con a Ba N=n-1 xucobnaHay.

17.Arap HO(a**™ —1,q) = 1 Ba a? * = 1 (inod q) 6¥1ca, y xoiaa
19-kagamra yTunanm.

18. Arap n =0 6ynca, y xonna 11-xkagamra yTwiaam, akc Xoiga 16-
KaJamra yTHJIaIu.

19. Xucob6namuy n = 10 xkuiiMaTH aHUKJIAHAIH.

20.Taconuduit 6yTyH coH a Ba N=n-1 xucoOaHau.
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21. Arap HOZ(a% * — 1,p) = 1 Ba a® ' = 1 (mod p) 6yuca, y xonna p
COHHHM TyO dKaHWHU OWJIIMPTaH X0JIJIa aAITOPUTM SKYHJIAHATH.
22.Arap n =0 6ynca, y xonga 11-kagamra xaltuiaau, akc xoiga 20-

KaJamra KauTuiaau.
2. Conytapuu Ty0JHKKA CHHAII AJITOPUTMJIAPH.

O4MK KaJIUTIWM KPUNTO THU3UMJIAp/la COHJIAPHU TYOJMKKA CHUHAII, TyO
COHJIAPHU T'eHepalusl KWK aJITOPUTMIIAPUHUHT TapKUOM KUCMH XHUCOOJIaHA/IH.
ConnapHu TyOJMKKa aNrOpUTMIIAPUHUA DJXTUMOJMI Ba JeTepMHHAHTIIAHTAH

aIrOpUTMIIApTa OYIUII MyMKHH.

JleTepMUHAHTIIAHTaH aJTOPUTM Xap JIOUM OHp XWi cxemaaaH (oiiganaHaan
Ba MacajaJlapHd euYMIia KaQUWUIMTH TabMUHJIAHAIW. ODXTHUMOJMN aJrOPUTM
taconuduil COH TreHepatopuaad ¢oiallaHand Ba aHUK OyaMaraH >XKaBOOHH
Oepamu.  YMymMaH  ojiraHaa  OXTUMOJHUH  alrOpUTMIIap  CaMapalluru
JCTePMHUHAHTIIAHTaH aJIrOpUTMJIapra KaparaHia kKam sMmac. Arap Tacomuduwuii
COHJIADHU TeHepalvsl KWJIyBUM ajIrOpuTMIIAp Xap JOWM OUp XWJI Kuimar Oepca,
KAPYBYH MabJIyMOTIa OOFJIMK XOJIa SXTUMOJIUH aJTOPUTM JCTEPMHHAHTIIAHTAH
QJIITOPUTMTA aliJIaHHUIITA MYMKHH.

ByTyH cOH N HU Ty0 COH SKAaHJIUTHHU DSXTHMOJIMH QJITOPUTM OMIIaH

TEKIIUPUII YUyH, Tacoauuil 1 <X a << nopanukiaa €TyBUMd & COH TaHJad OIMHAAU

Ba QJITOPUTM IIApTIapura TEKIIUpUiIaau. Arap N COHHU, a ra acoClaHraH Xo0Jia
TECTIAH yTa oJIMaca, y X0JiJa alroput™m "N COHU Mypakkad COH" JieraH HaTHXa

Oepaau Ba N COHM XaKUKaTAaH XaM Mypakkad coH xucoOnaHaau (1-pacm).
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Tacoauduii & COHHU TaHJallI,
l<a<n

Tecr
IIAPTUHUHT
Oaxkapuin

NCOHM a acoCaH

NCOHU a acoCaH

TEeCTAAH YyTMaJA TECTIaH YTIU

N COHU PXTUMOJ TYO N cOHU Myppakad

1-pacm. Connapau TyOJUKKA CHHALITHUHT SXTUMOJIUN alTOPUTMHU CXEMacu

Arap N coHu a acociaHuO TecnaH yTca, Oy Ou3ra N HU XaKUKaTAaH XaM TyO
COH DKaHWHHM aHTJIaTMaiu. KeTMa-keT Xonma Xap Xui a Jap yudyH XyAIu IryHaan
TecTJall OpKaIu Oup KaTop TEKUIUPUIIJIApHU YTKAa3uO Ba xap Oupu yuyH "N COHH
AXTUMOJIaH Ty0" ieraH >kaBoO oJicak, N COHMHU Oupra sSIKWH 3XTUMOJUIMK OWiIaH
TyO COH DKaHWHHU TACTUKJIAITUMU3 MYMKHH.

®epma TecTu. Depma KUYUK TeopeMacura OMHoaH P TyO COH Ba UXTUEPHUI
a 0yTyH coHl < a < p — 1, yuyH KyHugaru TeHIJIUK Oakapuiaau

a’~! =1 (modp).(5)

MonoMuku, arap N TOK COH Yy4yH IIyHAai OyTyH & COHU MaBxyja OYiaub

1<a=n, HOJ(a,n) = 1 Ba a® ! = 1 (mod p) Tenruk Gaxapuica, y xoumaa n

COHM Mypakka® coH Oynaau. by epnan KyiWuaard, COHHU TYOJMKKa CHHAII

AXTUMOJIMH aJrOpUTMIa 3ra OVIuHaIH.
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Auaropurm-3(®Pepma TecTH).
Kupumr: Tok OyTyH coH 11 = 5.
Yuxumr: " N conu sxtumonad Ty0" €ku "N mypakkad coH".

1. Taconuduii a OyTyH COH TaHnad odMHAIMU, 2 < a <71 — 2.
2. v« a" ! (mod n) xucobnanamwy.

3. r=1 6ynranga "N coHW AXTUMOJAH TyO" HaTWXka oJuHAAM. Akc xoima: "n

Mypakkad COH" HaTWKa OJIMHAIH.

depma TECTHHMHI Mypakkabmura "ycTyH Oyiinua" Kymaitupuiga
O(log®*n) ra tenr Ba Illenxare-IlITpaccen amropurmu OVyiinua Kymaitupumia
(tlog*nloglogn) ra Tenr.

Tapud 1. n>0 conu Tox Mypakkad coH Ba N OuiaH y3apo TyO OyiaraH a coHu
uxTu€puil 6yTyH COH OYJICHMH. N COHM @ Ta acocaH IMCeBIOTYO neitmnany, arap (5)-
TEHIJIMK Oa)kapuiica, y X0JiJla N COHU Y4yH 3-aJiropuT™ "N COHU 3XTUMOJIAH TyO"
JieraH KaBoOHU Oepaau.

Mucon-2. n=527=17*31 counu 1, 154, 373, 526 connapra acocaH nceBiaoTyo
xucoOmanamu, MomomMukn 1228 = 1543286 = 37352 = 526°2% = 1 (mod 527)
TEHTJIaMa OaKapuiIay.

Teopema 4. N>0 Tok Mypakkab COH yuyH KyWHaaru TacauKiIap TYFPH.

1. n coHm a acocra kypa 1nceBaoTy0 xucobOimaHaau ymianaa Ba (akart yiaHja,

KauyoHKH N-1,n Mmoayn O6yitnua & COHHUHT TapTUOUTa OynuHca.

2. Arap n conu a Ba b acocmapra kypa mceBnoryd xmcoOmnaHca, y XoJjaa
ncomnab (modn), ab™?(modn), a 'b(modn) acocmapra Kypa
nceBaoTyo OVaau.

3. Arap n coHm xed Oynmaranma OWTTa & aCOCHUHT Yy3ura Kypa ICEBIOTYO

o p(n)
OynMaca, y Xojijla N HUHT TMCEBAYTYO0 XUCOOJIAHMIIIH, —, HHMHT a acocra
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Kypa mceBaoTy0 Oynuinura HucOaTaH kym Oynmaiinu, Oy epna ¢ - Ditnep
(YHKITUSCH.
Hco6or. Arap dconu-n Moy Oyiinya & COHHUHI TapTUOMIArk COH OYIn0 Ba

Ooup Heuta OytyH K commap yuyyH n — 1 = kdreHrimk Oaxapwica, y XoJaa

TEHTJMKHUHT WKKajJa TOMOHWHM K nmapaxara kyrapuiama (5)- MyHocabarra
KEJMHAIH.
Teckapu xonma, N COHM a acocra Kypa TCEBIOTYO cCoH OVyica, y Xoiaa

a"™ ! =1 (modn) tenrnuk Gaxkapunaaau Ba d coHM -N MoAyN OViiMya a HUHT

tapTHOugarn coH OYymamu. N-1 comnu O coHra Koiauk OwiaH OYJIMHraHjaa:

n—1 = qd + r TeHrnuk Oaxapuiaau oup HeuTa OyTyH MaH(puil Oynmaran ( Ba I
COHJIAp Y4yH, OyHIaH KyHHIard TEHTIHNK KeJINO YUK
1=a"1!=a%*" = (a®)?-a" = a"(mod n).

JlekwH a, 10mman Moy N Oyitrda TaKKOCIAaHUIIHIA , 0 -3HT KHYUK Japaka
xucobnanamu. Jemax, r = 0 6ymamu Ba n — 1, d ra 6ynuHagn. bupuHum Tacnuk
UCOOTIIAaHIH.

Arap a™ ' =1 (modn) Ba b" ! =1 (modn) tenrnmuk OGaxapuica, y
x0711a Oy TeHrmamanapHuHr kynaitmacugas (ab)™ ! = 1 (mod n) tenrnmkka sra
Oy IuHaIY. a1t = b (modn) TEHIJIMK/IaH,
(ab™)" ! = (a *b)" ! (modn)ra sra 6yauHamu. IKKMHYM TacAUK UCOOTIAHIH.

Ba HUXOATA YUYWHUYN TAaCAWK McOOTIaHwIamu. {a,,a,,..., a;}- 6apya acocnap
TyiamMu  OVJICWH, KaWCHMKA N COHW TICEBAOTYO0 XHMCOOJNaHAIWTaH, SIBHU
1=a,=n—1, HOA(a,n) = 1pa al ' =1 (mod n) Tenrnuk ypurmm 6ymamy,
1 < i < kydyH. a- mryHaai acoc OYJICHHKH, N COHM TICEBAOTYO XUCOOIaHMACHH, Y
xomma l<a=n-1, HOA(gn)=1 Ba a™!*=1(modn) O6ynamm.
b, = aa, (modn), b, = aa, (modn), ..., b, = aa; (modn) connapu Kypuo

yuKWIO Ba (apa3 KWIMHAAMKH, N COHM b, acocra kypa mceBnoTyo Oymaam xed
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OynmMmaranma Outra { yuyH, 1 <i < k. YV Xon1a UKKHHYU TaCIAUKKA MYBO(UK, N
coHM mceBnoTy0 xucobGnanamu Ba acocra kypa ba;! = (aa;)a;’ = a(modn)
TEHIVIMK KenuO uYukaau, Oy sca HOTYFpu. BuHOOApWH, N COHM Typid XUl
b,,b,,...,b, acocmarm xap Oup K yuyH mceBmory® xucoOmanmaiinu. Lllymnmait
ka6 (5)-  TEHIIMKHM — KAaHOATIAHTUPYBYM  COHJIAP, IIy  TEHIVIMKHU

KaHOATJIaHTUpMaluraH coniapra Hucoaran kym smac, HO/l(a,,n) = 1 maprtaan
@(n) o
ca ymap —— JaH KyH S5Maclury KeJnIuO YuKaau.

YuyHun maptaaH Keaud 4MKaauKH, arap N COHM Xeu OyiamaraHga Outra

o o -1 o
acocra Kypa mnceBaoTy0 Oynmaca, y Xxoijaa HT acocra Kypa xaMm IICEBJIOTYO

OyImMaiu.

UxTtuépuii a > 1 COH ydyH YeKCH3 KYI a acocra Kypa INceBIOTyO COHJap
MaBKy/.

Mucon 4. Arap N coHu 2 acocra kypa IceBaoTy0 Oyica, y Xoiaa
2™ — 1conn xam rceBaoTy6 Oyiammm kypcatwicuH. 2" 1 = 1(modn) 6yncum,
sabHM Oup Heuta OyTyH K mapyuyn 271 — 1 = kn tenriuk 6axapuiacun. [llynna
72n-2 _ 92(2"71-1) _ 92kn _ (211)2;.: =12k =1 (mod 2™ — 1)

TeHrMK kenub yukaau. ly tap3na, 2 acocra kypa nceBaoTy0 CoHIap YeK4YH3 Ky
AKAHJIUTY KEeTNO YMKaIH.

Tapud 2. n mypakkad TOK COH, N coHM Owmnan ¥y3apo TyO Oyirawx,
1 <a<=n-—1, a uuar uxtuépuit Kuhmatuga (5) TeHrauk Oaxkapuica, Oy COH
Kapmaiikn conn ne6 arananu. bynnait connap yuyn ®depma tectu xap moum '"n
COHH AXTHUMOJIaH Ty0" eraH HaTH>KaHu Oepaiu.

Mucon 5. KapmallkIHUHT SHr KHYMK CcoHM - 5H61=3-11-17,

1105=5-13-17,1729=7-13-19,6601 =7-23-113,29341 =13-37-61.
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Teopema 5. (Kopcent me3onu). Tox mypakka® n conu Kapmaiikia conu

xucobnaaHaay yiranaa Ba ¢pakat yiranjaa, KayoH:
1. n xBaapatiapaan xouau Oyica;
2. N HU 6YmyBUM Xap Oup p yuyH, N-1 conu p-1 ra 6ynunagu.

Hcoor. bupunum HaBOaTna KeNTUPUITaH XOccajapHH KaHOATIAHTUPYBYH
conHn Kapmaiiki coHM »KaHIMTU MCOOTIAHWIAIU. N COHM KAaHOHUK a)KpaTHJITaH
COH OYJICMH N = P, P, -..P;,Ba N coHU Ounan y3apo TyO Oynran uxtuépuit a OyTyH
coH OyicuH, 1 < a < n — 1. ®epma kuunk Teopemacura 6unoas, 1 < i < k,6apua
inap yuyH aPi"! =1 (mod p;)reHrmuk Oaxapumagu. 2- xoccamaH N — lconu
p; — lra OynuHUIIKM Kenu® YMKaiu, sbHU Oab3u OMp OYTYyH @; COHJApU YUYH
n— 1= (p; — 1)g,renrnuk 6axapunanu. [llynna

a™ ! = a®Pi~1%% = 1 (mod p,)

n—1

TEHIIMK Oakapuiaau, ssbHU NCOHHU Oapua p;0yyBUnMnapu yuyH, a™ - — laiiupma

p; ra Oynunanu. UlyHnaiiun p;connap Typaum xuin Oynanu, y Xoiaga 2 xoccara

acocan ¥y3apo Ty0 con a" !

— 1 OynuHagu Ba n = pyp, ... PpKyNaluTyBUMIapra
aKpajdaid. (COHM MXTHUEPUM TaHJaHaaW, WIyHUHr yuyH a" ' =1 (medn)
TEHIMUK, 1 <= a =<=n—1, a HUHT UXTUEpU KUUMaTU y4yH YpuHIU Oyiagu Ba
nemak N conn Kapmaiikil coHn Xxuco0iaHaau.

Ouaun KapmaWKIHUMHT Xap KaHJaid COHM 2 XOCCaHU KaHOATJIAHTUPHUILIN

ucOoTIaHaau. M = pfip; z ’p;r *nudoga N COHHUHI KAHOHUK KYyMaWTyBYHIApra
axpanran udonacu o6ynacun. Uxtuépuit p # 2ry0 coH yuyH, p Moayn Oyiinua
OOlUTaHFUY WIIM3H MaBXKy/I, IIyHTa Kypa Xap Oup p;yuyH p; — 1 TapTuOIN @;COHU
Tormmiag. Y xXoJija a'f_l = 1(mod n)maptnan n — 1 couu p; — lra OYIUHUIIH
KeIn0 YMKaIu.

Kapmaiikn coHum kBajapaTiapiaH XOJM SKAHJIUTH  UCOOTIAHUJIAU.

n = ptroyacun, Oy epaa t = 2. N coun Ouan y3apo Ty0 Oyirad uxTUEpUii a yuyH
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a™ ! =1 (mod n)renrmuk Gaxapunaau, y xomma a* =1 (mod p?)renrmuk

Ypunau Oynaau. a cudaruaa pMoayn Oyiudya OOLUIAHFUY WJIAM3 OJaMH3, SbHU
p(p — 1)raptbnu con. Y xonaa n — 1 coun p(p — 1)ra OYnuHUIIM Kepak, SbHU
n — lconu pra OyauHUIIM Kepak. By aca N cOHHU p ra OYJIMHUII anoMaTura 3u/.

Hatmxa: Uxtuépuit Kapmaiikn conu yutagan kam OyiamaraH Xap Xui TyO
COOHHUHT KymnaiTMacu xucoOnanamu[22, 23].

Myinoxa3za: 5 - TeopeMangaru MKKMHYMA IAPTHU KyWHJaruda €3vil MyMKHUH:
n—1 comm HOK(p, —1,p, —1,...,p. —1) ra Oymuuumu kepak. by epnan
Kynnnaru Kapmaikn COHMHM TeHepanus KWIMII YCYJIU OJIMHUIIA MYMKHH.

Mucon 6. p;, =6k +1, p,=12k+ 1, p; = 18k + 1xkypunumgaru TyO
COHJIAp KapaJIMHH. N = P, P, Py cOHN KapMaiikil COHM SKaHJIUTHU UCOOTIAHCHH.

depMaHUHT KUYHMK TeopemMacura OWHOaH, p,COHM OWiIaH y3apo TyO Oyirax
uxtuépuii @ conn yuayn a®® =1 (modp;) tenrmk Gaxapunamu. Ly kaGu
a*?® =1 (mod p,), @*** = 1 (modp,) Tenrnuk xam Gaxapunagu. 36k conn, 6k,
12k, Ba 18kcoHnapHMHT yMyMHH KBagpaTHIaH KHYMK OYyamaiiaw, y XoJaa
KOJIIMKJIap XUKUJAr XUTON TeopeMacura acocat N 6uiian y3apo tyo Oynran 6apua
a commp yuyn a>°* =1(modn) Tenrmuk Gaxapwiagn.  JIekuH

n—1=1296k* + 396k + 36k = 36k(36k*+ 11k+ 1) Oymamu, ngemak n

n—-1 —

ounan y3apo Ty Oynran 6apua a map yuyH a"~+ = 1 (mod n) 6ynagu.
Kapmaikii COHMHM TeHepauus KWIAII YyYyH KyMuJard ajaropuTMIaH
dboitnananum MyMKuH [7].
AmmoputM-4(Opaem anroputMu 1956).
Kupum: Kyunu mypakkad con m = 0.
Yukum: Kapmaliki COHH.
1. HO/I(m,p) = 1Ba p — 1ra OYyaMHYBYM M COHH Y4YyH, P TyO COHJIApaH

ubopar S TyrIaM Ty3uiIau.
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2. S TymnamaaH IOyHAAd COH  TaHJaHAOUKU  Pq,Pa, Py T = 3,
P15 --Pr = 1 (mod m) TeHrIuK 6axapuiiaiy.
3. benrunal onuHaau n < pip; ... P,

4. Haruxka: n.

Mucon 7. m = 120 = 22 - 3 - bubopar 6yncun.
§=1{7,11,13,31,41,61} Tymuam Ty3WwiICHUH. S TYyIUIaM D3JEMEHTIapU
KaHyaJduk kynm OVyica, myHuyanuk Kapmaiiki conu kyn Oymamu. §
TYIJIaMHUHT OYJIMIIM MYMKHH OViraH sJeMEeHTIapuHHU capaiald oJcak,
Kyhuarura sra 0yiamus:

41041 =7-11-13-41 =1 (mod 120),
852841=11-31-41-61=1 (imod 120)
cortapu Kapmaiiki conu 6yiaam.
Kapmaiikil COHMHM 4€KCH3 KYIl y4ypaTHIIMMHU3 MyMKUH. ETapnu mapaxana

KaTTa OyJiran N COHM y4yH KyWHard TeHICH3JIMK YPUHIN OYIaau.

),

2 In nininl
nr < C(n) <nexp (————=

Inln n
by epna C(n) — Kapmaiikii COHMHHUHT NIaH KUYUK MUKIOPH[6, 25].

Arap n couu Kapmaiiki coHu XucobOiiaHca Ba YHUHT TyO OViyBuuiapu
eTapiu Karrta O0yica, y xoiga KaTrTa SXTUMOJUINK Omnan depma tectu N COHHU TyO
ned 7bJoH Kuiaaau. Arap depma TecTuaa @ acoc Tacoaudan smac, OJIAMHIAH
aHWKJa0 onuHTaH OYyica, y xonnma yau Kapmaiiki coHWra TYFpu KeIyBUHd COH
OwiaH anjaiml MyMKUH. By KaMYWIMKHU sSHaJa MyKKaMMaJpoK Me30HJap OuiaH
KyHuJaru Tect opkainu 0aprapad KAIuIl MyMKHH.

Caoges-LlTpaccen Tectu. by TecTHH acocuaa Kyinaaru Teopema €Taiau.

Teopema S5(Ditnep me3onu). Tok N coHu TyO XucoOjiaHaau, IIYHJIaKW Ba
dakaT mryHIaKku, Ka4oHKUN OmiaH y3apo Tyo OynraH, 1 < a = n — 1, uxtuépuit a
yUyH KyHUIara TeHIuK Oaxapmiaau[25]
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n—1

az = (ij (modn). (6)

Ncbot. Arap nconu tyO OVyica, y xonna (6) — teHrinuk Jlexxanap CUMBOJIU
oynagu. Tenrnuk Gakapuiran OYJICHH Ba N COHU Mypakkad coH OyicuH. Y Xonna

a1t = (anz )2 = (i) = 1 (mod n)

TEHIJIMK Oakapuiiaim.

[y Tap3na, TeopeMa MApPTUHU KAHOATIAHTUPYBYU UXTUEPUNA @ COHU YUYH

(5) — Tenrmuk Oaxapuiaaau Ba N conu Kapmaiikin coHu XucoOiaHamu. 4-

TCOPCMAHUHIT HMKKHMHYM XOCcCacura 6I/IH03H, M COHHHMHI' KAaHOHHUK aXpajiMacCu,

n = p,pP; ...P; KypuHuiira sra 0ynaau. b COHU P, MOJyJ Oyirya KaaBpaT yerupma

o b o o
OyJIMacuH, SbHU (p—) = —1 6ymagu. Koamukaap Xakumard XHTOH TeopeMacura
1

acocaH IIyHJai @ COH TONMWJIAJAUKKM HaTHXKaaa KyHuaard TeHIJIMK OaXkapuiiaan
a=b(modp,),a=1(modp,),..a=1(modp,). (7)
SIkoOM CUMBOJIM XHUCOOJIAHUIIAIN:

0-0)E-6)-GE)-@-¢)-»

n—1

By kuiimatau (6) Tenriaamara kyiub, @ = = —1 (modn) ra sra 6ynuHamy,

n—-2

neMak Oapua 1 <i< s, i gap yuyn, a = = —1 (modp,) tenrmuk (7) - maprra
3ua OYymaam. DWiaep MeE30HHM Kyhujaard TYOJUKHUHT JXTHUMOJIMM TECTHUTra
acocnanran [10].

Aaropurm 5. Ciosds - HITpaccen Tectu

Kupum. n = 5 6yiran ToK OyTyH COH.

Yukuul. "N conu 3XTrMojaH Ty0" éxku "N corn Mmypakkao".

1. Tacomuduii 6yTyH a COHU TaHIaHAIH, 2 < a < n — 2.

n—1

2. T+ a2 (modn) xucobmaHaau.
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3. r # 1Bar # n— 1 06ynranna Hatwxa: "N COHU Mypakkao".
4. SIxo0u cuMBOJIM XUCOOJIaHAIHN § G)

5. v = s (mod n) 6ynranna HaTwxka: "N COHU Mypakkal". AKC XoJija HaTHUXKa:

"N conm sXTUMOJIaH TyO".

CnoBasi-IlITpaccen Tectu MypakkaOauru SkoOM CHMBOJMHU XUCOOJAII
MypakkaOauru Ounan anukiaanany Bay 0(log3n) ra Temr.

Tapud 3. N conn mypakkad TOK cOH OYJICHH Ba N OmiaH y3apo TyO OynraH a
uxtu€puii OyTyH coH OyncuH, 2 <a<=n—1. N COHM a acocra Kypa suiep
NCceBAOTYO COHM aeiuianu, arap (6) - TEHIJIMK Oa)kapuica, S’bHU arap N COHU y4yH
S-anroput™ "N COHM PXTUMOJIaH TyO" jeraH HaTHX)aHU Oepca.

5-Teopema mynu kyrtcataguku, ConoBas-Lltpaccen Tectu yuyn Kapmaiiki
COHJIapUra yxIiail COHJIap MaBxXyJ 3mac. bynnail Hatwxkanu 1976 iun [.JIemep,
P.Conossem Ba @.1lTpacceHnap TOMOHH/IAH OJIMHIaH.

Mucon 8. n =527 = 17- 31 conu 3inep nceBapryd coHU xucoOianamu, 1

Ba 526 acocmapra kypa, Momommku 172 =526%%3 =1 (mod527) Ba
1 526
() -()-1
Mucon 9. n=561 coun yuyyn @Depma Tect a acocra Kypa Oapua

320 = @(561) yuyr "n conm sxrtumonad Ty0" HaTmwxka omuHaau. Iy coH yuyH

Crnosasi-lllTpaccen Tectn Xynau myHAal HaTuxka Oepamm ¢akar a acocra Kypa

a0 = w(561)
4

n—1i

yuayH. @ = 5 6ymranma a = = 5%%% = 67 (mod n) ra TEHT HaTWXa OJUHAIN

Ba 3-Kagamaa 'N COHM Mypakkad coH" HaTwka onuHagu. a = 13 Oynranna
n- 280 — 13 ) "

az=z =13 = 1 (mod n), nexun 1) = —1 6ynanu Ba 5-kamamma "N COHM

Mypakka0" HaTHXa OJIMHAJIN.
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Teopema 6. N mypakkal TOK COH yuyH KyWUJaru TacAUK YPUHIU OYiaau.
1. Arap n coHu a acocra Kypa siiep MceBAoTy0 COHM xucoOJjlaHCa Ba XyIJU
myHAaiuH b acocra kypa siijep mceBaoTy0 COHM XUCOOIaHMaca, y XoJiaa

ab(mod n) acocra kypa sitnep nceBaoTy0 COHM XUCOOIaHMANTH.

2. Arap n conu a Ba b acociapra Kypa 3iiiep rnceagotyd COHM XUcoOaHca, y

xomma N conu ab (modn), ab™t (medn) Ba a 'b (modn) acocnapra

Kypa 3iisiep nceBAoTyO COHU XUCOOIaHaIM.

3. Arap n conm xeu Oynmaranga OWTTa & acocra Kypa dijiep mceagoTy0d COHH

p(n) o .
Xuco0ianmaca, y Xoiaja N CoHd, —, acocra Kypa siinep 1ceagoTyd CoOHU

XUCOOIaHAH.

4, Arap N coHH a acocra Kypa 3iiiep NnceBAayTy0o COHU XHUcoOIaHca, y XoJaa 0y

COH & acocra Kypa MceBA0TyO COH XHCOOIaHaIH.

Paoou-Mutep TecTu. XO03UPrd KyHAAa COHJIAPHU TYOJMKKA TEKITUPHII
yuyH Kynpok Pa06u-Mumnep tectuaaH doiganaHuaMoKaa. Y Kyduaaruiapra
acocliaHraH. N COHU TOK COH OYyJcuH Ba N — 1 = 2°r TeHmMK OakapuicuH, Oy
epya I - ToK coH. Arap N Ty6 Oyica, y xonaa N 6wiad y3apo Ty0 Oynran uxtuépuit
a =2 coH yuyH (5) - TeHIIMK Oaxapwiaiu. a™ ' COHHM KyNaWTyBUWIApra
aXpaTtaMmus:
a"l—1=a"-1=(a""-1)(a® "+1)=

=@ 1)@ T+ 1) (¥ T+1) = =

23—1

= (@ D@ +1..(a®T+1)(a® T+1) =

:23_1

=(a" - 1@ + 1)@ +1)..(a® T+ 1)@ T +1)

VY Xxonma oxupru KymaiTMa HaTHXKacHJaH Xed OyiMaranjaa KaBCIApHHHT

23_1

Oupu N ra 6ymuHamy, spEu €xku a” = 1 (mod n), éku a”, a®", ..., a* 7 conmapu

opacuman N wmoxmyn Oyimua -1 OwimaH TakKOCHaHAAWUTAHW TomWIaau. Pabou-

MI/IJ'IJ'Iep TCCTHU ym6y X0CCa acocruaa amMajra omupuiaagun.
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Aaropurm 6. Padou-Muaiiep rectu.

Kupum. n = 5 6ynran Tox OyTyH COH.

Yuxum. "'n conu s3xTuMoad Tyo " €ku "N conn Mmypakkad coH".
n—18un—1 = 2% xypuanmmaa udoaanam, Oy epaa  TOK COH.
Taconuduii OyTyH & COHM TaHJaHAIM, 2 < a < n — 2.

y < a"(modn) xucoOnanaau.

> W e

y # 1Bay #n— 1 0ynranaa Kyiugaru amauniap 6axapuiaiu.

4.1. j « 1 ne6 Genrunanaiy.

4.2. Arapj =85 —1eay #n—1 0¥ynca, y xonua
4.2.1. y « y? (mod n) ned Oenrunanany.
4.2.2. y =1 06ynranaa Hatuxka: "N COHU Mypakkab coH" Oynmaau.
4.2.3.] < j+ 1 ne6 6enrunam.

4.3. y # n— 1 6ynranaa Hatuxa: "N cOHU Mypakkad con" Oymau.

5. Hatwmxka: "N coHu 3XTUMOJIaH Ty0".

By myHu anrmaraguku, N Ty6 coH yd4yH yZ =1 TakkKocaamMa e€4uMH
v = £1 (mod n) 6ymanu. Arap N conn mypakkadb con 0ynmb Ba k > 1 Oynranma
Xap Xwi1 TyO OymyBumiBpra sra Oyica, y Xojaa KOJAWKIAp XaKUZard XUTOU
Teopemacura acocaH Y2 = 1 (modn) TakKocIaMaHHHI 2% Ta e4HMH MaBXKyJL.
XaKuKaTAaH XaM N COHHUHT HXTUEpHNA p; TyO OYnmyBunMcH Yy4yH, Oepuirax
TaKKOCJIaMaHUHT UKKUTa €4UMH MaBxya Oynaau: v = £1 (mod p;).

By anroputMHuHT MypakkaOauk napaxacu Kuiimatu O((logn)?) ra renr.

Tapud 4. N conn ToK TyO coH OVicwH, r - TOK Oymranma, n—1 = 2°r
TEHIJIMK OakapwicMH Ba N OwiaH y3apo TyO OynraH a uxTtuépuii OYTYH COH

oynacuH, 1 <a <n—1. N coHn a acocra Kypa Ky4id TyO COH Aelunaau, arap
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a”" =1 O0ynca Ba arap IwmyHAail OyTyH J con yuyn, 0=j<s-—1,
a?’r = -1 (mod n) TeHrnuk GaxkapuJca.
Mucon 10. n=105=3-5-7 con yuys n—1=2%-13 renmnmkka

kenaau, sbHu § = 3, ¥ = 13 6ymanu. 105 conu 1 Ba 104 acocnapra xypa Kydiu

IICEeBIOTYO COH XHUCOOIaHaIH.

N TOK Mypakka® conHu PabOu-Mwmiep Tectu, mapaxkacu Oyimda TyO

o 1 o
O6yMaran COHHH, TyO 70 3JI0H KUJIMHULI 3XTUMOJUIUTU ; JlaH KaMm oynanu.

Myroxa3a. Arap n conu a Ba b acocaapra kypa Kywi TyO coH XucoOJaHca,

y xoiga Koupara kypa N conu ab (modn) acocra kypa Kywid TyO COH

xucobonanaau. llyaunar yayn PaObou-Mwumnep Tectumarn 2-Kamamja & COHHU
tacoaudan amac, 6anku OolLIaHFUY OMp HeuTa TyO COHJIAPHM TaHJAlll MyMKHH.
1y

Jlemma 2. Bup Heura GyryH a con yuys, a? T = —1 (modn) Tenrmmx

Oaxxapuicul, 0y epaa n— 1 = 25r, p coHU N HUHT UXTUEPHUM TYO OYiyBuuCH,

I
p—1=2°7",r' conu Tok. Y xoyna

O- s
p/ L1, s' = s.

oynanu.
Ucbot 2. a®° ™= —1(modn) takkociaMaHH HKKaja TOMOHHHH 7~ TOK
— I
Japaxkara KyTapwiaau: (azs 1""]"" = —1(modn). by Takkocnama N HUHT

uxtu€puii Ty0 OYmyBuMcHM MOAynaM OVyinua, mry OwnaH Oupramukaa P MOIyJ
Oyiinua xam Oakapwianu. Arap s’ << § ned oJcak, y Xoiua azsl""ynq)oz[a 1 Gunan p
MoAysl OViinua TakkocliaHmaijau, Oy sca DepMaHMHT KHYMK TEOpEeMacHura 3ul
kenaau. lllyHunr yayH dakaTt §' = § X01aT yu4yH OYJIMIITN MyMKHH.

s' = s Oynranja Kyiuaarura sra OyJiIuHaau

£)=6) =)

P

- (azgr_i,r:)’-" = (a® )T = —1 (mod p).
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r
— r
s' = s Oynranna, (azg 1"') = —1 (mod p) TakKocIamMaHu 2s'—s Japaxara

KyTapuimMa Kylujaarura sra 0yauHaau

s=1 T 2 EEAY r
1= ((az ) ) = (az T ) = C—J = G) (mod p).

Jlemma 3. bup Heutra OyTyH @ COHM Y4yH Ba Oup Heura OyTyH | y4yH
a7 'r=—1 (modn) takkocnama OaxapuicuH, Oy epaa n—1=2°r,
1 =j<=5—1,n connu uxtuépuit Tyd 6ynyBuncu p, p — 1 = 25" ' ToK con. Y
XoJiaa
G iy

r o 1, s’ = j
oynanu.

WcOoTu roKkopHIamnv JjeMmara yxmari oo oopunaau[2].

Teopema 7. Arap N coHu a acocra Kypa Kywiu TyO COH XxucoOiaHca, y Xoaa
Oy COH a acocra Kypa 3iJiep rceBaoTy0o COHU XHCOOIaHaIH.

Ucbot1[2]. n — 1 connn n — 1 = 2°r xypunummaa é3amus, Oy epaa I' COHH
TOK coH. Kyitnmaru y4 xos kapad YuKuIaau.

1-xon. a" =1(modn)  Ttakkocmama  OaxapuicuH. Y  Xxoija

az =a® T=(@)¥ =1 (modn) Takkommama Vpurim Oymamu. (6) -

TakKociama OaXapujuIIM Y4yH, & COHM N Moyl Oyinya KBaJpaT dYerupma
Oymumm kepak. SkoOM CHMBOJIM XoccajapuJaH KyWHUJaru TEHIJIMKKA O3ra

OynmuHaIN

MOJOMUKH I' COHU TOK COH.

n—1i

- = =1
2-X0Il. @ z = a°

"= —1(mod n) Takkociama OakapuJICUH. DHJIU & COH

KBaJpaT uderupMa OyiamacuH N moaya Oyimda. N coHHU TyO KymanTyBUuiapra
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@KpaTWIagu: N = Py Ps --Ppyy P; XAp XU OYIUIIM IIAPT 5Mac, Ba p; — 1 = 2%ir;
TEHIJIMK Oa)Kapuiiaju, T; TOK COH. K - p; COHJIApHUHT MHUKIOpH OYJICHH, S; = S Jap

yuyH. 2-meMMmara acocaH, Oapya [ Jap y4yH §; = § TEHIVIMK Oakapuiaiu,

a i

(_) =[1; (p—) = (—1)* kenu6 unxazm.

- :
Byngan tamkapu, p; = 2%1; + 1 = 257, + 1(mod 2571) renr 6ynanu s; = s

oymranma, p; = 25ir; + 1 =1 (mod 2°*') tenr Oymamu s; >s Oyuranma Ba

n=2r+1=2°+1(mod 25*1) tenr 6ynagu. YV xonga

2° 4+ 1=n=p1P2 - D = (25 + 1D* = k25 + 1(mod 2°%) ypurnu 6ymamm,

k = 1(mod 2) xenu0 ynkaau, spHU K TOK COH Ba G) = (—1)f = -1,

3-x071. bab3u Oup j map yuyn, 1 <j <s—1, as T = —1(modn) 6ynran

X0JI Kapajaaau. TaKKOCHaMaHI/I HUKKH TOMOHHMHH KCPAKJIIM HWKKHMHYM Jdpakara

n—1i

OLIMPHII HATHKAcUAa, @ = = 1(mod n) ra sra 6ynunamu. llyHmaii Kuaub N coHn

sisIep nceBnoTyO COHM OVIIMINM y4yH, & COHM N MOJyJ OViinua KBajpaT yerupma

Oymuimu kepak. UKKMHYM XOJIaaruaex G) = (—1];‘ TEHIJIMKKa sra Oymamus. 3-

nemMManad  (GoWmaNaHTaH XoJdda Ba OJMHIM  XOJJIard — MyJioXasauapiaH
n=2r+1=1(mod2/*") Ba

1=n=p0 .0y, = (2/ + 1D¥ = k27 + 1(mod 2/**) napra osra G6yaunamm,

k = 0 (mod 2) xenu0 yukaau, sbHU K TOK COH Ba G) = (—1]“ =1.

[lynnait kuaub, arap N COHMU @ acocara Kypa Kydid IMCeBaoTyO OVica, y
X0Ji7Ia N COHU a acocra Kypa diliep mceBnoTy0 conu 0ynmaau. Arap N COHM a acocra
Kypa 3iisiep rnceBaoTyO0 coHu Oyiica, y Xojaa N COHU @ acocra Kypa xaM MceBaoTyo

oynanu. Kyiinna 2-xanBanaa COHJApHU TyOJIMKKa CHHAII alrOPUTMIIAPU TaXJIHIU

KCIITUPUJITAH.
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2-KaBall

TyOnukka cuHaIl aaropuTMIApU XYCYCUSTIapH

Tect Tect Typu Kymnanum koxacu

depma OXTUMOJIHIA Karra connapuu TyOnmnkka

CHHalIga niujiaTujaaau.

Pa6ou-Munnep OXTUMOINHN OKUK KaJIUTJIM TU3UMJIap]ia
y3yunuru 512, 1024 Ba 2048 6utnu
TyO KaJUTIapHU XOCHJI KUJIUIIAA

dholnananuIaIm.

[ToknuHTTOH JleTepMuHaHTIaHTaH N-1 a1 MabayM (pakTOpIIAIl OPKAIA

KaTTa TyO COHJapra sra Oy JIuIIL.

Mlyrnaii kumb karta TyO COHJIAPHM TeHEepalus KWIWIIIA Xamaa yJIapHU
TyOJIMKKa CHHAIIa AITOPUTMHUHT MaTEMaTUK €HIalTyBUHU HHOOATTA OJIUII KepaK
oynanu. Kypub umkuiaran aiaroputmiap opacujaa PadbOu-Musnep TecTH KarTta
COHJIAPHU TYOJIMKKA TEKIIUPHUIIAA SXTUMOJIAaH EHAAIMO SKOOW CHMBOJIHM Xamja
JeXaHIp XoccanapuaaH Kenaud dYukuO OepuiraH COHHM TyO €KM Mypakkad
COHJIMTMHM OWp Heda Me3oHjap Oyinya aHukjaWau, Oy 95ca  YHHUHT

OapIONUTUIINTUHA TabMUHIA0 Oepaim.
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IT 600 Oyiinua xysaocaJyap

1. OuuK KanuTiau KpUOTOTH3UMIIapja OapJouuid KajauTiap TyO COHJIapHU

XOCHJT KUJIUII Macajanapy OuyiaH OOFJIMKIUTH aCOCIaH]IH.

2. Mypakkabiauk Japa)kacu Katta OyiraH TyO COHJIApHU T'€Hepalus KUJIHII
NITOPUTMIIAPU TaJAKUK STUILIN.

3. Xo3upru KyHAa OSHI KyNn KYJUIaHWIQJUTaH COHJIApHU TYyOJUKKa
CUHALIHUHT 3XTUMOJIMI adrOPUTMIIAPH TaXJIWI KUJIUHIH.

4. Mapxyn kpunrtorpad@uk COHJIApHU TYOJMKKA CHHAIl aJropuTMIIapH

TaxXJINJI KWIMHIY Ba YJIapHU TYpH, KYJUIAHUII coXacu Oyiinya TaBcU(IIaHIu.

Kywm Ty0 COHIapHM XOCWJI KWJIWII YYyH YJIapHH Mypakka® anropuTm
Oyiinua reHeparusi KWIMHTaH Oyica XaMm ylapHU TYyOJIMKKa CUHamia Oup Heua
TyOJIMKKa CHHAII TECTJIapuaH YTKa3UIl Makcaara MyBohuk Oynamu Ba Gapmonum

KaJIMTJIapHU XOCWUJI KWJIMIIAA AXIIKW caMapara Spulinjiaaan.
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111 6006. bapaomiu KaJUTIAPHY reHepanusi KWINII AJTOPUTMH Ba YHUHT

AAaCTypH

1. bapaomiu KaJuTJIapHU FeHepalus KWINII AJITOPUTMH

Kpunrtorpadusina Ty0 conmap MyxuM axamusTra osra. Macanan,
HOCUMMETPUK  THU3UMIapja  ¢akTropiaml  Ba  JUCKpeT  JiorapudmIani
MYypakKaOJIUrura acocjaHraH TU3UMJIAp KYIu1ad ydypalu Ba yjap OYMK KaJlUTIU
TU3UMJIAQPHUHT  acocu  xucoOmanagu. [lymapaum xucoOra osran  Xojjaa
doiinananusnaéTran KaTTa Y3YHJIHMKAArd TyO COHJIApHM TYOJIMKKA TEKIIUPHII
MyXUM axaMusiTra sra. Ym0y Kucmaa TyOJIMKKA TEKIIUPYBYM TecTiap (MKKUHYU
000/1a KeITUPWIITAH) acocua sipaTuaaéTrad TyO COHJIApHU TEKIIMPHII Ba yJIapHU

TyOJUTMHU aHUKJIAIl Macalacu KypuO YUKHUIIAIH.

OOIIUTAHUIIT

P
<

TYO

I:=1+2

v
i
w

Con%I =0
Ty0

TaMOM

~

2- pacMm. Oznatuii TyO COHJIApHU XOCHIJI KUITUIL aJITOPUTMHU

A

Y
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Opatuii xonna ¢oiganaHuiran alropuT™M 2-pacMaa KypcaTwirad 0ymnuo,
OyHaa, aHabBUU yCyJJaH (QoWJaNaHWITraH XOJIaTAa arap TEKIIUPWIAETIaH COH
KMYMK Oyjca BakTIaH IOTYK Oepajau, arap KarTa y3yHJIMKKa dra OyiranHia
JACTYpPHHMHI WIUIAII TE3JUTU macaiind keragu. byHna Kyiiugaru MyamMMo OopKaiiu
KaB0oO OEpHII MyMKHH:

for (int i = 3; (i * 1) <= candidate; i += 2)

if ((candidate % 1) == 0)
{

}

return false;

}
Ymly anroputMaan KYpuHUO TYpUOAMKHU arap COHHUHT Y3YHJIMTU OOpPTHO

6opca, YHAAa TCKINUPpHUILIap COHU KS'/Ha}I,Z[I/I Ba HaTWXaJa BaKTIaH IOTKa3uJIaJIu.

OOLILTAHUII

Con

A 4

Tecmiiam Typaapu

1. depma KHYHK TeOpeMacH
2. Pabun-Mwuinep tecti

3. Conosaii-Ctpaccen Tectu
4. Jlykac CTpOHT TeCT

Ty6 amac

) 4

3- pacm. Ty0 coHnapHU XOCHJI KIJIMITHHHT KOMOHMHALUSIIAIITAH allTOPUTMH
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Taxkmud sTunaérran KoOMIUIEKC TecTNall Yycyiulapu Oyinya amanra
omnpuinb, OyHAa TecTiaml yCyJulapuaaH UXTUEpHA MHKaopAa (oiiganaHull
MyMKHH. TyOiMKKka  TEKIIMpPUII TECTIapd COHMHUHT  OpTUIIM  OuiaH

capdiaHagural BakT XxaM opTuO 6opaam.

YOy ycynaa TecTiap MaXMyHu Kyluaaru TectiapAad TallKuil TONTaH:
- depMaHUHT KHYHK TEOPEMACH;
- Pabun-Munep tecty;
- Cnosan-IlITpaccer TecTu;
- Jlykac cTpoHr Tectu;
2. bapaouuin KaJauT/JIapHU FeHepanusi KWIHII AJTOPUTMUHUHT JACTYPH Ba

YHHU HOCHUMMETPHK TH3UM/Ia KYJLJIALI

Oxopuparn Oynummapaa acCUMETpUK THU3UMIIAPHM KypHUIIJAa acoc
KWJIMHTaH MYpPAaKKaOJIMK TypJiapu: 3Tapiu KaTTa COHJIapHU TyO KymaWTyBuwmapra
EiuI, XapakTepUCTUKACH eTapiid KaTTa OYNraH 4Yekid MaioHiapaa AMCKpPET
JorapudMIapHu XUcoOJIalll MacalalapuHU €UUIll MypaKKaOIuKiIapy OujiaH OOFIIUK
Oynran TU3UMIap KYpuO UYMKWIIM. 3aMOHaBUM Kpunrtorpadusana SHCU
XHCOOJIaHTaH, MapamMeTpin anredpa MypakkaOIMKIapUHU KpUNTOrpaduK TU3UMIa

TaJIOMK ITHII KaTTa I0TYK Oepaiu.

Ymby 6ynmumMaa 6apromnui Ty0 coHnapaan QoiimagaHrad XoJiia napameTpiiv
anrebpa MypakkaOIWrura acociiaHraH accuMmeTpuk mmmdpmam Ba DPU
ITOPUTMIIAPUHY TACTYPH SIPATUII OMITaH TAHUIIIAMHU3.

Jlactna® mapmerpnu anreOpa amaiyd XHUCOOJIAHTaH MapMETPIH Japakara
OLLIMPUII Ba MapaMeTpJid KynmaTupuiln amasuiapu Ouinad TaHumuO ynkcak. Kyiinna
p Momynp Oyiindya R mapameTpiau KynaWTUpUII Ba Japa)kara KYTapUIIHUHT
MaTeMaTHK aCOCU KEeJITUPHUIITaH.

X vu Y ra p Momynb Oyimya R mapamerpiau KymaTupuin amaiu
X®Y (mod p) kypuHHMIIAa OeNrUIaHaIu Ba KyHH/Iard KYpUHHILIA aHUK 1aHaau[6]:

63



X®Y(modp) =X+Y (1+ R X) (mod p).

Ymby aman KOMMYTaTHUB Ba aCCOLIMATUB aMaJlJIup.

X y3rapyBuMHM p MOAyNdb Oyilmua R mapameTpiu TecKapuiall amaiu
X (mod p) makmmaa Genruiasany Ba Kyiugard KYpUHHIIA AHHKIAHAIH:

X' (mod p) = - X (1+ R X)™* (mod p),

6y epra X' ® X =0 (mod p), 0 — mapamMeTpad TPyIIAHUHT OHPIHK
AIEMEHTUUDP.

Acoc X Hu P mMonynb Oyimda R mapamerp Owian d-mapaxkara OIIMPHUII
amamn X (mod p) kypunnmmna udonananamu. Macanan, d = 37 6yiranma R
napamMeTp OusiaH X\ Kyhuarnya XxucoOJiaHau:

X7 = X% (mod p) = ((K2))9)?)2® (X3)?® X (mod p),
6y epua: X2 (mod p) =X (2 + X R) (mod p).

Ymby kpuntorpadpuxk nactrypuid Bocuta Visual C# nmactypnam Tuiauaa
spatwiarad  O0ynmO, ymOy npactryp wnutamm  yayH Net Framework 3.5
KOMITOHEHTACUHU YpHATHUII Tajlal 3TUIIAIH.

Yoy nactyp 5 Ta KucMmaad ubopar Oynap Kyhuaaruiap:

- Ty0 COHJIApHU XOCHJI KUJTUIII TeHEPaTOPH;

- COHJIapHU TYOJMKKa TEKIIUPYBYHU alrOpUTMIIAP;

- mapameTpiu anreOpara acocnanrad RSA mmdpnam anropurmu;

- mapametpiu anreOpara acocnanrad El-Gamal mudpnam anropurmu;
- mapametpiu anreOpara acocnanran ERI (RSA acocupa);

Yoy amamiap macTypuid KypUHHUIIAA aMajira OIIMpHiIraH OYyiauo, maacTyp
OMHACHMHUHI KYpUHMIIN KyHugaruya.

Ty0 connapHm X0cHJ KWJIMII reHepatopu. Jlactypuur ymly KucMuja

opanukiap OVitnda TyO COHJIap XOCHII KIJIMHAIH.
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o Prime Generator & Parametrli RSA&EL-Gamal Elélﬂ

Prime Number Gen | Tests for Prine Number | Parametri RSA | Parmmertii E-Gamal | P i RSA_ERI |

Oddiy usulda Kompleks usulda

1 - 1 -

DAMN: 10 13 13 |
17 17
19 19
GACHA: 10000 23 23
29 29
31 3
37 37
4 41
43 43
Tasodifiylikka tekshirish testlari 47 47
53 53
Ferma kichik tearemasi 59 59
in-Mi 61 61
Rabin-Miller 67 67

Slovan-Strassen 7 71
73 73
Lucas Strong test 79 79
83 83
89 29
97 - 97 =

Son oraliglan

Odatiy usulda HOSIL QILISH

Time: 00:00:08.3772147 Time: 00:00:08.8920156

Kompleks usulda HOSIL QILISH

4-pacMm. TyO coH XOCHJI KWJIMII OHACHHUHT KYPUHHUILIN

Yuby oiHagaH KYpuHUO TYypuUOAMKHA, OJATUHA XOCWUJI KWJIMHTaH Ba
KOMIUIEKC XOJa XOCWJI KWJIMHraH TyO COHJjap reHeparopiiapu capdiaran BakT
Oup-Oupuman karra (apk KwiMmaiiau. bormka TOMOHIAH TecTiamijgaH yTraH TyO
conap Oapaonuiy canaiuO, yHaaH GoHgaiaHuIn KaTTa camapa oepaiu.

Arap anroputmiiapjia KaTTa y3YHJIUKAArd COHJIAp XOCUJI KWIMHCA, y XOJJa
KOMILJIEKC XOJIJIa TalllKWJ 3TUJITaH TeHepaTop BaKT/laH KaTTa I0TyK Oepaiu. Yoy
KypcaTkuuiap S-pacmaa KYpuHUO TypuOIu.

ConjiapHu  TYOJMKKA TeKIIUPYBYH ajaropurmiap. Ymly KucMaa
TyOJIMKKa TEKIIUPYBYM TECTJIAp acoCHa COHJIAPHU TEKIIUPHILI AACTYpH HILIa0
YUKWITaH. YJap Kyuujaaruiap:

-  @epMaHMHI KUYUK TEOPEMACH ACOCHUJIA,
- PoOun-Mwuinep Tectu;
- Counosait-CtpacceH TecTu;

- Jlyxac cTpoHT TeCT.
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5-pacm. TyO cOH XOCHIT KWJIUII OMHACUHUHT KYPHUHULIH

her Gen | Tests for Pime Number | Parametdi RSA | Paramertli E

6-pacm. TyO COHIapHU TEKITUPHUII OWHACH

Ymlby Tectinap anropuTMH XaKuJa WKKAHYU OYnuMmaa aiuTud YTUIIaH.

Hactyp oliHacu Qoiinananumra Kyjiaid 0Yian0, TeKIMpUIaETraH COH KUPUTUIIAAN
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Ba TECTJIAlll TYpU TAHJAHWO, TEKIIMPUII TyrMacu Oocwianu. HaTmkama COHHUHT
Ty0 €ku TyO 3Maciaurura Kapad HaTHKa XOCHJI KuimHaau (6-pacm).

JlacTypuii BOCUTaHUHT KOJTaH Y4 KUCMH TyO COHJIApHU aMalija, akTopJiail
Ba JUCKPET Jiorapudmiianl MyaMMOCHUTa acOCJIaHTaH HOCUMMETPHUK THU3UMIIap/aa
KYJIIan Kypuo YuKuIaIu.

I[Mapamerpan anredpara acociaanrad RSA mmgpaam aaropurmu. Yoy
nacTyp aHabHaBuil RSA mmumdpnam anropuTMHHWHT TapaMeTp acocuia XOCHII
KWIMHTaH KypuHumuaup. byHna xap Oup mapametp y3yHJauru 256-out Oyiuo,
SAKYHHH N 3ca 512-0uTHU Tamkui dTtagu. YOy mactypaa doiigaiaHuirad KarTa
y3yHaukgarn Ty0 comymap BinInt kmaccm acocwma XOCHI KHIMHHO, MaBiKYy.l
TeCTJall acoCHaa TEKIMUpWIaau. TeKmupHuigaH YTraH COHap ymoy macTtypiaa
KUpYBUM Tapamerp cudatuna ¢oiinananmiagyn. Xap Oup mapaMerp aBTOMATHK
paBula XOocud KuiauHaau. KupuTuna€rraH napamerp Y3yHJIWTHHU UXTHEPUNA

paBuIllJIa TaHJIAll UMKOHUATHU (oiiamaHyBuura KyJaiiuK spaTHaIu.

| Prime Number Gen | Tests for Prime Number | P fi RSA | P, Ii E-Gamal | P fi RSA_ERI |

P= 234222002368543133169127858202827423725 128

v l[4]»

Q= 317215260700050018322842634644100271561 128

74299730431043985911738447094914

F{m) — | 7429973043104398591179

= 257536465039401735809580547020407855373 128
24216304284541340016533235278545058321013820327952791413639123470927802046917
5167 13

RS5A asosida parametrii algebra

£213780746350971167154260201519433880492674534486584287142506275985 1756630009
Encryption
RSA asosida parametri algebral .
Decryption
DeshifrMatn

7-pacm. [Mapamerpau RSA mmdpram nacrypu
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IHapamerpau anredpara acocuaanrad El-Gamal mmdpiam anropurmu.

[Tapamerpnu El-Gamal mmdpmam tuzumu gactypu kamuaa 64-0ut y3yunukaara P

KQJIUT acocuja XOCWJ KuUJuHaAu. Xap OuUp KaJlWT Y3YHJIMTMHUA OLIUIIM OujiaH

nacTypHuHT Oapponuturu omramd. (i) Ba r(j) KaIMTIapHU Y3YHJIHTH OPTHIIA

TU3MMHH MIIJIAI Te3JIMrura Tabeup kypcaraau. €(i) Ba d(j) kartuaukiap kamuaa

64-0ut y3yrinukka ara. r(i) Ba r(j) maxduii kaauTiap 3ca KaMuaa 2-OMTHH TaITKHI

a0, Tacomuuil COHJAp TEHEPaTOPU AacoCHAa TAIIKWI JTUINO, TyOJIMKKa

TEKIIMPYBYM TECTJIap acocHuaa TecTiaHaAu Ba mmmdpiamga QoiganaHuIaam.

[TapameTpiap y3yHJIWIMHHM OpPTHPHUII MXTHEPUM TaHJAll acoCHUla amaira

OIIMPUIIA]TH.

‘o Prime Generator & Parametrli RSA&EL-Ga ma_lglélg

P:

e):
dj):
r(i):
r(j):
r(ij):
y@m:
y (Q):
k(i):
k():

Matn -

SHmain :

11567604564368084133
16331317325684889151
12123202247694732877
5231546410528020095

137

364
9710100128240946420
3977445771736044353
9467193777353928827
14830522225918166457

parametdi El-Gamal

‘ Prime Number Gen | Tests for Prime Mumber I Parametri RSAl Paramertli El-Gamal | Parametri RSﬂ_ERIl

64

=R BRE

)

IR IR EQd R (EE e

A P[]

250617227566377322072708656930437438440630848594

parametdi El-Gamal

Encryption

Decryption

8-pacm. ITapamerpnu El-Gamal mmdpram gactypu

IMapamerpiam anredopara acociaanran ERI (RSA acocuaa).

Yoy

gactypaa anbaHaBuii RSA mmdprnam anrOpuTMHUHHMHT TapamMeTpiu anreOpara

S'/TKaBI/IHFaH IIAKJIN UIIIa0 YNKHWJIT'aH.
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o~ Prime Generator & Parametrli RSA&EL-Gamal E@Iﬂ

| Prime Number Gen | Tests for Prime Number | Parametri RSA | Paramertii E-Gamal | Parametii RSA_ERI

pP= B2735294986347440005825938357 1533934751 587367727556 1262891303120 | |256 =
ey Gen
Q- 93112452445840871991 226018236 35650089871 723602003346 197627181475 | 256 2

N-= 72345634618070157995327550157027
F(n) = 7072345634618070157995327550157027
= 12412819769898915337 64 =
= 823502077959803146033837877852703699577407073580657538880327541621042254 16744
= 3 2 =
bu yerda RSA asosida paramertli aloebraga asoslangan ER| algoritmi keltiilgan
KXeshing
Matn
7857351323081330205420256155528642556568885750178053171434095598258439360552
Hesh Sign

21637977216784160345588425308918725334078721160079435353571141941130351839026
ImzoMain  12358165610830385771808684674840783947076273574376337939664802571400761123657

78573513230813302054202561555286425565688857501 78093 1714340555582584 35360552
D_Hesh Check

Imzo Xaqiqiy

9-pacm. [Tapamerpnu RSA acocuma OPU anropurmu nactypu

bynna kymumMua R mapamerp acocuaa Jgapakara OLIMPUII  amaira
omupuirad 0ynu6, Oy mapaMmerp TU3UMHHUHI XaB()CHU3JIUK JapakKacUHHU siHa Oup
napaMmeTrpra OOFIUMKIUTMHU UCO0TINa0d, yHM Maxpuil TYTWIMIIM acocHia
Oapnonutnk TabMuHaanaau. Q Ba P kuiimarnap kamuma 256-6ut yinuamia oJuHHO,
napameTp R kamuaa 2-6ut y3yHnukka sra. OJIMHTaH xap oOup napameTp Tacoauduii
XOCWUJ KWIMHUO, TyOJMKKa TEKIIMPWIAOd Ba OJIMHraH COH MIMdpiamnia
dhornananuIaIm.

3. Nm1ad ynKKMIIrad JacTypuii KpunTorpaguk MoayJIHU

OapaoNLIMJINTMHA 0axoJiann

Yoy amanuii KucMjia sipaTHIral JacTypyuid BOCUTAJIAPHUHT OapIONUTUTHHI
Oaxomamn xap OUp JACTYPHUHT SPATHIIMIN MaKCaJd Ba YHH aMaluéria OepaauraH

¢doiinacura kapad amayra OmMpPUIIAIN.
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Hlynra xypa sipaTiirad TyO COHJIApPHU XOCHJI KWJIYBYM T'€HEpATOPIAPHUHT
a(3aJUIMK Ba KaMUYMJIMKIIApUTra TYXTaauo yTcak.
3-xaaBail

AHabHaBUI Ba KOMOMHAIUSIAITAH YCYJUIAPHUHT Y3ap0 TaXJIWIn

Xycycusitaap AHabHaBUM KomOuHanusiiamran
Kamuunnukaap Xocun Oymaérran coHHHMHT | Kuunk
Y3YHJIITH OPTUINK OWIaH | y3yHJIUKAA aHabBUI

yHra KeTaJuraH BaKTHU | ycyJra Kaparasjga Kyn

KyTaumm; BaKT capaHuIm.
Connapuu TyOJIMKKA
TEKITUPHUIIT TeCTJIapu

MaBXy/J 9MacCJIUuIru Ba

OyHUHT HaTwXxacuaa
COHJIAPHU Kyluumya
TyOJIHKKa TEKIIHPULI
amaJra OLLIMPUIIMIIN
Kepariauru
FOTyknap Knunk y3yHiaukaa | Typrra teciiamr TypuaaH

KOMOMHAIMsJIAIITaH ycyira | uXtuépud  (QoiianaHuii
Kaparasja KaM BAKT | UMKOHUATH MaBXYIJIUTH.
capdIaHUIIN. Karra y3ywnuknaru Tty0o
COH  XOCWJ  KWJIWIIJA
BaKTHU aHAbHABUU
yCcyJira KaparaHja Kam

capdraHumIy.
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TyO coHnapHUHT amManuéTaa KyJulall y4yH IpaTUiIrad JacTypuid BOCUTAHUHT

OapaOUUTUTMHYU OaxoJaliga Kyduaara Xycycusitiiapra 3Tuoop oepuiau:
- Slparuna€rran Ty0 COHJIApHU UIIOHWINTHIA,;
- Hocummerpuk  tH3umpaa doiimananuaran rnapamMeTpin anrebpa

MypakKaOIurura.

SlpatunraH HOCHMMETPUK TH3WMIIAD TMapaMeTpiiapu OJJIMHTH JacTypia
¢oiinananunran TyONMKKa TEKIIMPUII TECTJIaphd acoCHaa TeClIaHuO, CcyHrpa
dorimananunau. by 9ca  Tu3umpa  QoiimanaHuiaétraH  mapaMeTpiapHUHT
OapIONUTUTHHY OWIITUPAIH.

HocumMmeTrpuk Tu3umiiapaa KUPUTWITAH KYIIUMYa MYypPaKKaOIWK, aapaka
napaMeTpu acocuga amanra omupmiagu. Iy Vpurma npapaxka mapameTpu
MyaMMOCH Y4Ta MYypakkaOIuK ToroHacu OunaH (QapkinaHud, Kyiujgaruua
TabpudIaHaIN:

1-mavpugh. Arap mnapamerpim anredbpa (F,; ®) na rtamysuum F, HuHT
aJIeMeHTH Y Oepuiran Oyica, yHaa nmapametp R, mapaxka KypcaTKH4d e Ba DJIEMEHT
a TomumicuH, Oy epaa F, — N ta OyTyH coHlapAaH Ty3WIraH 4eKiId TyIUIaM, Y =
a®(mod n), * — a uu mapamerp R Guan e-mapaxacy pamsi, saeMent 8 a“ (mod n)
= 0 maptunu Qakar @w=q OynraHmaruHa KaHoaTiaHTupaaw, q — ¢(n) HUHT OyTYH
cornu OymyBumcu, ¢(n) — Dinep nu-pyukyuscu (MypaKKaOJIMKHUHT YYHHYN
MOFOHACHTA OWJ] MyaMMO).

2-mavpug. Arap mapamerpau aiareopa (F,; ®) na TtamyBunm F, HHHT
aJIeMEHTIapu Y Ba a Oepuiirad Oyica, yHaa napamerp R Ba gapaxa kypcaTkuuu e
tonwiicuH, Oy epaa F, — N Ta OyTyH coHNapaaH Ty3WJIraH 4YeKJd Tymjaam, Y =
a®(mod n), ® — a uu napamerp R Gunan e-napaxacu pamsu, snement a a* (mod
n)=0 maptunau dakar o= ( OyiraHgarkHa KaHoaTIaHTUpaaw, ( — ¢(N) HUHT
OyryHn connu OymyBumcu, ¢@(n) — Diep nu-@yuxkyuscu (MypaKKaOJIUKHHHT

HUKKMHYHY ITIOFOHacura OmuJj MyaMMO).
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3-mavpug. Arap mapamerpau anreopa (F,; ®) na tamyBum F, HHHr
DJIEMEHTIIapH Y, & Ba Japaxka KypcaTKuuu e Oepunran Oyica, yHna mapamerp R
tonmiicuH, Oy epaa Fp, — N Ta OyTyH cOHNapmaH Ty3WJraH 4YeKId TYymiaam, Y =
a®(mod n), * — a uu napamerp R Guian e—xapaxacu pamsu, snement a  a*” (mod
n)=0 maptuan Qakar @ =(Q OynraHmarmHa KaHoatnaHtupamu, q — ¢(n) HUHT
Oyryn conmu OymyBumch, ¢@(n) — Diep nu-@yuxkyuscu (MypaKKaOJIUMKHHHT
OMPUHYM [TOFOHACHUTA OUJ] MyaMMO).

Ma3skyp MyaMMOJIQpHUHT 03ara YUKW OWp TOMOHJIamMa MapaMmeTpiiu

GYHKIUSHUHT KyWHaaru xocca OuiaH OOFJINK;
a®=a* J—," ' F' (mod n)
oy epna F=1+R*a, ne{p, p1*p. }

4-mavpug. Arap mapamerpau anredpa (F,; ®) nma TamyBum F, HuHT
aneMeHTIapu Y Ba R Oepuiran Oyiica, yHIa napaka KYpCaTKUYM e Ba JCMEHT a
TonuicuH, Oy epra Fp - N Ta OyTyH coHnapAaH Ty3WiraH 4ekiu TymiaaMm, Yy =
a®(mod p), - a Hu mapamerp R Grtan e-gapaxacy pamsi, saemMert a a* (mod n)
=0 maptuau ¢akat w=( OynraHgaruHa KaHoatidaHTupamd, J - ¢() HUHT OyTyH
conu OyyBumcH, p(N) - Direp nu-ghynxyuscu.
Axopunaru Tapudiaapaad keaud yukub mapamerpau RSA anroputmu yuyH
KyHugaruiapHu KeJITHPUIIT MyMKHH:
- YmOy anropuTMu ofatuii xosiaa (akropiam MyaMMOCHTa aCOCIaHTaHIIUTH
Ba KYIIMMYa Tap3ja MapaMmerp MyaMMOCHHU KUPHTWIMIIN OyHTra TUCKPET
norapudmian MyaaMOCHHU KAPHUTATH.
- Arap uuku TOMOHJaH R mapameTp MabiiyM OyiraH Xojja Xam ajiropuTMm
Y3UHUHT OapAONUTUTHHU KaMuaa (QakTopiialll MyamMMOCH Japakacujaa

yuuiad Typaiu.
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Ymby  mactypman  QoiimanaHumma  OapIONUIMIMKKA  JPUIIUIIIA
KyHuaruiapra axaMusaT OepHIll mapr:

- R mapaMeTpHH 3Tapiy Japaxkaa KaTTa y3yHInKaa Tamtannmy (2°°° >R, R
>2" apTHu Gaxapumm);

- KupyBun mapamerpnapuu 2048-Outnan kam OyiamaraH XoJjja TaHJIAHHIIH
(p160 yuyH R mapaMeTpHH TOMMII UMKOHHUSITH aMajIuil HYKIUTH);

El-Gamal mmudpnam TH3uMuga XaM MUHTa YXman Kyiuaara ag3amiikiap
MaBXKY/I:

- Jluckper norapu¢pmiam MyaMMOCHHUHT KYyIIMMYa MapaMeTp MyaMMOCH
acocujia OPTHPWIMIIM Ba OYHUHI HaTH)KacuJa HMKKU MapTa JUCKPET
norapumian MyaMMOMUHHU BYXY/ITa KEITUPHILL

-  Max¢uit mapametp R aHHMKIaHraHAa XaM TH3UM Y3UHUHT Ky4yHU OyTyHJIail
€KOTMACJIUIH.
by tu3um yuyn xamMm RSA Tuzumura KenITHUpWwIrad maptiap YpUHIUIUP.

YMyMmuii X0J1/1a CHHANTaH Ty0 COHJIapHU aMajuET/a KyJulall HOCUMMETPUK TU3UM
yayH ¢oiganu 6ynud, OyHaa TU3UM OapIONUIUTU TYO COH MIIIOHYININK Japa’kacu

Ba y3yHJIUTUTa OOFJIMK OYIaau.
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3 000 Oyiinua xyJocaaap

Yoy OVnumaa Karra y3yHJIUKAArd TyO COHJIapjaH (oWaanaHraH XoJijaa
MaBXKy/l HOCUMMETPUK THU3UMJIap/a MapaMeTpiu airedpa MyamMMOJapuHHU KYiial
ITOPUTMIIAP SAPATUINO, JACTYpUN BOCUTACH SPATHIIIH.

Karra y3yHnukaaru TyO COHJIApHM XOCWJI KUJUII Oy THU3MMIApAa MyXyUM
axamuatr kacO staau. LyHMHr ydyH fAacTypHUHT OWPHHYM KHCMHJA KarTTa
y3yHJIUKJIArd TyO COHJIapHM XucoOjaml AacTypu sApaTHiau. YOy sSpaTuirad
JACTYPHUHT aMauii 0apAOLUUTUTYA UCOOTIIAHIH.

SApatrnran TyO0 COHNapHU TYOJIMKKA TEKIIMPHUIN AACTYPHUHT HMKKHUHYA
KUCMHJIa amaira omupuind, OyHaa TyOlMKKa TecTiall — ycyJulapujaH
boitnananuan.

Ym0y spatuiraH HWKKA JacTypuii Bocuta acocuaa, RSA Ba El-Gamal
ANTOPUTMIIADUHUHT TapaMeTpiiu anreOpara VYTKa3ull aMald acocHuia SIHTU
OapIoNUTM  HOCUMMETPUK THU3UM UINUIA0 YWUKWIAM Ba YHUHT aHabHABUUI
IaKJijlapura Kaparasja 0apJIouuIura KCOOTIaHIu.

[lapamerpiu anrebpa MyaMMOCH HOCHMMETPUK THU3UMIIApAa KyIIMMYa
KYIIWIraH MypakkaOIuk Typu O0ynub, kymmmua R mapamerp y3yHJIMId OpTHIIU
OwaH spaTUTaH TU3UM OapJIONUIMIU OJaTUM TU3WMra Kaparahjaa opTud Oopaju.
IlyHuHr ydyH SHCH KepuTaaran mapamerp 20 >R, RT >2'° mapram

KaHOATJIaHTUPHUIIIHN Tayrad OTHJIadH.
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XyJoca

MarucTpiauk AucCepTaIUsCH HUIIMHU Oakapuil s>kapa¢Huja KyWHuaard acoCHi

HaTW»XaJiap OJIMHAUN:

1. Hoccnmerpuk kpunrornsumiapaa KalUTIAPHU IeHepalys KWIMILIA
AITOPUTMIIAPHUHT MYpaKKaOJIUK Japakacura OOFIMKJIWTH acOCIaHuO, MyaMMO
Typu Oyiinya MyXuM axaMHsT KacO dTalura, KeHT KYJUIAaHWJIAJAUTaH alropuTMiap

TaJIKHUK DTHILIN.

2. Hoccumerpuk mmdpramnt Ba 371EKTPOH pakaMiId UM30 aJrOpUTMIIApU
TaIKUK OTUIMO, Oup Heda XycycusTiapu Oyiimya TaBcU(PU KEITUPHUIHO,

KaJINTJIApHU XOCWJI KWJINIITIAa TY6 COHJIapra aCOCJIaHTaHJIUTHU U30XJIAHOU.

3. Kpuntorpadux  anroputm  xaBpcuznuruHu  TaBcuaiauran
XyCyCHUSITIap €Tapiu Japaxkaaa Kymn Oynu0, KaluTiIapHU Typiau Xyxymiapra
0apIONUTUTH XYCYCHSTH XaB(MCU3IIUK Tala0JlapuHU IIAKIJIAHUIINTA OU0 Keslau.
Juccepranus uiyaa KaauTiaapHA XaB(CU3JIUTUTa OUJI acOCHi Taynaldjap TaaKuK
STUIIJIN.

4. TaakuK >TUIIN HaTWXKAJIApu IIYHW KYpPCaTAMKH, KAJIWTIAPHU XOCHI
KWJIUIIIA yIapHU OapAOIUTHINTY TyO COHIapra acocIaHTaHJINIY, KaTTa 6apAonum
TyO COHJIApHU TaHJAIIJa YJIapHU TYOJMKKA TEKIIUPHUII TECTUIAH YTKA3HUII Kepak

oymanm.

5. K¥3manran makcamnu amanra OMUPHUIIT yIyH KOTUIEKC TECTIAIl yCyIu
Takiud KuIMHUO, OyHJa TeCTiall yCyJduJiaH UXTHUEPHN MUKAOpAa (PoiigaiaHuIl

MYMKHH OYJaJiu.

6. [TapameTpnu anrebpa MypakKaOJIUTHHU KPUIITOTU3UMIA TaAOUK STHIII
katrTa camapa Oepanu. llly 6ouc Gapaonuii TyO coHnap OuiiaH Oupra nmapameTpiiv

anrebpanan Qoiianann® HOCCUMETPUK KPUNTOTU3UMIIAP YUYH JACTypH SPaTHIIIN.
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HNiaoBa

Hactyp koau

using System;

using System.Collections.Generic;
using System.ComponentModel;

using System.Data;

using System.Drawing;

using System.Linq;

using System.Text;

using System.Windows.Forms;

using System.Security.Cryptography;

namespace GENERATOR_PRIME

{
public partial class Forml : Form
{
public Forml()
{
InitializeComponent();
}

ASCIIEncoding encoding
ASCIIEncoding decoding

new ASCIIEncoding();
new ASCIIEncoding();

RSA_Sign.BigInteger p;

RSA_Sign.BigInteger q;

RSA_Sign.BigInteger n;

RSA_Sign.BigInteger fn;

RSA_Sign.BigInteger param;

RSA_Sign.BigInteger E;

RSA_Sign.BigInteger D;

private bool prime_1(RSA_Sign.BigInteger candidate)

{
if ((candidate & 1) == 9)
{
if (candidate == 2)
{
return true;
}
else
{
return false;
}
}
for (int i = 3; (i * i) <= candidate; i += 2)
{
if ((candidate % i) == @)
{
return false;
}
}
return candidate != 1;
}

private bool testlash(int test_id, RSA_Sign.BigInteger son)

{

RSA_Sign.BigInteger bg = new RSA_Sign.BiglInteger();

if (test_id ==0)

{
return bg.FermatLittleTest(1, son.ToString());

80



}

b
if (test_id == 1)

{
return bg.RabinMillerTest1(1, son.ToString());
b
if (test_id == 2)
{
return bg.SolovayStrassenTest(1l, son.ToString());
}

return false;

private void button2_Click(object sender, EventArgs e)

{

RSA_Sign.BigInteger dann = new RSA_Sign.BigInteger(textBox6.Text, 10);
RSA_Sign.BigInteger gacha = new RSA_Sign.BigInteger(textBox7.Text, 10);
if (comboBox1.Visible)

{
for (RSA_Sign.BigInteger i = dann; i < gacha; i++)
{
if (testlash(comboBox1l.SelectedIndex, i))
{
textBox8.Text += i.ToString() + Environment.NewLine;
¥
}
}
else
{
for (RSA_Sign.BigInteger i = dann; i < gacha; i++)
{
if (prime_1(i))
{
textBox8.Text += i.ToString() + Environment.NewLine;
}
}
}

}

private void buttonl_Click(object sender, EventArgs e)

{

RSA_Sign.BigInteger bg=new RSA_Sign.BigInteger();
string son = textBoxl.Text;
if (checkBox1.Checked)

{
bool natija=bg.FermatLittleTest(10,son);
if (natija)
textBox2.Text = "Tub son";
}
else
{
textBox2.Text = "Murakkab son";
}
}
if (checkBox2.Checked)
{

bool natija = bg.RabinMillerTest1(10, son);
if (natija)

textBox3.Text = "Tub son";

}

else
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{

textBox3.Text = "Murakkab son";
¥
¥
if (checkBox3.Checked)
¢ bool natija = bg.SolovayStrassenTest(10, son);
if (natija)
¢ textBox4.Text = "Tub son";
b
else
{
textBox4.Text = "Murakkab son";
¥
}

}

private void checkBox10_CheckedChanged(object sender, EventArgs e)

{
if (checkBox10.Checked)

{

comboBox1.Visible = true;
¥
else
{

comboBox1.Visible = false;
}

}

private void tabPagel Click(object sender, EventArgs e)

{
}

private void button6_Click(object sender, EventArgs e)

{
}

private void button5_Click(object sender, EventArgs e)

{
Random ran = new Random();
p = RSA_Sign.BigInteger.genPseudoPrime(256, 13, ran);
q = RSA_Sign.BigInteger.genPseudoPrime(256, 13, ran);
E = RSA_Sign.BigInteger.genPseudoPrime(256, 13, ran);
param = RSA_Sign.BigInteger.genPseudoPrime(13, 13, ran);
n=p*aq;
fn=(p - 1) * (q - 1);
D = RSA_Sign.BigInteger.Inverse(E, fn);
textBox18.Text = p.ToString();
textBox17.Text = g.ToString();
textBox16.Text = n.ToString();
textBox15.Text = fn.ToString();
textBox14.Text = E.ToString();
textBox13.Text = D.ToString();
textBox1l.Text = param.ToString();
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private void button3_Click(object sender, EventArgs e)

{
RSA_Sign.BigInteger xesh = new RSA_Sign.BigInteger(textBox5.Text, 10);

textBox9.Text = (xesh.modPowpar(E, n, param)).ToString();

}

private void textBox12_TextChanged(object sender, EventArgs e)

{
if (textBox12.Text.Length != 0)

{
RSA_Sign.BigInteger heshgiymat = new
RSA_Sign.BigInteger(SHA512hash(encoding.GetBytes(textBox12.Text)));
textBox5.Text = heshgiymat.ToString();

¥
b
private static byte[] SHA512hash(byte[] data)
{
SHA512 sha512 = new SHA512CryptoServiceProvider();
return sha512.ComputeHash(data);
¥
private void button4_Click(object sender, EventArgs e)
{
RSA_Sign.BigInteger Dxesh = new RSA_Sign.BigInteger(textBox9.Text, 10);
textBox10.Text = (Dxesh.modPowpar(D, n, param)).ToString();
labelll.Visible = true;
if (textBox5.Text == textBox10.Text)
labelll.Text = "Imzo Xaqiqiy";
else
labelll.Text = "Imzo Xagiqiy emas";
¥
private void button6_Click_1(object sender, EventArgs e)
{
Random ran = new Random();
p = RSA_Sign.BigInteger.genPseudoPrime(256, 13, ran);
g = RSA_Sign.BigInteger.genPseudoPrime(256, 13, ran);
E = RSA_Sign.BigInteger.genPseudoPrime(256, 13, ran);
param = RSA_Sign.BigInteger.genPseudoPrime(13, 13, ran);
n=p*aq;
fn=(p-1) * (q - 1);
D = RSA_Sign.BigInteger.Inverse(E, fn);
textBox26.Text = p.ToString();
textBox25.Text = q.ToString();
textBox24.Text = n.ToString();
textBox23.Text = fn.ToString();
textBox22.Text = E.ToString();
textBox21.Text = D.ToString();
textBox19.Text = param.ToString();
}
private void textBox20_TextChanged(object sender, EventArgs e)
{
}

private void button7_Click(object sender, EventArgs e)

{



RSA_Sign.BigInteger matn = new

RSA_Sign.BigInteger((encoding.GetBytes(textBox20.Text)));
//RSA_Sign.BigInteger xesh = new RSA_Sign.BigInteger(textBox5.Text, 10);

}

textBox27.Text = (matn.modPowpar(E, n, param)).ToString();

private void button8_Click(object sender, EventArgs e)

{

// RSA_Sign.BigInteger matn = new

RSA_Sign.BigInteger((encoding.GetBytes(textBox20.Text)));
RSA_Sign.BigInteger xesh = new RSA_Sign.BigInteger(textBox27.Text, 10);
RSA_Sign.BigInteger desh =new RSA_Sign.BigInteger((xesh.modPowpar(D, n,
param)).ToString(),10);

}

RSA_Sign.
RSA_Sign.
RSA_Sign.
RSA_Sign.
RSA_Sign.
RSA_Sign.
RSA_Sign.
RSA_Sign.
RSA_Sign.
RSA_Sign.
RSA_Sign.
RSA_Sign.
RSA_Sign.

byte[] ss = desh.getBytes();
textBox28.Text = decoding.GetString(ss);

BigInteger
BigInteger
BigInteger
BigInteger
BigInteger
BigInteger
BigInteger
BigInteger
BigInteger
BigInteger
BigInteger
BigInteger
BigInteger

p_elgamal;
a_elgamal;
e el;
d_el;

r_i;

r_j;

k_i;

k_J;

y_i;

y 35
r_i_j;
s_13j;
s_23j;

private void button9_Click(object sender, EventArgs e)

{

Random ran = new Random();

p_elgamal = RSA_Sign.BigInteger.genPseudoPrime(256, 13, ran);
a_elgamal = RSA_Sign.BigInteger.genPseudoPrime(192, 13, ran);
e_el = RSA_Sign.BigInteger.genPseudoPrime(192, 13, ran);

d_el = RSA_Sign.BigInteger.genPseudoPrime(192, 13, ran);
r_i = RSA_Sign.BigInteger.genPseudoPrime(8, 13, ran);
r_j = RSA_Sign.BigInteger.genPseudoPrime(8, 13, ran);
rij=(r_i+ r_j) % p_elgamal;
//MessageBox.Show(r_i_j.ToString());

k_i = RSA_Sign.BigInteger.genPseudoPrime(192, 13, ran);
k_j = RSA_Sign.BigInteger.genPseudoPrime(192, 13, ran);

RSA_Sign.BigInteger rs=new RSA_Sign.BigInteger();
RSA_Sign.BigInteger inver_i = RSA_Sign.BigInteger.Inverse(r_i,

p_elgamal)*a_elgamal;

a_elgamal;

RSA_Sign.BigInteger inver_j = RSA_Sign.BigInteger.Inverse(r_j,

y_i = inver_i.modPowpar(e_el, p_elgamal, r_i);
y_j = inver_j.modPowpar(d_el, p_elgamal, r_j);
textBox29.Text = p_elgamal.ToString();

textBox33.Text =
textBox32.Text =
textBox31l.Text =
textBox30.Text
textBox34.Text

a_elgamal.ToString();
e_el.ToString();
d_el.ToString();
r_i.ToString();
r_j.ToString();

textBox35.Text = r_i_j.ToString();
textBox36.Text = y_i.ToString();
textBox37.Text = y_j.ToString();
textBox41l.Text = k_i.ToString();

p_elgamal) *
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textBox42.Text = k_j.ToString();
¥
public RSA_Sign.BigInteger fff(RSA_Sign.BigInteger bil,RSA_Sign.BigInteger bi2)

{
RSA_Sign.BigInteger result = new RSA_Sign.BigInteger();

int len = (bil.datalLength > bi2.datalLength) ? bil.datalLength : bi2.datalength;

for (int i = 0; i < len; i++)

{
uint sum = (uint)(bil.data[i] ~ bi2.data[i]);
result.data[i] = sum;

}
result.datalength = 70;

while (result.datalLength > 1 && result.data[result.dataLength - 1] == 0)
result.datalLength--;

return result;

}
private void button10_Click(object sender, EventArgs e)

{
RSA_Sign.BigInteger qism = RSA_Sign.BigInteger.Inverse(r_j,

p_elgamal)*a_elgamal;

s_1j = gism.modPowpar(k_j, p_elgamal, r_j);
RSA_Sign.BigInteger R=r_j*(r_i_j-r_j);
ASCIIEncoding encon = new ASCIIEncoding();
RSA_Sign.BigInteger matn = new

RSA_Sign.BigInteger(encon.GetBytes(textBox38.Text));
RSA_Sign.BigInteger qisml = RSA_Sign.BigInteger.Inverse(r_j, p_elgamal) * y ij;

s_1j;

RSA_Sign.BigInteger rr = qisml.modPowpar(k_j, p_elgamal, R);
s_2j = fff(matn, rr);
textBox39.Text = s_27j.ToString();

}

private void buttonll_Click(object sender, EventArgs e)

{
RSA_Sign.BigInteger R = r_i * (r_i_j - r_i);
RSA_Sign.BigInteger qisml = RSA_Sign.BigInteger.Inverse(r_i, p_elgamal) *
RSA_Sign.BigInteger rr = gqisml.modPowpar(e_el, p_elgamal, R);
RSA_Sign.BigInteger matn=fff(s_23j,rr);
byte[] ss = matn.getBytes();
ASCIIEncoding decod = new ASCIIEncoding();
textBox40.Text = decod.GetString(ss);

}

private void tabPage2_Click(object sender, EventArgs e)

{

}
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