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C BBelIeHHEM JJEKTPOHHOM KOMMEpPLUH HPUOPUTETHBIM BOIPOCOM CTaHOBUTCS
obecrieyeHne 0e30macHOCTH. be30macHOCTh SIBIIAETCS KIIOYEBBIM BOIPOCOM MPU BHEAPCHUU
cucTeM U GOpM 3JIEKTPOHHON KOMMEPLUH. BBICTPhI pOCT KOMIIBIOTEPHON KOMMEPIIMH, CACIOK
B MuTepHer W JApyrux ceTsx oOOyCIOBWIM IIOCTAaHOBKY JaHHOTO BOIIpOca B YHUCIE
IPUOPUTETHBIX.

be3onacHoCTh 3JIEKTPOHHOM KOMMEPLHH - COCTOSIHUE 3AIIMILIEHHOCTH XO3SHUCTBYIOIINX
CyOBEKTOB, COBEpLIAIOIIUX KOMMEpPYECKHE OIepallMd Ha pbIHKE C IOMOIIBIO TEXHOJIOTUU
AJIEKTPOHHON KOMMEPLIUH, OT YIrPO3 MaTEPUAIILHBIX IIOTEPb, IOTEPh BPEMEHH UM UHBIX [TOTEPD.

IIpu pemenun Bompoca 0€30HAaCHOCTH B 3JEKTPOHHOM KOMMEPLMM Ha IEpBbIA IUIaH
BBIXOJUT 3ajada oOecredeHuss OE30MacHOCTH B IUIATEKHBIX cuctemax. CdopmupoBaHbl
OCHOBHbIC TpEOOBaHMS K CXEMaM IIPOBEAEHHUS TPAaH3aKUMUH 3JIEKTPOHHOW KOMMEpLUH B
MJIATEKHBIX CUCTEMaX, OOecreuMBaronMe HEOOXOAMMBIM YPOBEHb HX O0€30MacHOCTH. OTH
TpeOOBaHUS CBOAATCSA B OCHOBHOM K CIIEYIOILEMY:

- ayTeHTH(UKANMs YIaCTHUKOB MOKYIKH (MOKYHaTessi, TOPrOBOrO MPEANIPHITUS U €TO0
oOcnyxuBatoniero ©6anka). [lox ayreHTudukanueil nokymnartens (MpoJaBlia) MOHUMAETCS
nporenypa, J0Ka3blBaromas (pakt Toro, 4YTo JaHHBIA BIajeNel] KapThl JEHCTBUTEIBHO SBISIETCS
KJIMEHTOM HEKOTOPOI'0 SMMTEHTa-ydyacTHHMKa (0OCIy)XHBarollero OaHKa-y4acTHUKA) JaHHOU
IUTATE)KHOW CUCTEMBI. AyTEHTU(UKAIMS 00CITyKUBAIOIIEro OaHKa JOKa3biBaeT (akT TOTO, YTO
OaHK ABJSCTCA YYaCTHUKOM JaHHOH MJIATEXHON CUCTEMBI;

- PEKBH3HTHI TUIATEXKHOW KapThl (HOMEp KapThl, cpok ee neictBust, CVC2/CVV2 u 1.11.),
UCMOJb3yeMOH  NpH MPOBEACHUU TPAH3aKUUH 3JIEKTPOHHOW KOMMEpPLMH, JIOJKHBI OBITh
KOH(HICHIIMATBHBIMHE I TOPTOBOTO TPEATIPHUSTHUS;

- HEBO3MOXXHOCTb OTKa3a OT TpPaH3aKUUU JUIsI BCEX YYACTHUKOB TpPaH3aKLUU
AJIEKTPOHHOM KOMMEPILIUMHU TO €CTh HAJIMYUE Y BCEX YYACTHUKOB HEOCIIOPUMOIO JI0Ka3aTeabCTBa
(akTa coBepIIeHHUs MOKYNKH (3aKa3a WIH OIJIaThl);

- FrapaHTUPOBAHME MarasuHy IUIaTeXa 3a AJIEKTPOHHYIO MOKYIKY - HaJU4Khe y TOProBOI0
NPENpUATHS JOKa3aTeIbCTBA TOTO, YTO 3aKa3 ObLI UM BBIIIOJIHEH.

PaccmoTpuMm 0e30macHOCTh B DJIGKTPOHHOH KOMMEPLMM Ha NpPUMEpPE HEKOTOPBIX
IUTATEKHBIX CUCTEM.

IInarexnasa cucrema CyberPlat. OcHoBHOE ee TOCTOMHCTBO - 0€30MacCHOCTh, KakK ¢
(GuHAHCOBOM, Tak M C IOPUIMYECKOM Touku 3peHus. Bo-mepsbix, CyberPlat ocHoBana Ha
IIMPOKO PAacCHpPOCTPAHEHHON TEXHOJOTUU KpunTorpaguueckoil 3amursel UHGOpMalUU C
HOMOIIBI0 IU(PPOBON MOAMUCH. DTa TEXHOJOIHS MO3BOJSET HE TOJBKO IPEIOXPAHUTh
MH(OPMALIMIO OT «JIFOOMTENEH COBAaTh HOC» B «UY)KHME JIea», HO U OJHO3HAYHO OINpEAEIUTh
aBTOpa JII0O0ro COOOIIeHHs, a TaKXKe YyOeAUThCs, UTO CBEJIeHHs He ObLIM M3MEHEHBI BO BpeMs
nepegaun no ceru MurtepHer. Bo-Bropbix, cucrtema CyberPlat ocHoBana Ha KoMILIeKkce
IOPUAMYECKHUX JIOTOBOPOB, ITOJHOCTBIO COOTBETCTBYIOIIMX 3aKOHOJATENIBCTBY. OJTO JIAET
IpoJaBUaM U TOKyHaTelsM TBEPAYI0 YBEPEHHOCTh B TOM, YTO CYIIECTBYET YeTKas U
ONpECIEHHAass 3aKOHOM MpOIeypa PELIEHUS BCEX CIIOPHBIX BOIPOCOB, BO3ZHUKAIOIIMX IPU
pacueTax MeXAy yYaCTHUKaMU CIEIKH.

IInare:xxnas cucrema Paypal. DnexktponHas ruiatexxHas cuctema PayPal sBisercst Ha
JAaHHBIA MOMEHT OJIHOM M3 caMbIX HOMYJSPHBIX U HAJIEKHBIX CPEeIu 3apyOe’KHBIX IIIATEKHbBIX
cucreM. K Hagany 2006 rosa oHa o6cnykMBaeT Mojb3oBaTenel u3 55 cTpaH.

Jlnst mepenaun nHGOPMAIMKH UCTIONB3YIOTCS SSL TPOTOKOJBI ¢ KOAOBBIM KItouoM 128-
bit. Bes nndopmarus moctynaet Ha cepBep, KOTOPBINA 3allUIEH Kak OT (PU3UYecKOoro, Tak U OT



aNeKTpoHHOTrO B3soma. CepBep OcCHamleH OpIHAMAaypaMH M HampsMyl0 HE IMOAKIIOYEH K
Nurtepner.

[Tnarexnas cucrema CyberCash

W3BectHas kommanus, paboTaromiasi Ha pelHKe Oe3onacHbIX MHTepHeT-TU1aTexel, ceifuac
aKTUBHO TpeJUIaraeT BCEM CBOM KJIHMEHTaM pabotry mo mpotokony SET, mponaranaupyst ero
npeumyiectsa. [Ipenmymectsa ucnonszoBanus SET cBoasaTes k crenyromnemy:

- IpOJABLbl 3alMIIEHBl OT MOKYIOK C IIOMOIIbI0 HEABTOPU30BAHHOM IUIATEKHON
KapTOUYKU U OT OTKa3a OT MOKYIIKH;

- 0aHKU 3alIUILIEHbl OT HEABTOPHU30BAHHBIX [TOKYIIOK;

- KIWEHThl HE IMOCTPaJal0T OT IepexBaTa HOMEpa KPEAUTKH U OT TMOKYNKH Y
HECYLIECTBYIOIUX PO/IaBIIOB.

Ilnaresxknas cucrema WebMoney. Cucrema HMHTEpHET pacyeToB, HCMOJb3YHOLIAS
«uu(poBble HAIWYHBIEY». bBeE30mMacHOCTh TapaHTUPYETCS CUCTEMOW Ha OCHOBE YHHKAJIBHBIX
KIfouell mu@poBaHusi, KOTOpbIe IEHCTBUTENIbHBI B TEUEHHH OJHOro ceaHnca. [loatomy mpu
NOCIEAYIOLUX CIENKaX PEKBU3UTHI IPEIBIIYILINX HE SIBISIFOTCS 1€HCTBUTENbHBIMU. [l Kax 101
CHENKHU HCHOJB3YIOTCS YHUKAaJbHbIE PEKBU3UTHI, M IONBITKA HCIOJIb30BaTh HMX BTOPHUYHO
HEMEJUICHHO OTCIIeXKHMBAeTCs M TacuTca. st paboTel B cucteme TpeOyeTcs yCTaHOBHTH
OoecrmatHyto nporpammy WM Keeper. Hampsimyio B3nomats cepBep WebMoney wunu
NepexBaTUTh JIaHHBIE BO Bpemsi TpaH3aknuii HeBo3mMoxkHo. Cam WM Keeper ycroitunB k
MOMbBITKAaM HECAHKLIMOHUPOBAHHOTO Joctyna. Mcmonb3yroTcs: anroputMmbl konupoBaHus RSA,
RC5, MD4, MDS5, SSL. ITons3oBatens WebMoney MOKeT 4yBCTBOBATH Ce0s 3aIIHICHHBIM,
€CJIM TOJILKO OH CaM HE KJIIOHET Ha YJIOBKHM MOIICHHHKA. [ 1aBHBIE TpeOoBaHUsS 0€30MacHOCTH,
KOTOpBIE BaM CJIEIYET BBIIIOJIHSATH!

- XpaHuTh ¢aiin .kwm B Hafie:)KHOM MecTe (3KenaTeaTbHO Ha CMEHHOM HOCHTEJE) ;

- TIOMHUTb MAPOJIb Ha BXOJ M KO JOCTyma K .kwm;

- cobmogaTh OOIEM3BECTHBIE PEKOMEHJALMU: HE OTKPBIBATh MOJ03PUTEIBHBIX
BJIO’KEHUH B MMCbMax, HE CKauMBaTh U HE 3aIlyCKaThb COMHUTEIbHBIE IPOIPAMMBI, I10J1b30BATHCS
AHTUBUPYCaMHU.

Cuctema ycToHYMBa IO OTHOWICHHIO K OOpbIBaM cBs3u. Ecnmm mrobas omepanust B
cUCTeMe He Oblla yCIIeHTHO 3aBeplleHa MO MpUYMHE O0pbIBAa CBSI3U, TO CUCTEMa HE YUHUTHIBACT
JAHHYIO OTEepaIuIo.

Inarexnas cucrema ASSIST. B cucreme ASSIST Ge3zonmacHOCTh MIaTexen
oOecnieunBaeTcs ucnoiap3oBaHueM SSL  mporokona s mnepeiayd  KOH(HUAECHUHATbHON
uHpopmanuu OT kiaueHTa Ha cepBep cucrteMbl ASSIST ans npanpHelmed o0pabOTKH.
HanpHelimmas mnepenadya HWHPOPMALMU OCYIIECTBISIETCS IO 3aKPBITBIM OaHKOBCKHM  CETSIM
BbIcIIeH cTeneHu 3amuThl. OOpaboTKa MOMYyYEHHBIX KOH(UACHUIHUAIBHBIX IAHHBIX KIHEHTa
(pEeKBU3UTHl KapThl, PErHMCTPAL[MOHHBIE JAHHbIE M T.A.) IPOU3BOJUTCS B MPOLIECCUHTOBOM
neHrpe. Takum o0pa3oM, HMKTO, Jake MpOJaBel], He MOXET MOJIY4YUThb IEepCOHAIbHbIE U
0aHKOBCKHE JJaHHBbIE KJIMEHTA, BKJIKOYas MH(OPMAIMIO O €ro MOKYMNKax, CAEIaHHBIX B APYTUX
MarasmHax.

Jly1g moBbIIIeHNs 0€3011aCHOCTH 3aKa30B MHpOpMaIUs 0 OaHKOBCKUX KapTaxX KJIMEHTa He
coxpaHsiercds Ha cepBepe. OOpaboTka KapTOUHBIX JIAHHBIX BeJeTCs Ha 0e30MacHOM
BBICOKOTEXHOJIOTHYHOM CEpBEPE MPOLECCUHIOBOM KoMmaHuu. [[nst 3amuTel mHGOpMaluu OT
HECaHKLIMOHMPOBAHHOIO JJOCTYyIAa Ha JTale Mepefayu oT KINeHTa Ha cepBep cuctemsl ASSIST
ucnonbiyetcst nmpotokon SSL 3.0, cepruduxar cepsepa (128 bit) Beigan komnanueit Thawte -
NPU3HAHHBIM [IEHTPOM BBLAAYHM HU(POBBIX CEPTH(PHUKATOB.

Benenue 5neKTpOHHON KOMMEpPLUH B OTKPBITHIX CETAX TpedyeT 3(PGEeKTUBHBIX U
HaJIeKHBIX MEXaHU3MOB, FapaHTHPYIOLINX 0€30MaCHOCTh BCEX €€ YYaCTHUKOB. DTH MEXaHH3MbI
JOJKHBI 0OecriednBaTh KOHGUACHIMAIBLHOCTh, ayTeHTU(UKAIMIO (TO €CTh BO3MOXKHOCTh JIs
KaX/I0i CTOPOHBI B 3aKJIIOYAEMOI C/EIKE YIOCTOBEPUTHCS B JIMYHOCTH JIPYroil CTOPOHBI) U
rapaHTUIO TOTO, YTO CTOPOHBI BIIOCIEACTBHUM HE CMOTYT OTPHIATh CBOETO Y4acTHs B CHAEJKE.
[TockonbKy NMpU3HAHHbIE MEXAHU3MBbI MOJIEPKKU O€30IMaCHOCTH OCHOBAHBI Ha cepTU(UKALUU



TpeTbeil CTOPOHOM, TioOalbHAs SJCKTPOHHAS KOMMEpHIMS TpeOyeT HaIuuyusl TII00aJIbHBIX
CepTUPHUKALIMIOHHBIX CUCTEM.

OnHako, pacHIMpeHre NCIOIb30BAHUS JICKTPOHHBIX JEHET HEM30€XKHO, M0 TOM MPOCTOii
IPUYHMHE, YTO, HECMOTpPSI HAa HEKOTOPbIE HEAOCTATKHU, OHU 00Jalal0T TaKUMHU HEOCIIOPUMBIMU
pEeUMyIIeCTBaMH, KaK yI0OCTBO, BBICOKas CKOPOCTh COBEPIICHHS (HMHAHCOBBIX OIEpallHid,
IPOCTOTa MCIIOJIb30BaHUs, OOECIEYEeHHE IOJIHOTO KOHTPOJISA 3a IUIaTeKaMH M HUX BbICOKas
0€30MacHOCTb, aHOHUMHOCTb, BO3MOXHOCTb I€pelaul TpeTbuM aunaMm. Kpome Toro, cucrembl
JIEKTPOHHBIX  IUIATEeXKEW TaKKe 3HAUUTENIBHO PACHIMPSIOT BO3MOYKHOCTH  HEOOJbIIUX
OpraHM3aluii, YbM pPacxoJpl Ha ONEpAlUU C HAJUYHBIMHU JIEHbraMH 3HAUYUTEIbHO BBILIE IO
CpaBHEHMIO ¢ LM(POBBIMHU, BKIIIOYAsi UX XPaHEHHE M TPAHCIIOPTUPOBKY. Vcronb3oBaHue cetu
WuTepHeT yxe ceiiyac MO3BOJSET MpojaaBLaM o0ecrednTh ce0e BBIXOA Ha PBIHKH ¢ Ooiee
HU3KMMH M3/I€P’)KKaMU Ha MApKETHUHT U peKyiaMy. DKOHOMUS, KOTOPYIO 00ecrieunBaeT nepexos K
AIIEKTPOHHBIM JIEHbIaM, BBITJISIIUT OYEHb 3aMaHUYMBO JIi OAHKOB, MMOCKOJBKY CeOECTOMMOCTh
JFOOBIX AJIEKTPOHHBIX TPAH3aKLUH B HECKOJIBKO pa3 HUXKE OOBIYHBIX.

Hns PecnyOnuku Y30ekucTaH 3ajada pa3BUTHS DIIEKTPOHHOH KOMMEPIIMH SIBIISETCS
OJHOW W3 MNPUOPUTETHBIX. JlIs yCTOMUMBOrO pa3BUTHS  IIEKTPOHHOW  KOMMEPLHHU
IIPaBUTEIILCTBOM PECITYOJIMKH ObLIa COBEPIICHCTBOBaHA HOPMATUBHO-TIPaBOBasi 0a3a. A UIMEHHO
Obuln  pazpaboTaHbl W BBeneHbl B jedctBHe 3akoHbl P.YV3. «0O0 31eKTpoHHOM
JTIOKyMEHTO0000poTey, «O0 3IIeKTpOHHOH ITUGPOBOH oarmucu», «O0 IEKTPOHHON KOMMEPITUM.
[Tepecmotpen 3akon P.V3. «O6 uHdpopmaruzanum». BHeceHbl U3MEHEHUs U JONOJHEHHUS B
3akonbl P.Y3 «O cranpapruzamumn»y, «O cepTUQUKAUuMU NOPOAYKIUU U yciyr», «O
TeleKOMMYHUKausax», «O0 31eKTpoHHBIX Iuiartexax» oT 16.12.2005 rona, IloctanoBienuem
Kabunera MunuctpoB Nel20 or 12 wmions 2007 1. «O wMepax 1o JalmbHEHIIEMY
COBEpILEHCTBOBAHUIO IIPOBEICHUS IJIATEKeHl MPU OCYLIECTBICHUH 3JIEKTPOHHOM KOMMEPLIUN» U
ap. Taxkke BHECEHbl M3MEHEHMS B «l'paXXIaHCKMM KOIEKC», «YTOJIOBHO-IIPOLIECCYaIbHBII
KozeKke». [IpuHsATHE yKa3aHHBIX 3aKOHOB IO3BOJMT YpPEryJIMpOBaTh BOIPOCHI, CBSI3aHHBIE C
IpoLeAypaMH 3aKI0UYEHUS U PETUCTPALIUU CAEIIOK.
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