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appliance. This redirection requires that a biometric authentication is provided before buffered
content is saved to the PVR. Thus, the recording process is actuated by providing fingerprint data to
the local client which transfers the authentication data to the main server. To simplify our
implementation content is buffered and encrypted on the rebroadcast server and redirected to the
PVR appliance where it is saved directly to the hard disk.

C. Enrollment Toolset

Biometric data for enrollment can be input at the server-side, but it is more practical to
enable enrollment from client-side appliances. There are slight risks that biometric data could be
intercepted during the initial enrollment process, but in order to achieve widespread adoption of this
type of content protection system we consider that ease-of-use should take priority. Thus we
consider that local devices may be regarded as “trusted”. Note that a secure mechanism for sharing
private keys between appliances was described in [1] and requires that a user provide an identical
biometric token at both appliances within a certain timeout period.

Two principle types of biometric data are used — active inputs and passive, or observational
inputs. The active inputs, fingerprint data in our case, are entered from a laptop using a simple
computer application and a fingerprint scanner. A user must provide 3-4 good quality fingerprints
and the system will confirm enrollment. There is also a test function to verify that a user's
fingerprint is correctly recognized by the system after enrollment. A similar application is used for
face enrollment and requires that a standard USB webcam is connected to the laptop. We have
found that HMM based face recognition is most reliable achieving reliable enroliment from a short
video clip if the user simply nods their head slowly from left to right.

D. Observational Authentication

This mode was initially added to the system as an experiment. It provides an interesting
alternative to single-event authentication and represents a new approach to controlling access to
content. When observational authentication mode is activated the system scans a field of view in the
vicinity of the living room viewing area and performs regular face detection on this viewing area.
Detected face regions are compared against enrolled faces and as long as at least one of the people
viewing the content is authorized the system continues to decode the media stream. If no authorized
user is found the system enters a timeout mode and after a few minutes will flash a warning to the
viewers. After a second timeout period it will flash a second warning and content decryption will
cease about a minute later. When faces are detected but none of these correspond to an
authenticated user the system can either cease decoding the media stream, or alternatively can
provide a reduced quality rendering of the content. When an authenticated user returns to the
viewing area, or an authenticated fingerprint is input then normal viewing can be resumed.

IV. Conclusions

Our overall conclusion is that biometric techniques are becoming sufficiently reliable and
mature to warrant further exploration of their use in CE applications. There are still many problems
to be solved but the potential to address fundamental issues such as access control to digital content
is quite compelling.
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NETWORK TRAFFIC CLASSIFICATION AND MANAGEMENT METHODS
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Traffic management is a difficult problem because it fundamentally involves a balance
between conflicting objectives: statistical sharing versus isolation. At one extreme, statistical
sharing of network resources without reservations is desirable to achieve a high efficiency. But
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since demand can exhaust resources, it is difficult (if not impossible) to guarantee QoS without
reservations. At the other extreme, it is well known that QoS can be guaranteed by reserving
resources for each traffic flow. Reservations isolate resources for each traffic flow so that flows do
not have to compete for resources.

Another general principle is that traffic controls can be exercised simultaneously at various
levels. At the node level, routers and switches are responsible for packet scheduling and selective
packet discarding. Ingress nodes can perform access policing. Nodes may be capable of explicit
congestion notification. At the network level, the network makes admission control decisions to
accept or block new packet flows. At the higher level, transport or application layer protocols can
be adaptive to the congestion level in the network[1].

Traffic control methods can be classified as preventive or reactive. Reactive methods are
activated to ameliorate congestion after it is detected. For example, TCP reacts to congestion by
reducing TCP source rates. A general principle is that prevention of congestion is preferred to
reacting to congestion. If congestion occurs, packets will be lost, and it takes time to clear the
queues in congested nodes. Preventive methods such as explicit congestion notification are
preferred because congestion and packet loss may be avoided.

In practice, networks generally depend on a variety of traffic controls employed at different
points in the networks. The main preventive traffic control is admission control. Admission control
gives the network an opportunity to make a decision whether to accept or reject a new traffic flow
before the flow begins. Admission control can be quite effective in protecting the network from
congestion by blocking new traffic flows at the network ingress. Typically, admission control relies
on a signaling protocol that allows applications to explicitly request a QoS or service class.
Information about the new traffic flow (e.g., peak rate, average rate, burstiness) must be provided to
the network at the same time so that sufficient resources can be allocated. A signaling protocol is
not absolutely necessary if the required QoS can be inferred implicitly from knowledge about the
traffic. For example, the telephone network uses admission control. Since every telephone call
requires the same QoS, the required QoS does not have to be signaled explicitly[4].

Access or ingress policing is another preventive traffic control that typically accompanies
admission control. Since admission control decisions are based on information about the accepted
new traffic, it is important that source traffic conforms to the given parameters because excessive
traffic could degrade network performance to the point of violating QoS guarantees. The most
widely used algorithm for access policing is the leaky bucket. The leaky bucket algorithm is simple
to implement with counters, and allows adjustable tolerance for bursty traffic sources. For
conforming traffic, the access policing should be invisible and make no difference. For excess
traffic, three actions are possible: the excess traffic is admitted; admitted but marked with lower
priority; or discarded immediately.

Packet scheduling is an essential traffic control because it recognizes that packets have
different forwarding requirements. Packet scheduling should recognize different service priorities
and give preferential treatment to packets with more stringent delay requirements. Buffer
management is a complementary problem to packet scheduling. Whereas packet scheduling deals
with the order of packets to depart from a buffer, buffer management dictates how incoming packets
should fill up limited buffer space.

Buffer management should recognize different loss priorities and selectively discard packets
of lower loss priority. In a way, loss priorities may be viewed as priorities related to space, while
service priorities are related to time. In addition to simple loss priorities, packets may be discarded
in coordination with higher layer protocols. For example, random early detection (RED) is a
random packet discarding strategy that takes advantage of the congestion control algorithm in TCP
to improve network throughput and stability.

Instead of simply discarding packets during congestion, it is better to avoid congestion
entirely if possible. Congestion might be avoided by inferring the state of congestion in the network
by watching for long packet delays and packet losses. This does not require the network to provide
any congestion information. However, the most effective way to avoid congestion is explicit
congestion notification by the network. Traffic sources are given enough advance warning to slow
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down and prevent congestion. This so-called closed loop control works only for some adaptable
applications that can adjust their transmission rate dynamically.

Admission Control. Admission control is one of the most effective means of congestion
control. The objective is to prevent congestion by blocking new packet flows before the flow
begins. If a new flow is accepted, the network is explicitly or implicitly agreeing to provide the
required QoS for the duration of the flow. This agreement is explicit if the admission control is
carried out with a signaling protocol[1].

Many approaches to admission control can be found in the literature. As shown in Figure 1,
Figure 2 and Figure 3, approaches can be classified according to where the acceptance decision is
made: hop-by-hop, endpoint or edge router, or centralized bandwidth broker (BB). Hop-by-hop
admission control follows the traditional approach of telecommunications networks. A signaling
message requesting resources attempts to find a path through the network. Each router or switch
along the path has an opportunity to accept and forward the request, or reject and block the request.
Although this is a natural approach, the complexity required for routers limits the scalability to large
networks.
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Figure 1. Hop-by-hop admission.
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Figure 2. Endpoint admission.
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Figure 3. Centralized bandwidth broker.

The second approach leaves the admission decision to the source endpoint (host) or an edge
(ingress or egress) router. The decision can be based on data collected passively (without any extra
effort) or actively by special probe packets. This approach simplifies the role of the core network,
resulting in better scalability.

The third approach is also aimed at better scalability. Admission into each network domain is
controlled by a centralized bandwidth broker. The available resources of the domain are monitored
by the bandwidth broker, which makes all admission decisions and keeps track of accepted traffic
flows[6]. The bandwidth broker concept has two potential advantages. It keeps the core network
stateless for scalability. Also, it can make network-wide optimal resource allocation decisions.

In order to make an acceptance or rejection decision, the network must estimate the amount of
bandwidth and buffer resources needed for a new traffic flow. The required resources are compared
with the available resources. The network also estimates the hypothetical impact of the new traffic
flow on the current network performance. There must be assurance that the new flow will not cause
the QoS for current traffic flows to fall below acceptable levels.

Approaches for admission control can be alternatively classified by how the decision is made:
deterministic, stochastic, or measurement-based. Deterministic approaches use worst-case bounds.
In contrast, stochastic approaches assume statistical characteristics of the traffic for more accurate
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estimation of required resources. However, the accuracy of stochastic approaches depends heavily
on the choice of traffic models. Traffic modeling is a difficult problem due to the dynamic nature of
network traffic. Measurement-based approaches attempt to avoid the modeling problem by using
measurements of the actual traffic instead of assumed traffic models.

Access control. Access control or policing refers to regulation of ingress traffic at the user-
network interface. There are reasons for regulating traffic at the network edge and not internally
within the network. At the network boundary, excessive traffic can be blocked before consuming
any network resources. Moreover, it is natural to verify conformance of the traffic as close to the
source as possible before the traffic shape is effected by other packet flows. Finally, individual
packet flows at the network edge are slower than multiplexed flows in the core network][3].

Traffic contracts. When an admission control decision is made, that decision is based on
traffic descriptors and QoS parameters provided by traffic sources. If the network admits a packet
flow, it might be said that the user and network have agreed upon a traffic contract. Unlike SLAs,
traffic contracts are a misnomer because they are not legal agreements. A traffic contract is an
implicit understanding between the network and sources that both sides are cooperating in
admission control. Sources are obligated to conform to the traffic descriptors that they provided for
the admission decision. Excessive traffic will consume more network resources and deteriorate the
QoS seen by all users. In accepting a new flow, the network is obligated to provide and sustain the
requested QoS.

Traffic classification. Packets must be classified to determine their QoS requirements. In the
IntServ framework, reservations are made for individual flows. Packets belonging to the same flow
can be identified by these IP header fields: source IP address, destination IP address, source port
number, destination port number, and protocol.

Packet classification is difficult due to at least two reasons. First, routers must process
terabytes of packets per second. Thus, packet classification must be done very quickly and
efficiently. Second, there may be an enormous number of flows going through a router.
Classification of a packet to a particular flow essentially involves a table search, but the table could
be enormous. Packet classification is an ongoing research problem that is central to router design.

In the Diffserv framework, packets must be classified at the ingress to the Diffserv network
such that an appropriate Diffserv codepoint (DSCP) can be assigned. The DSCP is encoded in the
first six bits of the Type of Service (ToS) field in the IPv4 packet header. The DSCP identifies the
per hop behavior (PHB) to be applied to the packet.

Traffic regulation. The rate of traffic entering the network can be regulated as a means of
enforcing the traffic contract. Since admission control decisions are based on traffic parameters
given for a packet flow, it is important that flows do not exceed their stated parameters because
excessive traffic would deteriorate the network performance seen by all users[4].

The goal of traffic regulation is to differentiate between conforming and non-conforming
packets (according to the traffic contract). Conforming packets should be allowed immediate
entrance into the network as if the traffic policer was transparent. Non-conforming packets may be
discarded immediately or allowed entrance with some kind of packet marking. The former is
preferred if the network load is heavy, then it would be better to discard the non-conforming
packets to avoid any wasted use of network resources. The idea behind packet marking is that the
purpose of the network is to carry packets. If the network load is light, it does no harm to carry non-
conforming traffic. If congestion is encountered anywhere, the marked packets can be discarded
first.

In the Diffserv framework, packets may also be classified into flows which are subject to
policing and marking according to a traffic conditioning agreement (TCA). The TCA includes
traffic characteristics (such as token bucket parameters) and performance metrics (delay,
throughput) as actions required for dropping out of profile packets. Out of profile packets are non-
conforming packets, and either dropped or marked with a lower priority level.

Traffic shaping. Traffic shaping can be done at the source prior to entrance into the network
or within the network. Traffic shaping at the source is a means of self regulation in order to ensure
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conformance to the traffic contract. Conformance is desirable to minimize the amount of traffic
discarded at the network ingress.

Traffic shaping within the network is not concerned with a traffic contract. The idea is that
smooth traffic will cause smaller queues and hence incur shorter queueing delays and less delay
jitter. Since traffic shaping is done by buffering, some queueing delay is added by the traffic shaper,
but then smooth traffic should flow more quickly along the rest of the path. Overall, network
performance is improved by keep traffic smooth.

Traffic shaping refers to the practice of providing different treatments to different classes of
traffic. Each individual packet that arrives is examined and classified (mostly based on DPI).
According to the priority of each class of traffic, packets are put into queues and then transmitted.
This allows an ISP to give priority to certain classes of traffic, leaving whatever bandwidth is left
over for others[4].

NGN APXUTEKTYPACHUIA JACTYPJIMU KOMMYTATOP - SOFTSWITCH BA
MAPHIPYTU3ATOPJIIAP UMKOHUATJ/JIAPHU

b.C.Ha3apos, “V3pekrenexom” AK Kamkanapé dunuanu bemkeHT TenekoMMyHUKAITHS
6ornamacu myxanaucu, TATY Kapmu ¢umnanm kaTTa YKUTYBUKCH,
C.A. Hopkoounos, TATY Kapmm ¢unuanu accucrentu
M.M.Keaauépos, TATY Kapim ¢rmanu tanabacu

NGN (Next generation Network) KeHHHrHM aBlIOJ ajloOKa TapMOFM spaTwiagu. byHnoa HYTK,
BHUJICO0, ayno, Tpadrka Ba X0Ka30 y3aTHII MyMKHH. AXOOpoT makemmm makiga y3armiaad. NGN

ApXUTCKTYPACHUHUHI aCOCHH DJIEMEHTJIApU acOCHiicM JacTypiu Kommyrtarop - Softswitch
XUCOOIaHa TN,
Softswitch — w4yakupyBmapHH Ha30paT KWIHIN, CHTHAIM3AIMs, MPOTOKOJUIAPHUHT Y3apo

WIIANINHA, KOHBEPTeHT TapMOK MYMJIa XU3MaTIap SPAaTWIUIIMHA aMalra OIIMpaural CTaHAapT
JTACTypud MOIYJUIApHUHT y3apo wunuiam Moxyaumaup. International Packet Communication
Consortion (IPCC, omnnunru International Softswitch Consortiun) Softswitch TexHOmOTHsSICHHUHT
TYpTTa: aJlOKa areHTH, CUTHAIM3AlMs IUIIO3H, WIIOBAJAp CEpPBEPU Ba OXHUPTH YCKyHAJIAPHU
OOIIKAPHII TastHY KOMIIOHEHTHHHU UIILIA0 YUKIH.

Anoka arentu (Session agent). CurHanuzanus nuitosu (Singnaling gateway) amanjgaru 7-coH
YKC Y®Td TapMOFMHUHI aMaijard CUrHajdu3aluscu OuiaH MHTerpauuscu ydyH Ba Softswitch
Hern3ugaru tapmokaa Muatemrekryan Tapmok (IN) MMKOHUSTIApUHU KyBBaTJIalll yU9yH KypHIIMa
XHCOOIaHa M.

Nnosanap cepsepu (Application servers) Softswitch Texnonorusicura IP Texnonoruscu Heruzu-
Jard yHU(UKaIUsUIaHTaH MOYTaHu, KoOH(epeHuusiiapau TabMuHIam Ba [P centrex xu3MaTiapuHu
Kypcatu0, aipuM Kyn KUppaTukHU Kymiaau. Ymoy cepBepiap SIP mporokonu €ku 6omika mpoTo-
kosap épaamuza Softswitch yakupyBimapHu Ha30paT KUIJIUII AJIEMEHTIapy OMJIaH Y3apo UIIIaiIu.

V3apo xmcob6-kutobHn Gomkapum cepsepn  (Back-end servers) XmcoGIapHH FOPHTHIL,
aBTOpH3alMAIANl Ba COJIMK COJHUIN, OWJUIMHTHU KyBBaTjaml Ba Iy KaOW (YHKUMSIApHH aMaira
omupagi. ACOCHil MMKOHUSTIAP YaKUPYBJIApPHHU JAETalu3amus KWIuIl, y3apo xucoOmap Ba [P-
TeneOHUSIHUHT WiIoBanapuHu Web-Opay3epuian OOIIKApHIl MapKa3WHUHT TpoBaijepu Kabu
TaITKWI STYBYMJIAPHUHT Y3 Bazudanapu Oyitnda Kapama-Kapii GyHKIusIcH XxucoOaanaau. Yiap IP
TapMoOKiIapaa «crank bank» xabu mabiaym OynraH BaKTMHYanuK Oy3wiran xonariapaa YOTd
TapMOFHUTA YaKUPYBIap KaiTa ajapeciiaHa/Iu.

Y16y KOMIIOHEHTIap TAPMOKJIAPHUHT HKCKIIO3UB HIITaHMa Xucobmnanran Y®T¢ maxcymnotiap
KaHAJUIApUHU KOMMYTAllMsl KWIMII Y4yH HEru3 CaHaJNTaHgurugaH Qapkid paBHILga OYHK
CTaHJapTJiap OWJIaH 3aMOHABHM JAacTypUil TAbMHHOTTA ACOCIAHTaH YaKUPYBJIAP YUYyH KOMMYTAIHUs
Ba HA30paT KWIMII Ty3WJMacura OWpiamTHpwiraH. YCKyHa eTka3uo OepyBumiiap Softswitch
TY3WJIMaCHHUA YHUHT TapKuOHWra TypJid KOMIIOHEHTIAPHH, SXTHEXKIAP Ba KOHCTPYKIUATA OOFIHK
XO0J/a, KUPUTWIUIIMHUA  Y3rapTUPUIIM MYMKHUH. VIMKOHMSTIApHM  KEHTaWTHpUII  Y4YyH
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