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HH®OPMALIMOHHBII TEPPOPU3M: ®EHOMEHOJIOT U3l SIBJIEHUSI
ATtamkanosa A.C (TACH)

Ymby makonana axbopotT Teppopm3Mu (eHoMeH Ba sury WK TUMOUH-CUECH I
Xomuca cuaTuaa TalkuH STUIAIH. Ax60poT TeppopH3MHUHT KOMINIEKCIIN TaXJIMiIH

SaMOHABMH NABNATHUHT axGopoT XaBdhcu3nuru MyaMMOIapi KOHTEKCTHIA TaKimud
STHIAMIN.

ok ok

B nannoii cratse aHanu3upyeTcs HH(BOPMaLUOHHbIH TePpOpuU3M Kak (heHoMeH
M KaK HOBOE COLMANBHO-MONMTHYECKOE SBIIEHHe. IIpennaraercs xommmexcusiit
aHanu3 HHQOPMAIIMOHHOrO TEPpoOpu3Ma B KOHTEKCTE Mpobiem MH(OPMaLHOHHOM

0e30M1acCHOCTH COBpeMeH OO rOCyAapcTaa.
L

This article analyzes information terrorism as a phenomenon and as g new
socio-political phenomenon. A comprehensive analysis of information terrorism in
the context of information security problems of a modern state.

Tasina cy3 Ba ubopaaap: ax6opor TEPpOpU3MHU, axOopor 3ypaBoHIHrH,
OopiHKHH [aKJIaHTUPHII CaHbATH.

Kawuessie caopa: HHOOPMALHOHHDIf TeppopusM,  HHpOpMaLUOHHOE
HACHIIHE, HCKYCCTBO OPMHPOBATH PeabHOCTD.

Key words: information terrorism, information violence, the art of forming
reality

Ceroznss  npoGnema HHQOPMaLHOHHOrO Teppopu3Ma  HauyMHaeT
IPHBICKATL BCe OCOJbINe BHUMAHMS B COBPCMCHHOH unocodekoit Hayke. Do
CBA3AHO, B MEPBYIO oOYepenb, C NOCTOSHHO YCKODSIOIIMMCS  TeXHUYECKHM
HpOTpeccoM, Hapactalomed HH(opMaTusammeit obuiecTBa U nepexomom MHUPOBOH
UHBHIIH3aIMA B HHOOPMALHOHHYFO anoxy. CoBpeMeHHOe 0BIIECTEO HeMBICTHMO Oe3
KOMMYHHKAIMH, BCS KU3HE CPEeAHero YenoBeKka MIOTHO “3aBs3aHa” Ha HHOOPMaLIIH.
Hapymenue paGots HH(DOPMALHOHHBIX CHCTEM HeH36exKHO BJICYET 32 c000M moTepro
HYBCTBA PeANBHOCTH, XaoC, Kak OBINECTBEeHHBIE, Tak u SKOHOMHYECKHMH YMagox.
PacematpuBas pons maccosmix KOMMYHUKAUMH M MX BIMSHME HA NOMUTHYECKHE
npoueccsl,  duIocodsr, TIOJMTONOTH, ~ COLMOJIOTM  OTMEYaloT, 4uTo B
HOCTHHAYCTPHATBHOM OfLUeCTBe BRacTs 3HaHUH u MHQOPMAaLMH  CTAHOBHTCH
PEIIAIOLIEH B YIIPaBNeH!H O6MECTBOM, OTTeCHSS Ha BTOPOM MNJaH BAMSHUE JEHer u
FOCYZIapCTBEHHOe  mpuHYX)eHue. [Ipauem HCTIOCPCACTBEHHBIMU HOCHTENSIMH |,
0COOEHHO, pacnpocTpaHuTesIMK 3HAHHA M Jpyroil  coumamso 3HAYUMOT
ar(opMannu SABISIIOTCS cpezcTBa MacCoBOi KOMMYHHKAIHH.

AKTYaJIBHOCTh TeMBl B TOM, 4TO Onmxaifmee Gymymee XapaxkTepusyercs
HACYKIOHHO  BO3pacTaiollieii  ponsio HHQOPMALIMOHHEIX  KOMIIOHEHTOB. Kaxk
HHIYCTPAA, 00eCeUHBAIOIIAS CYLIECTRBOBAHHE LUMBHTH3ALMH, TaK H BCA CHCTeMa
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obmecTBeHHOH Ge3omacHoCTH, OyoyT HAXOIMTBCA B TPAMON 3aBHCHMOCTH OT
HH(QOPMALOHHBIX CHCTEM.

Mudopmanns - sto pecype, u [I0/IpasyMeBaeT yKe He aTaKy Ha paspylieHue, a
TOHKOE HCIIOb30BaHHEe MHOOPMALIMOHHEIX MOTOKOB ¢ LEJIBIO HanpaBUTb pa3sBUTHE
COOBITHH B HYIKHOM Ul cebs Hanpas/ieHuH. B y3kom cmeicne cremyer pas3nu4ars
HaCHIMe HH(DOPMALMOHHOA 5pbl U “HH(DOPMALHOHHBIH" TeppopusM. Teppopusm
HHQOPMAHOHHOHN 3pEI HCTIONB3yeT MHPOPMALMOHHYIO TEXHOIOTHIO Kak CpelcTBO
Alld yCIEIIHOIO JOCTMIKEHHS CBOUX IIeJiei. Hanporus, “urdopmanuonnsrii”
TCPPOPH3M  paccMaTprBaeT MHOPMALMIO, KaK OTHENbHBIE  OGBEKT HITH
TOTCHIHATBHOE OpPY’KHe M KaK BBITOJHYIO MUIIEHB. TeXHOTOrHH HH(pOPMaMOHHOM
3psl  obecrieynnu TCOPETHYECKYIO  BOSMOKHOCTB  [IPAMOTO  MaHMITyIHPOBAHHSA
nHpopmanmeii. “Hckycerso dopmupoBaTs peansHOCTH” - 3TO YXKe peanbHoe
HATpaBIICHNE NEATEIbHOCTH MHOTHX CIIENCTYXO U TEPPOPUCTHYECKUX OpraHU3aliyii.
Hannas npo6rnema npencrasiser coBoit CITOXKHEHIIYIO MHOTOMEPHYIO MaTpuIy, B
KOTOPOH He IpOCTO 3aTPOHYTBI, a MECTKO BIUIETCHI Bee CTOPOHBI KH3HU
FoCynapcTBa ¥ OOIIECTBA OT 3KONOTMHM M nemorpaduy 0 MMpPOBBIX BOMH M
MCHTATTBHOI'O 3/I0POBbs HAMH. YiKe ceivac UMEIOTCS Boe Cpe/CTBa, NO3BOJSIONINE
AKTHBHO 37OYNOTPeOJsTh MHpOPMauueld, H TaKk KAk OHA SBISETCS MOIIHEIM
MHCTPYMEHTOM, TO M TOCYNApCcTBO, M TIPAaXTAHCKOE HACEICHMe JOIDKHBL  ObIThH
HAanexKHo samuensl. K Bo3geiicTsrio HHGOPMAIMOHHBIX TEXHOTOMHI YA3BUMEI BCe,
TMOSTOMY NpPaBHTENBCTBO NOIDKHO CBOEBPEMEHHO TNPUHUMATB aieKBATHLIE MepBI:
Pa3pabaThiBaTh CpeACTBA MPOTHBOAEHCTRIS HH(OPManHOHHOMY TEPPOPU3MY U
pecIeioBaTh B CyneOHOM MNOpsiAKe TeX, KTO pa3spabaTeIBaeT HH(OpMalMOHHOe
opyxue. COOTBeTCTBYIOIIHE pPeIICHHS AOMKHEI pas3pabarsiBaThCs Ha OCHOBAHWU
TIMATENEHOrO aHAM3a BCEX JETANeH U C yHeTOM MOPAaBHBIX B 3THYECKHX PHUCKOB.

Has 6osnee mpoctoit cucremsi, KaKkoH, K IpHUMepy, sBIsieTcs Kakoe- JHGO
POM3BOACTEO ¢ HeOONBLIMM KOJNMYECTBOM paGOTHHKOB, 3THM UH(QOPMALHOHHBIM
BO3JCHCTBHEM OKa3bIBAIOTCS [PHKA3HI U PacriOpsUKEHHST PYKOBOIUTENS, NOBOASIIErO
COOTBETCTBYIOLIYI0 HH(OPMALMIO [0 KaKIAOro NOJYHHEHHOro. B cyvasx
YNPABICHHS KPYIHBIMH COUMATBHBIMH CHCTEMAMH, KAKUMH SBISHOTCS obuiecTso,
HApOJ, HAHS, “eJOBEYECTBO B LEJIOM, JOBECTH 0 KaXIOM eIMHHIEI YIpaBIIeHHS
HEOOXOAUMYIO KOMaHIY HEBOMOKHO M TaKoe BO3AEHCTBHE OCYINECTBISETCS C
TOMOLUBIO  OOLIEr0, MAaccoBOro HMH(YOPMALMOHHOTO BO3IEHCTEHS: C [OMOLIBIO
HICONOTHH, PETUTHO3HEIX JOKTPHH, NMOJHTHYECKUX, SKOHOMHUECKHX 1 COLMANTbHBIX
Teopui. HMeHHO cHeTema wuzeil, B3MIANOB H NPEICTaBIEHUH M Ompegesnser
MOBE/CHHE MHAHBHAOB B COLMAILHON CHCTEMe M BHICTDaUBAeT B KOHEYHOM HTOLe
MpEANONaraeMblii M OXKHIAEMBIH BEKTOP JBIDKCHHS CHCTEMEI - PasBHUTHSA HITH
paspywienus. Ilpin 5ToM HEOGXOZMMO OTMETHTH, YTO eciH YTIpaBIeHYeCKoe
HHQOPMALIMOHHOE BO3/EiCTRHE COOTBETCTBYET (yHAAMEHTATbHBIM MNPHHLHAIAM
CCTECTBCHHBIX W OOINECTBCHHBIX HAyK, OOBEKTHBHO OnpeJenser IPHOPHTETEHI,
CIOCOOCTBYET YKPENUICHHIO M PasBHTHIO 3TOM COLHANIGHOH CHCTEMBI, TO H cama
cucreMa paboraer 6e3 c6oes -<yKpervisercs 9KOHOMHKA, pa3sBHBaeTCs COLHAIbHANA
chepa, pacrer Gnaronomyune.  CymHOCTEIO BO3pacTarouiell  omacHocTH
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UHQOPMAIIMOHHOTO TEpPpPOpH3MZ S=mweTcs UeJEeHaNpaBlIeHHOe BO3jeiicTBHE Ha
ODIIECTBO U TNOCTENEHHOE, HE3aMeT=OS WCKAKCHHE TOHATHH, Uenei, KpHTEpHEB
OLEHKH 3PHEKTUBHOCTH, 3aMEHE HEOODMEINOHHBIX ATTOPUTMOB, 00eCeYHBAOLINX
YCHELTHO®, YCTONUMBOE QYHKIHOERPOSa=#e CHCTEME]L. JT0 B KOHEYHOM WTOre BeaeT
€¢ Ha MNyTh camopaspymiesms. Mommoe TrocyJaapcTBO, KOTOpOE paHblie
BBIACP)KMBAJIO  DEBOMIOLMH, BOE=Sl  CIpaliHbIe  COLUANbHbIE  [OTPACEHMS,
OKa3pIBACTCA  0e33ALUMTHBIM [SPEl  JWHOM  HOBBIX  YIpO3, MOPOXKIEHHBIX
HHGOPMALMOHHOM 3pOif, ¢ ee Gecmpemeze=THLIM KOJHYECTBOM M COMHHTEIBHBIM
Ka4yeCTBOM MH(pOpMaIUH.

Ilensto naHHON paGoTsl sEissTCs EOMIISKCHBIN aHAIM3 HOBOTO COMMAIBHO-
NOJMTAYECKOrO ABICHHS - HHOOPMANRO=HOT0 TePPOPH3Ma, - B KOHTEKCTe Npobiiem
uHpopmaLronHol Ge3omacHocTs cospemeszoro rocymapersa. OTCIOAa BBITEKAIOT
CIIeAYIOIIME 3a/laud pabOThI:

* BBIICNUTH HHPOPMALHOHHEL TEPDOPH3M KaK CAMOCTOSTENbHOE SBICHHE,
OINPEICIIMTE €TI0 NPHPOIY ¥ CHeHHHKY;

*  BBIABUTH HauboJlee ocTpsie npofaeMsl, CBA3aHHBIE ¢ HHOOPMAIHOHHBIM
TEPPOPHIMOM;

* TIOKa3aTh METO/BI H TEXHOJOTHH, IPHMEHIEMbIE TEPPOPUCTAMU

* TIPOCHEJNTH OBLIEMHPOBEIE TERACHIMH B COOTBETCTBYIOIEM OIS,

* PacCMOTPETh, KaK HEMOCPEACTBEHHEIE, TAK H CKPBITHIE YIPO3bI
uHpOpMaLMOHHOM Ge30nacHocTH THYHOCTH U TOCYAapCTRA.

Tema nHpOpMaLMOHHOrO TeppopH3Ma MOKa OYEHb HOBA, MOITOMY, B HAYYHOl
IUTEpaType ef yHeNeHO CpaBHMTEIBHO Mai0 BHUMAHHS. MHOro roopurcs 06
HHQOPMAIIOHHEIX TEXHONOIHAX H MERIVHAPOAHOM TEPPOPU3ME, HO BAKHOCTH
COBMECTHOTO WX HCCJIEJOBAHHS B HACTOSIIee BPeMs He B MONHON Mepe OCO3HaHa
HayqHOM OOIIECTBEHHOCTBIO. BO3MOXHO, 3TO CBS3aHO CO  CIIOXKHOCTBIO W
YCKOPAIOWIEHCsS JHHAMHKOH KaX10H 5 OTAENBHOCTH TEMBI, a TaKke C SpKOIf
NOJUTUYECKOH OKPaCKOH COBpeMeHHOTo Teppopu3ma. Tak WM MHave, MaciuTaOHBIX
pabor no 3aTpoHyToH npoGneme Her. HeMHOroducieHHBIE CTaThM MPENCTABIEHBI
JMU3OAMMECKUMH ITyONMKALMAMH, TOCBAIICHHBIE, KaK [PABUJIO, KOHKPETHBIM
OPOSIBICHUSM  MH(QOPMALMOHHOTO  TEPPOPH3MAa MM  OTAENBHBIM  BOHPOCAM
OesonacuocTd. Hambonbumii Teopetaseckuii Marepuan, K HAacTOSLIEMY MOMEHTY,
HapaboTan aMmepukaHckoi POH/I- kopriopauueii u ee cotpynuukamu. [Ipu3HaHHEIMH
@BTOPUTETaMH B paccMarpuBaeMoii odiactu sBsitoTes koH Apkynmna u JIpBuI
Pougenssir (Arquilla J., Ronfeldt D). Cpean poccuiickux CrelManucToB ClIeayeT
ormetute JLI'. Usamosa. K coxanenuro, ceifyac 3TO enBa M HE eOWHCTBEHHBIN
KpYNHBIA  OOLIECTBEHHBIH JNeATeNb, TPAKTYIOUMH MOHATHE TOCYAapCTBEHHOM
0€30MacHOCTH B KOMIUIEKCHOM, “MaTpadHoM” Kioue HHGOpMAaLHORHOM snoxu. Ha
BHIICHHE NTPOOJIEMBbI 3TUMH CIELHAIHCTAMH, 4 TAKKe Ha MHEHHA HEKOTOPBIX IPYTHX,
B TOM YHCJIe W OTEYECTBEHHLIX HCC/enoBaTeled, Mbl OylneM ONMHpaThes B CBOEM
HCCIICAOBAHUH.

Ans BBIBONOB MO MNpPEANPHHATOMY B paboTe aHalu3y HHOOPMAIHOHHON
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OesomacHocTH citenyer BhIgeIHTH TPH IJIABHBIX BEKTOpA CTPATerud pasBUTHA
Konuenuun nanmonansmoi MHQOPMALHOHHOM Ge3onackocTH:

Bo-nepgpix, CO3JaHue CHELMATBEHBIX CTPYKTYp, 3aHUMAOLLUXCH
HCCIIe0BaHIEM CPeacTs MHPOPMALMOHHOTO BO3JEHCTBUS,

Bo-Bropsix, npusneyenue CIHCLHATUCTOB O  H3YYEHMIO  TeXHOJIOIMUii
MH(pOPMALIHOHHOTO HaCUIHs.,

B-Tpethux, dbopmuposanue CHCLHANLHBIX . CIDYKTYD M Ipouemyp s
BBUABICHUSl  NPU3HAKOB  BPaIeGHOIO UCTIONIb30BAHUS  MH(OPMALMOHHBIX
TEXHOJIOrHH.

Ot s¢pdextusroCTH HesTenbHOCT 3THX CIPYKTYP M MCIIOJIb3YEeMbIX 3aIUTHBIX
NPOLEAYP  3aBHUCUT HH(OPMALHOHHO-KOMMY HUKALIHOH HAs OesonmacHocTs  u
HOpMabHOE QYHKIMOHMPOBAHHE BCEX COLUAIBHEIX cyOBekTOB, B KauecTse KOTOPBIX
BBICTYNAIOT TpaXXhaHe, OpraHbl BJACTH U FOCYlapCTBEHHOTO  yNpaBleHHs,
OOILECTBEHHO-OMUTHYeCKIE U S9KOHOMHYECKHE Opra”u3aiuy.

Taroke cregyer ormeruts, yro MCIIONIB3OBAHUE MAHHIYTATHBHBIX IIPHEMOB,
BRIOYas KOMILIEKCHOE W MacCHPOBAHHOE HX NIPUMCHEHUE, UMEeT 3HAYUTEIbHO
MeHbUHMH 3(dekT B dYAHTOPHH BbICOKOOOPa3oBaHHOM, ¢ ycroifumpoi CHCTEMOI]
ODOCHOBAaHHEIX  B3MNIAMOB, a Tagxe SHAIOWEH  TeXHMKY  MaHHIYISATHBHOIO
BO3JICHCTBUSA M 06magaolei HEKOTOPBIM OMNBITOM Lie/IeHANPABICHHON COLUATEHO-
HCHXMYECKOH 3ammThl. [Toatomy FOCYIAPCTBO AOJDKHO OTAGIBHO COCPENOTOYHTECS
Ha UHTEJUIEKTYaILHOM Pa3BUTHH CBOMX rpaxkJaH.

B nocnennee Bpems Bce Gonbime Hccienosatesied o0pallaloT BHHMAaHHe Ha
HEOOXOAMMOCTE  aKTHBHOI pPa3paboTku  npobreMaTHKH HH()OPMALHOHHOI]
OesomackocT  mmunOCTH, ofiecTBA M rocyjapersa, a  Tame BBLIE/ICHHS
MHQOPMALHOHHOMH 6e30MacHOCTH B KauecTpe CaMOCTOATENIBHOTO NpeavMeTa TeOpHH |
COUHMANBHOH npakTHKH. CBf3aHO 3TO ¢ TEM, HYTO MpOLECChl H TEeXHOJIOTHS
BO3NCHCTBUA  HHOOPMALHOHHON CPEAbl  Ha  IyxoBHyW cepy obnagaror
KAYECTBEHHOH cneuupHKoN, KoTopas OnpeleNnsieT HeoOXOAMMOCTE PacCMOTpeHHS
3TOH TeMbl B KOHLeNTyalbHOM, METOMOJOrHYECKOM U METOIHYeCKOM miaane. Cama
loruKa  oOIIECTBEHHOTO  pasBHTHA BBIIBHTAET 3TH  npolieMsl B yueno
MEPBOOYEpeNHbIX. bBe3 MX pelieHHS HEBO3MOKHO AalbHEHIIee = yCeTOMYHRBOe
IPOrPeCCHBHOE pPa3BHTHE.
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