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KHUPHUI (panacada nokropu (PhD) auccepranusiCHHUHT aHHOTALUSCH)

Juccepranmss MaB3yCHHUHI [0J3apOaurn Ba 3apyparu. JKaxonpaa
MH(QOKOMMYHUKAIIMOH THU3UMIIapAa axO0opoTAaH pyxcarcu3 (QoiiamaHUuIIHU
aHuKJam Ba Oaprapad STUIN, TU3UMIIAPHUHT XUMOSUIAHTAHJIUTHHM OaxoJjail Ba
pyxcarcu3  (oHpaNmaHMIIIAaH XUMOSJIAlll  BOCHUTAJapUHU  SIpaTHIl  Xamjia
TaKOMWUTAIITUPHUIITA aJoXuJa dbTUO0p KapaTUiIMOKAa. Pakamiu uMKTHCOAMETHA
ax0opOT TEXHOJIOTUJIAPUHU KYIIJIAll OpKaIK 0apya COXaJTapHUHT caMapagopiIuru
omu6 6opmokaa. by aca axO0pOTHUHT XUMOSITAHTAHIIUK Macaiacu1a MyastH XaBg-
xarapnapau  kentupu® uukapagu. 2020 HwiIHMHT  OMpUHYM — Yoparuia
KHOCPUHIIMIEHTIAD COHU Te3 CcyphaTiap Owunan ommbO Oopau Ba OYHHHT
HaTwxacuga axO0opoT Tu3umiapra Oynagurad Xyxymiuap conu 2019 itmnira
HucoOaTaH 22,5% ra olraHuHu sIKKOJ KypuIil MyMKUH. LIlyHUHTAEK )KOpHd MMITHUHT
Y3114 MaKcaIIn Xy Kymiap couu 67% (ousuu Tamkun >tau’ . By 6opaia Xopykuii
Mamitakatnapaa, xxkymianan, AKI, Hunepnannus, ['epmanus, bytok bputanus,
Opannusa, Hramusa, Poccus  depepamusicu Ba  Oolmika — JaBiatiapjia
MHOOKOMMYHUKAIIMOH  TU3UMIJIAPUHUHT  XUMOSJIAHTAHIIUTUHU  TabMHUHIIOBYU
axOopoTnaH pyxcarcu3 (QolJajaHUIIHK XUMOSJIATHUHT  J1acTypHii-ammapar
BOCUTAJIAPUHU UIILTA0 YUKUIII MyXUM axaMUAT KacO 3TMOK/IA.

XKaxonna axOopoTHM KaWTa HIIIAIl Ba Cakjiall TU3UMJIapu OWp HedTa
MXTHCOCTAIIraH ax0opoT Xu3MaTiiapu Oupiammacugal nubopar. Mxrucocnamran
ax00opoT XU3MaTiaapyu y4yH aJOXUJa MaTeMaTHK Mojesap nuuiad ynkuirad. [y
HyKTaW HazapAaH Oup Hedra XaB(CHU3NIHMK MOJEJUIAPUHUA OUp THU3UMra
OMpJAIITUPUII XO3UPIM KyHJa MyXuUM BasudanapaaH Oupu caHanaau. bupox
xaB()CU3NHUK MOJCIJIAPUHM Y3rapTUpMaciad Oup HeuTa XU3MaTiapHu Oup TU3UMra
OMpIAIITHPUIIT YMYMUW TU3MMHHUHT HWIUIANI CamMapaJopJIMTUHU TacauTHUpPHINTa
uMkoH sipatamu. [y cababmu mHOOKOMMYHUKAIIMOH THU3UMIIApJA MabJIyMOTIIap
6azacuHu OOIIKApHUIN TU3UMIIAPH Max(UUITUTHHH OIIMPHUII Ba pojuiap EpaaMuia
OOIIKAPUIITHU amajra ONIMPHUIIJAa TAKOMUJUTAIITAPWITAaH MaHJIAaT Ba POJUTU
XaB()CU3IHMK MOJICITMHYU UIUTA0 YUKW 1013ap0 Macasia XHUcoOIaHaIH.

PecmyOnukamusna  gaBmaT  Ba XY KajuuK — OOIIKapyB — opraHjapuaa
WH()OKOMMYHHUKAITMOH THU3UMJIAPUHHA PUBOXKIAHTHPHUIN Xamja Iy TH3UMIIapiaa
MabIyMOTJIApPHA CUPKUO YMKUIIMHU Ba axO0poTnaH pyxcarcu3 (oHgaTaHUIIHA
YyeKjalml yCyJl Ba BOCUTaJapUHM KEHI TaTOMK OJTHUIIra ajoxuja 3bTUOOp
KapatwiMmokaa. 2017-2021 wwmnapaa V36ekucTon PecnnyOnukacunu siHana
PUBOXIIAHTUpUII OYiinua Xapakariaap CTpaTeruscuia, >KymilaJaH «...ax00por
XaBOCU3MUTUHA  TabMHUHJIAIl  Ba  axOOPOTHM  XUMOSUIAIl  THU3WMUHU
TaKOMWUJTAIITUPUII, axO0poT coxacuaard TaxAuajapra Kapiid y3 BakTuAa Ba
MYHOCHO KapUIMIIUK KypcaTuin»’ Basudanapu 6enrunanrad. Maskyp BasudanapHu
amajira OIIWPHII, >XyMjaaaH, WH(OOKOMMYHUKAIIMOH THU3UMIIApAa axOopoTaaH
pyxcarcu3 (ONJATAHUIIIHA YCKJIOBYM XaBPCUBIUK MOJCIUIAPUHA 3aMOHABHMA
Tanabyiap acocuia TAKOMUJUTAIITUPHUII MyXUM MacajanapjaH Oupy XucoOIaHaIu.

! https://www.ptsecurity.com/ru-ru/research/analytics/cybersecurity-threatscape-2020-q1/
2 V36exucton Pecrry6mukacu Ipesunentn 2017 it 7 denpanmaru [1d-4947-con «Y36exucton PecryGuikacuau
siHa/la PUBOXKIIAHTHPHII OYitndya Xapakariap crparerusicu TyFpucuia» ru @apmMoHu


https://www.ptsecurity.com/ru-ru/research/analytics/cybersecurity-threatscape-2020-q1/

V36exucron Pecniy6mukacu Ilpesunentunuar 2017 dun 7 ¢espanjgaru
[1D-4947-con «V36eKuCTOH PecnyOnukacuHu siHa/a pPUBOXKIAHTUPHUIN OVitnua
Xapakatiap crpareruscu Tyrpucugantu, 2018 #un 21 HosOpnaru I1K-4022-con
«Pakamiii UKTUCOAUETHU PUBOKIIAHTUPHUIL MAKCaAKU 1a paKaMiiu HHGpaTy3UIMaHH!
sAHa/la MOJICpHU3AIMSl KWIKII Yopa-TaJA0upiapu TyFpucugantu Kapopu, 2019 iun
14 cenrsopnaru I1K-4452-coH «AXOOpPOT TEXHOJIOTHSJIAPH Ba KOMMYHHUKAIIUS-
JAPUHUHT KOPUI STUIMIIMHU HA30paT KWIHIL, YIapHU XUMOS KUJIUII TU3UMUHU
TaKOMWJUTAIITUPHUILTA OWJ KyIIMMYa 4opa-Taa0upiap TYFPUCHUIA»nTH Kapopiapu
xamaa Ma3kyp (aonusTra Terunum OOmKa MEbEPUH-XYKYKHH XyXoKaTiapnaa
OenrunaHran Basu(argapHd aManra OlMpuIIra ymoly AuccepTanus TaAKUKOTH
MabJIyM Aapaxkaaa Xu3Matr KUIau.

TagkuKOTHUHT pecnyOnka GaH Ba TEXHOJOTMSJIAPU PHUBONKJIAHUIIN-
HUMHI YCTYBOP iyHAJIMIIAPUTa MOCJIMIU. Ma3Kyp TaIKUKOT peciyoymka ¢aH Ba
TEXHOJIOTHUsIIap pUBOXJIAHUIMMHUHT V. «AxOopornamtupumn Ba axOopoT-
KOMMYHUKAIUSL TEXHOJIOTUSIJIADUHU  PUBOXKJIAHTUPHUID) YCTYBOp WYHAIIMILIN
noupacua 6axkapuiras.

MyaMMOHMHI YPraHwJrawjidk aapaxacu. JKaxoH Mukécuaa WIMHN-
TQIKUKOTIIAp HATWXKAcHAa AaxXOOPOTHUHT  XUMOSUIAHTAHJIUTHUHU  OLIMPHIIJIA
axOopornaH pyxcarcu3 (GoWmaNaHUIIHU  YEKJIAlIHUHT  yCyJ, MOJenl Ba
Bocutasiapunn puBoxiantupuiira: D. Elliott Bell, Leonard J. LaPadula,
R.S. Sandhu, D. Richard Kuhn, Zoran Stojanovich, Ajantha Dahanayake, Karsten
Sohr, Jirgen Schlegelmilch, Bernhard J. Berger, Han Jinguang, Ali Abdallah, Jason
Crampton, Philippe Balbiani, Pierangela Samarati, S. De Capitani di Vimercati,
B. Myxun, A.M. Bonokura, A.JO. llernos, K.A. Ilernos, H.A. T'alinamakuH,
JI.IL. 3erxkna, A.1O. lllep6akos, B.A. I'epacumenxo, C.B. beaum, H.®. borauenko,
1O.C. Pakuikuii kabu eTakun XOpHXKUI OJuMIIap XUcca KYIIUILITaH.

AxOopotnan  QoiilaJaHUIIHK  YEKJIOBUM  XaBPCU3IUK  CHUECATIIApUHU
OMpNAIITHPHUIN yCYJUIapyU Ba alnropuTMiapu OuiaH OoOriMMK Myammonap Rivera
Sanchez, C.E. Phillips, Mustafa Kocatiirk, Taflan Gilindem, I1.H. JleBsiHun xabu
XOPWKHUM OJTMMITAPHUHT WIMHUN UIJIApUAA TAAKUK dTHIITaH.

Yoy iynanumauHTr Pecyonukamusna puoxianummra T.@. bekmypartos,
C.K. TI'anueB, M.M. Kapumos, A.A.I'anue, [[.51. Hpramena, A.A. Cynuma,
O.M. McmownsoB Ba Gomikaiap Y31apuHUHT MyXUM XUCCATAPUHU KYIITUIITaH.

Iy Owunan Oupra axOopornaH ¢GoATAHUIIHM YEKJIOBYM XaB()CHU3IHK
MOJCIIJIApUHU OUPJAIITUPUIL YCYJUIAPUHUHT Ha3apuil coxXacula HaTuKajgapra
SpPUIIWJITAHUTA Kapamac/aH, yJapHU aMaJluil >KUXaTJaH HWH(POKOMMYHUKAIIMOH
TU3UMJIApa KYJulall yCyJulapy Ba aJiIrOPUTMIIapH eTapiinya TaJKUK dTUJIMaraH.

Juccepranusi TAAKMKOTHHUHI JUCCEPTANUA 0AKAPUIITAH OJIMI TAbJIUM
MyaccacaCHHMHI WJIMHUI-TAAKUKOT UILIAPU pekajapu OMJIaH OOFIMKJIUTHU.
Jucceprauust TaIKUKOTH TOMIKEHT NaBJIAT TEXHUKA YHUBEPCUTETUHUHI WJIMUM-
TAIKUKOT UIIIapu pekacHHUHT NeA-5-48 « AXOOPOT KOMMYHUKAITUS TU3UMIIAPHIA
spatuiaéTran ¢aiia 00beKTIapra Ha30paTiii MypoKaaTaa ax00pOTHH XUMOSIIAIITHH
ommpui ycymrapu» (2015-2017) Ba EOT-Atex-2018-168 «KommbioTep TapMOK-
Japuja XyKyMJapHU aHUKJAIl yCyJIJIapy Ba BOCUTAJIAPUHU TAKOMUJUIAIITUPUIIL
(2018-2019) maB3ycumaru WiMHil Jioluxauap oupacuaa OakapuiraH.
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TaaKMKOTHUHT MaKcaau MH()OKOMMYHUKAITMOH TH3UMIIAp/A
doliaNaHUIIHM  YeKJIall MOJIeJUIapd  acocuaa axOOpOTHU XUMOSUTAHTAHJIMK
Japa’kaCUHU OMIMPUITHUHT YCYJI Ba BOCUTAJIAPUHU UIILIA0 YUKHIIIaH HOOoparT.

TaagKuKoTHUHT Basudaiapu:

MH()OKOMMYHUKAIIMOH THU3UMIIapAa (oiIaTaHuIIHU YEKIallHA XaB()CU3IUK
MOJIEJTMHU TaKOMUJUTAILITUPUIILL,

axO0opoTHH MaxGuHIUNTY Ba SXJIUTIUTUHUA TAbMHUHIOBYM  MaHAATIU
XaB()CU3IHUK CUECATUHHU KYPHIII YCYJIUHNA TAKOMIIIAIITHPHIII;

OTepaIon TU3UMJapaa (olJamaHuIIHN OOIIKAPUIITHUHT OUPIAIITUPUITaH
MaHJIaT Ba POJUTH MOJCITMHH TAKOMIJLIAIITHPHIIL;

axOopoTman pyxcarcu3 (QoWgaTaHUIIIAH XUMOS KWIHII QJITOPUTMH Ba
JTACTypUi MaXMyacHHH HMIIIA0 YHKHIIL

TagKMKOTHUHT 00beKTH WHHOKOMMYHHUKAIIMOH TH3UMIIApUAa ax0opoT
OKUMJIApH KapaJiraH.

TaagkuKOTHUHT mpeaMeTH cudaTraa ax00poTaaH pyxcarcus GhoilaraHuITHU
YeKJIall KapaJiraH.

TaakuKOTHUHT ycy/uiapu. TaakuKoOT skapaéHusa axOOpPOTHU XUMOsUIAIL
yCcyJulapyd, MaTeMaTUK Mojeiiap, ainreOpauk TmaHxapa HazapusicH, rpaduap
Ha3apusiCH Ba 00BEKTra MyHaNTUPUWITaH AacTypianigad GoiianaHuiIraH.

TagKMKOTHUHT WIMHMIl SHTWJINTY Kyduaarujaapaan uoopar:

axOoportnan  (olganaHWIIHA  HA30paTialml  ycyiad acocuaa  Typiu
¢doiigananyBumiIap MabIyMOTIApUHU OOMIKAPYB (PYHKUUAJIAPUHUHT Oup-Oupu
OWIaH KECHIIMACITUTHHN TabMHUHJIOBYM TAITKWJIOTHUHT XaB()CHU3IUK MOJEIH
TaKOMIJIIAIITHPUIITAH,

axOopotnan GoiIaTaHUIIHU YEKJIAITHH MaHJATId OOIIKapHml cuécatu
€pmamua axOoOpOT XHWMOSJIAHTAHJIUTUHU ONIUPHUIITHUHT KOHIENITyaJl MOJEITH
nI1a0 YMKUIIrag;

UKKUTA KUAMATIW T[aHXapaHUHI JEKapT KYyNaWTMAacHHU TYy3HII OPKAIH
MabIyMOTIApHU Max(UUAIUTH Ba SAXJIUTIUTHHU TabMHUHJIAI UMKOHWHU OEpyBUYH
MaHJATJIM XaBPCU3IUK CUECATUHU KYPHII YCYJIM TAKOMUJUIAIITUPUIITAH;

doiiananyBYMHUHT KAl MabJIyMOTJIADUHUHT BaKOJATIM POJUIAPUHU Ba
doigananuin XyKyKJIapuHUHT BasudatapuHu OeNruiamnl opKaiu (QoiaJaHuIIHA
OOIIKAPUIITHUHT MAHJIaT Ba POJIIIM MOJICIN TAKOMIJUIAIITUPUIITAH;

Jle-tope Ba Jle-gakto Komganapu Ba axOopoTaaH GoilgamaHUITHU OOIITKAPHUIILL
KOWJAJapUHA TIAKJUIAHTUPHUIN aCOCHJa THU3UM XUMOSUTAHTAHJIMK XOJIATHHU
OIIMPYBYH AJITOPUTM HIILIA0 YHKUJITaH.

TagKMKOTHUHI aMaJInil HATHKAJIAPU KyHUIarwiapaaH uoopar:

MH(OKOMMYHUKAIIMOH TU3UMJIapJa axOoopoTnaH pyxcarcus ¢oiianaHuIIHu
YEeKJIOBYH YCyIIIap, MOJIEIUIap Ba aNTOpPUTMIIAp WIIA0 YNKHUITAH;

MH(POKOMMYHHKAITMOH TU3MMJIAPUHM JIOMUXanam OoCKAYIapuaa axoopoTaaH
pyxcarcu3 doianaHuIAad TaXIMIApHA aMalira OIIMPHUINTa YPUHHUIILIAD COHUHA
XHcoOJIall MMKOHUHU O€pyBYH yCYIT TaKIu( STUITaH,

MH()OKOMMYHUKAITMOH TU3UMJIAPUHUHT XUMOSUIAHTAHINK KO3 OUIIMEHTH
acocuma pyxcarcu3  (oHjaNmaHWIIIAH ~axOOPOTHHHT  XWMOSJIAHTAHJIUTHHU
MUKJIOpHUI Oaxoail MOJIeIN Ba axO0pOTAaH pyxcarcu3 (HOoNJaTaHUIIHA YE€KIOBYU
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JacTypHil MaXMya UIIIA0 YNKUIITaH.

TagkMKOT HATHKAJTAPUHUHT WIHOHYJIMJIMIU. TaaKUKOT HAaTHXKaJapUHUHT
UIIOHWIMJIUTH  MH()DOKOMMYHUKAIIMOH THU3UMJIApUAa axOopoTAaH pyxcaTrcus
dbolijaNaHUIIHA ~ YeKJalga uWOulad YMKWIraH yCyllap Ba  pyxcaTcu3
doigananuigaH axOOPOTHUHT XUMOSJIAHTAHJIUTUHU MUKIOpUN OaxoJialll MOJEIH
Xamjia 1acTypuil MakKMyaHU amMalra OUIMPHUILJA WIUIA0 YMKWITaH ajJropuTmiiap
Oyiinua YTKa3uiraH TaKpUOATIApHUHT HaTHKaJIapy OUJlaH MIapXJIaHa/lu.

TaagKMKOT HATHXKAJIAPUHUHT WJIMHUIL Ba aMaJIdil axaMUsITH.

TankuKOT HATHXKATAPUHUHT WIMHUI axaMHUSITH MIUTA0 YUKIITaH axOopoTaaH
pyxcarcu3 (oiIaJaHUIIHU YEKJIOBYM YCyJUIap, MOJEUIap Ba alropuTMIiap
TaITKWIOTAA XaB(PCU3IMK MOACIIMHA SIPATHUIITA acOC OYIUO XU3MaT KUJIaIH.

TankukoT HaATW)KaTApUHUHT aMaluil  axaMusiTH IOyHJaH HOOpaTKH,
WHOOKOMMYHUKAIIMOH  TU3UMIIAPDUHUHT  XHUMOSUIAHTAHIUK  Kod(dduuueHtu
xucobura ax00poT xaBOCU3IUTUHUA OOIIKAPUII CaMapaJOPIUTHHU XaMJla MaHJlaT
Ba poiu QoififamaHu acocuja WIUIA0 YWMKWITaH JacTypuil Maxkya
MHOOKOMMYHHUKAIIMOH THU3UMJapJa axO00poT XUMOSJIAHTAHIWK —Japa)KaCuHU
OLUMPHUII UMKOHUHU Oepajiu.

TagkMKOT HATWKAJAPUHMHI KOPUH KWIMHUIIN. VHPOKOMMYHUKAIIMOH
TH3UMIIapUJa ax0opoThaaH pyxcarcu3 (GONJANIaHUIIHU YEKJIOBUM  yCyJuiap,
MOJIeJIIap Ba aJlrOpuTMIIap OYilnda OJMHTaH UMUK HATHXKalap acCOCH/IA:

doiifaTaHyBYMHUHT KAl MabIyMOTJIAPUHUHT BaKOJATIX POJUIAPUHU Ba
doiipanaHuil XyKyKJIapUHUHT BaszudaiapuHu Oenruiam UMKOHUHHA OepyBYH
doiinanaHuIIHE OOMIKAPUIITHN TAKOMUJUTAIITHPUIITAaH MaHAAT Ba POJUIA MOJEIH
acocuza WNUIad YUKWITAaH TH3UM XHMOSUIAHTAHJIWTHHHU OINMPYBUM JNacTypuil
Maxxmya — «Tomkent» PecnyOnmuka ¢onn Oupxkacu AXKra xopuil KUJIMHTaH
(V36exncron Pecrnybnmkacy axG0poT TEXHONOTHSIIAPH Ba KOMMYHHKAIMSAIAPUHH
puBOxiIaHTUpul BazupaurdHudr 2020 iwwmn 17 aBryctmarm  33-8/4721-con
MabJlyMOTHOMAacH). VMUl TagKUKOT HATHIKACcHJla MIILIA0 YUKWITaH JacTypuid
MaXxMya TaIIKWAJIOT XOAMMIIAPMHUHT HIUIANl >Kapa€Hiapujia Maxcyc poJuiap
acocusia CyObEeKTHUHT Max (UMK gapakacura Kapad OOIIKApHIIL, XOAUMIAPHUHT
MOHUTOPUHTUHU OJUO OopuIll Ba TH3UM axO0poTUIaH pyxcarcu3 (GoiaanaHuITHA
OJITUHU OJIMIIT UMKOHUHU OepraH;

He-tope Ba Jle-pakTo Komanapu Ba ax6opotnan ¢oiganaHuIIHU OOIIKAPHIII
KOUJAIApUHA IIAKUTAHTUpUII OViiMda TH3UM XHUMOSJIQHTAHJIMK  XOJIATHHU
OLLIMPHUIITra MMKOH OEpyBUM ajaropuT™M Ba JacTypuii Maxmya — «Trans New
Millenium» MUYXKra sxopumii stumran (V36ekucton Pecry6imkacu ax6opot
TEXHOJIOTHSIApY Ba KOMMYHHUKALIMSUIAPUHYU PUBOKIIAHTUPHUIL Ba3upauruHuHr 2020
viun 17 asryctmaru 33-8/4721-con mabiiyMoTHOMacu). Hartwxkana, wunuiad
YUKWJITAH aBTOMATIAIITHPUITAH TH3UM XUMOSUTAHTAHJIUTHHY OIIUPYBYX AACTypUl
mMaxxmyacu «MK Universaly Typnaum axGopotman pyxcarcus (oWgaTaHUIITHA
YEKJIOBYHM XUMOS KUJIMIII BOCUTANIAPY MILUIANTN YHYMJIOPJIMIMHA Oaxonaml Oyiinda
SHT six1M kypcatkuura sra «Dallas Lock» mactypuii maxkmyacunan 7% ra Ba 3HT
nact kypcatkuura sra «Secret Net» gactypuil Maxxkmyacuman 18% ra rokopu
YHYMJIOP HIILJIAI MMKOHUHU OepraH;

MH()OKOMMYHUKAITMOH TU3UMIapja (ONJaTaHUIIHA  OOMIKApUIN  yCYJIU



acocH/ia TAIIKUJIOTHUHT XaB()CHU3IMK MOJIETH Ba MHKO3-CEPBEP aAPXHUTEKTypacu
opkanu amanra omupuiarad nactypuii Maxkmya «UNF Universal» MYKra xopuit
stwran  (Y3Gekucton — PecnyGnmkack — axGopoT  TEXHOJOTHSIApH  Ba
KOMMYHUKALUSATIAPUHU PUBOKIAHTUPHUIN BazupauruduHr 2020 viun 17 aBryctaaru
33-8/4721-con mamiaymoTHOMacH). Hatwmkama, MiKo3-cepBep apXHTEKTypacu
acocu/ia uluiad YUKWIraH 1acTypuil MaxkMmya QoiiiaganyBUYHIIap MabIyMOTIAPUHU
OomkapyB (GyHKIUSTIAPUHUHT OUp-OMpU OWIaH KECUIIIMACIUTHHU TabMHHJIAII
XycoOuTa poJijiap HEPApXUSCHHU KypHWINTa Ba TAIIKWAJIOT THU3UM axO0opoTuaaH
pyxcatcu3 (oigananumau O6aprapad sTHINTa XaMmga KOpXoHa paxOapUHUHT V3
XONUMJIAPUHU U  XKapaéHujaa OOWIKApUIl OpKAIM  TAIIKWJIOTHUHI  WIII
yayMmaopauruau 13% ¢dowus ommpuiira UMKOH Oepras.

TagkKuKoT  HATWKAJAPUHMHI  anpofdamusich.  Maskyp  TaaKUKOT
HaTWXKanapy, KymiadaH, 7 Ta XaJlKapo Ba 2 Ta pecnyOiuka WIMUN aMayndid
aH)KyMaHJIapuJa MyXoKaMaJlaH YTKa3WJIraH.

TagKuKOT HATH/KAJAPUHHUHI IBJOH KHUJIMHTAHJIUTH. TaIKUKOT MaB3ycu
Oyiinua >xamMu 28 Ta WJIMHIA WII YOIl ATHJITAH, V36exucTon Pecniy6onukacu Onuit
aTrTecTalisi ~ KOMMHCHUSICHHUHT  JIOKTOPJMK  JHCCEpTAlUsjIapd  acoCHil
HaTWKAJIAPUHHU YOI 3TUIL TABCUS STWITAH WIMUN Hampaapaa 13 ta makouna, 11 tacu
XOpHKUH Ba 2 Tacu pecnyOuKa KypHajljlapu/ia Hallp KWIWHTaH, IIYHUHTIEK, 6 Ta
OXM yuyH sparTwiral OacTypuid BOCHTAIAPHHM KailJl KWIMII TyYBOXHOMallapu
OJIMHTaH.

JluccepTauMsIHUHT TY3WIHIIM BAa XaxkMHu. /{uccepranus kupui, TypTTa 0600,
XyJioca, QoiganaHuwirad anabuérnap pyhxaTtd Ba wWioBajdapaaH uOopart.
JluccepTauustHUHT XaKMH 118 OeTHU TalIKuII STau.

JTUCCEPTALIUSIHUHI ACOCUIA MAZMYHHU

Kupum kucmmuaa nuccepranuss MaB3yCHHUHT J10J13apOJIMTH Ba 3apypaTH
acocjaHraH, TaJKUKOTHUHI Makcaj Ba Basudaiapy, OOBEKT Ba HPEIMETH
TaBCU(IIAHTaH, TAAKUKOTHUHT Y30ekucToH Pecry6mkacy (paH Ba TeXHOJIOTHSIIAPH
PUBOKJIAHUILIMHUHT YCTYBOP HYHAIUIIIAPUTa MOCJIUTH aCOCTIaHTaH, TaAKUKOTHIUHT
WIMMH SSHTUJIMTY Ba aMaliuil HaTHoKajnapy 6aéH KWIIMHIaH, OJIMHTaH HATHKaJIapHUHT
WIMHIA Ba aMalIuii axaMHUsATH 04yr0 Oepuiira, TaAKUKOT HATH)KAJIapUHUA aMalueéTra
KOpUW KWIKIL, TAAKUKOT HATH>KAJIApUHU anpoOaiuscy, Halp 3TWITaH UIuiap Ba
JUCCEPTALMS TY3WINIIN OYiinYa MabIyMOTJIap KENTUPUIITaH.

HNuccepranussHuar « AHPOKOMMYHHUKAIMOH THU3MMJIapAa aXO0OPOTHHUHI
XUMOSUIAHTAHJIMITMHA OLIMPHUII YCyJ Ba BOCHTAJAPUHU TaXJMJIN» 10
HOMJIAHTaH OupuHYHU 600u UH(POKOMMYHUKAIUOH TU3UMIIAPHUHT
XUMOSUTAHTAHJIUTH MyaMMOJIapH, ax00poT XaBPCU3IUTH TaXIUAJIApH Ba XaB(]-
XxaTapiapu Xamjaa axOOpOTHUHT XUMOSJIAHTAHJIUTHUHU OIIMPHIN YCYJUIapura
Oarunutanrad. llynunrnex Oy Oynumaa nHPOKOMMYHHMKAIIMOH THU3UMIapAa
axOOpPOTHUHT XUMOSUTAHTAHIUTUHU OUIUPHUII MOJEIIAPUHUHT KUECUN TaxJIUIH
VyTkasuwiarad. UHGOKOMMYHUKAIIMOH TU3UMJIIApJa YTKa3uiraH KUECHM TaxjIuil
acocuia axOOPOTHUHT XUMOSJIAHTAHJIMK MOJICIUIADUHUHT YMYMUN KaMUYUJIUK Ba
ad3ammkIapu KkenTupuwirad. MHGOKOMMYHUKALMOH TU3UMIIAp pecypciapuaan

9



dboiaTaHUIIHK YeKJIall MOJCJUIAPUHUHT aCOCUN XapaKTEepUCTUKATAPUHUHT
KMECHUM TaxIWiIM |-KaaBania KeNTUPUITaH.

1-sxkaaBaJ
@oiiaJaHNIITHU YeKJIAI MOJAeJIAPUHUHT XapPaKTePUCTUKAJIAPUHHI
TAKKOCJIA1I
Juckpennon Mannat RBAC
AmMasnra OIMPUILTHUHT Vpra FOxopu FOxopu
MYpPaKKaOJIUTH
XUMOSITTaHTaHJIUTH Vpra HOxopu IOkopu
donanaHuIIHU SU’pTa FOxopu S"pTa
MYypaKKaOIUTH
YHYMIOpJIUK Kam Kam Kyn
pecypcnapial | pecypciapiaH | pecypciapiaH
dborinanananu | Qoiimanananu | QoiganaHaan
Tuzum XaBQCUTUTHHUHT Tynuk smac Tynuk Tynuk smac
dbopman ucobotu
TapMok1a XxaBPCUBIUKHU TabMun- TabMun- TapMuHnIak M1
TabMHUHJIAII JJIaManian JJaManaIu
AXOOpOTHH CUPKUO YUKHO Tynuk smac Tynuk Tynuk smac
KETUIIIMHU HA30paT KUJIUII
Tabkunam  JO3UMKH, SIHTH YCY/UIAPHU XaMJa TU3UMHHUHT  OKOPH
XaB()CU3TUTUHA TabMUHJIOBYU MoAU(pUKAIMSIIAHTaH axOOPOTHUHT

XUMOSUTAHTAHJIUTUHUA OMIMPUII MOJISIUIAPUHU SPATHUII 1013ap0 XucoOIaHaIu.

HMuccepranustHuHr  «AH(POKOMMYHHUKAUMOH  TH3UMJapaa  axdopor
XaB(CU3JIUTMHA OIIMPHUII YCyJ Ba MojJe/uIapu» 1e¢0 HOMJIAHTaH HWKKUHYA
000112 ax00pOT XMMOSJIAHTaHJIMTMHU OLIMPHUILIA MaHIAT Ba poJijlapra acocjaHraH
dbolijaTaHUITHA  YeKJall yCy/Ulapu KEITHUPWITaH Ba WILIOB Oepriiagurad
MabIyMOTJIAPHUHT  XaBQCHU3IMK JapakKaCMHU  pPyXCaTCH3  TMacauTUPHIIIAH
XUMOSTIAIl  yCyldu TaBcuuaHTaH. TalIKWIOTIapaa pojulapra acoclaHTaH
doigananuiHn OOMIKAPHUIT yCYIM KYJJIaHWITaH Ba (OWIaJaHUIIHKN YEKIIAITHH
MaHJaTIM  Oomkapuil cuécatu Epaamuga  axOopoT  XHUMOSIJIAHTAHJIUTHHU
OIIUPHUIITHUHT KOHIENTyall MOJEIN TaKOMWUIAIITUPWITaH. Xamaa sipaTiaéTral
¢aiin oObekTnapuaad GomanaHUIIH OOMIKAPUIIT TU3UMUHUHT MOJEIH TAKIU(]
ATUJITaH.

TaBcusa stunaérran €xpamryBiga axOOpPOTHH MOXHSATHHU OOCKHYMa-O0CKHY
TacHU(IIAIl OpPKaTu aMmalira OUIUPYBUM XUMOS OOBEKTIIApU NapaxT KYpPUHUIIIHIA
KypuiraH, OyHJIa Hepapxus Japaxaiapy XUMOs KWIHI CYOBEKTIApUHU Y3apo
OOFIMKJIUTMHA aKC JSTHPYBYHM XUMOS OOBCKTIAPWHHMHT 3rajapd MaKOMWTa 3ra
Oynmagu. XuMOS KWIHII OOBCKTIAPUHUA JapaxT TY3WIHMIIHIA TaCBUPJIAII
CyOBEKTJIApHUHT OOBEKTIapra Jrajiuk XyKyKd HepapXusCl OpKaJId amaira
OIMPWIANA. XHUMOSJIAIl OOBEKTIApH YpTacHaard HUepapxXuk  OOFIHMKIUK
MabIyMOTJIAPHUHT MaxX(QUIIMK Japaxaiapd HEpapXusIcu Ba OOBCKTIAPHUHT
sranapu Oyiran cyObeKTIapHU TacHUDIIAIT HepapXUsICH OPKAJIM HAMOEH OYaau.

I-pacmma (QoiimanaHUIIHA ~YEKJIAIIHA MAaHJATId OOIIKapHIl cuécaTH
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épﬂaMI/II[a ax60p0T XUMOMJIAHT'aHJIMTUHNU  OINUPUIITHWUHIT KOHICITYaJl MOACIIN
TaKIUM O3THJIITaH.

[IpeueneHT TaxJimin

Ax60poT XaB)CU3NUTHHH
TaCHU(IAIIHUHT
MeTamMablyMoTiIap 6a3acu
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XuMost Kyn carxniu Xumost
CYOBEKTIIapUHUHT XUMOSLIAIIHAHT 00BEKTIIAPUHUHT
TacHU(DU >  masnymotrmap 6azacu ¢ TacHudH
KAUTA NIIJIAIL Masiymotiap
MOHHUTOPU 0azacu

A \

doigananyBUMIIAPHUHT CYPOBIAPHU

1-pacm. @oiigajJaHUIIHY YeKJIAIIHA MAHAATIN OOLIKAPUII CHECATH
épaaMuaa ax00poT XUMOSVIAHTAHJIMTUHHA OIIUPUITHUHT KOHLENTYaJ MOJIeJIn

doliganaHyBYMHAHT TPEIMET COXaCHHUHT OOIIIJIAaHFUY X0JIaTHa, KpaTHITaH
axO0poT OO0BEKTIapU CTPYKTypaBUM axOOpOT djeMeHTIapu cudaruaa TakauM
srunand. DoipananyBUMIapHUHT axOoporra OynaraHn Ttanabiapy MabiIyMOT
CYPOBJIAPU LIAKJIKIA TAKIUM ITUIIA]IH.
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Jucceprauysi HIIUHUHT «AXOOpPOTAaH  (OMIAJAHUIIHHM  YeKJIOBYH
XaB(CHU3JINK CHécCATIAPUHHM OUPJIAIITHPHIN YCYJ Ba aJrOPUTMJIAPU» HOMIIU
y4uHYU 000112 MHPOKOMMYHHUKAIIMOH TU3UMIIApUA MabIyMOTIap MaxX(@uilinuru
Ba SXJIMTIUTHU Tajlad KUJIWHAAUTAH UKKATA KUUMATIM MMaHXKapaH!u KUPUTHUIIL WYIH
OwilaH  MaHAAaTIM  XaBPCUBIUK  CUECATUHU OMpIAIITHUPHUII yCyau
TakoMwIamTupuiarad. [lamxkapa rpadura acocjiaHraH MaHJIaT Ba  POJUIU
XxaBOCU3NUK CUECATUHU OUPJIAIITUPUII YCYJIM Xamja OIepaluoH TU3uMiapa
MaHAaT Ba poytu ¢oiiamaHuin OOIIKapHuIl Moaenu Takiaud stuirad. [le-rope Ba
He-pakTo KoMmamapura acocilaHraH MaHAaT Ba pouid  (oiAaTaHUIIHA
OOIITKAPHUIITHU amMaJira OIIUPHUII AITOPUTMH UIILTA0 YUKHUIITaH.

WNkknta MaHgaTim XaBOCH3MMK CUECATHHU OUPIAIMITAPHUIN 3apypHSITH OuUp
BAaKTHUHT Yy3u7a MabIyMOTIap MaX(UIIUTHHA Ba SXJTUTIIMTHHU Talad KWIaauraH
TH3UMIIapa nago 6ymanu. [y Ounan Oupra Tu3uMHM O0TTKApUI Bazudacu xyma
KYI BakT Tanad 3Taju, YyHKU Xap Oup axOopotnan dhoiigalaHuIl HKKUTa MYCTaKHII
Koujara MyBo(UK TeKIIMpUIaau. ByHUHT ydyH TalIKUJIOTHHUHT SITOHA KUMMAaTIap
MaHXapacuHu OVIuMIIap KeCUMHJIa JeKapT KynmauTMacu OpKajld aMajra OIIMPHUII
MYMKHH.

L; XL,

bynnait éamanryBaa Tusumaara xap oup oosekt (mq,m,) (my € L, m, € L,)
xaB(cuznuk Oenruinapy Ouian TaBcudIaHaIn.

D, Oymumpma L, = a4, ay,a3,a, YM3UKIM KUWMaTiap TaHXkapacujia
(a1 < a, < a3 < a,) TYpTTa XaBPCUBIUK Japakach amall KHJICHH.

D, Oymuvmna L, = by, by, b3, b, dM3WKIM KHAMATIIap TAHXapacwaa
(b1 < by < bz < b,) TYpTTa XaBPCUIIHUK Aapakacy aMajl KUJICHH.

Hatmwxana 2-pacmma 16 Tta xaBdcusnuk Oenarucura odra  OyiraH
OMpIAIITUPUITAH TAIIKWJIOTHUHT XaBPCU3IUK MaH)Kapacu XOCHII OYIau.

al’bl 5 a.”bl - a,s’b/ - 04,b1
a,b, " a0, &b, y a,b,
a/:b€ " a::b‘g ” a;,b; o 614,[)}
dyh, R @l R D R b,

2-pacm. BUPJAIITHPWITaH TAIIKWIOTHUHT XaB(CU3JIUK NaHKAPACH

a, , b, mamXkapaHUHT SHT TACT Japa)kacu xap Oup OYITMMHHUHT axOOpOTHaH
doiganaHuay ¥3 wuMra osiaau, Oy aca axOopoT CUPKUO UYMKHUIIMHH Iai]0
KWW MYMKHH. ByHIail BasusTHH ONAWHH OJHUII YYyH SIHTH XaB(CHU3IHUK
MaHXapacuHM KyliuMya XaB(QCU3IUK Aapaxkaiapy OWIIaH TYJIAUPHUIL Kepak Oyiaaau.
ByHuHTr y4yH Xap KaHIail maHkapaHu OYII 3JIEMEHT €KHU HOJIb AJIIEMEHTH OuiaH
TYNMpaAUral d3JeMEHTap Y3rapTUpUIl KUpUTUII Kepak OVmanu. FOxopuaaru
SHIAIIYB acOCH/Aa HATHKABMI TNamkapa 25 sjeMeHTHaH ubopar Oymamm. L°
NaH)XKapaCUHUHT Juarpammacu 3-pacMia KypcaTHIIraH.

L=L; XL, mamxkapacu D; Ba D, Oynummapu ypracuga axOopoT
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aNMAIMHYBUHA TabMHUHJIANI BOCUTAcU cudaTuaa XucoOanaau, OyHma axOopoT
aIMalIMHyBH  XaBpcu3 Oynmaam, YyHKH Xxap Oup Vy3apo Tabcup Y4yH
XaB(QCH3TMKHIHT Maxcyc Japaxkacd Maexkyd. byrmad Tamkapu, L® mamkapacuna
ssHa WKKUTa KyWH IMamKapaHW aXpaTUIl MYMKHH, YJIApHUHT Xap OUpw axOoopoT

AJIMAallIMHYBHUCHU3 6SI’J'II/IMJ'IapHI/IHF HIJIAIIMTWMHA UMUTanuA KyuJiaau.
a,0, a,,b, aj,b/ awb/ g’b1

Y

a,b, a.,b

Y

Y

3-pacm. BUpJalITHPWITaH TU3BMMHUHT XaBQCH3JINK NaHKAPacH

Ponnu Ba MangaTiu ¢oiiialaHuIIHU OOIIKAPHIL MOJEIIAPUHU OUPIIAILITUPHIL
yCyJuJa pojulapra acocjlaHraH XaB(CU3IMK cHEcaTH OJTUTa poJuiap OwiIaH
O6epunanu, ynapnaan oupu (rp) “bym”, seHM Xed KaHaal UMTHEINapra sra aMac Ba
Ooika xap KaHmai posutapra OyiicyHamu. Manpatiu XxaBcusnuk cuécatu L
naHXapacu OujiaH aHUKJIAHCUH, YHUHT 3JeMeHTiapu Uy, [, I3, [, Tyrynnap, Oynna
TapTHO Kyiunaruda oepwiamu [y = 1, = 13 = 1,.

Ponnapra acocnanran xaBpcu3nuk cu€caTu MaHAATIM XaBPCU3IUK CHUECATH
Owian Oup-Oupura 3uja OynmaraH xonjga Ouprnamaau. bynunr yuyn R Ba L
MaHXapaJJaApUHUHT JIeKapT KynaiTMacu Oynrad R X L maHkapaCcMHU KypHUIl Kepak,
Oy epna R — mamxapa rpadu OunaH aHUKJIaHAAUTaH MaHXkapa.

R X L namxapa osnementnapu (73, ;) xydrmuknapu, 6ynma i = 0,...,4 Ba
j =1, ...,5. bynnait xonma TapTuOIaHuIn Kyiugarnda OenruiaHaIn:

(i, ;) = (rk, L), arapr; = m Bal; = Ly,

4-pacm. Posutu Ba MaHIAT/IM XaB(CU3IUK CHECATHHHN OMPJIaIITHPHII
MaHKapacu
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/ Users:(roley, .., roley) /

doiinananyBun ayTeHTH(PUKAINACH

Ayterntudukanus myBaddaxkusTiu
Ba (hoiiananyBUMra TU3UM/IA
WITANra pyxcat Oeprian

CDOfIIIEUIElHI/IHI TabKUKJJIaHT aHJINT U
Xakujaru xadap

v

®doiiganaHuIl MaTpUIACH
(MabMyp TOMOHUJAH poJl EKU
BaKoJaTra MyBO(UK sIpaTUIraH
)apacH)

v

Ax0opoTaaH pyxcarcus

Ddoliananuin pyixariapu (MaHIATIA aTpUOyTIap
€xr XxaBCU3IMK OCNTHIIApH) CaKIaHIUTaH 0a3a

¢olimananuITra ypyHHUII
Oynrannuru pymuxarra
OJIMHAIN

L

Ny Xa

PA'=PA,F' =F, A" = AU {(x,y,own,)

Xa
c(y) < b(x),

k(y) < n(x)

c(y) < b(x)
k(y) < k(x)

<
y

A

PA'=PAF' =F,A =AU{(x,y,read,)}

S-pacMm. Manaat Ba posin ¢oiigaiaHUIIHA OOIIKAPUIIIHU AMAaJIra OIIMPUIL

AJITOPUTMU
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4-pacmia KenTHpWIraH mamwkapa rpadgu R X L mamkapacura u3oMopd
xucobnanaau. OnuHran R X L mamkapacuja MaHIaTIM XaBQCU3IMK CUECATUHU
VpPHATHUIII MYMKHH. V3 HaB6aTHIa HyHanTupwiITran rpadaa posurapra acociaHTaH
XaB(CU3IUK CUECATUHU KYPHIL MyMKHUH OYIasu.

Arap posutap wepapxwsicu Tpadu TMamkapa KypuHUIIHAa Oyiaca €Ku yHU
y3rapTupuil €paaMusia KEHralTHUpUIl OpKaJIM MaHKapa KYPUHUIIUTA KEATHPHUIIT
MYMKHH O¥Jca, yHAa poJuUlapra acocjlaHraH XaB(CHU3JIUK CUECATH MaHAATIU
xaBpcu3nmuk cuécatu Ousian Oup-Oupura 3uj OyaMaraH Xojja OHpIAIITHPHUIL
UMKOHUHU Oepajiu.

He-tope Ba Jle-pakto Kouganapu acocuja UIuiad YMKUITaH MaHaT Ba poJud
doiiganaHuiiHl  OOMIKAPUIIHM ~ aMmajira OLIMPHII aJITOPUTMU  axOopoTAaH
doiganaHuiiHg - OOIIKAPHII KOWJAJAPUHU MIAKIUIAHTUPUIL OpKaidu axO0opoT
TU3UMUHUHT XUMOSJIAHTAHJIUTHHYU OIIUPHUIIT UMKOHUHH Oepaau (5-pacm).

Hlynnait knin6, TaBcudIaHral yCyIHH ax00poT TU3UMUIA KYIIIall MaH 1aT Ba
poiut QorgaNaHuITHN OOMIKAPUITHUHT ATOHA MEXAaHW3MUHU aMaira OIIHWPHII
MMKOHUHH Oepa/iv Ba HaTHKaaa Oy3FyHUr cyObeKTaapra poJuiap napaMeTpiapuiaH
¢doiinanann0® TakukiIaHraH axO0opoTnaH (olganaHuIl MMKOHUATH Oaprapad
ATHIIAIM.

HMucceprauustHUHrT  «AH(OKOMMYHMKAIMOH  TH3MMJIapHaa  ax0opoT
XUMOSUUIAHTAHJIMTMHA  0axXoJiall  BOCHTAJAPW» HOMJIM TYpPTHHYM OobOuma
MH(OOKOMMYHHUKAITMOH THU3UMJIAPUHM JIOWWXanaml OOCKUWIapuJa pyxcaTcu3
doliganaHuIaH 3apap OSXTUMOJM Ba XaBPCU3IWKKA TaXJIUJIADHU amalira
OIIMPUIITa YPUHUIILUIAP COHUHU XuCOOJall WMKOHMHU OepyBuM EHJIAIIYB Ba
pyxcarcu3 (QoHgamaHumiaH axOOPOTHUHT XUMOSUIAHTAHJIUTUHU  MHKIO DU
Oaxosam MojaeNy Takiu@ KWIMHTaH XamJla WH(QOKOMMYHUKAIIMOH THU3UMIIapU]Ia
pyxcaTtcu3 GoiiJaTaHuITHI YEeKJIOBYM JACTYPUN MaXMya UIIIa0 YNKUITaH.

NH)OKOMMYHUKAIIMOH  TU3UMJIAPUHM  JIoMuxanam  OocKhwiapuaa
axbopoTaaH pyxcarcu3 doHgaTaHUIIAaH 3apap AXTUMOJUIMTUHUA KaMaTUPHIIL,
Oaxonam Ba TaxJWUIapHU aMaira OIIMPHINTa YPUHHUIIIAD COHWHU XHUCOOIAIll
UMKOHUHM OepyBuM yCyn acocuaa 2-KajBaina Typiad XWwil OOIUIaHFUY
IapaMeTpiapra sra KOMOBIOTED TU3MMJIApH ydyH P, Ba P, XMMOSIaHTaHIMKHH

OaxoJaliHu COH JKMXaruaan (apku Kypcaruirat. P Ba P, ax6opoTaan pyxcarcus
(ol JaTaHUIITHUHT 3XTUMOJIMHHY ITACTKU Ba I0OKOPY YerapajapuHua Oepaiu.

2-:kagBan
Komnbrorep Tusumiapuaa ax00poT XMMOSJIAHTAHJIUTMHE 0axoJ1ann
KTI KT2 KT3 KT4 KT5 KTé6 KT7
S 12 15 20 30 40 50 50
K 3 3 3 3 3 4 4
N; 3 5 5 4 10 10 10
N, 4 5 6 6 10 10 10
N 5 5 7 10 10 10 10
M, 3 3 9 5 3 6 4
M, 4 3 3 2 3 6 5
M, 2 3 6 9 3 6 9
P, 0,066 0,055 0,037 0,040 0,030 0,021 0,022
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P, 0,063 0,055 0,047 0,045 0,030 0,021 0,023
P, 0,071 0,055 0,042 0,034 0,030 0,021 0,020
U 0,187 0,248 0,172 0,151 0,265 0,197 0,205
U, 0,227 0,248 0,254 0,243 0,265 0,197 0,209
U, 0,309 0,248 0,257 0,296 0,265 0,197 0,186
P, 0,251 0,248 0,232 0,251 0,265 0,197 0,198
P, 8,411 1,481 1,772 5,371 2,782 3,091 3,282
AxOopotnan pyxcarcu3  GOHJATAHUIIHKA  YEKJIOBYM  XHUMOSI  KHJIMIII

BOCUTAJIAPUHUHT ME30HJIApUHUA 00BEKTHUB KHIMAaTIap acocuaa Xucooan xapaéHu
amaJra OIIMpUJITaH.
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1. MK- Universal:

Z Fi P - Z

C*1+1*1+1*0+09 0+08*o+07*1+05*0+02*5
+09%1+06+1+01+1+02+1+09%1+0,9%0+0,7x1
~(05%1) =58

2. Secret Net:
15 1
ZFiJQ'PiJr_szE'Pj_ =
i=1 =1

(1*1+1*1+1*1+O,9*1+O,]8*0+0,7*0+0,5*O+O,2*1)

+09+«04+06+«x0+0,1%x14+02%x14+09x1+09+x0+0,7+1
—(0,5%x4)=4

3. KPUIITOH-IIAT:

15 1
zFiJé'PiJr—szE'Pj_ =
i=1 =

j=1
(1*1+1*0+1*1+0,9*O+0,8*1+0,7*1+O,5*0+0,2*1)
+09+0+06*0+01%1+02%14+09%1+09+%0+0,7%*1
—(0,5%2) =46

4. Crpax NT:
15 1
ZFiz'Pi+_zP}'z_}'IJj_ =
i=1 j=1

]_
(1*1+1*0+1*1+0,9*0+0,8*1+0,7*1+O,5*O+O,2*1)
+09+«x04+06x0+0,1%x1+4+02%x1+09%«x1+09«x0+0,7+1

—(0,5%x3)=4,1

5. Dallas Lock:
15 1
ZFi-g.Pi-l-_zF]E P
i=1 =

= Jj=1
(1*1+1*0+1*1+0,9*1+0,8*1+0,7*1+0,5*1+0,2*1)
+09+«0+06+x1+01%1+02+«1+09+«1+09*%x0+0,7x1
—(0,5%5)=5,1



6. InfoWatch EndPoint Security

zFl-g Pl+ ZF'E'P]'_Z

1*1+1*1+1*1+09 0+08*1+07*1+05*0+02*1
( +09+x0+06+*0+01%0+02%x14+09x1+09%x0+0,7*1 )
—(0,5%«3)=5
Juccepranusiia TaKOMUUTAIITUPHITaH MOJIEIIap, yCyJulap Ba alrOpUTMIIap
acocua aBTOMATIAIITUPHITAH TU3UM XUMOSUIAHTAHJIUTHHUA OIIMPYBYH JACTypU
MaXMyacl WIUIa0 YMKWITaH Xamjaa axOopoThnaH pyxcarcus (oimanaHUIIHA
YEKJIOBYM XHMMOSI KWIUII BOCHUTAJApUHU WIUIAII YHYMJOPJIUTHMHU KHECUN
Oaxonamm yTKa3wirad (3-xaaBai Ba 6-pacm).
3-:kagBag
ABTOMATJIAIITHPWITAH TU3UM XUMOSUIAHTAHJIUTMHH OLIMPYBYH JIACTYpPHii
MAaKMYaCHHHMHI TYPJIM aX00poTAaH pyxcarcu3 ¢oiiiaJaHHIIHA YeKJI0BYH
XMMOSI KMJTHII BOCUTAJIApH OMJIaH MILUIAIIN YHYM/IOPJIMTHHA 6axoJiai

HATHKAJIAPH
AX00pOTIaH pyxcaTrcus . =
dboinanaHuITHA S ~ » E
YEKJIOBYH XUMOS 5 g 5 ; Q EE
KUJTHILI E - = » — Mg
O @) 3 %) = B
BOCHUTA- - > = o, = 2 3
! Q = = = S
Japu n %) = @) A =
= o o
o ~ =
Kypcarkuunap —
S 5,8 4 4,6 4,1 5,1 5
Smax 9,9 9,9 99 9,9 9,9 9,9
U(%) 58,585 (40,404 | 46,464 | 41,414 | 51,515 | 50,505
100
90
80
x 58,585
g 51,515 50,505

2 e e «©

50 40404 30464 41414
4
3
2
1

SECRET NET KPUIITOH-IIUT CTPAX NT DALLAS LOCK INFOWATCH
UNIVERSAL ENDPOINT
SECURITY

6-pacm. Ax0oporaan pyxcarcu3 GoiaJJaHUIIIHU Y€KJIOBYHM XUMMOS KHJIM LI
BOCUTAJIAPUHUHT YHYMJIOPJIUTUHN KHECHI TAXJTHIUA TUCTOTPaMMACH
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Kuécuii Ttaxmmn HaTwkamapura Kypa, aBTOMATIAIUTHPWITaH TU3UM
XUMOSIJIAHTAHJIUTUHU omupyBuMn gactypuil maxmyacu «MK Universal» Typin
axOopornaH pyxcarcu3 (ONAAIAaHUIIHU YEKIOBUM XUMOS KWJIUII BOCHUTAJApH
UIUIAIY YHYMAOPJIUTUHA Oaxonamn Oyiinya sHr sxim kypcatkuura sra «Dallas
Lock» nmactypuii Maxkxmyacunan 7% Ba DHT macT KypcaTkuura sra «Secret Net»
nactypuil Mmaxmyacugat 18% roKopu yHYMIOPIMKKA dra.

XVYJIOCA

«HDOKOMMYHUKAIMOH  TU3MMJIapAa  axOOpOT  XHUMOSJIAHTAHJIUTHHU
OIMMPHUIITHUHT yCYJA Ba BOCHUTAJIAPUHU TAKOMWJUIAIMNITHUPHII) MaB3yCHIaru
auccepranus Oyinya Kyiuaaru xyjaocajaap TaKIuM dTHIINU:

1. Ponmapra acocnanrad (GoipaylaHUIIHA ~ OOMIKAPHIIT YCYJIH acOCHIa
TAIIKWJIOTHUHT XaBMCHU3IMK MOJENU Takiaug sTuiarad. Takiud 3TUIATaH MOEIN
Typiiu QoiiaraHyBYHIIap MabIyMOTIAPUHU OOMIKapyB (YyHKIUSIIAPUHUHT OUp-
Oupu OWJaH KECUIIMACIUTUHU TabMHUHIAIl XUCOOWTa poJuiap HepapXUsICHHU
KYpHIIIra UMKOH SIpaTaju.

2. UkknTa KAWMATIM NaHXapaHUHT JEKapT KYMaWTMacUHU TY3HII OPKAJIA
MabIyMOTIapHU Max(UUIUTH Ba AXJIUTIUTHHU TabMHUHJIAI UMKOHUHU OEpyBUYH
MaHJIaTJIM XaBPCU3IUK CUECATUHU KYPHUII YCYJIM TAKOMUJUIAIITUPUIITAH.

3. OnepaunoH Tu3uMiIapja QoijalaHUIIHU OOIIKAPHUII XYCyCUSTIapura
acocnmanu® (QoigagaHUIIHK  OOMIKAPUIITHUHT MaHAAT Ba POJUIM  MOJEIH
TaKOMWJUTAIITUPWITAH. TakOMWITAIITUPUWITAaH MoJien  doigananyBYUIapHUHT
Kaill MabJIyMOTJIApUHUHT BaKOJATIU POJUIAPUHM, MKOPHUM CyOBEKT-CEaHCU Ba
dolinananyBuu XyKyKUHHUHT )KOpUH POJIIapUHU TaKJAUM ATHUIITAa UMKOH Oepaju.

4. le-tope Ba Jle-dakTo xompamapuaan Qoiganannd maHiaT Ba poJuiapra
acociaHrad GoHgaIaHUITHA OOIIKAPHUII aITOPUTMU HILIad yukwiad. Wmmad
YUKWITaH aJIropuT™M axOopornaH (oWgaJaHUIIHA OOIIKApHIN KOWJIaJlapuHU
MIAKJUTAHTHPUIIT  OpPKaJu aXxO0opOT TU3UMUHUHT XUMOSJIAHTAHJIUTUHU OLIUPHIIL
MMKOHUHHU Oepajy.

5. MudokoMMyHUKAITMOH TU3UMIIapUa ax0opoTnan pyxcarcus
dbomanaHuIIIaH XUMOs KWJIUITHA 0axoJIOBUM yCyi Takiug dtuirad. Takmud
ATWITAH YCyJl axO0opoTAaH pyxcarcu3 ¢oigallaHuIIIaH 3apap SXTUMOJUTUTUHU
KaMaWTUPUIL, THU3UM XUMOSJIAHTAHJIUTHMHU Oaxojaml Ba yjapra Oymaaurax
TaxIUJIapHU amajra OUIMPUIITa YPUHUIILIAP COHUHU XUcoO0JIalra UMKOH Oepaiu.

6. ABTOMAaTJIaITUPWIITAH THU3UM XUMOSJIAHTAHIUTHHU omupyBun «MK
Universal» - qacTypuii MaxMya UIIIa0 YUKHIraH. Y TKa3HIraH X|CoOar Taxpuoa
HaTWKajlapyu Oyindya unuiad YUKWITaH JacTypuil Maxmya Typau axO0opoTiaaH
pyxcarcus (oHIaTaHUIIHA YEKJIOBYM XHUMOS KHWIHMII BOCUTAJapU MIILIAIIN
YHYMJOpJAUTMHU Oaxonam Oyinua »Hr sxmu kypcatkuura sra «Dallas Lock»
JacTypui Maxkxmyacugan 7% Ba 3HT macT Kypcatkuura 3ra «Secret Net» nactypuid
Maxkmyacugad 18% 1oKopu yHYMAOp HMIIUIAIITa UMKOH Oepai.
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HAYYHBINA COBET DSc.13/30.12.2019.T.07.01
O MNPUCYKAEHUIO YUYEHBIX CTENIEHEN ITPU TAIIKEHTCKOM
YHUBEPCUTETE UHO®OOPMAIINOHHBIX TEXHOJIOT'MHU

TAIIKEHTCKHUHN I'OCYJAPCTBEHHBIA TEXHUYECKHAM
YHUBEPCUTET

KAJIUPOB MUP-XYCAH MUPITYJTATOBUY

COBEPIIEHCTBOBAHHUE METO/J10B U CPEJICTB HOBBILIHNEHUSA
SAINMINEHHOCTU UH®OPMAIIUUA B
NHOOKOMMYHUKAIIMOHHBIX CUCTEMAX

05.01.05 — Metoab! u cucteMsl 3auuThl HHGopMaru. MHpopmannonHas 6e301acHOCTb.

ABTOPE®EPAT JUCCEPTALIUN
JOKTOPA ®UJTOCOPHUH (PhD) 11O TEXHUYECKUM HAYKAM

Tamxkent-2020



Tema quccepranuu aokTopa ¢pusaocodpuu (PhD) no rexHnyeckum HaAyKaM 3aperucTpUpoBaHa

B Boicmieii arrectaumonHoii komuccuu npu Kadounere MunuctpoB Pecny0auku Y30ekucraH 3a
Ne B2020.3.PhD/T308.

Jlnccepranys BBITOTHEHA B TaIKeHTCKOM TOCYJapCTBEHHOM TEXHUYECKOM YHUBEPCHUTETE.

ABropedepar amccepralii Ha TpexX s3bIKaxX (y30€KCKHH, PYyCCKHH, aHTIMACKHHA (pe3rome))
pa3MeleH Ha BeO-cTpaHUIle HAy4YHOro coBeTta (Www.tuit.uz) u Ha MHpopManmoHHO-00pa3oBaTeIbHOM
noprane «ZiyoNet» (wWww.ziyonet.uz).

Hay4yHblii pyKoBOAMTEJIb: Kapumos Mamxxut Manukosu4
JOKTOp TEXHUYECKUX HayK, mpodeccop

OdunuanbHbie ONMOHEHTHI: AoaypaxumoB baxTuép PaiizueBuy
TOKTOP (pH3HKO-MaTeMaTHIECKNX HayK, mpodeccop

I'anueB AGayxaania AGay:KaauJI0BUY
KaHJUTAT TEXHUYCCKUX HaYK, JOIECHT

Benymasi opranusanus: «UNICON.UZ» — ueHTp HAYYHO-TeXHHYECKHX H
MapKeTHHIOBBIX HUCC/IeJ0OBAHUMN

3amura 1uccepTaluy COCTOUTCS «_ » 2020 rompa B vacoB Ha 3aceganuu HayuHoro coBera
DSc.13/30.12.2019.T.07.01 npu TamkeHTCKOM YHHBEpCUTETe MH(DOPMAIMOHHBIX TeXHOJOTHM. (Aapec:

100202, r. Tamkenr, yi. Amupa Temypa, 108. Ten.: (99871) 238-64-43; dakc: (99871) 238-65-52; e-mail:
tuit @tuit.uz).

C nmucceprarnueil MOKHO O3HaKOMHUTHCS B MH(POpMaMOHHO-peCypcHOM IeHTpe TamrkeHTCKOro
YHHUBepCUTETa WH(GOPMAIMOHHBIX TEXHOJOTHH (peructpanuoHHbii HOMep Ne ). (Ampec: 100202,
r. Tamkent, yn. Amupa Temypa, 108. Ten.: (99871) 238-65-44).

ABTOopedepar auccepTaluy pa3ociaH «__ » 2020 roxa.
(mpotokoin paccemku Ne. 0T« » 2020 roma.)

P.X. XamaamoB
[Ipeacenarens HAYYHOrO COBETA MO NPUCYKICHUIO
YYeHBIX CTETeHeH, J.T.H., mpodeccop

®.M. Hypanues
VY4eHslil cekpeTapb Hay4HOIO COBETa IO
MPUCYKJEHUIO YUYEHBIX CTENEHEH, 1. T.H., TOUEHT

C.K. T'anues

Ipeacenarens HaydHOTO ceMuHapa npu Hayarom
COBETE M0 MPUCYKIECHUIO YUEHBIX CTENIEHEH,
I.T.H., mpoeccop
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BBEJIEHUE (anHoTaumust nucceprauuu 1oKkropa ¢punocodpuu (PhD))

AKTYaJIbHOCTh H BOCTPeOOBAHHOCTb TeMbI JuccepTannu. B Mupe ocoboe
BHUMAaHHE YJeJsieTcsl Ha OOHapy>KeHHE U YCTpaHEHHE HECAHKIIMOHWPOBAHHOTO
goctyna K HHpopMaluu B HHPOKOMMYHHKAIMOHHBIX CHUCTEMax, OILIEHKE
3aIMIIEHHOCTH CUCTEM, a TaK)K€ Ha CO3[JaHHE U COBEPUICHCTBOBAHUE CPEICTB
3allUTHl  OT HECAaHKIMOHUPOBAHHOTO JocTyma. B mudpoBoii sKOHOMUKE
3 (PEKTUBHOCT, BCEX CEKTOPOB YBEIWYHMBACTCS 3a CUET MCIOJb30BaHUS
WH()OPMAITMOHHBIX TEXHOJIOTHI. DTO CO3AaeT OMPEICICHHBIC PUCKHU IS TIPOOIEMBI
nHpopmarmonHoir Oe3omacHoctd. B mepBom kBaprane 2020 roma KOJIMYECTBO
KHOCPUHITUEHTOB OBICTPO YBEITUINBAJIOCH, B pe3YyIbTAaTEe Y€T0 KOJUIECTBO aTakK Ha
uH(GOPMAILIMOHHBIE CUCTEMBI YBETUUMIIOCh Ha 22,5% 1o cpaBHeHHto ¢ 2019 rogom.
Taxke KOIMYECTBO LENEBLIX aTak TOJIBKO B 3TOM Tomy cocraBuino 67%'. Ilo
JAHHOMY HAaIlpaBJICHUIO B Pa3BUTHIX cTpaHax, Takux kKak CILHA, Hunepnanasl,
I'epmanus, BenukoOpurtanus, ®panmus, Wramms, Poccuiickas denepanus u
JIPYTUX TOCYAapCTBaxX YJEIseTcs 0co00e BHUMAaHHUE pa3pabOTKe MpOrpaMMHO-
anmapaTHbIX CpEJACTB, OOECIEUUBAIOMIMX 3alIUTY HHPOKOMMYHHKAIIMOHHBIX
CUCTEM OT HECAaHKIIMOHHPOBAHHOTO JIOCTyIA K HH(OpMAaIUu.

B mupe cuctembl 00paboTK U XpaHeHHs] HHDOpMAIUU MPEACTABISIIOT COO0M
COBMEIICHUE HECKOJbKHUX CIECIHATM3UPOBAHHBIX WH(GOPMAIIMOHHBIX CEPBHUCOB.
Jlns  cnenuanvM3upoBaHHBIX  HMHGOPMAIMOHHBIX CEPBUCOB pa3paboTaHa CBOs
MaremMaTudeckas Mojiesib. B CBsi3uM ¢ 3TUM 0OOBEAMHEHUE HECKOJbKUX MOJeNen
0€30IaCHOCTH B OJIHY CUCTEMY B HACTOSIIEE BPEMs SIBISCTCS OJHON M3 BaKHBIX
3ajad. OnHAaKO OOBEIWHEHUE HECKOJbKUX CEPBUCOB B OJHY CHCTEMYy O€3
M3MEHEHHUS  Mojiefied  0€30MacHOCTM  MOKET  TPUBECTM K  CHIDKCHHIO
paboTOCIOCOOHOCTH CUCTEMBI. CrnenoBaTenbHO, pa3zpaboTka
YCOBEPIIIEHCTBOBAHHOW MOJIENIN YIPABJICHUS MOJTUTUKON 0€301MacCHOCTA MaHJaTHO-
pOJIEBOTO pa3rpaHUYEHUs JOCTyNa SIBISETCS AaKTyaldbHOM MJI OCYIIECTBICHUS
VOpaBJICHUS HA OCHOBE pOJEH © TMOBBICUT KOH(MUICHIIMATHLHOCTh CHCTEM
yrnpaBiieHus 6a3aMu JaHHBIX B MH(OOKOMMYHUKAITMOHHBIX CHCTEMaX.

B wnameii PecnyOnuke, Hapsgy ¢ pa3BUTHEM HWH(HOKOMMYHUKAIIMOHHBIX
CUCTEM B OpraHax rocCyJapCTBEHHOTO U XO3AWCTBEHHOTO YIpaBIEHHUs, 0C000e
BHUMAHUE VYAENSETCA IIUPOKOMY IPUMEHEHUIO METOJOB U CPEACTB 3allMThI
nHpopmaiuu, yTeuyke HHPOpMAIMM W HECAHKIMOHHUPOBAHHOMY JOCTYMy K
MH(pOpMaIUK B 3TUX cucTeMax. B cTpareruu neicTBuii o ganbHENIIeMy pa3BUTHIO
Pecnyonuku Y36ekuctan B 2017-2021 ronax omnpeseneHsl 3aJ1auu, B TOM YHCIE,
«...COBEPIICHCTBOBAHUE CUCTEMBI 0OecreueHus HHPOPMAIIMOHHOW 0€30MacHOCTH
Y 3aIUThI MHPOpMAIIMHU, CBOEBPEMEHHOE U aJICKBAaTHOE MTPOTUBOCHCTBUE YIrpo3aM
B uH(OpManMOHHON chepe»’. Jmd penreHMs STUX 3a1ad OJHMM H3 BaKHBIX
BOIIPOCOB ABJISICTCS COBEPILICHCTBOBAHUE TTOJIUTHUK 0€30macHOCTH,
OTPaHUYMBAIONINX HECAHKIIMOHMPOBAHHBIM J0CcTyn K uH(opmanuu B HWH(DO-
KOMMYHHUKAITMOHHBIX CHCTEMaX B COOTBETCTBUHU C COBPEMEHHBIMU TPEOOBAHUSIMHU.

! https://www.ptsecurity.com/ru-ru/research/analytics/cybersecurity-threatscape-2020-q1/
2 V36exucton Pecrry6mukacu Ipesunentn 2017 it 7 denpamnaru [1d-4947-coun «Y36exucTon PecryGmikacuau
sIHa/la PUBOXKIIAHTHPHII OYitndya Xapakariap cTparerusicu TyFpucuia» ru @apmMoHu
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JlaHHOE TMCCEepPTAMOHHOE UCCIIEA0BAHUE, B ONIPEACIICHHOM CTENEHU, CITYKUT
BBITIOJIHEHUIO 33/1a4, TNpeaycMOTpeHHbIX yka3oMm Ilpesupentra PecmyOnuku
V36ekuctan Ne VII-4947 ot 7 despans 2017 roga «O Crtpateruun nedcTBUNA 1O
nanpHeleMy — pa3Butuio  Pecniyonmuku — Y30ekucran», IloctanoBieHuem
[Ipesunenta PecnyOnuku Y36ekucran Ne T111-4022 ot 21 Hosi6ps 2018 roma «O
Mepax M0 JalibHeWield MojepHU3anuu IUuGpPOBOM HHPPACTPYKTYpPhl B LETSAX
pazBuTus 1udpoBoit 3xoHOMUKU», No TII1-4452 ot 14 centabps 2019 roga «O
JOTIOJIHUTENIBHBIX MEpax IO COBEPUICHCTBOBAHUIO CHUCTEMbl KOHTpOJS 3a
BHEJIpEHUEM HH(POPMAIMOHHBIX TEXHOJIOTHH W KOMMYHHKAIIUNA, OPTaHU3AINN UX
3allUThD), a TaK¥K€ B JAPYTUX HOPMATHUBHO-TPABOBBIX JTOKYMEHTAaX, MPUHSATHIX B
naHHOM cdepe.

CooTBeTcTBHE UCC/IEA0BAHUS NPUOPUTETHBIM HANPABJIEHUSM Pa3BUTHA
HAYKH W TeXHOJOruil pecny0juku. J[aHHOE WHCCIIEIOBAaHUE BBIMOJHEHO B
COOTBETCTBUM C NPUOPUTETHBIM HAIPABICHUEM PA3BUTHS HAYKHM U TEXHOJIOTHI
Pecnyommuku 1V,  «Mudopmatuzammss u  pa3Butue  MH(POpPMaAIMOHHO-
KOMMYHUKAIIMOHHBIX TEXHOJIOTHUI».

CreneHb M3y4eHHOCTH NMPoOJeMbl. B paMkax MHUpPOBBIX HCCIIEIOBAHHUU IO
pa3paboOTKe METOJ0B, MOJEIEeH U CPEACTB pa3TpaHUUYCHHUS JIOCTyNma OT
HECAHKIIMOHUPOBAHHOTO JIOCTyna K HHQpOpManuu OOJIBIION BKJIaJ BHECIH
cinenyromue 3apyoexnsie yuenbie: D. Elliott Bell, Leonard J. LaPadula,
R.S. Sandhu, D. Richard Kuhn, Zoran Stojanovich, Ajantha Dahanayake, Karsten
Sohr, Jirgen Schlegelmilch, Bernhard J. Berger, Han Jinguang, Ali Abdallah, Jason
Crampton, Philippe Balbiani, Pierangela Samarati, S. De Capitani di Vimercati,
B. Myxun, A.M. Bonokura, A.IO. lllernos, K.A. Ilernos, H.A.['alinamakuH,
JI.IL. 3erxkna, A.1O. lllep6akoB, B.A. I'epacumenxo, C.B. benum, H.®. borauenko,
1O.C. Pakuukuii u np.

CoBmMmecTHas peann3alnsi METOJOB U AITOPUTMOB Pa3rPaHUUYEHHUS JOCTYIA K
uH(pOpMaIMU HUCCIE0BaHbl B HAYYHBIX TPYJaxX 3apyOCKHBIX YUEHBIX, TAKUX Kak
Rivera Sanchez, C. E. Phillips, Mustafa Kocatiirk, Taflan Glindem, [1.H. JleBsiaun.

B pasButue sToro HampaBieHusi B Hamieil PecnyOnuke BHeCIM CBOW BKIIAJ
T.®. bekmyparos, C.K. I'anueB, M.M. Kapumos, A.A. I'anues, /I.5. Upraiiena,
A.A. Cynuma, O.M. McMousioB u ap.

HecMoTps Ha TOCTaTOYHBIN YPOBEHb TEOPETHUECKUX UCCIICOBAHMIA B 00J1aCTU
0o0ObEeIMHEHUSI MOJENel KOHTPOJISI JoCcTyna K HWH(pOpMaIuu, HEI0CTaTOYHO
HCCIIEIOBAHBl METOJbI M AJITOPUTMBI UX MPAKTUYECKOU peaau3alluu, CBSI3aHHbBIC C
dhopmanuzarueit B ”HGOKOMMYHHKAIIMOHHBIX CUCTEMaX.

CBs3b  JIMCCEPTALIMOHHOIO  MCCJAEIOBAHUSL € IJAHAMM  HAY4YHO-
HCCJIeA0BaTEIbCKUX PaldoT BbICHIEr0 00pPa30BATEILHOI0 Y4Ype:KIeHHus, Ijae
BbINOJIHEHA JAuccepTanus. JluccepTalliOHHOE WCCIIECIOBAHUE BBHITIOJHEHO B
paMKaxX Hay4YHBIX MPOEKTOB COTJACHO TUIAHY HAyYHO-HCCIIEIO0BATEIHLCKUX padoT
TamkeHTCKOro roCyJapCTBEHHOIO TEXHUYECKoro yHuBepcutera NoA-5-48
«CrocoObl TOBBIIIEHUST 3AIUIIEHHOCTH WHGOPMAIIMK TIPU KOHTPOJIE JTOCTYIMa K
c03/1aBaeMbIM (haiiJIOBHIM 00BEKTaM B MHPOKOMMYHHUKAIIMOHHBIX cucTeMax» (2015-
2017) u EOT-ATex-2018-168 «CoBepuIeHCTBOBAaHHE METOJOB M CPEJICTB
oOHapy>KEeHHsI aTaK B KOMITBIOTEPHBIX ceTsax» (2018-2019).
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Heabio uccienoBanms sBiseTCa pa3padoTKa METOOB U CPEACTB HA OCHOBE
MOJIeNiel pa3rpaHUyYeHus] JOCTyna [JIsl TOBBIIIEHUS YPOBHS 3alIUIIEHHOCTH
MH()OKOMMYHUKAIIMOHHBIX CUCTEM.

3agaum uccJIe0BaHNUA:

COBEPILIEHCTBOBAHUE MOJIEIN O€30MAaCHOCTU AJIA pa3rpaHUYCHHs JOCTyna B
MH(OKOMMYHUKAIIMOHHBIX CUCTEMAX;

COBEpILIEHCTBOBAHME  METOJAa  TMOCTPOCHHMS  MAHJATHOM  TMOJUTHKHU
O0e3omacHocTH, oOOecrmeunBaroniell  KOH(MOUICHIIMATLHOCTh M IICJIOCTHOCTH
uHbOpMaIny;

COBEPILIEHCTBOBAHNE 0ObEIMHEHHON MAHIaTHOM U POJIEBOI MOJEIH KOHTPOJIS
JIOCTYIIOM B OTIEPAIIMOHHBIX CUCTEMAX;

pa3paboTka ajroputTMa M MPOTPAMMHOIO KOMIUIEKCA JJs 3aIUTHl OT
HECaHKIIMOHUPOBAHHOTO J0CTyNa K HH()OpMAITHH.

O0beKkTOM HCCIeI0OBAHMS  SIBISIOTCS  HMH(POPMALMOHHBIE TOTOKH B
MH()OKOMMYHHUKAITMOHHBIX CHCTEMaX.

IIpeamMeTroM HcciIenOBaHUsl SIBISIOTCS  pasTpaHUYEHHs  JIOCTyNa  OT
HECaHKIIMOHUPOBAHHOTO J0CTyIa K HH(OpMAaIIUH.

MeTtoabl ucciienoBanus. B nporiecce uccieoBaHusl HCIOIb30BAHBI METO/IBI
3alUThl  UH(POpPMAILMKA, MaTEMaTHYECKUE MOJENH, TEOpUsl alredpandyecKux
pemeTok, Teopus rpadoB U 00bEKTHO-OPUEHTUPOBAHHOE MPOTPAMMHUPOBAHKE.

Hayunasi HOBU3HA McCJI€I0BAHUSA 3aKITI0YAETCS B CICTYIOIIEM:

YCOBEpIIIEHCTBOBaHA MOJIe]h 0€30MaCHOCTH OpPraHMU3AIMM HAa OCHOBE METOJa
KOHTPOJIA JOCTyna K WH(POPMAIUU, TapaHTUPYIOIIas, HE MpecedcHue (QyHKIIUN
YIPABJICHUS Pa3IMIHBIX MTOTH30BATEIBCKUX JaHHBIX.

pazpaboTaHa KOHIIEITyaJlbHas MOJENb  TOBBIIICHUS  3AIIUIICHHOCTH
nH(OpMAITUU C MAaHAATHOW MTOJTMTHKON pa3rpaHUYCHUs JOCTYIIA;

YCOBEPIIIEHCTBOBAH METOJ MOCTPOCHUSI MAHIATHON TOJIUTUKH 0€30MacHOCTH
Ha OCHOBE JIEKapTOBAa MPOU3BEACHHS PEIIETKH JIBYX IIEHHOCTEH, KOTOPBIH MO3BOJIUT
obecreunTh KOH(DUICHIIUATEHOCTh U IIEJIOCTHOCTH JIaHHBIX;

YCOBEPIIIEHCTBOBAHA MAaHJATHO-POJIEBAasi MOJIEIb YIPABICHUS JIOCTYIIOM,
MO3BOJISIFOIIAsA  3a7aTh (YHKIUMA aBTOPU30BAHHBIX POJIEH YYETHBIX 3amucei
MOJIH30BATENICH U MPaB JOCTYIIA;

pa3paboTaH aJIrOpPUTM TMOBBIIMIAONINN YPOBEHb 3AIUIEHHOCTH CHUCTEMBI B
coOTBeTCTBUM ¢ mpaBuiamu Jle-tope u Jle-hakto u Ha OocHOBE (POpPMHUPOBAHUS
MpaBUJI YIIPaBICHUS JOCTYIIOM K HH(OPMAITUH.

IIpakTnyeckue pe3yabTaThl HCCAEIOBAHUS 3aKITIOYAIOTCS B CISAYIOLIEM:

pa3paboTaHbl ~ METOABI, MOJEIM W  AJITOPUTMBI  3aIIUTBl  OT
HECAHKIITMOHUPOBAHHOTO JIOCTyNa K HWHGPOPMAIWK B HWH(POKOMMYHHUKAITMOHHBIX
CUCTEMaX;

MPEMIOKEH METOJl, TO3BOJISIONIMN PACCUUTATh KOJWYECTBO TIOTMBITOK
peanu3aiyy yrpo3 oOT HECAaHKIIMOHUPOBAHHOTO JIOCTYIA K MH(OpMAIMK Ha dTamax
MIPOCKTUPOBAHMS HHPOKOMMYHHUKAIIMOHHBIX CUCTEM;

pa3paboTraHa MoJielIb KOJHMYECTBEHHOM OIIGHKH 3allUIICHHOCTH HH)O-
KOMMYHUKAITMOHHBIX CHUCTEM OT HECAHKIIMOHMPOBAHHOTO JOCTyIlla Ha OCHOBE
Kod(uImeHTa 3amuIeHHOCTH U TTPOTPAMMHBIA KOMIUIEKC ISl pa3rpaHuyYeHUs
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HECAaHKIIMOHUPOBAHHOTO JA0CTyNa K HH()OpPMAITUH.

JlocTOBEpHOCTH Pe3yabTATOB HCCIAeA0BaHMA. J[OCTOBEPHOCTh PE3YyIbTATOB
UCCJIEIOBAHUS TMOATBEPXKIAeTCsd pa3pabOTaHHBIMU METOJIaMU  OTPAHUYECHUS
HECAaHKIIMOHUPOBAHHOTO JIOCTyNa K HH(QOpMalnuMd B WH(OOKOMMYHUKAIIMOHHBIX
CUCTEMaX, MOJIEJbI0O  KOJMYECTBEHHOM  OIIEHKH  3alUIIEHHOCTH  HH()O-
KOMMYHHUKAIIMOHHBIX CHUCTEM OT HECAHKIMOHMPOBAHHOTO JOCTyIa, a TaKke
pe3yibTaTaMu MPOBEEHHBIX IKCIIEPUMEHTOB I0 pa3pad0TaHHBIM aJTOpUTMaM IpH
peanu3anuy IporpaMMHOTO KOMILUIEKCA.

Hay4ynasi m npakTU4ecKkasi 3HAYUMOCTb Pe3yJIbTATOB HCCJIE0BAHMS.

Hayynas 3Ha4uMOCTh pe3yJbTaTOB HCCIEIOBAHUSA 3AKIIOYAETCS B TOM, YTO
pa3pabOTaHHbIE  MOJEIHM, METOJAbl W  aJTOPUTMbI,  OTPAHUYMBAIOIINE
HECAHKIIMOHUPOBAHHBIN JOCTYI K WHGOPMAIMH, CIy>KaT OCHOBOW MJIsS CO3MaHUS
Moieni 0€30MacCHOCTH B OpraHU3aIIHH.

[IpakTHyeckass 3HAYUMOCTh MOJYYEHHBIX PE3YJbTAaTOB  HCCIENOBaHUS
3aKII0YaeTCsT B TOM, 4YTO dS(PGEKTUBHOCTHh YNpaBlieHUs WHGOPMAIIMOHHON
0€30MacHOCThIO 3a CYET KOA(PPUIIMEHTA 3aIUIIEHHOCTH HHPOKOMMYHUKAITMOHHBIX
CUCTEM, a TaKXke pa3pabOTaHHBI MPOTPaMMHBIM KOMILJIEKC Ha OCHOBE
WCIIOJIB30BaHUsA MaHAATHOTO W POJIEBOTO Pa3rpaHUUYEHHUs [IOCTyINa IO3BOJISIIOT
MOBBICUTH YPOBEHbB 3aIIUIIICHHOCTH B MHPOKOMMYHHUKAITMOHHBIX CUCTEMAX.

BHeapenne pe3ybTaToB HccaenoBaHusA. Ha OCHOBE NOIYyYEHHBIX HAYUYHBIX
METOJIOB, MOJieJied M aJrOpPUTMOB, OTPAHUYMBAIONIMX HECAHKIIMOHUPOBAHHBIN
JOCTYT K HH(POpMaIu B MHPOKOMMYHHUKAITUOHHBIX CUCTEMAX:

MPOTPaMMHBII KOMILIEKC, MOBBIIIAIOIINI 3alUIIEHHOCTh
aBTOMATH3UPOBAHHBIX CHUCTEM Ha OCHOBE YCOBEPIICHCTBOBAHHOW MaHAATHO-
pOJICBOM MOJENM yHOpaBJEHUS JOCTYIIOM, TMO3BOJISIONMIAST 3a1aTh (YHKIUU
ABTOPU30BAHHBIX POJIEM YUYETHBIX 3alUCEd MOJIb30BATENECd W TpaB JIOCTYIIA,
BHeNpeH nestenbHocTH B AO pecnyOnmkanckoi (oHmoBon Oupxke «TomKeHT»
(cmpaBka MuHHCTEpCTBA TO Pa3BUTHI0O WH(OOPMAIIMOHHBIX TEXHOJOTUNA W
koMMmyHuKaruii Peciy6nuku Y36ekucran ot 17 aBrycra 2020 roga Ne33-8/4721).
[IporpamMHBIil KOMITIIEKC, pa3paOOTaHHBIA B PE3yJIbTaTe HAYYHBIX HCCIICIOBAaHUH,
MTO3BOJIMIT YIPABJISITH YPOBHEM KOH(PUACHITMATBHOCTU CyObEKTa HA OCHOBE POJICH B
pabouux mporeccax OpraHu3alii, MOHUTOPUHTA COTPYAHUKOB U MPEIOTBPAIIATH
HECAaHKIIMOHUPOBAHHOE MCTOJIb30BAHNE CUCTEMHON HH(OPMAITUH;

pa3pabOTaHHBIA aNTOPUTM M MPOTPAMMHBIA KOMIUIEKC, IO3BOJISIFOIINN
MOBBICUTh  YPOBEHb  3allMIIEHHOCTH  CHUCTEMBI B  COOTBETCTBHHM  CO
chopmupoBanHbiMU TipaBwiamMu Jle-tope u Jle-dakTo, Takke Ha OCHOBE
dbopMupoBaHUs TMPABUJI YIPABJICHUS JOCTYNOM K WHOOpMAlUM BHEJIPEH B
nestenbHocTh OOO «Trans New Millenium» (cnpaBka MuHuctepcTBa MO
pPa3BUTHUIO HH(POPMAITMOHHBIX TEXHOJOTMM W KOMMYyHHUKarui PecrnyOnuku
V36ekuctan ot 17 aBrycra 2020 roma Ne33-8/4721). B pesynbrare, pa3paboTaHHBIN
MPOTPAMMHBIN KOMIUJIEKC, MOBBIIIAIONINN 3alUIIEHHOCTh aBTOMATU3UPOBAHHBIX
cucteM «MK Universal» pabotaer Ha 7% mnpou3BoauTEIbHEE, YEM CPEIICTBO
3amuThl “HQOpPMAIMK OT HecaHKIMoHupoBaHHOTo aoctymna «Dallas Lock», u Ha
18% mpou3zBoauTENbHEE, YEM MPOrPAMMHBIN KOMILIEKC «Secret Nety»;

MpEIOKEHHAsT MOJIeNIb O€30MaCHOCTH OpraHW3alk Ha OCHOBE METOja
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KOHTPOJIS TOCTYTIA 3alTUIIICHHOCTH HH(POPMAIIMK U Pa3paOOTaHHBIN IPOTPAMMHBIN
KOMILUIEKC Ha OCHOBE KIIMEHT-CEPBEPHON apXUTEKTYpbl, BHEAPEH B NEATEIBHOCTH
OOO «UNF Universaly», (cipaBka MuHHCTEpCTBA IO pa3BUTUIO HH(DOPMAITMOHHBIX
TEXHOJIOTUI U KoMMYyHUKalui PecniyOnuku Y36ekuctan ot 17 aBrycra 2020 rona
No33-8/4721). B pesynbrare pa3paboTaHHBIN MPOTrPAMMHBINA KOMIUIEKC, OCHOBAHHBIM
HAa AapXUTEKType KIMEHT-CEpBEpa, IMO3BOJIMI IOCTPOUTh HEPAPXUI0  POJIEH,
rapaHtupys, 49ro (QYHKIUM YIPaBIECHUS TOJb30BATEIBCKUMHU JIaHHBIMU HE
MEPECEKAIOTCS, MPEAOTBPAILECH HECAHKIMOHUPOBAHHBIM JOCTYII K CHCTEMHOMU
nHGOPMAITH OPTaHU3aIlNH, TAKXKE 32 CUET YMPaBICHUS COTPYAHUKAMH B pabodemM
MpolLIeCcCe MPOU3BOAUTENBHOCT OPraHnu3aluy MoBeickiack Ha 13%.

Anpofauuss  pe3yJbTATOB  HMCCJe0BaHUsl. Pe3ynbTarel  JaHHOTO
MCCTICIOBaHMs OB OOCYXACHBI Ha 7 MEXKIYHAPOIHBIX M 2 PECITyOJIMKAHCKHUX
HayYHO-TIPAKTUIECKUX KOH(DEPEHITUAX.

Iyonmukanust pe3yiabTaToB HccjaenoBanusi. [lo Teme wuccnenoBaHus
OMmyOJMKOBaHbI Bcero 28 Hay4yHBIX paboT, u3 HHUX 13 crareil B KypHaJbHBIX
U3JIaHUSIX, PEKOMEHIOBAaHHBIX BhICHIel arTecTalinoHHOM KoMmuccueit PecnyOnmku
VY30ekucrtan, B ToM uucie 11 — B MEXAYHApOJHBIX U 2 — B PECIyOJIMKAHCKHUX
KypHAJIaX, a TaKXe MOJy4eHbl 6 CBUIETEIBCTB O PErUCTpPAlMU IMPOTPAMMHBIX
NpOayKTOB jisi DBM.

Crpykrypa m o0beM auccepramum. Jluccepraiusi COCTOUT U3 BBEICHUS,
YETBIPEX IJIaB, 3aKIIOUCHHUS], CIIUCKA UCIIOJIb30BAHHOM JINTEPATYPhI U MPUIIOKEHUS.
O6BeM nuccepranuu coctanisier 118 crpanuil.

OCHOBHOE COAEP XAHUE JUCCEPTALIMHU

Bo BBegenmu 00OCHOBaHa akTyaJlbHOCTb W BOCTPEOOBAHHOCTH TEMBbI
JauccepTanuy, cOopMyIUpPOBaHbl 11€JIb U 3a/a4YH, BBISIBICHBI OOBEKT U IMPEAMET
WCCJIEIOBAHMS, ONPEIAEICHO COOTBETCTBHE  HCCJIENOBAHMS  HPUOPUTETHBIM
HalpaBJICHUSIM pa3BUTUS Hayku © TexHojorud PecnyOnuku VY30ekucraH,
W3JI0)KEHBl HaydyHas HOBU3HA W NPAKTUYECKHUE PE3YyJbTaTbl HCCIEIOBaHUS,
000OCHOBaHa JOCTOBEPHOCTb IOJIYUEHHBIX PE3YyJbTaTOB, PACKPHITHI HayyHas U
IIPAKTUYECKAsl 3HAYMMOCTh IOJYYEHHBIX PE3YJIbTATOB, NPUBEIACHBI IIEPEUYEHb
BHEJPEHUN B TMPAKTUKY pE3yJbTaTOB MCCIEAOBAHUS, CIUCOK anpoOanuu
pe3ynbTaToB pabOThl, CBEACHHUS IO OMYOJIMKOBAHHBIM pabdoTaM M CTPYKTypa

JIVCCEPTALINH.
[lepBas riaBa nuMccepranuu, O3arjiaBJICHHAs KaK «AHAJIM3 METOA0B U
CpeacTB NMOBbILICHUS 3aIMIIEHHOCTH uHopMmanuu B

HH(POKOMMYHUKANMOHHBIX CHCTEMAX), MOCBsIICHA TpodjieMaM 3alUIEHHOCTH
MH(POKOMMYHUKAIIMOHHBIX CHUCTEM, aHAJIU3y yIrpo3 U PUCKOB WMH(OOPMAIIMOHHOU
0e30macHOCTH, a TaK)K€ METOJaM TMOBBIIMICHUS 3allWIIEHHOCTH HWH(POPMAIIUU.
Taxxke OBT TIPOM3BEACH CpPABHUTEIBHBIA aHAIM3 MOJCNCH IOBBIIICHHUS
3aMUIEHHOCTH UHGopMaImi B HHHOKOMMYHUKAIIMOHHBIX cucTeMax. Ha ocHoBe
CPaBHUTEIHHOTO aHaJIM3a TMPEJACTABJIICHBI OOIIME HEIOCTATKW U TMPEUMYIIECTBA
Mozenel nHpopmalrmoHHoi Oe3onacHocTH. B Tabmmie 1 mpuBeaeHO cpaBHEHUE
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OCHOBHBIX XapaKTEpUCTUK MOJEJIed pa3rpaHuyeHus JOCTyla K pecypcam
MH()OKOMMYHUKAIIMOHHBIX CUCTEM.

Taoauna 1
CpaBHeHHE XapAKTEPUCTHK MOJIeJIell pa3rpaHMyYeHus 10CTyna
JuckpenronHas MannaTtHas RBAC
CloxHOCTb Cpenusis Bricokas Bricokas
peanuzanuu
3aluIeHHOCTh Cpenusis Bricokas Bricokas
CnoxHOCTh Cpennsis Bricokas Cpennsis
HCITOJIb30BaHUSA
[Ipon3BOUTETBHOCTH 3anelcTBYET HE 3anencTByeT 3a7elCTBYET
MHOT'O PECYPCOB HE MHOTO MHOT'O

pecypcoB pecypcoB
dopmabHOE He nonnoe [Tonnoe He nonxoe
JIOKa3aTeJIbCTBO
0e30IMacHOCTH
CHCTEMBI
Ob6ecneuenne He obecnieunBaet He O0ecneunBaeT
0e30MMacHOCTH B oOecIieunBacT
ceTu
KonTtpons yreuku He nonnoe ITomHoE He nonnoe
uHbopMaIuu

CrenyeT OTMETHUTh, YTO AKTYaJIbHBbIM SIBIIIETCSI CO3JaHUE HOBBIX METOJIOB U
MOJIU(DUITUPOBAHHBIX MOJEJCH TMOBBIIICHUS 3alIUIICHHOCTH UWH(OpMaINH,
00eCTIeYMBaIOIINX BBICOKYIO 3aIUIIIEHHOCTh CUCTEMBI.

Bo Bropoit rmaBe pgucceprauun «Cnoco0bl M MOJeJH TOBBIIIECHHS
3allMINEHHOCT HHPopManuu B HWHPOKOMMYHHMKAIMOHHBLIX CHCTEMAX)
MPUBEICHBI CIIOCOOBI MOBBIMICHUS 3AUTUIIIEHHOCTH MHMOpMalUK OT HapYyIICHUs
KOH(PUIESHIUAIBHOCTH  MOCPEJACTBOM  3allUThl OT HECAHKI[MOHUPOBAHHOIO
MOHWXEHUS, a TaK)Ke MPUBEJIEHBI MaHIATHBIE W POJIEBBIC METO/bI Pa3rpPaHUUYCHUS
nocryna. [loctpoeHa Mojenb MOJUTUKH O€30MaCHOCTH OpraHU3allMk Ha OCHOBE
pOJIEBOTO JIOCTyHa U TMPEIJOKEeHa KOHIENTyallbHasi MOJENb IOBBIIIECHUS
3aIIUIEHHOCTH UH(GOPMAIIMK ¢ MaHJATHON MOJMTUKONW pa3rpaHUYEHUs TOCTYIIA.
Takxe, mOCTpo€Ha MOJEIb CHCTEMbI YIPABICHUS JOCTyNa K CO3/1aBa€MbIM
(halIoBBIM 0OBEKTAM.

B mpemmaraeMoM monixojzie MOATamHOW KiacCUPUKAUUA HWH(POPMAITMOHHBIX
CYIIHOCTEH CTPOUTCS JAEPEBO OOBEKTOB 3AIIUTHI, YPOBHU HEPAPXUU KOTOPOTO
OTPaXKAIOT B3aUMOCBSI3b CYOBEKTOB 3allUThl, HWMEIOIIMX CTaTyC BIIAJICIbIICB
00BEKTOB 3alllUTHI. [[peBOBUIHAS CTPYKTypa MpPEACTaBICHUS OOBEKTOB 3aIlUTHI
peanusyercss d4epe3 HepapXui0 MpaB  BIAJCHUS CYOBEKTOB  OOBEKTaMH.
Hepapxudeckass 3aBUCHMOCTh MEXAY OOBEKTaAMHU 3alllUThl TMPOSBISIETCS Yepes
HMepapXxuio CTEMEeHEH CEKPeTHOCTH HH(OpMaluu U HepapXxuio KiaccuduKaiuu
CyOBEKTOB-BIIJIEIBIIEB 0O HEKTOB.

Ha pucynke 1 npencraBieHa ycOBEpIICHCTBOBAHHAS! KOHILIETITYaJlIbHAsI MOJIEIb

26



NOBBIIICHUS]  3AIIMIIEHHOCTH  WHGOpMAlMM C  MaHJATHOM  TMOJMTUKOMN
pasrpaHUuYeHUsI TOCTYIIA.

[IpeueneHTHBIM
aHaJIn3
baza metamaHHBIX
crienuguKaum Basa t
3aIUThl HHGOPMAITUU 3HAHUH <—»  MOHHUTOPUHT
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1 D

3anpochl oJIb30BaTENEH

Puc.1. KonuenryajabHasi MoJeJib MOBbINIEHHUS 3aIMIEHHOCTH UH(pOpMALNu ¢
MAaHJAAaTHOH MOJUTHKON pasrpaHUYeHUs 10CTyNAa

B navane, Ha 3Tame mnpeAMETHOM 00JIACTH TOJIb30BATEJICH, BBIJICJICHHbBIC
WHOOPMAITMOHHBIC  CYNIHOCTH  MPEACTABISAIOTCS B BHJAE  CTPYKTYPHBIX
MH()OPMAIIMOHHBIX AIEMEHTOB, a HH(GOPMAIIMOHHbBIE TPEOOBaHUS TIOJBL30BaTENIeH —
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B BHJI¢ UH(POPMAITMOHHBIX 3aIIPOCOB.

B Tperpeli rnaBe auccepranmu «MeToabl M AJTOPUTMbI COBMeELICHUS
NOJIUTHK  0€e30MaCHOCTH  PAa3rpaHMYEeHHUs JOCTyna K HHpopManum»
YCOBEPIIIEHCTBOBAHBI METOJMKH MaHAATHOW TMOJUTUKU O€30MaCHOCTH HAa OCHOBE
JBYX PEIIETOK IEHHOCTEW: KOH(MUIEHIMAILHOCTH W LEJIOCTHOCTU JIaHHBIX B
MH(QOKOMMYHUKAIIMOHHBIX ~ cucTemax. llpennmaraercss wMerox  oObeAMHEHUS
MaHJaTHOM U POJIEBOM MOJMTUKHU O€30MaCHOCTH Ha OCHOBE pelIeTO4YHOro rpada, a
TaKXke, MaHJIATHO-POJIEBass MOJIeNIb YIPABICHHUS JOCTYIIOM B ONEPalMOHHBIX
cucrteMax. IlpencraBisgercss aaropuTM pealn3alid MAaHIATHOIO M POJEBOTO
yhpaBleHus A0CTyoM Ha ocHoBe Jle-tope u Jle-hakto npaBui.

HeoOxonumocTh COBMEIIEHUS JBYX MAaHJATHBIX MOJHUTUK O€30MacHOCTH
MOKET BO3HHKHYTh B CHCTEMax, TPEOYIOMUX oOecredeHns] KOHPUACHITHATBHOCTH
M ueiroctHoctd  uHopmammu — ogHOBpeMeHHo. Ilpu  sTom  3amaua
aIMUHHUCTPUPOBAHUS CUCTEMBI CTAHOBUTCS BECHMA TPYIOEMKOM, TaK KAK KayK/IbIi
JIOCTYIl TIPOBEpSAETCS IO JBYM HE3aBHUCHUMBbIM mpaBwiaM. Hawubosee mnpocTbiM
pelIeHneM 3aJayu  SIBISETCS TOCTPOECHUE €IWHOW PEIIETKH LEHHOCTEH
OpraHM3alliy KaK JIEKapTOBa MIPOU3BEACHUS PEUIETOK OTAEIIOB:

Ly XL,

[Ipu TakoM MoaxoJie KakIbli OOBEKT B CUCTEME OyAET XapaKTepu30BaThCs
nmapoi MeTok 0e3zomacHoctu (m,, m,) (my € L;,m, € L,).

IIlycte B ormene D; [HOeUcTByeT JIMHEHMHAs peEUIeTKa LEHHOCTEU
L, = a4, a,,a3, a, C 9€THIPHMS YPOBHAMH 0e30MacHOCTH (A < a, < az < ay).

Bo Bropom otmene D, mycTh HNEUCTBYET JMHEHHAs pEIIETKAa LEHHOCTEH
L, = by, by, b3, b, ¢ 4eTbippMa ypoBHsIME Oe30macHocTd (b; < b, < bz < by).

Ha pwuc.2. npuBeneH pe3ynbraT MNPUMEHEHUS HWTOTOBOW  PEIIETKH
0€30IMacHOCTH 00BEIMHEHHON OpPraHu3aliK, UMEIOIU 16 MeTok 0€30MacHOCTH.

a,b, a2, a0 a+b
&l @l &9, .&4,b;
s a.D, N asD, N a,h,
&by a5, N dsD, N a,b,

Puc.2. UtoroBas pemerka 0e30nmacHOCTH 00beIMHEHHOI OpraHu3anuu

B03MO0XHO BO3HMKHOBEHHE YTEUKH WH(GOPMAIUH, TOCKOJIBKY B MOIYUYEHHOM
HOBOW peIIeTKe CcaMblii HHU3KUNA YPOBEHb Qy4,b, TpeAmonaraeT I0CTym K
uHOpMaIMK KaXIoro w3 otnenoB. s Toro dYroObl wW30ekaTh MOMOO0HOU
CUTyallM¥, HEOOXOAMMO  JIOTIOJHWUTH  HOBYKO  PEIIETKYy  O€30MacHOCTH
JOTIOJIHUTEIBHBIMU  YPOBHSIMH Oe3omacHOCTU. [[st 3Toro HeoOXOIMMO BBECTU
AIIEMEHTapHOE NpeoOpazoBaHuE, KOTOpOe OYIEeT MOMOJHATH JIIOOYIO peleTKy
INyCTBIM  DJIEMEHTOM, WJIM HyJIEBbIM J3iieMeHToM. Ilpm Takom mozaxone
pe3ynbTUpyIolas pemerka OyJeT cocTosTh W3 25-TH sneMeHToB. Jluarpamma
pemerkn L? npencrasnena Ha puc. 3.

Pemerka L=L;y XL, ABJISACTCSA VHCTPYMEHTOM oOecrieueHus
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uHpOpMallMOHHOTO oOMeHa Mexny otgenama D; u D,, mnpuuyem 3TOT
MHQOPMALIMOHHBIM O00MeH Oyner Oe30macHbIM, MOCKONBKY JUIS KaXKJIOoro BHUAA
B3aUMOJICHCTBUS TMPEAYCMOTPEH CIEIHaIbHBIN ypoBeHb Oe3omacHocTH. Kpome
Toro, B pemerke L? MOXHO Takke BBIICNNTH €Il 2 MOAPEIICTKH, KaXaas W3
KOTOPBIX OyZeT UMUTUPOBATH PabOTy OTJeN0B 6e3 MHPOPMAITMOHHOTO OOMEHa.

a,b, > a“’bj . a,b, o 614,b, o g’bl
a,b, &dxb, 2a.b, L &4:0, 2o.b,
a,b, ; a,b, 5 Qyb; - a0, . 0,b,
a/»b4 - a?»b4 . a:’b4 < a-pr -« @,b4
a,o L0 14,0 39,0 .70

Puc.3. Pemmierka 0€30nacHOCTH 00beIUHEHHBIX CHCTEM

PoneBast monuTHKa 33/1a€TCS MIECTHIO POJISIMH, OJHA U3 KOTOPBIX (7y) ABISETCS
«ITYCTOI», TO €CTh HE 00JIaAI0IEN KaKUMU-TMOO MPUBWIIETUSAMH U MTOTYMHEHHON
moboi apyroit ponu. IlycTe MaHgaTHas mNOJAMTHKA OE30MAaCHOCTH 33/Ja€TCs
pemeTKoi L, aneMeHTaMu KOTOpO# SIBISIOTCA y37Ibl Uy, U5, I3, [, ipudem oTHOIIEHHE
MOPSIIKA 33J]aHO TaKUM 00pa3oMm, uTo [; = 1, = I3 = 1.

PoneBas monutrka 6€30MacHOCTH AOMYCKAET HEMPOTUBOPEUYNBOE COBMEILLIEHUE
C MaHJATHOW MOJUTUKON Oe3omacHOCTU. st 3TOro HEOOXOJUMO MOCTPOUTH
pewietky R X L, SBISIIOLLYIOCS AEKapTOBBIM IMPOU3BeAcHUEM peleTok R u L, rae
R — pemetka, onpenensiemMasi pelieTOYHbIM IpadoMm.

Onementamu pemeTkd R X L sBastores napel (13,[;), mpu i =0,...,4u
j=1,..,5 Ilpu >TOM OTHOIIEHHE TMOPSAKA 3aJaeTCS CICAYIOIUM 00pa3oM:
(rirlj) = (Tk, lm)a CCIIN 1; > N, u l] = lm

R,L,

Puc.4. CoBMenieHue poJieBOid 1 MAHJIATHOM MOJMTHUK 0€30MIACHOCTH
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/ Users:(roley, .., roley) /

AyTreHTH(HKAINS TIOIH30BATEISA

AyteHntuduxanus npouwnia
YCIEIIHO U MOJIb30BATEII0
paspeieHa pabota B CUCTEME

Her

Martpuna nocrymna CooOmienne 06 oTKa3e B AOCTYIIE
(TIporiecc, mopoKaaeMbIi
aIMUHUCTPATOPOM B COOTBETCTBUH v
C POJIBIO UJTH TIOJTHOMOYHEM )
v Perucrparus nomeITku
basza XpaHeHHsI CIIUCKOB A0CTyNa HCCAaHKIINOHMPOBAaHHOI'O
(MaHaTHBIE aTpUOYTHI U1K METKU O€3011aCHOCTH) Aoctyna
L
Her Ia
PA'=PA,F' =F, A" = AU {(x,y,own,)
Her Ha
c(y) = b(x),
k(y) < n(x)
A'=PA,F' =F,A" =AU {(x,y, writey,)}
Her Ha
< c(y) =b(x)
k(y) < k(x)
¢ PA'=PAF' =F,A =AU{(x,y,read,)}

Puc.5. Auropurm peajim3auuy MaHAATHOIO ¥ POJIEBOI0 YIIPABJICHUS

AOCTYNIOM
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Pemerounsiit rpad, nsomopdHas pemerka R X L, npeacrasiena Ha puc.4. Ha
MOJIy4eHHOHU pemeTke R X L MOXXHO 3a7jaTh MaH/IATHYIO MOJUTUKY 0€30MacCHOCTH.
B cBoro ouepenn, Ha TOJYYCHHOM OPHEHTHPOBAHHOM Tpade MOKHO MOCTPOUTH
POJIEBYIO MOJIUTUKY O€30MacHOCTH.

Ecmu rpad wmepapxum posieli SBISETCS PEIIETOYHBIM, JUOO €ro MOXKHO C
MOMOIIBIO JTIOMYCTUMOTO MpeoOpa3oBaHUs PACHIMPUTHh 1O PEUIETOYHOTO, TO
poJieBasi MOJUTUKA OE30MACHOCTH JIOMYCKAeT HEMPOTUBOPEUYMBOE COBMEILICHUE C
MaHJATHOM MOJIUTUKON 0€30MacHOCTH.

Pa3zpaboTtannsiii Ha ocHoBe Jle-tope u Jle-hakTo mpaBui1 aropuT™ peaan3aiuu
MaHJIaTHO U POJIEBOTO YIPABIEHHUS JOCTYIIOM MO3BOJISIET MOBBICUTH 3AIIUIIEHHOCTh
UH(GOPMAIITMOHHOW CHUCTEMbl C Yy4eToM (OPMUPOBAHUS TMPABWI YIPABJICHUS
JOCTYTIOM (PHUCYHOK 5).

Takum oOpa3zoMm, Tpu TMPUMEHEHUU OMUCAHHOTO CIOCO0a B 3aIIWIICHHON
HH()OPMAITMOHHOU CUCTEME PEATH3YIOT €UHBIN MEXaHN3M MaHJIaTHOTO U POJIEBOTO
yOopaBlieHUs JOCTYIIOM, U B pe3yjibTaTe MNPEAOTBpalIaloT BO3MOXKHOCTh
WCIIOJB30BaHUs CyObEKTaMHU-HAPYIIUTEISIMHU MapaMeTPOB poOJied i JO0CTyIa K
3ampenieHHo nHhOpMaIuH.

B uerBeproil rtnaBe muccepranmu «CpeacTBa OUEHKH 3alUIIEHHOCTH
uHpopManyu B HMHPOKOMMYHHKALMOHHBIX CHCTEMAX» IMPEIJIOKEH METO/I,
MO3BOJISIONIMNA PACCUUTATh BEPOSITHOCTh YyIiepda OT HECAHKIMOHUPOBAHHOTO
JI0CTyNla ¥ KOJHMYECTB IMOMBITOK peau3alii yrpo3 Oe30MacHOCTH Ha JTamax

IIPOCKTUPOBAHUA I/IH(l)OKOMMYHI/IKaI_[I/IOHHBIX CHCTCM, a TAaKIXKC MOACIIb
KOJIMYECTBECHHOM OLICHKH 3aMUIIICHHOCTH HH(bOpMaHHI/I oT
HCCAHKIINMOHHUPOBAHHOTO  JOCTyIIa B I/IH(i)OKOMMYHI/IKaI_II/IOHHBIX CHCTCMaX.

Pa3zpaboTan nmporpaMMHBIN KOMIUIEKC JJIsl pa3rpaHU4YeHHs] HECAHKITMOHUPOBAHHOTO
JOCTyTa B UH(POKOMMYHUKAITMOHHBIX CUCTEMAaX.

B tabnuie 2 nmokazaHo, KaK YMCJICHHO Pa3IMYarOTCs OLICHKH 3alIUIIIEHHOCTH
P, v P, 111 KOMIBIOTEPHBIX CHCTEM C PA3HbIMH MCXOJHBIMU NApaMETPaMH, Ha
OCHOBE  METOJa, KOTOPBIM  MO3BOJIMT HAa  JTanax  MPOEKTUPOBAHUS
MH()OKOMMYHHUKAITMOHHBIX CHUCTEM OIICHUTh M MHUHUMH3UPOBATh BEPOSTHOCTH
yiiep6a OT HECAaHKIIMOHUPOBAHHOTO JOCTYIA, a TaKXKE PacCUUTATh KOJIUYECTBA
TIONBITOK PEAU3alMU YIpo3 O0e30macHocTH uHpopManuu. P v P, 1ar0T BEPXHIOKO

M HIKHIOIO TPaHULBl BEPOSTHOCTH HECAHKIMOHUPOBAHHOIO JIOCTYyNa K
uH(popmanuu.
Tabumuna 2
OueHka 32a1UMIIEHHOCTH HH(POPMALMH B KOMIIBIOTEPHBIX CHCTEMAaX
KTI1 KT2 KT3 KT4 KT5 KT6 KT7
S 12 15 20 30 40 50 50
K 3 3 3 3 3 4 4
N; 3 5 5 4 10 10 10
N, 4 5 6 6 10 10 10
N; 5 5 7 10 10 10 10
M, 3 3 9 5 3 6 4
M, 4 3 3 2 3 6 5
M, 2 3 6 9 3 6 9
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P, 0,066 0,055 0,037 0,040 0,030 0,021 0,022
P, 0,063 0,055 0,047 0,045 0,030 0,021 0,023
P, 0,071 0,055 0,042 0,034 0,030 0,021 0,020
U, 0,187 0,248 0,172 0,151 0,265 0,197 0,205
U, 0,227 0,248 0,254 0,243 0,265 0,197 0,209
Us 0,309 0,248 0,257 0,296 0,265 0,197 0,186
P, 0,251 0,248 0,232 0,251 0,265 0,197 0,198
P, 8,411 1,481 1,772 5,371 2,782 3,091 3,282

Pacuer KpUTCPHUCB CPCACTB 3alIUThI HH(i)OpMaHI/II/I OT HCCAHKIIMOHHUPOBAHHOI'O
AOCTYIIa K I/IH(I)OpMaHHI/I Ha OCHOBE 00BEKTHBHBIX HeHHOCTeﬁ.

1. MK- Universal:
15 1
EFiJ{'PiJr_szI'Pj_ =
i=1 j=1

(1*1+1*1+1*0+09*0+OB*0+OJ*1+05*0+Q2*5
+09%1+06%1+01%1+02+1+09%1+0,9%0+0,7x1
—(0,5%1) =58

2. Secret Net:
15 1
ZFE'Pf—ZFjE'Pj_ =
i=1 j=1

(1*1+1*1+1*1+0,9*1+0,8*0+0,7*0+0,5*0+0,2*1)

+09+x04+06+x0+4+0,1%x14+02%x14+09%x1+4+09x0+0,7*1
—(0,5%x4)=4

3. KPUIITOH-IIINT:

15 1
ZFE'P;_ZFJ'E'P]'_:
i=1 =1

(1*1+1*0+1*1+0,9*0+0,8*1+0,7*1+O,5*O+O,2*1)
+09+x04+06x0+0,1%x1+4+02%x1+09%«x1+09«x0+0,7+1
—(0,5%x2) =46

4. Crpax NT:
15 1
ZFiZ'PiJr—szZ'Pj_ =
i=1 j=1

(1*1+1*o+1*1+09*0+03*1+07*1+05*0+a2*5
+0,9%0+06%0+01+1+02+1+09%1+09%0+0,7x1
—(0,5%3) = 4,1

5. Dallas Lock:
15 1
ZFIE.P{}-_ZF}E.P]'_ =
i=1 j=1

(1*1+1*0+1*1+0,9*1+0,8*1+0,7*1+O,5*1+0,2*1)
+09+«04+06+*14+01%x14+02%x14+09x1+09+x0+0,7x1
—(0,5%x5)=5,1
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6. InfoWatch EndPoint Security

EFLZ Pl+ ZF'E'P]'_Z

(1*1+1*1+1*1+09 O+08*1+07*1+05*0+02*1)
+09+x0+06*x0+01«0+02+x14+09x1+09«x0+0,7+1

—(0,5%«3)=5
Ha ocHOBe Mojeneil, METOAOB U aJrOPUTMOB, YCOBEPIIEHCTBOBAHHBIX B
JAHCCEpTAllMK,  pa3paboTaH  OpPOrpaMMHBIA  KOMIUIEKC,  IOBBIIAOIIUIA
3alIUIICHHOCTDb ABTOMATU3UPOBAHHBIX CUCTEM, a TaKXEC IIPON3BCACHA
CpaBHUTEIbHAsS OIICHKa MIPOU3BOAUTEIILHOCTH (YHKIITMOHUPOBAHUS

pa3paboTaHHOTO MPOTPaAaMMHOI0 KOMIUIEKCA C Pa3IUYHBIMHU CPEICTBAMHU 3aIUTHI
uH(pOpPMaIlMK OT HECAHKIIMOHUPOBAHHOTO J0CTYyTA (Tabnuma 3 U pucyHok 6).
Ta6auua 3
Pe3yabTaThl OlIeHKH TPOU3BOAUTETbHOCTH GYHKIIMOHUPOBAHUS
NMPOrpaMMHOI0 KOMILJIEKCA ¢ Pa3JIMYHBIMH CPeICTBAMHU 3aIIMTHI
uHopMannu OT HeCAaHKIIUOHUPOBaHHOTO HocTyna(HCI)

Cpeacra . E 2
3N THI 2 - “ =
unpopmanuy 2 Z E ; é g é
orHCH | 5 B o i z = 2
. 2 = & = | €5
= ? = © 8 | =5
= A =
Iloka3aTenn = K
S 5,8 4 4,6 4,1 5,1 5
S 9,9 9,9 9,9 9,9 9,9 9,9
U(%) 58,585 | 40,404 | 46,464 | 41,414 | 51,515 | 50,505
100
90
80
i 58,585
60 51,515 50,505

2 e e «©

50 40404 36464 41 414
4
3
2
1

SECRET NET KPUIITOH-IITUT CTPAX NT DALLAS LOCK INFOWATCH
UNIVERSAL ENDPOINT
SECURITY

Puc.6. 'ucrorpaMmma CpaBHUTEJIHLHOI0 AHAJIN3A MPOU3BOAUTEIbHOCTH
(GYHKIMOHMPOBAHNS CPEACTB 3aUUTHI HHPOPMAIIUHU OT
HECAHKIIMOHMPOBAHHOIO I0CTYyNA
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ITo pe3ynbraTaMm CpaBHUTEIBHOIO aHalW3a, MPOTPAMMHBIN KOMIUIEKC,
MOBBIIIAIONINNA 3allUIIEHHOCTh aBTOMATH3UpOBaHHBIX cucteM «MK Universal»
paboTtaeT Ha 7% 0OoJiee MPOU3BOIUTEIBLHO, YEM CPEJICTBA 3aIUTHI HH(OPMAIIUU OT
HecaHKIMoHHpoBaHHOro jgoctyna «Dallas Lock», u nHa 18% Oomnee
IIPOU3BOIUTEIILHO, yeM CpeacTBa 3aIUTHI nHpopmaruu OT
HECaHKIIMOHUPOBAHHOTO JlocTyna «Secret Net.

3AKJIIOYEHUE

[IpeacraBnensl  cienyloOmue  BBIBOABI MO  TeME€  JHCCEpTaluu
«COBEpIICHCTBOBAaHUE METOJIOB W  CPEACTB  MOBBIMIEHUS 3alIMIIEHHOCTH
uH(pOpMaluu B THPOKOMMYHHUKAIIMOHHBIX CUCTEMAX):

1. Ilpennoxena mozens 0€30MACHOCTH OPraHU3alli, OCHOBAHHASI HA METOJIE
poJieBOro ympasiieHusi Aoctymna. IlpennoskeHHass MOJENnb IMO3BOJISIET MOCTPOUTH
UEPApXUI0  pOJIeH, TapaHTUpys, YTO pa3nuyHble (QYHKIUU  YIPaBICHUS
II0JIB30BATENBCKUMHU JAHHBIMU HE IIEPECEKAOTCS APYT C APYTOM.

2. YCOBEpUIEHCTBOBAH  METOJ  IMOCTPOCHMSI  MAHJATHOM  IOJIUTHKHU
0€30MacHOCTH Ha OCHOBE JAEKapTOBa IMPOU3BEACHUS PELIETKU JIBYX LEHHOCTEH,
KOTOPBIH MO3BOJIUT 00€CEUYUTh KOH(UICHIIMATBHOCTD U LIEJIOCTHOCTD JIaHHBIX.

3. YcoBepiIeHCTBOBaHA MaHAATHO-POJIEBAsE MOJEINb YIIPABJICHUS JTOCTYIIOM C
Y4€eTOM OJHOW U3 OCOOCHHOCTEW peald3aluy YIpaBJIE€HUA JOCTYIIOM B
ONEpPALMOHHBIX CHUCTEMax. YCOBEPIICHCTBOBAHHAS MOJENb IIO3BOJSET 3a/1aTh
(yHKIHMHM aBTOPU30BAHHBIX POJIEH YYETHBIX 3alUCEH MOJIb30BATENEH, TEKYIIUX
poJieli cyOBbEKT-CECCHH U MPaB JOCTYIIA.

4. PazpaboTaH ajropuTM COBMEIIEHUS MAaHJATHOW M POJIEBOM TMOJIUTUK
O6e3onacHocTH ¢ ucnosibzoBanueM Jle-tope u Jle-pakro npasui. PazpaboTaHHbIN
QJITOPUTM TMO3BOJIAET IMOBBICUTH 3aIIMIIEHHOCTh HH(MOPMAIIMOHHOM CHCTEMBI C
y4eToM (OpMUPOBAHUS IPABUII YIIPABICHUSI TOCTYIIOM.

5. IlpennoxkeH  METOJ  OIEHKH  3allMIIEHHOCTH  HUHPOpMAlMU  OT
HECaHKIMOHMPOBAHHOIO  JOCTyna B HH(OKOMMYHMKAIIMOHHBIX CHCTEMaXx.
[Ipennaraempliii crnoco® MO3BOJISIET CHU3UTH  BEPOSATHOCTH  yiepba  oT
HECAaHKIIMOHUPOBAHHOTO JIOCTYyIa, OLEHUTh YPOBEHb 3AIIMILEHHOCTH CUCTEMBI U
JaeT BO3MOXKHOCTh PacCUUTATh KOJMYECTBO pealHu3alMd yrpo3 Oe30MacHOCTU
uH(popmanuu.

6. Pa3paboran mporpammubiii komruiekc «MK Universal», moBblmaronui
3aIIMIIEHHOCTh ~ ABTOMAaTU3MPOBAaHHBIX CHCTEM. B pe3yiapTaTe  OIEHKHU
MIPOU3BOAUTENIBHOCTH YCTAHOBIIEHO, YTO pa3pabOTaHHBIA MPOrPaMMHBIN KOMIUIEKC
3aIUThl UHPOPMALIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA MO3BOJISIET padOTaTh HA
7% mnpouszBoauTenbHee nydmiero mnokazarens «Dallas Lock», m nHa 18%
IIPOU3BOAMTENIBHEE XYyIIIEro Mmokaszaress «Secret Nety.

34



SCIENTIFIC COUNCIL AWARDING SCIENTIFIC DEGREES
DSc.13/30.12.2019.T.07.01 AT TASHKENT UNIVERSITY OF
INFORMATION TECHNOLOGIES

TASHKENT STATE TECHNICAL UNIVERSITY

KADIROV MIR-KHUSAN MIRPULATOVICH

IMPROVING METHODS AND TOOLS OF INCREASING
INFORMATION SECURITY ON INFOCOMMUNICATION SYSTEMS

05.01.05 — Methods and systems of information protection. Information Security.

DISSERTATION ABSTRACT OF THE DOCTOR OF PHILOSOPHY (PhD)
ON TECHNICAL SCIENCES

Tashkent-2020

35



The theme of doctor of philosophy (PhD) on technical sciences was registered at the Supreme
attestation commission at the Cabinet of Ministers of the Republic of Uzbekistan under number
B2020.3.PhD/T308.

The dissertation has been prepared at Tashkent State Technical University.
The abstract of the dissertation is posted in three languages (Uzbek, Russian, English (resume)) on

the website www.tuit.uz and on the website of «ZiyoNet» Information and educational portal
WWWw.zZiyonet.uz.

Scientific adviser: Karimov Madjit Malikovich
Doctor of Technical Sciences, Professor

Official opponents: Abdurakhimov Bakhtiyor Fayzievich
Doctor of Physical-Mathematical Sciences, Professor

Ganiev Abdukhalil Abdujalilovich
Doctor of Philosophy on Technical Sciences, Docent

Leading organization: Scientific-Engineering and Marketing
researches Center «<UNICON.UZ»

The defense will take place “ ” 2020 at the meeting of Scientific
council No. DSc.13/30.12.2019.T.07.01 at Tashkent University of Information Technologies (Address:
100202, Tashkent city, Amir Temur street, 108. Tel.: (+99871) 238-64-43, fax: (+99871) 238-65-52, e-
mail: tuit@tuit.uz).

The dissertation can be reviewed at the Information Resourse Centre of the Tashkent University of
Information Technologies (is registered under No.___). (Address: 100202, Tashkent city, Amir Temur
street, 108. Tel.: (+99871) 238-64-43, fax: (+99871) 238-65-52).

Abstract of dissertation sent out on ” 2020 y.
(mailing report No. ___on * ” 2020 y.).

R.Kh. Khamdamov

Chairman of the scientific council
awarding scientific degrees,

Doctor of Technical Sciences, Professor

F.M. Nuraliev

Scientific secretary of scientific council
awarding scientific degrees,

Doctor of Technical Sciences, Docent

S.K. Ganiev

Chairman of the academic seminar under the
scientific council awarding scientific degrees,
Doctor of Technical Sciences, Professor

36


http://www.ziyonet.uz/

INTRODUCTION (abstract of PhD dissertation)

The aim of the research work is to develop methods and tools based on access
control models to beef up the security level of infocommunication systems.

The object of the research work is information flows on infocommunication
systems.

The scientific novelty of the research work is as follows:

the organization's security model based on the method of access control to
information, which guarantees that the function of managing various user data is not
interrupted 1s improved;

a conceptual model for increasing the security of information with a mandated
access control policy is developed;

the method for constructing a mandatory security policy based on the Cartesian
product of a lattice of two values, which will ensure the confidentiality and integrity
of data is improved,;

the mandatory-role model of access control, which allows to define the
functions of the authorized roles of user accounts and access rights is improved;

an algorithm that increase the level of security of the system in accordance with
the De jure and De facto rules and based on the formation of rules for controlling
access to information are worked out.

Implementation of the research results. On the basis obtained scientific
methods, models and algorithms restricting unauthorized access to information on
infocommunication systems:

a software complex that increases the security of automated systems based on
an improved mandate-role model of access control, which allows to set the functions
of authorized roles for user accounts and access rights is implemented in the
Republican Stock Exchange ‘“Toshkent” JSC (certificate of the Ministry for
Development of Information Technologies and Communications of the Republic of
Uzbekistan dated August 17, 2020 No. 33-8/4721). As a result of scientific research
the developed software complex in the work processes of employees of the
organization allowed to manage the level of confidentiality of the subject, monitor
employees and prevent unauthorized use of system information.

the developed an algorithm and software complex which allows to increase the
level of system security in accordance with the formed rules De jure and De facto,
also based on the formation of rules for managing access to information
implemented into the activities of “Trans New Millenium” Ltd (certificate of the
Ministry for Development of Information Technologies and Communications of the
Republic of Uzbekistan dated August 17, 2020 No. 33-8/4721). As a result, the
developed software complex “MK Universal” that increases the security of
automated systems works 7% more efficiently than the tools of protecting
information from unauthorized access “Dallas Lock”, and 18% more productive than
the software complex “Secret Net”;

the proposed organization security model based on the information security
access control method and the developed software complex based on the client-
server architecture implemented into the activities of “UNF Universal” Ltd
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(certificate of the Ministry for Development of Information Technologies and
Communications of the Republic of Uzbekistan dated August 17, 2020 No. 33-
8/4721). As a result, the software complex based on the client-server architecture
allowed to build a hierarchy of roles by ensuring that user data management
functions do not overlap and eliminate unauthorized use of system information also
increase the organization's productivity by 13% by managing its employees.

Structure and volume of the dissertation. The structure of the dissertation
consists of an introduction, four chapters, conclusion, references and appendix. The
volume of the thesis is 118 pages.
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