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BBEJAEHHUE

[Ipesunent  PecnyOnuku — Y30ekuctan M .KapumoB ~ HeogHOKpaTHO
NOTYEPKUBAI  HEOOXOIMMOCTh  TOCJENOBATEIbHOTO  pPa3BUTHS  cdepbl
MH(OPMAITMOHHO-KOMMYHUKAIITMOHHBIX TEXHOJOTUH M BHEAPEHUS HMX BO BCE
chepbl Ku3HU. B pesympraTe moCTOsSHHOTO BHHMMaHus I[IpaBuTenbcTBa
PecnyOiuku Y30ekucTaH 3a MOCJIEAHHME YEThIpE rojla OTMEYAeTCs JTMHAMHYHOE
Pa3BHUTHUE YCIYT 3TOW OTpaCiu. B COOTBETCTBUH C MPEIOTBPAILIEHUEM HETATHBHOTO
BIUSIHUSA TJ00aJBbHOTO HKOHOMHMYECKOTO KpH3HMCa [0 WHUIMATUBE TJIABBI
rocyaapctBa B 2008 roay Obuta mpuHsita AHTHKpuU3MCHas mporpamma Ha 2009-
2012 rompl, B KOTOPOM OIPEAEIEHBI COOTBETCTBYIOIIME MEPBL, a TaKkKe
MPUOPUTETHBIE HAIPABJIEHUS COLUATIBHO-3KOHOMUYECKOTO PA3BUTHUSI CTPAHBI.

B PecnyOnuke VY30ekucraH ypensieTcs oco0oe BHHMMaHUE 3ajadyaM U
npobsieMaM obecriedyeHus] HPOPMAIIMOHHON 0€30MacCHOCTH Ha TOCYJapCTBEHHOM
ypoBHe. OO0 3TOM CBUIETEIBCTBYIOT 3aKOHBI PecnyOnuku Y30ekucTaH, ykasbl U
noctaHoBienuss  I[Ipesunenta PecnyOnuku — Y30ekucrtaH, IMOCTaHOBJICHUS
[IpaBuTENHCTBA, PYKOBOMSIINE JOKYMEHTHI Y30€KCKOrO areHTCTBAa CBS3M U
uH(OpMaTH3allUd, MUHUCTEPCTB M BEIOMCTB, CBSI3aHHBIE C PEryJIUPOBAHUEM
pa3NUYHBIX AaCMEeKTOB B 00JacTM HMH(MOPMALMOHHBIX TeXHONOorud. OnHON U3
OCHOBHBIX LieJell MH(POPMAIMOHHON O€30MaCHOCTH SBJSETCS OLIEHKH pHCKa
MH(OPMAIMOHHOW 0€30MacCHOCTH, UEIOCTHOCTH HMH(pOpMalUd B TpolLEecce ee
nepeaaun, XxpaHeHus u 00paboTKu.

MexayHaponHas MpakTUKa pPa3BUTBIX CTpaH IOKAa3bIBAET, YTO CTpPATETH-
yeckol 3azadeil B cdepe CBA3M U MHOOpPMATH3ALMU SBISETCS KapAWHabHas
NepecTpoiika HalMOHATLHBIX HH(pOopMarmoHHbIX HHGpacTpykryp (HUW) Ha mytu
K robansHOMY MH(popmanmonHomy obmectBy (I'MO) B cooTBETCTBUU ¢ OCHOBO-
MoJIararolIMMU MPUHIIMIIAMUA €T0 CO3/laHusi. B 3TOW CBSI3M B pa3BUTHIX CTpaHaX B
nocJieTHee JIECATUIIETUE CEPhE3HO MPOPa0OTaHbl OCHOBOIOJIArAIOIIUE MPUHIIUIIBI

co3nanus u uHTerpanuu HUU B rmobansHyo nHbOpMAIMOHHYIO0 HHPPACTPYKTYPY
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('), mnosTomMy ycnemHass MHTETpalsi B MHUPOBOE HMH(POPMALMOHHOE
MIPOCTPAHCTBO HEBO3MOkHA Oe3 pasButoit HMU u €€ TeXHOIOTrnIeCcKoil OCHOBBI —
BBICOKOCKOPOCTHBIX omnThyeckux cereil TenekommyHukanuii (OCT), crnocoOHBIX
00eCIeuuTh JOCTYIl K COBPEMEHHBIM MH(POKOMMYHHKAIIMOHHBIM ycIyraM. Takou
JIOCTYIT MOXET ObITh oOecrieueH Tobko Ha ©0a3ze coBpemeHHbix — OCT,
OTBEYAIOIIUX MHUPOBBIM TEHACHIUSAM pa3BUTHS. OJHAKO UHTEHCHUBHOE Pa3BUTHE
HUN oOycnaBnuBaer mNOsIBICHHE psifa MpodiieM, B TOM YHCIE MpoOIieM,
Kacaroluxcsi UX HHPOPMAIIMOHHOM 0€301acHOCTH.

B mnocnennue romel B Y30ekucraHe B cdepe TEIEKOMMYHUKAIUU |
uHOpMaTH3allUd  OCYIIECTBISETCS  Oofbinas paboTra 1O  MOJACPHU3AIUU
CyllIeCcTBYIOMUX U nocTpoeHuto coBpeMeHHblx OCT. Muoroodpazue OCT craBut
psan mpoOiieM, cpear KOTOPhIX OJIHOM W3 Ba)XHEHIIMX SBISIETCS MpodiieMa
KOOpJIWHAIMUA co3AaHus U pa3Butus 3amuuieHHsix OCT, mosToMy mocTpoeHue
copemMeHHbIXx OCT HeoOXoAMMO OCYIIECTBIATH C YYETOM TpeOOBaHMI
O0e3omacHOCTH HMX  (PYHKIMOHUPOBAHUS, UYTO TpeOyeT COOTBETCTBYIOIIEH
pa3paboTKK HEOOXOIMMBIX TpeboBaHMil K nHMopmarmonHon 6ezonacHocta OCT.

CoBpeMeHHbIE  TEXHOJIOTUM U 00OpyJOBaHHUE  TEJICKOMMYHUKAIIUMI,
ucnons3yemblie B OCT, SBISSICH OAHUMHU U3 CaMbIX CIOXHBIX M HAayKOEMKHX
MPOAYKTOB, TPATUIIMOHHO OTHOCATCS K TpyHIe KPUTUYECKUX TEXHOJIOTHUH.
YuuteiBas MTOCTOSTHHOE YCIIOKHEHHE ONTHUYECKHUX TE€XHOJIOTUI
TEJIEKOMMYHUKaMii u mnpoueccoB (yHkuuonupoBanuss OCT HeoOxomaumo
CBOCBPEMEHHO H3y4aTh HOBBIE TEXHOJOTHU KaK OOBEKThl HHGOPMAIIMOHHON
0€30MacCHOCTH, BBIABIISITH B HUX YSA3BHUMbBIE MECTa U pa3padaThiBaTh MEXaHU3MBI U
METO/IbI 00ecreueHus uX HHHOPMAIIMOHHOM 0€30MacHOCTH.

AKTyaJlbHOCTb TeMbl: VIHTEHCHMBHOE BHEAPEHHWE  TEXHOJOTMH U
000py/IOBaHUSI ONTUYECKUX CETeH TEICKOMMYHUKAIUM B pa3iudHble Chepsl
JEATEeTLHOCTH O0IIeCTBa MPUBOIUT K HEOOXOJUMOCTH TIEPECMOTpa MX PO U
3HAUEHUA B CBA3M C BO3pPACTAaHMEM 3aBHUCHUMOCTH OOIECTBA OT 0OE€30MacHOTO

GYHKIIMOHUPOBAHUST COCTABISIONIMX HHPPACTPYKTYPHl TEICKOMMYHHKAIIAN, TaK
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KaK HaJIU4ue CKPBITBIX ySI3BUMOCTEM YCUJIMBAET OIMACHOCTh
HECaHKIIMOHUPOBAHHOTO BMEIIATEIHCTBA B MX (PYHKITMOHHPOBAHUE.

[ToaTOMy OJHUM U3 KIIOUEBBIX ACIEKTOB pELIEHUs MPOOJEMBbI CO3JIaHUs
3AIUIIEHHBIX ONTUYECKUX CETEH TEICKOMMYHMKAIIMK SIBISIETCA MCCIEIOBAHUE U
pa3paboTka ToKazaTreled U KPUTEPUEB OLEHKH YPOBHS HX HWH(OpMaMOHHON
0e3omacHoCTU. B 3TOM CBsI3M CyHIECTBYET OcTpas HEOOXOAUMOCTh MCCIEAOBAHUE
PHUCKO-OPUEHTUPOBAHHBIX METOJOB OILEHKM HH(OpPMAIIMOHHONW 0€30MacHOCTU
ONTUYECKUX CETEH TEICKOMMYHUKAIIUH.

Heab padorbi: OCHOBHON LENBIO JAHHOM MarucTEpCKOW JHCCEPTALIUU
SBJISIETCSI OTPEJIETICHIE METO/IOB OLIEHKH PUCKOB MH(POPMAIIMOHHOM 06€301MacHOCTH
ONTUYECKUX CETEH TEICKOMMYHHMKAIIMU U pa3paboTKa METOAMKU HCIOJIb30BaHUS
METOJIOB HEUETKMX MHOXECTB i OIEHKU PHUCKOB HMHGOPMAIIMOHHON
0€30IMacCHOCTH ONTUYECKOMN CETH TEIEKOMMYHUKAIIUH.

3amaya padorbl. OCHOBHBIMM 33J]Ja4aMU JJAHHOW MAarucTepCKoil AUCCEPTAIIUU
SBJISIIOTCSL:

- aHaJIN3 ONTUYECKON CeTH TEJICKOMMYHHKAIIMU KaK O0OBEKTa OLIEHKU PUCKOB
nH(pOpMaIIMOHHOM 0€30MaCHOCTH;

- U3Y4YCHHE COBPEMEHHBIX TOJIXOJIOB K OILIEHKE PHUCKOB WHMOPMAIMOHHOU
0e30macHOCTH;

- aHaliu3 METOJOB OLIEHKH PHCKOB uH(GOPMAIIMOHHONW  0€301acCHOCTH
ONTUYECKUX CETEeU TEIEKOMMYHUKAIUU;

- COCTAaBJICHME  OOIIEro  TMOJOKEHUS  aJIrOpUTMa  OIICHKH  PHCKOB
nH(pOpMaIIMOHHOM 0€30MTaCHOCTH Ha OCHOBE TEOPUU HEYETKUX MHOXKECTB;

- MOJCJIUPOBAHME  MApAMETPUYECKUX  AJITOPUTMOB  OLIGHKH  PHUCKOB
WH()OPMAITMOHHONW OE30MaCHOCTH ONTHYECKUX CETEeH TEICKOMMYHHUKAllUA Ha
OCHOBE TEOPHUH HEYETKUX MHOXKECTB ¢ ucnoyib3oBanueM MATLAB.

O0bexkT M npeaMeT wuccieaoBaHusi: OOBEKTOM HCCIICIOBAHUS JaHHOMN
paboTHI sIBsIETCS] cucTeMa MHGOPMAIMOHHON 0€30MacHOCTH B ONTUYECKUX CETAX

TEJICKOMMYHUKALIAM.
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[IpeameT uccnenoBaHusl COCTABIISIIOT METOABI M aITOPUTMBI OLIEHKU PUCKOB
nHGOPMAIIMOHHON 0€30MaCHOCTH B OMTUYECKUX CETAX TEIEKOMMYHUKAITHH.

Metoabl ucciaenoBaHusi: Mertogamu HUCCII€OBaHMs BbIOpaHbl: aHAIU3 U
npopaboTKa JIUTEepaTyphl IO JaHHOW MAarucTepcKONl AHMccepTalud, H3y4eHHE
COBpEMEHHBIE MOAXOAbl K OLIEHKE PHUCKOB HH(GOPMALMOHHON O€30IacHOCTH
ONTUYECKUX CETeH TEeNIeKOMMYHHKAIMH, 0030p CTaHAApTOB B 00JACTU OIICHKH
MH(POPMAILIMOHHON 0€30MAaCHOCTH, METOJABl OLIEHKHM PHUCKOB HMH(POPMAIMOHHOM
0€e30MacCHOCTH  ONTHYECKHX  CETel  TEJIEKOMMYHHUKALMHM, MOJEIUPOBAHHE
napaMeTpUuecKUe aJrOpUTMbI OLIEHKH PUCKOB HMH(OPMALMOHHOW 0€30MacHOCTH
Ha OCHOBE TEOPHM HEUETKUX MHOXKECTB ¢ ucnojib3oBanueM MATLAB.

HayuyHnasi HOBU3HA: TMCCEPTAIMOHHON PaOOThI 3aKIF0OYAETCS B CIAEAYIOIIEM:

1. Ha ocHoBe aHamm3a 3(QQPEKTUBHOCTH METOJOB OLICHKH PHUCKOB
WH()OPMAIIMOHHOW  0€30MacHOCTH  ONTHYECKUX CETEeH  TEeJIIEKOMMYHHKAIUU
IIPEIIOKEH AJITOPUTM Ha OCHOBE METOJ0B TEOPUH HEUETKUX MHOXKECTB.

2. Paszpaborana MeTOAMKa HCIOJIB30BAHUS METOJOB TEOPUU HEYETKUX
MHOKECTB Il OIIEHKM PUCKOB HH(OPMALMOHHONW O€30MaCHOCTH ONTHYECKUX
CETEl TEJIEKOMMYHUKALUH.

IIpakTHYecKkass LEHHOCTHb INOJIYYEHHBIX Pe3yJabTaTOB: B OCHOBY pa0OTHI
MOJIOKEHBI PE3YJIbTATHI MOJYYEHHBIE NPU UCCIIEI0BAHUE METO/IOB OLICHKU PUCKOB
UHPOPMAIlMOHHOM 0€30MacHOCTH Ha OCHOBE METOJa HEUYETKOM JIOTHKH.
Pa3paboTanHble aarOpuTMbl U METOJUKH HCIOJb30BaHUS METOJOB HEYETKON
JOTUKU JJI1 OLIEHKH PUCKOB MH(POPMAIMOHHON 0€30MacHOCTU ONTHUYECKON ceTu
TEJIEKOMMYHUKALIMM TO3BOJUTh KAYECTBEHHBIA W KOJIMYECTBEHHBIM OLEHKU
PUCKOB HMH(OPMALMOHHOW OE€30MaCHOCTH HEMOCPEJICTBEHHO Ha MPAKTHKE AaXKe
KOTI'JIa HE IOCTATOYHO CTATUCTUYECKUX JAHHBIX O UCCIIEAYyEeMbIX 00BEKTax.

Anpobauusi pe3yabTaToB PadoOThl: pe3yJbTaThl HAyYHBIX pa3pabOTOK U
UCCIIEIOBAaHUM, BBIMOJIHEHHBIX TI0 TeMe JuccepTanu, oOCYXJIaluch Ha
MEXIYHAPOJHOM, PpEeCIyOJIMKAHCKOW HAyYHO-TEXHUUYECKOW KOH(pepeHUun s

CTYACHTOB, aCIIMPAHTOB W MOJIOABIX CIICHIUAIINCTOB.
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Crpykrypa muccepranun. J[rccepranus COCTOUT U3 BBEJICHUS, TPEX TJIaB C
BBIBOJIAMH, 3aKJIFOUEHUS, CIIMCKA MCIOJIb3YEMbIX UCTOYHMKOB. PaboTa m3noxkeHa
Ha 130 cTpaHuIax MaTMHOMKCHOTO TEKCTA, COAEPKUT 29 pucyHKOB U 15 Tabnuilbl,
CIIUCOK JIUTEPATypbl COCTOMT U3 34 HAaMMEHOBAHUS, B MPUJIOKCHUU TMPUBEACHA

Claibl Mpe3eHTaIUH.
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1 MPOBJIEMbI OLIEHKH PUCKOB UH®OPMAILIMOHHON
BE30OITACHOCTHA

1.1 AHAJIM3 ONTHYECKOM CeTH TEJIEKOMMYHHKAIMIA KaK 00bEeKTOB
OLIEHKH PUCKOB HH(OPMALMOHHOH 0€3011aCHOCTH

OnTuueckas CeTh TEIEKOMMYHUKAMH — COBOKYMHOCTh ONTHYECKHUX
CPEICTB TEICKOMMYHHUKAIIMH, OOECIEUMBAIOIINX OJIWH WM HECKOJIHKO BHIOB
nepemad: TenegoHHyro, TenerpadHylo, (aKCHMIUIBHYIO, TIepeaady ITaHHBIX |
JIPYTUX BUAOB JOKYMEHTAJIBHBIX COOOIICHWH, TPAHCIALUIO TEICBU3MOHHBIX M
paaroBeIIaTeIbHBIX POTPAMM.

OCHOBHBIMH ~ KOMIIOHEHTAaMH HCMOJB3yeMBIX B  ONTHYECKHX  CETAX
tenekoMmyHukauuii  (OCT)  sgBAAIOTCA:  BOJOKOHHO-ONTHYECKHE — KabOenw,
pa3BETBUTENH, OTBETBUTENH, MYJIbTUIIIICKCOPHI, IEMYIbTUIIIICKCOPHI, ONTHYECKHE
YCUJIUTENH, ONTUYECKUE MEepelaTUUKu (WM Ja3epbl) U ONTUYECKUE NMPUEMHUKH,
OINTHYECKUE KPOCC KOMMYTaTOpH 1 ap [1].

PaccmoTpum ysi3BumMocTy oTAenbHBIX KomrnoHeHTOB OCT Goee moapoOHo.
1.1.1 Y93BUMOCTH BOJIOKOHHO-ONITHYECKUX Ka0deel CBA3M

BOJIOKOHHO-ONTUYECKUE JIMHUUA CBA3U COCTOATh W3 CTPOUTENBHBIX JJIMH
BOJIOKOHHO-ONTHYECKUX KaOenel COeIMHEHHBIX C MOMOILBIO ONTUYECKUX MY(PT U
opu  HEoOXOIMMOCTH, BKJIIOYEHHBIE 4Y€pe3 Pa3BETBUTENIb, OTBETBUTEIID,
ONTUYECKUI ycunmutedb u Ap. [2]. OCHOBHBIM YSI3BUMBIM 3JIEMEHTOM BOJIOKOHHO-
ONTHYECKUX Kabesen siBsieTcs ontuaeckoe BookHo (OB).

OB oOnamaer 3aryxaHueM, BBI3BaHHBIM LEJIBIM  PSIOM  IPUYHH:
(bpeHeneBckoe OTpakeHHE, COOCTBEHHOE IMOIJIONIEHUE, MOTJIOIMIEHHEe Ha HOHaX

OH-, u3i1ydenue Ha MUKPO- U Makpo u3rudax u ap. (puc.l.1).
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Hsnyuenne
BETeKatomux mox  OpeHenesckoe  CobeTBeHHOS HOFJIOII.[GHI/IB_H& Poneencxoe Paccesinue
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Puc.1.1 - IIlpuunHbI U31y4YEHUS U PACCEMBAHUS B ONTUYECKOM BOJIOKHE

Hcnonb3yss 3TU SBIEHUA B CBOMX LENAX, 3JOYMBIIUICHHHK MOXET
OCYLIECTBJIATh pPa3jIU4HbIC BHJbl HECAaHKIMOHWPOBAaHHBIX BO3JECHCTBUI Ha
nepeaBaeMyro nHpopmariuio.

3a cuer Makpou3ruba MOXHO JTOOUTHCSA NMpeoOpa3oBaHMs HANpPaBIISEMBIX
MOJI B BBITEKAIOLIWE, YTO MPUBEAET K BBIBOJY YAaCTU MOIIHOCTH ONTHYECKOTO
BOJIOKHAa 3a 1mpenenabl 000m04yku. TeM caMbiM  3J10yMBIIUIEHHUK MOJIYYUT
HECAHKLIMOHUPOBAHHBIA JOCTYIl K cur"amry. Kpome TOro, ectp OmacHOCTb
UCIIOJIb30BaHUs BBITEKAIOIIUX MOJI B MecTax CThIKOBKH OB Mexay coboi miu c
ONTUYECKUM pa3BETBUTEIEM. ITO OOYCIOBJIEHO TEM, YTO HJis BOJOKOHHO-
ontuueckux auHui cBa3u (BOJIC) Takoii 0TOOP MOIIHOCTH SIBISIETCS HE3aMETHBIM
U3-3a «ECTECTBEHHOI» yTeuku mox [3].

Buenpenue QoTOAETEKTUPYIOMIMX 3JIEMEHTOB B 000s0uky OB  wnwm
UCIIOJIb30BaHUE MEXaHUYECKUX U TEPMUUECKHUX CIIOCOO0B Bo3aelcTBus Ha OB st
CO3JaHUsl MUKPOU3THUOa, KOTOPBIA M MPUBEAET K OTBETBICHUIO YAaCTU MOIIHOCTH
u3 OB.

BOJIC, B cuiy o0COOEHHOCTEH paclpOCTpaHEHUsI JIIEKTPOMArHUTHOM
HEPrUM B ONTHYECKOM BOJIOKHE, 00JIaAar0T MOBBIIMIEHHON CKPBITHOCTHIO. DTO
OOBSCHAETCS TEM, UTO OINTHUYECKOE W3JIyYeHHUE, SBISIOIEECS HOCUTEIEM
uHpopMaluu, pacnpoctpansiercs B OB coriacHo 3akoHY MOJIHOTO BHYTPEHHETO
oTpaxkeHust [2], a 3a OB 5»JEKTPOMarHUTHOE W3IYUYEHUE HKCIIOHCHIIMAIBHO

crmaagacTt. yqaCTKI/I, rac BO3MOJKHA YTCYHKaA JJIICKTPOMATHUTHOTO M3JIYYCHUS U
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HECAHKIIMOHUPOBAHHBIN CheEM uHdopmanuu (HCN), OTHOCHUTEJBHO
MaJOYMCIEHHBI, «KJIACCHYECKHE»  pPaTUOTEXHUYECKHE METOAbl  (IpHeMo-
nepeaaonias anmnaparypa, pereHepalioOHHbIe MyHKThI) U3YUY€HbI U JIOKATU30BaHbI.

[Io »TOM mnpuyMHE 5THU YYACTKH CPABHUTEIBHO JIETKO MOTYT OBITh
MTOCTABJICHBI MO KOHTPOJIb.

N3BeCTHBI clleqyIOMINe HAPYIIEHHS IOJHOTO BHYTPEHHETO OTPaXKECHMUS:

1. U3menenue yrna nanenus. Mcnoib30BaHWE BHELIHETO BO3ACHCTBUS IS
YMEHBUIEHUS YIJIa NaJeHUs 10 3HAYCHHMSI, MEHBILIErO 3HaYEHUs MPEIEIbHOrO yria
naJeHUs, IPU KOTOPOM HaYMHAET HAa0JII01aThCsl IOJHOE BHYTPEHHEE OTPaKEHUE.

2. N3meHeHHE OTHOLIEHHUS TOKa3aTels MPEIOMIICHHUs OO0OJOYKH K
MOKAa3aTeNll0 MPEJIOMIICHUSI CEPALIEBUHBI ONTHYECKOrO0 BOJIOKHA. Mcmosb3oBaHue
BHEILIHErO BO3ACUCTBUSA JUIsl YBEJIIMUEHHU YIJIa ITOJHOTO BHYTPEHHETO OTPAKEHUS
710 3HAYEHU, OOJIBILIMX XapaKTEPHBIX YIJIOB MaJCHUS B ONITHYECKOM BOJIOKHE.

3. Ontnueckoe TyHHeaupoBaHue. ONTHYECKOE TYHHEIUPOBAHUE COCTOUT B
IIPOXOKJICHUU U3IIy4eHHUs Yepe3 000JI0UKY ONTHYECKOTO BOJIOKHA C MOKa3aTeseM
IPEJIOMJICHUSI MEHBIIUM, YeM Y CEpLEBUHBI, MPU YIJax MajgeHus OoJblle yria
MOJIHOTO BHYTPEHHETO OTPAKEHHUSI.

PaccmoTtpuMm dopmupoBanre KaHaJIOB yTeuku curnana uz OB [11].

a) @opMUpOBaHUE KAHAJIOB YTEUYKHU MPU U3MEHEHUAX (POPMBbI ONTUYECKOIO
BOJIOKHA.

N3meHeHue yria mnajeHusi MOXET JOCTUraTbCAd IMyTEM MEXaHUYEeCKOTro
BoznerictBus Ha OB, Hanpumep, ero u3rudom. [Ipu u3rude oNTHYECKOro BOJOKHA
MPOUCXOJUT HU3MEHEHUE yria MaJeHHs] JIEKTPOMAarHUTHOW BOJHBI Ha TpaHMIIE
CepJILIeBUHA-000JI04Ka. YTOJI MaJeHUsI CTAHOBHUTCS MEHbIE MPEAENIbHOIO yria,
YTO O3HAYaeT BBIXOJ YaCTH 3JIEKTPOMATHUTHOTO H3JIYYEHHS] M3 ONTHYECKOTO
BOJIOKHa (puc.l1.2). M3rub6 onTuyeckoro BOJOKHA MPUBOAUT K CHIBHOMY
noOOYHOMY M3JIYYEHHI0O B MeECTe u3ruba, 4dYTo CO3JaeT BO3MOXKHOCTH

HECaHKIIMOHUPOBAHHOTO CheMa MH(POPMALIMH B JIOKAJTM30BAHHON 00JIaCTH.
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Puc.1.2 - ®opmupoBaHue KaHajga yTeUKU MpU U3ruode paauycom R

OINITUYECKOTO BOJIOKHA C TUAMETPOM CEpPAILICBHHEI U, ¢, - Yol MaleHus, ¢, - yrodi

MPEIOMIICHUS

OueHnM MakCUMAaJIbHBIN paauyc u3rudba R, mpu KoTtopoM Habromaercs
N0O0OYHOE W3Iy4YEeHHE B TOYKE M3rHOa CBETOBOJA C JAWAMETPOM CEpALECBHHEI d,
CBA3aHHOE C HApYLICHUEM IIOJIHOIO BHYTPEHHErO OTPAKEHMs. MaKCHMabHBIN

paanyc onpeneiseTcs BeipakenneM [13]

R<d—2 (1.1)

n—n

rae Ny, Ny — MoKa3aTenu MPEJOMIICHUSI CePIEBUHBI U 000JIOYKH ONTHYECKOTO
BOJIOKHA COOTBETCTBEHHO.

NHTEeHCUBHOCTh 3JIEKTPOMArHUTHOM BOJIHBI, Bbixondmed n3 OB B Touke
u3ruba, ompenensierca mno ¢opmyiam Dpenens g pP- U S- NOISIPUALNA,
COOTBETCTBEHHO

R 5|n2(p05|n22(p1 ’ (1.2)
sin (¢0+¢1)COS (¢0_¢1)

I =1, SIhZZqu sin 2¢, ’ (1.3)
sin“(p, + 1)

rae lg — WHTEHCHMBHOCTH majaromero usnydeHus U l,, |y — MHTEHCHMBHOCTH

HPOIIEAIIETO U3TydeHUs UTs P- U S — noJsipusanuii [15].
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Ouenka paauyca u3ruda s MHOTOMOJOBOIO BOJIOKHA C JAUaMETPOM
cepaueBuabl d=50 MKM u omnTHdecko oOomouku — D=125 mxm (n;=1,481,
n,=1,476) mokaspiBaeT, 4to mpu R<3,5 cM HaumHaeT HAONIOAATHCS CHJIBLHOE
MPOXOXKJEHUE H3IyuyeHHUs B Touke u3ruba (mo 80% 3HaYeHHS] MHTEHCHUBHOCTHU
OCHOBHOTO cBeToBOTO noroka B OB). Hao oTMeTuTh, 4TO Npu OlleHKe u3ruda He
YUUTBHIBAIACH (POpMa CBETOBOTO MOTOKA, IMIIMHApUYECKas (popma MpeoMIIsIoen
MOBEPXHOCTU U Jpyrue 3G EKThl, H3MEHAIONIME MOoKa3aTeab MPEIOMIICHUS
ONTUYECKOTO BOJIOKHA, Harpumep, Goroyrnpyruit a¢dekr. VX BkIaa 3HAYUTENIHBHO
MEHBIIIE.

Hapyiienue mOJHOTO BHYTPEHHETO OTPAKEHUS TP  MEXaHUYECKOM
BO3JICMCTBUM BO3MOXXHO HE TOJBKO Mpu u3rube OB, HO W mnpu JIOKaIbHOM
JIABJICHUM Ha ONTHUYECKOE BOJOKHO, TO BBI3BIBAET HEKOHTPOJIUPYEMOE paccesiHue
(B oTyiune OT M3rnba) B TOUKe aedopmaluu.

0) ®opMHUpoOBaHNE KAaHAIOB YTEYKH BHEIIHUM BO3/IC€MCTBUEM, BHI3bIBAIOIIUM
W3MEHEHUEM OTHOIIEHMS MoKa3arenedl npenomieHus. MI3MeHeHus yria najeHus
MOXHO JIOOMTBCSI HE TOJHKO HM3MEHEHHEM (OPMBI ONTHYECKOTO BOJIOKHA IPHU
MEXaHUYECKOM BO3JICUCTBUM, HO U aKyCTUYECKHM BO3JIEWCTBHEM Ha ONTUYECKOE
BoslokHO. B cepmueBune OB co3maercs  audpakinMoHHAs ~— perieTka
NEePUOJIMYECKOTO HW3MEHEHHUs] TOKaszaTelisl MpeJoMJIEHUs, KOTopas BbI3BaHa
BO3JICIICTBUEM 3BYKOBOM BOJIHBI. JIEKTPOMAarHUTHAs BOJIHA OTKJIOHSIETCA OT
CBOET0 NMEPBOHAYAILHOTO HAIPaBJIECHUS, U YaCTh €€ BBIXOJAUT 3a Mpeelbl KaHana
pacnpoctpaHeHusl. DU3NYECKOE SBJIECHHE, C IOMOIIBID KOTOPOTO BO3MOXKHO
pelIMTh  TMOCTaBICHHYIO  3ajdady, sBiserca  audpakuus  bparra  Ha
BBICOKOUACTOTHOM 3Byke (F>10MI'1), mymHa BOJIHBI A KOTOPOTO YIOBIICTBOPSCT
YCIIOBHUIO:

(ALIA?) >1, (1.4)
rae A — JJIMHA BOJHBI DJICKTPOMArHUTHOTO W3y4deHus, L — mmpunHa obmactu

pacIpoCTpaHEHUs 3BYKOBOM BOJIHBI.
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Hedopmaiyn, coznaBaeMble YIpyroi BOJHOH, (POPMUPYIOT MEPUOINIECKOE
M3MEHEHHE TMoKazarensi mnpeinomieHus BHYTpu OB nns cBeta sBisiomieics

nupaKIMOHHOM pereTkoi (puc.l1.3).

[ |7

Puc.1.3 - ®opmupoBanue 1uppakiinoOHHON PEIIETKU B CEPAIIEBUHE

OIITHYCCKOI'O BOJIOKHAa SBYKOBOﬁ BOJIHOM

MakcuManbHbId ~ yrojl  OTKJIOHEHHS €IMHCTBEHHOTO  Ha0JII0/1aeMOro
Tu(paKkIIMOHHOTO MaKCUMyMa paBeH JByM yriam bparra (20B) . Yactora
OTKJIOHEHHON 3JIEKTPOMAarHUTHOM BOJIHBI MNPHOJU3UTENBHO paBHA YacTOTE
OCHOBHOTO MH(OPMAIMOHHOTO TOTOKa. MHTEHCHMBHOCTh JIUPPAKIIMOHHOTO

MaKCUMyMa MOXET ObITh omnpesiesieHa no Gopmye

. L
|=|Osm2(% JOMZZJ , (1.5)

rac JO — MHTCHCHUBHOCTD 3By1(0B0fI BOJIHBI,

-1
M,=1.51*10" cex’/kr- akycTOONTHYECKOE KAYECTBO KBAPIIA.

Brrancienns mokaspiBaroT, 4To M1 MHOTOMOojoBoro OB ¢ mapamerpamu
(d/D)=(50/125) npu akyCTHYECKOM BO3JCHCTBHU C JJIUHOW BOJHBI 3ByKa A=10
MKM U JUIMHE B3aUMOJCHUCTBUS L:1073M, MAaKCUMAJIBHBIM YTOJl OTKJIOHEHUS OT
MePBOHAYAJILHOTO HAMpPaBJICHUS PaCIpPOCTPAHEHUs] COCTABISIET S5 TPaaycoB.
['padvix 3aBUCUMOCTH WHTEHCHBHOCTHU MEPBOTO MU(DPAKIIMOHHOTO MaKCUMyMa OT

WHTEHCUBHOCTH 3BYKOBOM BOJIHBI TpejacTaBieH Ha puc.l.4. U3 rpaduka BumHO,
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4YTO Jaxe NpPU HEBBICOKUX HMHTEHCUBHOCTSAX 3BYKOBOW BOJIHBI BBIBOJMMOE
ANIEKTPOMArHUTHOE H3JIYyYECHHE JOCTATOYHO BEJIMKO [JIsi PErucTpaludd ero
coBpeMeHHbIMU (hoTonpueMHukamMu. [Ipu puKCUpOBaHHON MHTEHCUBHOCTH 3BYKa,
MyTeM HW3MEHEHHUS 00JIacTH O3BYyYMBaHMS L MOXXHO JOOWUTHCS MaKCHUMAaJIbHOTO
3HAYEHUS UHTEHCUBHOCTHU B JU(GPAKIIMOHHOM MAaKCUMyME, TEM CAMbIM YBEJIUYUTH

MHTEHCUBHOCTb CBETa, OTBOJIMMOTO B KaHaJ YTE€UKH [5].

1/ ™~
21/ ™
1/
A

Puc.1.4 - 3aBUCMMOCTh HHTEHCUBHOCTH JU(PAKIIMOHHOTO MAKCUMYMa OT

(=]
-
[
W
L

(Sgty)-105
HMHTECHCHUBHOCTHU 3BYKOBOﬁ BOJIHBI

JIpyruM BHEITHUM BO3JCHCTBHEM, H3MEHSIONIUM OTHOIICHUE ITOKa3aTells
IpeIOMJICHUST 000JIOYKM K TIOKazaTelto mpeiomiieHus cepaueBursl OB (ni/ny),
SIBIIIETCS. MEXaHWUYECKOe Bo3jaelicTBue 0e3 m3meHeHus (opmsl OB, Hampumep,
pacTsbKeHue.

[Ipy  pacTsHKCHHMH  ONTHYECKOTO  BOJIOKHA  MPOHMCXOIUT  HM3MCHEHHE
ToKa3aTeield MPETOMIICHHS CEPJIIEBUHBI M O0OJIOYKHM ONTHYCCKOTO BOJIOKHA Ha
Any u Anp. Tlpu 3TOM yBeJIMUYMBAETCsA 3HAYCHHWE yIjla IOJIHOTO BHYTPEHHETO

OTPaXXEHHS OT ¢, JIO ¢, .

3Ha4YCHUS YTIJI0B CBs3aHbl BBIPAKCHUCM

sing, {1_%+%]sin¢r. (1.6)
nl n2
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Bripaxkenue a1t otHouenus (4n/n) onpeaensiercsa ¢potoynpyrum sdpdexrom
TakK, 4TO

An 1.,
——n?pe, 1.7
" 2n pe (1.7)

rae P, € — 9pPexTUBHBIE COCTABIAIONIINE TEH30POB (HOTOYNPYTOCTH U JehopMalny,
3TO CBS3aHO C AHM30TPONHEH ONTHYECKOTO BOJOKHA BO3HUKAIOUICH MpU
pacTsHKEHUU.

C yueroM TOro, 4TO TIUIABJICHHBIA KBapll BBIACPKUBACT OOJIBIINE
nanpsokernst (1o 10° Tla B MueambHOM COCTOSHHM), TO, IPHKIAIBIBAS OOIbIINE
MexaHnndeckue HanpsbkeHus: K OB, BO3MOXXHO TOOUTHCS M3MEHEHUS MPEACeTbHOTO

yIrila Ha BEIMYUHY ¢, —@, ~2-10°sing, , KOTOPOE MOMKET OKa3aThCs NOCTATOYHBIM

I BBIBOJAa YaCTH HMHTCHCHUBHOCTH OCHOBHOI'O I/IH(i)OpMaHI/IOHHOI“O IIOTOKa 3a

IpeJIeibl ONITHYECKOro BoJIoKHA (puc.1.5).

P
P i oem
= :
RN
- \ \ L
F F

Puc.1.5 - ®opmupoBanue KaHajga yredku HHPOPMaAIIUU PACTIKEHUEM

OIITHUYCCKOI'0 BOJIOKHA IIpH BO3I[€I>1CTBPIPI BHCIITHCTO YCHUIINA F

K cmocobamM  BBI3BIBAIONIMM  M3MEHEHHE  OTHOIIEHUS  IOKa3aTems
peIOMJICHUST 000JIOYKHM K TIOKa3aTeNro TperiomieHus cepaneBuabl OB myTem
MEXaHUYECKOTO HAIPSKEHUSI TaK KE OTHOCUTCA M CKPyYMBAHUE OMTHYECKOTO
BOJIOKHA.

K 0eCKOHTakTHBIM CIOCO0aM M3MEHEHMS OTHOIIEHHS (No/N;) MOXKHO
OTHECTH BO3JCHCTBUE CTAITMOHAPHBIX DJICKTPUUCCKUX TIOJIEH, KOTOPhIC H3MEHSIOT
MOKa3aTellb MPEJIOMIICHUS CepIIeBUHBI M 0007109k Ha An; U An,. BelpaxeHue
JUis  oTHolueHust (4n/n) omnpenensercss W3 YypaBHEHHUS JUisli  OOpaTHOTO

MEE302JIEKTPUIECKOTO A deKTa U sBIeHHS GOTOYIPYrOCTU
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An 1,
—=—=n"pbE .
. 2n pbE , (1.8)

rne b — Momyms mpe3oanekTpuueckoro A dexra;
E — Hanps>KeHHOCTB JEKTPUUYECKOTO MOJI.
Hogbli1 yros noaHoro BHyTpeHHero orpaxenus (mpu An;>0 u An,>0), eciu
JUIL OLEHKM NPUHATHh 3HAYEHUE HANPSHKEHHOCTH DSJIEKTPUYECKOro MOJs AJis
8 .
npobosi  wmaeampHOTO TuTaBieHoro kmapma (10°B/m), To Bo3aeicTBHEeM
CTal[MOHAPHOT'O 3JEKTPUUECKOTO IMOJISI, MOKHO JOOUTHCA U3MEHEHHUS MPEIEIbHOrO

yIJla Ha BEJIMYUHY ¢, — @, ~2-107sing, .

HecMmoTps Ha TO, YTO U3MEHEHHUS 3HAUEHUS MIPENIEIbHOIO yIiia, BhI3bIBAEMOE
KaK MEXaHWYECKUMHU HANPSKEHUSMHU, TaK U DJIEKTPUUYECKUM TIOJIEM MaJbl, HO
KOMIUIEKCHOE BO3JIEHCTBUE C JPYTMMH CIOCOOAMU MOMKET MPHUBECTH K
s dexkTuBHOMY croco0y (GopMUPOBaHUS KaHaja YTEUKH. PacCMOTpEHHBIE BBIIIE
METO/Ibl 001a/1at0T OJHUM HEAOCTATKOM, KOTOPBIN MO3BOJISIET JIETKO (PUKCUPOBATH
KaHAJIbl YTE€YKH, CO3[JaHHbIE Ha MX OCHOBE. DTO OMNpPENENAETCA 3HAUMTEIbHBIM
OOpaTHbIM paccesHHEM CBETa B MecCTax KaHaloB yTeuykd. C TOMOIIbIO
pediiekToMeTpuu OOpaTHO pACCESTHHOIO CBETa TaKWe TMOAKIIOUEHUS JIETKO
OOHaApy>XKMBAIOTCS BBICOKUM IPOCTPAHCTBEHHBIM M BPEMEHHBIM pa3pelIeHUEM
[15].

B) ®opmupoBaHue KaHalla YTEYKH METOJJOM ONTHYECKOIO TYHHEIUPOBAHUS.

Cnoco0, KOTOpbIM TO3BOJISIET 3aXBaThlBaTh YacTh 3JIEKTPOMArHUTHOTO
U3IYyYEHUs, BBIXOJIIET0 3a Mpeleibl  CEpALEBUHBI  MHPOPMAIMOHHOTO
ONITUYECKOTO BOJOKHA JOMONHUTEIRHBIM OB, HE BHOCS JOMOJHUTENIBHBIX TOTEPh
U o0paTHOro paccesHusi, SBISETCA ONTHYECKOE TYHHEIUpOBaHHUE. SIBIeHue
ONTUYECKOTO TYHHEITUPOBAHUS COCTOUT B MPOXOXKJIEHUU ONTHUECKOTO U3ITYUCHHUS
U3 CpeJibl MTOKa3aTeseM MPEeIOMIICHUS Ny YEpe3 CIIOM ¢ MoKa3aTeieM MpeIoMIIeHUs
N, MEHBUIMM N; B CPeAy C TOKa3aTesieM MPEeIOMIICHHsI N3 MpU YIiiax MafeHUs
OOMBIINX yTJIa TIOJHOTO BHYTPEHHETO OTpaxkeHws. Ha mpuHIMIIaX ONTHYECKOTO

TYHHCJIIMPOBAHUA B I/IHTeraHBHOﬁ U BOJIOKOHHON OITHUKE CO34ar0TCA TaKHUC
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YCTpOﬁCTBa KaK OINTHYCCKHU OTBCTBHUTCIIb, OHTO(I)OHBI, BOJIOKOHHO-OIITHYECCKHUEC

JaTUYUKHN (bHBI/I‘-IeCKI/IX BCJINMYHH.

'"I R e T S s
e ST e

Puc.1.6 - ®opmupoBaHue KaHajda yTeUKH ONTHUYECKUM TYHHEITUPOBAHUEM.
N1, N, — IOKa3aTeNN MPETOMIIEHUS CEPILUEBUHBI U 000JIOUKHU ONTUYECKOTO BOJIOKHA,

N3 — MOKa3aTe/Ib NPEIOMIICHUS AONOJIHUTEIBHOTO OITOBOJIOKHA

IIpu pacnpocTpaHeHHMM CBETa B OINTHYECKOM BOJOKHE 4YacCTb CBETOBOI'O
IIOTOKA BBIXOJUT 3a Tpenenbl cepaneBuHbl OB [16]. MHTCHCHBHOCTD M3ITyYeHUS
BBHIIIE/IIETO M3 cepaneBuHbl B obOonouky OB Ha paccrosnue r=(D-d)/2 B
3aBUCHMOCTH OT yIVIa TaJeHWs Ha TpaHWIe CepaleBrHa-o0oaouka ¢

OIIPpCACIIACTCA BbIPpAKCHHUCM

=1, 'exp(—47rnl(r/ﬂ)\/sin2(p—sin2gor). (1.9)

DTO MNPUBOJUT K TOMY, YTO IPH H3TOTOBIICHHH ONTHUYECKOTO BOJIOKHA
000JI0YKa 3aHMMAaEeT 3HAYUTEIBHYI 4YacTh. [IpuyeM y OJHOMOIOBOTO BOJIOKHA
00o0Ji0uKa 3aHUMAeT Topa3fo OoJbIIMK 00bEM, YEM Y MHOTOMOJIOBOTO. ITO

ClIelyeT W3 MPUBEIECHHON (OPMYJIbl MPOHUKHOBEHUS CBETAa M3 CEPJIIEBUHBI B

o6os0uky. IlIpyu npubnuxenun yria nageHus ? K yriy HOJHOro oTpaxkeHus #r
MOKa3aTeab CTENEHU OHKCIIOHEHThl CTPEMHUTCSI K HYJECBOMY 3HA4YE€HHUIO, CBET
pacnpocTpaHsieTCsl IO BCEW CTPYKTYpe BOJOKHA — CEPJIIIEBHHE U O0O0JIOUKE. DTO
MIPUBOJUT K TOMY, UTO 4aCTh MHTEHCUBHOCTH M3 OCHOBHOr0 OB mMoXkeT nepeitu B
nonoysHuTenbHoe  OB.  MHTEHCHMBHOCTh  W3JIYYEHHS]  NEPEXOISIIEero B

)IOHOJ'IHI/ITGJ'IBHBII\/'I BOJIHOBOJ OIIPCACIISACTCA BIPAXKCHHUEM
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I =1,-sin*(k-S), (1.10)
rae K — ko3 UIMEHT CBSI3U ONTHYECKUX BOJIOKOH;

S — nyMHA ONTUYECKOTO KOHTAKTA JBYX BOJIOKOH.

MakcumyMm 3HaueHHS Kod((HIMEeHTa CBS3M TOCTUTACTCS TPU HYJIECBOM
paccTosHUU Mexay obonoukor u gomosHuTenbHEIM OB (I=0) m moka3zarene
NPETOMJICHUST JOIMOJIHUTEIBPHOTO BOJIOKHA n3=N;. Kak BWIHO U3 BBIpaKEHUS,
U3ITy9CHHE W3 OCHOBHOTO ONTHYECKOTO BOJIOKHA TEPEXOJUT B JIOMOJHHUTEIHHOE
OB MOHOCTBIO MPU HEKOTOPOM 3HAYCHHH JJTUHBI ONTUYECKOT0 KOHTakTa S=m/2k.
[Ipn nmanpHEHIIEM YBETWYCHUW MJIMHBI ONTHYECKOTO KOHTAKTa TIPOUCXOIUT
oOpaTHbIii Tiporiecc. Takum 00pazoM, M3IydeHHUE NEPUOJUYECKUA TEPEXOAUT W3

oanoro OB B Apyrou, eciiv HE YYUTHIBATh MOTEPU HA MOTJIOIIEHUE, PACCESHUE.

1.1.2 Tunbl 1 METOABI ATAKH B ONITHYECKHUX CETAX TEJEKOMMYHUKAIIUU

Ataky Ha OCT B 11€710M MOXHO pa3fieIuTh Ha CeMb 001acTel, OCHOBAaHHBIX
Ha I11eJIM 3JI0YMBILUICHHUKA: aHaIu3 Tpaduka, MOoACIyIIMBaHUE, 3a/1€PKKa TaHHBIX,
0TKa3 B o0CIyXuBaHue, yxyamenue Q0S, crypuHr, 4eIoBeK - MOCPEIHHK.

Kaxnprii kommoneHt, ys3Bumbiii B OCT B TOM wim uHON dopMe MOXKET
NPUBECTU K OTKa3y B OOCIYXMBAaHMM WJIM MPOCITYIIMBaHUIO. MeETOIbl aTak,
KOTOpbIe, HanOoJiee OTHOCUTENbHBI TIOMEXOH - MOJABISIONINE 3aKOHHBIX CETEBbIX
CUTHAJIOB C CHUTHajaMU aTakd, KOTOpbIE MOTYT OBITh HCIOJIB30BaHbl IS
yXYALIEHUE WM OTKa3y B OOCIIy>)KMBaHHMM, a TaKXKe 3KCIUTyaTallud YCTPOMCTB ¢
NEPEKPECTHBIMU TTOMEXaMHU. YCTPOWCTBO MEPEKPECTHBIX IMOMEX CYIIECTBYET B
OOJBIIMHCTBE COBPEMEHHBIX ONTUYECKUX YCTPOMCTBAaX, a TaKke TaKoe SIBJICHUE,
I7I€ CUTHAJIbl OT OJHOW YacTH ONTHUYECKUX YCTPOMCTB YTEKAIOT B JAPYTHE YacCTH
ycrpoiicTB. IlepekpecTHble MOMEXH MOTYT OBITh MCIIOJNB30BaHBI JUIsl OTKa3a B
OOCITy’KMBaHUM WM MpociaymuBaHus. OTMETHM, YTO MEpexXBaT CUTHajla He
OTIIENEH OT aHayn3a Tpaguka. HeoOxoqumMo noHUMaTh, 4TO OOHAPYKEHUE aTaKU B
OCT HeMHOro oTiMyaeTcsi OT OOHapYXEHHUs aTaku B DJIEKTPOONTHUECKUX HWIIH

ANIEKTPOHHBIX ceTei [1].
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OcHoBHbIM npeumyniectBoM OezonacHoctd OCT Haj 37I€KTPOONTHUYECKUX
WIA D3JEKTPOHHBIX CETEH TEIeKOMMYHHUKAIUN SIBISETCS €ro YCTOWYUBOCTH K
aTakaM BMJa IepexBarT Tele(OoHHBIX cooOmeHniH. OCHOBHBIE 3aKOHBI (DU3HUKH
U3JIaTraloT, YTO BOKPYT JEKTPHUUECKUX TOKOB CO3/IAIOTCS DJIEKTPOMArHUTHBIE OIS
U U3IYy4YeHUs. B 3IEeKTpOONTHYECKUX U 3JIEKTPOHHBIX CETSIX €CTh BO3MOXKHOCTh
37IOYMBILIUICHHUKY CIYIIATh WM HapylmIUTh TpaQuK BHYTPH TPAHCIOPTHBIX
CpencTB (MpoBoJIOKa) 63 (pru3nuecKkoro mpukacaHus. ATaka MOXKET POUCXOIUTh
KaK M3HYTpU TaK M CHapyku. Takod TUI mepexBara TeNe(POHHBIX COOOIICHUH,
OCOOCHHO W3HYTpPHU, NMPAKTUYECKH HEBO3MOXXHO OOHapykuTh. [lockonbky wemnas
uHppactpykrypa OCT He BKIIOYAET HUKAKOTO 3JEKTPUUECKOrO IIOTOKA, HE
TEeHEPUPYETCSl DJICKTPOMArHUTHOE W3IMyYEHHE M, CJIEIOBATENbHO, HET HUKAKOU
BHEUIHEHW yTeUKH HH(POPMAIIUH 3a IPEeIaMU TPAHCIIOPTHOTO CPEACTBA (BOJIOKHO).
OTO OrpoMHOE MPEUMYIIECTBO, M BO3MOXHO CamMoO€ Ba)XXHOE MPEUMYIIECTBO
oe3onacHocty OCT Haj 37€KTPOONTUYECKUMHU WM FIEKTPOHHBIMU CETSIMH.

Kak ynmommuanoce pasbiue, ataky B OCT B neaom MOXHO pa3IeinuTb HA
ceMb oOjacTel: aHainu3 Tpaduka, MOJACITyIIMBaHHUE, 3a/J€pKKa JaHHBIX, OTKa3 B
oOciyxuBaHuu, yxyamenne QO0S, uyemoBek-mocpeaHuk u cmuyduHr. Takoe
pasziesieHue oueHb YJ00HO JIJIsl TPYNIUPOBAHUS, YTOOBI YMEHBIIUTh METO/IbI aTaKU
u3yyaemyro cienyromum oopazom: (1) ananu3 Tpaduka M NOJACTyIIMBAHHUE, OHU
UMEIOT CXOJIHbI€ XapaKTEPUCTUKH, U OHU MOTYT OBITb pPacCMOTPEHBbI BMECTE;
ONTUYECKUE CETH OTYACTH YCTOWYMBBIC K 3aJCPKKE aTakd, B CBSI3U OTCYTCTBHEM
ONTUYECKONW MaMATH M 3aJIep>KKa aTaKu UTHOPUPYIOTCS. (2) cryduHT 9TO araka,
KOTOpasi MOKET OBITh YCTPaHEHA HCIIOJIb30BAHUEM KPUMITOTPAaQHUECKUX METOOB
3alMThl U TIO3TOMY 3/IeCh HE paccMarpuBaeTcs. (3) OoTka3 B OOCITY)KUBaHUU U
yxyameHue Q0S MOTYT CUUTATBCS B BUJIE «HAPYIIEHUE OOCITYKHUBAHUS.

B pe3ynbpTaTe TUIIBI aTaKk YMEHBIIICHBI K IBYM: MOJCIYIIMBAHUIO U aHAIIA3Y
TpauKa U HapyLIEHUIO 00CTyKMBaHUA. boyiee MOTHBIA CIHCOK TUIIOB aTaKd MOT
BKJIIOUaTh B ce0s Takue 00JacTh, KaKk BO3MOXKHOCTH OTKa3a, HO TaKWEe aTaKu

0OBIYHO HaITpaBJICHBI HA CCTCBBLIC IIPOTOKOJIbI, CUCTCM YIIPABJICHH:, 4 HC B CCTCBLIC
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UHDPACTPYKTYphl - HHOPACTPYKTypa SIBISAECTCS OCHOBHOW MpoOieMOil B 3TOi
pabote. XOTs MOACIYIIUBAHUE U aHAIU3 TpapuKa, OOBIYHO UMEIOT CYIICCTBEHHO
pa3nuHbl 3G GEKTH B HOPMAILHOM HCITOJIB30BAHUHU CETH, STOT aHAIN3 HE TpeOyeT
pasrpannucHus. [Ipu Gojice BBICOKHX YPOBHSX CETEBBIX MPOTOKOJIOB, Pa3IAUHs
CTaHOBATCS 0Oo0Jiee BaXKHBIMH, HO Ha (DU3UYECKOM YpPOBHE, JII00as BO3MOXKHAsS
yTeYKa CUTHAJIOB OYCHb BayKHA JJIA IeJIel JaHHOTO aHanmm3a [2].

JIns  peanusald OJHOTO W3 JIBYX THIIOB arak, 3JI0YMBIILICHHUKY
HEOOXOUMBI METOJBI aTaku. PaccMOTpHM Cieayroline TPU KOHKPETHBIC aTaKH.
OHu BBIOpaHBI MMOCKOJBKY OHU OYEHB JICTKO, Pean3yeMbl, 0COOCHHO 3P PEeKTHBHO
IPOTHB CETEBBIX YCIAYr, WIA HMMETh [0 CYIIECTBY, pa3HbIid 3PQPEKT, YeM

aHaJIOrn4Has aTraka IPOTHUB TPAAWITHOHHBIX ceTel. MCTOI[BI IIPHUBCACHLI B Ta01.

1.1.

Tabmuua 1.1
Meronap! atak Ha OCT
MeTtoabl aTaku Peanuzanus Cnoco0
Hapymnrens BBOAUT CIIIAaHUPOBAHHBIN CUTHAI,
Brytpunosnoctaas HapylleHHue
ocnabnsis  CHOCOOHOCTH — IMOJIydaTenst — Juis
rnomMexa 00CTyKUBaHUS
MPaBUIHLHON MHTEPIIPETAINH MTEpeIad TaHHBIX
HapymuTens ymeHbIIaeT KOMIIOHEHT CHTHaja
HapyleHue
BrenosnocHas nomexa CBSI3U, MCIIOJIb3YS] MUMEIOLINE KOMIIOHEHTHI WM
o0cTyXKUBaHUS
3¢ deKThl Kpocc- KOMMYTAIHH
HapymuTens mpocnymmBaeT —TMepeKpecTHBIE
HecankumonmnpoBanHoe KaHaJbl, BBITEKAIOIIME M3 COCEAHEro CUTHaja
MOJICITyILIUBaHHE
HaOro1eHne gyepe3 oOIMe pecypchl B LENSX IMOTy4EHUs
nH(pOpPMAIIUU OT COCETHUX CUTHAJIOB

OTHn MCTOAbI HC ABJLIIOTCA CAWMHCTBCHHBIMHM MCTOJAAMM IIPUI'OAHBIMH OJIA
3JIOYMBIIIJICHHHUKA, YTOOBI pc€aln30BaTb OAWH M3 ABYX THUIIOB ATaKH. OIIH&KO 9THU
MCTOAbI AOCTATOYHO JICTKO PCain30BaTb C HCIIOJIb30BAHUCM KOMMCPUYCCKHU

AOCTYITHBIX TGXHOJ’IOFI/II\/'I, N MOXXCT BbI3BATb CCPHLC3HEBIC HpO6JICMBI H€38_H_II/IH_IéHH]':>II‘/,I

OCT [11].
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Ectp MHOro aApyrux BO3MOMHBIX NPHU3HAKOB KjacCU(UKAIMU aTak.
Hampumep, Kaxmayro araky MOXHO KiaccuuiupoBath 1o €€ pecypcam
(maccuBHBIE, aKTUBHBIC); CpEACTBAa aTaku (mepenaya/mpueM, MPOTOKOI,
YIOPABJISIONIAs CUCTEMA); 11eNIb (KOHKPETHBIE TOJB30BATECIA WA CETH/TIOJICETH);
HaMepeHHbIM 3¢ddexT (aHanu3 Tpaduka, NOACTYIIMBAHUE WU HapYyIICHHUE
oOcmyKWBaHUS); HaxoXJeHue (MO3WIMs) aTakd (TepMUHAN, Yy3€l, JIMHHS,
MHOTOYHUCJICHHbIE TO3UIMU), W TOTOBHOCTh aTaKyIOIIEro s OOHapyXeHUs

(CKpBITBIC, TOHKHE, OTKPBITHIC)[5].

1.1.2.1 MeToabl aTaKM B ONTHYECKUX CETAX TEJIEKOMMYHHKAIIMH

Kaxnei komnonent OCT sBisieTcst ya3BUMBIM K aTake. Tpu mnpumepa
CYMMUPYIOT BCE BO3MOXKHOCTHU. PaccMOTpUM cHauajaa BHYTPUIIOJIOCHBIE IOMEXU C
MIOMOIUIBIO €IMHCTBEHHOT'O MOIIHOTO MEPEIATUNKA, KOTOPbIA BBOAUTCS B JINHH.

ATaka MOXET YHUYTOXKUTh CUTHAJ Ha 3TOW JIMHUHU, HE BBIJACISAS €ro OT
tpaguuuoHHoi cetu. Ho B OCT aTaka MOXET yXyAIIUTh CUTHAIIBI HA ATON JIMHUU
W Ha JPYrUX CETEBBIX JIMHUSAX, CBSI3aHHBIX C JTUM Y3JIOM. OJTO SBISETCA
CJIEICTBUEM MPO3PAYHOCTH, KOTOpAsl MO3BOJISIET CUTHANIAM, MPOXOMSIINM 4epes3
y37bl 0€3 MX pereHepanuu puc.l.7 mokasbplBaeT €IUHCTBEHHYIO aTaKy TOYKH Ha
HEHTpe TUHUU (2;5), KOTOpas BIUSAET HE TOJIBKO Ha y3€J, KOTOPOTO CUTHAJ aTaKu
MepBbIM JOCTUTAET (y3esl #2), HO W CBS3bIBACT JIBa JIPYTUX y3Ja C TEPBHIM
aTakoBaHHOM y31ie (y3en #1, u y3zen #3). Komnonentst OCT, B kKauecTBe KOTOPBIX
MOTYT OBITh HCIOJIb30BaHBl CYMMATOPBI, MYJBTUILUICKCOPHI, WM ONTHUYECKHE
ycwimrtenud. Texkymme MeToAsl OOHapyKeHHs HE TMpejiaraloT IMpaBHIbHOE
MECTOIIOJIOKEHUE TOUKHU aTaku. Hampumep, MOIHOCTh OOHApYKEHUS Ha y3ie #1,
BO3MOXXHO OIIMOOYHO MPUMHUCKHIBAIOT MPOOJIEME aTakd PacCIoJIOKEHa Ha JIMHUHU
(1;2). Dra araka MOXeT OBITh CJEJIaHa JICIICBOM, TOHKOM, M MOXET OBITh

KOHKPETHO OPUCHTHUPOBAHA HA MHAWBUAYAJIbHBIX MOJIb30BaTEICH.
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Puc.1.7 - BHyTpunonocHas noMmexa

Bropoii atakoii mpuUMEHSIETCS BHEIMOJIOCHAs MoMeXa, YTOObI MCIOJIb30BATh
NEPEKPECTHbIE TMOMEXM B ONTHYECKMX KOMIIOHEHTaX. B wacTtHOoCcTH, WH3-3a
3 PeKTOB TMEepPEeKpPEeCTHOr0 YCUJICHHMS CHUTHalla, B TMpelesiax ONTHUYECKOTO
YCUJIUTENS, MPEAHAMEPEHHbIE MMOMEXU MCIIONb3YIOTCSI BHEIOJOCHOM  BBICOKOM
MOIIIHOCTU CHUrHaja. JTOT 3(@exT cuibHO oTiIM4Yaerca oT 3PdeKra CcxKaThsg
ycuiieHus: 0OHapyKeHHs B JIEKTPOHHOM ycuiuTene. Hapymurenas MokeT BBOAUTH
CUTHAJI HA pa3iu4Hble JUIMHBI BOJHBI BHE TOJIOCHI YAaCTOT CHUTHAaja CBS3H, HO B
Mpeaesiax MoJIOChl MPOMYCKAHUS YCUIUTENA, KaKk Moka3aHo Ha puc.l.8. Araka
MOKET paboTaTh MOCKOJIbKY YCHIIUTETh HE MOXKET OTJIMYUTDH aTaKYIOIINE CUTHAIIBI
U TIOJIE3HBIC CUTHAJIBI CETH CBSI3U, U O0ECNEUYNTh YCUJICHUE ISl KaKIOTO CHUTHAJIA
0e3 pa3dopa U3 BOZHUKHOBEHUS. Y CHIIMTENb MO3BOJISICT BO3MOKHOCTh B CHTHAJIC
aTaku OOHapyX HUTh B HOPMAJbHBIM CHTHANA CBSI3M WU YBEJIMYMBAET MOIIHOCTH
CUTHAJla aTakd B TIOTOKE JaHHBIX K aOOHEHTY, UYTO T[IO3BOJIAET €My
pacIpoCTpaHATHCS Yepe3 Mpo3payHbie y3ibl. B HbIHENTHEE BpeMsi MPUHUMAIOTCS
CpelcTBa OOHApPYKCHHS aTakd, HE 00S3aTEeNbHBIM SIBIIICTCS OOHApPYKEHUE TIOMEX,
IIOCKOJIbKY CpEIHEE 3HAUYCHHUE IOJYYCHHON BHYTPHUIIOJOCHOW MOIIHOCTH MOTYT
OBITh MCIIOJB30BAHBI JJISI YMEHBIIICHUS, WU OCTAETCS HEU3MEHHBIMH BO BpEMS
aTaku. DTOT THIl aTaKd MOXKET OBITh YCTAaHOBJIEH B ONTHYECKOM YCHJIUTENE B

npeaciax y3jia MJIM B paMKa y4YaCTKa YCHUJICHUA BOJIOKOHHO-ONTHUYECKON JTMHUM

cesi3u [11].
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Yeunmurens EDFA wumeer pasHble BpEMEHHBIE XapaKTEPUCTUKH, YeM
OOBIYHBIE DJCKTPOHHBIC ycHauTeMn. ONTHYECKUE YCHICHHS TMPOMCXOMIT HW3-3a
BO30YXXICHHMSI HMOHOB J3pOWsI IyTeM TIOTJIONMICHUS CTAIMOHAPHOW ONTHYECKOM
Hakauku. J[MHaMHKa pe3yJbTUPYIOMIETO BO30YKICHHS MOXKET CHUJIBHO YCHJICHA
O0COOCHHO KOTJa OHHM CTaHOBSITCSl IOCTATOYHO MHTEHCHUBHBIMH, YTOOBI HACHITUTH

IPUPOCT U3BJICUEHUS SHEPTUU U3 BO30YKACHUS IpOus.
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Puc.1.8 - BHenonocHas moMexa 1o Npu4ruHe yCUICHUSI KOHKYPEHIIUU

TpeThst aTaka sIBAsIETCS peanu3aliueil HeCAaHKIIMOHUPOBAHHOTO HAOJIOICHUS
(moacnymmBanue), cOOp CUTHAJIOB 3JI0YMBINIJIEHHUKOM KOTOpPBIE €My He ObUIH
npeaHazHavyeHsl. [IpociyninBanue BO3MOXKHO B HECKOJIBKMX TOUKax B Ipeiesnax
cetu. PaccmarpuBarorcst 1Ba npumepa. [lepBeiil npuMep UCIHOIb3yET KOMIIOHEHT
MEPEKPECTHBIC TTIOMEXH - COBPEMEHHBIC JEMYJIbTUILUIEKCOPHI B Mpejiesiax CETeBBIX
y3JI0B U MOKa3bIBAIOT YPOBEHB NepexoaHou nomexu B npeaenax ot 0,03% mo 1,0%.
JeMynabTUILIIEKCOp MpEeaHAa3HAYEH PA3ACICHUS KAXKAYI0 OTAEIbHYIO JJIUHY BOJIHBI
MOJYYEHHYIO OT OJHOTO BOJIOKHa Ha OTIEIbHOM (PU3MUeCKOM TyTH, HO
MEPEKPECTHBIE TIOMEXHU JIOMYCKAIOT HEOOJBIIYI0 YTEUKY KaXKIOM JUITMHBI BOJIHBI
KOTOpasi MPOCAYMBACTCS B HEMPaBWIBHOM NyTH. OJTOT CHUTHAJl MOXET HMETh
JIOCTaTOYHYI0 TOYHOCTb, YTOOBI pa3pemniaTh 3JI0yMBIIUICHHUKY OOHApYXHUTh CBOE
MPUCYTCTBUE, U, BOBMOXKHO, BOCCTAHOBHUTh YacTh JIAHHBIX M3 TOTOKAa. B mpeaenax
AIEKTPOHHBIX WJIM JJIEKTPOONTHUYECKUX PETCHEPAIMOHHBIE CETEH, YpOBEHb
MEPEKPECTHBIX TOMEX, KaK MpaBUIIO, 3HaUnTENbHO HUXkE 4eM 0,03% u cocrasisier
MEHBIIIYIO Yrpo3y MOJACIYIIUBAaHUS YEpe3 NEpPEKpecTHble NMomexu. Bo BTopom

IPpHUMEPEC HUCIIOJIL3YCTCA ONTUYECKUU YCUIIUTCIIb. Ycunenus MpeaoCTaBIIAICMBIC OT
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EDFA x otaenbHOMY KaHaJly 3aBUCUT OT CYMMbI BCEX YypOBHEH CHUTHAJIOB,
IPOXOJSIINX YEPE3 YCHIUTENIb. JTO O3HA4YaeT, YTO BO3HMKHOBEHWE CHIHAJIOB
HEOOJIBIION aMIUTUTYTHOM MOJYJSIIUA OCHOBAH HA HAJIWYUU WU OTCYTCTBUU
CUTHAJIa HA COCEJHUX KaHalax. 3JOYMBIIUIEHHUK MOXET HCHOJIb30BaTh 3Ty
HEOOJIBIITYIO MOAYJISIUIO [ BOCCTAHOBJICHUS YaCTH MPEOJIaraeéMoro CUrHaia B
coceHeM KaHalie. ATaka B ONTHYECKUE YCHIIUTEIH MOXKET ObITh 3()(hEeKTHUBHBIM B
AIEKTPO-ONTHYECKUX, WIIM TIOJIHOCTHIO ONTHYECKUX ceTsAX. [loTeHuanpHbie aTaku
SBJIAIOTCSL 00JI€€ CIOMKHBIMU U MHOTOUHCIIEHHBIMH.

Hcnonb3yemble B HACTOSIIEE BPEMsI HA MPAKTUKE MOIXOAbl K 00E€CTIEYEHUIO
uHpopMarmonHor Oe3onacHoctd OCT HOMKHBI ONpEenensThCs CIAEAYIOLIUMU
stamamu [12]:

a) TpeOOBaHMSAMHU K WHPOPMAIMOHHON O€30MacHOCTH, PEaTH3yeMbIMH
cUCTEMaMU obecrieueHus UH(OPMAIMOHHON 0e30macHOCTH U
perJaMeHTHpPYIOIUMUA  (33JaHHBIMH)  COOTBETCTBYIOIIMMU  HOPMAaTHUBHBIMU
JIOKyMEHTaMu B 001acTH MH()OPMAIIMOHHON 0€301MacHOCTH;

b) peajgbHBIMH yClyraMd W MEXaHM3MaMH 3allUThl, pPEATU3yeMbIMU B
cucremax odecreueHust THHOPMaIMOHHON 0€30MacHOCTH;

C) CYIIECTBYIOIICH CTATUCTHKOW Yrpo3 O€30MacHOCTH I KOHKPETHOM
OCT, moTeHUHAIBbHO BO3MOKHBIX YIrpO3 M HAPYLIMTENEH, a TAaKXE NMPUYNHAMHU
YSA3BUMOCTEM.

Takum 00pa3oM, OCHOBHOW II€Jibl0 oOOecrieueHus UH(OOPMaIMOHHON
oezonacHoctu  OCT sBisieTcss TOAJAEpPXKKA H COXpaHEHHWE B  YCIOBUSX
MH()OPMAIIMOHHBIX BO3JCHCTBUH Ha MX HH(DOPMALMOHHYIO C(pEpy OCHOBHBIX
XapakTEepUCTUK HHPOpMaMoOHHON Oe3omacHocTu ceteil. Iloaromy oOmume
TpeboBanus Kk uHpopmarmorHon 6e3onacHocTd OCT momkHBI POpMUPOBATECS U
yCTaHaBJIMBATbCA HA OCHOBE aHalM3a CEPhE3HOCTU TMOCJIEACTBUI HapylIeHUN
KaXK 101 u3 COCTaBJISIOIITUX nH(pOpMaTMOHHOM 0€30I1aCHOCTH:

KOH(UIEHIIUAIBHOCTD, 1IEJIOCTHOCTD U IOCTYITHOCT.



31

B ocnoBe ¢dopmupoBanus TpeOOBaHM, ONpEAETSAIONMX HEO0OXOAUMbIN
ypoBeHb HHGMOpMaHOHHON Oe3omacHoCTH, JeKUT aHamu3 OCT kak 0O0BEKTOB
OLICHKM  pUCKOB  MH(poOpMalMoHHOM  Oe3omacHocTH.  OlleHKa  PUCKOB
uHpopmarmonnort 6ezonmacHoctd OCT fmomKHA NPOU3BOAUTHCA C  IENBIO
MPOBEPKH COOTBETCTBUS JOCTUTHYTOTO YPOBHSI MH(POPMALIMOHHON 0€30MacHOCTH
3aaHHOMYy ypoBHIo rpu nipoekTupoBannu OCT. Onenka prucka nHGOPMAITMOHHON
oe3onacHoctu OCT siBHsieTcs TakKe BaXKHBIM CPEJCTBOM 00€CIeUeHUsl rapaHTHH
peanu3anii BHIOPAHHBIX MEXaHW3MOB, METOJOB WM CPEACTB HMH(GOPMAIMOHHON
6e3onacHocTu. OTHAKO B HACTOAIIEE BPEMs HE CYIIECTBYET OOIIEH METOI0JI0THH,
METOJIOB W  KOHKPETHBIX METOAMK OICHKM PHUCKOB HH(MOPMAIMOHHOU
0€30MacHOCTH, T[OATOMY  CpPAaBHEHHME  pa3IMYHBIX ceTed  0e30MacHOCTH
Ype3BbIYANHO 3aTPYIHUTEIBHO.

AHaJIN3 TTOKa3bIBAET, YTO pa3pabOTKa METOJMKHU OLICHKU MH(POPMAITMOHHOM
0€30IacHOCTH MPE/IoJaracT HaTuIKie WK pa3padboTky [3-5]:

a) Mojelm 00bEKTa OLICHKH PHCKA,

b) Momenu cHMCTEMBI 3aIlUTHI;

C) MOJCIIM MOTCHINAIBHOTO HAPYIIIHTEIIS.

Hanuune monenu oObekTa OIEHKM PUCKA HEOOXOIUMO ISl OMPECTCHHUS
CYILIECTBYIOIIMX B HEM CBSI3€M U MPOIIECCOB, BBHISBICHUS KOHKPETHBIX DJIEMEHTOB,
TPEOYIOIIUX 3aIIUTHI, XapaKTEPHBIX YSI3BUMOCTEH M YIpo3, a TakKe BhIPaOOTKU
nokaszaresnei (kpurepreB) HHGOPMAIIMOHHON O€30MTaCHOCTH.

B ycnoBusix qunamuynoro pasutus OCT v BO3HUKHOBEHHS] HOBBIX YIpO3
MH(pOpPMAIIMOHHON O€30MaCHOCTH Ba)XHBIM CTAHOBUTCSA aHAIU3 M YMpaBJICHUE
puckamMu HHGOPMAIMOHHON Oe30MmacHOCTH. B 3TON CBSI3M MOCTPOCHHE CUCTEM
obecricueHuss HMH(pOpPMAIMOHHON Oe3omacHocTH coBpeMeHHbIX OCT  momxHO
HAYMHATHCS C aHaJIM3a PUCKOB HH(POpMaIMOHHOM Oe3omacHocTH [3,9-11].

AHanmu3 pPUCKOB COCTOUT B TOM, YTOOBI BBISIBUTH CYIIECTBYIOIIHE PUCKH
nH(QOpMAIMOHHOW 0€30MacHOCTM W OLEHUTh WX BEJIWYMHY (JaTh WM

Ka4CCTBCHHYIO NI KOJIMYCCTBCHHYTO OHGHKY). B PE3YJIbTATC BBIABIISAIOTCA YI'PDO3bL
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MH(OPMAIMOHHOW 0€30MacHOCTH ¢ OOJIBIION BEPOSITHOCTBIO — pealln3alui,
NPUBOMSIIAE K CYIIECTBEHHBIM pa3Mepam yiiepba. YmpaBieHHE puUCKaMU
uH(OpPMAIMOHHOW O€30MaCHOCTH CBSI3aHO C MPHUHATHEM Mep oOecreyeHus
WH()OPMAITMOHHONW  0E€30MaCHOCTH, HAMpaBICHHBIX HAa CHIKEHHWE YacCTOTHI
peanu3aluy yrpo3 u pazmepa yuiep0a B ciydae ux peaau3alluu.

B ocHOBy pa3paboTkum METOIWKH TIOJOKEHA OIEHKa PHCKA, KOTOPBI
TpedyeT noctpoeHus nosHoi moaenu OCT, Bkirovaroniei:

d) ONHCaHUE CETEBBIX PECYPCOB;

b) ommcaHue U OLIEHKY CYIICCTBYIOIIMX B HUX YSI3BUMOCTEH;

C) aHaJIM3 U OLICHKY BO3MOXKHBIX YIPO3;

d) omumcanue BO3MOXHBIX JIECTAOMIM3UPYIONIUX BO3JICHCTBHM, CIIOCOOHBIX
OCYILECTBUTh PEATU3ALINIO YTPO3;

€) OICHKY MpOTUBOJEHCTBHA yrpo3am, mnpuHsATeiM Ha OCT Mepamu
oOecrieueHus: 6€30MaCHOCTH U PeaTu30BaHHBIMU MEXaHU3MaMH 0€3011aCHOCTH.

Takum 00pa3oM Mpu aHAIU3€ PUCKOB OCYLIECTBIISETCS:

a) kimaccudukaiys HHOPMAIIMOHHBIX PECYPCOB;

b) cocraBieHME MOJETN MOTEHIMATBHOTO 3JIOYMBIIUICHHUKA;

C) aHanM3 ysI3BUMOCTEH;

d) mmenTuduKanMs W OLEHKA Yyrpo3 HApyHIEHUH HHPOPMAIMOHHOM
0e3011aCHOCTH;

€) OlleHKa PHCKOB HApYIICHUS HH(POPMAIIMOHHOM OE30TTaCHOCTH.

MexayHapoaHasi MpaKTHKA Pa3BUTHIX 3apyOECKHBIX CTPaH MOKA3bIBAET, YTO
BOIIPOCAM aHaJIM3a U OLIEHKU pUCKa MH(OPMAIIMOHHON O€30MacCHOCTH YAENsIeTCs
caMo€ Cepbe3HOE BHUMaHUE.

OCHOBHBIMH 3TallaMH OLICHKH pHcKa sBisitoTes [9-11]:

a) anamu3 xapaktepuctuk OCT Ha mpeaMeT HaIU4Ms YSI3BUMOCTEH M
BO3MOYKHOCTH MIX MCITOJIb30BAHUS yTpo3aMu HH(DOPMAITMOHHON O€30MaCHOCTH;

b) onpenenenne ys3BUMOCTEd B pacCMaTpMBAaEMbIX KOMIIOHEHTaX M

pecypcax OCT;
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C) ompejeicHHEe NEPEUHs YIrPo3 C PAaHKUPOBAHUEM UX IO BEPOSITHOCTH;

d) amamu3 kpurepuii 0€30MACHOCTH M BBIYUCIICHHE WX BEPOSTHOCTHBIX
XapaKTePUCTUK.

PaccMoTpum 3Tanbl ONEHKY U yIpaBiieHUs WH(POPMAITMOHHBIMEA PUCKAMHU:

a) cHavaja HEOOXOJMMO OIPEICIUTh BCE IICHHBIC HWH()OPMAIMOHHBIC
peCypchl, a Takke OOBEKThI UX XpaHEHUS U 00pabOTKH;

b) mamee ompenenseTcss CTOMMOCTh HH(DOPMAIMOHHBIX peCcypcoB (WK
yiep0, KOTOPBI HAHECEH OT HApYIICHHWS KOH(GUICHIIMAIBLHOCTH, IEIOCTHOCTH
WJIU JOCTYITHOCTU PECYPCOB);

C) KpoMEe TOrOo, OIICHMBACTCS BEPOSTHOCTh BO3HMKHOBEHHS HapyIICHHN
nHopMaImoHHOW Oe3omacHOCTH. B pamMkax OIGHKHM JaHHOW BEpOSTHOCTH
OTIPEJICIISIIOTCS  YSI3BUMOCTHU, CYIIECTBYIONIME B WH(MOPMAIIMOHHBIX CHUCTEMAaX, W
BEPOSTHOCTH UX PEaATTU3AIIHH;

d) Ha OCHOBaHMH IMOJYYCHHBIX JTAHHBIX PACCUMUTBHIBACTCS PUCK IS KAXKIOTO
WH()OPMAITMOHHOTO pecypca, KOTOPBIH paBeH NPOW3BEACHUIO BEPOSATHOCTH
BO3HMKHOBEHUS HApyIICHUN U yiiepOa, KOTOPHIA MOHECET B CIIydae HAPYIICHHUS

nH(pOpMaIIMOHHOM 0€30MacCHOCTH Biiajiesel] HH(POPMAIIMOHHOTO pecypca.

1.2 IIpo6yeMbl aHAIH3a PUCKOB HH(POPMAITMOHHOH 0€30MaCHOCTH

ONTHYECKHX ceTeH TCJICKOMMYHUKaAIUA

[Ipob6iema obecnieuenus: nHpopmanuonnon 6ezonacHoctd B OCT sBisieTcst
Ha CErOJIHs OJHOM M3 CaMBIX OCTPBIX HE TOJBKO Y HAC B CTPAaHE, HO U B Pa3BUTHIX
ctpanax mupa. OnbiT 3kcmmyataunn OCT u pecypcoB B pa3nuuHbIX cdepax
KU3ZHEIECATEIIbHOCTH IIOKa3bIBAET, YTO CYIIECTBYIOT pa3jiM4YHbIE M BECbMa
peanbHble Yrpo3bl MOTEpH MHGOPMAIIMHU, TPUBOAAIINE K MAaTEPUATbHBIM U UHBIM
yiepoam.

WNurtepec k npobiemam HHPOPMALIMOHHON 0€30MaCHOCTH OIpEAEIIIeTCs BCe
BO3pacTaromieid posiblo MHGOpPMAIMU B Pa3IUYHBIX c]epax KU3HH OOIIeCTBa

(HanmpuMep, IKOHOMHYECKOMH, MOJIUTUYECKOHU chepax).
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[IpoGiema obecneuenrss HHOOPMAIIMOHHOM O€30MACHOCTHU SIBJISIETCS OJTHOU
U3 aKTyaJbHBIX MMPOOJIEM, KOTOpAasi CTOUT IEePel MUPOBBIM COOOIIIECTBOM.

OnTuyeckde  TEICKOMMYHHUKAIIMOHHBIE ~ TEXHOJOTMHU  3HAYUTEIHHO
pacIupuiIu BO3MOXHOCTH On3Heca. Ho HOBBIE BO3MOKHOCTH BCET/Ia COMPSIKEHBI C
HOBBIMHM pUCKaMH. YeM CUJIbHEE OCHOBHAS JEATEIbHOCTh KOMIIAHMM 3aBUCUT OT
TEJICKOMMYHUKAIIMOHHBIX TEXHOJOTHUH, TEM BBIIIE PHUCK OCYIICCTBICHUS 10
OTHOUIIEHUIO K HEW pa3lIMYHBIX Yrpo3: Hampumep, (UHAHCOBOTO MOIICHHUYECTBA
WM XUIIEHUS KOHDUICHIINATEHON HH(POPMAIIHH.

N3BecTHO, YTO PHUCK — OTO BEPOSTHOCTh peaTU3alldh  yTPO3bI
uH(popMaIMOHHONW Oe30macHOCTU. B KiaccMYecKoM TPEACTABICHUHM OIICHKA
PHUCKOB BKJIIOYAET B C€0s OIICHKY YIpo3, YA3BUMOCTEH U yiepOa, HAaHOCUMOTO TTPH
UX peanu3aluu. AHaIN3 pPHUCKA 3aKII0YaeTcs B MOJICIMPOBAHUU KapTUHBI
HACTYIUICHHUS dTUX CaMbBIX HEOJIaronmpHATHBIX YCIOBHUH TOCPEIACTBOM yYeTa BCEX
BO3MOXHBIX (PAaKTOPOB, ONMPEACNSIONINX PUCK Kak TakoBoM. C mMaTeMaTH4YEeCKON
TOYKHU 3pPEHUS TPH aHAJN3€ PUCKOB TakWe (PAKTOPHI MOYKHO CUHUTATh BXOJIHBIMHU
napameTpamH.

[Tepeuncnum 3ti mapametpsr [10]:

1) akTuBBI — KIIOYEBBIE KOMIIOHEHTHI HWHQPACTPYKTYPHl CHUCTEMBI,
BOBJICUCHHBIC B OM3HEC-TIPOIIECC ¥ HMEIOIIUE OMPECICHHYIO IICHHOCTb;

2) yrpo3bl, peanu3anys KOTOPHIX BO3MOKHA TMOCPEJICTBOM AKCILTyaTaIlH
YSI3BUMOCTH,

3) ysA3BUMOCTH — C1a0OCTh B CPEACTBAxX 3aIllUTHI, BbI3BAHHAS OIIHOKaMHU
WM HECOBEPIICHCTBOM B TPOIEAypax, MPOEKTe, pealnu3allii, KOTopas MOXKET
OBITH UCITOJIP30BaHA JIUISI POHUKHOBEHUS B CHCTEMY;

4) ymep0, KOTOPBIM OIIEHMBAETCS C YYETOM 3aTpaT Ha BOCCTAHOBJICHHE
CHUCTEMBI B UCXOJHOE COCTOSTHUE MOCJIE BO3MOXKHOT0 MHIMaAeHTa 1b.

Korma BO3MOXHBIN yiiepOd OT MOTCHIIMAIBHBIX yTPO3 IOCTATOYHO BEIUK,
HEO0OXOJMMO BHEIPATH aJIeKBATHBIC M SKOHOMUUYECKH OIPaBIaHHBIC MEPHI 3aIUTHI.

Ho 3aech BO3HMKAeT wenbll psif BONpPOCOB. Kak ONEHHUTH CTENEHb PUCKA WU
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pazmep Bo3MOxHOro yiep6a? Kak onpenenutsb, YT0O MUMEHHO YTPOXKA€T OCHOBHOM
NEATETLHOCTH B CHJy WCIOJB30BaHUS ONTHYECKUX TEIECKOMMYHHUKAIIMOHHBIX
TEXHOJIOTUI U CUCTEM, HACKOJIBKO OHU YSI3BUMBI?

AHanu3 pHCKOB HMH(QOpManHOHHON Oe3zomacHocTH naer oneparopy OCT
BO3MOXHOCTh  ONPENIETUTh HaumOoJsiee MpoOJIeMHbIX oOOJacTeli B  YacTH
oOecrieueHuss WHPOpPMAIMOHHOW  OE30MACHOCTH, a TakKXKe  OINPEACIICHUS
MPUOPUTETOB B peanu3anuu 3auTHbeIx mep OCT.

B pesynbTare aHanmza puckoB MH(POPMAIIMOHHON OE30MaCHOCTH OMEpaTop
TEJICKOMMYHUKAIIUH MOTYYUT CIEAYIONME OCHOBHBIE BBITOIBI:

a) ompejcieHne Hanboee MPOOIEMHBIX 00J1acTel B 00€CIICUCHUH
nH(pOpMaIIMOHHOM 0€30MaCHOCTH;

b) BO3MOXKHOCTH apryMEHTHPOBAHHOTO BBIOOPA Mep MO 00ECIICUCHHIO
nH(OPMAITMOHHON O€30MTaCHOCTH | IUTAHUPOBAHUS TOPSIKA UX IPUMCHCHHUS;

C) HoJy4YeHHE KaYeCTBEHHBIX MIIM KOJIMYCCTBEHHBIX XapaKTEPUCTUK
3HQUMMOCTH  YIrpo3 H  ysA3BUMOCTEH  HMHGOpPMAIMOHHOM  0€30MacHOCTH,
paHXMPOBAHKUE aKTUBOB U YIPO3 MO 3HAYUMOCTH;

d) mosrydeHre Ha4YaILHOW METOIOJIOTHYSCKOM 0a3bl, HEOOXOIUMOM JIsI
peanu3aiuy mpolecca yrnpaBJIeHHs] pUCKaMHu.

OCT 3apoxkIaroTcsl Kak MEPCHEKTUBHAS TEXHOJIOTHS I OYEHb BBICOKHX
CKOpPOCTEW TMepefauyd  JIaHHbIX, THUOKOCTh KOMMYTallMd W  MOJACPKKH
IITUPOKOITOJIOCHBIX NPHJIOKEHUH. B yacTHOCTH, OHM 00€CIIeYnBarOT MPO3PAYHOCTH
U BO3MOXHOCTH HOBBIX OCOOCHHOCTEW, TO3BOJISIONIMX MAapIIPyTU3AIUN |
KOMMYyTaluu Tpaduka 0e3 perpecca Ui U3MEHEHUU CUrHajioB B ceTH. XoTs OCT
IpeaiaraloT MHOKECTBO TPEHMYIIECTB IS BBICOKOM CKOPOCTBIO TIEpeIadu
JAHHBIX, OHU OOJAMAIOT YHHUKAJLHBIMH OCOOCHHOCTSIMH U TpeOOBaHUSIMH B
00nacTu 0€30MacHOCTH W YNPABIICHUS, KOTOPbIE OTJIMYAIOT UX OT TPAAMIIMOHHBIX
CeTe TEJNEKOMMYHHMKAMKW. B YacTHOCTHM, yHHUKaJbHBIE XapaKTEPUCTUKHU
koMIToHEHTOB OCT U CeTeBBIX apXUTEKTYp MPUHECTAa MHOKECTBO HOBBIX MTPOOJIeM

s obecnieueHuss OezomacHocTH ceTu. Ilo cBoeit mpupone, kommoHneHTe OCT
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ABJIAIOTCS. OCOOCHHO YA3BUMBIMU I Pa3iMuHbIX (OpMBI aTak oOTKaza
oOciyxuBaHuu, yxyamenue QoS, u noaciymmubanue. [lockonbKy gaxke KOpOTKUE
(Mo cpokam) pa3joMbl M aTakKd MOTYT BBI3BaTh OOJBIIOE KOJIUYECTBO JaHHBIX,
KOTOpbhle OyAyT yTpaueHbl, HEOOXOAMMOCTh [Isl OOECIEYeHHs] W 3aIUTHI
ONTUYECKUX CETEeH CTAHOBUTCS OOJiee 3HAYUMOM.

B koHTekcTe 3TOro, ataka ONpenessiercs Kak MpeJHAaMEpPEHHbIE JEWCTBHS
OPOTUB HAJJEXKAIIero M 0e30MacHOro (YHKIMOHUPOBAHUS CETH, a OUIMOKU
ONPENENSIOTCA KaK HENPEeIHAMEPEHHBIE JEHCTBUS POTUB UICAJTBHOE U HAJIEKHOE
dbynkuuonupoanue cetu. COOW Ha3bIBAIOT OMIMOKM M aTakd, KOTOPHIE MOTYT
IpephIBATh UCATHHOTO (PYHKIIMOHUPOBAHUS CETH.

be3zonmacnocte or arak Ha OCT MOXKET BapbHpPOBATBCS OT NPOCTOTO
($u3NYECKOT0 10CTYyIA K 00JI€€ CI0KHBIM:

a) cBOe0Opa3HOE CBOMCTBA ONTUYECKUE BOJIOKHO;

b) yHuKanbHbIe XapakTepucTrka kommnoneHToB OCT;

C) UMEIOLIME HEJAOCTATKH HAJI30PHBIE METOABI U METO/AbI KOHTPOJIS.

ATaku MOTYT OBITh KJIaCCU(DUIIMPOBAHBI KAaK MPOCIYIIMBAHUE UM OTKa3 B
oOcinyxuBaHue. B 3ToM cllyyae, OHU pa3IM4alOT MO CBOEH MpUpPOAE OT
3JIOYMBIIICHHUKA (HarpuMep, T0JIb30BATElIb BCTABISAET CHUTHAI BBICOKOE
MOIITHOCTH) yCWJIEHUs IJisg mepexBaTa. Takum o00pa3oM, aTakud OTJIMYAIOT OT
OOBIYHBIX OITHOOK U TTOATOMY JICCTBYIOT IO-Pa3HOMY.

3TO NOTOMY, UTO OHH MOSIBJISIFOTCSA U UCUE3AIOT, U BPEMSI OT BPEMEHU MOXKET
OBITH 3amyIlEHbl B JIPYrOM MECTe CeTU. B 4acTHOCTH, 3IIOYMBIIUICHHUK MOXKET
COpBaTh MPOCThIE METOJAbI OOHAPYKEHHs, KOTOpPHIE B IIEJIOM HE JIOCTATOYHO
YyBCTBUTEJIbHBIM, YTOOBI OOHApY)XUTh Mayible M CIy4allHBIM yXYJIICHUIO
IpOU3BOAUTENbHOCTU. KpoMe Toro, pa3pymunTenbHOe aTaku, KOTOpbIe OIIHO0OYHO
ONpENENWIIA KaK HEUCHPABHOCTb, MOXET OBICTPO PAaCIPOCTPAHUTHCS IO CETH
BBI3BIBAS JIOTIOJTHUTEILHBIE OMMMOKHU U BBI3BATh MHOXECTBO OIMMOOYHBIX CUTHAJIOB.
be3onacHOCTh aTaku, CleI0BaTEIbHO, JOJKHBI OBITh OOHAPYKEHBI U ONPEEITICHBI

Ha JIFOOOW y3ed B CeTH, TJie OHM MOTYT MMETh MecTo. Kpome TOro, CKOpoCTh
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OOHapy>KeHUsI aTaKk W JIOKaJIW3alus JOJDKHA OBITh COM3MEpUMa CO CKOPOCTBHIO
nepenaun ngaHHbIX. Kpome Toro, mnpo3pauHoctb B OCT MoXeT BHECTH
3HAUUTEIHHO Pa3HbIC HAPYIICHUS MEepPeIaun TaKUX KaK ONTUYECKHUE NIEPEKPECTHBIC
MOMEXH, YCHJIMBAIOTCS IIYMbl CHOHTAHHOW AMHUCCUU U PACXOKIEHUS MOILHOCTH.
B OCT, »tu pedekTbl HaKaluIMBAalOTCS M IOJIYYEHHBIM KO3 PUIMEHT
WHTCHCUBHOCTH OIIMOOYHBIX OWTOB Ha Yy3/I€ HAa3HAUYCHUS MOXKET CTaTh
HEMPUEMIIEMO BBICOKOH [3].

OavH ©3 OCHOBHBIM MPOOJIEMBI aHaJIW3a PHUCKOB HWHGOPMAIMOHHOMN
oe3onacHocty OCT sBisieTcss pa3BETBICHHOCTh M OTCYTCTBUE CTATUCTHUYECKOM
uH(pOpMaIMK O yrpo3ax, YA3BUMOCTSX U aTakax.

AHanu3 puckoB HHGOPMAIMOHHONW O€30MaCHOCTH - MPOIECC MOJYyYCHUs
uHbOpMalluy, COAepXkalleld ONpeAesieHue U aHalu3 MOTEHLUUAJIbHBIX YIPO3
uHpopmanmonHor 6e3zonacHoctd OCT, HeoOXOAUMBIN ISl TPUHSTHS PELICHUH,
CBS3aHHBIX €  ONTUMHU3AaLMEH  KamUTAJIOBIOXKEHUM 111 obecreueHus
uH(popmanmonHon 6ezonacHoctu OCT.

[Ipu npoBeneHnyn aHaIM3a PUCKOB HEOOXOIUMO OIPENIEIUTD:

a) ys3Bumbie mecta B OCT;

b) cymecTBytomye yrpo3sl 1 UX YPOBEHB;

C) IONyCTUMBIN YPOBEHb YTPO3;

d) KOMIUIEKC Mep, TIO3BOJISIONIMI CHU3UTh PUCKHU JIO IOMYCTHMOTO YPOBHSI.

[lo xaxxgoMy W3 3TUX NYHKTOB TpeOyeTcss NpPOBEIECHHUE CIELHUATbHBIX
UCCIIEIOBAHUM.

OueHka pUCKOB BKJIIOYAET B €0 MEpONPUATHUS IO ONPEACIICHUIO TOro,
KaKue€ Pecypchl M OT KaKUX yrpo3 HAJ0 3allUIIaTh, a TAKXKE B KaKOW CTENEHU Te
WIM HWHBIE PECYpChbl HYXKIAIOTCA B 3alluTe. PUCK ompenensercss BEpOSTHOCTBHIO
NPUYUHEHHS yiiepOa v BEIMYMHON yliepOa, HAHOCUMOTO OpraHU3alliy B Cllydae
OCYILIECTBICHUS yrpo3bl Oe3omacHOCTH. OlLieHKa PUCKOB COCTOUT B TOM, YTOOBI
BBISIBUTH CYILECTBYIOIIME PUCKA M OLEHUTh MX BeauuuHy. [Iponeaypa oOLeHKH

PHUCKOB BKIIOYACT B ce0os pax IMOoCJICAOBATCIIbHBIX 3TAIIOB!
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d) HaCTpOilka METOA0JIOTUHU OLIEHKHU MOJi KOHKPETHYIO OpPTraHU3aIlHuIo;

D) BBIOOp TIKAJIBI OIIEHKHA PHCKOB;

C) OlLIEHKA CTOMMOCTH PECYpPCOB, BEPOATHOCTH YIPO3 U BEIIUYUHBI YS3BUMO-
CTEH;

d) ompenenenue TOMyCTUMOTO YPOBHS OCTATOYHBIX PUCKOB,;

€) OLICHWBAHHE PUCKOB;

f) moaroToBka oTYeTa MO PE3yIbTATAM OIEHKH PUCKOB;

g) pa3paboTka peectpa HHGOPMAITMOHHBIX PUCKOB;

h) npuHsATHE perieHuit o 00paboTKe PUCKOB,;

1) paspaboTka [Tnana 00pabOTKH PHCKOB;

J) pa3paboTka Jlekapamnuu 0 MPUMEHUMOCTH;

K) coriacoBaHue U Mpe3eHTAINS OTYCTHBIX JTOKYMEHTOB.

[TocTpoenne 3(pPeKTUBHON CUCTEMBI YIPABIEHUS PUCKAMHU OE€30MaCHOCTH
OCT — 5T0 He Pa30BbIM MPOEKT, a KOMIUICKCHBIM MPOIECC, HANPABJICHHBIA Ha
MUHAMM3AIMI0 BHEITHUX W BHYTPCHHUX Yrpo3 MpU ydeTe OTPaHWYCHHWHA Ha
pecypesl U Bpemsi. [ moctpoenus sddexruBHO cucTemMbl 6e3omacHocTH OCT
HEOOXOJIMMO TEPBOHAYAIBLHO OOOOIIEHHO OMUCATh MPOILECCHl JEATEIBHOCTH U
BBIJICIUTh PHUCKUA. 3aTeM CIeAyeT ONpeNeuTh Mopor pucka. lIpeBbieHne
MOJ0OHOTO TIOpOTa O3HAYaeT, YTO JaHHBIM PHCKOM HEOOXOJMMO YIIPaBJIATh.
Tpebyercs mocTpouth Takyro cuctemy 6e3omacHoctu OCT, koTopas oGecrieuut
MUHAMH3AIMI0 PHUCKOB C BBICOKHM YypPOBHEM OMacHOCTH. llpwmueM puickw,
UMEIOIINE YPOBEHb HIKE KPUTHUUECKOTO, MOKHO BOOOIIE UCKIIIOUUTH U3 aHAJIU3A.

C ToukM 3peHHS TPOIECCHOTO TOIX0JIa, CUCTEMY YIPABJICHHUS PHCKAMU
MO>KHO TPEJICTaBUTh KakK Mpolecc ynpasieHus puckamu (puc.l.9). Ha pannoi
PUCYHKE TIPSIMOYTOJbHUKAMH TOKa3aHbl TMPOIECChI, a CTpeIKaMu - UX
B3aMMOCBSI3H.

Pexxum nndopmarmonnoit 6ezonacuoctu B OCT obecnieunBaeTcs:
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d) Ha npoyeoypHom YyposHe - TIyTeM pa3paOOTKU U BBHITIOJHEHUS Pa3/eioB
WHCTPYKIUH U1 TIepcoHala B 00iacTu nH(OPMALIMOHHON 0€30IaCHOCTH, a TaKkKe
Mepamu (pU3NIecKOoi 3aIuThl;

b) Ha npoecpammmHo-mexnuueckom ypogue - IPUMEHEHUEM aPOOUPOBAHHBIX
U CepTH(PUIMPOBAHHBIX PEIICHUH, CTAaHAAPTHOTO HAOOpa KOHTPMEP: pe3epBHOEC
KOIMPOBaHUE, aHTUBUPYCHAS 3aIlIMTa, MApOJIbHAS 3aIiTa, MEKCETEBbIE dKPAHBbI,
mupoBaHUE TAHHBIX U T.1.

AHanu3 puckoB B o0yiacTu MH(DOPMAITMOHHOW 0€30MaCHOCTH MOXKET OBIThH
KaueCTBEHHBIM U KOJIMYECTBEHHBIM. KonruecTBeHHBIN aHAU3, TOYHEE, TaK KaK OH
MO3BOJISIET MOJYYUTh KOHKPETHBIE 3HAUYEHUSI PUCKOB, HO OH OTHHUMAET 3aMETHO
Oonbllle BpEMEHHW, YTO HE BCEr/a ompapaaHo. Yamie Bcero OBIBa€T TOCTATOYHO
OBICTPBI KaueCTBEHHBIM aHAIIU3, 3ajlaya KOTOPOro - pacrpezesieHne (HakTopoB
pucka mo rpymmaM. [llkana kauecTBEHHOT0 aHaJIM3a MOYKET Pa3InuaThCs B Pa3HBIX

METOOdaX OLCHKH, HO BCE CBOJUTCS K TOMY, YTOOBI BBISBUTH CaMbIC CCPBC3HELIC

yrpo3sl [7].

Or1enka
yrpos

Omicanm — Coop Onenka IInanupoBanue
N »  PUCKOB YA3BUMOCTEMN MEpOIPHUATHI

Ouenka
yOBITKOB

A

Peanuzanus
MEpOIPHUITH

Onenka N
s dexTuBHOCTH ‘

Puc.1.9 — Ilporiecc ynpaBienus puckamu

BaxxHo paznuuarh TMOHSTHS E€IUHUYHOIO W TPUBEICHHOTO YOBITKOB.
EnuHnaHbIN yOBITOK — 3TO pacxXojbl HA OJWH WHIUJEHT. [IpuBeaeHHBIN yOBITOK

YUUTBIBACT KOJUMYCCTBO KOHKPETHBIX HWHIWICHTOB 0e30MacHOCTH 3a HGKOTOpBIﬁ
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MPOMEKYTOK BpEMEHHU, 0OBIYHO 32 roj. Ecnu enuHuYHbIe U IPUBEACHHBIE YOBITKH
3allyTaHbl, TO TMOJYYCHHbIC peE3yNbTaThl OyIyT HWMETh Mallo OOIero c
JEHCTBUTENBLHOCTBIO.

JUIsl MOTHOTO aHaJIM3a PUCKOB HEOOXOIUMO:

a) OIpeeNUTh IEHHOCTh PECYPCOB;

b) moGaBuTh K CTaHZAPTHOMY HAOOpPY CIMCOK YIpO3, AKTYaJIbHBIX IS
uccienyeMoi HGOPMAIIMOHHON CUCTEMBI;

C) OLIEHUTDH BEPOSITHOCTh YIPO3;

d) onpenenuTh yI3BUMOCTh PECYPCOB;

€) MNpeMIOKUTh pelieHrne, oOecreuyrBarollee HEOOXOAUMBI YpPOBEHb
MH(OPMAITMOHHOW O€301TaCHOCTH.

CyniecTByONIMX WM TJIAHUPYEMBIX K BHEJPEHUIO CPENICTB OOecreueHus
WH()OPMAITMOHHOW 0€30IaCHOCTH, KOTOPBIE YMEHBIIAIOT YHUCIO YSI3BUMOCTEM,
BEPOSITHOCTh BO3HUKHOBEHUS YIPO3 U BOBMOXKHOCTh HETATUBHBIX BO3JICHCTBUM.

[Ipy BBIMOJIHEHWH TOJHOTO AaHAIW3a PHUCKOB MPUXOIUTCS PEMIaTh Psi
CJIOXKHBIX TIpo0iem: Kak onpenenuts HeHHOCTh pecypcoB? Kak cocTaBUTh MOJIHBIN
CIIUCOK yrpo3 MHGOPMAIMOHHON OE€30MacHOCTH U OLEHUTHh MX mMapaMmeTpbl? Kak
MPaBUJILHO BHIOPATh 3PHEKTUBHBIE KOHTPMEPHI?

[Ipouiecc aHanm3a pucKoOB JEIUTCS HA HECKOJIBKO 3TaIloB:

a) uneHtudukaiys nHGOPMAITMOHHBIX PECYPCOB;

b) BBIOOp KpUTEPHEB OICHKH M ONPE/CIICHIE MMOTCHIIMAIBHOTO HETATUBHOTO

BO3JICHCTBUSI HA PECYPCHI U TIPUITOKECHHUS;

C) OLICHKA yTpo3;

d) oreHka ys3BUMOCTEH;

€) OLICHKA PUCKOB;

f) omenka 3((HEeKTHBHOCTH CYHISCTBYIOIIMX W IPEINOJaraéMbIX CpEICTB
obecricueHuss MHPOPMAITMOHHON 6€30ITaCHOCTH.

Nudopmanmonnas chepa OCT coctout us:
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a) uHdopmarmoHHeix pecypcoB OCT (xpanumoii, obOpabarbiBaeMoOil U
nepeaaBaeMoi HHPOpMaIun);

b) nadopmanroHHON HHPPACTPYKTYPHI (IIPOrpaMMHOr0 00eCIeYeHH s, IPO-
TOKOJIOB, UHTEPEHCOB, TPOIEAYp, 00ECIEUNBAOIINX MPOLECCH (HYHKIIMOHUPO-
Banust OCT u 1.11.);

[Ipobnema obecnieuenus napopmarmonHou 6e3omacaoctd OCT BrIIOYaET B
ceOs y)Ke TPaIuIMOHHYIO TIPOOJIeMy 3alIUThl HH(POpPMAIHK, HO 3HAYUTEIBHO IHPE
Hee Kak Mo (GYHKIUSM 3alTUThl, TaK U MO MPUHIUAM U moaxoaam k 3ammute OCT

OT HCCAHKIIHMOHHUPOBAHHBIX W HCIIPCAHAMCPCHHBIX BOSHGﬁCTBHﬁ HapYHIIHUTCILA (pI/IC

1.10) [7 - 10].

Boszoeticmsus napywumensa na ungopmayuro

HNudpopmanus

Xapaxmepucmuxu

3AUUUEHHOCTU:
KOHGhUOeHyuaibHocmo,

YenoCmHOCMb, OOCHYNHOCTb

Sawumusiil OKpau
(npeoomepawerue)

Puc.1.10 - Bo3aeicTBust HapymuTens Ha HHPOPMAIIATO

MexayHapOHBIM OIBIT PA3BUTHIX CTPaH MOKA3BIBAET, UTO BAKHEUIINM U
HEMIPEMEHHBIM  yCIIOBUEM  TMOBBIMIEHUS A((YEKTUBHOCTH  MHOrUX  cdep
JIESITEIbBHOCTH OOIIECTBA CTAHOBUTCS COBEPILIEHCTBOBAHUE TEIEKOMMYHHUKAIIMOH-
HOTO KOMIUJIEKCa, TaK KaK HKMEHHO Ojarojapsi TEJIEKOMMYHUKAlMsIM BCE B

Oonbiieit crenenu obecrneunBaeTcs d(PQPexkTrBHOEC (YHKIIMOHUPOBAHUE CHCTEM
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rOCyJapCTBEHHOTO  YINpaBlieHUs, OaHKOBCKUX U  (PUHAHCOBBIX CTPYKTYD,
OOOpPOHHBIX U CHEIHUAIBHBIX CTPYKTYP, TPAHCIIOPTA, CUCTEM IJIEKTPOCHAOKEHUS U
Ap.

Opnako wuctunHoe paszsutue OCT, conpoBoXaaromieecss MOSIBICHUEM
MNOTEHIIUAIBHBIX YS3BUMOCTEH ONTHYECKUX TEICKOMMYHUKAIIMOHHBIX TEXHOJIOTHUH,
MOPOKIAET AOCTATOYHO CEepbe3HbIE MPOOIeMbl HH(OPMALMOHHONW 0€30MacHOCTH.
Hapymenune  dynkuuonupoBanuss OCT  MoxeT  SBISATBCA — CIEACTBUEM
JNECTaOMIIM3UPYIOIINX BO3JACHCTBUIM, KOTOpPBIE MOIYT OCYILIECTBIIATHCS KaK C
UCIOJb30BAaHUEM  INTAaTHBIX BO3MOXKHOCTEM caMUX CHCTeM, TaK U C
UCIIOJIb30BaHUEM CHEIUAIBHBIX CPEACTB MPOrPaMMHO-TEXHHUUECKOTO BO3ICHCTBUS.
Obecneuenrie MHGHOPMAILIMOHHON 0€30MIaCHOCTH HEOOXOAMMO PacCMAaTPUBATH Kak
COBOKYITHOCTh OpPTraHM3al[MOHHO-TEXHUUYECKUX Mep AJI NPEJOTBPAIICHUS YIpo3
nipu coznanuu OCT - NpOTUBOJEHCTBUE yTPO3aM TEXHOJIOTHYECKONW 0€30MacHOCTH,
U B IPOLECCE JKCIUIyaTallud ONTHYECKUH ceTell — MPOTHBOJCHCTBHE YIrpo3aM
IKCIUTYaTaI[MOHHOM 0€301acHOCTH.

AHanu3 MeXIyHapOJHOM MPaKTUKU MOKa3bIBaeT, YTO OJHOW M3 BaXKHBIX
npobsieM aHanu3a puckoB uHMopmanmonHo Oe3onmacHoctu OCT  sBisieTcs
UCCIIEJOBAaHHE OLIEHKM pUCKa HMX HHPOpMaIMOHHOW Oe3omacHocTU. OHAKO
olieHKa pucka uHpopmarmonHon 6ezonacHoct OCT npencraBisger coOoi TPYIHO
dopmanuzyemyro u 0osiee TOro, MPAKTUYECKU TPYAHO BBIIIOJHUMYIO U3-32 CBOEH
MHOTOACTIeKTHOCTH  3aJady. B  Hacrosimee Bpemsl  CYIIECTBYET Pl
METOJI0JIOTUYECKUX MOJIXO0JI0B K OIL[EHKE PUCKOB MH(POPMAIIMOHHON 0€30IacHOCTH
OTJENBHBIX ONTHYECKUX TEIEKOMMYHHUKAIIMOHHBIX TEXHOJIOTUN. UTO ke KacaeTcs
pelIeHns 3a7a4 KOMIUIEKCHOM omeHkHu pucka OezomacHoctd OCT B menom, To B
HACTOSAIIEE BpeMsl HE CYIIECTBYET CIIOXKHBIICHCS METOAOJOTHMH OLIEHKH pHCKa
0€30MacHOCTH.

Mexny tem, mpolOiiemMa OIICHKHM puCKa WHGOPMAIIMOHHONW O€30MacHOCTH
OCT craHOBUTCA KIIOYEBBIM (DAaKTOPOM, BIHUSIONIMM Ha OE30MacHOCTh BCe

TEJICKOMMYHUKAIIMOHHON NHPPACTPYKTYPHI.
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[Ipobnema ounenku pucka uHPopmarmoHHo Oe3omacHoctu  OCT
00yCIIOBJICHA HIKE TTEPEUNCIICHHBIME (pakTopamu [12]:

d) HEIOCTaTOYHOM NpPOpabOTAaHHOCTHIO MEXIYHAPOAHBIX CTAHAAPTOB WU
pexomengaruii 1SO, ITU-T, ETSI u ap. ¢ Toukn 3peHus mokaszatesieid 1 METO/I0B
otieHKu uHpopmarmonno 6ezonacHoctu OCT;

b) oTcyTcTBHEM KOHKPETHBIX METOAMK KOJMYCCTBEHHOW OIEHKH MH(OpMa-
nuoHHoi 0e3omacHoctu OCT.

Ha ocHOBaHWM BBIMICH3I0KEHHOTO KIIOYEBBIMH AaCIIEKTaAMHU  PEIICHUS
npoOsemsbl co3nanus u pazputus 6e3omacHbix OCT:

a) pa3paboTka TpeOOBaHUM, TOKA3aTeNed U KPUTEPHUEB /I OIICHKU YPOBHSI
0e301acHOCTH;

b) wuccrmemoBaHMe METOMOB KAaYCCTBEHHOW M KOJUYECTBECHHON OILIEHOK
PUCKOB MH(OPMALIMOHHON 0€301MacHOCTH;

C) aHaJu3 WHCTPYMEHTAJIBHBIX CPEJICTB OIICHKU PUCKOB MH(POPMAIIMOHHOM
0e301acHOCTH;

d) pa3paboTka METO0OB U MEXaHHW3MOB OIICHKH PUCKOB WH(OPMAIMOHHOM
0€30MacHOCTH.

B HOBBIX MeXAyHApOIHBIX cTaHmaprax u pekomeHparumsax 1SO, ITU-T,
ETSI u np. uadopmarmonHas 06e30MacHOCTh paccMaTpUBAaeTCS KaK OJWH U3
nokasareneid kadectBa oOcmyxuBanus OCT. Kak H3BECTHO, KOMILUIEKCHYIO
XapaKTePUCTUKY CTETICHU YJIOBICTBOPEHHUS IIOJB30BATENS IMPEAOCTABIICMBIMU
yCIIyramMu ONPEESIFOT TapaMeTphbl KadecTBa 00CTyKUBaHUSI.

[Tapamerpsr kadectBa oOcnyxuBanus OCT paccMoTpum Ha HOpuMepe
CIY)KOBI Tlepeladd JaHHBIX, NPUHUMAs BO BHHMaHHWE TIPU 3TOM, CIIyx0a
nepeayu JaHHBIX SBISIETCS OJHUM BaKHBIX d1emeHToM OCT.

Jlns ompeneneHusl KadecTBa OOCITY)KUBAaHUS B CIy)K0aX Iepenadd JTaHHBIX
HEO0OXOJIMMO HCIIOJIh30BaTh COBOKYITHOCTh OOIIMX IOKAa3aTeliei, PacroIOKeH -
HBIX B Tak Ha3biBaeMou «matpuile 3x3» (tabmuua 1.2). K Takoit marpuiie

I[O63BJ'I$[IOTC$[ IIOKa3aTcjIn HaACKHOCTHU CJ'Iy>K6I>I. OTH TOKa3aTeju HE 3aBUCIT OT
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THUIIA CJIY)K6BI, MCTOJAa KOMMYTallMHU, IIPOTOKOJIA YCTAHOBJICHHUA COCOAWMHCHUSA U

IIPOTOKOJIA

nepeaadn

COOOIICHUN

ITOJB30BaTCJIA.

Ot

IIOKa3aTcIn

OPHECHTUPOBAHBI HA MOJIL30BATEIICH Pa3IMYHbBIX CITYy)KO Tepeayn TaHHbIX [6].

Tabmuna 1.2

COBOKYMHOCTh OOIIKX MOKa3aTeNe KauecTBa 00CTyKUBaHUS,
OpUEHTHPOBAHHBIX Ha MOJIb30BATENEH CITy>KO Mepeaadn JaHHbIX

OyHKIMS CIyKOBI

Ilokazarenu AJI1 KPUTEPHUEB OLICHKH Ka4€CTBa 06CJ'Iy}KI/IBaHI/IH

TEeIIEKOMMYHHUKAITUH
CkopocTb JlocToBEpHOCTH Hanexuocts
Hoctyn Bpewms noctyna BepositHOCTB BeposrtHocTh OTKa3a B
HEIMPaBUILHOTO JOCTyTIE
JocTyna
[Tepenaua Bpewms nepenaun BepositHocTh ommOku | BeposTHOCTB moTepu
cOOBImeH i COOOIIEeHUI B COOOIIEHUSIX coo01IeHnit
HOIB30BATEIS [10JIb30BaATEIS 10JIb30BATEIS 10JIb30BaATEIS
CkopocTh niepeaaun BepositHOCTB
coO0O0IIeHU JIOCTAaBKH JIMIITHUX
MOJIb30BaTES co0O0IeHn
TOJIB30BATES
BepositHOCTh
OmMOOYHOM TOCTaBKH
coo0IIeHHI
MOJIb30BaTENS
OcB00OXKIEHHE Bpemst ocBOOOKICHHS BepositHOCTB BeposiTHOCTB OTKa3aB
MIPEKIEBPEMEHHOTO OCBOOOXKICHUU
OCBOOOXKICHUS

Kpurepuii otkasa

KoadduiimeHT roToBHOCTH CITyKOBI

Cpennee BpeMs MeXy OTKa3aMHu (W1 Cpe/iHee BpeMs BOCCTAHOBIICHUS)
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Hopmbl Ha moka3zatend KadyecTBa OOCHYXUBAHHMS — PEKOMEHAYETCS
pas3iesaTh Ha JaBe rpynmsl [17]:

a) HOPMBI JUIs TTOKa3aresiel, KOTOpble MOTYT MEHSTHCS B MPOIIECCE IKCILTya-
Tallly U TO3TOMY JIOJKHBI KOHTPOJIMPOBATHCS;

b) HOpMBI aJis MOKa3aTesiel, KOTOPhIE HE MEHSIOTCS B MPOLECCEe IKCILTya-
Talll{ U TO3TOMY MOTYT HE KOHTPOJIHPOBATHCA.

B cocTaB KOHTpOJIMpYeMbIX MOKazaTenel 00s3aTeIbHO JOJIKHBI BXOAUTH:

a) BEpOSAITHOCTh OTKa3a B JJOCTYIIE;

b) Bpems nepenaun cooOIICHHIA TIOTB30BATEIIS;

C) BEPOSITHOCTh OUTMOKH B COOOLIEHUSIX MOJIb30BaTENS.

Opnako B HacTodllee BpeMs HMH(OpMalMOHHas O€30MaCHOCTh HE HMEET
KOJIMYECTBEHHOM OIIEHKH, XOTs OOJblllas 4acTh JAPYrHMX IOKa3aTesleil KayecTBa
oOCyKUBaHUs, KaK YK€ TOBOPHJIOCH BBIIIIE, UMEIOT KOJIMYECTBEHHBIE OLICHKHU.

CoBpeMeHHbIE ONEepaToOpbl TEICKOMMYHUKAIUN SIBISIFOTCS KOMMEpPUYECKUMU
KOMITAaHHUSIMH, @ UX OCHOBHBIM TOBApOM SIBJISIIOTCS YCIYTH, TO3TOMY OCHOBHOM
Ou3Hec-3aa4ueil onepaTopoB TEICKOMMYHUKAIIUN SIBIISIETCS TIOBBIIIEHUE TTPUOBLITE-
HOCTH CBOEro Owu3Heca 3a CU€T YBEJIUYCHHS JOXOAHOM YacTH WU CHIDKCHUS
PacXOIHOW YacTH.

MexayHapo/iHasi MpaKkTHKa MOKAa3bIBAET, YTO YBEJIUYUTH JOXOJHYIO YacTh
ONEPATOPOB TEICKOMMYHUKAIUA MOKHO, TPEAJIOAKUB HOBBIE YCIYTH, B TOM YHCIIE
no odecrnedyeHno HHPopManoHHOU 6e3omacHocTu. [Ipodiema nHbpoOpMaIIMOHHON
Oe3omacHOCTM — 3TO, B IHEpPBYIO oOdYepenp, npobiieMa OusHeca omeparopa
TEJICKOMMYHUKAIIAM, 2 HE TEXHOJIOTHIA.

B Hacrosimiee BpemMsi TPUOPUTETHBIM HAMNPABICHUEM MEXKIYHAPOIHBIX
opranmzanuii  1SO, ITU, ETSI u np. aBnsercs pazpaboTka CTaHAAPTOB U PEKO-
MEHJAIMH, CBSI3aHHBIX C YMEHBIIEHUEM PUCKOB MH(OPMAIMOHHON 0€30MacCHOCTH,
KOTOpBIE COMYTCTBYIOT BHeApeHHto W skcmryarauuun OCT, mo3ToMy BaKHON

3aJadyel SABISETCS HMCCICIOBaHUC npoueCCoB CTaHAapTHU3allMM B o0JacTn
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uH(OPMAIMOHHONW 0€30MacHOCTH, BKIJIIOYAs aHAJIW3 SBOJIOLMH CTAHJAPTOB C
TOYKH 3pEHUS UX OM3HEC-TPUIIOKCHU.

[Toctpous 6uzHec-mozaens ¢pyHkuuonupoBanusi OCT, BKITIOYAIOINIYIO TaKke
mporecc  ympaBlieHHs  WHPOPMAIMOHHOW  0€30MacHOCTBhIO,  HEOOXOIUMO
OTPEJEIUTh CIIMUCOK MEXIYHAPOIHBIX CTAHIAPTOB, MOAIECPKUBAIOIINUX ITY MOEIb,
U pa3paboTaTh crenupUKAINI0 TEXHHYECKUX CPEeACTB M He€. B cBsizm ¢ M
g o0ecrieueHus HH(POPMAITMOHHOW OE€30MMaCHOCTH HEO0OXOJIUMO UETKOE
NOHMMaHue Ou3Hec-1elel U ocoOeHHOCTel OHU3HEC-TPOLIECCOB OMEPaTOPOB
TEJICKOMMYHUKAIUM, a Takxke 3(P(EKTUBHOCTH OT BBIJIEISEMbIX Ha 0OecleueHue
nH(OpMAITMOHHON 0e301acHOCTH pecypcoB. OTHAKO U3-3a OTCYTCTBUSI KPUTEPHUEB,
nokaszarejied OIEHKH HWH(POPMAIIMOHHOW ©O€30MacHOCTH U, COOTBETCTBEHHO,
METO/IOB €€ KOJMYECTBEHHOW OIICHKM B HACTOSIIEEe BPEeMs HEU3BECTEH OTBET Ha
Bonpoc «CKOJIbKO OyAET CTOUTh oOecriedeHne MH(OPMAIMOHHON 0€30MaCHOCTH B
koHKpeTHbIX OCT u BO 4TO MOXKET 000HTUCH UTHOpUpOBaHuUE ero?». Kak npasuio,
OTIepaTOPHI TEICKOMMYHHMKAIIUNA, HE 3HAs KaKOW OyIyT MMETh B KOHCYHOM HTOTE
BBIUTPHINI OT TOBBIMIEHUS ypoBHsA Oe3omacHoctu OCT, HE MOTYT NpeabsIBISTh
HAay4YHO-000CHOBaHHBIE TPeOOBaHUSI K cucTeMe oOecreueHus: WHGOPMAIMOHHON
6e3omnacHocTu B coctaBe TpeboBanuii k OCT.

Takum 00pa3zoM, cyliecTBYIOIIasi HEOMPEACIIEHHOCTh B MPOOJIeMe aHaIM3a
pucka nuadopmarmonHoit 6ezonacHoctd OCT Bo MHOTOM CBsI3aHa C TEM, UYTO:

a) 1o konna nponuioro Beka OCT, peanu3zoBaHHbIe Ha 0a3ze ammapaTHBIX
CPEIICTB, TMOJBEPrajiCh TOJHKO Yrpo3aM HECAaHKIIMOHUPOBAHHOTO JIOCTYMa K
Collep)KaHUI0 MHPOpMALMK, TO €CTh HapyUEHUI0 KOH(UIECHUMUATBLHOCTH
uH(popmanuy;

b) orcyrcTBOBaNM MpeaHAMEpPEHHBIC YrpO3bl OE€30MACHOCTH, CBSI3aHHBIC C
HeCaHKIMOHUPOBaHHBIM JocTyrmoM K OCT, W, COOTBETCTBEHHO, C HAapyIICHHEM
IIEJIOCTHOCTH M IOCTYITHOCTH;

C) He  mOpeabsBsuMch  TpeboBanus  k  3amure OCT ot

HCCAHKIIMOHUPOBAHHOT'O JOCTYIIa K HUM U Hepe/:[aBaeMoﬁ I10 HUM HH(bOpMaHHH;
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d) mpu OTCYTCTBMHM BBIIICYKa3aHHBIX YIPO3 HE ObUI0O HEOOXOIUMOCTH
UCCIIEIOBATh BOIPOCHI, CBSI3aHHBIE C OLIEHKOW WH(OPMAIMOHHONW 0€30MacHOCTH
OCT;

€) OTCYTCTBOBAJIM KPUTEPUHU, KOJIUYECTBEHHBIC MOKa3aTeNu (XapakTepHc-
THUKH) CTENIeHU MHGOPMAITMOHHON 0€301TaCHOCTH.

CrparernueckiuM HampaBlieHHEM palboT B o0nactu obecrieueHus: nHpopMma-
IMOHHOM OE€30IMaCHOCTH CTAaHOBHUTCS MCIOJb30BaHUE CHCTEMHOTO TMOJX0Ja K
camoii mpobOsieMe WHGOPMALMOHHONW OE30MaCHOCTH U €€ OLIEHKE B YaCTHOCTH.
[ToHsiTHE CHCTEMHOTO MOJX0Ja MHTEPIPETUPYETCS KaK CO3/1aHUE COOTBETCTBYIO-
IIMX MEp U MEXaHU3MOB o0ecreueHnss HHPOPMAIMOHHON 0€30IaCHOCTH, a TAKXKe
PETYIAPHOCTD TMPOIIECcCca, OCYIECTBISIEMOT0 Ha BCEX CTAIMSIX KU3HEHHOTO IHKIIA
OCT mnpu KOMIUIEKCHOM IOAXO0JI€ K HCIIONb30BAHUIO BCEX MEp, MEPONPUSATHUH,
METOJIOB U CPEACTB obecneueHrss UHPOPMaIMOHHON O€30MaCHOCTH.

CucTeMHBIN OAXO0/1 MPEAIONAraeT, YTo HH(HOpPMaLMOHHAs O€30MaCHOCTb OT
BO3MOKHBIX YI'pO3 HapyILIWUTENs NOJHKHA IIaHUpoBaThes i dnmeMeHToB OCT Ha
BCEX JTamnax:

a) Ha smane NPoeKMUpPOBaAHUSL.

- ONpeleleHHe TepedyHs U CTOMMOCTH HWH(POPMAIMOHHBIX PECYPCOB,
MOJIJISIKAIINX 3aIUTE;

- a”Hanu3 TexHosiorui, ucnoias3yeMbix Ha OCT, kak oOBeKTa 3alUThl U
OMpeNieJiecHhe B HEW B COOTBETCTBUM C 3aJaHHOM MOJENbl0  (TTOBEICHMUS)
MOTEHIIMAIIBHOTO HAPYIIUTENST MaKCHUMaJIbHO BO3MOXKHOT'O KOJMYECTBA KaHAJIOB
HECAaHKIIMOHUPOBAHHOTO JIOCTyNa K WH(OpMamMu M BO3MOXKHBIX BO3ICHCTBHIA
CIIy4alHOTO XapakTepa;

- pa3paboTKa CpPENICTB 3alllUThI, MEPEKPHIBAIONINX BBISBICHHBIC KaHAJbI
HECAHKIMOHUPOBAHHOTO JIOCTyNa M OOECHEYMBAIOIINX 3alaHHBIA  ypPOBEHb
6e3omacHocTU HH(pOpMAIUY;

- pa3zpaboTka cpeACTB (PYHKIIMOHATIBHOTO KOHTPOJISI CUCTEMBI, TTOBBIIIICHUS

JIOCTOBEPHOCTH M pPe3epBUPOBAHUS UHPOPMAIINH;
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- CO3JaHUE W/WJIM TOMCK W BHEJPEHHE TOTOBBIX CPEICTB KOHTPOJIS H
ympaBieHUs 0€30MacHOCThIO HH(OpPMALIUY B JAHHON CUCTEME;

- OIICHKAa YPOBHs OXuaaeMoil 3(PeKTUBHOCTH (IIPOYHOCTH) 3alIUTHI Ha
MPEAMET COOTBETCTBHUSA 3aJaHHBIM TPEOOBAHMSIM;

b) na omane eneopenus:

- HaCTpOIKa MapaMeTPOB U XapaKTEPUCTHUK CHCTEMBI;

- BBIOOp PEKUMOB (PYHKIITMOHUPOBAHUS CUCTEMBI;

- OIpEICNICHNE PEATbHBIX XapaKTEPUCTUK CHCTEMEI;

C) Ha amane 3KCHyamayuu U CONPOBOHCOCHUSL:

- KOHTPOJIb M TOJJACPKKa (PYHKIIMOHUPOBAHUSI CHCTEMBbI O€30MaCHOCTH
uHpopmanuu B ganHo OCT;

- CBOEBpPEMEHHOE MpPEIyNpekIeHrue, OOHapyXeHHe U OJOKHUpPOBKA
HECaHKIIMOHUPOBAHHOTO JOCTYTIA;

- perucTpanus M y4eT BceX OOpallleHMH K 3auuiraemMoi mHbopmalu,
JIOKyMEHTUPOBAHKE, BEJICHUE CTATHCTHUKH W TPOTHO3UPOBAHHWE HECAHKIIMOHHU-
POBAHHOTO JIOCTYTIA;

- TIOUCK W BHEJPCHHUE HOBBIX, 00JIEe COBEPIICHHBIX CPEACTB, CYIICCTBEH-
HO TIOBBIIIAIONIMX 3alIUIIEHHOCTh CHUCTEMBbI W/WJIM YAOOCTBO JKCILTyaTalluu
CUCTEMBI 0€30I1aCHOCTH.

Takum oOpa3om, TpeOyemblii YpoBeHb WH(OpPMAIMOHHOW O€30MacHOCTH
OCT moxeT ObITh JHOCTUTHYT TOJIbKO Ha OCHOBE CHUCTEMHOIO MOAXO0Ja Ha BCEX
stanax pazpabotku u co3aanust OCT u B mpoiiecce ee pyHkimonnpoBanusi. Kpome
TOTO, IPU pELIEHUHU 3a1ad obecrneueHus HHPpopMauuoHHON Oe3omacHocTu OCT
00s13aTEIBHBIM  SIBJIICTCS KOMIUIGKCHBIM Toaxoa. Ero wumaes 3akiodaercs B
palMOHAIBHOM COYETAaHUM PA3UYHBIX  OPraHWU3alMOHHBIX W TPOrPAMMHO-
TEXHUYCCKUX MEp U CPEACTB C YUETOM TpeOOBaHUH JEHCTBYIONIUX HOPMAaTHBHO-
MPABOBBIX ¥ HOPMATUBHO-TEXHUYECKUX JTOKyMEHTOB. OJHAKO HA MPAKTHKE 3Ty
«KOMIIJIEKCHOCTBY» 00ECIIeUnTh COBCEM HE TpocTo. IIpy co3nmaHnm KOMIUIEKCHOM

CUCTEMBI HEOOXOIMMO 3aIUIIATh HH(OPMAITUIO BO BeeX (pa3ax ee CyIeCTBOBAHMS.



49

B komriekcHOM cucteMe 3amuiiaTh HHOOpMaIUK HE0OX0IUMO HE TOJIBKO
OT HECAHKIIMOHUPOBAHHOTO JOCTyHa K HEM, HO U OT HECAHKIIMOHUPOBAHHOTO
BMEIIATEILCTBA B TIpoIleCC €€ 0O0pabOTKH, XpaHEHUsS W Tepeaadd, IOIBITOK

HapyIIeHUs paboTOCIIOCOOHOCTH MPOTPAMMHO-TEXHUUECKUX CPEACTB U T.II.

1.3 O630p cTaHIaAPTOB B 00J1aCTH OLleHKU UH(OPMALINOHHOI
0e30macHOCTH

1.3.1 O'zDSt ISO/IEC 15408:2005 «npopManmoHHAsI TEXHOJIOT U,
MeToabl obecnieuenusi 0e3onacHocTu. Kpurepun oneHkn 6€301MacHOCTH
HH(POPMALMOHHBIX TEXHOJIOT Ui

Ha ocnoBe mexnaynapognoro cranaapra ISO/IEC 15408 Obn paspaboTan
roCyJapCTBeHHBIN craHgapt Y30ekucrana O'zDSt ISO/IEC  15408:2005
"Mndopmannonnas texnonorus. Meronsl ooecnieuenust 6ezonacHoct. Kpurepuu
OLICHKH O€30MacCHOCTH HMH(POPMAIMOHHBIX TEXHOJOTUH'", 4acTo B JUTEpaType

Ha3bIBaeMbii "O01mue kputepuu".ITOT CTAHIAPT COCTOUT U3 TPEX YACTEH:

a) O'zDSt ISO/IEC 15408-1:2005 "NudopmarnoHHast TEXHOJIOTHSI. MeTOoIbI
obecrieuenus OezonacHocTu. Kputepuu oneHkn 6€30macHOCTH HH(POPMALTMOHHBIX

TexHosorui". Beeaenue u oomas moaeis [20];

b) O'zDSt ISO/IEC 15408-2:2005 "UndopmariioHHasi TEXHOJIOTHS. MeToIbI
oOecrnieuenus 6e3onacHoctu. Kputepun onieHKH 06€30macHOCTH MH(GOPMALIMOHHBIX

TexHosorui". yHKInoHaIbHBIC TPpeOOBaHus Oe3omacHocTH [21];

¢) O'zDSt ISO/IEC 15408-3:2005 "MupopMmalmoHHas TEXHOJIOTHS. MeToabl
obecnieuenus O0e3onacHocTu. Kpurepun oneHkn 6€30macHOCTH MH(GOPMAaLMOHHBIX
texHosoruit". TpeboBanus goBepus K 6e30macHOCTH [22].

Ha pwuc.l.11 mnpencraBinena omnpenensieMas CTaHIApPTOM B3aUMOCBS3b
BBICOKOYPOBHEBBIX MOHATHM B 00JacTU HMHMOPMAIMOHHON OE30MacHOCTH.
be3onacHoCTh CBsi3aHa € 3aIIMTON aKTUBOB MH()OPMALIMOHHBIX CHUCTEM OT YIpO3.
3a COXpaHHOCTb pPAacCMAaTPUBAEMbIX AKTUBOB OTBEYAIOT MX BIAJENBIbI, IS

KOTOPBIX 3TH AaKTHBbBI MMCHOT LICHHOCTD. CYIHGCTBYIOHII/IC HWJIK IIPCAIIoJIaracMnbIC
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HapyIIUTENN TakK)K€ MOTYT NMPUIAABATh 3HAYEHUE OTUM AKTUBAM U CTPEMUTHCSA
UCIIONb30BaTh MX BONPEKM MHTEpecaM HUX Biajenblia. Bruanensinsl OyayT
BOCIIPUHUMATh TOJI00HBIE YTpo3bl Kak IMOTEHIMAl BO3JCHCTBUS HA AaKTHUBBHI,
IIPUBOJAILIETO K TOHMKEHUIO UX [IEHHOCTH ISl BIaAENbLA.

Crannapt pazpaboTan TakuMm o0pa3oM, YTOOBI yIOBIETBOPUTH OTPEOHOCTH
TpeX TpPyNI CHEIUAIMCTOB: pPa3pabOTUMKOB, SKCIEPTOB MO CepTUPUKALUU U
noyib3oBaTesnied oObekTa oueHku. [log O0OBEKTOM OLIEHKHM TOHUMAIOTCS
"moANeXalme OIeHKe MPOAYKT HH(POPMAIIMOHHBIX TEXHOJOTHH WM CHCTEMa C

PYKOBOACTBAMH aAMHUHUCTPATOPA U nojib3oBatens”. K Takum o0bekTam OTHOCATCA,

HamnpuMmep,
\ OLEHIBaKwT
[ BIIAAENBIIBI J| \ \
XOTAT MOUMMSHPOBATH
P e AP anT
Tu'oﬁm YMEHBUMTH
KOHTPMEPHI \
KO TOpEIE
KOTOPEIE MOI'YT anpaBJIEeHEI Ha

BEITE YMEeHBbIUEeHED
\ > YVSI3BHMOCTH ]

MOI'YT SHATh
Begyupe KK > A

KOTOPEIE MCIIONBSYHT PHCK
KO TOpEIe RIsx y
HCTOYHHEH ¥TPO3 MOBEMIAKT N > l AKTHBBI
(HAPY LLIHTEIIH)
r'y

IOP O aKT
1 RIIsT
[ ¥TPO3bI

J

XOTAT SAOYIOTPebHMTHL M IUDM MOryT HaHecTH yuepb J

Puc.1.11 - IToHsaTHs 0€30IMaCHOCTH U UX B3aUMOCBS3b B COOTBETCTBUM C

O'z DSt ISO/IEC 15408

OTICPallMOHHBIC CHUCTEMBI, TPHUKIATHBIC IPOrpamMMbl, WH(OOPMAIMOHHBIC
CUCTEMBI U T.J.
B mommepxky crangapra ISO/IEC 15408 mon srumoii 1SO paspaboran

HGHBIﬁ pAaa HOpMAaTUBHO-METOANYCCKUX TOKYMCHTOB. CpG)]I/I HUX:
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d) PYKOBOJCTBO MO pa3paboTke mnpoduiael 3amuTbl U 3aJaHUN 110
0e30ITacCHOCTH;

b) nporeaypbl peructparuu npoduie 3aIiuThbL;

C) oOmas MeTOJOJIOTHS OLEHKH 0e30MacHOCTH  WH(OPMALMOHHBIX
TEXHOJOTHH [21].

"O6mue Kputepun" MpeaycCMaTpUBAIOT HAJTWYHE JBYX THUIIOB TpeOOBaHUI
0e3omacHOCTU - (PYHKIIMOHANBHBIX U J0oBepusi. DyHKIMOHAIbHBIE TPeOOBAHUS
OTHOCSITCSI K  cepBUCaM  O€30MacHOCTH, TaKuM KakK  HJSHTHU(pHUKAIUS,
ayTeHTU(UKaLKs, yIpaBlICHUE JOCTYIOM, ayAuT U T.n. TpeOGoBaHMs nOBepHs K
0€30MaCHOCTH OTHOCSTCS K TEXHOJIOTUH pa3pabOTKU, TECTUPOBAHUIO, aHAIU3Y
ySI3BUMOCTEH, MOCTaBKE, COMPOBOXKICHUIO, SKCIUTyaTallUOHHOW AOKYMEHTAIMH U
T.J.

Onucanrie 0060MX TUIOB TPeOOBAHMI BHITIOJHEHO B €IMHOM CTHIIC: OHH
OpPIraHM30BaHbI B UEPAPXUIO "KJIACC - CEMEHCTBO - KOMIIOHEHT - 31eMeHT". TepMun
"kimacc" wucmonb3yercs i Haubonee oOWIEd TPYNNUPOBKU  TPeOOBAHMIA
0€30MacHOCTH, a AJIEMEHT - CaMblil HUKHUM, HEJEIMMbBIA YPOBEHb TPEOOBAHHIA
0€30MacHOCTH.

B crannapre Boinenenst 1.11 kimaccoB hyHKIIMOHATBHBIX TPEOOBAHUIA:

a) ayauT 0€30MMacHOCTH;

b) cBs3b (Mepenayva JaHHBIX);

C) kpunrorpadudeckas mojaepxka (kpurnrorpadudeckas 3ammra);
d) 3ammTa TaHHBIX MOJH30BATEIIS,

e) uacHTU(UKAIUS U ayTCHTHPUKAIINS,

f) ynpaBnenue 6€30nMacHOCTHIO;

g) npuBaTHOCTH (KOHGHUICHIIHATBLHOCTS);

h) 3amura QyHKIuii 0€30MacHOCTH 00BEKTA;

1) HCIOJIb30BaHUE PECYPCOB;

J) mocTym kK 0OBEKTY OICHKH;

K) moBepeHHBIN MapIIpyT/KaHa.
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IIpu onmcanuu cTaHaapTa TakKe HEOOXOAMMO OTMETUTh MCIIOJIb3YEMOE B
HeM mnonstue «Croiikocth ¢yHkmuu Oe3omacHoctu» (CDB), xoTopoe
OTIPENIEIACTCS KaK «XapaKTepUCTUKa (YHKIUM O€3011acHOCTH OOBEKTa OLEHKH,
BBIpaXKarolasi MUHUMAJIbHBIE YCHUIIUS, TPEINOJIOKUTEILHO HEOOXOIUMBIEC st
HapylIeHUs €€ O0XHUJaeMoro Oe30IacHOro IOBEIACHUS NpU HpsIMON aTake Ha
Jealge B €€ OCHOBE MexaHH3Mbl Oe3omacHocTw». [lpouemaypsl anamusza
CTOMKOCTH (pyHKUIMH O€30IacHOCTM OOBEKTa OLIEHKM U aHaliu3a ysI3BHUMOCTEH
UCIIONB3YIOT TIOHATHE «IOTEHIMal HamajaeHus». lloTeHuman HamageHus -
IPOrHO3UPYEMBIN MOTEHLIHMAJ Ul YCIIEUIHOTO (B CiIydae peaju3alii) HamaleHus,
BBIPQXCHHBIN B NIOKA3aTEJIAX KOMIIETEHTHOCTH, PECYPCOB U MOTUBALIUU.

C®b moxer ObITh 0a30BOM, CpEeTHEN U BBICOKOM.

ba3oBast cToMKOCTh O3HauaeT, YTO (PYHKIMS OOECIEeUMBAECT aJEKBATHYIO
3alIUTY OT CIIy9allHOTO HapyIIeHHUs 0€30MacHOCTH 00BEKTa OIEHKU HAPYIIUTEIEM
C HU3KUM IOTEHI[MAJIOM HaraJIeHusl.

Cpennsis ~ cToiikocTh -  (QyHKOuss ~ oOecrieyumBaeT  3alUTy  OT
L[EJICHAIIPaBJICHHOTO HapylIeHHs 0€30IacHOCTH OOBEKTa OLEHKU HapYIIUTENIEM C
YMEpPEHHBIM MOTSHIINAIOM HaIaCHHUS.

Bricokasi CTOMKOCTH - YpOBEHb CTOMKOCTH (DYHKIIMHM O€30MacCHOCTH 00BEKTa
OLIEHKH, Ha KOTOPOM OHa 00ECTeunBaeT 3alIUTy OT TIIATEIHHO CINIAHUPOBAHHOTO
¥ OPraHU30BaHHOIO HapyIIEHUs 0€30MacHOCTH OOBEKTa OLEHKM HapyUIUTENIEM C
BBICOKHM MOTSHIIMAJIOM HaIaJeHHUSI.

«O0mme Kputepun» NPUMEHUTENBHO K OIICHKE O€30MacHOCTH W3JEIHi
WHPOPMAIIMOHHBIX ~ TEXHOJIOTUH  SABISAIOTCA, 1O CyTH, METacpeICTBaMH,
3aalOUIMMH CHUCTEMY TOHSTHA, B TEPMHUHAX KOTOPBIX IOJDKHA TMPOU3BOIUTHCS
OLIEHKA, HO HE MPEIOCTABIIAIOIINX KOHKPETHBIX HAOOPOB TpeOOBAaHUI U KPUTEPHEB,
MOJIJISKAITNX 00s13aTeIbHON MPOBEpKe. DTH TPeOOBaHUS U KPUTEPUU QUTYPUPYIOT
B MTPOQIIISIX 3aIIUTHI U 33JaHUSIX 110 OE30TTaCHOCTH.

Kak moka3pIBalOT OIEHKM CIICNHUAJINCTOB B 00JacTH WH(GOPMAIMOHHON

oe3omacHocT, «OOmMUe KpUTEpUU» TMPEACTABISIIOT CO00M TO  ypOBHIO



53

CHUCTEMATH3allMM, TIOJIJHOTE M BO3MOXKHOCTSAM JIeTaIM3alluk  TpeOOBaHUM,
YHUBEPCATHPHOCTH W THOKOCTH B TPUMCHEHHH HanOOJiee COBEPIICHHBIH W3
CYIIECTBYIOIIMX B HacTosimiee BpeMs craHmaptoB B oOmactu UT. Ilpuyem, uto
OYECHb BAXHO, B CHIIy OCOOCHHOCTEW IOCTPOCHUSI OH HMEET MPAKTUYECKU
HEOTPAHUYCHHBIC BO3MOXKHOCTH JIJIi Pa3BUTHS U TPEACTaBIsAeT coOoi 0a30BbIN
CTaHAApPT, COACpIKAIIMH METOJOJOTHIO 3aJaHus TPeOOBaHWUN W  OICHKH
0€30MacHOCTH, HO OmATh ke ToJibko jia MT. B obmactu TenekoMMyHHKAIIHMA
«OO01Ke KpUTtepum» HE TMO3BOJISIIOT MPOBECTH OIEHKY BIUSHHUS MEXaHH3MOB
3amuThl HAa OOmMKi ypoBeHb HHGMOpManuoHHoOU Oe3ornacHoctT OCT, OLEHUTH
ypoBeHb uHpopMannonHon 6e3onacHoctd OCT ¢ yuyeToM BO3MOXKHOTO HaJWYHs
ysi3BUMOCTEN. Hu oH M3 KpUTEpUEB HE COAEPHKUT KOJIMUYECTBEHHBIX OIICHOK, HE
MPUBEICHO HUKAKWX NPUMEPOB HCIHOJB30BAHUS BCEX KPUTEPHUEB, a TaKKeE
OTCYTCTBYET OOOCHOBAHHME M TOJTBEPKICHHE HEOOXOAMMOCTH M JOCTATOYHOCTH

JIAHHOM cHUCTeMbI Kputepues [21].

1.3.2 ISO/IEC 27001:2005 «ndopManuoHHbIe TeXHOJIOTMU. MeToabl
o0ecneyenus 0ezonacHocTu. CucreMsbl ynpaBJjieHUs HHGOPMALMOHHOM
oe3onacHocThio. Tpedosanusi» u ISO/IEC 27002:2005 «UndopmanuoHHbIe
TexHoJoruu. Meroabl ooecnneuenns 0esonacuoctu. [Ipakrnueckune npaBsuiia

yIpaBjeHUsA HH(POPMAILTMOHHOM 0€301IACHOCTHIO»

B 1995 rony bpuranckum wunHcTHTYTOM cTannaptoB (BSI) Obina
onmyOnaukoBaHa TiepBas yacTh craHgapra BS 7799 "Code of Practice for
Information Security Management" (Ha3BaHue OOBIYHO TEPEBOAUTCS KaK
"[IpakTueckue mpaBwia ynpasieHus WHGOpMaIMOHHON Oe3omacHocThi0"). Ha
ero ocHoBe B 2000 romy Obu1 mpuHAT MexayHaponHwlid cranmapt ISO/IEC
17799:2000 "Information technology. Code of practice for information security
management". Crenyroiasi 10omojaHeHHas Bepcusi Obuia mpuHara B 2005 roay u

ob6o3znavaetrcss ISO/IEC 17799:2005. A B 2007 roay nmaHHBIM cTaHAApT OBLI
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nepen3aad nog HomepoM ISO/IEC 27002. Kak cnegyer w3 Ha3BaHHUs, OH
OMMHMCHIBAET PEKOMEHIyEeMbIe MEphl B OOJACTH yINpaBiieHWs WH(POPMAIMOHHOU
0€30MacCHOCThIO H, B II€JIOM, HE MpeaHa3HavyaCs sl IPOBEACHUS cepTUdUKainm

CHCTEM Ha ero cooTBeTrcTBHE [23].

B 1999 romy Omuia omyOnukoBaHa BTopas 4dacTh cTanaaprta BS 7799
"Information Security Management Systems - Specification with guidance for use"
(CucreMbl ynpaBieHHsT UHPOPMALMOHHOW O€30MaCHOCTBIO - CHEIM(PUKALUUA C
PYKOBOJICTBOM IO HCMOJh30BaHMi0). Ha ero 6asze Obu1 paspaboTaH cTaHmapT
ISO/IEC 27001:2005 “Information Technology. Security techniques. Information
security management systems. Requirements"”, Ha cOOTBETCTBHE KOTOPOMY MOXKET
MPOBOJUTHCA CePTUDUKAITHS.

B PecnyOnuke Y30ekucTaH Ha JaHHBIA MOMEHT JEHCTBYIOT CTAaHAAPTHI
O'zDSt ISO/IEC 27002:2008 «WubopmaririonHass TexHOJOTHA. [IpakTuueckue
MpaBUJia yIpaBJIeHUs] HHPOPMAITMOHHON 0€30MaCHOCThIO» (AyTEHTUYHBIN MEPEBO/T
ISO/IEC 27002:2007)[21] m O'zDSt ISO/IEC 27001:2009 «HHpopManmoHHas
TexHojorus. Meroasl W cpenctBa oOecredeHus Oe3omacHOCTH. CHCTEMBI
yhpaBieHUs] HHPOpMaMOHHON Oe3omacHocThio. Tpedosanus» (nepeson ISO/IEC
27001:2005)[23]. HecMoTpst Ha HEKOTOPbIC BHYTPEHHUE PACXOXKICHHUS, CBA3aHHBIC
C pa3HbIMU BEpPCUSIMH M OCOOCHHOCTSMH MEPEBOJAA, HAIIMYKUE ATUX CTaHIapTOB
MO3BOJISIET MPUBECTH CHCTEMY YIpaBJICHHS HHPOPMAIIMOHHON 0€30MacHOCTHIO B
COOTBETCTBHE UX TPEOOBAHUSAM M, TP HEOOXOJIUMOCTH, CEPTUPHUIIMPOBATS.

CorynacHO JaHHBIM CTaHAApTaM, IeIb WHPOPMAIMOHHOW OE€30MacHOCTH -
obecnieunTh  OecriepeOoiHyl0  pabOTy  OpraHu3alyyd, [0  BO3MOXKHOCTH
MPEIOTBPATUTH W/WUIIM MUHUMHU3ZUPOBATH yIIepO OT HApYIIEHUH O€30MaCHOCTH.

VYrnpaienre HHPOPMAIMOHHON O0€30MacCHOCTHIO TMO3BOJISET KOJUJICKTUBHO
WCIIOJI30BaTh JIaHHBIE, OJHOBPEMEHHO oOOecrneurBasi WX 3allUTy € 3alluTy

BBIYUCIUTEIBHBIX PECYPCOB.
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HOI[‘ICpKI/IBaCTCH, 4TO 3alMMTHBIC MCPblI OKA3bIBAIOTCA 3HAYUTCIIBHO Oouece
JACHICBBIMHA U SCI)q)eKTI/IBHBIMI/I, €CJIM OHH 3aJI0KCHbI B I/IHCI)OpMaLII/IOHHBIe CHCTCMBI

N CCPBUCHI HA CTAAUAX 3aTaHNUA TpC6OBaHHfI H IIPOCKTUPOBAHUA.

[Mpennaraemeie B ctanmapte ISO/IEC 27002 perynsropbl 0€30mMacHOCTH

pa30ouUTHI Ha JECATH TPYIIIL:

a) TOJINTHKA OE30ITaCHOCTH,

b) oOeopranu3alioHHbIE aCTIEKThI 3aUTHI;

C) KIaccu(uKaIys aKTUBOB U yIPABICHUE UMH;

d) 6e3omacHOCTh IepCcoHaa;

e) pusnueckoi 6e30MacCHOCTH U 0€30MTaCHOCTh OKPYKAIOILEH CPe/Ibl;
f) anMuHUCTpUpPOBAHKME CUCTEM U CETeH;

g) ympaBieHHue JOCTYIIOM K CUCTEMaM H CeTSIM;

h) pazpaboTka 1 cOnpoBOKICHNE HHPOPMAITMOHHBIX CHCTEM,;

1) ynpaBjieHue Oecriepe0oiHOM paboTOM OpraHu3aIuy;

J) KOHTPOJIb COOTBETCTBHUS TPEOOBAHMSIM.

B cranpapte Bblensercs AECITh KIIOUEBBIX PETYNIATOPOB, KOTOPbIE JINOO
SBIISIOTCSA 00s3aTENIbHBIMUA B COOTBETCTBHHM C JIEHCTBYIOIIMM 3aKOHOAATEIbCTBOM,
JM00 CYMUTAIOTCS OCHOBHBIMHU CTPYKTYPHBIMU 3JIEMEHTaMH HWH()OpMaMOHHOU

oe3omnacHocTi. K HUM OTHOCSTCH:

a) JOKYMEHT O MOJIMTHKE HH(POPMAIIMOHHON 0€30MMaCHOCTH;

b) pacrnpenencaue 00s3aHHOCTEH IO OOecIeYeHUIO0 HH()OPMAMOHHON
0e30macHOCTH;

C) oOyyeHre ¥ TIOATOTOBKA IME€pPCOHAla K IOJJICPIKAHUIO PEeKUMa
nH(pOpMaIIMOHHOM 0€30MaCHOCTH;

d) yBemomieHHe O CiTydasx HapyIICHHUs 3allUThI;

€) aHTHBHPYCHBIC CPEICTBA,;

f) mpouecc mannpoBanus 6ecriepeOoHOM padOThI OpraHU3aIUH;

g) KOHTPOJb  3a  KOMHMPOBAaHHWEM  MPOTPAMMHOTO  OOeCIeYeHus,

3alIUIIICHHOI'O 3aKOHOM 00 ABTOPCKOM IIPaBE;
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h) 3ammra qOKyMEHTALUH;

1) 3ammra JaHHbBIX;

J) KOHTPOJIb COOTBETCTBHUS MOJUTUKE OC30MACHOCTH.

Jlist oGeciedeHusl MOBBITIICHHOTO YPOBHS 3aIUTBI 0CO00 IIEHHBIX PECypCOB
WIA OKa3aHUsl MPOTHBOJCHCTBUS 3JIOYMBIIIJICHHUKY C MCKIIFOUUTEIBHO BBICOKUM
MOTCHIIMAJIOM HamaJeHUusT MOTYT TMOTpeboBathcs napyrue (0ojee CHIIbHBIC)
CpeICTBa, KOTOPHIE B CTaHIAPTE HE paCCMaTPUBAIOTCS.

Cnenyrore  (pakTOpsl BBIIETCHBI B KA4eCTBE OMPEACISIOMUX IS
YCHEIIHOW  pealm3allid  CUCTEMbl ~ MH(POPMAIMOHHOW  OE30MacHOCTH B
OpraHu3aluu:

a) menu Oe3omacHOCTH U e¢ oOecreueHue AOKHBI OCHOBBIBATHCS Ha
MPOU3BOJACTBEHHBIX  3aJadyax U TpeOoBaHuAX. DyHKIUU  yIpaBICHUS
0€30MacCHOCThIO JOJIKHO B35ITh Ha c€0sl pyKOBOJICTBO OpTaHU3AIINH;

b) HeoOxomuma siBHas TOJJEPKKA W TMPHBEPKCHHOCTh K COOJIIOICHHIO
pekrMa 0€30IMacCHOCTH CO CTOPOHBI BBICIIIETO PYKOBOJCTBA,;

C) TpebyeTcs Xxopoliee MOHMMaHNE PUCKOB (KakK yrpo3, Tak U ySI3BUMOCTEH ),
KOTOPBIM TIOJIBEPTalOTCS aKTHUBBI OPTaHU3AIMH, W aJICKBATHOE TPEICTaBICHUE O
IIEHHOCTH 3TUX aKTHUBOB;

d) HeoOXOaUMO  O3HAKOMIIEHHE C CHCTEMOM  0€30MacHOCTH  BCEX
PYKOBOJIUTENIEH U PSIOBBIX COTPYAHUKOB OpTaHU3AIIHH.

Bo Bropoii uwactu crangapra ISO/IEC 27001 "Cucrtemsl ympasienus
vMH()OPMAIMOHHON  Oe30macHOCTRIO -  CHEHU(UKAIMS C  PYKOBOJCTBOM MO
WCITIOJIb30BAHUIO" TIPEIMETOM PACCMOTPEHUS, KaK CJIeAyeT U3 Ha3BaHUS, SBISICTCS
CUCTEMa YIpaBiieHUs NHPOPMAIMOHHONW O€30MaCHOCTBIO.

[Ton cucremoli ynpasnenus uHbopMammonHoit  6esomacHocteio  (CYUB)
(Information Security Management System, ISMS) nmonumaercs yacth o0mieit
CUCTEMBI yTpaBlIeHUs, 0a3UPYIOMIAsCS HA aHAJU3€E puckoB M MIPEHA3HAYCHHAS JIJIS
MIPOCKTUPOBAHMUSI, PEeATTU3AINK, KOHTPOJIS, COMPOBOKICHHUS U COBEPIICHCTBOBAHUS

Mep B oOsacTé HHPOPMAIMOHHON O€30MacHOCTH. DTy CHCTEMY COCTaBIISIFOT
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OpraHU3allUOHHBIE  CTPYKTYPhI, TIOJIUTUKA, JCHCTBUSA TIO IUIAHUPOBAHUIO,
00513aHHOCTH, TTPOLIEAYPHI, MPOIIECCHI U PECYPCHI.

B ocHoBy mporecca ympaBieHHs TMOJOXKE€Ha dYeTblpex(aszHas MOJEIb,
BKJIFOYAKOIIAs:

d) IUTAHUPOBAHMHE;

b) peamuzamnuio;

C) OIICHKY;

d) KOppeKTHpOBKY.

[Ipouecc ympaBiaeHuss UMeeT UMKIAYECKHM  Xapakrep; Ha (¢ase
MEPBOHAYAIILHOTO TUIAHUPOBAHUS OCYIIECTBISIETCS BXOJ B IMKI. B KkadecTBe
NEepBOro IIara JOJDKHA OBITh OIpeAesieHa M JOKYMEHTUPOBAHA MOJIUTHKA
0€30MacHOCTH OpTraHM3allMU. 3aTeM OIpeAeseTcss 00JacTh JACUCTBUS CHUCTEMBbI
ynpasieHust nHpopmarmonHoit 6e3omacHocThio (CYHDB). OHa MOXXET 0XBaThIBAThH
BCIO opraHuzanuio win ee uvactu. Criemyer cnenuuimpoBaTh 3aBUCUMOCTH,
UHTEpPENChl U TMPEANONIOKEeHHs, CBA3aHHble ¢ rpanuneil mexnay CYUB u ee
OKPY>XEHHEM; 3TO OCOOCHHO Ba)KHO, €CIIM B 00JIacTh JCHCTBUS IIOIAacT JIMIIb
4acTh OpraHu3aluu. boabiyro 0061acTh 11e1ecoo0pa3Ho MOACIUTh Ha MOA00aCcTH
yIpaBJICHHUS.

KitoueBbiM 35ieMeHTOM (Da3bl IJIAaHUPOBAHUS SIBISICTCSI AHAU3 PHUCKOB.
PesynbraT anamu3za pHUCKOB - BBIOOp peryistopoB Oe3omacHoctn. da3za
TUTAHUPOBAHUS JOJDKHA BKIIIOYATHh TpauK U MPUOPUTETHI, JACTAIBHBIA padouuit
IUJIaH U pacrpeesieHne 00s13aHHOCTEN 10 peanu3aluy TUX PETYISTOPOB.

Ha Bropoit ¢asze - ¢da3e peammsaumn - PYKOBOJCTBOM OpraHH3aIldd
BBIICJISIFOTCS. HEOOXOJIUMbIE pecypchl ((pUHAHCOBBIE, MaTepUalbHbIC, JIOACKHUE,
BPEMEHHBIE), BBITIONHSAIOTCS pealn3aliis U BHEJIPEHUE BHIOPAHHBIX PETYISTOPOB,
COTPYJIHUKAM OOBSCHSIOT BOXKHOCTh MPOOJIEMbl HHPOPMAITMOHHON 0€30MacHOCTH,
MPOBOJISATCSA KypChl OOYYEHHS U TOBBINICHUS KBamudukauu. OCHOBHAS 1IETb dTOU

(1)8,3I>I - BBCCTH PHUCKH B paMKHU, OITIPCACIICHHBIC IIJIAHOM.
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Hasznauenue ¢asbl olieHKH - aHanu3 d3(pPEeKTUBHOCTH PabOTHI PETYIATOPOB U
CYUB B uenom. Kpome Toro, cieayer OpHHATH BO BHHUMAaHHE W3MEHEHMS,
MPOU3OIIEAIINE B OpPraHU3allud M €€ OKPYXEHUHU, CIOCOOHbIE MOBIUATH Ha
pe3yJIbTaThl aHalln3a  PUCKOB. [Ipy  HEOOXOIMMOCTH  HaMEYaroTCs
KOPPEKTUpYIOIIUEe ACHCTBUS, peArnpuHuMaeMble B yeTBepToil ¢aze. Koppekius
JIOJIKHA MTPOU3BOAMUTHCS, TOJIBKO €CIIM BBIITOJIHEHO MO KpallHENH Mepe OJHO U3 ABYX
YCIIOBUU:

a) BBISIBJIICHBI BHYTPEHHUE TIPOoTHBOpeunst B JokymeHTanuu CYUB;

D) pUCKH BBIILIH 32 JOMYCTUMBIC TPAHHIIBL.

O1ieHKa MOKET BBIIOJIHATHCS B HECKOJIBKUX (PopMax:

a) perynsipHbie (pPyTHHHBIC) IIPOBEPKU;

b) npoBepku, BEI3BaHHBIC TIOSBICHUEM TIPOOIIEM;

C) wu3ydeHHWe oOmnbiTa (MOJOXKHUTEIBPHOTO W OTPUIATEIBHOTO) APYTUX
OpraHu3alnuu;

d) BayTpennuii aynut CYUBD;

€) MHCIIEKIMH, IIPOBOIUMBIC [T0 NHUIIMATUBE PYKOBOJICTBA;

) ananu3 TeHIeHIUH.

AyIUT JOKEH BBIMOJIHATHCS PEryJSIPHO, HE PEkKe OJHOro pasa B roi. B
Ipoliecce ayAuTa clieyeT yOeaUThCs B CIEIYIOLIEM:

a) monMTMKa  OE30IaCHOCTH  COOTBETCTBYET  IPOM3BOJICTBEHHBIM
TpeOOBAHUSIM;

b) pe3yabTaThl aHANKM3a PUCKOB OCTAIOTCS B CHJIE;

C) JIOKYMEHTHPOBAHHBIC TMPOLEAYPHl  BBINOJHSIIOTCS W JIOCTHTAIOT
MOCTABJICHHBIX IICJICH;

d) TexHMYecKHe pEryisaTOpbl OE30MaCHOCTH (HANPHUMEpP, MEKCETEBbIC
9KpaHbl WM CpEACTBA OrpaHMYEHHUs (U3UUYECKOTO JOCTya) PaCIOI0KEHBI
JOJDKHBIM  00pa3oM, MPaBUIBLHO CKOH(PUTYPUPOBAHBI M pPabOTAIOT B INITATHOM

pexume;
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€) MOCWCTBHS, HAMEYEHHBIC 110 pe3yiabTaTaM MPEIbIAYIINX MPOBEPOK,
BBITIOJTHEHBI.

Jlaxxe ecnu HE BBIABICHO HEIONMYCTHUMBIX OTKJIOHEHHMM M ypOBEHb
0€30MacHOCTH TPU3HAH YIOBJICTBOPUTEIBHBIM, II€JIECO00pa3HO 3a(UKCHPOBAThH
U3MEHEHUS B TEXHOJIOTUU U MPOU3BOJICTBEHHBIX TPEOOBAHUAX, ITOSBICHUE HOBBIX
yIpo3 U ySI3BUMOCTEMN, YTOOBI peABUAeTh Oyaymue nsmenenus B CYUb.

CYUDB Hano mNOCTOSHHO COBEPLIEHCTBOBATH, YTOOBI OHAa OCTaBajach
apdexkTuBHON. DTy IIeNib TpecieayeT ueTBepTas (asa paccmaTpuBaeMoro B
CTaHJapTe IMKIA - koppekrtuposka. OHA MOXKET MOTPeOOBaTh KAK OTHOCUTEIBHO
HE3HAYUTENbHBIX JEHCTBUM, Tak M BO3BpaTa K (pa3am IUIaHMpOBaHUS (Hampumep,
€CJIM TOSBWINCh HOBBIE YIpO3bl) WU peamuzamuu (€CJIH CIEAYET OCYIIECTBUTH
HaMEYEHHOE paHee).

[Ipu KOpPpEKTUPOBKE MpEXkAE BCErO CIEAYET YCTPAHUTh HECOOTBETCTBUSA
CJIEIYIOLUX BUJOB:

a) OTCYTCTBHE WJIM HEBO3MOXKHOCTh PEalTU3aIllMl HEKOTOPBIX TPeOOBaHUI
CVUB;

b) HecnocobHocts CYUDB obecnieunTh NMPOBENCHHE B JKWU3HB TOJUTHUKH
0€30MacHOCTH WM 00CITY>KUBATh TPOU3BOJCTBEHHBIE LIEJIN OpraHU3aIIH.

3amaya (a3pl OUEHKH - BBISIBUTH MpoOiembl. Ha ¢aze koppeKTHpOBKU
HEOOXOJMMO JOKOMaThCsl JI0 HUX KOpPHEH M yCTpaHUTh MEPBONPUYHHBI
HECOOTBETCTBUH, 4TOOBI N30€kKaTh MOBTOPHOTO MosBieHUs. C 3TON LENbI0 MOTYT
OpEeIIpPUHUMATBCA KaK pPEaKTHBHbIE, TaK U [PEBEHTHBHbIC JIEHCTBUS,
paccUMTaHHbIE HA CPETHECPOUHYIO UJIU JA0JITOCPOUYHYIO IEPCIEKTUBY.

BaxkHo, 4TO NMaHHBIA CTaHAApPT HE KOHIIGHTPHPYETCS HCKIIOYUTEIHLHO Ha
KOH(QUACHIIMATFHOCTH, OH O0ECIeUrBAET TaKXKe U IEJIOCTHOCTh U JOCTYIHOCTb.
Onnako, kak u B ciaydae ¢ ISO/IEC 15408 cranmapt He MO3BOJSIOT MPOBECTH
OLIEHKY BIUSHUS MEXaHM3MOB 3alIUTHl Ha OOUIMI ypoBeHb WH(GOPMALMOHHON
0e30MacHOCTH CEeTel TEeNEeKOMMYHHUKAIMM, MOJHOCTBIO OOOHAEHBI BOMPOCHI O

MCTOJMKAX BBIYHUCJICHHUA YPOBHA PHUCKaAa U ICHHOCTU PECYPCOB C YUCTOM TOI'O, YTO
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B K&)XJIOM KOHKPETHOM cily4yae MOTepu pasziauyHbl. OTCYTCTBHE MeEpPbl CTEIEHU
0€30MacHOCTH HE TO3BOJISIET 3a7aTh TpeOyeMblil ypoBeHb HWH(GOPMALMOHHON

0e3omacHoctu [22].

1.3.3 ISO/IEC 31010:2009, «YnpaBjieHUe PUCKAMU - METOAbI OLIEHKH

PHCKOB»

ISO/IEC 31010:2009 6w11 paszpaboran MCO COBMECTHO C €€ mapTHEPOM
MOK (IEC, International Electrotechnical Commission / MexayHapoaHas
DJeKTpoTeXHUYEeCKass komuccus) [29].

ISO/IEC 31010:2009 Oynmer oka3biBaTh TOMOIIL OpTaHU3aAIUsIM B
OCYIIICCTBJICHUHN YTPABICHUS PUCKAMU, NMPUHITUIIEI U PYKOBOJAIINE YKa3aHUS B
HenaBHo omybnukoBaHHOM ISO 31000:2009, nomonnsitorcst PykoBoacrsom MCO
73:2009 nexkcukou o ynpaBaeHUIO PUCKAMM.

B HOBOM cTaHjapTe NMpUBEICHBI:

) KOHIICTIITNS OIICHKU PUCKOB,;

b) mporiecc OLEHKH PUCKOB;

C) BBIOOp METOIOB OIEHKH PHUCKOB.

CraHmapT oTpakaeT TEKYIIYIO MPAKTHUKy U JaeT OTBETHI HA CJCAYIOIIHE
BOITIPOCHI:

@) YTO MOKET IIPOU30NTH H IoUeMy?

b) kakoBbI MOCIEACTBHUSA?

C) KaKOoBa BEPOSATHOCTD UX MOSBJICHHS B Oy TymiemM?

d) cymiecTByIOT 11 Kakue-1100 (HaKTOphI, CMATYAIOIINE TIOCIEACTBUS PUCKA

WJIM CHIDKCHUIO TIOSIBJIICHHS pUCKa?

BBoautcs mpumeHeHue Mesoro psjia METOJIOB, C KOHKPETHBIMU CCBHLIKAMH
Ha JPyTrHe MEXTYHAPOIHbBIEC CTAaHAAPTHI, T/I¢ KOHICTIHN ¥ TIPUMEHCHHE METOJIOB
omucanbl Oonee moApoOHO. OIeHKa PHCKOB HE SABISIETCS aBTOHOMHOM
NEATESILHOCTH U JIOJDKHBI OBITH MTOJTHOCTHIO HHTETPUPOBAHA B IPYTHE KOMIIOHCHTHI

MpoIIEcca yIPaBIEHUS PUCKAMH.


http://www.klubok.net/
http://www.klubok.net/Downloads.html
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ISO/IEC 31010 pa3paboTan aJjis NIpUMEHEHUs KaK HOBUYKAM B YIPABJICHUHU
pPUCKaMH, TaK U JIJISl ONBITHBIX MpodeccrnoHanoB. OH SBISETCS COCTABHOM YaCThIO
WHTETPUPOBAHHOM  CTPYKTYpPhl ~ CTaHIApPTOB IO  YIOPAaBJICHUIO  PHUCKaMH,

pa3pabOTaHHBIH C IENTBI0 TPEIOCTABICHUS "TydIero MPakTHIeCKoro" moaxoaa.

1.4 COBpeMeHHLIe nmoaxoabl K OI€EHKE PUCKOB HH(l)OpMaHHOHHOﬁ

0e30aCHOCTH ONITHYECKHUX ceTeH TCJICKOMMYHHUKAIIUA

1.4.1 OcHoBHBIE MOAXOAbI K OLlEHKEe PUCKOB HH(OPMAIITUOHHOM

0€30IaCHOCTH ONITHYECKHUX CeTel TeJIeKOMMYHUKALMH

B Hacrosmee BpeMs, Hapsay C  TPAJAULHMOHHBIMU  YIPO3aMH
HECAaHKIIMOHUPOBAHHOTO JOCTYIAa K COACPKAHUIO NEpe/laBaeMbIX COOOIIEHUH,
NOSIBWINCh ~ HOBBIE  YIpO3bl, CBfA3aHHbIE C HapylLIeHHEM O€30MacHOro
¢bynkunonupoBanuss u uenoctHoctd OCT, mosromy mnpoOiema OLIEHKH PHUCKOB
uHdopmarmonHoi 6ezonacuocty OCT siBnsieTcs KpaiiHe BaXKHOW U aKTyaJIbHOM.

Anamm3 OCT kak 00beKTOB MHGOPMAIIMOHHON 0€30MacHOCTH, MOJIENIeH UX
(YyHKUIMOHUPOBAHUS, UCTOYHUKOB Yrpo3 O€30MaCHOCTH U YSI3BUMOCTEH, a TaKxKe
pa3IMYHBIX METOJIOB U CPEACTB MH(POPMAIIMOHHON 0€301aCHOCTH MOKa3bIBAET, YTO
OJIHOW M3 BakHeHImX mpobieM undpopmarmonHoit 6ezonacnoctu OCT siBasieTcs
OTCYTCTBHE OOBEKTUBHHMI METOJIOB KOJIWYECTBEHHOW OLIEHKH PUCKOB COCTOSIHHS
ux OeszomacHoctu. IlosTomMy ans  pemeHuss 1poOsieM, CBSI3AHHBIX €
KOJIMYECTBEHHOM OLEHKOW PUCKOB MH(DOPMAIIMOHHOW 0€30MaCHOCTH HEOOXOIUMO
ri1y00KO pa3o0paThCsl CYIIHOCTBIO MPOOIeMBbl U ¢HOPMYIUPOBATh LEIH, 3a]a4U U
nyTH UX pemieHus ¢ yuetom ocodennocteit OCT.

KitoueBbIM ~ acrieKToM pelieHus MpoOJieMbl CO3aHUST U Pa3BUTHS
samuiieHHbIX OCT sBnsercs pazpaboTka TpeOOBaHM, MTOKa3aTeIe U KPUTEPHEB
OLICHKM YpPOBHSI MX 0€30MacHOCTU. 3/1eCh HEOOXOIMMO OTMETHTh, YTO OLEHKA

puckoB uHbopManronHou 6e3omacHocT OCT momkHA TPOBOAUTHCS B TP dTalla:
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) OlIEHKA OMTUYECKHX TEICKOMMYHUKAITMOHHBIX TEXHOJIOTUH, BHEAPACMBIX
Ha OCT, ¢ Touku 3peHus HHGOPMAIIMOHHON 0€30TaCHOCTH;

b) ceprudukaius anmapTHO-IPOrPaMMHOTO KOMIUIEKCA, BHEIPSIEMOTO Ha
OCT mno TpeboBaHusIM 0€30MaCHOCTH HH(POPMAIINH;

C) aymut wuHpopManumonHoW Oe3omacHocTH OCT ¢ 1eabi0 MPOBEPKH
COOTBETCTBHUSl JIOCTUTHYTOTO YPOBHS HX HWHGOPMAIIMOHHON 0€30MacHOCTH,
3aJaHHOMY B TEXHHYECKOM 3a/IaHUU Ha UX pa3padoTKy.

B »3TOii CBsI3M cyliecTByeT OcCTpasi HEOOXOAMMOCTh BBIPAOOTKU OOIIeH
TEXHUYECKOMN TOJIUTUKUA U CO3JaHHUS HOPMATUBHOM 0a3bl, METOAOJOTUYECKOTO U
MHCTPYMEHTAJILHOTO OOECIieueHUs] B 00JaCTH OIEHKH PUCKOB MH(OPMAIMOHHON
6e3onacHocTu. Takke 0cOoOOT0 BHUMAaHUS 3aCIYKHUBAE€T TO, YTO B TOCIEIHEE
BpeMs MO MEpe pacHIupeHus MacmTaOboB U chep MPUMEHEHUS TPOTPaMMHBIX
CPEIICTB B ONTHYECKUX CHCTEMaX M CETIX TEICKOMMYHHUKAIMA TOSBUIOCH MHOTO
HOBBIX Yrpo3 O€30MacCHOCTH, AaHAJIOTUYHBIX TEM, KOTOpble BO3HUKAIOT B
WH()OPMAITMOHHO-BBIYMCIIMTEIILHBIX CUCTEMax. BcieacTBue 3TOro, BO MHOTHX
CJIy4asiX UCIOJIb30BaHUE METOAMK, pa3padOTaHHbBIX I chepbl HHPOPMAIIMOHHBIX
TEXHOJIOTHA, JOMTYCTUMO U B 00JIACTH TEJIEKOMMYHUKAIUH.

Ha mnpaxtuke nHambonbpliee pacmpoCcTpaHEHHE TMOMYYHJIA JBA OCHOBHBIX
MOJIX0/1a K OlleHKe prucka nHpopmarmonHoi 6e3zonacHoctu OCT.

IlepBplii W3 HUX OCHOBAH Ha TIPOBEPKE COOTBETCTBHUS  YPOBHSA
samuiieHHocT OCT cTporo onpeneaeHHbIM TPeOOBAHUSAM OJJHOTO U3 CTaH/IapPTOB
WM PYKOBOASIIUX JOKYMEHTOB B 00JlacTh MHGOPMAIMOHHON O€30MMacHOCTH, TaK
Ha3bIBACMBIC KAYECTBCHHBIC METOIBI OIEHKH PHCKOB HWH(OPMAIMOHHON
0€30IaCHOCTH.

Btopoit moaxon k oreHke puckoB mHdopmanronHou Oe3omacHoctu OCT
OCHOBBIBACTCS Ha OIPEACICHHH YHCIIOBBIX XapaKTEPUCTHK HH(POPMAITMOHHOM
0€30MacHOCTH — ATO TaK Ha3bIBa€MbIE€ KOJWYECTBEHHBIE METObI OIICHKH PHCKOB
uHpopmarmoHHon 6e3onacHocTH. [1oCKONIBKY camMo MOHATHE «HUH(POpPMALMOHHAS

OeszomacHoCcTh» Kak oo wu3 cBoiictB OCT He wuMeer KOJHYECTBEHHBIX
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nokasartelied, JJis €€ OLUEHKM B OCHOBHOM HCIOJIb3YIOTCS JMOO CTaTUCTUYECKUE
MOKa3aTeNid, 3auMCTBOBaHHBIE M3 MPEAMETHBIX  O0JacTei  HaJEKHOCTHU
TEXHUYECKUX M MPOTPAMMHBIX CHCTEM, JIMOO OllEHKa PUCKOB MH(OPMAIMOHHOU
0€30IacCHOCTH.

OcHoBHOI1 3amayeii orieHKH pruckoB mHGopMaruonHoi 6e3omacHocT OCT
AByeTcsl pa3paboTka Metojosiornu 3afgaHusi yrpo3 Wb mns stux cereir u
ompenesieHne MoTephb (yuiepda) MoJIb30BaTeNied M ONEpaTopoB  ATUX CeTel
BCJIEJICTBUE PEATIU3ALMUA TOW WM UHOM yrpo3sl Ub.

TeopeTndeckue W NPAKTUUECKUE METOJbl pealu3alii MOTEHIUATbHBIX
BO3MOXKHOCTEH 3allIUTHI Mpolecca nepeaadn nHpopMalu oT ero OJI0KHpOBaHUS B
pelIaronieil CTeNeHn ONpPEeAeIAI0TCS MoKa3aTes MU 3(PPEKTUBHOCTH HCIOIb30BA-
HUS PA3IMYHBIX CPEACTB 3aIIUTHI MH(GOPMAIINH, OOIIasi METOI0JIOTHUS MOTYYCHUS
(ompeneneHusi) KOTOPBIX MPAKTUYECKH OTCYTCTBYET. B HacTtosiiee Bpemsi He
CYIIECTBYET OOIENnpuHATHIX MeTofoB oieHku puckoB Wb OCT, mnostomy
cpaBHEHME 3amuieHHOCTH paznuuHblx OCT upe3BblualiHO 3aTpyAHeHO. Takoe
MOJIOKEHHE orpeensercs, ¢ oaHou crtoponsl, crneuudukoir OCT kak 00ObekTa
OIICHKH, a C APYTOM CTOPOHHI crienupUKon mpeaMeTHoi obactu odecrieueHus: b
ONTUYECKUX TEXHOJOTUN TEIICKOMMYHUKAIAM.

Cnemnduka OCT, kak 00BbeKTa OLEHKH, ONPELISIeTCS] TPUCYTCTBUEM B HUX
B KauecTBE OMNPEACNSIONIET0 - KOMIIOHEHTa MPOrpaMMHOr0 oOecreYeHus,
peaNM3yroniero MpOTOKOJbl  (PYHKIIMOHMpPOBaHUS ceTeil. BBumy Oombiion
(GYyHKUMOHATBHOM, CTPYKTYpPHOHM UM JIOTUYECKOH CJIOXHOCTH MPOTrPaMMHOIO
oOecrieueHUsT Ha TMPAKTHUKE HEBO3MOXXHO B TIOJHOM OOBEME OIEHUTH €ro
MOBEJICHHE BO BCEM BO3MOXKHOM JMANa30HE MPUMEHEHUs. 3HAUUTEIHHO CIIOXKHEE
TaKXXe, B OTJIMYHUE OT OOBEKTOB, UMCIOIMNX (HU3UIECKYIO TTPUPOJLY, UCIIOIH30BAThH
pe3yJbTaThl OIEHOK, MOJYYEHHBIX B OJHUX YCIOBUSIX, JJISI MPOrHO3a MOBEICHUS
TEXHOJIOTUN TEIEKOMMYHUKAIUN B IPYTUX YCIOBUSIX.

[Ipenmetnas o6nacte Wb TexHOJOTHI TeIEeKOMMYHHUKAIMA 0OJagaeT Tou

OCO6CHHOCTBIO, 4TO IIpU €€ OLCHKE IPUXOAUTCA HNPUMCHATH KaK O6’bCKTI/IBHBIC,
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TaKk U cyObeKTUBHbIE KpuTepuu. OleHnBaemMblie xapakrepuctuku Wb TexHomorui
TEJIEKOMMYHUKALIMI MOTYT UMETh KaK JETEPMUHUPOBAHHYIO, TaK U CIyYaHHYIO
npupoay. B cuny ykazaHHBIX 0OCTOATENHCTB MOJYyYEHHE TOYHBIX M YHHBEpPCAIIb-
HbIX OLEHOK Iokasarened b TexHomormid TENeKOMMYHMKALMM SIBISAETCA
MPaKTUYECKUM HEBO3MOXXHBIM. B TO ke Bpems noiydeHue OObEKTUBHOM OLICHKU
puckoB ypoBHsS Wb TEeXHOMOTMI TENEKOMMYHHMKALMM SBISETCS HACYIIHOM
HEOOXOJMMOCTBIO B IIENIAX MPUHATUS OOOCHOBAHHBIX PEIICHUNH O BO3MOXKHOCTH
UCIIOJIb30BaHUsl T€X WJIM MHBIX CPEACTB 3alIUThl HH()OPMALUKA B COCTaBE CHCTEM
obecrieuenusi uHpopmanonnort OezomacHoctu (COUB) OCT. Ilpuuem »sTu
OLIEHKH JOJKHBI 00JIaJlaTh CBOWCTBAMU CPAaBHMMOCTH U MOBTOPSIEMOCTH, YTOOBI
OBITH JTOKa3aTEJbHBIMU MpU aHAIU3€ anbTepHAaTUBHBIX BapuaHToB COUB OCT u
oueHke ypoBHel Vb Ha pa3nmmyHbIX 3Tanax UX )KM3HEHHOTO LUKJIA.

I[Ipu ouenxke HMb OCT BBoauTCs NOHATHE pucKa R, moxg KOTOphIM
MOHUMAETCSl BEPOATHBIN yIIepO, 3aBUCIINN OT 3alIUILIEHHOCTH CETH.

Ouenka puckoB Mb OCT BemonHseTCs W00 KOJMYECTBEHHO (PUCK
U3MEpseTCs B JICHSXKHBIX €IMHUIIAX), TUOO - KaueCTBEHHO (0 YPOBHSIM PHCKA!
BBICOKHIA, CPETHUHN, HU3KHU).

Jng co3maHusi ONTUMANBHBIX MO KPUTEPHUIO 3(P(HEKTUBHOCTH/CTOMMOCTh
COUB OCT oT paznuyHbIX yrpo3 HEOOXOAUMO 3HaTh, IJI€ U B KAaKOW CTEIECHU
yS3BUMBl 3TH CeTH. J[ByMs KIIIOYEBBIMH 3JEMEHTAMH IIPU OLIEHKE pHCKa
ABJIIETCA ONPEACICHUE IOCIEACTBUM yIrpo3, TO €CTh  OLIEHKa CTOMMOCTH
yiiep0a 1 BEpOATHOCTH €ro HaHeceHus. Mcnonb3ys 3Tu 1Ba mapamMeTpa MOXKHO
ONPENENNTh PUCK B TEPMHUHAX 3aTpaT B €AUHHULY BpemeHu. lIpemnoxeHHas
METOJMKA OLICHKN PUCKA 3aKJIF0YAETCS B!

a) COCTaBJICHHHU CITUCKA BO3MOXKHBIX YTPO3;

b) ompeneneHun omneHku ymepOa B JACHEKHBIX €IUHHUIAX (IO MOPSIKY
BEJIMYMHBI) IIPU peATTU3aliN KaXKA0W YrpO3bl;

C) OLIEHKE YaCTOThI pEATU3aLUH KaKIO0N YIPO3Bl.
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1.4.2 KayecTBeHHBbIH MOAX0/ K OLlleHKe PUCKOB HH()OPMAITUOHHOM

0€30MaCHOCTH ONITHYECKHUX ceTel TCJICKOMMYHUKaAIUN

KauecTBeHHble MeTonosioruu, wucnosibdyemblie misa oneHku KMb OCT,
UCXOJAT U3 TOTO, YTO 3a4acCTYHO MOTECHUHAJIBHBIE IOTEPU HEOCA3AEMBI, ITOITOMY
omacHocTh Wi puck Ub OCT B pe3ynbrare peanu3anyi TOW WM UHOM yrpo3bl
Wb Henb3s NpencTaBUTh B JCHEKHOM BbIpaKE€HUHU. [Ipn KauecTBEHHOM MOaXoae
pe3yJbTaThl PHUCKAa CKOpPEE BBIPAXKAKOTCS CIIOBECHO, YEM YHCIEHHO: OT «HET
OIMAaCHOCTU» JI0 «OYE€Hb OOJIbIIIAs OIACHOCThY.

B nacrosmiee Bpems U3BECTHO MHOKECTBO METOAOB Ka4€CTBEHHOU OLICHKU
PHUCKOB, OOJBIIMHCTBO U3 KOTOPBIX MMOCTPOEHO HA MCHOJb30BaHUM Tabnuil. Takue
METOJIbl CPaBHUTEJIBHO IMPOCThl B HCIOJB30BAHUU M JOCTATOUYHO 3()PEKTHUBHBL
OnHaKo HE CTOUT TOBOPUTH O «IYYIIEM» METOJE, TaK KaK ISl PA3JIUYHBIX CIIy4acB
OHU OyAyT pa3HbIMU. BakHo M3 mmeromierocss MHOrooOpa3usi METOJ0B BBIOpATh
MMEHHO TOT, KOTOPbII oOecrieunBan Obl BOCIIPOM3BOAUMBIE PE3yIbTaThl ISl IaH-
Hoit OCT.

HexoTopple KkadyeCTBEHHBIE ITOAXOIbI OLICHUBAIOT pE3YJIbTaThl AaHAIU3a
pucka b OCT »ddextuBHee Bcero, BbIpaXkas €ro MaTeMaTUYeCKH B BHJIE
CKAIIDHOW BEJIWYUHBI C OINKMCAHWUEM YCIOBHM Uil Kaxaou Touku. [lpyrue
NOJXOJbl MpenjarawT rpaduueckoe H300pakeHUE JAepeBa PELICHHs, KOTOpPOe
MOKAa3bIBAET pacHpeiesieHue BEPOSATHOCTEH CaMbIX OOIIMX CIIy4aeB.

Hu opHO W3 yKa3aHHBIX HampaBlIEHUH HE CHNOCOOHO B OTIEIBHOCTH
00€ecreyuTh MOIMyYeHUE OOBEKTUBHOM, MPEACTABUTENBHOM M KOHCTPYKTHBHOM
ornenku b OCT. 3anaua BeiOOpa 3PpHeKTUBHOM KPUTEPHATHHON OCHOBBI OIEHKHU
b TEXHOJIOTUH TEJIEKOMMYHUKAUW 3aKJII04aeTCsa B OIPEACIICHUUN
palMOHANBHOTO COYETAHMS ATUX HAMPABICHUN U B MPABWIBHOM BbIOOPE YACTHBIX
nokazareneii b TtexHonmoruit TenexkomMmyHukauuid. B Hambonee mosHOM U
3aKOHYEHHOM  BHUJE  KAyeCTBEHHbIE  KPUTEPUU  OLEHKHM  OE€30MaCHOCTH

WHOOPMAITMOHHBIX TEXHOJIOTHIM TPEACTABICHBI B MEXKIYHAPOTHOM CTaHIAPTE
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«O0mue KpuUTepuH OLIEHKHM O0e30aCHOCTH HMH(POPMALMOHHBIX TEXHOJIOTUI»,
siBuBIIETOCS Mpoobpazom crangapra O'z DSt ISO/IEC 15408:2008.

CymiecTByeT HECKOJIBKO MOJENEN KaueCTBEHHOM OLICHKU. Bce oHM nocta-
TOYHO NPOCTHl. BapuaHThl pas3MyYarOTCA UMb KOJWYECTBOM TI'paJalliii PHUCKA.
OpHa W3 caMbIX pacHIpOCTPaHEHHBIX MoAeNeld - TpexcryneHdaras. Kaxnmbii
(bhaKTOp OLIEHUBACTCS TIO MIKAJIe «HU3KHUH - CPETHUI — BRICOKUI.

Hexotoprie skcneptsl B ob6iactu Wb cuumTaroT, 4To TpeX CTyNeHeW mis
TOYHOTO pAa3JCICHUsI PUCKOB HEAOCTATOYHO M NPELIATaloT ISTHYPOBHEBYIO
Mozienb. OIHaKO 3TO HE NMPUHIUIHNAIBHO, BEIb B IEJIOM JII00ast MOJENb aHaIu3a
CBOJUTCSA K IIPOCTEUILIEMY Pa3ACICHUIO YIPO3 HA KDUTUYECKUE U BTOPOCTEIICHHBIE.
Tpex, MATHYPOBHEBBIE U IIPOUYME MOJENN HUCHOJB3YIOTCA Uil HarisigHocTh. [lpn
pabore ¢ Monedas MM C OOJNBIIMM YHCIOM Tpajauuii, Hampumep C MAThbIO, Y
AHAJIMTUKOB MOTYT BO3HUKHYTh 3aTPYJHEHHsI - OTHECTHM PUCK K IISITOM WIHM K
yeTBepTo rpynme. KauecTBeHHas OIEHKA JOMYCKAE€T MOJOOHBIE «OLIUOKUY,
ITOCKOJIBKY SIBJISIETCS camoperynupyromenca. He kputnyHo, eciii nmepBOHA4YaIBHO
pUCK HEOOOCHOBAaHHO OTHECIM K YETBEPTOM KaTeropuu BMECTO IMSATOM.
KauecTBeHHBII MOAXOA MO3BOJSET NMPOBOAUTH AHAIW3 3a CUUTAHHBIE MHUHYTHI.
[Tpenmnonaraercs, 4yTo Takas OLIEHKa PUCKOB OyAET OCYLIECTBISThCS peryisipHo. U
y>K€ Ha CJEeAYIOIIEM LIare KaTeropuu OyayT nepeHazHadeHbl, (hakTop MepenieT B
ISTYIO TPYIITY, I03TOMY Ka4eCTBEHHAsl OLIEHKA TAK)KE€ HA3bIBAETCS UTEPALMOHHBIM
METOIOM.

IIpy UCnOJIB30BaHNM KAUYECTBEHHBIX LIKAJI YUCIIOBBIC 3HAUYCHHUS 3aMEHSAIOTCS
Ha DKBHUBAJICHTHBIE UM IOHATHIHBIE YPOBHHU. KaKIOMy NMOHATUMHOMY YpOBHIO B
TOM ciy4yae OyAeT COOTBETCTBOBAThH OMNMpPEAENIEHHBIN MHTEpPBaJ KOJIWYECTBEHHON
IIKAJIBI OLEHKU. KOIM4ecTBO ypOBHEW MOXKET BapbUPOBATHCS B 3aBUCUMOCTH OT
MPUMEHSEMbIX METOJUK OLEHKH puckoB. B Tabmuuax 1.3 u 1.4 npuBeneHsl
IpUMEphl KaUeCTBEHHBIX IIIKaJI OLIEHKH PUCKOB MH(POPMAIMOHHON 0€30MacHOCTH,
B KOTOpBIX [JIsl OLICHKM YpPOBHEW yiiepOda M BEpOSATHOCTh peah3aliu Yrpo3bl

WCIIOJIB3YETCs MATh MNOHATUMHBIX YPOBHEMN.
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HpI/I HCIIOJBb30BaHWN KAUCCTBCHHBIX HIKAJT AJIs BBIYMCIICHHA YPOBHA PHUCKaA

IMPUMCHAIOTCA CIICHIHNAJIbHBIC Ta6J'II/IHBI, B KOTOPLIX B IICPBOM CTOJ'I6HC 3aJar0TCA

NOHSATUIHBIE YPOBHM yiiepOa, a B TEPBOM CTPOKE — YPOBHU BEPOSITHOCTU

peanu3anuy yrpo3pl. Sdeiiku ke TaOnWIpl, PacIloNOKEHHBIE Ha TIEPEeCEUCHUU

NEePBOM CTPOKH U CTOJIONA, COAECPKAT YPOBEHb pHUCKa Oe30macHOCTH. Pa3MepHOCTh

TAaONMUIBI 3aBUCUT OT KOJIMYECTBA KOHIIENTYAJIbHBIX YPOBHEH BEPOSTHOCTU

peanu3anuy yrpo3sl U yiiepoa.

Taomuna 1.3

KauecTBeHHas 11Kana OIeHKH YPOBHS yiepoa

YpoBeHsb ymepba

Omurcanue

1 Mansrii ymep6

HpI/IBOILI/IT K HC3HAYUTCJIBbHBIM IOTCPAM MaTCpHAJIbHBIX aKTHUBOB,
KOTOPBIC 6BICTpO BOCCTAHABJIMBAKOTCA, UM K HE3HAYUTCIBHOMY

BJIMAHUIO HA pCIIYTALlUIO KOMITIAHUHN

2 YMepeHHbIH yiiepo

Br3piBaeT 3amMeTHBIC INOTCPU MaATCpHUAJIbHBIX AKTHBOB WM K

YMCPCHHOMY BJIMSHHIO HA PCITYTALIMIO KOMITAHUH

3 VYmepO cpenueit

TAXKECCTHU

HpI/IBOI[I/IT K CYHWCCTBCHHBIM IMOTCPSAM MATCPpHUAIbHBIX AKTHBOB

WIN 3HAYUTEIILHOMY YPOHY peryTaluy KOMIaHUU

4  Bonwmio# yiiep6

BrI3biBaeT OoblIne MOTECpU MATCPHUAJIBbHBIX AKTHBOB W HAHOCHUT

O0JIbLION YPOH pemyTaluy KOMIIAHUU

5 Kpurnueckuit yiep6

HpI/IBOI[I/IT K KPUTHYCCKHUM IMOTCPAM MATCPUAIBHBIX AKTHUBOB WJIN
K TIOJTHOM NoTepe peliyraiuu KOMIIAHWHW Ha PBIHKEC, YTO OC€JIacT

HCBO3MO>KHBIM I[aJ'ILHefII.Hym ACATCIIbHOCTb OpraHu3allun

B MCTOJUKAxX KaueCTBECHHOM OLCHKHN PHUCKOB, KaK IIPAaBHJIO, UCIIOJIB3YIOTCA

CY6L€KTI/IBHBIC KpUTECPHH, USMCPACMEBIC B KAUCCTBCHHBIX HIKaJIaX, IIOCKOJIBKY:

d) OlLICHKAa JIOJDKHA OTPaXKaTh CYOBEKTHBHYIO TOYKY 3pPCHHUS BIIaJeiblia

MH(OPMAIMOHHBIX PECYPCOB;

b) JOJIDKHBI OBITH YUYTCHBI PA3JIMIHBIC ACIICKTHI, HC TOJIBKO TCXHUYCCKHEC, HO

U OpraHu3alMOHHbIC, IICUXOJIOTUYECKHUE, U T. 1.,
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C) A TMOJNyYeHUs CyObEKTUBHOW OLIEHKH IPH OIICHKE PHCKA BBIXOJA W3

CTPOSI CETU TEJICKOMMYHUKAIIUA MOKHO UCIIOJIB30BaTh JU0O0 MPSMYIO SKCHIEPTHYIO

OILICHKY, JMOO ONpenenuTh (PYHKIUIO, OTOOpa)Kaollyl0 OOBEKTHUBHBIC JTaHHbBIC

(BEpOATHOCTH) B CYyOBEKTHBHYIO IIKATY PUCKOB;

Tabmnura 1.4

KauecTBenHas mikaja OICHKH BCPOATHOCTH pPCAIM3alIUU

yTpO3bI

YpoBeHb BEPOATHOCTH

peanu3ay yrpo3sl

Onucanue

1 Ouenp HU3KAA

erosa MMPAaKTUYICCKU HUKOI'Za HC 6y,I[CT pcaiin30BaHa. ypOBeHL

COOTBETCTBYET YUCIOBOMY HHTepBaiy BepositHocTH (0; 0,25)

2 Hwuskas BeposiTHOCTh peanuzanuu yrpo3bl JOCTATOYHO HU3Kas. YPOBEHb
COOTBETCTBYET YMCIOBOMY MHTepBaily BepostHocTH (0,25; 0.5)
3 Cpennsis BeposiTHOCTh peanu3anuu yrpo3sl NpuOIn3nTeabHo pasHa 0,5

4 Bricokas

Yrpo3a ckopee Bcero OyAeT pearn3oBaHa.

ypOBeHL COOTBCTCTBYCT YHUCIOBOMY HWHTCPBAIy BCPOATHOCTU

(0,5; 0.75)

5 OueHb BBICOKAS

VYrpo3a nouTH HaBepHsKa OyeT pealn30BaHa.

YpOoBEHb COOTBETCTBYET YHMCIOBOMY MHTEPBAIY BEPOATHOCTU

(0,75; 1)

d) cyObeKTHBHBIC

HbIMH, HO Ha IIPAKTHUKC,

IKaJIbl MOI'YT OBITh KOJIMYECTBEHHBIMH M KauyeCTBCH-

KaK ITPpaBHUJIO, HUCIIOJIB3YIOTCA KaUCCTBCHHBLIC IHIKAJbI OT

Tpex A0 cemu rpaganuii. C 0MHONW CTOPOHBI, 3TO MPOCTO U YAOOHO, C IPyron —

TpeOyeT rpaMOTHOTIO MOX0/1a K 00paboTKe JaHHBIX.

[Ipumep TabAUIIBI,

HA OCHOBE KOTOPOH MOYKHO ONpPENENUTh YPOBEHb PHUCKA,

npuBeAEH HIKe (Tadu.1.5) .
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Tabmuma 1.5
[Tpumep TabGauIbl ONpeieSIeHUs] YPOBHS pUCKa
nH(popMaImoHHOM 6€301aCHOCTH
BepositHOCTB
peanuzanuu
A YIpO3bI OueHb Ouenb
Huzkasn Cpennsis Bricokas
HU3Kas BBICOKas
VYiepo
Masbrit Huskui Huskui Huzkuit Cpennuit Cpennuit
yepo Puck pHCK pHCK pHCK pHCK
YMepeHHbIiI Hu3zknii Hu3zknii Cpennuit Cpennuii Bricoknii
yepo Puck pHCK pHCK pHCK pHCK
VYiuep6 . . . .
Huzkuii Cpennuit Cpennuit Cpennumit Bricokuii
cpeaHen
Puck pHUCK pHUCK pHUCK pHUCK
TSKECTH
bonpmion Cpennuii Cpennuii Cpennuii Cpennnii Boicoknii
yiiepo pHUCK pHUCK pHUCK pHUCK pHUCK
Kputnueckuii | Cpennuit Boicoknii Beicoknii Beicoknii Beicoknii
yiiep6 puCK pucCK pHUCK pHCK pHUCK

1.4.3 Kosin4yecTBeHHBbIH MOAX0/ K OllEHKe PUCKOB HH()OPMAIITUOHHOM

0e30MacCHOCTH ONTHYECKHUX ceTel TCJICKOMMYHHUKaAIIUA

PanmonansHoe mpuMeHEeHUE Pa3HOOOPA3HBIX CPEACTB 3alUTHl HH()OPMALIUU
B OCT c ydeToM KpuTepus 3KOHOMUYECKOU 3(P(HEKTUBHOCTH — 3TO CIOXKHAS
Hay4YHO-TEXHUYECKas 3a/laya. YMHOXKasl BEJIMYMHY ylepOa Ha YMCIIO BEPOSTHBIX
peayim3aluui yrpo3sl MOIy4aroT rpyOyl0 ypoOBEHb pHCKa OT JaHHOW yrpossl. Ilo
STUM JaHHBIM MOXKHO ONpPEIEIUTh LEJeCO00pPa3HOCTh MPUMEHEHUS] CHUCTEMBbI

3alUTBI C TOYKU 3peHust kKputepus 3hPpeKTUBHOCTE/CTOMMOCTh. Eciin 3aTpaThl Ha
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CHUCTEMY 3alllUThl MEHbIIE yliepOda OT yrpo3bl, TO MNPUMEHSTh 3TY CUCTEMY
3aIUTHI IIeecooopasHo [6].

Kputnyeckum miarom m0pu MOPUHATHU PEIICHUS O TMPUMEHEHHM 3aIlUThI
nH(OPMAIINH SIBISIETCS OTIPEICTICHIE TICHHOCTH WHpopManuu. JJis O1eHKH pUCKOB
Ub TpebyroTcss He TONbKO pachpezesieHue HHopMalMu 1O KaTeropusiM B
COOTBETCTBUHU C €€ IIEHHOCTHIO, HO M Y4€T TOT0, YTO OJIHA U Ta YK€ MHPOPMAITUS IS
pa3HBIX TPYII MOTpeOUTENIed MOXKET UMETh Pa3IMYHYI0 IIEHHOCTh. Tak ke Kak
[IEHHOCTh MHGOPMAIMA MOXET OBITh Pa3IWYHOW IS Pa3HBIX TPYMI, TaK H
MOCJICJICTBUSI, CBSI3AHHBIE C  COBEPIICHUEM HEKOTOPBIX  OINEpauuid  HaJ
uH(popMalen, MOryT ObITh Pa3TUYHBIMU B 3aBUCHMOCTH OT BHja oneparuii. [Ipu
OIICHKE yIpo3 CIEHUATUCT XOYEeT 3HAaTh, KAaKOBbl OyAyT JKOHOMHUYECKHE
nocneAcTBUsl (OOBIYHO OHM BBIPAKAIOTCS KaK TMOTEPU WJIM yTpaThl), €CIU HaJ
omnpeneneHHoON uHbopMmalue OyayT MNPOU3BEACHBI HEKOTOphIE omepainuu. B
IPOIECCe ONpeAeNICHUs IEHHOCTU UH(POpMAIIMK HEOOXOJUMMO YUUTHIBATh CBOMCTBA
camoil nH(OpMALIMK, BO3MOXKHBIE YIPO3bl M 3aMHTEPECOBAHHYIO CTOPOHY. OIeHKa
yrpo3 MPOBOJIUTCS JJIi TOTO, YTOOBI OMPENECIUTh 3aTpaThl IO BBITOJIHEHUIO
ONpe/IeTICHHBIX AEHCTBUM ¢ MHGOpMaIeH.

KonuyecTBeHHBIN MOAX0 ] TpeOyeT 3HAUNUTEIHHO OOJIbIIIE BPEMEHH, TaK Kak
KaXJI0My (akTopy pHCKa MNPHCBAUBAETCS KOHKPETHOE 3HaueHHE. Pe3ynbTarhbl
KOJIMYECTBEHHOTO aHaJiu3a MOTYT OBITh 0oJiee MOJIE3HBI sl OU3HEC-TIIaHUPO-
BaHMUS.

JI71s1 KOJIMUEeCTBEHHOM OIEHKU PUCKOB HEOOXOJIMMO OIIEHUBATh YaCTOTHOCTD
MOTEPb U CTOMMOCTH MOTEPH (pacrpeieiCeHHe BEJIMUYMHBI TIOTEPh), 3aBUCSIIIYIO OT
CTOMMOCTH HMH(GOPMAIMOHHBIX pecypcoB. [lpu oleHKE BETWYMHBI PHUCKA
HEOOXOJMMO MMETh B BUJy HE TOJBKO HEMOCPEACTBEHHBIC PACXOJIbI Ha 3aMEHY
0o00Opy/IOBaHUSI WJIM BOCCTAHOBJICHHME HH(pOpMAIlMK, HO M BEIUYUHY Yyliepoa,
HaHeceHHoro mnpoueccam OCT, mocpencTBOM KOTOPBIX OHU BBIMOJHSIOT CBOU
¢dbyukiuu. Eme nuMerorcs 6osiee oTAanieHHbIE OT (haKTOPOB PHUCKA MO MPUYUHHO-

CJICJICTBEHHOM IIENOYKE, HO M 0o0Jjiee CUJIBHBIE IO BO3JECHCTBHIO NOCJIECACTBHUS -
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HoTepsl pemyTaluu ONEpaTOpOB TEIEKOMMYHUKALMN, OciaabIeHUEe HaAeKHOCTU
OCT.

JUis omnpeneneHuss CTOMMOCTH HH(GOPMALMOHHBIX PECYPCOB (aKTHUBOB)
MOJKET OBITh HCIIOIb30BaHa, HAIIPUMED, IIKaja TUIIA:

a) HuzKkas cmoumocms - OT pecypca HE 3aBUCIT KPUTHUYECKU BaXKHBIC
MPOIIECCHI, OH MOKET OBITh BOCCTAHOBJICH C HEOOJBIIMMU 3aTpaTaMH JACHEKHBIX
CPEICTB U BPEMEHU;

b) cpeonss cmoumocms - OT pecypca 3aBUCHUT P BAKHBIX (DYHKITHH
IPOLIECCOB, PECYPC MOXKET OBITH BOCCTAHOBJIEH 3a JOMYCTUMOE BpeMs, CTOUMOCTh
BOCCTaHOBJICHUS CPEIHSAS;

C) svicoKkas cmoumocms - OT pecypca 3aBUCAT KPUTHYECKU Ba)KHBIC MPO-
LIECChl, BpEMsl BOCCTAHOBJICHHUS IMPEBBIIIACT KPUTHUECKU JOMYCTUMOE M (WIIN)
CTOMMOCTb BOCCTAHOBJIEHUSI OUYE€Hb BBICOKA.

OneHnB BO3MOKHYIO YaCTOTHOCTh IIOTEPh U YA3BUMOCTH, MOKHO IIPUHSTH
pEIIeHNEe OTHOCUTENBHO BBIOOpA CPEACTB 3alIUThl MH(pOpMaruu. J[0CTOMHCTBO
METOJI0JIOTUM B TOM, YTO OHA IO3BOJISIET JIOBOJIBHO OBICTPO U C TOYHOCTHIO,
3aBUCALIEH OT KBaIU(UKALMKU SKCIEPTOB, PACHOI0XHUTh PUCKUA MO MPHOPUTETAM
(OTpaHXMpPOBAThH) U BHISIBUTH YSI3BUMOCTH.

Knaccuuecknili KOJIMYECTBEHHBIM alrOpUTM JJIA OLIEHKM pUcKa UH(popma-
UOHHBIX NOTeph ObLT pa3paboraH HanumoHadbHBIM MHCTUTYTOM CTaHAApTOB U
texHonorui (CLIA) eme B 1974 r., onyonmkoBan B «Guidelines for Automated
Data Processing Physical Security and Risk Management, NIST FIPSPUB-65,
1974» (PykoBojsiiue TPUHIMIBI yOpaBICHUs pUCKaMU U (U3HUYECKOU
0€30MacHOCThIO TPU aBTOMATU3UPOBAHHON 00pabOTKe JAHHBIX) U HCIOIb3YEeTCs
10 CEH JCHb.

CornacHo 3TOMy aJNrOpuTMYy:

Hugpopmayuonnolii akmue x Daxmop nooeeprHceHHOCmuU 8030€eLCMEUro

x Eorcecoonas wacmoma npoAeienus = Ooicudaemvle edxceco0Hble nomepu
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Hngpopmayuonnoii akmus (Asset Value, AV) - CylHOCTb, COCTaBIICHHAS U3
amnmapaTHOro W MPOTPaMMHOr0 0OecreueHus, HAKOIUICHHBIX U 00padaThiBaeMbIX
JTaHHBIX. M3MepsaTh MHPOPMAIIMOHHBIC aKTUBBI MOYKHO, OIICHHWBas CTOMMOCTH UX
pa3paboTKH, TUIICH3UPOBAHUS, TIOIJICPKKH U 3aMEHBI.

Daxmop noosepacennocmu ozoeticmsuro (Exposure Factor, EF) - nporenr
IIOTEPH, KOTOPBIH MoOrja Obl IPUHECTH PEeaTM30BaHHAS yrpo3a Ha ONpPEICICHHOM
aKTHBE (KOTJa ONpEICICHHAs yrpo3a COBIAAAET C ONPEACICHHON YI3BUMOCTBIO).

Ooicudaemvie edunopaszosvle nomepu (Single Loss Expectancy, SLE). Puck
PacCUUTHIBACTCS B JCHEXKHBIX eAuHMIAx. /st mo0oii onpeaeieHHOW Yrpo3bl, MBI
OepeM IIEHHOCTh TIOJIBEP)KCHHOTO €W aKTMBa M YMHOXKaeM ee¢ Ha (akTop
MOJIBEP)KCHHOCTH. B TIPOMEXYTOUYHOM HTOre TMOJydaeTcs OXKHaaeMmas IpHu
UCTIOJTHEHUH yTPO3bl TIOTEPsl, KOTOpash M Ha3bIBACTCS OKHUIAHUEM CIUHUYHOM
HOTEPH.

SLE =EF x AV . (1.11)

Eorcecoonas wacmoma nposienenusi (Annual Rate of Occurrence, ARO) -
OXKHIa€MOE€ KOJHUYECTBO MPOSIBICHUH YIPO3bI M0 OTHOIICHUIO K OMPEACICHHOMY
aKTHBY. YeM OOJIbIIIC PUCK OTHOCSIIMICS K yIrpo3€, TEM BBIIIC €€ 3HAUYCHHE.

Ooicudaemvie edxcecoonvie nomepu (Annual Loss Expectancy, ALE).

B urore MoxHO MOCUMTATh OXHIAeMbIe 3a roJ ((HHAHCOBBIC MOTEPH aKTHBA

OT OJTHOM ONPENEIICHHONW YIPO3bl:

ALE = SLE x ARO. (1.12)

Takum 00pa3oM MOJIY4YalOT HECHOXKHBIE ISl UCHOJIb30BAHUSI METPUKH U
bopMysbl 11 KOJIMYECTBEHHON OLIEHKH PUCKOB, KOTOPbIE MOTYT OBITH YCIELIHO
VICITOJIB30BAHbI CIIELIMAJINCTAMHU, Ha KOTOPBIX BO3JIOKEHO YIIPaBICHUE PUCKAMU.

OCHOBHOI TPYIHOCTBIO NPAKTUYECKON peanu3aluyd OLEHKH pHUCKA TMpHU
obecneuennun Vb cTaHOBUTCS MOyyeHHE MCXOAHBIX JaHHBIX, HEOOXOAUMBIX IS

KOJIMUECTBEHHOM  OIICHKH PUCKOB, IIO3TOMY BO3HHUKACT 3aJada CO3JaHHUA
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OTpPEJIETIEHHON CUCTEMBI cOopa U 00paboTku MHGOPMAIMKU O MPOSIBICHUHU YIpO3 U
YPOBEHb HX TMOCIEACTBUM, a Takxke 3agada pa3pabOTKH OpraHU3alHOHHO-
METOJAMYECKUX JOKYMEHTOB I 00pabOTKU M OOBEAUHEHUsI 3TOM MHQPOpMAlUU.
HeoOxoaumbie maHHBIE MOXKHO TOJYYHUTh U3 PA3JIUYHBIX HCTOYHUKOB —
pe3yibTaTOB MCIBITAHUN U MOJATBEPKIACHUSI COOTBETCTBUS, 0a3 JaHHBIX, MHEHUU
CHELUAIKNCTOB, 3KCIEPTOB U JP.

AHanu3 pacCMOTPEHHBIX METOJUK TOKa3blBaeT, 4YTO Uil BbIOOpa
TEXHUYECKUX CpeACcTB obecredeHus HWHPOPMAIUOHHOW 0€30MacHOCTH C
Y4ETOM 3KOHOMHUYECKOU 3((HEKTUBHOCTH HEOOXOAMMO pacroyiaraTh JOCTATOYHO
NPEICTABUTEIBHBIMA JIAaHHBIMU TI0 YIpO3aM M HX TMOCJIEICTBUSIM. TOJBKO
coOocTBeHHUKH HHGpopManu (0OBEKTOB) MOTYT ONPEACIUTh HEO0OXOIUMbIC
o0bemMbl umHGpOpMaluK (0OBEKTOB), TPEOYIOIINE 3alUThl, ¥ COOTBETCTBYIOIIHE
3aTpaThl, KOTOPBIE JIJISl 3TOr0 HEOOXOIUMBI.

B cBs3u ¢ aTuM akryanbHoi 3agaueit B chepe OCT sBusieTcss opraHu3amus
HEMPEPBIBHOTO M peryisipHoro cbopa, oOpabOTKM W aHaiu3a (ayauTa)
uHpopMauu O BO3ACHCTBUSIX YIpO3 M HMX TMOCIEJICTBUIX, OXBATHIBAIOIIETO

OospIoe ynciio 00bekToB paznuyHbix OCT.
1.5 BuIBOABI M NOCTAHOBKA 331241

Ha  ocHoBaHMM  TPOBEIEHHOTO  aHajgW3a  ONTHYECKUX  CETEH
TEJICKOMMYHUKAIIMM  KaK  OOBEKTAa  OICHKM  PHUCKOB  WHMOPMAIMOHHOU
0€30MacHOCTH W aHajdu3 PUCKOB MH(OPMAIMOHHOW 0€30MacHOCTH ONTHYECKUX
CeTel TeJIEKOMMYHUKAITUU MOKHO CEJIATh CIACAYIOIIUE BHIBOIBI:

1. Amamm3 1oKa3pIBaeT, 4YTO  pa3padOTKa  METOAUKH  OIIEHKH
nH(pOpMaIIMOHHOM 0€30MaCHOCTH MPEIoIaraeT HAIMUUE UK Pa3padoTKYy:

a) Mozenu 00BEKTA OLCHKH,

b) Moaenu cucTeMbl 3aIUTHI;

C) MOJICJIN MMTOTCHIUAJIIbHOT'O HAPYIIUTCIIA.
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2. B pesynbrare aHamu3za pUCKOB HWHOOPMAIMOHHOW O€30MacHOCTH
OTIepaTOp TEICKOMMYHUKAIIMHA ITOTYYHUT CJICTYIONTHUE OCHOBHBIC BBITOIBI:

a) onpejeieHre Hanboee MPoOJIEMHBIX 00J1acTel B 00eCIeYCHUH
nH()OPMAITMOHHONW 0€30MTaCHOCTH;

b) BO3MOXKHOCTB apryMEHTHPOBAHHOTO BEIOOpA MEP 10 00ECIICUCHHIO
nH(OPMAITMOHHON O€30MaCHOCTH W IUTAHUPOBAHUS TOPSIKA UX TPUMCHEHHUS

C) mOJIy4eHHE KaYeCTBEHHBIX MJIM KOJMUYECTBCHHBIX XapaKTEPUCTUK
3HAYMMOCTH  yIPO3 W  ySI3BUMOCTEH  WH(MOpPMAIMOHHOW  O€30MacHOCTH,
paHXUPOBAHKUE AKTUBOB U yTPO3 MO 3HAUUMOCTH;

d) monyveHue HaYaIbHOW METOOJIOTHUYCCKON 0a3bl, HEOOXOIMMOM TSI
peanu3anuy Iporecca yupaBieHUs PUCKaMH.

3. Ilpu paccmoTpenue Bompoca o 3amure nHpopmanuu B OCT HeoOxoaumo
BBIJICIUTH TJABHBIM O0Opa3oM HECKOJBKO AacTEeKTOB: 3amuTa WH(POpPMAIUA OT
pacimdpoBKY; 3allldTa ONTHYECKOTO0 CHUrHajga oT (U3MYECcKoro mepexsara. B
IEPBOM ciydae UCTIONB3YIOTCH, KaK MPaBUIIO, pa3HoOOpa3HbIe
Kpunrorpadguyeckrue MeTOAbl, a TaKXe 3allUTa ONTHYECKOTO CHTHaja oOT
nemuppoBKY Ha (U3UIECKOM YPOBHE, C UCITOIH30BAHUEM TOJISIPU3AMMOHHBIX WIIH
CHEKTPaIbHBIX METOJIOB.

4 B0O3MOXHO TaKXe HCIOJIb30BaHUE KBAHTOBOW KpWMTOTrpaduu, B OCHOBE
KOTOPOH JISKUT TOHSITHE (POTOHOB M 3aKOHOB KBAHTOBOM ¢u3uku. lIpumenenue
TaKOTO CIoco0a 3aluThl BO3MOXHO B CHIIy TOTO, YTO onTuyeckue BojokHo BOJIC
MO3BOJISIET obOecrneunTh mnepenadyy (QOTOHOB Ha OOJBIIME PACCTOSHUS C
MUHHAMAJIbHBIMU UCKaKEHUCM.

5 B mensx obGecnedeHus MHOOPMAIMOHHOW O€30MACHOCTH ONTUYECKUX
CeTell TEIEKOMMYHHKAIMA HEOOXOAMMO OIpPEAeIuTh O0Ime TpeOOBaHUS TIO
0€30MacHOCTH ¢ yYEeTOM MEXTYHAPOIHBIX CTaHIAPTOB M PEKOMEHIAINH, a TaKkKe
METO/I0JIOTUYECKUE OCHOBBI 00ECTICUCHUS X OE30MaCHOCTH.

6 ITpu pazpaboTke oOIIKUX TPpeOOBAHUM MO OE30MACHOCTH ONTHYECKUX CETeH

TeHeKOMMYHI/IKaHI/Iﬁ HGO6XOI[I/IMO HCXOOUTHh U3 IICPCUHA HanOosIee ONMAaCHBIX yrpos
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0e30MacHOCTH, YSI3BUMOCTEH HCIIOJIb3YEMbIX TEXHOJOTMH U BO3MOKHBIX
BO3JCHUCTBUI HAPYIIUTENEH.

7/ TpeboBaHus 1Mo 0€30macHOCTH HWH(OpPMAIIMK M YCIYyTrd O€30MacCHOCTH
B3anMOCBs3aHbl. OCHOBOM AJis1 MPOBEACHUS aHAIM3a PUCKOB WH(GOPMAIMOHHON
0€30MacHOCTU SBJISIFOTCS TIEPEUYHHU YIPO3 U YSI3BUMOCTEH, OLEHKH BEPOATHOCTEH
UX TOSIBJICHUSI, & TAKXKE MOJICNIb HAPYIIUTEIIS.

8 AHanu3 COBpPEMEHHBIX TMOJXOJOB K OIEHKE UH(OPMAIMOHHON
0e30MacHOCTH TOKa3al, YTO B HACTOSIIEe BPEeMs Pa3BUBAIOTCS JBa OCHOBHBIX
METOJMYECKUX HANpaBJICHUS: KAaYeCTBEHHBIE KPUTEPUU U KOJUYECTBEHHBIC
KpUTEPUH.

KauecTBeHHas1 OlleHKa PHUCKOB BKJIIOYAET PSI/I MOCIEA0BATEIbHBIX 3TAIOB:

a) BbIABICHHE (DAKTOPOB, YBEIMYUBAIOIINX M YMCHBIIAIOIINX KOHKPETHBIH
BHUJT PUCKA;

b) onpezeneHure cUCTEMbI OIICHOYHBIX TOKa3aTeIel PUCKa, KOTOpas J0JDKHA
OTBEYaTh TPEOOBAHUIM aJ€KBATHOCTH, KOMILJIEKCHOCTH, TUHAMUYHOCTH, OOBEK-
TUBHOCTH, & TAKXKE JIOMYCKaTh MOTOJHEHNE U PAa3BUTHUE;

C) YCTaHOBJICHHME IOTCHIMAIBLHBIX OO0JacTell pHCKa, T.C. BBISIBICHUC
MEpPOTIPUATUMN, OoTeparuii, paboT, TP BHIMOJHEHUN KOTOPBHIX MOXKET BO3SHUKHYTh
HEOTPEACNIEHHOCTh B MOJyUYE€HUH TIOJIOKUTEIBHOTO Pe3yibTaTa;

d) wmenTudukamus BCeX BO3MOXKHBIX PHUCKOB, T.€.  OIpPEICIICHUC
BO3MOYKHBIX PUCKOB B PE3YJIbTATE JAHHOTO ACHCTBUSA MO0 Oe31eHCTBHUS.

Kak yka3piBasioch paHee, BTOpOE HarmpaBiieHUE OIEHKU HHGOPMAIIMOHHON
0e30MacHOCTH CeTell TEeNeKOMMYHHMKAIIM OCHOBBIBACTCS Ha OMNpEACICHUH
YHCIOBBIX  XapaKTEPUCTUK HMHPOPMAIIMOHHOW  O€30MacHOCTH  TEXHOJOTHA
TEJIEKOMMYHUKAIIUN (KOJIMYECTBEHHbIE KpUTEpUHU). MeToanka KOJIUYECTBEHHOU
OIICHKM  PHUCKOB  JlaeT TOYHBIE IM(PHI  BO3MOXKHBIX  TOTEPh  TIPH

BO3HUKHOBEHUH WHITUICHTA HHPOPMAIIMOHHON 0€30MacHOCTH.
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KonuuecTBeHHBIN MeTOABI TPeOyeT 3HAUUTEIBHO OOJIbIIE BPEMEHH, TaK KaK
KaXI0OMYy (akTopy pHcKa MpPHCBAaUBACTCS KOHKPETHOE 3HAYCHHE;, ATO AaéT
MOJIHYIO MH(OPMAIIKIO O TPOBEICHHOM aHAIN3€ PECYPCOB U OOBEKTOB.

Ilocmanoska 3a0auu ouccepmayuu

Ha ocHoBaHuMM MpOBENEHHOTO aHalM3a WHGOPMAIMOHHOW O€30MacHOCTH
ONTUYECKUX CETEH TEJICKOMMYHMKAIIUM, a TaKKe MPAKTUYECKOW MOTPEOHOCTHIO
3alIUTHl TIepenayr WH(pOpMaluM, [EIbI0 HACTOALICH auccepTalud SBISETCS
MPOBEJECHNUE  JETaJbHBIX  KCCIENOBAaHUM  METONOB  OLEHKHM  pPHCKOB
MH()OPMAIIMOHHOW O0€30IaCHOCTH ONTHYECKUX CETe TEIEeKOMMYHUKAalUA Ha
OCHOBE  HEYETKMX  MHOXKECTB, AaHAIM3a  METOJOB  KAayeCTBEHHOIO MU
KOJIMYECTBEHHOTO OIIEHKA PUCKOB MH(OPMALIMOHHON OE€30MMaCHOCTH.

Takxke B JOucCepTalMOHHOW paboTe OynyT pacCMOTPEHBI CIETYIOIINE
3aJ1a4yu:

a) aHaJIM3 METOOB OIICHKH PUCKOB HH(OPMAIIMOHHON 0€30ITaCHOCTH;

b) aHaaM3 METOMOB KAYECTBEHHBIX OIICHKM PHUCKOB HH(MOPMAIIMOHHON

0€30I1aCHOCTH,

C) aHaIM3 METOJOB KOJWYECTBEHHBIX OIICHKH PHUCKOB HH()OPMAIMOHHON

0e30I1aCHOCTH;

d) Meromuka MCHOJIB30BAHUS MMAPAMETPHUYECKUX AITOPUTMOB JIJISl OIICHKH

PUCKOB 0€30M1aCHOCTH HAa OCHOBE HEUETKUX MHOXKECTB;

€) MOJIEJIb U AJITOPUTM OIEHKU PUCKOB MH(OPMAIIMOHHON 0€301aCHOCTH;

f) MomenupoBaHHe OIIGHKM PHCKOB WH(OPMAIMOHHON 0€30MacHOCTH Ha

OCHOBE aIlfapaTa HeYeTKUX MHOXKECTB;

g) CpaBHUTEIbHBIA aHAIW3 METOAOB OLECHKH PHUCKOB HH()OPMAIMOHHOM

0€e30MacCHOCTH  ONTHYECKUMX  CeTe  TeJeKOMMYHHUKallMu Ha  0ase

MPOTPaMMHBIX MPOAYKTOB;

h) oreHka pHUCKOB MH(POPMAIMOHHON OE30IaCHOCTH HAa OCHOBE TEOPHH

HEUYETKUX MHOKECTB C UCIOJIb30BaHuEM nporpammHoro npoaykra MATLAB.
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2 METO/IbI OIIEHKM PUCKOB MH®OPMALIMOHHOI
BE3OIMMACHOCTH ONTUYECKUX CETEN
TEJEKOMMYHUKALIUHA

2.1 O030p MeT010B OLIEHKH PUCKOB HHPOPMALMOHHOK 0€30IaACHOCTH

OneHka pucka BO MHOTOM CYOBEKTMBHA M 3aBHCHT OT YMEHHS OIllepaTopa
OLICHMBATh CHUTYallUI0 U MPUHUMATH peuieHud. I TemM He MeHee B MHpPOBOM
IIPAaKTUKE CYLIECTBYET HECKOJIBKO METOJOB OLIEHKM pucka. [isg BepHOro
YCTAaHOBJICHHSI 30H U MCTOYHHUKOB PHUCKA HCIOJB3YIOT METOAbl KaU€CTBEHHBIX U
KOJIMYECTBEHHBIX OLICHOK PUCKOB.

Taxum oOpa3om, Bech INpoliecc yHpaBJIE€HUS PUCKAMH MOXHO OTOOPa3UTh

cieayomum oopazom (puc.2.1):

v

| II0CTaHOBKA LIENEH

) 4
OllEHKa PHCKA
KOJHMYECTEEHHBET Ka4eCTEEHHEDT

¥
| BBEIOOP METOJOE EO3AEHCTEHA Ha PHCK |

¥
I KOHTPOJE H IIEPEOCHMBICIIEHHE PHCKOE |

Puc.2.1 - Tlponecc nccnenoBanus pucka

Ha xa)xqom M3 3TanoB UCIHONB3YIOTCS CBOM METO/IbI UCCIEA0BAHUS PUCKOB,
KK M3 HUX MO OTACIBHOCTU JA€T PEe3yJbTaThl, SBIISIOUIMECS HCXOIHBIMHU
JaHHBIM U I MOCJEIYIOIUX 3TANoB, 4TO TpeOyeT 0ObEeAMHEHUs 3TUX 3TaIloB B
CUCTEMY. OTO TO3BOJUT MaKCUMaJIbHO 3(P(GEKTUBHO A0OMBATHCS LEJEH,
MOCTABJICHHBIX TEpeJ]] OpraHu3aluel, MOCKOJbKY HH(pOpMalus, mnoiayyaeMas Ha
KQKJIOM U3 3TaIloB, MO3BOJISIET KOPPEKTUPOBATh HE TOJIBKO METOJNBI BO3/IECHCTBHS

Ha PUCK, HO U IICPCOCMBICIINBATDL LCJINU, CTABAIIHUCCS IICPCA OpFaHHBaHHeﬁ.

K MCTOJaM Ka4YCCTBCHHBIX OICHOK OTHOCATCS CJICAYIOIINUE MCTOAbI
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[Ipy KauecTBEHHOW OIEHKE pHUCKA UCIOJIb3yeMble€ METOJbl MOYKHO
pa3eUTh Ha YETHIPE TPYIIIIHL:

1. Meronpl, 6a3upyroiiyecs Ha aHallu3e UMEIoIIeicss nHGOpMaIIIK:

- pacCMOTpEHHWE W aHaJIW3 IEePBUYHBIX JTOKYMEHTOB (DUHAHCOBOW U
YIIPaBJICHYECKOM;

- aHaJuu3 JAaHHBIX MEePUOANYECKUX (TOHOBBIX, KBAapPTAJIbHBIX) OTYETOB
OpraHu3aIuHu.
2. MeTtojibl cOopa HOBOM MH(pOpMAITUH:

- CTAaHAAPTU3UPOBAHHBIN OIIPOCHBIN JINCT;

- NEPCOHAIbHBIE HMHCHEKIIMOHHBIE TOCEIICHUSI MPOU3BOICTBEHHBIX

MOJpa3ACICHU OpraHu3alny;
- KOHCYJIbTAllUM CO CHEIUaINCTaMH, Kak paboTalmuMH B CcaMmou
OpraHu3alyy, TaK U BHEIIHUMH.

3. MeToibpl MOIETUPOBAHUS ICSITEIIBHOCTH OpTraHU3aIIUN

- COCTaBJICHHE W aHAJIW3 JUarpaMMbl OPTraHU3ALMOHHOW CTPYKTYpbI
OpraHu3aluu;

- aHaJIM3 KapTbl IOTOKOB, OTPAXKAIOIIEW TEXHOJIOTHYECKUE TOTOKU
MPOU3BOICTBEHHBIX POLIECCOB.
4. DBpPUCTUYECKUE METO/IbI KaY€CTBEHHOTO aHAJIN3a.
K MeTo/1aM KOJTMYECTBEHHON OIICHKU OTHOCSITCS Cieayromre MeToanl [11]
Ha ocHOBE KOJIMYECTBEHHOTO aHAJIN3a U OLIEHKU PUCKOB, MOKHO COCTAaBHUTh

CJIEIYIOUTYIO KJIAacCU(DUKALIUIO METOOB:

1. AHamuTHyeckKue METOIbI:

- aHAJIN3 YyBCTBUTEJIHLHOCTH,

- aHaAJIN3 CLICHAPUEB.
2. BeposiTHOCTHO-TEOPETUUECKUE METO/IBI:

- CTATUCTUYECKUE METO/bI;

- WMUTAIMOHHOE MojenupoBaHue (meron cumynsnuii Monte-Kapio,

METOJ] UCTOPUUECKUX CUMYJISILIUN );
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- METOJIbl TIOCTPOEHUS JEPEBBHEB (AEPEBbSI COOBITUM, AEPEBbS OTKA30B,
COOBITHS-TIOCIIC/ICTBHS ),
- JIOTUKO-BEPOSTHOCTHBIE METO/BI.
3. DBpUCTUYECKHE METO/Ibl KOTMYECTBEHHOTO aHAJN3a.
4. HetpaguiimoHHbIe METO/IbI:
- CHCTEMBI UCKYCCTBEHHOI'O UHTEJUIEKTA (HEMPOHHBIE CETH);
- MOJICJIMPOBAaHUE Ha OCHOBE ammnapaTa HedeTko jJoruku ( fuzzy logic).

Emé Ha ouneHke pUCKOB TPAAMIIMOHHO HCIIOIB3YIOTCS MaTEMATUYECKHE
METO/bl TOJMJEPKKU MPUHITHS PEUICHUN: TaOJIMYHBI METOJ|, METOJ[ aHaIu3a
VMepapXuii, METOJ OHKCIEPTHBIX OLEHOK. PaccMOTpuM BKpaTLe 3T METOIbl U
ONPEIEIINM UX OCHOBHBIE HEJTOCTATKH.

Tabauunsiti MemoO — METO]1, ONIUPAIOIIUNCS Ha TaOIHILy, KOTOpas sIBISETCS
CXEMOU CBSI3EU MEXAY Yrpo3amu, ysI3BUMOCTSIMHU M pecypcamu. KonndyecTBeHHbIE
Y KaueCTBEHHBIE TIOKA3aTeNN OLICHUBAIOTCS MPU MTOMOIIU OAJTBHBIX IITKAJ.

KauecTBeHHBIE OLIEHKM MCIOJIB3YIOTCS B CIIy4asx, KOrJa KOJIMYECTBEHHBIC
OLICHKH TI0 psIy IpUYKH 3aTpyaHeHsr [10].

OTHOcAmMECS K KaXAOMY THIy HETAaTUBHBIX BO3JAEHCTBUI YPOBHHU PHUCKOB,
COOTBETCTBYIOIIUX MOKA3aTEISAM LIEHHOCTH PECYPCOB, a TAKKE MOKA3ATEISIM YIPO3
U YSI3BUMOCTEH, OIICHUBAIOTCA TMpu mnomoinu Tabnuiel. KoanuecTBeHHBIN
MOKa3aTellb pyucKa ornpesensieTcss B puKcupoBaHHOM mikae. [ kaxaoro pecypca
pPacCMaTpUBAOTCS OTHOCSIIUECS K HEMY YS3BUMbBIE MECTA U COOTBETCTBYIOIIUE UM
yrpo3bl. Kaxknmas ctpoka B Tabmuile ompenensieTcs IoKaszaTreleM pecypca, a
KaXJIbI CTOJIOCI] — CTETNIEHBIO OMACHOCTH YIPO3bI U YSA3BUMOCTH.

Kak mnpaBuno, 3HaueHUs PUCKA HAXOAATCS B ONPEACIEHHON JMHEHHOU
3aBUCHMOCTH OT IOKa3aTesel LEHHOCTH pecypca, yrpo3 u ysa3BuMocTten. Ilkansl
KAUECTBECHHBIX ITOKA3aTeJEd IpPU 3TOM JIETKO KOHBEPTUPYIOTCA B IIKAJIBI C
YUCJICHHBIMU 3HAYEHUSMH.

OnucaHHbIN METOL MTO3BOJISIET IIPOBECTU KJ1acCu (UKo

paccMaTpuBaeMbIX pHUCKOB. Kpome Toro, mMeTon Aa€T BO3MOKHOCTb HAarJIsITHO
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OTpa3uTh B TAaOJIMIE CBA3b MEXKIY yrpO3aMM, HEraTUBHBIMHU BO3JEHUCTBUSMH U
BO3MOKHOCTSIMU peanu3aiuu. JIis 3Toro HeoOXOJMMO YMHOXUThH IOKa3aTeib
HEraTUBHOTO BO3AEMCTBMS KaXKJI0M yrpo3bl Ha peanbHOCTh €€ peanuzanuu. O0a
3TH TOKa3aTelsl MPeIBApUTENbHO OIIEHUBAIOTCS MO (pukcupoBaHHOU mikaiue. [lo
UTOTaM BBIYUCIIEHUS IPOBOAUTCS PAaH)KUPOBAHUE YTPO3.

Memoo amnanusza uepapxuii — METOJ, INPUMEHEHHE KOTOPOIO CBOIUT
UCCIIEJOBAaHUE MPAKTUYECKU JIIOOBIX CJIOXKHBIX CHUCTEM K IOCIEA0BATEIbHOCTH
MOTIAPHBIX CPAaBHEHUI KOMITOHEHT aaHHBIX cucteM [13]. Hepapxus B maHHOM
cllydyae — CHUCTEMa HACJIAWBAEMBIX YPOBHEU, KaKIblii U3 KOTOPBIX COCTOUT H3
MHOTUX 3JIEMEHTOB, WM (akTopoB. MHaue roBops, uepapxusi — CTPYKTypa,
KOIMPYIOIIAsi €CTECTBEHHBIN X0/ YEIOBEYECKOTO MBIIUICHHS, TP KOTOPOM pa3zyM
OOBEIMHAET MHOMKECTBO D3JIEMEHTOB, OTPAXAIOUIMX CIOXKHYIO CUTYyallUio, B
IPYNIIbl B COOTBETCTBHM C pACHpPENEICHUEM HEKOTOPBIX CBOMCTB MEXIY
JIEMEHTaMHU.

[leHTpanbHBIM BONPOCOM HA S3BIKE HEpPApXUU SBISETCA CIETYIOLIUI:
HACKOJIbKO CHWJIBHO BIIMSAIOT OTAENIbHBbIE (DAKTOPbl CAaMOro HHU3KOTO YPOBHS
yepapxuu Ha BepHIMHY — oOuryro 1enb? HepaBHOMEpHOCTh BIMSHUS MO BCEM
(dakTopaM MPUBOIUT K HEOOXOJUMOCTU ONPEIENICHUs MHTEHCUBHOCTU BIIMSHMUS,
WM IPUOPUTETOB (PAKTOPOB.

Mogenb noikHa BKIHOYATh B Ce€0S M MO3BOJSATH M3MEPATH BCE Ba)KHBIC
KOJIMYECTBEHHBIE U KaueCTBEHHbIE (paKTOpbl. OJHAKO METO padOTaET JIUILb B TOM
cllydae, KOr/ia MpakTUYeCKU Bce 3TU (DaKTOPbl U3MEPEHbl OOBEKTUBHO U B MTOJIHOM
o0BbéMe, 3HaUCHHUs MOKa3aTejaeil HEeMPOTUBOPEUMBBI, PE3YIbTaThl 3a7a4 MPUHATHS
pelieHnuii OJJHO3HAYHBl W COOTBETCTBYIOT MHEHHIO »Kcrepra. MHadue MOXKHO
OXHJIATh TIOSBJICHUS CUCTEMATHYCCKHUX U CIyYailHBIX OIMUOOK B oreHkax [13].

Memoo skcnepmmubix oyeHox — METOH, B LEHTPE KOTOPOTO JIEKUT
JEKOMIIO3UIIMS CJIOKHOM TPYIHO (popManu3yemMoii 3a/1auu Ha MOCIe0BATEIbHOCTh
Oonee MpOCTBIX MOA3a7ad, COOTBETCTBYIOIIUX  ONPEICIEHHOMY  YHUCIY

JIeMEeHTapHbIX d3kcnepTu3. OleHKa NapaMeTpoB BXOAWT B YHCIO HamOoJee
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pacrpoCTpaHEHHBIX AJEMEHTApHbIX JKcreptu3. Kak mnpaBwio, Mo OLEHKOU
HEUUCIIOBOM  MH(OpMAIIMU  TOHUMAETCS  MPHUIUCHIBAHUE  HEUYUCIOBBIM
XapaKTEepUCTUKAM KOJIMYECTBEHHBIX WJIM KaUYE€CTBEHHBIX 3HAUEHHM MO BHIOpAHHOM
1IKaJIe U3MEPEHHUI.

B oOmeM cnydae oOlleHKa 3aKklO4aeTcsi B HA3HAUYCHUU BEPOATHOCTEH
COBEpIICHUS COOBITHI, peanu3aluu Yrpo3bl, JaT COOBITMI WJIM BECOB.
OnpeneneHue BECOBBIX KOA(D(PUIIMEHTOB PHUCKOB HCIHOJNB3YeTCS Uil UX
YHOPSIIOUCHHUS U ONIPEICTICHUS TIEPBOOUEPETHBIX JEHCTBUI 10 3alIUTe. 3aTeM s
OTIpEJICJICHHS CTEMEHN 0€30MaCHOCTH CUCTEMbl HA OCHOBAHUHU YK€ OIPEIeIIEHHBIX
napaMeTpPOB HUCIOJIB3YETCs JIMHEHHBIN MeTo 1 B3BeluBanus U nmojacuéra [30].

VY onucaHHBIX METOJOB €CTh Psii HEIOCTATKOB, B 1I€JIOM, HE SIBJISIOIIUXCS
KpuTudeckumu. VX ycTpaHeHne Morio Obl TOBBICUTH 3P(HEKTUBHOCTH OIICHUBAHUA.
[lepeuncauM HeTOCTATKHU MOIPOOHEE.

Bo-nepBbiXx, MeTOAbl, OCOOCHHO METOJ| aHajiu3a HepapXuil, TPeOYyIOT
MPEIOCTABIECHUSI UCUYEPIIBIBAIOIICH MCXOIHON MH(POpMALMU 00 OOBEKTE OLIEHKH.
OpHako 1yt 9TOrO0 HEOOXOJMMO MPOAHATU3UPOBATH OOJIBIIOE KOJIUYECTBO
Pa3HOPOAHBIX TMapaMeTpoB cocTosiHus. McuepmnbiBatolee KOJUYECTBEHHOE
OMMCAaHUE COCTOSIHHUS UCCIEAYEeMOM CHUCTEMbl B O3TOM CIIy4ae [MOJIY4YUTh
HEBO3MOXHO, TIOCKOJIbKY 3a BpeMs, HEoOXoAuMOe JJisi €ro IOJy4deHHUs,
00CTaHOBKa BHYTPU U BHE CUCTEMbBI MOKET 3HAUUTEIBHO N3MEHUThCSA. Kpome Toro,
Jlaxe B cllydae MOJIYYEHHUsI TaKOro OIMUCAHUST OHO OyJeT MpeACTaBlATh COOOM
OTPOMHBIA 00BEM HHGOpMAIMK, TPEOYIOMUNA AJis CBOeH 00pabOTKH OOJBIIOTO
KOJINYECTBAa BPEMEHHU U BBIUUCIUTEIIBHBIX PECYPCOB.

Janee, OlleHKHU JalOTCSI OTHOCUTEIBLHO JUCKPETHOM IIKAJIbI U SBIISIFOTCS, KaK
MPABWJIO, YUCIECHHBIMU. JTO YTBEPKIACHUE B KAKOW-TO CTEIEHUM OTHOCUTCA U K
KaueCTBEHHBIM OLICHKaM. Takas cxema MpeJCTaBJICHUS JaHHBIX HE YYHUTHIBAET
OCOOCHHOCTECH MPEICTABICHUS CIIOKHBIX 3HAHUM B YEJIOBEYECKOM Mo3re. B
pe3yJibTare MareMaTHdeckas MOJeidb OOBbEKTa OLICHKH, CIIyXallas OCHOBOM IS

MPUHSATHUS PEIICHU, 00€THAETCS, YIPOIIAETCS U, BO3MOXKHO, JaKe UCKaKAeTC .
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Hampumep, 0O0BEKT OLEHKM MOXKET 00JIajaTh 4YacThl0 XapaKTEepPHBIX
MPU3HAKOB OIpPEACICHHON KAaTeropuu, a APYrol 4acThl0 B TO K€ BpeMsl HeE
obOnanath. UHbIMU cllOBaMU, IPUHAIJICKHOCTh 00BEKTa K ONpPEIeIEHHOMY Kilaccy
MOXET ObITh pa3mbiTa. COOTBETCTBEHHO, B TaKOM Clly4ae MPUHIIUIIHUAIBEHO
MEHSETCS JIOTUKA B3aUMOCBSI3U BXO/JHBIX M BBIXO/HBIX JIAHHBIX.

Orenka Bcerya 3aBUCUT OT CYOBEKTUBHBIX CYKICHHM IKCIIEPTa, €T0 3HAHHMA
u onbiTa. B 1enoMm, BausiHEe CYOBEKTUBHOCTU TpPH 00pabOTKe CYOBEKTHUBHBIX
JTaHHBIX HEM30€XKHO U Jaxke mosie3Ho. OTHaKO BO3MOXKHBI CIIy4ad OTPUIIATEIIBHOTO
BIIUSIHUA CYOBEKTUBHOCTH, M B TaKUX CIIy4yasx JOJDKHBI OBITh HaJIEKHBIC
MEXaHU3MBI JJI1 KOPPEKIIUU CYyObEKTUBHOCTH.

Haxkownen, mayisi mpoBeieHus ayAuTa IpU MOMOINM YKa3aHHBIX METOJOB U
peau3ylonmx HMX CPEACTB JKCIEPT JOJDKEH 00J1alaTh JOCTaTOYHO OOJIBIIUM
OMBITOM ayJuTa W HaBbIKaMU padoThl ¢ cuctemoil. CpeacTBa, peaau3yrollue
OMMCAHHBIE METO/[IbI, SIBIISIFOTCSA CPEJICTBAMU MOJAEPKKU NMPUHATHSA pemeHuid. K
CaMOCTOSITEJIbHBIM JICCTBUSIM, HANPABJICHHBIM HAa HAKOIUIEHHE COOCTBEHHOTO
OTbITA, KOPPEKIUIO CYOBEKTUBHOCTH IMPHU OIEHWBAHUHM W TOWUCK ONTHUMAJIHHOTO
pelIeHrs MOCTaBICHHOM 3a/1aui OHU HE CITIOCOOHBI.

Takum oOpa3om, IJig MOBBIIICHUS KAa4eCTBa OIICHKHM PUCKOB HEOOXOIUMO
UCCIIEIOBATh U PEAIM30BaTh, BO-TIEPBBIX, MEXAHU3MbI TIPEACTABICHUSI HEUETKUX U
HETOJIHBIX JTAHHBIX (HEUETKHUE MEXaHU3MBbl), BO-BTOPHIX, MEXaHU3MbI YCTPAHEHUS
CyObEKTUBHOCTH HEUETKUX M HEMOJIHBIX JAaHHBIX W TIOMCKAa ONTUMAJIBHOTO
pemieHuss 3ajayu  (IBOJIIOIIMOHHBIE MEXaHW3Mbl). JIisi yKa3aHHBIX Iieiel B
HACTOSAIEE BPEMsSI MCCIECAYIOTCS BOIMPOCHI MPUMEHEHHUS HEUETKHUX MEXaHHU3MOB
HECKOJIbKUMH UCCIIE0BATEISIMUA HE3aBUCUMO APYT OT JIpyra.

Heuetkas noruka He TpeOyeT MOJEIMPOBAHUS TOYHBIX W OJHO3ZHAYHBIX
(bOopMyIMPOBOK 3aKOHOMEPHOCTEM, OHA MPENO0JIAracT COBEPIIEHHO HHON YPOBEHb
MBIIIICHUs, OJarojgapsi KOTOPOMY TBOPUYECKHH TMPOIECC MOJACIUPOBAHUS
MPOUCXOJUT HA HAWBBICIIEM YPOBHE aOCTpaKIMu, P KOTOPOM MOCTYJIUPYETCS

JIUIITHF MUHUMAJIBHBIA HA00p 3aKOHOMEPHOCTEH.
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2.2 OCo0eHHOCTH M METOIUKA OLIEHKHA PUCKOB 0€3011aCHOCTH

ONTHYECKHX ceTel TCJICKOMMYHHUKAIIUN HA OCHOBE He4YeTKOM JIOTHKH

2.2.1 OCHOBHDBIC MOHATHUA HEYETKOM JJOTUKHU

OCHOBHBIM 3TanOM aHajlN3a PUCKOB SIBJISETCS OLUEHKA PUCKOB. M3BECTHBI
pa3IuYHble  METOJMKHM  OIIEHKM  pPUCKOB  O€30MIaCHOCTH, HMX  MOYHO
KJIACCU(PUIIMPOBATH MO TUITY UCIOJIB3YEMOM B HUX MPOIEAYPbI MPUHATHUS PEIICHUS
Ha:

a) OJHOATANHbIE, B KOTOPBIX OILIEHKA PHUCKA BBIMOJHSIETCA C IOMOIIbIO
OJTHOPA30BOM pEIIAIOIIEN IPOLEYPHI;

b) MHOrO3TamHBIe, C MpPEIBAPUTCIBHBIM OICHUBAHHEM  KITFOYEBBIX
napameTpoB.

OpHo3TanHbIe METOIUKH, KaK MPAaBWIIO, UCIIOJIB3YIOTCSI HA HAYaJIbHOW CTa Uy
pa3BUTHS HMHPOPMALMOHHOM WH(QPACTPYKTYphl, KOIJa KIIOYEBBIE (PAKTOPBI,
onpeesroe HHPOPMAITMOHHYIO OE301TaCHOCTh, €III¢ HE BBISBJICHEI.

MHorosTanHple METOJUKH, C MNPEIBAPUTEIBHBIM OLIEHMBAHUEM KIIFOUEBBIX
napaMeTpOB, SBJSIOTCS 00Jice KOHCTPYKTUBHBIMHI [25].

OnHako HCHONBb3YEMBbI MEXaHU3M OLEHKH pPHCKa B AITHUX METOJMKaX
IpeJCTaBICH B BUJE TaOJUIbl, OTpa)karolle 3aBUCUMOCTbh pUCKa OT JIBYX, JTUOO
TPEX BXOJHBIX MEpPEMEHHBIX. [Ipn 3TOM 3HaUeHHE KaKIOM NEPEMEHHON, BKIIOYAs
PUCK, OIICHUBAETCA IO TPEXYPOBHEBOM, MO0 NATHYpOBHEBOW Imikane. Takoi
(GKECTKMI» MEXaHU3M TMOJIyYEHHUS] OLEHOK PHUCKa CYIIECTBEHHO OrPaHUYHMBAET
BO3MOKHOCTH TIOJIOOHBIX METOAMK B ILIeJIOM. MexaHu3M K€ MOJIYy4YeHUs: OLEHOK
puckoB Oe3omacHoctd OCT Ha ocHOBe HEUYETKOM JIOTHKH TO3BOJISECT 3aMEHUTH
npUOIMKEHHBIE TaOJIMYHbIE METOAbl TpyOOll OIEHKM PHUCKOB COBPEMEHHBIM
MaTeMaTH4eCKUM MeToAoM. [Ipu MCHosib30BaHMM HEYETKOW JIOTMKH JUISl OLEHKH

PHUCKOB HEOOXOIMMO PaCCMOTPETh OCHOBHBIE OHATHSI U OITPEIETICHUS.
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Heuerkum MHOXecTBoM (fuzzy set) A Ha yHuUBepcaibHOM MHOXkecTBe U
Ha3bIBaeTCs coBoKymHOCTh map (Ma(u), u), rme Ma(u) - cTeneHb IPUHAICKHOCTH
anmeMeHnTa Ue U k HeueTkoMy MHOXecTBY A. CTemeHb NMPHHAICKHOCTH - 3TO
yucno u3 auanasona [0, 1]. YeM BeIlIe cTENEeHb NPUHAICKHOCTH, TEM B OOJIbIIEH
Mepe AJIEMEHT YHHBEPCAIBHOTO MHOXECTBA COOTBETCTBYET CBOHCTBAM HEUETKOTO
MHOKECTBA.

dynkuueit npuHamIexkHocTH (membership function) HazpiBaeTcss QYHKIUA,
KOTOpass TIO3BOJISICT BBIYUCIUTH CTENCHb TMPUHAIICKHOCTA IMPOU3BOJILHOTO
AJIEMEHTa YHUBEPCAJIHLHOTO MHOXKECTBA K HEUETKOMY MHOXKECTBY.

Ecnu yHuBepcalbHOE MHOXKECTBO COCTOMT K3 KOHEYHOTO KOJIMYeCTBa

anemeHToB U = {U1,Uy,...,Us}, TOrJa HEUETKOE MHOXKECTBO A 3aIIUCHIBACTCS B BH/IE:

A=Y Ma/Ui . (2.1)

B cnyuae nenpepriBHOTO MHOXecTBa U HCHONB3YIOT Takoe 0003HaueHue A
= Ma(u)/u.

JluarBuctuueckot  mepemenHodt  (linguistic  variable)  Ha3wiBaeTcs
MepeMeHHasi, 3HAYEHUSIMH KOTOPON MOTyT OBITh CJIOBa WM CIOBOCOYETAHUS
HEKOTOPOTO €CTECTBEHHOI'O WJIM UCKYCCTBEHHOTO SI3bIKA.

JIuHTBUCTHYECKasl TepeMeHHas 3ajaetcs nsarepkou <x, T, U, G, M>, rae x -
UMs TEPEMEHHOH; | - TEepPM-MHOXKECTBO, KaXKIbI AJIEMEHT KOTOPOro (TepM)
MPEACTABISIETCS] KaK HEUETKOE MHOXKECTBO Ha YHUBEpcaabHOM MHOXkecTBe U; G -
CHHTAaKCHYECKHE MpaBUja, 4acTO B BHUJE I'PAaMMaTHKH, MOPOXKIAIOIINE HAa3BAHUS
TepMoB; M - cemaHTHUecKue TpaBuia, 3afaroniue (QYHKIUH TPUHAIICKHOCTU
HEUYETKUX TEPMOB, MOPOXKJACHHBIX CUHTAaKCUUYECKUMHU MpaBuiamu G.

TepM-MHOXkeCTBOM (term set) Ha3bIBAETCS MHOYKECTBO BCEX BO3MOYKHBIX
3HAYECHUW JIMHTBUCTUYECKOMW IIEPEMEHHOM.

Tepmom (term) Ha3pIBaeTCs JIOOOH DJIEMEHT TepM-MHOXKeCTBa. B Teopuu

HCUCTKUX MHOXKCECTB TCPM (bopManmyeTc;I HEYCTKUM MHO>KCCTBOM C ITOMOIIIBIO
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bynkiun  npuHamanexkHoctd. [ebasudukanueit (defuzzification) HaswiBaeTcs
npoleaypa npeoOpa3oBaHmsi HEYETKOTO MHOKECTBA B UETKOE YHUCIIO.

B teopum HedyeTKHMX MHOXECTB mpoleaypa nedasudukanuy aHaJIOrM4YHA
HaXOXKJECHUIO XaPAaKTEPUCTUK TOJIOKEHUS (MAaTEeMAaTHYECKOTO OXKHIAHUSI, MOJIBI,
MEJMaHbl) CIIy4alHBIX BEJIMYMH B TEOPUHU BeposiTHOCTH. [IpocTeiimmm criocodbom
BBITIOJIHGHUS TIpOTIeAyphl Aedaz3uduKanuu sSBISETCS BBHIOOP YETKOTO YHCIIA,
COOTBETCTBYIOIIETO MAKCUMYMY (DYHKIIUU MTPUHAIIICKHOCTH.

Hedazudukaiuss HEUETKOTO MHOMXKECTBA A= I 4, (u)/uno merony ueHrpa

[u.]

TSOKECTH OCYIIECTBIISIETCS 10 (hopMyJIe:

u-p,(u) du
a=-———— . (2.2)
pa(u) du

| ey
| S ey |

Jle(asnduKarnus HEYETKOTO MHOKECTBA A = I 4, (U)/umo MeTony MeHaHBbI

[ud]

COCTOUT B HAXOKACHUHN TAKOTO YUCJIA a, YTO

[ aa (W) du= g, @ du - (2.3)

Jledasudukamnmss HEYSTKOTO MHOXKeECTBa A = I 4, (u)/umo meromy meHTpa

[uu]

MaKCHMYMOB OCYIIIECTBIIICTCS 10 (hopMyJIe:

judu
a== : (2.4)
jdu
G
rie: G - MHOXECTBO BCEX OIEMEHTOB M3 HHTepBana |U, U] , MMeomux

MaKCHMAaJIbHYIO CTENeHb IPUHAIIEKHOCTH HEUETKOMY MHOKECTBY A.
Heuetkoit 0a3zoit 3nanuit (fuzzy knowledge base) o Bnusauu gakropos X =
{X1, Xz,..., Xp} Ha 3HAUCHHME MapameTpa Y Ha3bIBACTCS COBOKYITHOCTH JIOTHYECKUX

BBICKA3bIBAHUU THIIA:
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ECJIN (x, =a/ )11 (x, =al*)u1.. M (x, =a}*)
VT (x, =/ ) (x, =aj?) 1.1 (x, =a)?)

NJIn ( L =a/" )I/I (x2 —ald )I/II/I (xn —a ),
TO y=d;, amst Bcex | =1m,

rae: a” - HeweTkuil TepM, KOTOpBIM OIEHMBAeTCA MepeMeHHas X; B CTPOUKE C
HomepoM jp (p =1,_kj);

Kj - KOnMMuecTBO CTPOUYEK-KOHBIOHKINH, B KOTOPBIX BBIXOJ Y OLCHHBACTCS
HEYCTKUM TepMoM 0, ] =1m:

M - KOJMWYECTBO TEPMOB, HCIIONB3YEMBIX /IS JIMHTBUCTHYECKON OICHKH
BBIXOIHOTO TTapameTpa Y.

C nomompto omepamuin U (MJIM) u » (M) Hewerkyro 0a3y 3HaHUU

niepenuiieM B 00Jiee KOMIaKTHBIA BU/T:

ki n ) -

— P — 1 —
Y|:I (Xi _ai ):|—)y_dj1 J_l’m . (25)
p=1l i=1
Hewetkum noruueckum BbiBogioM (fuzzy logic inference) nHa3biBaeTcs

anmpokcuMaIus 3aBucuMoctu Y=Ff(Xy,Xz,..,Xn) C TTOMOIIBIO HEUETKOM Oa3bl 3HAHUIA
W Oleparyii HaJl HEYETKUMH MHOKECTBAMHU.

BricoToii HeueTkoro MHOXKecTBa A Ha3bIBACTCA BCPXHAA I'paHHIOAa CIo

byHKIMY puHAIIe:)KHOCTH [25]:

hgt (A) =sup, (U) . (2.6)

ueU
HeueTkoe MHOKECTBO A Ha3bIBAETCS HOPMAIBHBIM, ECIIA €r0 BHICOTA PABHA
enuHuie. HedeTkne MHOXXECTBa HE SBISIOLIMECS HOPMAJIbHBIMU Ha3bIBaIOTCS
cyOHOopMasibHbIMU.  HopMmanuzaums -  npeoOpa3oBaHue  CyOHOPMalIbHOTO

HEYETKOTO MHOXKECTBA A B HOpMaIbHOE 4 ompenensieTcs mo GopMmyiie:

A= norm( )<:>,uA( )_rfl:—((A)) YueU . (2.7)
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T 1

i T T
|’]" —— cyBHOPMANLHOE HEYETKOR MH-BO
—  HOPMANMW3 0BAHHOE HEYETKOE MH-EO

08+

06

04F

02r

Puc.2.2 - Hopmanu3aiiysi HS4eTKOT0 MHOYKECTBA

HocurenemM He4YeTKOro MHOXeCTBA A HAa3bIBACTCS YETKOE IIOIMHOKCCTBO

YHUBCPCAJIbHOI'O MHOKCCTBA U, QJIEMCHTBI KOTOPOI0 MMCIOT HCHYJICBBIC CTCIICHU

IMPUHAOJICKHOCTH
(2.8)

supp(A) ={u z1, (u) >0} ,

~

o-ceueHHeM (WM MHOXECTBOM O-ypPOBHSI) HEYETKOro MHOXecTBa A

Ha3bIBACTCA YCTKOC IIOAMHOZKCCTBO YHHBCPCAJIBHOI'O MHOXKCCTBA U, OJICMCHTBI

KOTOPOIro UMCIOT CTCIICHU IIPUHAIJICKHOCTHU OOJIBIIINE UJTH PpaBHBIC OL.

A ={ug,W>a}l, ac[0]]. (2.9)

3HadyeHWe o Ha3bIBalOT O-ypoBHeM (puc.2.3). Hocurens (sap0) MOKHO

paccMaTpuUBaTh KaK CEUEHUE HEUETKOIO MHOXKECTBA HA HYJIEBOM (€IMHHUYHOM) O-

YpOBHE, puc.2.3.
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HEeYeT koe MHOXECTED

08

06
- YPOBEHb

0.4 F

02

ALpO

.- CEYEHHE

HOCHTENE

Puc. 2.3 - ﬂI[pO, HOCHTCJIb U 0-CCUCHUC HCUCTKOI'O MHO>KCCTBA

HOHOJ’IHCHI/IGM HEYCTKOro MHOXKecTBa A 3aJaHHOTO Ha U Ha3pIBaeTcs

HEYeTKOe MHOXKECTBO A ¢ QDYHKIHMeH MpUHAIIeKHOCTH 45 (U) =1— g, (U) s Beex

ueU, puc.2.4.

H —— HEYETKOE MHOXECTED A
— A0nofHeHWe KHBHET!OJMYMHD)KECTBYA
1T—— }Il_ — — —

0ar

0
0

Puc.2.4 - JlonioJiHEHHE HEYETKOTO MHOXKECTBA

~

[Tepeceuennem HeueTkux MHOXKECTB A u B 3amanHbix Ha U HaszbIBaeTcs

Heuetkoe  MuHOkectBo C=ANB ¢ GyHKIIMEH  TPHUHAUICKHOCTH

e (U) =min(z, (U), 1, (u)) s Bcex UeU . Omepanust HaXOXKIEHUS MUHMMyMa

TaKke 0003HavaeTcs 3HakoM N, T.e. L. (U) = g, (U) M g, (U) (puc.2.5).
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8] =

Puc.2.5 - Oneparus Hax0XACHUS MUHUMYyMa

OGbeMHEHHEM HEYeTKHX MHOXecTB A u B 3amammbix Ha U Ha3ssBaeTcs
HeueTkoe  MHOkectBo D =AUB ¢ ¢dyskumeit  npunHamiexHoCTH
o (U) =max(ze, (U), 12, (U)) st Beex U €U . Onepaums HAXOKICHHS MakCHMyMa

TaKkKe 0003HauaeTCs 3HakoM U, T.e. L, (U) = 1, (U) U g, (U) (puc.2.6).

A
u

LB

Puc.2.6 - Onepanust HaX0XKAECHUA MAKCUMyMa

2.2.2 MexaHHu3M HEYEeTKOI0 JJOTH4eCKOro BLIBO/1a

B ocHoBe meroauku oneHku puckoB Oe3zonacHocT OCT nexutr MexaHu3m
HEUETKOTO JIOTHYECKOTO0 BhIBOA [25].

Hed€TknuM 7OTMYECKMM BBIBOJOM HA3bIBACTCS MOJYUYECHHUE 3aKJIIOUYCHHS B
BHUJIE HEUETKOIO MHOXECTBA, COOTBETCTBYIOIIETO TEKYIIMM 3HAYEHUSM BXOJIOB, C
HCIIOJIb30BaHUEM HEUETKOM 0a3bl 3HAHUHM U HEUETKUX OTNepaIui.

B kauectBe 0a30BOro HEUYETKOrO JIOTMYECKOrO BBIBOJA  MOYKHO

HWCIOJIL30BaTh BEIBOA MaMaaHH.
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Heuerknit jiorudeckuid BBIBOJ MO AITOPUTMY MamIaHu BBINOJHSAETCS 10

HeueTkou 0a3ze 3HaHui(2.10):

k.

i n -
U[l X; =ai'jp66600MijJ—)y=dj, j=1lm , (2.10)
p=1\i=1l

B KOTOpPOW 3HAUYEHUA BXOJHBIX M BBIXOJHOW TEPEMEHHOM 3a/1aHbI
HEYEeTKMMHU MHOXKeCcTBaMU. BBenieM crenyromie 0003HaueHus:

1, (X;) - YHKIMS IPUHAUIEKHOCTH BXOJa X, HEYETKOMY TEPMY &, ;,, T.€.

i,jp 2

x|

a = | 1 (%)%, % eLﬁZJ (2.11)

1,]p

1<

1d;(y) - QyHKIUS TIPUHAIIEIKHOCTH BBIXOAA ' HeyeTkoMy Tepmy d ;> T.C.

d; = [ud;(V)/y, ye|yy]|. (2.12)

< C——y < |

CTeneHn TPUHAJICKHOCTH BXOJIHOTO BEKTOpPa X*=(X,X, ,...X,) HCUYETKAM TepMaM

d, 13 0a3bl 3HAHMI PaCCYUTHIBACTCA 110 popmyie (2.13):

* V AN * - PR
a0 =g e g ()T 213
rae v(A) - omepaudss M3 MHOXECTBA peajv3alMdil JIOTMYECKOW Olepanun
«IJIN(N)».

Haunboiniee 4yacto MCHONB3YIOTCS CIEAYIOIIME peau3aliu: Ui Olepanuu
«AJIN» - HaxoxkaeHWe Makcumyma W 1 omnepauuu «M» - HaxoxaeHue
MHHUMYMa.

B pesynbTare Mmojy4acM TaKOE HEYETKOE MHOKECTBO Y , COOTBETCTBYIOIIEE
BXOJHOMY BEKTOpPY X .

GG (X*®) pdy (X% - pd, (X*) (2.14)
d, d, d

m

I[J'ISI nepexoga OT HEUCTKOr0O MHOXKECTBA, 3aJaHHOI'O Ha YHHMBCPCAJIbHOM

MHOXKCECTBC HCUYCTKHUX TCPMOB {dl; dz yrreny dm } HCUCTKOMY MHOXCCTBY Ha

HWHTEpBaJe LX, YJ HeoOxoauMo: 1) «cpe3aTh» QYHKIIUU MTPUHAJICKHOCTH ,udj (y)
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Ha yposHe Md J-(X ) ; 2) oOBEAMHNTH (arpernpoBaTh) INONYYEHHBIE HEUETKHE
MHOKECTBA.

MaremMaTH4EeCKH 3TO 3aHUCHIBACTCS CICAYOIINM 06pa30M:

Y
v __a99 . *
rac JiLf — arpCrupoBaHHUC HCYCTKHUX MHOKCCTB, KOTOPOC HauOoJIee dYacTo

peanusyercs onepanreil HaX0XJIeHUsI MaKCUMyMa.

UeTkoe 3HAYEHUWE BBIXOAA Y , COOTBETCTBYIOIIEE BXOJIHOMY BEKTOPY
X ompenenserca B pesynbrate aed(azsudUKanuM HEYETKOrO MHOKECTBA Y .
Hau6onee yacto npumensiercs nedazzuduxanus mo METoy IEHTPa TAKECTH:

YeTkoe 3HAYEHUE BBIXOIA Y , COOTBETCTBYIOIIECE BXOJHOMY BEKTOPY

(Y)dy

¥

Y =

. (2.16)
(Y )dyY

¥

< e <[ e <

rac — CHMMBOJI HHTCTpaJa.

< ) <|

2.2.3 O0uue moJI0KeHHus AJIrOPUTMA OLICHKU PUCKOB 0€301IaCHOCTH

METOJAMH HeYeTKOH JIOTUKH U TCOPHUHA HCUYECTKHX MHOKECTB

OO01me MoI0KEHUS aIrOpPUTMa OIIEHKH PUCKOB:

1) ompenensitorcsi HaOOPHI JIMHTBUCTHUUECKUX TEPMOB, XapaKTEPU3YIOIIUX
3HAUCHUS BXOJHBIX IMapaMeTpoB (YpPOBEHBb yrpo3sl YY1, ypoBEeHb YS3BUMOCTH
YV2, yposens yiep6a YVY3) u BeixomHoro napamerpa (ypoBeHb pucka Y P);

2) 3agaetcs Habop BXOoAHBIX mapameTpoB Y Y 1i (i = 1...M), onpenenstomux
YPOBHH yrpo3. BXojaHble mapaMeTpbl UMEIOT KOJIM4YeCTBEeHHbIE 3HaueHus [0...1]

WM KAa4YCCTBCHHBLIC 3HAYCHHUA, BBIPA)KCHHBIC B TCPMaX JTHMHIBHCTHYCCKHX

MIEPEMEHHBIX;
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3) 3amaercst HaOop BXOAHBIX apameTpoB Y Y21 (1 = 1...N), onpeaenstomumx
YpPOBHU ysI3BUMOCTEW. BXOaHble mapamMeTpbl MUMEIOT KadeCTBEHHBIC 3HAUYECHUS,
BBIPAKEHHBIE B TEPMAaX JIUHIBUCTHYECKUX TIEPEMEHHBIX;

4) 3amaeTcss HaOOp BXOJAHBIX MmapameTpoB Y Y3i (i = 1...K), onpenensronux
ypOBHHU yillepOa. BxoaHbie mapaMeTpbl UMEIOT KoJIMueCTBEHHbIE 3HaueHus [0...1]
WM KAUYECTBECHHBIC 3HAYEHUS, BBIPAXKEHHBIE B TEepMaX JIMHTBUCTUYECKHUX
MEPEMEHHBIX;

5) HaxoIUTCA BBIXOJIHOM mapameTp Y P, onpenenstonuii ypoBeHb PUCKa;

6) dbopmupyetrcss Habop mpoAykimoHHbIX mpaswmi Buga «ECIIU, ..., TOy,
OTPAKAIOIIUX B3aMMOCBS3U BXOJHBIX MTAPAMETPOB C BBIXOIHBIM;

7) mnpousBomuTcs (asuduKams BXOJHBIX MapaMeTPOB — HAXOXKJCHUE
3HAYeHUN  (PYHKUMA  TPUHAJICKHOCTH, COOTBETCTBYIOIIMX  IOJYYEHHBIM
3HAYCHUSIM OILIEHOK BXOJIHBIX IEPEMEHHBIX;

8) MPOU3BOAMTCS arperupoBaHUE — OINPEJCICHUE CTENEHU HCTUHHOCTH
YCJIOBUH 10 KXKJIOMY U3 MPOAYKIIMOHHBIX TPABUI;

9) mpou3BOAUTCS aKKyMYJIMPOBAHHE 3aKIIIOUCHUIM — HAXOXKJIeHUE (PYHKITUU
MPUHA/JICKHOCTH BBIXOJIHOTO MapaMeTpa C YYETOM arperupoBaHMS;

10) npousBoautca nedasudukaius BIXOAHOTO MapaMeTpa.

Takum  oOpa3oMm, TMPEACTAaBIEHHBIM MOAXOJ K  OIEHKE  PHUCKOB
MH(OPMAIMOHHOW O€30MaCHOCTH MO3BOJISET:

— MPOU3BOAUTH OLIEHKY YPOBHS PUCKA;

— MPOU3BOJUTH OIICHKY YPOBHSI PHCKa Kak B OOIIEM, TaK U IO Pa3IMYHbIM
KpUTEepUsiM (HampuMep, PUCK MOTEPH pemyTanuu, (UHAHCOBBIM PUCK, PUCK Ha

COOTBETCTBHE PA3IMYHBIM HOPMAM H T.1I.).

2.2.4 IlapameTpuyecKne aJITOPUTMbI OLIEHKH PUCKA 0€30MaCHOCTH

[TocTpoeHue mnapaMeTpUUEeCKUX aJIrOPUTMOB MOXET OBITh OCHOBAaHO Ha

HECKOJIbKUX NapaMeTpax, KOTOPHIC OLICHUBAIOTC 110 N—ypPOBHEBLIM IIIKAJIAM.
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Jlanee paccMOTpUM JBYXMapaMETPUUECKHI aNrOpUTM OIICHKA PHCKa C
TPEXYPOBHEBHIMH IIKAJIAMHU BXOJIHBIX ITapaMeTpoB [6].

MexaHnu3M MONYYEeHUs] OLEHOK pHUCKa Ha OCHOBE HEYETKOH JIOTHUKH C
NpeBAPUTEIILFHBIM ~ OIIGHUBAaHMEM JBYX BXOJHBIX IAPaMETPOB:  OICHKH
BEPOSITHOCTH HEKOTOPOTO HHIMIEHTa U ymepda OT 3TOro HWHIM/ICHTA,
IPEIoIaraeT, 4ro:

a) A7 BXOJAHBIX BEJIMYMH W PHCKA 3alaHbl TPEXypPOBHEBBIC MIKAIIbI, Ha
KOTOPBIX OIpENEeICHbl HEYETKHE TEPMbI, COOTBETCTBYIOMIHE «OOIBIIOMYY,
«CpeIHEMY» U «HU3KOMY» 3HAUCHUSIM ITePEMEHHBIX;

b) noruka cBsI3u BXOJHBIX BEIMYUH U PHUCKA COOTBETCTBYET «TaOIHMYHOMYY
MEXaHM3MY OIICHKH pHUCKa, mpeicTaBieHHOMY B pekomenmamusx NIST 800-30
(Tabmnuma 2.1);

C) 3HAYMMOCTh BCEX JIOTUYCCKHMX MPaBUJ BBIBOJIA OJMHAKOBA (BCE BECOBBIC
KO3 PHUIHUEHTHI TPOTYKIIMOHHBIX MTPABHII PABHBI €AMHUIIE);

d) TEM HJIA UHBIM CIOCOOOM IMOJY4YCHBI OCHKN BXOAHBIX IICPEMCHHBIX.

Tabmuma 2.1.
OneHka pucka o TpexXypoBHEBBIM IIKAJIaM
VYiepo
BepostHoCTh «bonpmioiiy «CpenHuii» «Huzkuii»
«bonbasy b C H
«Cpennsisa» C C H
«Hwuzkas» H H H

[IponyKuHOHHBIE MpaBWIIa, COOTBETCTBYOIIME Tabn.2.1., MOXHO mpen-

CTaBUTb CIECAYIOLUIUM 00pa3oM:

a) ECJIN BepositHocTh «bonbmas» WU Yuiepd «bonbmioi», TO Puck

«bonbmoit» (b);

b) ECJIN BepositHocth «bonbmas»y U Ymepo «Cpemnuuity, TO Puck

«Cpennuit» (C);
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c) ECJIN BepostHocts «bonbmasy N Ymepd «Huzkwity, TO Puck =
«Hwuzkuit»y (H);

d) ECJIM Beposaraocts «Cpennsisi»y M Ymep6 «bonbmoity, TO Puck =
«Cpennuit» (C);

e) ECJIM BepositHocth «Cpennsisiy M Yimepo «Cpennwnity, TO Puck =
«Cpennuit» (C);

f) ECJIN Bepostnocts «Cpemnsisi» M Ymepd «Huskuit», TO Puck =
«Hwuzkuit»y (H);

g) ECJIN BepostHocth «Hwuszkas» U Ymep6 «bomnwmoit», TO Puck =
«Huzkuit» (H);

h) ECJIM BepostHocts «Huskas» WU Ymepo «Cpenuuit», TO Puck =
«Huzkuit» (H);

1) ECJIM BepositHocth «Huskas» WU Ymepd «Huskuity, TO Puck =
«Huzkuit» (H).

A Temepp  pacCMOTPUM  JBYXIApaMETPUYECKUM  allOPUTM  C
NATUYPOBHEBBIMU  MIKajdaMu. [IpeAmnosioxuM, dYTO  alrOpuTM  OCTaeTCs
JBYXIAPAMETPUUYECKUM, HO JJI1 U3MEPEHUS] BXOJHBIX MapaMETPOB UCIHOJIb3YIOTCS
ATUYpOBHEBBIE IIKaJbI. [[Ikana BEpOSITHOCTH CONEPKUT CIECTYIOUIUE YPOBHHU:

a) A — coObITHE TPAKTUUECKH HUKOT]Ia HE MPOUCXOJINT;

b) B — coObITHE CaydacTCst peaKo;

c) C — BepOSATHOCTH COOBITHS 32 pacCMATPUBACMBIN MPOMEKYTOK BPEMEHHU
npubau3uTenbHo paBHa 0,5 (COOBITHE BIOJHE BO3MOXKHOE MTPU COOTBETCTBYIOIIEM
CTE€UEHHH O0OCTOATENBCTB);

d) D — ckopee Bcero coObITHE IPOU30UICT (TIPU OPTaHU3AIMH ATaKH);

e) E — coObITHE, BeposiTHEE BCETO, MPOU30MIET (TP OPraHU3aIliH aTaKu).

[lxana ymepOa coepKUT TaKXe MsATh YPOBHEH:

a) N (Negligible) — ymiep6, KoOTOpBIM MOXKHO TIpEeHEOPEUb;

b) Mi (Minor) — He3Ha4YMTENBHBIN YIIEPO, MOCIEACTBUS KOTOPOTO JIETKO

YCTPaHUTB;
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c) Mo (Moderate) — ymepeHHBIH yI1iepO;

d) S (Serious) — cepbe3HbIil yiepO, JTUKBHIAIUSA KOTOPOTO BO3MOXHA, HO
CBsI3aHa CO 3HAYUTEIBLHBIMU 3aTPaTaMU;

e) C (Critical) — xpuTHueckuii ymepO, KOTOpBIM CTaBUT MOJ COMHEHHE
BO3MOYKHOCTh YCTPAHCHHS €rO TIOCIICICTBHIA.
[Ikaa a7t OIIEHKU pUCKA MOXKET OBITh 3a/laHa B BUJIC TIOCIICIOBATEIIBHOCTH YUCEI
or 0 mo 8, BKIIOYHMTEIbHO. 3aBUCUMOCTh PHCKAa OT BEPOSTHOCTH YyIIepoOa

npuBecHa B Ta0I.2.2.

Tabmauma 2.2
[MIxana OICHKH PHCKA II0 IIITHYPOBHCBBIM IIKAJIaM

BepositHOCTB Yiep6

Mi Mo S C
A 0 1 2 3 4
B 1 2 3 4 5
C 2 3 4 5 6
D 3 4 5 6 7
E 4 5 6 7 8

PaccMoTpuM TpexmapaMeTpuYeCKUid aaropuT™M OLEHKH pucka. C MoMoIIbo
NPOAYKIMOHHBIX TMPaBUJl HEYETKOM JIOTUKU HEOOXOJUMO BOCHPOM3BECTH
MEXaHU3M BBIBOJA, COJEpKAIUMA TPU BXOJIHBIE TEPEMEHHBIE, KOTOPBIMHU

SBJIAIOTCS: BO3MOKHBIM ymepd OT UWHUUAEHTa, 3(QQPEKTUBHOCTb 3aLIUTHl U

(o

[ I
[S(bq)eKTHBHOCTL 3aIJ_[I/ITLI] [ [ToTenuman yrpo3sl ] [ VYiep6 ]

noTeHIuan yrpossl (puc.2.7) .

Puc.2.7 - Onenka pucka 1o TpeM BXOJAHBIM EPEMEHHBIM



96

B  mamHOM  cimyyae — BEpOSATHOCTh ~ BO3HMKHOBEHHMS — WHIIMJCHTA
HEIIOCPEJICTBEHHO HE SBJIICTCS BXOJHOH BEIUYMHOH, II03TOMY OHa HE
npe/cTaBieHa Ha puc.2.7, oaHaKo, oHa OyAeT WCMOJb30BaHA I JIOTHYECKOTO
00OCHOBaHUS TIPABHJI MIPOTYKIIHOHHOTO BBIBOJIA.

Hwxe paccMOTpuM MeTOIbI OlIeHKH 3 (HEKTUBHOCTH 3aIIHTHI.

Hns  oueHkrn 3(PQPEKTHBHOCTH 3alIWTHI [EIECO00pPa3HO HCIOIB30BAThH
TpeboBanus MexayHapoaHoro crangapta ISO/IEC 27002:2005 «IIpaktuueckue
npaBuWia ynpaelieHus HWH(pOpManMoHHOW Oe3omacHOCThIO». B cranmapre
OTIpE/ICTICHBl CJICMYIONINE JEeCSATh HAMpaBICHUA, IO KaXIOMy W3 KOTOPBIX
chopMyIMPOBaHbI TPEOOBAHMUS K CUCTEME 3aIUTH HHPOpPMAIIHH:

a) OJIMTHKA 0€30MaCHOCTH;

b) opranuzanys 3amuThL;

C) ympaBJieHUE pecypcamu;

d) O6e3omacHOCTD NIEPCOHANA;

e) du3udeckast 6€301aCHOCTb;

f) anMuHUCTpUpPOBaHKE KOMIIBIOTEPHBIX CUCTEM U BBIYMCIUTEIBHBIX CETCH;

g) yrpaBjeHHE JOCTYIIOM;

h) pa3zpaboTka u conpoBOXKACHNE HHPOPMAITMOHHBIX CHCTEM;

1) TuTaHupOBaHKE OecrepeOOHOM PadboThI;

J) KOHTPOJIb BBITIOJIHEHUS TPEOOBAHU MOJUTHKH O0€30ITaCHOCTH.

[Tonoxenusi, cogepxkanuecs B crangapre ISO/IEC 27002:2005, no3BoJistOT
0 KaXJIOMY W3 YyKa3aHHBIX HaIlPaBJICHUN IOJIYYUTh OIICHKY COOTBETCTBHSI
CUCTEMBI 3alUThI HHOOPMAIIMK MPEAbIBIICMBIM TpeOOBaHHUIM. B manHOM citydae
MbI CO3HATEIIBHO OIyCKaeM BOIPOC OILICHWBAHMS TEXHHUYCCKON 3(h(PEeKTHBHOCTH
CHCTEMBI 3aIlUThl HH()OPMAIIMH, CUUTAs, YTO BBHITOJIHEHUE 0a30BbIX TEXHUYCCKUX
TpeOOBaHMI 0OecTIeYnBAETCS OJUTUKON O€30MaCHOCTH MPEAIPUSITHS.

OOmast oreHKa CKIIAIBIBACTCS M3 «B3BEIICHHBIX» OICHOK IO OTICIHHBIM
HampaBjeHUusAM. «Becy JUIs KaXJI0ro HarpaBlICHHS ONPEACISACTCS SKCIEPTOM-

AaHATUTUKOM Ha JTame obcnefoBaHusi mpeanpuatus. [lpu 3TOM yduTHIBaeTCS
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paznuuue B TpeOOBaHMSIX K 3aumTe HHPOPMAIMK B TOCYIAapCTBEHHBIX,
(UHAHCOBO-KPEIUTHBIX, KOMMEPUECKHUX, TEICKOMMYHUKALMOHHBIX M JPYTHUX
OpraHu3alusX. YUHUTHIBA€TCS TaKXKe CTaaus XU3HEHHOIO IHMKIJIA, HAa KOTOPOM
HaxXoAWTCAd MH(OpPMALMOHHAs CHCTEMa: MPOCKTHpPOBAHHUE, BBOJ B JCHCTBHE WIIH
AKCILTyaTaIusl.

PaccMoTpuM OIIGHKY TMOTEHIMala Yrpo3bl. YTPO3bl Pa3IMYaroTCcs IO
cTeneHu onacHOCTH. OYEeBUIHO, YTO HAPYIIUTENU (MCTOYHHKU YIpo3) 00JaJaroT
pa3HBIMU BO3MOXKHOCTSAMHU JIJIsI peaji3alliid CBOMX 3aMbBICIIOB U HMEIOT Pa3HYIO
CTENEHb 3aMHTEPECOBAHHOCTU B JIOCTMXKEHHUU LI€TH. METOoAbl HEYETKOM JIOTMKH
NO3BOJIAIOT YBEJIMYMBATH YHUCIIO YYUTHIBAEMBIX MApaMETPOB U TaKUM 00pazoMm
BKJIIOUATh B MPOIECC OOPaOOTKH MHOTOMApaMETPUIECKUE MOJIEIHN HapyLIUTENCH.
OnHako ciefayeT UMEeTh BBUAY, YTO MPU 3TOM YBEIUYMBAETCS YHCIO U CIIOKHOCTb
IPOAYKIIMOHHBIX TIPABUIL.

Jlis Toro 4toOBI ClenaTh MEXaHW3M BBIBOAA, MO BO3MOXKHOCTH, OoJjee
NPOCTBIM M OJHOBPeMEHHO 3((EKTUBHBIM, IeIecO000pa3HO MPOU3BOIAUTH
MPEABAPUTEIILHYIO TPYIIUPOBKY BXOJHBIX JaHHBIX. [Ipy 3TOM TMOJIE3HBIMU
OKa3bIBAIOTCS JIOKAJIbHBIE MOJENHM HapyIIUTENeH, OTpakaroliue crenuduky u
KOHKPETHbIE YCIOBHS IPOSIBIICHUS YTPO3.

B nanHoM ciydae menecooOpa3Ho BBECTH JIOKATBHYIO MOJIENIb HAPYIIUTES,
YUUTBHIBAIOIIYIO €r0 0ObEKTUBHBIE BO3MOXXHOCTU U CTENEHb 3aMHTEPECOBAHHOCTH,
a B KauecTBe OOOOUIEHHOW XapaKTepUCTUKH YIPO3bl, HCXOASUIEH OT 3TOro
HAPYIIUTEIS UCIIOJIb30BaTh IOTEHIMAT YyIpo3bh» (Tab. 2.3).

JlokanpHasi MOJENb HApyIIUTENs, BhITEKAtOMas U3 Tabmuipl 2.3, sSBISETCS
J0CTaTOYHO MPOCTON U MPO3PAYHON: OTEHIIMATHHO OMACHBIM MPU3HAETCS TOJIBKO
TOT HaApyILIUTEIb, KOTOPHI HMMEET U BBICOKHE OOBEKTUBHBIE BO3MOXXHOCTH U

BBICOKYIO CTCIICHDb 3aMHTCPCCOBAHHOCTH B IIPCOAO0JICHUYN 3allIUTEI.
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Tabmura 2.3
Omnpenenenre «IOTEHIIMANIA YyTPO3bD»
Crenenb OOBbeKTUBHBIE BO3MOKHOCTH HApyIIUTEIS
3aMHTEPECOBaHHOCTH | 1 2 3 4 5
HapyLIUTENs
1 1 1 1 1 1
2 1 2 2 2 2
3 1 2 3 3 3
4 1 2 3 4 4
5 1 2 3 4 5

CymiectByeT Mozellb HapymuTess 0osee 001Iero Buaa, KoTopas mo3BOJISET
BKJIIOYUTH B IIPOIECC 00pabOTKU OO0JIblliee KOTUYECTBO HH(GOPMALIUK O XapaKTepe
U OCOOCHHOCTSIX TPOSBICHUS YyIrpo3. B KkauecTBe TakoW MOJETU MOXKHO
pPaccMOTPETh YETHIPEXKOMIIOHCHTHYIO MO/I€]Ib, BKIIFOYAOIIyto (puc.2.9):

a) OPraHM3aIlMI0 HAmaJIcHUs Ha WH(POPMAIMOHHBIN pecypc (3aBUCHUT OT
3aMHTEPECOBAHHOCTU HAPYIIUTENS, CBSI3€M U MPUHAUICKHOCTH HAPYIIUTENS K
KPUMHUHAJIBHOM TPYyIIIIE);

b) TexHonornto nmocryma K HHDOpPMAIMOHHOMY pecypcy (ompenernsercs
KBATM(PUKALMEH HAPYIIUTEIISI, BO3MOKHOCTSIMU TEXHOJOTUYECKOTO IJIAHUPOBAHUS

ATaKN U UCIIOJIb3YyCMbBIMHA MGTOI[&MI/I);

N
[ToTeHuman yrpo3sl HapyIIHUTEIS

MH(pOpPMaLlMOHHON 06€30MacHOCTH
J

~N

Opraauzanus Texnonorus Pecypcsl PasBenka
J

Puc.2.9 - O6mast Mmogens HapymuTens nHPOPMaImOHHOMI
0e30macHoCTH
C) TEXHMYECKHE M  HUHTCIUICKTyallbHbIE  pecypchbl  (ONMpeaesstoTes

TEXHUYECKOW OCHAIIIEHHOCTHIO M CTOPOHHEH MOIEPIKKOM );
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d) pasBenky mapamMeTpoB M YA3BHMOCTEW (ompenessieTcs crnocodaMu
MOJTYYCHUS UCXOTHBIX CBEJICHUN).

OneHky TMOTEHIMajda HApYIIMTENss Ha OCHOBE JTOM MOJEIU MOXKHO
BBINIOJIHUTh MO COCTABJSAIOIIAM KOMIIOHEHTaM C TOCIEAYIOMIEN «BECOBOU
oOpabotkoi». [lpu 3TOM Bce OILIEHOYHBIE MPOIEAYPhl OYIyT OTHOCUTHCA K
npeaBapuTesnbHoil 00paboTke. sl MexaHM3Ma HEYETKOro BBIBOAA BXOJHOM
NepeMEHHOM MO-TIPEeKHEMY OYJIET OIIEHKA «ITOTEHIIUAA YTPO3bD».

Tabmanma 2.4
[kana ymep6a

YpoBeHs yiepoa Omnuncanue BO3AeHCTBUS

[IpuBOAKT K pa3pyIIUTEIbHBIM MOCIEACTBUSIM U HEBO3MOXKHOCTH
5. xaTactpodudeckuit
BeJICHUs OM3HEca.

HaHocuTcs 3HAQUMTENBHBIM YpOH peEIyTalMd KOMIIAHUM M €€
4. KPUTHYECKHUIA HMHTEpEecaM, YTO MOXKET INMPEACTAaBIATh Yrpo3y I KOMIIAHUH U

MMPOOOJIKCHUA €€ OusHeca.

IIpuBoaUT K GONBIINM TIOTEPAM MATEPHANBHBIX AKTUBOB HIIU
3. GobION PECYPCOB HIIM HAHOCHTCS GOMBIIOH yPOH pelyTalii KOMIAHUH 1

€C MHTCpECCaM.

[IpuBOoAMT K 3aMETHBIM TIOTEPSAM MAaTE€pPUATBHBIX AKTHUBOB,
2. 3aMETHBIN
CYIIECTBEHHOMY BIIMSHUIO Ha pPENyTalUi KOMIIAHUM WU

CYLIECTBEHHOMY YIIEMIICHUIO €€ HHTEPECOB.

[IpuBOIMT K HE3HAUMTEIBHBIM IIOTEPSIM MATEPUAIBHBIX CPEACTB U
1. maneIit
pecypcos, KOTOpBbIE OBICTPO BOCITOJTHSIOTCS, WU

HC3HAYUTCIbHOMY BJIMAHUIO HA PCITYyTALIUIO.

[Ixanp! omeHok ymiepOa u pucka. [Ipeamnonoxxkum, 4To A1 OIIEHKU yiiepoa
UCIIOJIb3YETCsl KAUYECTBEHHAs MATUYPOBHEBAs IIKaJa, Mpe/ICTaBlIeHHas B Ta0. 2.4.

B o0mem ciydae olieHkH ymiepba MOTYT HOCUTh KaK KauyeCTBEHHBIH, TaK U
KOJIMYECTBEHHBIM XapakTtep. OJIHaKO KayeCTBEHHBIE OIIEHKH SBIISAIOTCS Ooliee

YHUBCPCAJIbHBIMU U MOTYT OBITH HMCITOJIb30BaHbI JaXE TOoraa, Korga AaJjisi OICHKH
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ymepba HET KOJMYECTBEHHBIX IOKas3aTeNel (HaHeceHHe yiepda aBTOPUTETY
KOMITAaHUH, PACKPBITHE MEPCIIEKTUBHBIX TUIAHOB PA3BUTHS H T.1I.).
AHaJIOrYHas IIKaIa 3a1aeTcs I u3MepeHus pucka (1a0:1.2.5).

Tabmuma 2.5

[IIxana pucka

YpoBeHb pucka Onucanue pucka

YpoBeHb puCKAa OYEHb OONBIIOW U  SIBISETCS
HEJONYCTUMBIM JUIsl OpraHu3aluu, 4YTO TpedyeT
Henonycrumsiii (Hn)
MpPEKpALLIEHUE IKCIUTyaTallil CUCTEMbl U NPUHATUU

paduKaJIbHBIX MEP 10 YMCHBIICHUIO PUCKaA.

YpoBeHb pHCKa Takoi, 4YTO OW3HEC MPOIECCh
HaXOMAATCS B HEYCTOHYHBOM COCTOSIHUH.
Kpurnueckuii (K)
Heo0xomuMo He3aMeTUTENILHO MPHUHATH MEPBI 110

YMCHBIICHUIO PUCKA.

YpoBeHb pucKa HE MO3BOJISET CTAOMIBHO padOTaTh.
Nwmeercsa HACTOATCIIbHAsA HCO6XOIII/IMOCTI) B
KOPPEKTUPYIOIIUX ACHCTBUAX, H3MEHSIOMMNX PEXKUM
Bricokwii (B) paboTel B CTOPOHY yMeHbIleHUsi pucka. Cucrema
MOXKET MPOJOIKAaTh PaboTy, HO KOPPEKTUPYIOIIUH
MJIaH JeHCTBUI HEOOXOIUMO MPUMEHHUTh KaK MOKHO

owIcTpee.

VpoBeHb pHCKa MO3BOJISIET PabOTaTh, HO HMEIOTCS
MPEINOChIIKA K HApYIIEHUI0 HOPMAIbHOW pPabOTHI.
Cpennuii (C) HeoOxonumo pa3pabotaTh U NPUMEHUTH IUIAH
KOPPEKTHPYIOLIIX neicTBuit B TE€YEHUHU

MIpUEMIICMOTO IIEpHUOJa BpCMCHHU.

Ecnu cBeneHus pacueHMBAIOTCS KaK HU3KUM PUCK,
HEOOXO0JUMO OIpEAEIUTh CYLIECTBYET m
Huzkwuit (H)
HE00XOIMMOCTh B KOPPEKTUPYIOUINX AEHCTBUAX WIH

€CTb BOBMOXHOCTbB IMPUHATH 3TOT PUCK.
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BBeneHHble ypoBHHU yiiepOa M pHUcKa HCIONb3YIOTCS NMpU (GOPMUPOBAHUU
npaBui BeiBoga. [t hopmMupoBaHus MpaBul BbIBOJIA HEOOXOAMMO OINPEACTUTH B
KayecTBE MPOMEKYTOUHOW BEJIMYMHBI BEPOATHOCTh YCIEIIHOM aTaku. JlomycTum,
YTO JJIsl MPEACTABJIECHHS BEPOSITHOCTH HECaHKIMOHHMpoBaHHOro nocryna (HCJ),
UCIIOJIb3YETCSI PACCMOTPEHHAs BbIILE MATUYPOBHEBas IIKajla, CoOJAEpKalas
YPOBHH:

a) A — coObITHE TPAKTUYECKU HUKOT/Ia HE TIPOUCXO/NT;

b) B — coObITHE ClTydaeTCs peiKo;

) C — coObITHE BIOJIHE BO3MOXKHO;

d) D — coObITHE, CKOpEE BCEro, IPOU30MIET;

e) E — coObITHE 00513aTeNbHO POU30HIET.

[Tpu oOocHOBaHMM NpaBUJ BbIBOJA OylIeM HCXOJUTh M3 CJIEAYIOLINX
npeanoioxenuid. [lpeanonoxum, 4to, ecau 3(PPEKTUBHOCTH 3aIIMTHl BBILIE
NOTEHIMAJIA HApPYLIUTENA, TO BEPOATHOCTh YCHEIIHOW AaTaKh COOTBETCTBYET
ypoBHIO A. Ecnu 3 @exkTuBHOCTD 3alIUThl paBHA MOTEHIMATY HAPYIIUTENSA, TO
BEPOSITHOCTh YCIICIIHOW aTakh COOTBETCTBYET YypoBHIO B. Hakonen, eciu
3¢ (HEKTUBHOCTH 3alUTHI MEHbIIE MOTEHIMAIA HapyIIuTes, To BeposTHocTh HC/]
OyAeT TeM BbIllIe, YeM OOJbIlIe MPEBbIIIEHUE MOTEHIMANa HapYLIUTENs HaJ
3 pekTHBHOCTHIO 3amuThl (ypoBHU C, B 1 F).

[IpencraBneHHass JOruyeckas MOJENb IO3BOJSET OLEHUTh BEPOATHOCTh
YCHEIIHOW aTaku B 3aBUCHMOCTHM OT NOTEHLMala yrpo3bl U 3((PeKTUBHOCTU
3anuThl (Ta071.2.6).

OmnpeneneHHas TakuM 00pa3oM BEPOSTHOCTh YCHEIIHOW aTaku OMpelessieT

(YHKIIHIO pHCKA KaK CBEPTKY IIKaJl BEPOSTHOCTH U yiiepoa (Tadi.2.7).
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Tabnumna 2.6

BeposiTHOCTh ycrnenHo# ataku Ha WH()OpPMalOHHBIE

pecypchl
DddeKkTUBHOCTH [ToTennuan yrpos
3alUTHI 1 2 3 4 5
1 B C D E E
2 A B C D E
3 A A B C D
4 A A A B C
5 A A A A B
Tabnuua 2.7
ITIxana OIOCHOK pHUCKa
Vitiep BeposiTHOoCTh peanu3anuu yrpos
A B C D E

1 H H C C

2 H H C B B

3 H C B B K

4 C B B K K

5 C B K K Hn

2.3 Pa3zpa0boTka MeTOAUKH UCII0JIb30BAHUS HEYeTKOM JIOTHUKM JIJIs1
OLICHKH PUCKOB HH(OPMALMOHHOH 0€3011aCHOCTH ONITUYECKHUX ceTel

TCJICKOMMYHHUKAIIUA

MexaHu3M OlleHUBaHUS PUCKOB Ha OCHOBE HEUETKOU JIOTUKH, TIO CYIIECTRY,
SIBJISIETCS DKCIEPTHOM CUCTEMOM, B KOTOpOM 0a3y 3HAHMM COCTABISIOT MpaBuUIa,
OTpakarolue JIOTMKY B3aWMMOCBSI3M BXOJIHBIX BEJIMYWH M pUCKa. B mpocTteitnmem
cllydae 3TO «TaOJIWYHash JIOTMKA, B 0O0IIeM ciydae - Oojee CIIoKHas JIOTHKA,
OTpaXkaromasi peanabHbIe B3aHMOCBS3H, KOTOpPHIE MOTYT OBITh (DOpPMaIM30BaHBI C

MTOMOIIBIO MPOAYKIIMOHHBIX MTpaBui Buaa «Eciu..., To».
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Kpome Toro, MmexaHu3m HEUETKOH JIOTUKH TpeOyeT (HOpMHUPOBAHHS OLEHOK
KITFOUEBBIX MMAPAMETPOB U MPEICTABICHUS UX B BUJE HEUETKUX MepeMeHHBIX. [Ipu
TOM HEOOXOJUMO YYHTHIBATH MHOKECTBO MCTOYHHKOB MH(OpPMAIIMHA U KaueCTBO
camoi nH(pOpMaInu.

MexaHn3M  HEUETKOTO  BBIBOJIa  MOXKHO  TPEIACTaBUTh B BHUJC

MOCJICTIOBATEILHOCTH 3TAMOB, B KAXJIOM M3 KOTOPBIX HCIOIL3YIOTCS PE3yIbTaThl
npeaplayero stama (puc.2.10):
a) 3amanne GYHKIWA TPUHAMICKHOCTH BXOJHBIX MEPEMEHHBIX - IPEAIosaract
onpenenieHuss Buaa GYHKUUA TPUHAAICKHOCTH IS KaKIOM U3 BXOJHBIX
JMHTBUCTUYECKUX TEPEMEHHBIX Ha OCH BO3MOXKHBIX 3HAUEHHUI 3TON MEPEMEHHOM.
Kpome 3TOro, Ha JaHHOM 3Tame HEOOXOAMMO 3aJaTh MapaMeTpbl BBIOPAHHBIX
GyHKUIUNA TPUHAIICKHOCTH.

Cpean MHOTHX METOJNOB omnpeneiieHus (QYHKIUN TPUHAIICKHOCTH
HauOOJIbIIIEE PACHPOCTPAHCHUE TMOIYUYUST MOAUGDUIIMPOBAHHBIA METOJ] MapHBIX
cpaBHenuit Caatu. [{ns peanuzanuu 3Toro MeToaa He0OX0AUMO:

1) 3amate IUHTBUCTUYECKYIO TiepeMeHHyr0 X. Jlms OLeHku pucka
HEO0OXOMMO 3a/1aTh CACAYIOIINE TUHTBUCTHICCKHE TIEPEMEHHBIC:

a) BEPOATHOCTH TIOCIICJICTBUS BO3ICUCTBUS HAPYIITUTENS (MHIIU/ICHTA);

b) ymiep6 ot nmociaeACTBHS BO3ICHCTBUSA HAPYIIUTEIS(MHIIUACHTA);

2) OmnpenenuTh yHUBEpcallbHOe MHOXecTBO U, Ha koTopoM 3amaércs
nepeMenHas X:

d) NIl BEPOSITHOCTU TOCJE/CTBHSI BO3ACHCTBUSL HAPYIIUTESI(MHIIUICHTA)
U={0;0,1,;0,2;...;1};

b) nns ymep6a ot unruaenta U={0;1;2;...;8};

¢) ws pucka U={0;1;2;...;8}
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Fa ~

3agaHue GyHKUMI NPUHAONEHKHOCTH
BXOZAHbIX MEpeMeHHbIX

BBog, pewatowmx npasmn B basy
3HAHWM

MonyyeHne ouEeHOK BXOAHbIX
nepemeHHbIX

DasmbuKkayma

ArpernpoBaHue

AKKYMYN1MPOBaHME 3aK/IH04EHNI

dedazndumraumna

Puc.2.10 - OcHOBHBIE dTAIIBI MEXAHU3MA HEYETKOI'O BBEIBOJIA

3) 3amath COBOKYMHOCTh HEYETKMX TepMmoB {S1,S2,....Sm}, koTopsie
UCITOJIB3YFOTCS JUTSI OIEHKH IepeMeHHON X:

) JI71s1 BEPOSITHOCTY MHIIUJICHTA 33]1a]TUM CJICTYIONTUE TEPMBI:

- HA3Kas - TIOCJICJICTBHEC MPAKTUYECKU HUKOTA HE TIPOUCXOTUT;

- CpenHsis - MOCJEICTBHE BIIOJIHE BO3MOXKHO TIPH OMPEACIEHHOM CTCUECHUHU
00CTOSTCILCTB;

- BBICOKAs - IIOCIICACTBHUC CKOPCC BCCTO HpOHSOﬁHéT IIpu pCain3alliy aTaKH.
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b) nns ymepOa ot mociaeACTBHS BO3ACHCTBUS HAPYIIUTENs (MHIUACHTA):

- MaJIBIN - TPUBOJIUT K HE3HAYUTEIHHBIM MOTEPSIM MAaTEPUATBHBIX CPEACTB U
pecypcoB, KOTOPbIE OBICTPO BOCHOJHSAIOTCS, WM HE3HAYUTEIIbHOMY BIUSHUIO Ha
pemyTaIuio;

- 3aMETHBIA - MPUBOIAUT K 3aMETHBIM IOTEPSIM MaTepUalbHBIX AKTUBOB,
CYIIECTBEHHOMY BJIMSHHUIO Ha PEMyTallMi0 KOMIAHUH, SKCIUTyaTUPYIOIIEH TaHHYIO
CUCTEMY TepeauM TAHHBIX, WU CYIIECTBEHHOMY YIIEMJICHUIO €€ HHTEPECOB;

- OONBIION - TPUBOAMT K 3aMETHBIM IOTEPSM MaTEpPHATBHBIX AKTHBOB,
CYIIIECTBEHHOMY BIIUSIHUIO Ha PEIyTaIlMI0 KOMIIAHUH, IKCILTyaTUPYIOIIEH CUCTEMY
nepeaaun JaHHbIX, U €€ HHTepecaM.

C) JUTsl pUCKa:

- HU3KH - €ClIu CBEICHUS PACLIEHUBAIOTCA KaK HU3KUH PUCK, HEOOXOAUMO
OTIPEETUTh, CYIIECTBYET T HEOOXOUMOCTh B KOPPEKTUPYIOIINX JACUCTBUAX WIIH
€CTb BO3MOXHOCTb IPUHATH ITOT PUCK;

- CpemHUMH - YpOBEHb pHCKAa TO3BOJIAET paldoTaTh, HO HUMEIOTCS
MPEANOCHUIKM K HapyIIEHWIO HOPMAJbHOW pabOThl CHCTEMBbI NEpelayu JaHHbBIX,
HEOOXOAMMO pa3paldoTaTh IUJIaH KOPPEKTUPYIOIIMX JEHCTBUA B TEUYEHUE
IPUEMJIEMOTO TIEPHOIa BPEMEHH;

- BBICOKMH - YpPOBEHb PHCKa HE IMO3BOJSET cTaOUIbHO padoraTh. Mmeercs
HACTOSITEJIbHAST HEOOXOAMMOCTh B KOPPEKTUPYIOIMIUX JEHCTBUSX, W3MEHSIOIMIUX
pexxuM paboOThl CHUCTEMBI TEpeJadyd JAaHHBIX B CTOPOHY YMEHBIICHHs PHUCKA.
Cucrema MOXET MPOAOIKATH PabOTy, HO KOPPEKTUPYIOIIUNA TUIaH JIEWCTBHMA
HEO0OXO0JIMMO MMPUMEHHUTH KaK MOXKHO ObICTpee.

4) nst kaxxporo tepma Sy, j=1,m cdopmupoBats Matpuity (2.17)

1 = L) '
r:'L rl r.l
r s I
4 19 B L -
P s b= (2.17)
K K K K
h 2 5, 4
| I,-n rn r-n _
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rie :_i— a; 1, ] =1LNn . oraocurensnas onenxa paHroB r, .

JIJis1 9KCTIEPTHBIX OIICHOK JIEMEHTOB 3TOH MaTpPHIIBI MOKHO HCIIOJIb30BaTh
NeBATHOAIBHYIO KAy Caatu:

1 - npu OTCYTCTBHM IPEUMYILECTBA [} HAA I},

3 - npu c1aboM npeuMylIlecTse I Haf Ii;

5 - IIpH CyIIEeCTBEHHOM IpeUMyLIecTBe I Haf I;

{ - IpU SIBHOM IIPEUMYILIECTBE Ij Hax I;;

9 - npu abCONMIOTHOM IpEeUMYILECTBE [ HaL [,

2,4,6,8 - mpoMeKyTOYHBIC CPABHUTEIHHBIC OIICHKH.

5) HUcnonwszys dopmyny (2.18) BBUHCIUTD SJIEMEHTH  (PYHKIUH

IMPHUHAIJIC)KHOCTH IJIA KaXXKI0T0 TCpMa

-1
U ] &
ﬂz_(r2+l+r2+l_ +er ’ (2.18)

rae M, i=1,n - creneHs MPUHAIICKHOCTH 3JIeMeHTa U, €U HEYETKOMY MHOXCCTBY

S. HopmupoBanue HaWAeHHBIX (YHKIHUNA OCYIIECTBISETCS MyTEM JEJICHUS Ha
HauOOoJIbIINE CTEIEHU TPUHA/JIC)KHOCTH.

0) BBoxg pemaromux npaBuin B 0a3zy 3HAHUW - 3aKIIOYaeTCAd B
IpOrpaMMUpPOBAaHUK 0a3bl 3HAHWM, TO €CTh B TpeAcTaBieHUUn €€ B ¢opme
NPOAYKIMOHHBIX mpaBuil Buaa «Echu..., TO», oOTpakaroumx JOTHYECKUe
B3aMMOCBSI3M BXOJIHBIX JINHIBUCTUYECKHUX MEPEMEHHBIX C BEIMYMHOM PUCKA. DTH

npaBuwia (QOPMUPYIOTCSI Ha OCHOBE OONIMX 3aKOHOMEPHOCTEM TMOBEACHUS
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UCCIENYEMON CHCTEMBl M TO3BOJIIIOT «BJIOXKHTB» B MEXaHU3M BBIBOJA
JIOTUYECKYIO0 MOJIEIb IPUKIIATHOTO YPOBHH.

B) [loiydyeHne OIleHOK BXOJHBIX IEPEMEHHBIX - SBIISETCS TOW MPOLENYpPOH,
KOTOpass 00ecreuyrnBaeT MEXaHU3M BBIBOJA TEKyLIEH MH(POpMalWH, OTpa)Kkaromen
(aKTUYECKOE COCTOSTHUE 3alllMIIEHHOCTH HCCIEAyeMOW CHUCTEMbl Ha JAaHHBIM
MOMEHT BpeMeHH. [[7s1 3Toro Moryt OBbITh HCIIOJNB30BAHBI OIEHKH 3KCIIEPTOB
(aKTUYECKOr0 COCTOSTHUS 3aIUIIEHHOCTH UCCieyeMoi cucteMbl. OLIEHKH MOTYT
OBITH MOJyYE€Hbl Ha OCHOBE 3apaHee pa3paOOTaHHBIX JHATHOCTHYECKUX TECTOB,
OXBAaTBIBAIOIINX PA3JIMYHBIE ACIIEKTHI IPOSBIICHHS OLIEHUBAEMBIX BEJIUYHH.

r) dazudukanus OLEHOK BXOAHBIX IEPEMEHHBIX - IMPEACTaBISET COOOM
IpOLENYyPY HAXOXKIEHUS KOHKPETHBIX 3HAYEHUN (YHKUHMA NPUHAJIEKHOCTH,
COOTBETCTBYIOIIMX IOJyYEHHBIM 3HAYECHUAM OLIEHOK BXOJHBIX [IEPEMEHHBIX.

1) ArperupoBaHHe - SIBISETCS TMPOLEAYpPOM OMNpeaeseHus CTeNeHU
VCTUHHOCTH YCJIOBUM IO KaKJOMY M3 IPAaBWJI CUCTEMBI HEYETKOTO BBIBOJA. 3/1€Ch
3HauY€HUA (YHKIMI NPUHAUISKHOCTH MOJBEPraloTcs NpeoOpa3oBaHUsAM THUIIA
HEYETKAss KOHBIOHKUMS WIM HEUYETKAass JU3BIOHKIHS B COOTBETCTBUE C
MPOIYKIMOHHBIMU MPAaBUIIAMH.

€) AKKyMyJIMpOBaHUE 3aKJIIOYEHUN - TPENCTaBiseT coOoi mpolexypy
HaXOXJeHUs1 (QYHKUMM TNPUHAIJICKHOCTA JUISl  KaXAOW U3  BBIXOAHBIX
JIMHIBUCTUYECKUX TIEPEMEHHBIX 3aJaHHOM COBOKYITHOCTH MHPABWI HEYETKOTO
BbIBOJA. Pe3ynbTaT akKyMyJsiIMM JUIsl KaKIOW JIMHTBUCTUYECKOW NEPEMEHHOU
OTIpeEeNsAeTCs] Kak 00beAMHEHNE HEUETKMX MHOKECTB.

x) Hedazudukanus - sBasieTcs NpoLeaypord HaX0XKICHUs YETKUX 3HaYEHUN
BBIXO/IHBIX IIEPEMEHHBIX, B HAUOOJIbIIIEH CTENIEHU OTBEUYAIOIINUX BXOJAHBIM JTAHHBIM
u 0a3e NPOyKIIMOHHBIX MTPABUIL

B kadectBe 0a30BOro MexaHuW3Ma HEUYETKOrO JIOTHUYECKOrO BbIBOAA
UCHONB3YIOT BbIBOA Mampaanu. [Ipu sTom Ha sTane a) pyHKUMU NPUHAAIEKHOCTH
MOTYT ONPEIEHAThCA IO METOJly CTaTUCTHYECKOW 00pabOTKH SKCHEepTHON

uH(dOpMaIuu, METOTy TapHbIX cpaBHeHM CaaT U MOIUDUITMPOBAHHOMY METOTY
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Caatu, a 9Tal I') MOKHO BBIIIOJIHUTh, UCIOJIB3YSI METOJI IEHTPA TSHKECTH, MEANAHBI
VI LIEHTP MaKCUMYMOB.

OrnnuntensHoit  ocobeHHocTbto OCT  sBisgercs TO, YTO TIOMHUMO
OOBEKTUBHBIX 3aKOHOB B MX (PYHKIIMOHHPOBAHUU CYHIECTBEHHYIO POJb HMEIOT
cyObekTUBHBIE mpezacTaBieHus. [lpu ouenke puckoB Oe3zonacHoctd OCT
3HAYUTEIBHOE KOJUYECTBO MH(OPMAIMU O CHCTEME MOXET OBITh IOJYYEHO OT
Pa3IMYHBIX TPYNI JIOACH: a) UMEIOIIMX ONBIT YIPaBiICHUS JAaHHOM CHCTEMOH U
NPEACTABISIIONINX €€ LeJd, HO HE 3HAlUMX JOCKOHAIBHO OCOOEHHOCTH €€
(GYHKIIMOHUPOBaHHUS; 0) 3HAIOLUIUX 0COOEHHOCTU (PYHKIIMOHUPOBAHUS CUCTEMBI, HO
HE MMEIOIIMX IIOJIHOTO MPEACTABIECHUS O €€ LEeNAX; B) 3HAIOLIUX TEOPUIO0 U
MPAKTUKY OpTraHU3aliK 3alIUThl, HO HE UMEIOIINX YETKUX NPEICTABICHUN O LIEJIAX,
3aJa4ax U 0COOEHHOCTSIX (PYHKIIMOHMPOBAHUS CUCTEMBI B 1eJIoM U T.1I. [loaToMy
nojiyqaemasi OT HUX MH(pOpMalHs, KaK IPaBUIO, HOCUT CYObEKTUBHBIN XapakTep,
U €€ MpeACTaBICHUE Ha ECTECTBEHHOM SI3BIKE HE HMEET AHAJIOTOB B S3BIKE
TPaJAMLIMIOHHON MaT€MaTUKU U COJAEPKUT OOJBIIOE YUCIO HEONPEAEeTIEHHOCTEN
TUIA: «MHOTO», «Majio» €CIIH Pedb UAET O BIIO)KEHUM JEHEKHBIX CpPEICTB B
COBEPILIEHCTBOBAHUE CHUCTEMBI 3aIIUTHI MM 00 M3MEHEHUU KOJIMYECTBA MepCcoHaa,
3aHATOTO BOIPOCAMU 3aAIIUTHI; «MaJCHbKasS», «CPEAHss», «OO0bIIash) - €CIU Peyb
UAET O BOBMOXXHOCTH MHIUACHTA OT BO3JACHUCTBUSI HAPYLIUTENS; «CPEIHUN», «HE
OYCHb OOJIBIIION», «OOJIBIION» - MPU OIEHKE yiiepOa Mo JTaHHOMY HWHIIUICHTY.
[ToaToMy u omnucanue mnOAOOHON UWHPOPMALIMK HA S3bIKE TPAJAULMOHHOM
MaTeMaTHUKUd OOEIHSIET MaTeMaTU4YeCKyl0 MOJelb MCCIeAyeMO peanbHON
CUCTEMBI M Jenaer e€ CIMIIKoM TpyOoi. Takum oOpa3oM, MpU OLEHKE PUCKOB
0€e30MacHOCTH TaKMX CHCTEM BO3HUKAET HEOOXOAMMOCTh HCHOJIb30BaHUS
HEYETKOU JIOTUKH.

2.4 BruiBoABI
Ha ocHOBaHMM BBIIEU3II0KEHHOIO MHOYKECTB MOYKHO CHENATH CIEAYIOIINE

BBIBOBI.
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1. Onenka nndopmanmonHoit 6e3onacHoct OCT momkHA TPOU3BOIUTHCS C
IEIbI0 TPOBEPKA COOTBETCTBHSI JOCTUTHYTOTO YpPOBHS HHGOPMAIIMOHHOMN
oezonacHoctu OCT, 3a1aHHOMY YPOBHIO B TEXHUUECKHUX 3aJaHUSAX Ha pa3pabOTKy
3TuX ceTed. [IpuyeM 3TU OIEHKHU NOKHBI 00JagaTh CBOMCTBAMU CPABHUMOCTHU U
MOBTOPSIEMOCTH, UYTOOBI OBITh JOKa3aTEIbHBIMU TMPHU aHAJIU3€ ajlbTePHATHBHBIX
BAPUAHTOB OIIEHKE YPOBHA HWH(POPMAIMOHHOW OE30MaCHOCTH Ha Pa3IUYHBIX

oTallaX UX KU3HCHHOI'O IHMKJIA.

2. OOBIYHO TPUMEHEHUE METO/Ia KOJUYECTBEHHOM OLIEHKH pucKa Tpelyer
OOoNpIIMX 3aTpaT Kak Ha OMUCaHWE, TaK M Ha aHaM3 OU3HEC-MPOIECCOB, HO
HEOCIIOPUMBIM TPEUMYIIECTBOM JaHHOTO METOJa SIBIISCTCS TapaHTHUPOBAHHAs

IMOJIHOTA OIMPCACIICHMA IICPCUHA PUCKOB.

[Ipr KOJHMYECTBCHHOM OILIEHKE PHUCKA HCIOIB3YIOTCS pa3IHYHbIE METOIBI.
Haubosee pacpocTpaHEeHHBIMU SBJISIOTCS:

d) CTaTUCTUYCCKUN METOI;

b) TabauuHbI MeTO;

C) METOJ 3KCHEPTHBIX OLICHOK;

d) amanuTHYECKUI METOL;

€) METOJ aHaJIu3a UePaAPXHIA;

f) MeTox HEYETKMX MHOMKECTB.

3. JIist MOBBIIIICHHUST KAYECTBA OLIEHKH PHCKOB HEOOXOIMMO HMCCICAOBATH U
peann30BaTh, BO-IIEPBHIX, MEXAHM3MBI IPEACTABICHUS HEYCTKMX M HEMOIHBIX
JaHHBIX  (HEYETKHE  MEXaHH3MbI), BO-BTOPHIX, MEXAHM3Mbl  YCTPaHEHUS
CYObEKTHBHOCTH HEYETKMX MW HENOJHBIX [JaHHBIX M IIOWCKA ONTHMAaJIbHOTO
pelieHus 3amaun  (IBOJIOIMOHHBIC MeXaHu3Mbl). JIms yka3aHHBIX Iejded B
HACTOSIIIEE BpPEMsS HCCICAYIOTCS BOIPOCHI TMPUMEHEHHS TEOPHH HEYETKUX
MHOYECTB.

4. MexaHu3M TOTy4EHHUs OIEHOK PUCKOB O€30MMaCHOCTH Ha OCHOBE
HCYETKOM JIOTHKH MMO3BOJISIET YUUTHIBATH KAY€CTBO BXOIHOW HHPOPMALIUHU H

HaJIE)KHOCTD (CTENEeHb OBEPHS) HCTOUHUKOB UH(POpMAITUU. DTOT MEXaHU3M
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MO3BOJISICT 3aMECHUTD MPUOIMKEHHBIE TaOJUIHBIC METOABI TPYOOH OIICHKH PHUCKOB
COBPEMEHHBIM MAaTEMATHUYCCKUM allapaToM.

5. Pazpaborka wmeToauku OIEHKH HHGOPMAIMOHHON ©6€301acHOCTH
MpeanojaraeT Hajdudue WU pa3padOTKy: MOJAeId OOBEKTa OIEHKH, MOJCIN
CHUCTEMBI 3aIMTHI, MOJICIH MIOTCHIIMAILHOTO HAPYIITUTEIIS.

B ycnoBusx auramuaaoro pa3sutuss OCT ¥ BOZHHKHOBEHUS HOBBIX YIPO3
WH()OPMAITMOHHONW OE€301MaCHOCTH Ba)KHBIM CTAaHOBHUTCS aHAJIU3 M YIPaBJICHHUC
pUCKaMU HH(POPMAIIMOHHOM 0€30MacHOCTH.

B ocHOBy pa3paboTKy METOJIMK IOJO0KEHA OIlEHKa ITPOIIECCOB yIIPaBICHUS
puckaMu, Kotopas TpedyeTt nocrpoenus nojanoi moaenu OCT, BKIrovaromiei:

a) ONKCAaHHE CETEBBIX PECYPCOB;

b) ommcanue U OLEHKY CYIIECTBYIOUIMX B HUX YA3BUMOCTEH;

C) aHaU3 M OIICHKY BO3MOXHBIX yTPO3;

d) ommcaHne BO3MOKHBIX ACCTAOMIU3UPYIOLIUX BO3ACHCTBHM, CITOCOOHBIX
peanu3oBaTh YIrPO3bI;

€) OILIEHKY IPOTUBOAEHCTBHS yrpo3am npuHsaTeiMu Ha OCT mepamu

oOecrieueHus 0€30IIaCHOCTH U p€aln30BaHHBIMU MCXaHU3MaMHU 0Ee30ITaCHOCTH.
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3 MOAEJIMPOBAHHUE TAPAMETPUYECKHUX AJI'OPUTMOB
OIIEHKH PUCKOB BE3OITACHOCTHU OIITUYECUKUX CETEN
TEJEKOMMYHUKAIINU

3.1 AHaaM3 MHCTPYMEHTAJIBHBIX CPEJCTB [IJIl OLleHKU PUCKOB

MH(OPMALMOHHOI 0e30I1aCHOCTH

B Hacrosmee BpeMs wumeercs O0JbIIOE pa3HOOOpazHe Kak METOIUKH
aHaJM3a U OIICHKAa PUCKAMH, TaK W PEATM3YIONIMEe UX MPOTPAMMHBIE CPEJCTBA,
HaunOoJiee pacnpocTpaHeHHbIMU W3 KoTopwix sBisgercss CRAMM, RiskWatch,
COBRA, Konunop, I'pud, ABanrapa, OCTAVE [31-34].

Meron ~ CRAMM  6wpu1 paszpaboran  ciayx00i  0G€30MacHOCTH
BenukoOpuTanuu mo 3aaHui0 OpUTAHCKOTO MPABUTEILCTBA. B OCHOBE MeTOMMKE
CRAMM  nexuT KOMIUIGKCHBIH TIOAXOJ K OIIGHKE PHCKOB, codYeTas
KOJMYECTBEHHBIC M KAadeCTBEHHBIC METOIbI aHanmm3a. KoHIenTyampHas cxema

nposenenus oocnenoBanus no meronuke CRAMM nokasano Ha puc.3.1.

Pecyper Vrpoze W AIEHMOCTH
L J
Prcem -
¥
Foxtpmepe

Puc.3.1 - Cxema npoBenenus odcnenoBanus mo metoguke CRAMM

CRAMM mnpennosnaraer pasneincHue BCEH MPOIEAYphl aHAIN3a PUCKOB Ha
HECKOJIBKO TIOCJIeIoBaTeIbHBIX 3TanmoB. Ha mepBoMm J3Tame uaeHTUPUKALMU U
OLIECHKH pECypcOB OMHUCBHIBAETCS M aHAIM3UPYETCS BCE, UYTO Kacaercs
UJIEHTU(PUKAIIMK W ONpENeNIeHUs] IIEHHOCTH PecypcoB cuctembl. Ecmu 1o

pe3ylibTaTaM IPOBCACHUA 3TOI'O 3Talla YCTAHOBJICHO, YTO YPOBCHbL KPUTHUYHOCTHU
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pecypcoB SBISIETCS OYEHb HHU3KMM UM CYIIECTBYIOUIME PHUCKH 3aBEIOMO HE
NPEBBICAT HEKOTOPOro 0a30BOr0 YpOBHsS, TO K CHCTEME MpPEeabsABISETCS
MUHUMAaJIbHBIN Ha0Op TpeboBaHMii OezomacHOCTH. B 3TOM ciydae reHepupyercs
CTaHJAPTHBIN CIHMCOK KOHTPMEpP MJisi OOECIeueHUss COOTBETCTBHS 0a30BOMY
Habopy TpeOboBaHU 0€30MMaCHOCTH.

Craaus OLIEHWBAaHUA YIPO3 U YSI3BUMOCTEH BBIMOIHSIETCA MPU MPOBEICHUU
MOJIHOTO aHaliW3a PHUCKOB, MPU 3Tal MPUHUMAETCS BO BHMMAaHHUE BCE, UTO
OTHOCHUTCS K HACHTU(UKALHUKA M OICHKE YpPOBHEW YIrpo3 HJsl PEeCypcoB U HX
YSA3BUMOCTEM.

Cragus aHanu3a pUCKOB IO3BOJIIET OLEHUTh PUCKU JHUOO Ha OCHOBE
CIETIaHHBIX OIEHOK YIPO3 M YSI3BHUMOCTEH MPOBENECHUH TOJIHOTO aHAJIN3a PUCKOB,
au00 TMyTeM UCHOJb30BaHUS YIPOLIEHHBIX METOJIUK JJisi 0a30BOr0 YpOBHS
0€30MacHOCTH.

[Tporpammuoe obecnieuenune RiskWatch, paspaboranHoe amepHKaHCKOM
kommanuii RiskWatch Inc., momoraer mpoBecTr aHanmM3 PUCKOB W CHENaTh
00OCHOBaHHBIN BBIOOP Mep U CPEACTB 3alIUTHI. Vcronb3yeMas B IpOrpaMMHBIX
CpeICTBaX METOAMKA COCTOMT M3 4eThIipex ATamoB. [lepBhlif aTam — ompeneneHne
npeaMera HcciefoBaHusA. BTopoil sTam — BHECEHHE JaHHBIX KacaroU[uXcs
KOHKPETHBIX XapaKTEPUCTHK CUCTEME Ha ITOM JTare:

a) MoApoOHO OMUCHIBAIOTCS PECYPCHI, IOTEPH U KIIACChl MHIIUICHTOB,;
b) ¢ momompl0 BompocHWKa, 0aza KOTOPOTO COACPKUT OoJiee BOMIPOCOB,

BBISIBJISIFOTCS] BO3MOYKHBIE YSI3BUMOCTH;

C) 3aJaercsi 4acTOTa BOSHUKHOBEHHS KaKIOW M3 BBIICIICHHBIX YTPO3, CTCIICHb

YSI3BUMOCTH | [IEHHOCTH PECYPCOB.

Tpernii sTan — oueHka puckoB. CHayana YCTaHABIIMBAKOTCS CBA3U MEXIY
pecypcamu, TIOTEpPSIMH, YIrpo3aMHd H  YA3BUMOCTSIMH, BBIJICTICHHBIMH  Ha
OpeapIIyIInuX dTanax. il pUCKOB pacCUMTHIBAIOTCS MaTeMaTHUYECKUE O0XKHMJAHUS

noTeps 3a roj mo gopmyse (3.1):

m=px& (3.1)



113

II€ P — 4aCTOTAa BO3HUKHOBEHHUS YIpO3bl B TEUYEHUE r0/1a, ¢ -CTOMMOCTh pecypca,
KOTOPBIU MOJIBEPTAETCS YIPO3€E.

YeTBEPTHIN 3TAIl - TEHEPALIUA OTYETOB.

Cucrema COBRA, pa3paborannas kommnanueii Risk Associates, siBisercs
CpelICTBaM aHaJIN3a PUCKOB M OLICHKHM COOTBETCTBUS MH(POPMAIIMOHHOW CHUCTEMBbI
(UC) crammapty ISO 17799. COBRA peanu3yer MeTOIbl  KOJWYECTBEHHOMN
OLICHKH PUCKOB, a TaK’K€ MHCTPYMEHTHI JIsI KOHCAJITUHTA U MPOBEACHUS 0030pOB
0e30MacHOCTH. AHAJIU3 PHUCKOB, BBINOJHAEMBIM JaHHBIM METOAOM, OTBEYAET
0a30BOMYy YypOBHIO O€30MAaCHOCTH, T € YPOBHH PHCKOB HE OIpPENesSIOTCS.
JIOCTOMHCTBO METOAMKH — B €€ mpoctore. HeobXxo1uMo OTBETUTh Ha HECKOJIBKO
JIECATKOB BOIIPOCOB, 3aTEM aBTOMATH4YECKU (POPMHUPYETCS OTUET.

[Iporpammusbiii  npoaykt Kowmop mno3Bonser cneunanucram no Wb
npoBepuTh NoauTHKy Kb cuctemsr Ha cooTBeTcTBHE Tpeboanmem |1SO 17799.
Konpnop Bximouaet B cede 6osee 100 BompocoB, OTBETUB HAa KOTOPHIE CIELUATHUCT
NOJIy4aeT MOAPOOHBIA OTYET O COCTOSHMHM CYHIECTBYIOIIEH  IOJUTHKH
0e30MacHOCTH, a TaKXe MOJIYJb OLEHKH YPOBHS PHUCKOB COOTBETCTBHE
tpeboBarrem I1SO 17799. B otuére oTpaxkaroTcs BCE TOJIOKCHHS, TMOTUTHKA
0€30M1acHOCTH, KOTOPbIE COOTBETCTBYIOT U HE COOTBETCTBYIOT CTAHAAPTY, a TAKXKe
CYLIECTBYIOIIMIA YpPOBEHb PHUCKAa HEBBINOJIHEHUS TPEOOBAHMM  MOJUTUKH
0€30MacHOCTH B COOTBETCTBMM CO CTaHIAPTOM. OJIEMEHTaM, KOTOpbIe He
BBITIOJTHAIOTCS, JAIOTCS KOMMEHTAPUH U PEKOMEHIAIMU SKCIIEpTOB. Bee BapuaHThI
OTY€TOB nJisi OOJIbLIEH HarjsgHas CUCTeMa peau3yeT METOJl KaueCTBEHHOM
OIICHKHU PUCKOB 110 YPOBHEBOM IIKAJIE PUCKOB: BBICOKUM, CPEAHUNA, HU3KUU.

I'pudp — 5TO0 mporpamMMHBIA KOMILIEKC aHajiu3a W KOHTPOJE PHUCKOB
UHPOPMAIIMOHHBIX CUCTEM. JIaHHBI KOMIUIEKC JAeNaeT OLEHKY PHCKOB II0
pa3IMyHbIM MH(GOPMALIMOHHBIM PECYPCOM, TOJICUUTHIBAET CYMMAapHbIA PHUCK, a
Takke BEAECT MOJACYET COOTHOIICHMS yiiepba W pucKa BBIIAET HEIOCTaTKU

CYILLECTBYIOILIEH MOJUTUKU OE30MaCHOCTH.
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OTuéTHas cucTtemMa HPOrpaMMHOrO KOMIUIEKTa ['pud cocrout u3 Tpéx
yacteil: nepBast «HpopManmoHHble pUCKU pecypcoBy», BTopas «COOTHOIIEHHE
ymepba u pucka», TpeTrbs «OOUH BBIBOJ O CYIIECTBYIOLIUX pPHCKax
UHGOPMAITMOHHON CHCTEMBD».

OKkcnepTHas cucTeMa  «ABaHrapa» BKJIIOYAaeT JBa I[POTrpaMMHBIX
KOMILIeKca: «ABaHrapa — AHaimus3» U «ABaHrapa — KoHTpoisb», Kaxnabld u3
KOTOpPBIX 0a3upyeTcs Ha CBOEH METO/IMKE OLIEHKU PUCKOB.

B mnepBom mpennonaraercs OLICHKAa PHCKOB HAa OCHOBE pacyeTa PHUCKO
00pa3yoIuX MOTEHIIMAJIOB KOMIIOHEHTOB OLIEHMBaeMoil cuctemsl. [Ipu 3Tom noa
PUCKOOOPA3YIOIIMM MOTEHLMAJIOM IIOHMMAeTCs Ta YacTh COBOKYIHOIO pHCKa,
CBSI3aHHOTO C CHCTEMOM, KOTOpass MOXET OBITh OTHECEHAa Ha CYET 3TOrOo
komnoHeHTa. I[Ipu pacuére puckooOpa3yromux NOTEHLUHMATIOB CHayana OTPOSTCS
MOJEIN COOBITUM PHUCKOB, COJEp)KallMe IO BO3MOXKHOCTH IOAPOOHOE
He(OpMaJIbHOE OINKCAHUE 3THUX COOBITUM M MEpPEeUeHb YIPo3, KOTOPbIE MOTYT
npuBeCTH K HUM. Jlamee mo KaXIoM MOJENnu COOBITHS pUCKA pPaCCUUTHIBAETCS
OLIEHKA pUCKA - KaK IPOM3BEJICHUE OIICHKU BEPOSITHOCTH COOBITHA pucka. [Ipu
TOM OILIEHKH, KaK BEPOATHOCTU COOBITUM pPHUCKA, TaK M CTENEHU OIMACHOCTEH
COOBITUH, MpeajaraeTcsi Mojay4arb C MOMOUIbIO PAHTOBBIX IIKaJl BEPOSITHOCTH
uMmeer (puxcupoBaHHblii pazmep ot 0 1o 100 (ot HyneBoi 1o 100 — nporeHTHON
BEPOATHOCTH BO3HUKHOBEHUS COOBITHS prcka). HuxHss rpaHuiia OTCYTCTBYET, 110
ATOMY ILIKaJla CTPOUTCS IO CleayroleMy npuHuuiy. CHadana Ha Heé HaHOCATCA
T€ PUCKHU, BCE OMACHOCTH KOTOPBIX CBOJUTCS K MaTEpPUAJIbHOMY YIIEPOY U MOKET
ObITh BBIpA)KEHA B JIEHEXHBIX €AUHUIAX. B pesynbraTe mnonydaerca 0Oazoas
IIKaJa OMNACHOCTH COOBITMM pHuCKOB. Jlasee NOIB30BATENAM IIpeaIaraeTcs
abcTparupoBaTtbcs OT «IACHEKHOI» METPUKM M BOCIHPUHHMATH LIKaly Kak
BBIPAKAIONIYIO JIHUIIb OTHOCUTEIbHYIO CTENEHb OMACHOCTH OTAENbHBIX COOBITUH U
yKa3blBaTh Ha HEW COOBITHUS PHUCKOB MYTEM CpaBHEHHUS CTEMEHH HX

HCXKCJIATCIIbHOCTHU UJIM HEJOITYCTUMOCTH.
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Metonuka npepiaraer, 4yTo Jr00€ COOBITHE pHUCKA TPOUCXOIUT B
pe3yapTare peaau3aluyd HEKOTOPOTrO MHOXKECTBA yIpo3, NMPUYEM Kaxkaas U3 HHUX
MOJKET OBITh OIIpeleleHa KaK Yrpo3a O€30MacCHOCTH KakKoro-indo KOMIIOHEHTa
OLIEHUBAaEeMO# cucTeMbl. TakuM 00pa3oM yaaéTcs ONMpeneanTh PUCKOOOPa3YIOIIHiA
NOTEHLUAN KaKIOW U3 YIpo3 B 3aBUCHMOCTH OT €€ «BKJIaJja» B COOBITHE PHCKa, a
TaK)K€ PUCKOOOPA3yIOIIME NOTEHIINAIIBI TEX KOMIIOHEHTOB, K KOTOPBIM 3TH YI'PO3bI
OTHOCATCA, M pacCUUTaTb PUCKU IO BCEM CTPYKTYPHBIM COCTAaBIISIOIIAM
OLICHUBAEMOU CUCTEMBI U IIO CUCTEME B LIEJIOM.

Meronuka koMmiuiekca «ABaHraps - KoOHTpoib» IOCBSIIEHAa puUCKaM,
SBIIAIOIIMMCSL  pE3yJIbTaTOM  HEBBINOJIHEHHs  TpeOoBaHMM  oOecnedeHus
0€e30MacHOCTH OLEHMBAEMOW CHCTEMbl W €€ KOMIIOHEHTOB, IO3TOMY IS
OPUMEHEHUS JTOr0 KOMIUIEKCa HEOOXOOUMO Ui KaXAOro KOMIIOHEHTa
OLICHMBAEMOI CUCTEMbI UMETh MOJHBIA HAOOP TpeOOBaHUA, BHINOTHEHHE KOTOPHIX
O3HauaeT HyJIEBOW PUCK HapylIEHUs O€30MaCHOCTH CUCTEMBI.

Metononorusi OCTAVE (Operationally Critical Threat, Asset and
Vulnerability Evaluation) Obuta paspabotana B HMHCTHTYTE mporpaMMHOMN
WH)KeHepun T1ipu  YHuBepcurere Kapnerm—Memmona u  npegycmaTpuBaeT
aKTUBHOE BOBJICUCHHE BJAJEbIEB HMHPOpPMAMM B MPOLECC OIpeaeIeHUs
KPUTUYHBIX UH()OPMAIITMOHHBIX aKTUBOB U ACCOIMMPOBAHHBIX C HUMH PUCKOB.

Kirouesslie anementsl OCTAVE:

) UJIeHTU(PHUKALMS KPUTUYHBIX UH()OPMAIIMOHHBIX aKTHUBOB;

b) npenTrdukanus yrpos s KpUTHYHBIX HHOOPMAIIMOHHBIX aKTUBOB;

C) onpelelneHHe  YSA3BUMOCTEH, aCCOIMMPOBAHHBIX C  KPUTHYHBIMHU
MH(OPMAIMOHHBIMUA aKTUBAMU;

d) olileHKa PUCKOB, CBSI3aHHBIX C KPUTUYHBIMU UH(POPMAITMOHHBIMU aKTUBAMHU.

OCTAVE npenycmaTpuBaeT BBICOKYIO CTENEHb TMOKOCTH, JIOCTUTAEMYIO
nyTeM BbIOOpAa KpUTEPHUEB, KOTOpBIE MPEINpPHUITHE MOXKET HCIOJB30BaTh MpHU
ajanTaly METOJOJIOTUM MO/ COOCTBEHHBbIE HYXJIbl. MeTomosiorus paspadoTaHa

AJI1 IPUMCHCHHS B KPYITHBIX KOMITAHUAX, a4 €€ paCTyllasa NOIYJIIPHOCTD ITPUBCJIA K
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cozpanuto Bepcun OCTAVE-S jns  HeOompmux mnpeanpustui. HMmeroTcs
KOMMEpYECKHE MPOrpaMMHBbIe MPOAYKTHI, peannzyromue noioxenns OCTAVE.

Metononoruss CORAS paspaborana B pamkax mnporpammbsl Information
Society Technologies. Ee cyTts coctour B ajganTtanuu, YTOYHCHUH W
KOMOMHUPOBaHUM TaKMX METOJIOB IIPOBEICHMs aHalIM3a PUCKOB, kak Event-Tree-
Analysis, nenu MapkoBa, HazOp u FMECA. CORAS wucnons3yer TeXHOJOTHIO
UML u OGasupyercss Ha aBCTpaluiicKOM/HOBO3elaHickoMm crangapte AS/NZS
4360: 1999 Risk Management u ISO/IEC 17799-1: 2000 Code of Practice for
Information Security Management. B sTom craHmapTe Y4YTEHbI PEKOMEHIAIINH,
usnoxkenusie B gokymenrax ISO/IEC TR 13335-1: 2001 Guidelines for the
Management of IT Security u IEC 61508: 2000 Functional Safety of
Electrical/Electronic/Programmable Safety Related. B coorserctBun ¢ CORAS
WH()OPMAITMOHHBIC CHCTEMBI PACCMATPUBAIOTCS HE TOJBKO C TOYKH 3pPEHUS
UCIIOJIb3YEMbBIX TEXHOJIOTHH, HO C HECKOJBKHX CTOPOH, @ UMEHHO KaK CJIOXKHBIH
KOMIUIEKC, B KOTOPOM YuYTeH u denoBedeckuil ¢akrop. IlpaBuna ngaHHOU
METO/I0JIOTUH peain3oBaHbl B Bujie Windows- u Java-nipuiiosxeHuit

CpaBHEHHE pa3IMIHBIX METOIUK OIICHKH PUCKOB MPUBEICHO B Tabuie 3.1.

Taomuna 3.1

CpaBHeHHE OIIEHKH PUCKOB HH(POPMAIIMOHHOM 0€30MacHOCTH
ONTUYECKHUE CETH TEIEKOMMYHHUKAIIMI Ha 0a3e MpOrpaMMHBIX

IIPOAYKTOB
O6s1acTh NpUMEHEHUs
N [TonubIi1
bazoBriii
Metonuka aHaJIN3 JloctonHcTBa Henocrarku
YPOBEHb
PHUCKOB
1 2 3 4 5
Tpebyet cnernuanbHOM
SBnsieTcst xopouo POy " N
CTOVKTYDHDOBAHHOMN 1 MTOJITOTOBKH U BBICOKOH
PYKTYpHP KBauuKauy ayautop. B
HIMPOKO © OoJbIlel CTeeHH
CRAMM + poOUPOBaHHON METO/IU-
. MOAXOMAT JIJISL ay/IUTA YKE
KOW aHaJin3a, MO3BOJISIO-
. CYIIECTBYIOIIUX UH(OP-
IeH MoTy4aTh peasbHbIe
MAITHOHHBIX CHCTEM,
MIPAKTUYECKHE
HAXOJSIIUXCS Ha
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[Tponomxkenue Tabauubl 3.1

1 4 5
pe3ynbTathl. B ocHOBe
MPOrPaMMHOTO MPOJYKTa | CTaauH dKCIuTyaTtanuu. He
JICYUT JOCTATOYHO MIO3BOJISIET CO3/1aBaTh
o0beMHas 0aza 3HaHUH COOCTBEHHBIE 1a0JIOHBI
110 KOHTPMEpaM B OTYETOB U
obmactu Ub, 6a3upyro Ha | MoaupUINPOBATH
PEKOMEHAALUAX UMEIOIIUECS.
craggapra B 1SO 17799
IIpocrora, manas
TPYJAOEMKOCTB,
BO3MOYKHOCTb CO3/aHUs
COOCTBEHHBIX MTPOQHIICH.
Risk — Watch VYnpoméHnslii moaxoa kK | Beicokas crouMocTb
OITMCAHUIO MOJIEIIN
MH(POPMAIIMOHHOM
CHCTEMBI U OIICHKE
PHCKOB.
[TpocroTta MeToauKH, Bo3MOoxHOCTH BHECEHUS
BO3MO>XHOCTh OTIOJIHEHH B 6a3
COBRA AOTIOAE Y
WCTIOJb30BaHUE 3HAHWI HE TOCTYITHO
pa3NuyHBIX 0a3 3HAaHWH. | TOJIH30BATEISIM.
Hebonbmas rpaganus
Bo3moxxHOCTB IIKaja pucKa
reHepanuu OT4ETOB 110
Konnop OJTHOMY WJIM HECKOJIBKUM
paznenam cranmapta 1SO
17799
[Ipocrora B
I'enepupyet OosnblIoe
WCTIOJIH30BAHNUH, .
KOJINYECTBO OyMaKHOM
BO3MOKHOCTb OLICHKH
I'pud JIOKyMEHTAIUN, KOTOpOe
PHICKOB IO Pa3IMYHBIM
HE BCET/la OKa3bIBACTCs
MH(pOPMaIOHHBIM N
MOJIE3HON Ha MPAKTHUKE.
pecypcam
Bo3moxHOCTB N .
JocTtatouHo TpynoEMKUI
MOCTPOEHUSI MOJIENN
ABanrapn npolecc ayaura.
PHUICKOB U OIIEHKA
OCTaTOYHOT'O pUCKA
METONOJIOTHEN OLICHKH
PHUCKOB, KOTOpast
BKITIOYAeT BhIMoNTHeHHEe | OTCyTCTBYET OlleHKa
OCTAVE Bcex (a3 mo PUCKOB Ha TEXHUYECKUM

OTPEJIETICHUIO U OLICHKE
KPUTHUYHBIX aKTHUBOB,
YIpO3 U ySI3BUMOCTEN

YpOBHE.
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[Tponomxkenue Tabauibl 3.1

1 2 3 4 5
B CORAS e
peaycCMOTpeHa

CORAS sBigercs To, MEePUOJUYHOCTD

npoBeieHus oneHku UT-

TIPOJIYKT, peanmy}onmﬁ PUCKOB U OOHOBJIEHHE HX

CORAS 3Ty METOJI0JIOTHIO, BEJLTYMH, 1TO

+ pacIpocTpansercs CBUJCTCIILCTBYET O TOM,
4TO METOI0JIOT U

OecruraTHo U He TpeOyeT
3HAUMTENBHBIX pecypcop | PHTOHA UL
BBITTOJIHEHUS Pa30BBIX

JUISL yCTAaHOBKH U

MpHMEHEHIS OIICHOK U HE TOIUTCS IS
PETYJISPHOTO

MCIIOJIb30BaHUS.

YTO IPOrPaMMHBIH

3.2 MoaesupoBaHue mapaMeTpUuYeCKMX aJIrOPpUTMOB OLIEHKH PUCKOB
HHGOPMAIIMOHHOM 0€30MACHOCTH ONITUYECKHUX ceTeill

TCJICKOMMYHUKAIIUA HA OCHOBE METO/IE He4YeTKOM JIOTUKH

MexaHu3MBbI OIICHKH PUCKOB Ha OCHOBE HEUETKOW JIOTHMKHU BKJIFOYAIOT B CEOs
MOCJIeIOBATEIBHOCTD JTAMOB, B KAKIOM U3 KOTOPBIX HCIOJB3YIOTCS PE3yIbTaThI
npeapaymero sTamna. [locienoBaTenbHOCTh ATUX ITANlOB OOBIYHO CIICAYIOIIAS:

a) BBOJ TMpaBWJI MPOTrPAMMHUPOBAHHS B BHJE MPOAYKIMOHHBIX IPABHI
(«kECJIN,... TO»), oTpakalIUX B3aUMOCBSI3b YPOBHS BXOJHBIX JaHHBIX U
YPOBHSI pHCKa Ha BBIXO/IE;

b) 3amanue GpyHKIUKM TPUHAAICKHOCTH BXOIHBIX IEPEMEHHBIX (KaK MPHUMEp
- C TIOMOIIIBIO CHCIMATH3UPOBAHHBIX TIporpaMM Bpoje "Fuzyy logic" — B nanHOM
npuMepe MbI ucrosb3oBaan Matlab).

c) [Tony4yeHre NEPBUYHOTO PE3yIbTaTa OIICHOK BXO/HBIX MIEPEMCHHBIX.

d) da3udukanys OleHOK BXOTHBIX IEPEMEHHBIX (HAX0XKICHUE KOHKPETHBIX

3HauYeHUN (PYHKIMI NpUHAIIEKHOCTH).
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e) ArperupoBanue (IojapasyMeBaeT MPOBEPKY UCTUHHOCTH YCIOBUN MyTEM
npeobpazoBaHuil (PyHKUMH MPUHAIJICKHOCTH Yepe3 HEUYETKYI0O KOHBIOHKIUIO U
HEYETKYIO JU3BIOHKIIUIO).

f) AxTuBM3anus 3aKIIOYCHHN (HAXOXICHHE BECOBBIX KOA(D(HIIMEHTOB 1O
KKJIOMY U3 MpaBWI U QYHKIHI KICTUHHOCTH).

g) AKKyMyJISnus 3akIOYeHH (HaXxoxaAeHWe (QYHKUIUU TPHUHAJICKHOCTU
JUTSL KQXKJI0W U3 BBIXOJIHBIX TIEPEMEHHBIX ).

h) Jedasudukamus (HAXOXKJACHWE YETKMX  3HAYCHWHA  BBIXOJHBIX

MEPEMEHHBIX).

3.2.1 MopaesupoBaHue nNapaMeTPU4eCKUX AJITOPUTMOB OLICHKHA PUCKOB
HHGPOPMANMOHHON 0€30IIACHOCTH HA OCHOBE TEOPUM HEYEeTKHX MHOKECTB €

ucnoJjb3oBanuem MATLAB

3.2.1.1 MoaeaupoBaHue ABYyXNIapaMeTPHUYECKOr0 aJITOPUTMA OLIEHKH

pHCKA ¢ TPeXypPOBHEBBIMU IIKAJIAMM BXOJAHBIX IapaMeTPOB

Tabnuma 3.2
OneHka pucka o TpeXypOoBHEBBIM IIKAJIaM
Yiepo
BepostHOCTh «bonpmioity «CpenHuii» «Hwuzkuiit»
«bonpas b C H
«CpenHssa» C C H
«Hwuzkas» H H H

[TponyKuHOHHBIE MpaBuUiia, COOTBETCTBYIOLIME Tabyuie 3.2, MOXKHO Mpe.-

CTaBUTbH CIAECAYIOLUIIM 00pa3oM:

a) ECJIN BepositHocTh «bonbmas» WU Yuiepd «bonbmioi», TO Puck

«bonbmoit» (b);
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b) ECJIN BepositHocts «bombimasy WM Ymepd «Cpenuuii»y, TO Puck =
«Cpenunuit» (C);

c) ECJIN BepositHocth «bonbmasy U Ymep6 «Huskuit», TO Puck =
«Hwuzkuit» (H);

d) ECJIN BepostHocth «Cpemusisiy U Ymiepo «bonbiioi», TO Puck =
«Cpennuit» (C);

e) ECJIM BepositHocth «Cpennsisiy M1 Ymepo «Cpemnuity, TO Puck =
«Cpennuit» (C);

f) ECJIN BepostHocth «Cpenmusisiy U Ymepo «Hwuskuiiy, TO Puck =
«Huzkuit» (H);

g) ECJIN BepostHocts «Hwuszkas» U Ymepo «bonpmoit», TO Puck =
«Huzkuit» (H);

h) ECJIM BepositHocth «Hmskas» WM Ymepd «Cpennmii», TO Puck =
«Huzkwuit» (H);

1) ECJIN Bepostnocts «Hwuskas» W Ymepdo «Huskwmity, TO Puck =

«Huzkuin» (H).

Low hMedium , high

2

K]
o 1 1 1 1 1 Lo

0.3 04 05 06

input variable "Damage"

Puc. 3.2 - TpanenueBunnbie GyHKIIUN TPUHAIIICKHOCTH TPEXYPOBHEBOM

mikassl "ymepoa'
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probabilty = 0.684 Damage = 0.741

Risk = 0.53

—

00

Puc. 3.3 - BBOI[ OIOCHOK BXOIHBIX IICPCMCHHBIX B MCXaHHU3M BbIBOJA

s ONpenesieHHOCTH TMOJIOKUM, YTO Ha OCHOBE IMPEeIBApUTEIIHLHOTO
o0clieToBaHMS MMOTYyUYE€Hbl HEKOTOPBIE OIIEHKU BEPOSITHOCTH MHIIMJICHTA U yiepoa,
Hanpumep, 0,683 u 0,741, koTopble BBeaeM B OKHO Input rpaduueckoro

uHTepdeiica (puc. 3.3).

06

05

04

Risk

0.3

02

U 1 1 1 1 1
1] 02 04 06 08 1
probability

Puc.3.4 - KpuBas BbIBOJA ISl TPEXYPOBHEBBIX BXOIHBIX IIKAJI

I'padux «kpuBOW BBIBOJA» — 3aBUCUMOCTH BEJIWYMHBI PHCKa OT
BEPOSTHOCTU WHIMJICHTA, MOCTPOCHHBIN ¢ momoIislo uHtepdeiica Fuzzy Logic
Toolbox mpencraBnen Ha pucyHok 3.4. HarnsgHoe rpaduueckoe mpeacTaBiecHUE
MO3BOJISIET OLCHUTH aJI€KBATHOCTh CBOMCTB ME€XaHW3Ma BBIBOJAA MPEABSIBIISIEMBIM

Tpe6OBaHI/I$IM. B JaHHOM CJIydac «KpHBasA BbIBOAa» CBUIACTCILCTBYCT O TOM, 4YTO
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MCXaHHN3M BBIBOJd MOXHO HCIIOJIB30BATH TOJIBKO B 0071aCTH HHM3KHUX 3HAYCHHI

BEPOSTHOCTH, T.€. IPU BEPOSATHOCTH MeHblie 0,5.

3.2.1.2 MopaeaupoBaHue AByXNapaMeTPU4ECKOr0 aJrOpuTMa OlleHKH

pHCKA ¢ NSATHYPOBHEBLIMH HIKAJAMHU BXOHBIX NAPaMeTPOB

PaccMOTpuM  IByXMapaMeTpPUYECKHI  aIrOpUTM €  MSATHYPOBHEBBIMHU
mikayaMu. [TpenoioxkuM, 9To alrOPUTM OCTACTCs IBYXITApaMETPUICCKUM, HO JIJIS
U3MEPEHHS BXOJIHBIX IMApaMETPOB HCIIONIB3YIOTCS MATHYPOBHEBBIC TKaibl. [kana
BEPOSTHOCTH COJICPIKHT CIICAYIOIINE YPOBHU:

a) A — coObITHE MPAKTUYECKU HUKOT'1a HE TPOUCXOJIUT;

b) B — coObITHE ClydacTCs peaKo;

C) C — BepoOATHOCTH COOBITHS 332 pacCMaTPUBAECMBIA MPOMEKYTOK BPEMECHHU
npuOm3uTeNbHO paBHa 0,5 (COOBITHE BIIOJIHE BO3MOYKHOE TIPHU COOTBETCTBYIOIIEM
CTE€YEHHH O0OCTOATEINBCTB);

d) D — ckopee Bcero coObITHE IPOU30UICT (TIPU OpraHU3alMK aTaKH);

e) E — coObITHE, BeposiTHEe BCEro, MPOU30MIeT (MIPU OPraHu3aliy aTaKu).

[Mxana ymepOa coepKUT TaKXKe MsITh YPOBHEH:

a) N (Negligible) — ymep6, koTopbiM MOXHO TIpeHEOpEYb;

b) Mi (Minor) — He3HaYMTENBHBIN YIIEPO, MOCICACTBUS KOTOPOIO JIETKO
YCTPAHUTD;

c) Mo (Moderate) — ymepeHHblI# yiiep0;

d) S (Serious) — cepbe3Hblii yiiepO, JTUKBHIAIUS KOTOPOTO BO3MOXHA, HO
CBsI3aHA CO 3HAYMTEIILHBIMHU 3aTPATaMU;

e) C (Critical) — kputnueckuii yiiepO, KOTOPBI CTaBUT MOJ COMHEHHE
BO3MOXKHOCTh YCTPAHEHHS €ro TOC/ICACTBHH.

[Ikana 11 OICHKH pHCKa MOXET OBITh 3a7aHa B BUJIC ITOCIICIOBATSIILHOCTH
gucen ot 0 g0 8, BKIHOYUTEIHLHO. 3aBUCUMOCTh PUCKa OT BEPOSITHOCTH YyiepoOa

npuBeeHa B Ta61.3.3.
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Tabmura 3.3

BepositHocts | Yiep6

Mi Mo S C
A 0 1 2 3 4
B 1 2 3 4 5
C 2 3 4 5 6
D 3 4 5 6 7
E 4 5 6 7 8

probability

XX

Damage

K [

/

FISmamdaniSshkala

(mamdani)

Risk

Puc.3.5 — JIByx mapaMeTpuuecKui CHCTEMa HEYETKOTO BBIBOAA

H

M

Mo

g

C

01

04 05 06
input variable "Damage"

Puc.3.6 - ®yHKUMY NPUHAIIEKHOCTU HA MATUYPOBHEBOI IIKaJe
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probability = 0.684 Damage = 0.741 Risk = 0.669

7

3

R Ao @O~ N BW =

— — e —

e a— — E— i —

s e —

' e ——

~ E—

18 Eac—

17 — s —

18 = =] e T—

19 .

20
21
22
23
24
25

Puc.3.7 - Mexanu3m BbIBOAA AJISI IS TUYPOBHEBBIX IIIKAJ

Rizk

02 1 1 1 1
0 0.z 0.4 0.6 0.8 1

probakbility

Puc.3.8 - KpuBas BbiBOAA AJ1s1 MATUYPOBHEBBIX BXOJIHBIX IIKAJ

Rizk

]
Damae L probability

Puc. 3.9 - IloBepXHOCTh HEUETKOTO BBIBOJIA JJIS MSITHYPOBHEBBIX LIKAJ

BXOAHBIX JAaHHBIX
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I'paduueckuit unrepdeiice Fuzzy Logic Toolbox mo3BoyiIeT MOIYyYUTH
TpPEXMEpPHOE U300paKEHUE KIIOBEPXHOCTH CUCTEMBI HEUYETKOTO BBIBOJIa» (PUCYHOK
3.9). I'maakass ¥ MOHOTOHHAsi «IOBEPXHOCTh BBIBOJA» TapaHTHUPYET «KaueCTBO
UCITOJIb3yEMOT0 aJITOPUTMA BO BCEM JMANA30HE U3MEHEHUS BXOIHBIX IEPEMEHHBIX.

OYHKIIUY TPUHAIIICKHOCTH BXOJHBIX MEPEMEHHBIX, KaK U B MPEIbLAYIIEM
cly4yae, 3aJaJuM C TOMOIIBIO JIMHEHHBIN bynakuit. Yucno  pyHKImiA
MPUHAIJICKHOCTH HAa OCSIX BXOJHBIX IMEPEMEHHBIX B JAHHOM CIIy4yae PaBHO IISITH.
[TapameTps! GyHKUIMI TPUHAIEKHOCTH ONPEACIAIOTCS MPOrpaMMoi nHTepgerica.
Jlis BBIXOJHOW MEPEMEHHOM uncio (QYHKUUN NPUHAIIEKHOCTU CIEIYeT 3a/1aTh
paBHBIM eBATH. [Ipeanosiokum, Kak ¥ paHee, 4TO ¢ MOMOIIBIO JUAarHOCTHYECKHUX
TE€CTOB WJIM Ha OCHOBE SKCIEPTHOTO OOCIEAOBAHMS CHCTEMBbI MOJYYEHBI OLICHKH
BXOJHBIX IIEPEMEHHBIX: BEPOATHOCTH MHUUACHTA W  IPEAIOJaracMoro
yiiep6a. XapakTepHO, YTO MOJYYEHHBIN PEe3yJIbTaT CYIIECTBEHHO OTIMYAETCS OT
OLICHKM pHCKa IOJIYYEHHOW B MPEIBIAYLIEM NPUMEPE Ul TPEXYPOBHEBBIX KA
BXOJIHBIX BEJIMYHMH, XOTS BXOJHBIE INI€pEeMEHHblE ObUIM OJUHAKOBHIMU. B
nocyienHeM ciydae rpaduk "KpuBOM BbIBoAA" mMMeeT "3aBan" Mmpu BEPOSTHOCTH
oonpmieit 0.5, 4yTO W OTpa)kaeT HU3KYI UYYBCTBUTEIBHOCTb TPEXYPOBHEBOIO

ajroputma B 001aCTH BBICOKMX 3HAUCHUI BCPOATHOCTH.

3.3 BeIBOaBI

W3 BbIIIE U3JI0)KEHHOTO MOYKHO OTMETUTD CIEAYIOIIEE:

1. Pa3zpaboTan MexaHU3M MOJYYEHUS OLIEHOK pHUCKa JJIA MPAKTHUYECKOIro
VCITOJIB30BaHUs. JJaHHBI MEXaHNU3M I03BOJISIET HE TOJIBKO PEIINUTH ITOCTaBICHHbBIE
3aJ1a4yd, HO M CYIIECTBEHHO PAaCIIMPUTH BO3MOXKHOCTH YKAa3aHHbBIX MeToAuK. OH
MO3BOJISIET CHATh OTPAHUYEHMSI HA YUCIIO YUYUTHIBAEMBIX BXOIHBIX MEPEMEHHBIX U
aJIecKBAaTHO HCIIOJb30BaTh KAYECTBEHHBIE W KOJWYECTBEHHBIE OLEHKH BXOJIHBIX
MapaMeTPOB, UCXOASIINE OT MPUKIAJAHBIX CIIEIIUATNCTOB.

2. MexaHU3M TOJy4YEHHUS OLIEHOK PHCKAa HAa OCHOBE HEYETKOW JIOTUKU

IMMO3BOJIICT YUYUTBIBATL KAa4C€CTBO BXO)IHOﬁ I/IH(i)OpMaI_II/II/I N HaACKHOCTDH (CTCHCHB
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JOBEpHs) UCTOYHUKOB MH(popmaru. OH 00J1ajaeT MHUPOKUMU BO3MOKHOCTSIMH,
MO3BOJIAIOIIMMHU aJalTUPOBATh €0 K Pa3HOOOpa3HbIM "MPOoPHIIsM" MPHUKIaIHBIX
CUCTEM M BCTpaWBaTh MX B COCTaB COOCTBEHHBIX Pa3pabOTOK CHCTEM YIIPaBJICHHUS
pUCKaMU.

3. VYkazaHHble OOCTOSITENBCTBA W HAJIMYHUE OTKPBITHIX YHHUBEPCAIBHBIX
MaKeTOB MPUKIAJAHBIX MPOrpaMM Ui 00pabOTKHU HEUEeTKOW MHGPOpPMAIUU B Cpefie
MATLAB wu fuzzyTECH 1o03BOJISIIOT pEKOMEHIOBATh MX ISl IIHMPOKOIO

HCIIOJIB30BaHMUA.



127

3AK/IIOYEHUE

Pe3ynbrarel  NpPOBENEHHBIX  HUCCIEJOBAHMNA  MO3BOJIAIOT  OTMETUTH
clIeyIolIee:

1. B ycnoBusSX LIMPOKOIO HCIOJIb30BAHUS 3apYOEKHBIX TEXHUYECKHUX
CPEICTB TENECKOMMYHHUKAIIMA W TPOrpaMMHOro oOecredeHuss HeoOX0AUMO
IPOBEJCHUE PA3yMHON TEXHUYECKON MOJUTHKHU, COUETaroleil B ceOe co3laHue
OCT c cobmrogennem TpeOoBaHM Mo Ge3omacHOCTH nHpopManuu. MIHTeHCHBHOE
BHEJpPEHUE  3apyOeXHBIX  ONTUYECKUX  TEXHOJOTMH  TEIeKOMMYHUKaLUN
CONPOBOXAAETCA TOSBICHUEM HOBBIX Yrpo3 U  YA3BUMOCTEH, KOTOpbIE
CYLIECTBEHHO pPAaCIIMpPAIOT BO3MOXXHOCTH HApYyIIUTENEH 1O HEraTUBHOMY
Bo3JciicTBUI0O Ha wuH@OpMmanuoHHylo cdepy OCT, mnostomy TpeOoBaHHS K
uHpopmammonHod  6e3zonmacHoct OCT  pomkHbl  GopMHpOBaTbCI U
YCTaHaBIMBAaTbCA C YYE€TOM TMOCJHEJICTBUM, K KOTOPBIM MOTYT HPUBECTH
WHUUJAEHTH HMHQOPMALMOHHOW O€30MacHOCTH, MW TeX 3aTpar, KOTOpbIe
HEOOXOJMMBI JJI UX YCTPAHEHUSI.

2. MexnyHapoaHas TpakTUKa IMOKa3bIBAET, YTO B HACTOSIIEEC BpeMs Ha
OIEepaToOpOB TEIEKOMMYHHUKALMN, KaK Ha HEMOCPEICTBEHHBIX COOCTBEHHHKOB
OCT, Bo3mararoTcsi OCHOBHbIE (YHKUHUU MO OO€eCreyeHU0 HHGPOPMALMOHHON
0e30MacHOCTH, TaKHe KakK 3alluTa OT HECAaHKIMOHHPOBAHHOIO JOCTyHa K
00BEKTaM TEJIEKOMMYHUKAIIUI, BXOJAUIMX B COCTAaB 3TUX CETEH, a TaKKe 3al[uTa
uHpopMaluy, epeaaBaeMoin 0 TUM CETAM, U MHPOPMAIH YIIPABICHUS CETIMMU.

3. UccnenoBanust MOKa3bIBAIOT, UTO 0€3 MUCIOJIB30BAHUS CIICITHAIBHBIX MED,
METO/I0B  obOecnieyeHus: MHGOPMAILMOHHONM  0€30MacHOCTM M MEXaHHU3MOB
6e3omacHoctu (cpenactB 3amuthl uHMopmaruu) OCT  sBisitoTcs abCOTIOTHO
VS3BUMBIMM ~ TI€pel  yrpo3amMud  HMH(POpManMOHHOW O€30MacHOCTH M 4YTO
obecrnicueHne wuHPoOpMaIMoHHON Oe3omacHocTH coBpeMeHHbIX OCT sBisieTcs

00OBEKTUBHO HEOOXOINMBIM.
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4. Pemenue mipoOsieMbl OIEHKHM HMHGOPMAIIMOHHOW O€30IMacHOCTH,
BO3HUKatolel npu cosnanu coBpemeHHbix OCT, Heo0XoauMO MPOBOAUTH Ha
CEpbhE3HON HAyYHOW OCHOBE C YYETOM MEXKIyHapOIHOTO ONBITa, CTAaHAAPTOB U
PEKOMEH TN H.

5. VI3BeCTHO, YTO KOMIUJIEKCHYIO XapaKTEPUCTUKY CTETICHH YJIOBICTBOPECHHUS
MOJIB30BATENSI TIPEIOCTABISIEMBIMU YCIIyTaMu OTPENETSIOT MapaMeTphl KauyecTBa
oOCIy>KMBaHUS, JJs ONpENEJICHUsT KOTOPhIX HEOOXOIUMO  HCHOJb30BaTh
COBOKYITHOCTh OOIMX IOKa3aTeneil. B HOBBIX MEXIYHApPOIHBIX CTaHAApTax M
pekomennanusax 1SO, ITU-T, ETSI u nap. undopmanuonHas 6e30macHOCTb
paccMaTpUBaeTCs Kak OJMH M3 MoKa3aTelieil kauecTBa oocayxuBanus (Quality of
Service, QoS) OCT.

6. B mnacrosimee Bpems uHpopmarmonHas OezomnacHocte OCT He umeet
KOJTMYECTBEHHOW OIIEHKH, XOTS OOJbINas YacTh APYTHX IOKa3aTeleil KadecTBa
oOcnykuBaHusl (JOCTOBEPHOCTb, CKOPOCTh W HAJEKHOCTb) HMMEIOT, IMOITOMY
OJTHOM W3 BaXHBIM WM aKTyaJbHBIM SBJISETCS TpoOiemMa OOCCIEUYCHHS KadecTBa
oocnyxkuBanusi OCT B ycloBUAX TNpeIHAMEPEHHBIX WHOOPMAIMOHHBIX
BO3JICHCTBHU.

7. B ocHOBe (popMupoBaHHS TpeOOBAHUM, OMPEICIISIONIUX HEOOXOIUMBIN
ypoBeHb HH(pOpMaMOHHON Oe3omacHOCTH, JekuT aHamn3d OCT kak 0OBEKTOB
OIICHKU PUCKOB MH(MOPMAIIMOHHON Oe3omacHocTH. OHAKO B HACTOSIIIEE BpeMs He
CYIIECTBYeT OOIIel METOM0JOTHH, METOJOB W KOHKPETHBIX METOJUK OIICHKH
pUCKOB HWH(OpPMAIMOHHONW OE30MacHOCTH, IMOATOMY CpaBHEHHE O€30MacHOCTH
pPa3TUYHBIX CETEeH 0€30MaCHOCTH YPE3BhIYAHO 3aTPYTHUTEIHHO.

8. AHaiM3 TOKa3bIBa€T, 4YTO pa3paboTKa METOAMKU OIEHKH PHCKOB
nHOOPMAITMOHHONW O€30MaCHOCTH TMPEANojaraeT Haludue Wi pa3paboTKy:
MOJEIN OOBEKTa OICHKH, MOJICIH CHCTEMBI 3aIUThI, MOJCIH IMOTEHIINAILHOTO

HapymunuTCIIA.
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9. B ycnoBusx auHamuyHoro pa3Butus OCT M BO3HMKHOBEHHS HOBBIX
yrpo3 uH(pOpMAIMOHHOW O€30MacHOCTH BAXKHBIM CTAHOBUTCS aHAIU3 U
yIpaBiieHHE puckaMu HHGHOPMAIIMOHHON 0€30MacHOCTH.

10. IIpu wmcmoNp30BaHWM KAYECTBEHHOTO METOJAa OIEHKH OYCHb Ba)KHO,
HACKOJIbKO ONBITEH, KBaJIU(UIMPOBAH U KOMIIETEHTEH YE€JIOBEK, BBIMOJIHSIONIUIMI
OLICHKY YPOBHsI pUCKa. PUCK OlleHMBaeTcs KaueCTBEHHO; TEM HE MeHee s OoJee
JIETKOM HMHTEpIIpEeTaIllMi MOJYyUYEHHBIX pPEe3yJIbTaTOB, a TAKXKE JJIs OLEHKU PHUCKA,
UCIIONIB3YETCsl KOJMYECTBEHHAs (hopMma.

KonuuecTBeHHBIN MeTOA TpeOyeT 3HAYMTENbHO OO0JbIlIe BPEMEHHU, TaK Kak
KOKJI0MY (DakTopy pHCKa TMPUCBAMBACTCS KOHKPETHOE 3HAYEHHE, O5TO JaéT

MOJIHYIO MH(OPMAIINIO O TPOBEACHHOM aHAJM3€ PECYPCOB U OOBEKTOB.

[IpuMeHeHrne MeToAa KOJNMYECTBEHHOW OLEHKH pHUCKa TpeOyeT OOJbIINX
3aTpaT Kak Ha ONMCAHME, TaK U Ha aHAIU3 OU3HEC-TIPOLIECCOB, HO HEOCTIOPUMBIM
IIPEUMYLIECTBOM  JAaHHOTO MeEToAAa SABJSIETCS TAPAHTHUPOBAHHAS  IIOJIHOTA

OIIPpCACICHUA IICPCUYHA PHUCKOB.

11. Bropoe HnampaBienue ouneHku uHpopmanmonHou oOezomacHoctu OCT
OCHOBBIBA€TCSI Ha ONPEICICHUU YHUCIIOBBIX XapaKTEpUCTUK HH(POPMALMOHHON
0€30MacHOCTH TEXHOJIOTMM TEJIEKOMMYHUKALMK (KOJUYECTBEHHbIE KPHUTEPHUN).
MeTonuka KONMYECTBEHHOW OIIEHKH PHUCKOB JA€T TOYHBbIE LHU(PPBI BO3ZMOMXKHBIX
HOTeph NPU BO3ZHUKHOBEHUH MHIIMJIEHTa UH(POPMAILIMOHHONW 6€301acHOCTH.

12. JI;1st TOBBINICHHUS Ka4ecTBa OIEHKA PUCKOB HEOOXOIUMO HCCISAOBATh U
peasin3oBaTh, BO-TIEPBBIX, MEXAHU3MbI IPEACTABICHUS HEUYETKUX M HEIOJIHBIX
JAHHBIX  (HEYETKHE MEXaHU3Mbl), BO-BTOPBIX, MEXaHU3Mbl YCTpPAHEHUS
CYObEKTUBHOCTH HEUETKMX M HEMOJHBIX JaHHBIX U IOMCKAa ONTHUMAaJIbHOTO
peuieHust 3aaadd  (PBOJIIOMOHHBIE MEXaHM3MbI). [l yKa3aHHBIX Lened B
HACTOSIIIEE BPEMS MCCIEAYIOTCS BOMNPOCHI NPHUMEHEHHMS TEOPUM HEYETKHX
MHOKECTB.

13. MexaHu3M TMOJIy4€HHUS OLIEHOK PHCKOB O€30MacCHOCTH Ha OCHOBE

HCUYETKOM JIOTMKH MO3BOJISIET YUYUTLIBATHL Ka4YC€CTBO BXO)IHOﬁ PIH(l)OpMaLII/II/I )51
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HaJIe)KHOCTh (CTENEHb JIOBEPUs) MCTOYHUKOB HHGPOpMalUU. OTOT MEXAHU3M
MO3BOJIIET 3aMEHUTh MPUOIMKEHHBIE TaOJIMYHbIE METO/IBI TPYOOIl OLIEHKH PHCKOB
COBPEMEHHBIM MaTEMaTHYECKHUM aIllapaToM.

14. OueHky pucCKka MOXHO HIPOBECTH Kak IO JIBYM, TaK M IO TpPEM
napaMmerpam: 3pPEeKTUBHOCTD 3aLUTHI, TOTEHIIUAJ YTPO3bl U BO3MOKHBIE ITOTEPH.

15. Ilo cpaBHEHHIO C BEPOATHOCTHBIM METOJIOM, HEYETKUI METO/ MMO3BOJIAET
PE3KO COKpaTUThb O0OBEM U BpPEMs IPOU3BOAMMBIX BBIUMCIEHHH, YTO, B CBOIO
ouepesib, COCOOCTBYET YBEIMYEHHUIO OBICTPOAECHCTBUS HEYETKHUX CUCTEM, HO HE

CHOCO6CTBy€T MOBBIIICHUIO TOYHOCTH BBIYUCIICHUM.
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